










































































































































































































































































































































































































































































































































































































































































<Hex Data>

< Character Data>

<Hex/Char Data>

DATAFIELD DATA CODE

<ASCIi 8>

<EBCDIC>

<ASCII 7>

<ASCII 7 No par>

<ASCIl 7 Par = 0>
<ASCHl 7 Par = 1>

<ASCl 7 Odd par>

<ASCH 7 Even par>

Datafield Start

Position

< Start At Byte >

< Start Aftr Hdrs>

Press this softkey to display the data in hex format. Hex data
format displays 24 characters per line.

Press this softkey to display the data in character format.
Character data format displays 73 characters per line.

" In the default Examine Data Menu, the data field is displayed

below the header ficlds in two formats. The data is displayed in
hexadecimal format on the left side of the line with the
interpreted data displayed on the right side of the same line.
Use this field to choose the character code of the data.

Press this softkey to display the data in ASCIL Seventeen
characters are displayed in each line. -

Press this softkey to display the data in ASCIL. Seventeen
characters are displayed in each line.

Pressing this softkey enables the following softkeys:
The parity bit is ignored.
The parity bit is always 0.
The parity bit is always 1.

The parity bit is set to always provide an odd number of bits in
the byte.

The parity bit is set to always provide an even number of bits in
the byte.

Use this ficld to determine when the analyzer starts displaying
the datafield. You have the following softkey choices:

Press this softkey to choose a byte in which you want the
datafield to begin displaying. Use the keyboard keys to enter
the decimal byte number at which you want the data display to

begin.
Press this softkey to start the datafield display at the first byte

following the last displayed header (not the last decoded
header).
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FRAME DESTINATION SOURCE FRAME FILTERS ERRORS

NUMBER ADDRESS ADDRESS LENGTH MATCHED

1 O 234567 89-AD FEDC-BA-98-76.54 1267 Oxxkerrnrrrens Ho SrTOF
2 08-00-09-FF-FF-FF 08-00-09-00-0A-08 342 01xX............ No error

3 00-DD-00-0D-08-00 08-00-09-00-0A-08 655 012x............ No error

4 08-00-09-00-0A-08 08-00-09-FF-FF-FF 1400 0123............ No error

5 01-23-45-67-89-AB  FE-DC-BA-98-76-54 67 OxXX...oeee..... Bad FCS

6 01-23-45-67-89-AB FE-DC-BA-98-76-54 67 OXXXevvennanna .. No error
7 print_server cpUl 854 01XX............ No error
8 mass_store MAINCPU 1514 0123............ No error

| -

Figure 10-4. Summary Format Display

In the Summary Format Display above, the Destination and Source Addresses are shown in
hexadecimal format. If a node has been assigned a node name in the Edit Lists Menu, the
assigned name is displayed. Frames #7 and #8 show the addresses displayed in functional
node names which make it much easier to recognize address patterns in Destination and Source
Addresses.
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Frame lengths for the stored frames are displayed. The frame length field lets you recognize:

= If only long frames are being transmitted.
= If any short frames are transmitted.
= If there is a mixture of long and short frames transmitted.

The FILTERS MATCHED field makes it is easy to see what filters are being matched. This field
shows currently defined filters and if a filter match occurs. In programs using several filters to
trap or store the frames into memory, this display makes it easy to see what filters have been
matched in a group of captured frames.

The filter field function is described earlier in this chapter in the Default Display Description
section.

Different types of frames errors can occur during transmission. Having all the frames error
status listed in a column makes it convenient to scroll the frames to look for frame errors.
Types of frame errors that can be displayed are described in "Default Display Descnptlon in
this section.
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This softkey displays the headers you have selected, the fields of
the filter you select, followed by the data field of that frame.
The default filter format is the first filter matched. To select the
filter for examining frames, press the following softkeys in this

<Filter Format>

order:

<Select Format>
<Filter Format>
<OTHER CHOICES >
<Change Fitier>

PR

Fitter fields of the filter you select are displayed above the Data field. The first three fields of
each filter are not displayed again since they are always Address and Type/Length ficlds. The
first three filter field contents can be seen by selecting <Ethernet> or <IEEE 802.3> header

softkeys.

#59 Jul 10 @ 0:13300.33989 Len 60 FPilters .......xXX...C..F No error
Ether: Dst 08-00-09-02-6A-77 Src 08-00-09-01-4B-FC DOD_1IP
TCPIP_Ack_F1d_8ig 45
IP_Type_Service 00 -
IP_ldentification 88-38 ne
IP_Flgs_Frgt_Ofst 00-00 Y
IP_T live_Protocl 3C-06 <«
IP_Checksum 47-88 Gn
IP_Srce_Dest_addr 0r-06-48-73-0F-06~-48-90 ~+He.+Hp
TCP_Srce_Des_addr 02-01-03-FB v )
TCP_Seq_number 00-DD-C3-07 s! fe
TCP_Ack_nusber 00-D9-97-03 v
TCP_Data_Ofst_Cfg 50-10 P
TCP_Window_Chksum 10-00-80-04 anIn
TCP_Urg_pointer 00-00 ~

15 45-00-00-29-88-38-00~00~3C=06-47-88-0P~06-48-73 Brn )8 A G v HS

47

a1 ; 0P-06-48-90-02-01-03-FE-00-DD~C3-07~00-D9-97-03
: 50-10-10-00-80-04~-00~-00-0F-10-4B~B9-00-00

saHBpoos i bandm
Pasapoansa e

Figure 10-5. Filter Format Display

In the example above, notice in line 1 that field Filters: ............ C..F indicates two filters have
been defined and have been matched by frame #59.

The details of the first filter matched in the frame are displayed below the header.
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If the frame does not match any defined filter, the message No filter matched is displayed
below the header lines. The example below illustrates a frame with <Fitver Format> selected.
In addition, other display format softkeys are selected. :

#36 Jul 10 @ 0:12:56.38117 Len 60 FLilters .......XX...X..X No error
802.3: Dst 08-00-09-03-16-C9 Src 08-00-09-01-83-94 Length 46
602.2: DSAP HP_EXTENDED_SAP SSAP BP_EXTREDED_SAP Control UI P/P=Palge
Wo filter matched

18 : 00-00-00-16-47~16~4F~00~3C~00~92~00-01-5C-54-00 st O v \' TN
34 : 00~-00-0C=00-00=00-0C=00-00~00-00~00-0B~00-00-00 L R
50 s 00-00-0C~00~00-00-00-00-00-00-01 [T ers
437 Jul 10 @ 0:12556.38232 Len 60 FAlters .......XX...X..X No error
802.3: Dst 08-00-09-01-83-94 8Src 08-00-09-03~16-C9 Length 46
802.2: DSAP HP_RXTENDED_SAP SSAP HP_EXTENDED_SAP Control UI P/FP=False
Fo filter matched
18 : 00-00-00~16-4F=16~4F=00~3C~00~04-00~01-5C~54~00 e OO Sunne \ Y
34 : 00-00-00-00-00-00-00~00-00~00=00~00-01~00=-00~-00 ARALALALA AL LAY
50 : 00-00-~0C~00-00-00~00-00-36~00-28 avrsanaa by,
#38 Jul 10 @ 0:12:59.08408 Lan 60 Pi1ters .......XX...X..X No error
Ether: Dst 00-00-C6-00-00-82 8rc 00-00~C6-00-00-82 Type 88-88

No filter matched

N .
D

Figure 10-6. Filter Format with No Filters Matched

The previous example shows 3 frames that did not match a current filter.
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In each of the frame display formats, the Destination and Source Addresses can be displayed in
cither hexadecimal or as a functional node name.

Softkey

<Show Node Name >

<Show Hex Names >

Description

The analyzer displays any node address as a functional node
name. The node name must be defined in the Edit Lists Menu.
This softkey is available in the Setup Menu. If the node name is
not defined, the name is displayed in hex. An example of node
names versus the hexadecimal address is shown below:

Hexadecimal Node
Address Name
08-AB-00-23-01-02 Print_Server1
66-CD-21-43-01-01 CherytJ
08-AB-00- XX - XX- XX all_printers

Notice that the node name can identify a device, the principal
user at a node, or, by using a common prefix and don’t cares
(XX-XX), it can group nodes with common prefixes.

The analyzer displays the node station as a six byte hexadecimal
address.

Examining the Data 10-25



Selecting Frame Header Formats

Each frame is displayed with up to three headers. The first header is a physical header created
by the protocol analyzer. The second header is the IEEE 8023 or Ethernet header. The
third header is for IEEE 802.2 protocol. The format used to display frame headers can be
changed by the following softkeys.

Softkey Description

<Change Headers > The analyzer presents a softkey selection that is used to control
the header display.

<Suppress Headers > With this softkey selected, all physical headers and protocol

headers are removed from each frame in the display.

The example below shows a frame with all the headers removed. Lines 1 and 2 now contain
the frame number and Data field contents. The Destination Address, Source Address,
Length/Type, and Error fields are not displayed.

1 #

2 15 54-68-69-73-20-69-73-20-46-72-61-6D-65-20-4E-75-6D This is Frame Num
3 32 62-65-72-20-30-30-30-31-27-73-20-44-41-54- 2 -46 ber 0001's Data F
4 49 49-45-4C-44-20-63-6F-6E-74-65-6E- 74-2E feld content.

5

20

21

22

24 : EEURTSH O : : A

Figure 10-7. <Suppress Headers> Selection
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Softkey Description

<Physical Header> The physical header contains information generated by the HP
4972A about each frame stored in the receive buffer. Included
in the physical header are:
Time Stamp
Calculated Frame Length
Filters
Errors

1 # Mar 9 @ 6:10:34.55533 Len 61 Filters 0....c.c......... No error

2 15 54-68-69-73-20-69-73-20-46-72-61-6D-65-20-4E-75-6D This is Frame Num

3 32 62-65-72-20-30-30-30-31-27-73-20-44-41-54-41-20-46 ber 0001's Data F

4 49  49-45-4C-44-20-63-6F-6E-T4-65-6E-T4-2E ield content.

5

6

21
22

23
24

--

Figure 10-8. <Physical Header> Selected

With only the physical header selected, only the information added by the protocol analyzer is
displayed. This header includes the physical description of the frame. Elements displayed are:
Timestamp, calculated length of information fields, filters status, and error status.
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Softkey Description
<Ethernet Header> This softkey selects the Ethernet header for the display. It is
illustrated in figure 10-1. Ethernet displays use a Type field for

bytes 13 and 14. Ethernet displays also include the Destination
Address and Source Address ficlds.

<802.3 Header> IEEE 8023 header is similar to Ethernet header, however,
IEEE 802.3 uses a Length field for bytes 13 and 14.

<Ethernet Header>, <802.3 Header> and <802.3 Header> toggle with each other. Only one of
these headers may be displayed at a time. Pressing the softkey that is active turns that function
off and if the other header softkey is not pressed, neither header is displayed.

1 # Destination 01-23-45-67-89-AB  Source FE-DC-BA-99-76-54 Length OA-0B
2 15 54-68-69-73-20-69-73-20-46-72-61-6D-65-20-4E-75-6D This is Frame Num
3 32 62-65-72-20-30-30-30-31-27-73-20-44-41-54-41-20-46 ber 0001's Data F
4 49 49-45-4C-44-20-63-6F-6E-74-65-6E-74-2E ield content.

5

21

22

24 - ot

Figure 10-9. <802.3 Header> Softkey Selection
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Softkey

<802.2 Header>

DSAP

Control

Description

This information is positioned in the first 3-4 bytes of the Data
field. It contains the following information:

Byte 15 in the Data field is labeled Destination Service Access Point
address. This address references a specific protocol used within
the device identified by the Destination Address. The DSAP field
is displayed in hex.

Byte 16 in the Data field is labeled Source Service Access Point
address. Similar to DSAP, this address references a specific
protocol used within the device identified by the Source
Address. The SSAP ficld is displayed in hex.

The Controt ficld, as it name implies, is used to control the
communications between the processes or applications
contained at the Destination and Source addresses. The Control
field is displayed in hex and may be either 1 or 2 bytes. The 2
least significant bits of byte 17 determine if the protocol analyzer
will display 1 or 2 bytes in the Control field.

Byte 17 Byte 18
MSB LSB MSB LSB
xxxx xx11 XXXX XXXX

When the two least significant bits of byte 17 are 1’s, the protocol analyzer displays one byte
for the Control ficld. This determines whether the Data field begins with byte 18 or 19.
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Examples of control field contents are:

Connection requested
Connection accepted
Connection denied
Connection busy
Confirmation of messages sent or received

8 é

Preamble Dest

] 2 11 12 46-1500 4

Source Type | | | , Data FCS
1] |_Controt

| SSAP

!

DSAP

The following example uses only the 802.2 header. Notice in the example below that the
Control Field is two bytes and the Data Field starts at byte 19.

VI NN -

21
22

23
24

# DSAP 54

19  20-69-73-20-46-72-6
-73-2

36 30-30-30 31
53  20-63-6F-

SSAP 68 Control 69-73
1-6D-65-20-4E-75-6D-62-65-72-20 is Frame Number
27- 0-44-41-54-41-20-46-49-45-4C-44 0001's Data Field
6E-74-65-6E-74-2E content.

e

Figure 10-10. <802.2 Header> Selection
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Selecting Datafield Character Formats

The information in the data fields can be presented in several formats. The data field can be
suppressed from the display but is still available in the receive buffer. Also, the format of the
data characters may be selected from a variety of choices.

oftk Description
<Change Datafield > The analyzer changes the softkey selections to let you select

different formats for characters in the data field.

<Suppress Data> The entire data field can be suppressed or deleted from the
display by pressing this softkey. If physical header, frame
header, and data ficlds are displayed, press this softkey to
display only the physical header and frame header.

In the example below, notice that only selected header information is displayed.

1 # Mar 9 @ 6:10:34.55533 Len 61 Filters 0....ocveecrnaee No error

2 Destination 01-23-45-67-89-AB  Source FE-DC-BA-99-76-54 Type 00-53
3 DSAP 54 SSAP 68 Control 69-73
4

5 #2 Mar 9 @ 6:10:34.55533 Len 61 Filters O0....ccvvnvennnn No error

6

20

21

22

23

24

Figure 10-11. <Suppress Data> Selected
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Softkey Description

<Hex/Char Data> In the default Examine Data Menu, the data field is displayed
below the header fields in two formats. The data is displayed in
hexadecimal format on the left side of the line with the
interpreted data displayed on the right side of the same line.

<Hex Data> When one of these softkeys is pressed the data is displayed only
<Character Data> in that selected format. The equivalent data field is not
displayed.

These character formats are convenient since longer lines can be
used to display the Data Field contents. <Character Data>
formats display 73 characters per line while <Hex Data> format
displays 24 characters per line.

The example below shows the display with <Character Data> selected. The data is presented
only in the equivalent character format with no hexadecimal equivalent display.

1 # May 3 @12:21:03.24446 Len 167 Filters 1.ceueeeenennnn. No error

2 Destination 01-23-45-67-89-AB  Source FE-DC-BA-99-76-54 Length 00-53
3 15 This is an example with <Character Data> softkey selected. Notice that

4 88 no equivalent Hex characters are presented on the right side of the d

5 161 isplay.

6

20

21

22

= B B B N N
24 ;

Figure 10-12. <Character Data > Selection
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<Select Data Code>

<ASCH 7>

Description

This softkey lets you choose the character code. The choices
are:

<ASCIi7> <ASClI8> <EBCDIC>

The default display described in the section Examine Data
Display section at the first of this chapter is an example of the
two column data format. The data is first presented in
hexadecimal code and then in the equivalent selected code of
ASCII or EBCDIC. Seventeen characters are displayed in each
line with either of these selections.

<ASCH7 The parity bit is ignored.
No Par>

<ASCHi 7 The parity bit is always 0.
Par = 0>

<ASCHi 7 The parity bit is always 1.
Par = 1>

<ASClHI 7 The parity bit is set to always provide an
Odd Par> odd number of bits in the byte.

<ASCll 7 The parity bit is set to always provide an
Even Par> even number of hits in the byte.
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Displaying Data in Filter Formats

You can display frames in the format of filters you have defined in the Edit Filters Menu. Use
the following softkeys to select the filter used to display frames:

Softkey Description
<Change Fliter> The analyzer displays softkey choices for the filters you have
defined in Edit Filters Menu.

The default filter format is the first filter matched. To select the
filter format, press any displayed softkey containing a filter
name.

<Use first Matched > If you have several filters defined, use this softkey to display a
frame in the filter format of the first filter to be matched by that
frame.

<Filter_0> You can manually change the frame display format to that of
another filter even if the filter did not specifically match that
data frame.

<Filter 1>... Softkeys are displayed for each of the filters defined in the Edit

Filters Menu. You can display any frame in the format of a
defined filter.
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Selecting Timestamp Measurements

The HP 4972A can perform measurements that reference the time when frames were received
into the protocol analyzer. When each frame is received into the HP 4972A, each frame is
tagged with the date and time. Measurements using this timestamp function can be made with
32 microsecond accuracy.

The timestamp softkey functions detect the start and stop points of frames. Timestamp
softkey descriptions use the following conventions for start and stop points of frames:

Start of Frame refers to the beginning of the Destination Address ficld in a frame.

End of Frame refers to the end of the FCS field in a frame.

Examples of timing measurements that you can measure include:
. What date/time the message occurs on the network.
. How much time occurs from when the run is started to when each frame is received.
. How much time occurred between two specific frames being received.

. With a frame identified as a reference point, what the time relationship is of all the
frames received before or after the reference frame.

The softkeys for Timestamp Measurements are described on the following pages.
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Softkey

<Change Timestamp>

<Date/Time>

<Time from Start>

Description

The analyzer changes the selection to display softkeys used for
timestamp measurements. The analyzer causes the date and
time of day to be transparently added to each frame as it is
reccived. This timestamp enables the following measurements:

This is the default softkey for Examine Data Menu. It causes
the timestamp field in each of the physical headers of the frame
to display the date and time that each frame occurred on the

" network. The timestamp displayed in the physical header is

referenced to the date and time you enter via the <Set Date>
and <Set Time> at power on. The display format for this softkey
is month, day, hour, minute, second.

Sept 28 @ 6:10:34.55533

In a free run or continuous store application, the timestamp
functions for approximately 1.5 days. After 1.5 days of
continuous storage, the protocol analyzer stops and displays:

** Timestamp Overflow **

A new run must be started in order to start the timestamp
function again. The clock is reset each time a run is started and
is stopped when the run is stopped.

The analyzer causes the timestamp field in each physical header
of the frame to contain the elapsed time measured from the run
start to when cach frame was received. Frames have an elapsed

time entered in the field:

Elapsed 00:00:01.67543
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Softkey

<Time From Frame #>

<Time From Trigger>

< Time btwn Frames >

Description

You can identify a particular frame number and the timestamp
is set to zero for that frame time. The timestamp field in each
physical header of the frame displays the elapsed time from the
start of the reference frame to the start of the displayed frame.
Frames received before the reference frame have a (-) sign
preceding the number to show negative time. In the following
example, frame #3 has been selected as the reference frame:

# Elapsed - 0:00:01.99978
#2 Elapsed - 0:00:00.99987
#3 Elapsed 0:00:00.00000
# Elapsed 0.00.00.87241

This softkey lets a frame matching a filter or combination of
filters be specified as a trigger reference point. It causes the
timestamp field in each physical header of the frame to display
the elapsed time from the start of the trigger frame to the start
of the displayed frame. A trigger frame is the frame identified
in Edit Programs Menu to control the Store function:

<Starting With>  <Centered About>  <Ending With>

Only one of these functions can be used in each program.
Whichever function is used, that frame is referenced to zero for
the Time From Trigger measurements.

The analyzer causes the timestamp field in each physical header
of the frame to display the elapsed time from the end of the
previous frame to the start of the next frame. The end of the
previous frame is after the last byte of the Fcs field. In this
mode, the timestamp in the first frame contains the time from
the start of the run to the start of the first frame.
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Selecting Timers and Counters

In addition to displaying the contents of the captured frames, <Examine Data> lets you view the
timers and counters available in programs you can create.

<Timers & Counters > This softkey displays the labels and contents of all 16 counters
and all 16 timers. This display shows the contents of the
counters and timers that existed when a program run was halted.
To update or refresh the display, repeat <Run From Network> or
<Run From Buffer>.

When nanies have been assigned to either the timers or
counters in Edit Programs Menu, the assigned names are also
displayed in the Examine Data Menu.

COUNTERS TIMERS
Counter 0 = 0 Timer_0 = 0.00 ms
Counter_1 = 0 Timer_1 = 0.00 ms
Counter_2 = 0 Timer_2 = 0.00 ms
Counter_3 = 0 Timer_3 = 0.00 ms
Counter 4 = ] Timer_4 = 0.00 ms
Counter_5 = 0 Timer 5 = 0.00 ms
Counter_6 = 0 Timer_6 = 0.00 ms
Counter_7 = 0 Timer_7 = 0.00 ms
Counter_8 = 0 Timer_8 = 0.00 ms
Counter_9 = 0 Timer_9 = 0.00 ms
Counter_A = 0 Timer_A = 0.00 ms
Counter B = .0 Timer_B = 0.00 ms
Counter_C = ] Timer C = 0.00 ms
Counter D = 0 Timer D = 0.00 ms
Counter E = 0 Timer_€ = 0.00 ms
Counter_F = 0 Timer_F = 0.00 ms

Figure 10-13. Timers & Counters Display
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Displaying Frame Errors

The HP 4972A LAN Protocol Analyzer displays several types of frame errors that may occur.
This section reviews the IEEE 802.3 frame format and also describes the possible causes of

frame errors that can be displayed.

Frame Error Field

/

[ 4
A Mar 9 @ 6.10.34.55533 Len 61 Filters 0......ccccc.... NO error
2 Destination 01-23-45-67-89-AB  Source FE-DC-BA-99-76-54 Type OA-0B
3 15 54-68-69-73-20-69-73-20-46-72-61-60-65-20-4E-75-6D This is Frame Num
IEEE 802.3 Frame Protocol
The IEEE 802.3 standard specifies a message frame as:
Dest Source Length/
Preamble Addrs Addrs Type Data Field FCS
8 6 6 2 46 -- 1500 4
| RZEEE TR Min length is 64 bytes LR E T |
I |
[ EEREEEEEEEEES Max Length is 1518 bytes ------------- >
Minimum Max imum
1EEE 802.3 1EEE 802.3
Length Length
) Dest Addrs 6
6 Source Addrs 6
2 Length/Type 2
46 Data field 1500
4 " fCS field 4
64 bytes 1518 bytes
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IEEE 802.3 Preamble

IEEE 802.3 specifies that the Preamble have a 64 bit synchronization pattern of alternating 1's
and (s ending with two consecutive 1’s. The information immediately following the last
synchronizing byte is grouped into the frame elements: Destination Address, Source Address,
Length/Type ficld, Data field, and FCS.

In actual practice, preamble length can vary between different network systems. The

Hardware Functions Menu lets you choose different preamble lengths of 16, 32, 64, or 128 bits
for HP 4972A transmissions.

Types Of Frame Errors

Several errors can be detected by the HP 4972A and displayed in the Examine Data Menu.
Definitions and possible causes of frame errors are listed on the following pages.

Runt Frames

Definition A frame that is too short. It has less than the 60 bytes required
by IEEE 802.3 for the Destination Address through Data fields.
‘Runt"” frame label is displayed in the Error field of the Examine
Data Menu when frames have less than 60 bytes for Destination
Address through Data fields.

Possible Causes 1. Frame collisions can cause Runt Frames. Normally, frame

collisions occur very early in the frame transmission, well
before the 512 bits needed before the protocol analyzer can
receive the frame.

2. The transmit station sent a Data field with less than 46 bytes.
3. Runt frames can also be caused by late collisions either

because a node is not transmitting according to IEEE 802.3
format or the network is physically too large.
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Jabber Frames

Definition

Possible Causes

Corrupt Data

Definition

Possible Causes

Bad FCS

Definition

Possible Causes

A frame that is too long; it has more than 1514 bytes in the
information fields. The Destination Address through Data ficlds
are the information fields.

1. The transmitting station is not transmitting within specs.

2. A MAU on the network has failed and is putting out
garbage.

Displayed when a possible error occurred in the message inside
the protocol analyzer due to heavy network traffic conditions
with frequent jabber frames occurring.

1. Excessive number of jabber frames

2. Interframe spacing (9.6 micro-seconds) violated: Check the
network operation.

3. Hardware failure in the HP 4972A. Execute the Hardware
Self-Test located in the Hardware Functions Menu.

Displayed when the FCS error check generated inside the HP
4972A does not match the FCS field transmitted by the Source
Address.

1. Ringing on end of message for exactly eight bits.

2. Frame disturbed during transmission.

3. The transmitter may be defective or have a bad MAU.

4. System noise due to improper grounding of network cable.
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Misaligned Frame

Definition A frame that has a total number of bits in the frame that is not
divisible by 8 and also has a FCS error. The FCS error is usually
caused by the uneven number of bits.

Dest Source Type Data FCS
Preamble Addrs Addrs Field Field (CRC)
|
normal |}
FCS |
position |
|

|
FCS is assumed to be

the last 4 bytes on
the frame. Ringing
bits can cause the
FCS to appear to be
displaced.

Possible Causes 1. Hardware impedance mismatch causes ringing on the
network.

2. The transmitting station may have sent the extra bits.

Examining the Data 10-42



11

Printer Functions Menu

Introduction

This chapter describes the softkeys used to control printer functions with the HP 4972A
system. The Printer Functions Menu lets you have printed copies of received frames, the
setup configuration and the current screen contents of the protocol analyzer.

This chapter contains:

Getting top of forms

Stopping the printer

Selecting the printer

Printing the node list

Printing filters

Printing messages

Printing programs

Printing data

Printing the screen

Printer functions in remote mode
Information about the PaintJet Printer

You can print frames stored in the buffer of the protocol analyzer memory. You are able to
select and print only the frames that interest you. You can also print the protocol analyzer
setup configuration. Finally, you can print the screen, which includes all the characters shown

on the HP 4972A display.

The HP 2934A, ThinkJet, Rugged Writer and RS-232 type printers outputs on paper only and
the PaintJet Printer outputs on paper or transparencics.

Use the Fold-out Softkey Tree in Chapter 1 of this chapter to follow along with the softkey
descriptions in this chapter.
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Getting to the Top of Z-Fold Paper

The HP 4972A is intended to work with the HP 2225A ThinkJet Printer or the HP 3630A
PaintJet Printer. The protocol analyzer controls the printer for Z-fold paper so that it prints
60 lines of text and then spaces 6 lines. If you position the top of the form correctly, you have
3 blank lines at the top of the form and 3 blank lincs at the bottom of the form.

Position the Form

You should set the top of the form to the fourth line on the page, to leave a top margin of 3
lines or 1/2 inch. To set the top of the form to the fourth line:

1. Use the Line Feed (LF) button to position the paper so that the page perforation is
just above the pinch rollers.

2. After the top of form is positioned, press the blue button on the control panel to
reinitialize the printer.

Experiment with positioning the paper for several printouts to determine the correct position
for your application.

The protocol analyzer does not sense the perforations on the forms; it continues to print 60
lines and space 6 lines. If you use the line feed button to advance the page, the text is not
centered on the page. If you want to advance the page and maintain text centering, use the
Form Feed (FF) button on the control panel.
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Stopping the Printer
As copies are being printed, the following message is displayed:
Printing

The print operation may take several minutes if long lists of frames, programs, filters,
messages, or node lists are printed.

You can stop the printer if you decide the list being printed is not what you want or it will take
too long to print by pressing <Abort Operation>. This softkey stops the printing operation after
the current file in the printer buffer is printed. The protocol analyzer displays the message:

Printer operation aborted by the user.

The printer does not stop printing immediately after the softkey is pressed. Printing continues
until current data stored in the printer buffer has been printed. The printer buffer can hold
approximately one page of printed text.
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Selecting the Printer

Use the following procedure to select the printer and to select either paper or transparency
(for PaintJet) output. If you want the analyzer to default to the new setup, save the setup in
the configuration file (CONFIG File) in the Disc Functions Menu. Both the printer selection
and the output type are stored on the configuration file.

Procedure

1. From the analyzer Top Level Menu, press <Other Choices>.

2. Press <Printer Functions> and <Select Printer>,

3. The menu lets you choose the printer type. This field defaults to the configure file
printer type. If no configure file is found, the analyzer defaults to the Thinkjet. To
change it to the desired printer, use the [ARROW] keys or [TAB] to move the
cursor to the Select Printer ficld and press <Paintet>, <Rugged Writer>, <HP 2934A>,
or <Any RS-232>.

4, If you chose PaintJet, move to the Output Type field to choose either paper or

transparency. If the Thinkjet Printer is selected, the output type is automatically set
to paper. '
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When you exit the field, one of the following status messages appears on the screen just above
the softkeys that informs you of the selections that were made:

Thinkjet is Selected.
OR:

PaintJet is Selected with Paper (or Transperency) Output.

If the printer is not on or not connected, the following error message appears:
THERE 1S NO COMMUNICATION WITH THE PRINTER.
If this occurs, check the following:
1. Is the HP-IB cable connected? -
2. Is the switch for the printer set to address 1?
3. Is the Sys Req switch set to 1?
If either switch has to be changed to 1, cycle the printer power switch off and back on.

For information about Select Printer functions in Master/Slave operation, see Master /Slave
Feature, Chapter 7.
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Printing a Node List

In the Printer Functions, pressing <Print Lists> accesses the following menu:

Select a list to print.

Figure 11-1. Print Lists Menu

The softkeys in this menu accommodate any lists you have stored in the Edit Lists Menu. If
you have additional decode applications loaded into the HP 4972A, the softkeys in this menu
represent those protocol lists, as well.

Press the softkey containing the list you want to print. .
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Printing Filters

Use the following softkey from the Printer Functions Menu to print a listing of the filters.

Softkey Description
<Print Filters > The printer will print a listing of the filters defined in the Edit

Filters menu which can be reached from the Setup Analyzer
Menu. All the details of that filter are printed when this softkey
is pressed. All of the 16 possible filters you create are printed.

An example of a printed listing of filters is shown below:

FILTER #0@ Label: Filter_@ MINIMUM Frame Length = 17
Frame Traits: ACCEPT Frame with GOOD FCS MAXIMUM Frame Length = 2022
ACCEPT Frame with BAD FCS
ACCEPT MISALIGNED Frame
ACCEPT RUNT Frame

BYTE FIELD LABEL FIELD DATA
| DESTINATION XX=XX=-XK=XX=XX=XX Node Name: -- Not Defined --
7 SOURCE XK= XK-XX-XX=XX-XX Node Name: -- Not Defined --
13 TYPE XX-XX
15 DATA XX

The printer inserts a ~ symbol before and after characters declared as "Not" characters in
your filter definition.
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Printing Messages

Use the following softkey from the Printer Functions Menu to print messages.

Softkey Description

<Print Messages > You can print messages created in Edit Messages Menu, located
in the Setup Analyzer Menu. The protocol analyzer causes the
printer to print all the messages you have created. Up to 16
user created messages are possible.

Below is an example of printed messages:

MESSAGE #@ FCS: Good MESSAGE Label: Message_0
FRAME Length: 6@ Bytes

BYTES FIELD HEX DATA CHARACTER DATA

To.o... 6 DEST @0-00-00-00-00-00 Name: -- Not Defined --

7....12 SOURCE @8-00-09-00-2A-D6 Name: HP_LAN_Analyzer
13....14 TYPE 20-20
15....29 DATA 00-00- 20~ 00~ 20-00- 0000~ 00-00- 00~ DR~ 0D-0D-0D 'LULULVWLELLLLLLY
3e....44 00— 00-00- 00~ 00-00- 20- 00- 00-00- 0D~ OQ- 0D~ 0~ 3D L'L'LULULLULLLLLY
45....59 00~ 00- 20~ 00~ 00- 00- 20- 00— 00-00- 0O~ 0D~ 00~ 20-0D 'L'LLLLLLLLLL LYY
60....60 0 %
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Printing Programs

Use the following softkey from the Printer Functions Menu to print a program.

<Print Programs >

You can print a selected program created in Edit Programs
Menu, located in the Setup Menu. Up to five programs can be
created in the Edit Programs Menu. Press this softkey to
display softkey choices for existing programs. Press a softkey for
the program you want printed.

The example below shows the default Program_0 that is printed when you do not have a

program of your own created:

Listing of program “Program 0" :

Store: all frames
until full

Log file: not used

Block 1:
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Printing Data

Use the following softkey from the Printer Functions Menu to print frames that are captured
in the analyzer memory.

Softkey Description
<Print Data> You can get printouts of frames you have captured in the

protocol analyzer memory. You do not have to print all frames
in the memory. In order to print only the frames you want, the
analyzer provides softkeys to choose which frames you want to
print. Pressing this softkey displays the following softkey choices
(described on the pages that follow) for printing frames:

<Range of Frames > <Single Frame >
<Marked Frames > <All Frames>
<Print the List>

Each frame chosen is printed in the format you have selected in the Examine Data Menu.
Pressing <Print Data> displays the table shown below for choosing which frames to print. You
can select up to 15 combinations of All Frames, Range of Frames, Marked Frames, and Single
Frames to be printed. The same frame(s) may be printed in different groupings of frames.

FRAMES IN THE LIST (15 elements maximum) :

After you have selected all of the combinations that you want, press <Print the List> .
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Softkey

<Range of Frames>

Description

You can choose a range of consecutively numbered frames to be
printed. Press this softkey to display:

FRAMES IN THE LIST (15 elements maximum) :

1. RANGE OF FRAMES FROM # 0TO#

From the keyboard, enter the first number of a range of frames
you want printed. If you decide your range of frames entry is
wrong, press [CLEAR LINE] or [DELETE CHAR] to clear the
field. Enter the new number and press [RETURN] to complete
the entry. If you decide not to enter a range of frames, press
<EXIT> to delete that current element from the list. The
protocol analyzer displays:

Enter last frame number

Again from the keyboard, enter the last number for the range of
frames you want printed. Press [RETURN] to complete the
entry. :

To quickly find the last frame number in the protocol analyzer
memory, enter 9999999 and press [RETURN]. The protocol
analyzer displays the last available frame. You may enter up to
15 different ranges of frames to be printed. After you have
selected all the combinations that you want, press <Print the
List> to start printing.
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Softkey ' Description

<Single Frame> You can print a single frame that is stored in the analyzer
receive buffer. Press this softkey to display:

FRAMES IN THE LIST (15 elements maximum) :

...........................................

1. SINGLE FRAME # 0

From the keyboard, enter the frame number of the single frame you want printed. If you
decide the single frame entry is wrong, press [CLEAR LINE] or [DELETE CHAR] to clear
the field. Enter a new number and press [RETURN] to complete the entry.

Up to 15 separate frames can be printed using this softkey. After you have selected all the
frame combinations you want, press <Print The List> to start the printing.
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Softkey

<Marked Frames>

Description

You will print only the frames you have marked in the protocol
analyzer memory. In the Examine Data Menu, you can
manually mark frames that are of interest to you. Also, in Edit
Programs Menu, you can create a program to mark particular
frames as they are stored in the receive buffer.

Press this softkey to display:

FRAMES IN THE LIST (15 elements maximum) :

...........................................

Press <Print the List> to begin printing marked frames in the
receive buffer.

If you enter <Marked Frames> more than once, you repeat
printing a marked frame list as many times as you entered the
softkey.

If no frames have been marked in the receive buffer, the
protocol analyzer returns to the Print Data Menu and displays
the message:

NO MARKED FRAMES IN BUFFER
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oftk

<All Frames >

<Print The List>

<EXIT>

Description

You can print all frames currently stored in the protocol
analyzer memory. Press this softkey to display:

FRAMES IN THE LIST

After you have selected all the frame combinations you want,
press <Print The List>.

This softkey is the execute key for printing the data. Press this
softkey to begin printing whatever group of frames you have
selected. The protocol analyzer prompts:

Would you like to print the timers and counters also?

Press <YES> if you want to print the data list and the timers and
counters list.

Press <NO> if you only want to print the data list.

This softkey lets you delete a current element you are defining
in the list,

When <Range of Frames> or <Single Frame> are currently
selected, you can press <EXIT> to delete that element from the
list and then make another softkey selection to add another
frame combination to the list.

WARNING

If you press <EXIT> with no range of frames or single
frame entry field currently active for entry, the protocol
analyzer deletes the entire frame list.
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Print the Screen

The HP 4972A has an additional important printer function. You can print the current screen
display simply by pressing [SHIFT] and [PRT] at the same time. These keys can be used
whenever you are in any menu except the Printer Functions Menu.

This function lets you conveniently print a hard copy of whatever function you are editing or
frames you may be viewing at that moment.

Remote Operation

When two protocol analyzers are used for remote operation and each location has a printer,
you can get printouts at either the slave location or the master location.

Selecting the Printer in Remote Mode

After the remote link is established, use the following procedure to select the printer location.
1. Press <Select Printer>.
2. HP4972A prompts: Select the MASTER or SLAVE.
3. Press either <MASTER> or <SLAVE> for the printer location you want to use.

If a printer location is not specified, the system defaults to the slave printer when the
remote link is established.

4, HP 4972A displays: printer is selected.
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Information about the PaintJet Printer

This section covers additional information that may help when you use the PaintJet Printer.

Display Functions Mode

The printer is in the Display Functions mode when you print any displays other than tabular or
graphical. The analyzer software automatically turns the Display Functions mode OFF when
you print a graphical or tabular display. If this sequence occurs while you are printing, an
(ESC] and [Z] automatically prints out, followed by a form feed. The printer then continues to
output your selection for printing.

When the Display Functions mode is ON:

= 8p prints instead of Cr (Carriage Return)
" % prints instead of Fc (Escape)

Initializing the Printer
The printer is initialized when:

The first screen is printed

<Select Printer> is entered

If a printer or output type is changed as a result of loading a configuration file
The first screen is printed after exiting Performance Analysis

When the first screen is printed in Performance Analysis

If you want to re-initialize the printer manually, go to the Printer Functions Top Level Menu
to do so. When you want to re-initialize during the Performance Analysis Application, exit out
of the application and then re-enter. This causes the printer to be initialized before the next
print-out.

If you cycle power, perform a form feed, or any other changes on the printer itself, you need to
realign the page in the paper feed. Any external changes you make to the PaintJet Printer arc
transparent to the HP 4972A. Always re-initialize the printer from the analyzer after cycling
the power to the printer,
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Remote

To print during remote, the master and slave printers must be selected before the slave is
captured. If you do not choose the printer and capture the slave, the Thinkjet Printer is the
analyzer default selection.

The printer selection must be done separately for each printer. Once in remote mode, if you
press <Printer Functions> and <Select Printer>, the menu lets you choose <Master> or <Slave>.
This selects the master or the slave printer. If each location in remote operation has a printer,
you can get printouts at either the slave location or the master location.

Performance Analysis (Stats)

It is during Performance Analysns (Stats) that the PaintJet Printer is the most useful. You can
print the graphical screens in color, if you have a color monitor attached to your analyzer. All
the colors that print from the PaintJet Printer correspond to the colors on the color monitor,
with two exceptions: yellow on the screen prints brown on the printer output and black on the
screen prints white on the printer output. Tabular screens always print in monochrome.

The PaintJet prints two graphs per page and then executes a form feed. If you exit the

Performance Analysis Apphcatlon with only one graph on the page, the printer executes a
form feed.
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Hardware Functions Menu

Introduction

This chapter describes the menus and softkeys used to display the hardware configuration of
the HP 4972A and to test hardware circuitry in the HP 4972A.

A self test is performed automatically at power on. The power-on self test is a subset of the
self tests available in the Test LAN Analyzer Menu.

<Test LAN Analyzer> lets you run the more extensive self tests.

This chapter contains:
- Hardware functions description
. Test LAN analyzer self tests
. Running the self tests
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The Hardware Functions Menu

From the Top Level menu, press <Hardware Functions> to display the menu shown below.

LAN Analyzer Address: 08-00-09-00-8A-96 Memory bytes available: 210052

LAN Receiver hardware: Installed
LAN Transmitter hardware: Installed
Dual Port RAM hardware: Installed
Deep Trapmachine hardware: Installed
Shallow Trapmachine hardware: Installed
1 Mbps Interface hardware: Installed
Cable test hardware: Installed
Runt Frame filter: B

Receiver Buffer size:
pPartial packet store to Disc: store [l bytes during logging

Transmitter preamble length:

Executive measurement at power-on: [l  File name:

Network type:

Display refresh rate:
Permanent changes to this menu may be saved in a CONFIG FILE.

Figure 12-1. Hardware Functions Menu
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Hardware Functions Menu Description

LAN Address of this Analyzer displays the IEEE 802.3 address unique to your HP 4972A. This is
the six byte address used in default Source and Destination Address fields of IEEE 802.3 and

Ethernet protocols.

Memory bytes avallable shows how many bytes of RAM memory are available for use by the HP
4972A. This is the memory space used for protocol analyzer functions such as editing the node
list and programs. The available memory display is updated dynamically during operation of
the analyzer.

LAN Receiver hardware

LAN Transmitter hardware

Dual Port RAM hardware

Deep Trapmachine hardware
Shallow Trapmachine hardware

These are the hardware printed circuit boards that are used to perform the protocol analyzer

functions of the HP 4972A. All of these boards must be installed for the protocol analyzer self
test to pass and for the protocol analyzer to function.

Hardware Functions Menu 12-3



Runt Frame fiiter lets you choose the minimum frame length for the protocol analyzer to accept.
It is common for frames shorter than the IEEE 802.3 requirement to occur on the network
due to collisions. The HP 4972A can capture frames shorter than the FEEE 802.3 minimum
length. You can choose between two minimum sizes of Runt frames to be captured. You can
store frames with information fields as short as:

= Runt Frame filter gnabled: Approx. 52 bytes (38 bytes in the data field)
= Runt Frame filter disabled: 15 bytes (1 byte in data field)

IEEE 802.3 specifies that the minimum frame length should be 64 bytes from Destination Address
through the FCS field (60 bytes in Dest. Addrs, Source Addrs, Type/Length, and Data ficlds).

Dest. Source Length/ FCS
Preamble Addrs Addrs  Type Data Field (CRC)
8 | 6 6 2 46-1500 | 4 |
I |
{<---- IEEE B802.3 specifies minimum length as 64 bytes --------------- >]
| l
1 |
J<---- 60 bytes (Data Field = 46 bytes )  -------- >|

These fields are referred to as “Information Fields"
in this manual.

Hardware Functions Menu 12-4



Runt Frame Filter: Enabled

In default mode, the Runt frame filter is Enabled. The protocol analyzer discards frames with
less than approx. 52 bytes in the information fields (at least 38 bytes in the data field). Very
short frames can canse problems in HP 4972A hardware used to capture frames. In Enabled
mode, the HP 4972A avoids the hardware problems by discarding the frames with less than 52
bytes in the information fields.

Runt Frame Filter: Disabled

The Disabled mode is provided for unique or specific applications when you need to capture
and view very short frame fragments. You should return to the Enabled mode when you are
finished with your special measurement. Enabled mode provides complete integrity for
received data. In Disabled mode, the protocol analyzer can store frames with as few as 15
bytes in the information fields (at least one byte in the Data Field).

WARNING

In Disabled mode, hardware filters and data frames
stored in the HP 4972A can be corrupted. Data frames
can also be missed. Use Runt Frame Filter Enabled
mode for normal operation.

The error message, CORRUPT DATA, is displayed in the Examine Data Menu if an error occurs
in a frame while it is being received inside the analyzer. When short frames occur, HP 4972A
filters start being loaded, however, if the frame is discarded, the filter is not reset until the next
complete frame is received. Until the next complete frame is received, received data frames
can be corrupted, frame fragments can be missed without an error message displayed.
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Partial Packet Store to Disc

Enabling this function lets you store a fixed number of bytes from each frame when you log to
the disc. You can store 2 minimum of 14 bytes. The maximum number of you can store is the
number of bytes set in the Receiver Buffer size (the field directly above the Partial Packet
Store to Disc in the Hardware Functions Menu) plus 14. Attempting to store a number of
bytes outside this range creates an error message in the Hardware Functions Menu.

Storing a fixed amount of the frames to disc instead of the whole frame lets you store more
frames to disc. It also lets you store only the header information to disc, if that is specifically
what you want to analyze.

When you examine the data in the Examine Data Menu, the analyzer displays the Actual
Packet Length and the Packet Bytes Stored,

Execute Measurement at Power On
This field causes the analyzer to load any setup file or application at power on.
Enabling this function causes the analyzer to search the default volume for any file named the

same as the File Name: ficld when the instrument is first powered on. Matching files are
loaded in the following order:

1. Application File

2, Application Config File
3. Network File

4, List File

S. Filter File

6. Message File

7. Program File
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Once all matching files are loaded, the analyzer executes a measurement as follows:

1 If both an application and an application config file are loaded, the automatic
sequence of the application starts.

2. If an application is loaded without its config file, the top level application
measurement is started.

3. If a network or program file is loaded, the program is executed.

4. If none of the above conditions are met, the analyzer displays the HP 4972A
Top Level Menu.
Example:

Requirement: Make the analyzer auto-load the LAN Performance Analysis (Stats)
Application and auto-execute an automatic sequence. Use the following procedure:

1. Create the Automatic Sequence and store it in a Stats Config File named
STATS.

2. In the Hardware Functions Menu, select the following:
Execute measurement at power on: YES Filename: STATS
3. Save the Config File in the Disc Functions Menu.

Results: The next time you power up the HP 4972A, it loads the Stats Application File and the
STATS Config File, and then starts the Automatic Sequence.

Hardware Functions Menu 12-7



Receive Butfer size lcts you select the length of buffer used to store frames received from the
network.

1500 bytes is the Receive Buffer default length. Use this buffer size when you do not want to
risk missing a frame in the protocol analyzer. 1500 byte buffer length lets all frames passing
the runt frame fiiter be stored without the risk of corrupt buffers.

480 bytes mode is provided for unique or specific applications when you need to capture more
than 655 frames in the HP 4972A receive buffer. We recommend you return to the 1500 bytes
mode when you are finished with your special measurement.

During normal, low traffic (less than 10-20%) monitoring, if your network generally transmits
shorter length frames, you can store more frames in memory by setting the buffer length to
480 bytes.

WARNING

When operated in 480 bytes mode, data integrity
problems can occur under high network loads. The
following list shows the two possible conditions when
data integrity problems can occur.

During heavy network loads, when frame lengths slightly greater than 480 bytes occur, an extra
character may be added to the frame by the protocol analyzer. When this happens, the frame
is marked as CORRUPT DATA in the Examine Data Menu.

When frames are received with minimum interframe spacing, (9.6 us), there is a slight

possibility that one of the frames or both frames may be corrupted by the protocol analyzer. If
a frame is corrupted, it is marked as CORRUPT DATA.
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The number of frames that can be stored in the HP 4972A receive buffer depends on two
conditions:

Store Method Used Receive Buffer Length
Linear Storage Circular Storage 480 byte buffer
until Full Centered About 1500 byte buffer
Starting With Ending With
Nonstop

480 BYTE BUFFER LENGTH

LINEAR STORAGE CIRCULAR STORAGE

Newest Frame
1 —_— \

Circular
—_— Overhead

1646 Frames

N

2046 Frames Max
Oldest Frame

1500 BYTE BUFFER LENGTH

LINEAR STORAGE CIRCULAR STORAGE

Newest Frame
1 ™\
1646 Frames \
|

—L—. Max \

Creular ____ _ |
—_— i Overhead L /
— | AR

- >~ 7

7 ' /
655 Frames Max | Cigest Srame ~ ~—

RECBUFST

Figure 12-2. Receive Buffer Storage
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Transmitter preambie length lets you change the length of the preamble for messages transmitted
by the HP 4972A. Using different preamble lengths lets you test receive functions of stations
on your network. Choices for preamble length are:

<16 bits> <32Dbits> <64bits> <128 bits>

The HP 4972A can not receive frames with only 16 bits in the preamble. The default setting is
64 bits.

Execute Network File at power-on lets you choose whether or not you want to automatically
cxecute a network file when the protocol analyzer is turned on. You can create network files
that automatically load a program and menus to perform tests you specify. See Chapter 9,
Using the Disc,for more information about creating and saving network files.

Network file name lets you choose the network file that is to be automatically loaded at power
on. A default network file name, AUTOEX (AUTO EXecute), is used by the HP 4972A. If
you want to automatically load a file name other than AUTOEX, enter the new file name and
then press [RETURN] to complete the entry.

Network Type lets you choose between IEEE 802.3 (1 MHz), IEEE 8023 (10 MHz), and
Ethernet network protocols. This selection is for documentation purposes only. The analyzer
does not use this field.

IEEE 802.3 1MHz is the HP Option 005 StarLAN network.

Display refresh rate lets you change the frequency for the display monitor refresh rate. The
selection is between 50 and 60 Hz. Set the field to the line voltage frequency used in your
country. The display may roll is the line frequency is incorrect. See the Appendix Manual,
50/60 Hz Adjustment, to correct the problem.

Display Type is displayed only when you have the HP 98627A Color Output Interface installed
as an external device. The analyzer can display cither a color or monochrome display. Move
the cursor to this field to select the display for your operation. The "color” softkey sets up the
proper interleaf signals for color monitor operation.
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Self Tests

A brief descnptlon of tests performcd by <Test LAN Analyzer> is listed on the following pages.
This section gives you an overview of the self tests performed on the HP 4972A instrument. A
more detailed description is given in the HP 4972A Hardware Support Manual.

Hardware Boards Test Status

The hardware list displayed for Hardware Functions Menu shows the status of boards after the
power-on self test or Test All Hardware Test is completed. If any board fails, the display
indicates which board(s) failed.

LAN receiver hardware: INSTALLED
LAN Transmitter hardware: INSTALLED
Dual Port RAM hardware: INSTALLED <--FAILED WARDWARE TEST
Deep Trapmachine hardware: INSTALLED

shallow Trapmachine hardware:  INSTALLED

Loss of Stored Messages and Data

After you select <Test Hardware>, a message is displayed to warn you that when the self test is
performed, any setup menu information, and transmit and receive buffer data is lost. Internal
memory is used during the hardware tests and any stored information is written over. The

hardware tests give a high degree of assurance that the hardware of the protocol analyzer, the
Access Unit Interface (AUI) cable, and the Media Access Unit (MAU) are working correctly.

When you run the <Test All Hardware> and <Network Loop Test>, you have run a very extensive
test of the protocol analyzer and the link to the local area network (LAN).
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<Test All Hardware>

<Network Loop Test>

<Reset MAU>

Description

The analyzer runs a self test without having to go through the
power-on software loading routine. It tests the buffer memory
more extensively than the power-on test.

Functions tested by this softkey include:

LAN Receiver Deep Trap Machine
LAN Transmitter Shallow Trap Machine
Dual Port RAM Internal Loopback

After running the self test, if your system is connected to a LAN,
you may want to perform the following test to verify that the
AUI cable, MAU, and the network are functioning.

This softkey causes the protocol analyzer to transmit two frames
on the network. The frames pass through the AUI cable,
through the MAU, onto the network cable, and then back to the

protocol analyzer.

If the received frames are the same as the transmitted frames,
you have verified operation of the transmit/receive circuitry in
the protocol analyzer, the AUI cable, the MAU and the fact that
the network cable is functioning.

If the message NETWORK LOOPBACK TEST FAILED appears on the HP
4972A display after this test is run, the problem may be a faulty
MAU. See the Appendix Manual in the Error Messages
section.

The prctocol analyzer resets or initializes the MAU by
disconnecting the MAU’s power for about one second.
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Running the Self Tests

When you elect to run the self tests, the protocol analyzer displays status messages during the
test and at the end of the test.

During the test, the protocol analyzer displays:
Testing ( test name ).

Depending on whether the test passes or fails, the protocol analyzer displays one of the
messages:

Pass (Name of hardware board:) INSTALLED

Failed (Name of hardware board:) INSTALLED <- FAILED HARDWARE TEST

if the Test Fails

If any test fails, first check the error messages located in the Appendix Manual. If the problem
persists, contact your nearest HP Service Office.
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Passwords Menu

Introduction

This chapter describes the password features used to control access to HP 4972A Receiver and
Transmitter functions. This chapter contains:

Changing the passwords

Storing the passwords

Securing receiver or transmitter functions
Unsecuring receiver or transmitter functions
Passwords in other menus

WARNING

The Passwords feature works. There is no procedure
to recover a forgotten password from the protocol
analyzer. If you forget your password, you must reboot
your system using the software supplied with your
protocol analyzer.

When a password is saved to the Configuration File, no
procedure exists to recover the password from the file.

Keep a copy of the original software (without
passwords) in a secure place. Store passwords only on
working copies of your system software. Another
suggestion is to record your password on paper and
store the paper in a secure location.
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Password Menu

Password Menu lets you disable or block certain features of the HP 4972A. Two primary
functions of the protocol analyzer that are disabled by passwords are:

s Displaying the data field portion of captured frames

» Sending messages from the protocol analyzer

Passwords can suppress displaying the data field portion of captured frames. IEEE
802.3/Ethernet headers as well as the HP 4972A physical headers containing frame length and
error information can be viewed for network trouble shooting. With the password feature
enabled, only authorized operators may view confidential messages.

Passwords can prevent the HP 4972A from transmitting messages onto the network. Only
authorized operators may send frames with the password function enabled.

/
To reach the Password Menu, press <Passwords> from the Top Level Menu.
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This menu lets you:
ENTER passwords to obtain access to passuord-protected functions.

SECURE functions by revoking previously-obtained access.
CHANGE your current passwords to NEW passwords.
STORE your new passuwords on disc.

RECEIVE PASSWORDS prevent the unauthorized viewing of any portion of the
data field of a received frame.
TRANSMIT PASSWORDS prevent the unauthorized sending of any traffic on

the network.
NULL passwords (all < SPACE > characters) allow full access to password-
protected functions.

Receiver: No password required (NULL password)
Transmitter: No passuword required (NULL password)

t

Figure 13-1. The Passwords Menu
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NULL Password

In default mode no user password has yet been entered, the Receiver and Transmitter
passwords are both NULL passwords, (all BLANK characters). The NULL password lets you
have full access to reading frame data fields and sending messages on the network.

Secured Operation

To secure (disable) either the Receive or Transmit functions, you must define and enter a
password into the protocol analyzer. You can use different passwords to secure the Transmit
and Receive functions separately or, if the Receive and Transmit passwords are the same, your
Ppassword needs to be entered only once. A password can be saved to the Configuration File to
cause the analyzer to power up in a secured mode each time the power is cycled to ON.

Practice Using Passwords

You should practice using the password softkeys until you are sure you understand the
password menu. Use a single character such as 1 or A for the password entry. As you change
or edit the passwords, increment the character to the next value 2 or B.

If you forget the password or get confused, it is much quicker and easier to enter single
characters until you find the password.

When you are comfortable with the procedures for passwords, then enter longer and more
complex passwords (up to eight keyboard characters).
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Changing the Password

In default mode, the Receiver and Transmitter passwords are both NULL (all SPACE
characters). To secure the Receiver and/or Transmitter functions, use <Change Password>. If
another password has been entered, this softkey also lets you revoke the previous password
and enter a new password.

ftke Description
<Change Password > This softkey presents a display to let you enter new passwords.

The new password can replace the NULL password or it can
replace a previously defined password. Pressing this softkey
displays <New Rcv Password>, <New Xmt Password>, <Store New
Password>,

<New Rcv Password > This softkey opens the protocol analyzer to accept a new
password for Receiver functions.

<New Xmt Password > This softkey opens the protocol analyzer to accept a new
password for Transmitter functions.

<Store New This softkey is described in the Storing the Password section in

Password > this chapter.
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Procedure to Change the Password

1

From the Passwords Menu, press <Change Password>.

This softkey presents a display to let you enter new passwords. The new password
can replace the NULL password or it can replace a previously defined password.
Pressing this softkey displays <New Rov Password>, <New Xmt Password>, <Store New
Password >.

Press <New Rcv Password> to change the Receiver password.

This softkey opens the protocol analyzer to accept a new password for Receiver
functions.

Press <New Xmt Password> to change the Transmitter password.

This softkey opens the protocol analyzer to accept a new password for Transmitter
functions.

Current Password Is NULL

1.

The HP 4972A prompts:

Enter your NEW password. (0..8 characters)

Enter up to 8 keyboard characters and press [RETURN].
The HP 4972A prompts:

Please verify your new password by retyping it.

Enter the new password again and press [RETURN].
The HP 4972A displays:

Secured (Enter password for access)
Password changed.
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Current password is not NULL
1 The HP 4972A prompts:
Enter your CURRENT password. (0..8 characters)

Enter your current password and press [RETURN]. If you enter the wrong
password, the HP 4972A prompts:

INCORRECT PASSWORD
2. When you correctly enter the CURRENT password, the HP 4972A prompts:
Enter your NEW password. (0..8 characters)
Enter up to 8 keyboard characters and press [RETURN].
3. The HP 4972A prompts:
Please verify your new password by retyping it.
Enter the new password again and press [RETURN]. The HP 4972A displays:

Password changed
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Storing the Password

After a password is changed, you can use the new password to secure Receiver and
Transmitter functions temporarily or until the power is turned off. In order to automatically
restore the same password when the power is turned on again, you must store or save the
password to the Configuration File, CNFG.

oftk Description
<Store New This softkey overwrites the new password over the current
Password > password on the Configuration File, CNFG. This softkey

overwrites a new password over a previously defined password
without disturbing any other elements on the configuration file.

After storing your new password, the HP 4972A displays:

Passwords saved in file (name of CONF file).

WARNING

If you define a new password and use <Save Config.>,
you overwrite the entire configuration file not just the
old password.

Use <Store New Password> when you want to change
only the password on the configuration file.
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Securing Receiver or Transmitter Functions

You can cause the Receiver and/or Transmitter function to become secured by changing to a
new password. You can also use the current password and secure the Receiver and/or
Transmitter functions with the following softkeys.

Softkey

<Secure Receiver>

< Secure Xmitter>

Description

This softkey lets you disable the Receiver function. You can not
view data fields in any frames received from the network.

To unsecure or enable the Receiver function, you must press
<Enter Rev Password> and enter the current password or change
the password with <Change Password>.

This softkey lets you disable the Transmitter function. You can
not transmit frames from the protocol analyzer onto the
network.

To unsecure or enable the Transmitter function, you must press

<Enter Xmt Password> and enter the current password or change
the password with <Change Password>.
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Unsecuring Receiver or Transmitter Functions

There are two methods to unsecure or remove a password from the Receiver or Transmitter
functions while you are in the Passwords Menu.

i Change an existing password to a new name by using <Change Password>. See the
section Changing the Password in this chapter.

2 Use <Enter Rev Password> or <Enter Xmt Password> to enter the current password.

Softkey Description
<Enter Rev Password > Press this softkey and then enter the current Receiver password.
Press [Return].

If you correctly enter the password, the HP 4972A displays:
Unsecured (Password has been entered)

<Enter Xmt Password > Press this softkey and then enter the current Transmitter
password. Press [RETURN].

If you correctly entered the password, the HP 4972A displays:

Unsecured (Password has been entered)
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Passwords in Other Analyzer Menus

If a password is used to secure Receive or Transmit functions, the following analyzer menus
display an error message when you try to view the data field of a frame or send a message.

= Edit Filters Menu

s Edit Messages Menu

a Edit Programs Menu

a Examine Data Menu

s Printer Functions Menu

Receiver Functions

When a Receiver password is active, the data field portion of received frames is not displayed
in any analyzer menu. Only the physical header generated by the analyzer and the IEEE
802.3/Ethernet headers can be displayed.

The data field information for each frame is in the protocol analyzer receive buffer. To view
the data fields, you must unsecure the Receiver function password.

Transmitter Functions

In Execute Programs Menu, when a Transmitter password is active and you try to send a
message with <Send Message>, no message is sent.

An error message is displayed to alert you that the protocol analyzer can not send messages
until the Transmitter function password is unsecured.
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