
































































































































































































































































































































































































































































































































































































































































































































































































































































































































Fsck — UNIX File System Checker Fixing Corrupted File Systems

2.3. Free Block Checking

Fsck checks that all the blocks marked as free in the cylinder group block maps are not claimed
by any files. When all the blocks have been initially accounted for, fack checks that the number
of free blocks plus the number of blocks claimed by the inodes equals the total number of blocks
in the file system.

If anything is wrong with the block allocation maps, fsck will rebuild them, based on the list it
has computed of allocated blocks.

The summary information associated with the super-block counts the total number of free
blocks within the file system. Fack compares this count to the number of free blocks it found
within the file system. If the two counts do not agree, then fsck replaces the incorrect count in
the summary information by the actual free-block count.

The summary information counts the total number of free inodes within the file system. Fack
compares this count to the number of free inodes it found within the file system. If the two
counts do not agree, then fsck replaces the incorrect count in the summary information by the
actual free-inode count.

2.4. Checking the Inode State

An individual inode is not as likely to be corrupted as the allocation information. However,
because of the great number of active inodes, a few of the inodes are usually corrupted.

The list of inodes in the file system is checked sequentially starting with inode 2 (inode 0 marks
unused inodes; inode 1 is saved for future generations) and progressing through the last inode in
the file system. The state of each inode is checked for inconsistencies involving format and
type, link count, duplicate blocks, bad blocks, and inode size.

Each inode contains a mode word. This mode word describes the type and state of the inode.
Inodes must be one of six types: regular inode, directory inode, symbolic link inode, special
block inode, special character inode, or socket inode. Inodes may be found in one of three allo-
cation states: unallocated, allocated, and neither unallocated nor allocated. This last state sug-
gests an incorrectly formated inode. An inode can get in this state if bad data is written into
the inode list. The only possible corrective action is for fack is to clear the inode.

2.5. Inode Links

Each inode counts the total number of directory entries linked to the inode. Fsck verifies the
link count of each inode by starting at the root of the file system, and descending through the
directory structure. The actual link count for each inode is calculated during the descent.

If the stored link count is non-zero and the actual link count is zero, then no directory entry
appears for the inode. If this happens, fsck will place the disconnected file in the lost+ found
directory. If the stored and actual link counts are non-zero and unequal, a directory entry may
have been added or removed without the inode being updated. If this happens, fsck replaces
the incorrect stored link count by the actual link count.

Each inode contains a list, or pointers to lists (indirect blocks), of all the blocks claimed by the
inode. Since indirect blocks are owned by an inode, inconsistencies in indirect blocks directly
affect the inode that owns it.

Fasck compares each block number claimed by an inode against a list of already allocated blocks.
If another inode already claims a block number, then the block number is added to a list of
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duplicate blocks. Otherwise, the list of allocated blocks is updated to include the block number.

If there are any duplicate blocks, fack will perform a partial second pass over the inode list to
find the inode of the duplicated block. The second pass is needed, since without examining the
files associated with these inodes for correct content, not enough information is available to
determine which inode is corrupted and should be cleared. If this condition does arise (only
hardware failure will cause it), then the inode with the earliest modify time is usually incorrect,
and should be cleared. If this happens, fsck prompts the operator to clear both inodes. The
operator must decide which one should be kept and which one should be cleared.

Fsck checks the range of each block number claimed by an inode. If the block number is lower
than the first data block in the file system, or greater than the last data block, then the block
number is a bad block number. Many bad blocks in an inode are usually caused by an indirect
block that was not written to the file system, a condition which can only occur if there has been
a hardware failure. If an inode contains bad block numbers, fack prompts the operator to clear
it.

2.6. Inode Data Size

Each inode contains a count of the number of data blocks that it contains. The number of
actual data blocks is the sum of the allocated data blocks and the indirect blocks. Fsck com-
putes the actual number of data blocks and compares that block count against the actual
number of blocks the inode claims. If an inode contains an incorrect count fack prompts the
operator to fix it.

Each inode contains a thirty-two bit size field. The size is the number of data bytes in the file
associated with the inode. The consistency of the byte size field is roughly checked by comput-
ing from the size field the maximum number of blocks that should be associated with the inode,
and comparing that expected block count against the actual number of blocks the inode claims.

2.7. Checking the Data Associated with an Inode

An inode can directly or indirectly reference three kinds of data blocks. All referenced blocks
must be the same kind. The three types of data blocks are: plain data blocks, symbolic link
data blocks, and directory data blocks. Plain data blocks contain the information stored in a
file; symbolic link data blocks contain the path name stored in a link. Directory data blocks
contain directory entries. Fsck can only check the validity of directory data blocks.

Each directory data block is checked for several types of inconsistencies. These inconsistencies
include directory inode numbers pointing to unallocated inodes, directory inode numbers that
are greater than the number of inodes in the file system, incorrect directory inode numbers for
“" and “..”, and directories that are not attached to the file system. If the inode number in a
directory data block references an unallocated inode, then fack will remove that directory entry.

Again, this condition can only arise when there has been a hardware failure.

If a directory entry inode number references outside the inode list, then fack will remove that
directory entry. This condition occurs if bad data is written into a directory data block.
The directory inode number entry for “‘.”” must be the first entry in the directory data block.

[T3RA)

The inode number for ‘.” must reference itself; e.g., it must equal the inode number for the
directory data block. The directory inode number entry for *‘..” must be the second entry in
the directory data block. Its value must equal the inode number for the parent of the directory

entry (or the inode number of the directory data block if the directory is the root directory). If
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the directory inode numbers are incorrect, fsck will replace them with the correct values.

2.8. File System Connectivity

Fack checks the general connectivity of the file system. If directories are not linked into the file
system, then fsck links the directory back into the file system in the lost+ found directory.
This condition only occurs when there has been a hardware failure.

[Dolotta78]

[Joy83]

[McK usick83]

[Ritchie78]

[Thompson78]
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Appendix A. Fsck Error Conditions

A.1. Conventions

Fsck is a multi-pass file system check program. Each file system pass invokes a different Phase
of the fsck program. After the initial setup, fsack performs successive Phases over each file sys-
tem, checking blocks and sizes, path-names, connectivity, reference counts, and the map of free
blocks, (possibly rebuilding it), and performs some cleanup.

Normally fsck is run non-interactively to preen the file systems after an unclean halt. While
preening a file system, it will only fix corruptions that are expected to occur from an unclean
halt. These actions are a proper subset of the actions that fack will take when it is running
interactively. Throughout this appendix many errors have several options that the operator can
take. When an inconsistency is detected, fack reports the error condition to the operator. If a
response is required, fsck prints a prompt message and waits for a response. When preen'ing
most errors are fatal. For those that are expected, the response taken is noted. This appendix
explains the meaning of each error condition, the possible responses, and the related error condi-
tions.

The error conditions are organized by the Phase of the fsck program in which they can occur.
The error conditions that may occur in more than one Phase will be discussed in initialization.

A.2. Initialization

Before a file system check can be performed, certain tables have to be set up and certain files
opened. This section concerns itself with the opening of files and the initialization of tables.
This section lists error conditions resulting from command line options, memory requests, open-
ing of files, status of files, file system size checks, and creation of the scratch file. All of the ini-
tialization errors are fatal when the file system is being preen’ed.

C option?
C is not a legal option to fsck; legal options are -b, -y, -n, and -p. Fsck terminates on this
error condition. See the fsck(8) manual entry for further detail.

cannot alloc NNN bytes for blockmap

cannot alloc NNN bytes for freemap

cannot alloc NNN bytes for statemap

cannot alloc NNN bytes for Incntp

Fsck’s request for memory for its virtual memory tables failed. This should never happen.
Fsck terminates on this error condition. See a guru.

Can’t open checklist file: F ,
The file system checklist file F' (usually /etc/fstab) can not be opened for reading. Fsck ter-
minates on this error condition. Check access modes of F.

Can’t stat root
Fsck’s request for statistics about the root directory */” failed. This should never happen.
Fsck terminates on this error condition. See a guru.
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Can’t stat F

Can’t make sense out of name F

Fsck’s request for statistics about the file system F failed. When running manually, it ignores
this file system and continues checking the next file system given. Check access modes of F.

Can’t open F
Fsck’s request attempt to open the file system F failed. When running manually, it ignores this
file system and continues checking the next file system given. Check access modes of F.

F: (NO WRITE)

Either the -n flag was specified or fsck’s attempt to open the file system F for writing failed.
When running manually, all the diagnostics are printed out, but no modifications are attempted
to fix them.

file is not a block or character device; OK
You have given fsck a regular file name by mistake. Check the type of the file specified.

Possible responses to the OK prompt are:
YES

Ignore this error condition.
NO ignore this file system and continues checking the next file system given.

One of the following messages will appear:
MAGIC NUMBER WRONG

NCG OUT OF RANGE

CPG OUT OF RANGE

NSECT < 1

NTRAK < 1

SPC DOES NOT JIVE w/NTRAK*NSECT
INODES NOT MULTIPLE OF A BLOCK
IMPLIES MORE INODE THAN DATA BLOCKS
NCYL DOES NOT JIVE WITH NCG*CPG
FPG DOES NOT JIVE WITH CPG & SPC
SIZE PREPOSTEROUSLY SMALL

SIZE PREPOSTEROUSLY LARGE
CGSIZE INCORRECT

CSSIZE INCORRECT

and will be followed by the message:

F: BAD SUPER BLOCK: B

USE -b OPTION TO FSCK TO SPECIFY LOCATION OF AN ALTERNATE
SUPER-BLOCK TO SUPPLY NEEDED INFORMATION; SEE fsck(8).

The super block has been corrupted. An alternative super block must be selected from among
those listed by newfs (8) when the file system was created. For file systems with a blocksize less
than 32K, specifying ~b32 is a good first choice.

CAN NOT SEEK: BLK B (CONTINUE)
Fack’s request for moving to a specified block number B in the file system failed. This should
never happen. See a guru.
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Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fack
should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “Fatal I/O error’'.

NO terminate the program.

CAN NOT READ: BLK B (CONTINUE)
Fsck’s request for reading a specified block number B in the file system failed. This should
never happen. See a guru.

Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however, the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fsck
should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “Fatal I/O error”.

NO terminate the program.

CAN NOT WRITE: BLK B (CONTINUE)

Fack’s request for writing a specified block number B in the file system failed. The disk is

write-protected. See a guru.

Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however, the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fack

should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “‘Fatal 1/O error”.

NO terminate the program.

A.3. Phase 1 — Check Blocks and Sizes

This phase concerns itself with the inode list. This section lists error conditions resulting from
checking inode types, setting up the zero-link-count table, examining inode block numbers for
bad or duplicate blocks, checking inode size, and checking inode format. All errors in this phase
except INCORRECT BLOCK COUNT are fatal if the file system is being preen’ed,

cg C: bad magic number The magic number of cylinder group C is wrong. This usually indi-
cates that the cylinder group maps have been destroyed. When running manually the cylinder
group is marked as needing to be reconstructed.

UNKNOWN FILE TYPE I=/ (CLEAR) The mode word of the inode I indicates that the
inode is not a special block inode, special character inode, socket inode, regular inode, symbolic
link, or directory inode.

Possible responses to the CLEAR prompt are:
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YES
de-allocate inode I by zeroing its contents. This will always invoke the UNALLOCATED
error condition in Phase 2 for each directory entry pointing to this inode.

NO ignore this error condition.

LINK COUNT TABLE OVERFLOW (CONTINUE)
An internal table for fsck containing allocated inodes with a link count of zero has no more
room. Recompile fsck with a larger value of MAXLNCNT.

Possible responses to the CONTINUE prompt are:
YES

continue with the program. This error condition will not allow a complete check of the file
system. A second run of fsck should be made to re-check this file system. If another allo-
cated inode with a zero link count is found, this error condition is repeated.

NO terminate the program.

BBAD I=I/

Inode I contains block number B with a number lower than the number of the first data block
in the file system or greater than the number of the last block in the file system. This error
condition may invoke the EXCESSIVE BAD BLKS error condition in Phase 1 if inode [ has
too many block numbers outside the file system range. This error condition will always invoke
the BAD /DUP error condition in Phase 2 and Phase 4.

EXCESSIVE BAD BLKS I=/ (CONTINUE)

There is more than a tolerable number (usually 10) of blocks with a number lower than the
number of the first data block in the file system or greater than the number of last block in the
file system associated with inode I

Possible responses to the CONTINUE prompt are:

YES
ignore the rest of the blocks in this inode and continue checking with the next inode in the

file system. This error condition will not allow a complete check of the file system. A
second run of fsck should be made to re-check this file system.

NO terminate the program.

BDUP I=]

Inode I contains block number B which is already claimed by another inode. This error condi-
tion may invoke the EXCESSIVE DUP BLKS error condition in Phase 1 if inode I has too
many block numbers claimed by other inodes. This error condition will always invoke Phase 1b

and the BAD/DUP error condition in Phase 2 and Phase 4.

EXCESSIVE DUP BLKS I=]/ (CONTINUE)
There is more than a tolerable number (usually 10) of blocks claimed by other inodes.

Possible responses to the CONTINUE prompt are:

YES
ignore the rest of the blocks in this inode and continue checking with the next inode in the
file system. This error condition will not allow a complete check of the file system. A
second run of fack should be made to re-check this file system.
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NO terminate the program.

DUP TABLE OVERFLOW (CONTINUE)
An internal table in fsck containing duplicate block numbers has no more room. Recompile
fack with a larger value of DUPTBLSIZE.

Possible responses to the CONTINUE prompt are:

YES
continue with the program. This error condition will not allow a complete check of the file
system. A second run of fsck should be made to re-check this file system. If another dupli-
cate block is found, this error condition will repeat.

NO terminate the program.

PARTIALLY ALLOCATED INODE I=/ (CLEAR)

Inode I is neither allocated nor unallocated.
Possible responses to the CLEAR prompt are:
YES

de-allocate inode I by zeroing its contents.
NO ignore this error condition.

INCORRECT BLOCK COUNT I=/ (X should be Y) (CORRECT)

The block count for inode I is X blocks, but should be Y blocks. When preen’ing the count is
corrected.

Possible responses to the CORRECT prompt are:

YES
replace the block count of inode I with Y.

NO ignore this error condition.

A.4. Phase 1B: Rescan for More Dup’s

When a duplicate block is found in the file system, the file system is rescanned to find the inode
which previously claimed that block. This section lists the error condition when the duplicate
block is found.

BDUP I=I]

Inode I contains block number B that is already claimed by another inode. This error condition
will always invoke the BAD/DUP error condition in Phase 2. You can determine which inodes
have overlapping blocks by examining this error condition and the DUP error condition in
Phase 1.

A.5. Phase 2 — Check Pathnames

This phase concerns itself with removing directory entries pointing to error conditioned inodes
from Phase 1 and Phase 1b. This section lists error conditions resulting from root inode mode
and status, directory inode pointers in range, and directory entries pointing to bad inodes. All
errors in this phase are fatal if the file system is being preen’ed.
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ROOT INODE UNALLOCATED. TERMINATING.
The root inode (usually inode number 2) has no allocate mode bits. This should never happen.
The program will terminate.

NAME TOO LONG F

An excessively long path name has been found. This is usually indicative of loops in the file
system name space. This can occur if the super user has made circular links to directories. The
offending links must be removed (by a guru).

ROOT INODE NOT DIRECTORY (FIX)
The root inode (usually inode number 2) is not directory inode type.

Possible responses to the FIX prompt are:

YES
replace the root inode’s type to be a directory. If the root inode’s data blocks are not direc-
tory blocks, a VERY large number of error conditions will be produced.

NO terminate the program.

DUPS/BAD IN ROOT INODE (CONTINUE)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks in the root inode (usually inode
number 2) for the file system.

Possible responses to the CONTINUE prompt are:

YES
ignore the DUPS/BAD error condition in the root inode and attempt to continue to run
the file system check. If the root inode is not correct, then this may result in a large
number of other error conditions.

NO terminate the program.

I OUT OF RANGE I=] NAME=F (REMOVE)
A directory entry F has an inode number I which is greater than the end of the inode list.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO ignore this error condition.

UNALLOCATED I=/ OWNER=0 MODE=M SIZE=S MTIME=T DIR=F
(REMOVE)

A directory entry F has a directory inode I without allocate mode bits. The owner O, mode M,
size S, modify time T, and directory name F are printed.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO ignore this error condition.

UNALLOCATED I=]/ OWNER=0 MODE=M SIZE=S MTIME=T FILE=F
(REMOVE)
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A directory entry F has an inode I without allocate mode bits. The owner O, mode M, size S,
modify time T, and file name F are printed.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO ignore this error condition.

DUP/BAD 1=/ OWNER=0 MODE==M SIZE=S$ MTIME=T DIR=F (REMOVE)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory entry
F, directory inode I. The owner O, mode M, size S, modify time T, and directory name F are
printed.

Possible responses to the REMOVE prompt are:
YES
the directory entry F is removed.

NO ignore this error condition.

DUP/BAD I=] OWNER=0 MODE=M SIZE=S MTIME="T FILE=F (REMOVE)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory entry
F, inode I. The owner O, mode M, size S, modify time T, and file name F are printed.
Possible responses to the REMOVE prompt are:
YES

the directory entry F is removed.

NO ignore this error condition.

A.6. Phase 3 — Check Connectivity

This phase concerns itself with the directory connectivity seen in Phase 2. This section lists
error conditions resulting from unreferenced directories, and missing or full lost+ found direc-
tories. -

DIRECTORY D CORRUPTED (SALVAGE)
A directory with an inconsistent internal state has been found. This error is fatal if the file sys-
tem is being preen’ed.

Possible responses to the SALVAGE prompt are:

YES
throw away all entries up to the next 512-byte boundary. This rather drastic action can
throw away up to 42 entries, and should be taken only after other recovery efforts have
failed.

NO Skip up to the next 512-byte boundary and resume reading, but do not modify the direc-
tory.

UNREF DIR I=/ OWNER=0 MODE=M SIZE=5 MTIME=T (RECONNECT)
The directory inode I was not connected to a directory entry when the file system was
traversed. The owner O, mode M, size S, and modify time T of directory inode I are printed.
When preen’ing, the directory is reconnected if its size is non-zero, otherwise it is cleared.
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Possible responses to the RECONNECT prompt are:

YES
reconnect directory inode I to the file system in the directory for lost files (usually

lost+ found). This may invoke the lost+ found error condition in Phase 3 if there are prob-
lems connecting directory inode I to lost+ jound. This may also invoke the CONNECTED
error condition in Phase 3 if the link was successful.

NO ignore this error condition. This will always invoke the UNREF error condition in Phase 4.

SORRY. NO lost+found DIRECTORY

There is no lost+ found directory in the root directory of the file system; fsck ignores the
request to link a directory in lost+ found. This will always invoke the UNREF error condition
in Phase 4. Check access modes of lost+ found. See fsck(8) manual entry for further detail.
This error is fatal if the file system is being preen’ed.

SORRY. NO SPACE IN lost+found DIRECTORY

There is no space to add another entry to the lost+ found directory in the root directory of the
file system; fsck ignores the request to link a directory in lost+ found. This will always invoke
the UNREF error condition in Phase 4. Clean out unnecessary entries in lost+ found or make
lost+ found larger. See fsck(8) manual entry for further detail. This error is fatal if the file sys-
tem is being preen’ed.

DIR I=I/1 CONNECTED. PARENT WAS I=]2

This is an advisory message indicating a directory inode /I was successfully connected to the
lost+ found directory. The parent inode I2 of the directory inode I1 is replaced by the inode
number of the lost+ found directory.

A.7. Phase 4 — Check Reference Counts

This phase concerns itself with the link count information seen in Phase 2 and Phase 3. This
section lists error conditions resulting from unreferenced files, missing or full lost+ found direc-
tory, incorrect link counts for files, directories, symbolic links, or special files, unreferenced files,
symbolic links, and directories, bad and duplicate blocks in files, symbolic links, and directories,
and incorrect total free-inode counts. All errors in this phase are correctable if the file system is
being preen’ed except running out of space in the lost+ found directory.

UNREF FILE I=/ OWNER=0 MODE=M SIZE=5 MTIME=T (RECONNECT)
Inode I was not connected to a directory entry when the file system was traversed. The owner
O, mode M, size S, and modify time T of inode I are printed. When preen’ing the file is cleared
if either its size or its link count is zero, otherwise it is reconnected.

Possible responses to the RECONNECT prompt are:

YES
reconnect inode I to the file system in the directory for lost files (usually lost+ found). This
may invoke the lost+ found error condition in Phase 4 if there are problems connecting
inode I to lost+ found.

NO ignore this error condition. This will always invoke the CLEAR error condition in Phase 4.
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(CLEAR)
The inode mentioned in the immediately previous error condition can not be reconnected. This
cannot occur if the file system is being preen’ed, since lack of space to reconnect files is a fatal
error.
Possible responses to the CLEAR prompt are:
YES
de-allocate the inode mentioned in the immediately previous error condition by zeroing its
contents.

NO ignore this error condition.

SORRY. NO lost+found DIRECTORY

There is no lost+ found directory in the root directory of the file system; fsck ignores the
request to link a file in lost+ found. This will always invoke the CLEAR error condition in
Phase 4. Check access modes of lost+ found. This error is fatal if the file system is being
preen’ed.

SORRY. NO SPACE IN lost+found DIRECTORY

There is no space to add another entry to the lost+ found directory in the root directory of the
file system; fsck ignores the request to link a file in lost+ found. This will always invoke the
CLEAR error condition in Phase 4. Check size and contents of lost+ found. This error is fatal
if the file system is being preen’ed.

LINK COUNT FILE I=/ OWNER=0 MODE=M SIZE=S5 MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for inode I which is a file, is X but should be Y. The owner O, mode M, size S,
and modify time T are printed. When preen’ing the link count is adjusted.

Possible responses to the ADJUST prompt are:

YES
replace the link count of file inode I with Y.

NO ignore this error condition.

LINK COUNT DIR I=]/ OWNER=0 MODE=M SIZE=S$ MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for inode I which is a directory, is X but should be Y. The owner O, mode M,
size S, and modify time T of directory inode I are printed. When preen’ing the link count is
adjusted.

Possible responses to the ADJUST prompt are:

YES
replace the link count of directory inode I with Y.

NO ignore this error condition.

LINK COUNT F I=] OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for F inode Iis X but should be Y. The name F, owner O, mode M, size S, and
modify time T are printed. When preen'ing the link count is adjusted.
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Possible responses to the ADJUST prompt are:

YES
replace the link count of inode I with Y.

NO ignore this error condition.

UNREF FILE I=/ OWNER=0 MODE=M SIZE=S5 MTIME=T (CLEAR)

Inode I which is a file, was not connected to a directory entry when the file system was
traversed. The owner O, mode M, size S, and modify time T of inode I are printed. When
preen’ing, this is a file that was not connected because its size or link count was zero, hence it is
cleared.

Possible responses to the CLEAR prompt are:
YES
de-allocate inode I by zeroing its contents.

NO ignore this error condition.

UNREF DIR I=/ OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR)

Inode I which is a directory, was not connected to a directory entry when the file system was
traversed. The owner O, mode M, size S, and modify time T of inode I are printed. When
preen’ing, this is a directory that was not connected because its size or link count was zero,
hence it is cleared.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO ignore this error condition.

BAD/DUP FILE I=]/ OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR)

Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with file inode I. The
owner O, mode M, size S, and modify time T of inode I are printed. This error cannot arise
when the file system is being preen’ed, as it would have caused a fatal error earlier.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO ignore this error condition.

BAD/DUP DIR I=/ OWNER=0 MODE=M SIZE=S5 MTIME=T (CLEAR)

Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory inode
I. The owner O, mode M, size S, and modify time T of inode I are printed. This error cannot
arise when the file system is being preen’ed, as it would have caused a fatal error earlier.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO ignore this error condition.

FREE INODE COUNT WRONG IN SUPERBLK (FIX)
The actual count of the free inodes does not match the count in the super-block of the file
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system. When preen’ing, the count is fixed.
Possible responses to the FIX prompt are:

YES
replace the count in the super-block by the actual count.

NO ignore this error condition.

A.8. Phase 5 - Check Cyl Groups

This phase concerns itself with the free-block maps. This section lists error conditions resulting
from allocated blocks in the free-block maps, free blocks missing from free-block maps, and the
total free-block count incorrect.

cg C: bad magic number

The magic number of cylinder group C is wrong. This usually indicates that the cylinder group
maps have been destroyed. When running manually the cylinder group is marked as needing to
be reconstructed. This error is fatal if the file system is being preen’ed.

EXCESSIVE BAD BLKS IN BIT MAPS (CONTINUE)

An inode contains more than a tolerable number (usually 10) of blocks claimed by other inodes
or that are out of the legal range for the file system. This error is fatal if the file system is
being preen’ed. ‘

Possible responses to the CONTINUE prompt are:

YES
_ignore the rest of the free-block maps and continue the execution of fsck.

NO terminate the program.

SUMMARY INFORMATION T BAD

where T is one or more of:

(INODE FREE)

(BLOCK OFFSETS)

(FRAG SUMMARIES)

(SUPER BLOCK SUMMARIES)

The indicated summary information was found to be incorrect. This error condition will always
invoke the BAD CYLINDER GROUPS condition in Phase 6. When preen’ing, the summary
information is recomputed.

X BLK(S) MISSING

X blocks unused by the file system were not found in the free-block maps. This error condition
will always invoke the BAD CYLINDER GROUPS condition in Phase 6. When preen’ing,
the block maps are rebuilt.

BAD CYLINDER GROUPS (SALVAGE)
Phase 5 has found bad blocks in the free-block maps, duplicate blocks in the free-block maps, or
blocks missing from the file system. When preen’ing, the cylinder groups are reconstructed.

Possible responses to the SALVAGE prompt are:
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YES
replace the actual free-block maps with a new free-block maps.

NO ignore this error condition.

FREE BLK COUNT WRONG IN SUPERBLOCK (FIX)
The actual count of free blocks does not match the count in the super-block of the file system.
When preen'ing, the counts are fixed.

Possible responses to the FIX prompt are:

YES
replace the count in the super-block by the actual count.

NO ignore this error condition.

A.9. Phase 6 - Salvage Cylinder Groups

This phase concerns itself with the free-block maps reconstruction. No error messages are pro-

duced.

A.10. Cleanup

Once a file system has been checked, a few cleanup functions are performed. This section lists
advisory messages about the file system and modify status of the file system.

V files, W used, X free (Y frags, Z blocks)

This is an advisory message indicating that the file system checked contained V files using W
fragment sized blocks leaving X fragment sized blocks free in the file system. The numbers in
parenthesis breaks the free count down into Y free fragments and Z free full sized blocks.

s22332 REBOOT UNIX #**%s»

This is an advisory message indicating that the root file system has been modified by fack. If
UNIX is not rebooted immediately, the work done by fsck may be undone by the in-core copies
of tables UNIX keeps. When preen'ing, fack will exit with a code of 4. The auto-reboot script
interprets an exit code of 4 by issuing a reboot system call.

sss3» FILE SYSTEM WAS MODIFIED #%s%ss

This is an advisory message indicating that the current file system was modified by fsck. If this
file system is mounted or is the current root file system, fsck should be halted and UNIX
rebooted. If UNIX is not rebooted immediately, the work done by fsck may be undone by the
in-core copies of tables UNIX keeps.
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ABSTRACT

Routing mail through a heterogenous internet presents many new problems. Among the
worst of these is that of address mapping. Historically, this has been handled on an ad
hoc basis. However, this approach has become unmanageable as internets grow.

Sendmail acts a unified ‘‘post office’’ to which all mail can be submitted. Address in-
terpretation is controlled by a production system, which can parse both domain-based
addressing and old-style ad hoc addresses. The production system is powerful enough to
rewrite addresses in the message header to conform to the standards of a number of com-
mon target networks, including old (NCP/RFC733) Arpanet, new (TCP/RFC822) Ar-
panet, UUCP, and Phonenet. Sendmail also implements an SMTP server, message
queueing, and aliasing.

Sendmail implements a general internetwork mail routing facility, featuring aliasing and for-
warding, automatic routing to network gateways, and flexible configuration.

In a simple network, each node has an address, and resources can be identified with a host-
resource pair; in particular, the mail system can refer to users using a host-username pair. Host
names and numbers have to be administered by a central authority, but usernames can be
assigned locally to each host.

In an internet, multiple networks with different characterstics and managements must com-
municate. In particular, the syntax and semantics of resource identification change. Certain spe-
cial cases can be handled trivially by ad hoc techniques, such as providing network names that
appear local to hosts on other networks, as with the Ethernet at Xerox PARC. However, the
general case is extremely complex. For example, some networks require point-to-point routing,
which simplifies the database update problem since only adjacent hosts must be entered into the
system tables, while others use end-to-end addressing. Some networks use a left-associative syn-
tax and others use a right-associative syntax, causing ambiguity in mixed addresses.

Internet standards seek to eliminate these problems. Initially, these proposed expanding the
address pairs to address triples, consisting of {network, host, resource} triples. Network numbers
must be universally agreed upon, and hosts can be assigned locally on each network. The user-
level presentation was quickly expanded to address domains, comprised of a local resource
identification and a hierarchical domain specification with a common static root. The domain
technique separates the issue of physical versus logical addressing. For example, an address of the
form ‘“‘eric@®a.cc.berkeley.arpa’’ describes only the logical organization of the address space.

Sendmail is intended to help bridge the gap between the totally ad Aoc world of networks
that know nothing of each other and the clean, tightly-coupled world of unique retwork numbers.
It can accept old arbitrary address syntaxes, resolving ambiguities using heuristics specified by the

{A considerable part of this work was done while under the employ of the INGRES Project at the University of
California at Berkeley.
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system administrator, as well as domain-based addressing. It helps guide the conversion of mes-
sage formats between disparate networks. In short, sendmail is designed to assist a graceful tran-
sition to consistent internetwork addressing schemes.

Section 1 discusses the design goals for sendmail. Section 2 gives an overview of the basic
functions of the system. In section 3, details of usage are discussed. Section 4 compares sendmasl
to other internet mail routers, and an evaluation of sendmail is given in section 5, including future

plans.

1. DESIGN GOALS

1)

(@)

(3)
4

(5)

(6)
()

(8)

Design goals for sendmail include:

Compatibility with the existing mail programs, including Bell version 6 mail, Bell ver-
sion 7 mail [UNIX83|, Berkeley Mail [Shoens79], BerkNet mail [Schmidt79], and hope-
fully UUCP mail |[Nowitz78a, Nowitz78b]. ARPANET mail [Crocker77a, Postel77] was
also required.

Reliability, in the sense of guaranteeing that every message is correctly delivered or at
least brought to the attention of a human for correct disposal; no message should ever be
completely lost. This goal was considered essential because of the emphasis on mail in
our environment. It has turned out to be one of the hardest goals to satisfy, especially
in the face of the many anomalous message formats produced by various ARPANET
sites. For example, certain sites generate improperly formated addresses, occasionally
causing error-message loops. Some hosts use blanks in names, causing problems with
UNIX mail programs that assume that an address is one word. The semantics of some
fields are interpreted slightly differently by different sites. In summary, the obscure
features of the ARPANET mail protocol really are used and are difficult to support, but
must be supported.

Existing software to do actual delivery should be used whenever possible. This goal
derives as much from political and practical considerations as technical.

Easy expansion to fairly complex environments, including multiple connections to a sin-
gle network type (such as with multiple UUCP or Ether nets [Metcalfe76]). This goal
requires consideration of the contents of an address as well as its syntax in order to
determine which gateway to use. For example, the ARPANET is bringing up the TCP
protocol to replace the old NCP protocol. No host at Berkeley runs both TCP and
NCP, so it is necessary to look at the ARPANET host name to determine whether to
route mail to an NCP gateway or a TCP gateway.

Configuration should not be compiled into the code. A single compiled program should
be able to run as is at any site (barring such basic changes as the CPU type or the
operating system). We have found this seemingly unimportant goal to be critical in real
life. Besides the simple problems that occur when any program gets recompiled in a
different environment, many sites like to ‘‘fiddle” with anything that they will be recom-
piling anyway.

Sendmatl must be able to let various groups maintain their own mailing lists, and let
individuals specify their own forwarding, without modifying the system alias file.

Each user should be able to specify which mailer to execute to process mail being
delivered for him. This feature allows users who are using specialized mailers that use a
different format to build their environment without changing the system, and facilitates
specialized functions (such as returning an ‘I am on vacation’’ message).

Network traffic should be minimized by batching addresses to a single host where possi-
ble, without assistance from the user.

These goals motivated the architecture illustrated in Figure 1. The user interacts with a

mail generating and sending program. When the mail is created, the generator calls sendmail,
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sender-1 sender-2 sender-3
— ' l 1
1 | I
sendmasl
r""'/ L
~
maziler-1 mailer-2 mazler-3

Figure 1 - Sendmail System Structure.

which routes the message to the correct mailer(s). Since some of the senders may be network
servers and some of the mailers may be network clients, sendmail may be used as an internet
mail gateway.

2. OVERVIEW

2.1. System Organization

Sendmail neither interfaces with the user nor does actual mail delivery. Rather, it
collects a message generated by a user interface program (UIP) such as Berkeley Mail, MS

[Crocker77b}, or MH [Borden79), edits the message as required by the destination network,

and calls appropriate mailers to do mail delivery or queueing for network transmission®.

This discipline allows the insertion of new mailers at minimum cost. In this sense sendmasil
resembles the Message Processing Module (MPM) of [Postel79b).

2.2. Interfaces to the Outside World

There are three ways sendmail can communicate with the outside world, both in
receiving and in sending mail. These are using the conventional UNIX argument
vector/return status, speaking SMTP over a pair of UNIX pipes, and speaking SMTP over
an interprocess(or) channel.

2.2.1. Argument vector/exit status

This technique is the standard UNIX method for communicating with the process.
A list of recipients is sent in the argument vector, and the message body is sent on the
standard input. Anything that the mailer prints is simply collected and sent back to
the sender if there were any problems. The exit status from the mailer is collected
after the message is sent, and a diagnostic is printed if appropriate.

lexcept when mailing to & file, when sendmail does the delivery directly.
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2.2.2. SMTP over plpes

The SMTP protocol [Postel82] can be used to run an interactive lock-step inter-
face with the mailer. A subprocess is still created, but no recipient addresses are passed
to the mailer via the argument list. Instead, they are passed one at a time in com-
mands sent to the processes standard input. Anything appearing on the standard out-
put must be a reply code in a special format.

2.2.3. SMTP over an IPC connection

This technique is similar to the previous technique, except that it uses a 4.2BSD
IPC channel [UNIX83]. This method is exceptionally flexible in that the mailer need
not reside on the same machine. It is normally used to connect to a sendmail process
on another machine.

2.3. Operational Description

When a sender wants to send a message, it issues a request to sendmail using one of
the three methods described above. Sendmail operates in two distinct phases. In the first
phase, it collects and stores the message. In the second phase, message delivery occurs. If
there were errors during processing during the second phase, sendmail creates and returns a
new message describing the error and/or returns an status code telling what went wrong.

2.3.1. Argument processing and address parsing

It sendmail is called using one of the two subprocess techniques, the arguments are
first scanned and option specifications are processed. Recipient addresses are then col-
lected, either from the command line or from the SMTP RCPT command, and a list of
recipients is created. Aliases are expanded at this step, including mailing lists. As
much validation as possible of the addresses is done at this step: syntax is checked, and
local addresses are verified, but detailed checking of host names and addresses is
deferred until delivery. Forwarding is also performed as the local addresses are verified.

Sendmail appends each address to the recipient list after parsing. When a name is
aliased or forwarded, the old name is retained in the list, and a flag is set that tells the
delivery phase to ignore this recipient. This list is kept free from duplicates, preventing
alias loops and duplicate messages deliverd to the same recipient, as might occur if a
person is in two groups.

2.3.2. Message collection

Sendmail then collects the message. The message should have a header at the
beginning. No formatting requirements are imposed on the message except that they
must be lines of text (in other words, binary data is not allowed). The header is parsed
and stored in memory, and the body of the message is saved in a temporary file.

To simplify the program interface, the message is collected even if no addresses
were valid. The message will be returned with an error.

2.3.3. Message delivery

For each unique mailer and host in the recipient list, sendmail calls the appropri-
ate mailer. Each mailer invocation sends to all users receiving the message on one host.
Mailers that only accept one recipient at a time are handled properly.

The message is sent to the mailer using one of the same three interfaces used to
submit a message to sendmail. Each copy of the message is prepended by a customized
header. The mailer status code is caught and checked, and a suitable error message
given as appropriate. The exit code must conform to a system standard or a generic
message (‘‘Service unavailable’) is given.
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2.3.4. Queuelng for retransmission

If the mailer returned an status that indicated that it might be able to handle the
mail later, sendmail will queue the mail and try again later.

2.3.5. Return to sender
If errors occur during processing, sendmail returns the message to the sender for
retransmission. The letter can be mailed back or written in the file ‘‘dead.letter’’ in the
sender’s home directory2.

2.4. Message Header Editing

Certain editing of the message header occurs automatically. Header lines can be
inserted under control of the configuration file. Some lines can be merged; for example, a
“From:"" line and a ‘“Full-name:"’ line can be merged under certain circumstances.

2.5. Configuration Flle

Almost all configuration information is read at runtime from an ASCII file, encoding
macro definitions (defining the value of macros used internally), header declarations (telling
sendmail the format of header lines that it will process specially, i.e., lines that it will add
or reformat), mailer definitions (giving information such as the location and characteristics
of each mailer), and address rewriting rules (a limited production system to rewrite
addresses which is used to parse and rewrite the addresses).

To improve performance when reading the configuration file, a memory image can be
provided. This provides a ‘‘compiled’’ form of the configuration file.

3. USAGE AND IMPLEMENTATION

3.1. Arguments

Arguments may be flags and addresses. Flags set various processing options. Follow-
ing flag arguments, address arguments may be given, unless we are running in SMTP
mode. Addresses follow the syntax in RFC822 [Crocker82] for ARPANET address for-
mats. In brief, the format is:

(1) Anything in parentheses is thrown away (as a comment).
(2) Anything in angle brackets (“< > ") is preferred over anything else. This rule imple-
ments the ARPANET standard that addresses of the form
user name < machine-address>
will send to the electronic ‘“‘machine-address’’ rather than the human “‘user name.”

(3) Double quotes ( ” ) quote phrases; backslashes quote characters. Backslashes are
more powerful in that they will cause otherwise equivalent phrases to compare
differently - for example, user and ”user” are equivalent, but \user is different from
either of them.

Parentheses, angle brackets, and double quotes must be properly balanced and
nested. The rewriting rules control remaining parsing®.

20bviously, if the site giving the error is not the originating site, the only reasonable option is to mail back to the
sender. Also, there are many more error disposition options, but they only effect the error message - the “return to
sender” function is always handled in one of these two ways.

3Disclaimer: Some special processing is done after rewriting local names; see below.
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3.2. Mall to Files and Programs

Files and programs are legitimate message recipients. Files provide archival storage
of messages, useful for project administration and history. Programs are useful as reci-
pients in a variety of situations, for example, to maintain a public repository of systems
messages (such as the Berkeley msgs program, or the MARS system [Sattley78]).

Any address passing through the initial parsing algorithm as a local address (i.e, not
appearing to be a valid address for another mailer) is scanned for two special cases. If
prefixed by a vertical bar (*‘|”’) the rest of the address is processed as a shell command. If
the user name begins with a slash mark (‘‘/’’) the name is used as a file name, instead of a
login name.

Files that have setuid or setgid bits set but no execute bits set have those bits
honored if sendmail is running as root.

3.3. Aliasing, Forwarding, Inclusion

Sendmail reroutes mail three ways. Aliasing applies system wide. Forwarding allows
each user to reroute incoming mail destined for that account. Inclusion directs sendmail to
read a file for a list of addresses, and is normally used in conjunction with aliasing.

3.3.1. Aliasing

Aliasing maps names to address lists using a system-wide file. This file is indexed
to speed access. Only names that parse as local are allowed as aliases; this guarantees a
unique key (since there are no nicknames for the local host).

3.3.2. Forwarding

After aliasing, recipients that are local and valid are checked for the existence of
a ‘‘forward” file in their home directory. If it exists, the message is not sent to that
user, but rather to the list of users in that file. Often this list will contain only one
address, and the feature will be used for network mail forwarding.

Forwarding also permits a user to specify a private incoming mailer. For exam-
ple, forwarding to:

”| [ust/local /newmail myname”

will use a different incoming mailer.

3.3.3. Inclusion
Inclusion is specified in RFC 733 [Crocker77a] syntax:
:Include: pathname

An address of this form reads the file specified by pathname and sends to all users listed
in that file.

The intent is not to support direct use of this feature, but rather to use this as a
subset of aliasing. For example, an alias of the form:

project: :include:/usr/project/userlist

is a method of letting a project maintain a mailing list without interaction with the sys-
tem administration, even if the alias file is protected.

It is not necessary to rebuild the index on the alias database when a :include: list
is changed.

3.4. Message Collection

Once all recipient addresses are parsed and verified, the message is collected. The
message comes in two parts: a message header and a message body, separated by a blank
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line.
The header is formatted as a series of lines of the form
field-name: field-value

Field-value can be split across lines by starting the following lines with a space or a tab.
Some header fields have special internal meaning, and have appropriate special processing.
Other headers are simply passed through. Some header fields may be added automatically,
such as time stamps.

The body is a series of text lines. It is completely uninterpreted and untouched,
except that lines beginning with a dot have the dot doubled when transmitted over an
SMTP channel. This extra dot is stripped by the receiver.

3.5. Message Dellvery

The send queue is ordered by receiving host before transmission to implement mes-
sage batching. Each address is marked as it is sent so rescanning the list is safe. An argu-
ment list is built as the scan proceeds. Mail to files is detected during the scan of the send
list. The interface to the mailer is performed using one of the techniques described in sec-
tion 2.2.

After a connection is established, sendmail makes the per-mailer changes to the
header and sends the result to the mailer. If any mail is rejected by the mailer, a flag is
set to invoke the return-to-sender function after all delivery completes.

3.6. Queued Messages

If the mailer returns a ‘‘temporary failure” exit status, the message is queued. A
control file is used to describe the recipients to be sent to and various other parameters.
This control file is formatted as a series of lines, each describing a sender, a recipient, the
time of submission, or some other salient parameter of the message. The header of the
message is stored in the control file, so that the associated data file in the queue is just the
temporary file that was originally collected.

3.7. Configuration

Configuration is controlled primarily by a configuration file read at startup. Sendmail
should not need to be recomplied except

(1) To change operating systems (V6, V7/32V, 4BSD).

(2) To remove or insert the DBM (UNIX database) library.
(3) Tochange ARPANET reply codes.

(4) To add headers fields requiring special processing.

Adding mailers or changing parsing (i.e., rewriting) or routing information does not require
recompilation.

If the mail is being sent by a local user, and the file ‘. mailcf’’ exists in the sender’s

home directory, that file is read as a configuration file after the system configuration file.
The primary use of this feature is to add header lines.

The configuration file encodes macro definitions, header definitions, mailer definitions,
rewriting rules, and options.

3.7.1. Macros

Macros can be used in three ways. Certain macros transmit unstructured textual
information into the mail system, such as the name sendmail will use to identify itself
in error messages. Other macros transmit information from sendmail to the
configuration file for use in creating other fields (such as argument vectors to mailers):
the name of the sender, and the host and user of the recipient. Other macros are
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unused internally, and can be used as shorthand in the configuration file.

3.7.2. Header declarations

Header declarations inform sendmail of the format of known header lines.
Knowledge of a few header lines is built into sendmail, such as the “From:” and
‘‘Date:” lines.

Most configured headers will be automatically inserted in the outgoing message if
they don’t exist in the incoming message. Certain headers are suppressed by some
mailers.

3.7.3. Maller declarations

Mailer declarations tell sendmail of the various mailers available to it. The
definition specifies the internal name of the mailer, the pathname of the program to
call, some flags associated with the mailer, and an argument vector to be used on the
call; this vector is macro-expanded before use.

3.7.4. Address rewrlting rules

The heart of address parsing in sendmail is a set of rewriting rules. These are an
ordered list of pattern-replacement rules, (somewhat like a production system, except
that order is critical), which are applied to each address. The address is rewritten tex-
tually until it is either rewritten into a special canonical form (i.e., a (mailer, host, user)
3-tuple, such as {arpanet, usc-isif, postel} representing the address “postel@usc-isif”),
or it falls off the end. When a pattern matches, the rule is reapplied until it fails.

The configuration file also supports the editing of addresses into different formats.
For example, an address of the form:

ucsfcgl!tef
might be mapped into:
tef@ucsfcgl. UUCP
to conform to the domain syntax. Translations can also be done in the other direction.

3.7.5. Optlon setting

There are several options that can be set from the configuration file. These
include the pathnames of various support files, timeouts, default modes, etc.

4. COMPARISON WITH OTHER MAILERS

4.1. Dellvermall
Sendmail is an outgrowth of delivermail. The primary differences are:

(1) Configuration information is not compiled in. This change simplifies many of the
problems of moving to other machines. It also allows easy debugging of new mailers.

(2) Address parsing is more flexible. For example, delivermail only supported one gate-
way to any network, whereas sendmail can be sensitive to host names and reroute to
different gateways.

(3) Forwarding and :include: features eliminate the requirement that the system alias file
be writable by any user (or that an update program be written, or that the system
administration make all changes).

(4) Sendmail supports message batching across networks when a message is being sent to
multiple recipients.
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(5) A mail queue is provided in sendmail. Mail that cannot be delivered immediately but
can potentially be delivered later is stored in this queue for a later retry. The queue
also provides a buffer against system crashes; after the message has been collected it
may be reliably redelivered even if the system crashes during the initial delivery.

(6) Sendmail uses the networking support provided by 4.2BSD to provide a direct inter-
face networks such as the ARPANET and/or Ethernet using SMTP (the Simple Mail
Transfer Protocol) over a TCP/IP connection.

4.2. MMDF

MMDF [Crocker79] spans a wider problem set than sendmail. For example, the
domain of MMDF includes a ‘‘phone network’” mailer, whereas sendmasil calls on preexist-
ing mailers in most cases.

MMDF and sendmail both support aliasing, customized mailers, message batching,
automatic forwarding to gateways, queueing, and retransmission. MMDF supports two-
stage timeout, which sendmail does not support.

The configuration for MMDF is compiled into the code®.

Since MMDF does not consider backwards compatibility as a design goal, the address
parsing is simpler but much less flexible.

It is somewhat harder to integrate a new channel® into MMDF. In particular, MMDF
must know the location and format of host tables for all channels, and the channel must
speak a special protocol. This allows MMDF to do additional verification (such as verify-
ing host names) at submission time.

MMDF strictly separates the submission and delivery phases. Although sendmail has
the concept of each of these stages, they are integrated into one program, whereas in
MMDF they are split into two programs.

4.3. Message Processing Module

The Message Processing Module (MPM) discussed by Postel [Postel79b] matches
sendmail closely in terms of its basic architecture. However, like MMDF, the MPM
includes the network interface software as part of its domain.

MPM also postulates a duplex channel to the receiver, as does MMDF', thus allowing
simpler handling of errors by the mailer than is possible in sendmail When a message
queued by sendmail is sent, any errors must be returned to the sender by the mailer itself.
Both MPM and MMDF mailers can return an immediate error response, and a single error
processor can create an appropriate response.

MPM prefers passing the message as a structured object, with type-length-value
tuples®. Such a convention requires a much higher degree of cooperation between mailers
than is required by sendmail. MPM also assumes a universally agreed upon internet name
space (with each address in the form of a net-host-user tuple), which sendmail does not.

5. EVALUATIONS AND FUTURE PLANS

Sendmail is designed to work in a nonhomogeneous environment. Every attempt is made
to avoid imposing unnecessary constraints on the underlying mailers. This goal has driven
much of the design. One of the major problems has been the lack of a uniform address space,
as postulated in [Postel79a] and [Postel79b).

“Dynamic configuration tables are currently being considered for MMDF'; allowing the installer to select either com-
piled or dynamic tables.

5The MMDF equivalent of a sendmail “mailer.”
SThis is similar to the NBS standard.
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A nonuniform address space implies that a path will be specified in all addresses, either
explicitly (as part of the address) or implicitly (as with implied forwarding to gateways). This
restriction has the unpleasant effect of making replying to messages exceedingly difficult, since
there is no one ‘‘address’’ for any person, but only a way to get there from wherever you are.

Interfacing to mail programs that were not initially intended to be applied in an internet
environment has been amazingly successful, and has reduced the job to a manageable task.

Sendmail has knowledge of a few difficult environments built in. It generates
ARPANET FTP/SMTP compatible error messages (prepended with three-digit numbers
[Neigus73, Postel74, Postel82]) as necessary, optionally generates UNIX-style “From” lines on
the front of messages for some mailers, and knows how to parse the same lines on input. Also,
error handling has an option customized for Berk Net.

The decision to avoid doing any type of delivery where possible (even, or perhaps espe-
cially, local delivery) has turned out to be a good idea. Even with local delivery, there are
issues of the location of the mailbox, the format of the mailbox, the locking protocol used,
etc., that are best decided by other programs. One surprisingly major annoyance in many
internet mailers is that the location and format of local mail is built in. The feeling seems to
be that local mail is so common that it should be efficient. This feeling is not born out by our
experience; on the contrary, the location and format of mailboxes seems to vary widely from
system to system.

The ability to automatically generate a response to incoming mail (by forwarding mail to
a program) seems useful (‘I am on vacation until late August....””) but can create problems
such as forwarding loops (two people on vacation whose programs send notes back and forth,
for instance) if these programs are not well written. A program could be written to do stan-
dard tasks correctly, but this would solve the general case.

It might be desirable to implement some form of load limiting. 1 am unaware of any
mail system that addresses this problem, nor am I aware of any reasonable solution at this
time.

The configuration file is currently practically inscrutable; considerable convenience could
be realized with a higher-level format.

It seems clear that common protocols will be changing soon to accommodate changing
requirements and environments. These changes will include modifications to the message
header (e.g., [NBS80]) or to the body of the message itself (such as for multimedia messages
[Postel80]). Experience indicates that these changes should be relatively trivial to integrate
into the existing system.

In tightly coupled environments, it would be nice to have a name server such as Grap-
vine [Birrell82] integrated into the mail system. This would allow a site such as ‘‘Berkeley” to
appear as a single host, rather than as a collection of hosts, and would allow people to move
transparently among machines without having to change their addresses. Such a facility
would require an automatically updated database and some method of resolving conflicts.
Ideally this would be effective even without all hosts being under a single management. How-
ever, it is not clear whether this feature should be integrated into the aliasing facility or
should be considered a ‘‘value added’’ feature outside sendmail itself.

As a more interesting case, the CSNET name server [Solomon81] provides an facility
that goes beyond a single tightly-coupled environment. Such a facility would normally exist
outside of sendmail however.
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Sendmail implements a general purpose internetwork mail routing facility under the UNIX»
operating system. It is not tied to any one transport protocol — its function may be likened to a
crossbar switch, relaying messages from one domain into another. In the process, it can do a lim-
ited amount of message header editing to put the message into a format that is appropriate for
the receiving domain. All of this is done under the control of a configuration file.

Due to the requirements of flexibility for sendmail, the configuration file can seem somewhat
unapproachable. However, there are only a few basic configurations for most sites, for which
standard configuration files have been supplied. Most other configurations can be built by adjust-
ing an existing configuration file incrementally.

Although sendmasl is intended to run without the need for monitoring, it has a number of
features that may be used to monitor or adjust the operation under unusual circumstances. These
features are described.

Section one describes how to do a basic sendmail installation. Section two explains the
day-to-day information you should know to maintain your mail system. If you have a relatively
normal site, these two sections should contain sufficient information for you to install sendmasl
and keep it happy. Section three describes some parameters that may be safely tweaked. Section
four has information regarding the command line arguments. Section five contains the nitty-
gritty information about the configuration file. This section is for masochists and people who
must write their own configuration file. The appendices give a brief but detailed explanation of a
number of features not described in the rest of the paper.

The references in this paper are actually found in the companion paper Sendmail - An Inter-
network Mail Router. Read that paper before this one to gain a basic understanding of how the
pieces fit together.

1. BASIC INSTALLATION

There are two basic steps to installing sendmail. The hard part is to build the
configuration table. This is a file that sendmasl reads when it starts up that describes the
mailers it knows about, how to parse addresses, how to rewrite the message header, and the
settings of various options. Although the configuration table is quite complex, a configuration
can usually be built by adjusting an existing off-the-shelf configuration. The second part is
actually doing the installation, i.e., creating the necessary files, etc.

The remainder of this section will describe the installation of sendmail assuming you can
use one of the existing configurations and that the standard installation parameters are accept-
able. All pathnames and examples are given from the root of the sendmail subtree.

sUNIX is a trademark of Bell Laboratories.
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1.1. Off-The-Shelf Configurations

You can produce your own gsendmail.cf file by editing the generic configuration file
provided with this release: [uer/lib/eendmail.generic.cf. Procedures are given in the Sei-
ting Up the Mail System section of the System Set-up and Operation chapter.

1.2. Installation Using the Makeflle

A makefile exists in the root of the sendmail directory that will do all of these steps
for a 4.2BSD system. It may have to be slightly tailored for use on other systems.

Before using this makefile, you should already have created your configuration file
and left it in the file ‘‘cf/system.cf” where system is the name of your system (i.e., what is
returned by hostname(1)). If you do not have Aostname you can use the declaration
“HOST==system” on the make(l) command line. You should also examine the file
mdfconfig.m§ and change the m{ macros there to reflect any libraries and compilation flags
you may need.

The basic installation procedure is to type:

make
make install

in the root directory of the sendmail distribution. This will make all binaries and install
them in the standard places. The second make command must be executed as the
superuser (root).

1.3. Installation by Hand

Along with building a configuration file, you will have to install the sendmasl startup
into your UNIX system. If you are doing this installation in conjunction with a regular
Berkeley UNIX install, these steps will already be complete. Many of these steps will have
to be executed as the superuser (root).

1.3.1. /usr/lib/sendmall
The binary for sendmail is located in [usr/lib.

1.3.2. /usr/lib/sendmail.cf

The configuration file that you created earlier should be installed in
[usr/lib/sendmail.cf; see the Setting up the Mail System section in the System Set-up
and Operation chapter.

1.3.3. [usr/ucb/newaliases

If you are running delivermail, it is critical that the newalisdses command be
replaced. This can just be a link to sendmaik

rm —{ [usr/ucb/newaliases
In [usr/lib/sendmail [usr/ucb/newaliases

1.3.4. /usr/lib/sendmall.cf
The configuration file must be installed in /usr/lib. This is described above.

1.3.5. /usr/spool/mqueue

The directory [usr/spool/ mqueue should be created to hold the mail queue. This
directory should be mode 777 unless sendmail is run setuid, when mgueue should be
owned by the sendmail owner and mode 755.
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1.3.6. /usr/lib/allasess

The file ‘/usr/flib/aliases” is the master file for system aliases. This file is a sym-
bolic link to /private/aliases, used for clients.

1.3.7. [usr/lib/sendmall.fe

If you intend to install the frozen version of the configuration file (for quick
startup) you should create the file [usr/lib/sendmail.fc and initialize it. This step may
be safely skipped.

cp /dev/null fusr/lib/sendmail.fc
[usr/lib/sendmail -bz

1.3.8. /[etc/re
It will be necessary to start up the sendmail daemon when your system reboots.
This daemon performs two functions: it listens on the SMTP socket for connections (to
receive mail from a remote system) and it processes the queue periodically to insure
that mail gets delivered when hosts come up.

Add the following lines to [etc/rc (or [etc/rc.local as appropriate) in the area
where it is starting up the daemons:
if | -f /ust/lib/sendmail |; then
(cd /usr/spool/mqueue; rm —f [Inx]f+)
[ust/lib/sendmail -bd —q30m &
echo -n ’ sendmail’ > [dev /console
i

The c¢d and rm commands insure that all lock files have been removed; extraneous lock
files may be left around if the system goes down in the middle of processing a message.
The line that actually invokes sendmail has two flags: —bd causes it to listen on the
SMTP port, and —q30m causes it to run the queue every half hour.

If you are not running a version of UNIX that supports Berkeley TCP /IP, do not
include the —bd flag.

1.3.9. /usr/lib/sendmall.hf

This is the help file used by the SMTP HELP command. The file is already
installed in the distribution.

1.3.10. /usr/lib/sendmail.st

If you wish to collect statistics about your mail traffic, create the file
[uer/lib]sendmail.at: ,
cp /dev/null fusr/lib/sendmail.st
chmod 666 /usr/lib/sendmail.st
This file does not grow. It is printed with the program auz/mailstats.

1.3.11. /usr/etc/in.syslog

You may want to run the syslog program (to collect log information about send-
mail). This program normally resides in [usr/etc/in.syslog, with support files
[ etc/syslog.conf and [etc/eyslog.pid. The fle [etc/eyslog.conf describes the file(s) that
sendmail will log in. For a complete description of syslog, see the manual page for sys-
log(8).
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1.3.12. /usr/ucb/newallases

If sendmail is invoked as ‘‘newaliases,” it will simulate the —bi flag (that is, will
rebuild the alias database; see below). This should be a link to fusr/lib/eendmail.

2. NORMAL OPERATIONS

2.1. Quick Configuration Startup
A fast version of the configuration file may be set up by using the —bs flag:
[usr/lib/sendmail -bz
This creates the file [usr/lib/sendmail.fc (“frozen configuration’). This file is an image of

sendmail’s data space after reading in the configuration file. If this file exists, it is used
instead of [usr/lib/sendmail.cf.sendmail fc time sendmail.cf is changed.

The frozen configuration file will be ignored if a —~C flag is specified or if sendmail
detects that it is out of date. However, the heuristics are not strong so this should not be
trusted.

2.2. The System Log
The system log is supported by the syslog(8) program.

2.2.1. Format
Each line in the system log consists of a timestamp, the name of the machine that

generated it (for logging from several machines over the ethernet), the word ‘“send-
mail:"”’, and a message.

2.2.2. Levels

If you have syslog(8) or an equivalent installed, you will be able to do logging.
Syslog installation is performed by the sefup program during first-time UNIX installa-
tion for Sun systems. There is a large amount of information that can be logged. The
log is arranged as a succession of levels. At the lowest level only extremely strange
situations are logged. At the highest level, even the most mundane and uninteresting
events are recorded for posterity. As a convention, log levels under ten are considered
‘“‘useful;’’ log levels above ten are usually for debugging purposes.

A complete description of the log levels is given in section 4.3.

2.3. The Mall Queue

The mail queue should be processed transparently. However, you may find that
manual intervention is sometimes necessary. For example, if a major host is down for a
period of time the queue may become clogged. Although sendmail ought to recover grace-

fully when the host comes up, you may find performance unacceptably bad in the mean-
time.

2.3.1. Printing the queue
The contents of the queue can be printed by specifying the —bp flag to sendmaik
[ust/lib/sendmail -bp
This will produce a listing of the queune id’s, the size of the message, the date the mes-
sage entered the queue, and the sender and recipients.
2.3.2. Format of queue flles

All queue files have the form zfAA99999 where AA99999 is the id for this file and
the zis a type. The types are:
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The data file. The message body (excluding the header) is kept in this file.

The lock file. If this file exists, the job is currently being processed, and a queue
run will not process the file. For that reason, an extraneous If file can cause a job
to apparently disappear (it will not even time out!).

This file is created when an id is being created. It is a separate file to insure that
no mail can ever be destroyed due to a race corndition. It should exist for no more
than a few milliseconds at any given time.

The queue control file. This file contains the information necessary to process the
job.

A temporary file. These are an image of the ¢f file when it is being rebuilt. It
should be renamed to a ¢f file very quickly.

A transcript file, existing during the life of a session showing everything that hap-
pens during that session.

The gf file is structured as a series of lines each beginning with a code letter. The

lines are as follows:

D
H

The name of the data file. There may only be one of these lines.

A header definition. There may be any number of these lines. The order is
important: they represent the order in the final message. These use the same syn-
tax as header definitions in the configuration file.

A recipient address. This will normally be completely aliased, but is actually
realiased when the job is processed. There will be one line for each recipient.

The sender address. There may only be one of these lines.
The job creation time. This is used to compute when to time out the job.

The current message priority. This is used to order the queue. Higher numbers
mean lower priorities. The priority increases as the message sits in the queue.
The initial priority depends on the message class and the size of the message.

A message. This line is printed by using sendmail with the ~bp flag, and is gen-
erally used to store status information. It can contain any text.

As an example, the following is a queue file sent to ‘‘mckusick@calder’” and

i1,

wnj

DdAfA13557

Seric

T404261372

P132

Rmckusick@calder

Rwnj

H?D?date: 23-Oct-82 15:49:32-PDT (Sat)

H?Ffrom: eric (Eric Allman)

H?x?full-name: Eric Allman

Hsubject: this is an example message

Hmessage-id: <8209232249.13557@UCBARPA.BERKELEY.ARPA>

Hreceived: by UCBARPA.BERKELEY.ARPA (3.227 [10/22/82])
id A13557; 23-Oct-82 15:49:32-PDT (Sat)

Hphone: (415) 548-3211

HTo: mckusick@calder, wnj

This shows the name of the data file, the person who sent the message, the submission
time (in seconds since January 1, 1970), the message priority, the message class, the
recipients, and the headers for the message.
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2.3.3. Forcing the queue

Sendmail should run the queue automatically at intervals. The algorithm is to
read and sort the queue, and then to attempt to process all jobs in order. When it
attempts to run the job, sendmail first checks to see if the job is locked. If so, it
ignores the job.

There is no attempt to insure that only one queue processor exists at any time,
since there is no guarantee that a job cannot take forever to process. Due to the lock-
ing algorithm, it is impossible for one job to freeze the queue. However, an uncoopera-
tive recipient host or a program recipient that never returns can accumulate many
processes in your system. Unfortunately, there is no way to resolve this without violat-
ing the protocol.

In some cases, you may find that a major host going down for a couple of days
may create a prohibitively large queue. This will result in sendmail spending an inordi-
nate amount of time sorting the queue. This situation can be fixed by moving the
queue to a temporary place and creating a new queue. The old queue can be run later
when the offending host returns to service.

To do this, it is acceptable to move the entire queue directory:
cd /usr/spool
mv mqueue omqueue; mkdir mqueue; chmod 777 mqueue

You should then kill the existing daemon (since it will still be processing in the old
queue directory) and create a new daemon.

To run the old mail queue, run the following command:
[usr/lib/sendmail —0Q/usr/spool fomqueune —q

The —oQ flag specifies an alternate queue directory and the —q flag says to just run
every job in the queue. If you have a tendency toward voyeurism, you can use the —v
flag to watch what is going on.

When the queue is finally emptied, you can remove the directory:
rmdir /usr/spool/omqueue

2.4. The Allas Database

The alias database exists in two Qlorms. One is a text form, maintained in the file
[usr/lib/aliases. The aliases are of the form

name: namel, name2, ...
Only local names may be aliased; e.g.,
eric@mit-xx: eric@berkeley

will not have the desired effect. Aliases may be continued by starting any continuation
lines with a space or a tab. Blank lines and lines beginning with a sharp sign (‘‘#”) are
comments.

The second form is processed by the dbm(3) library. This form is in the files
Juer/lib/ aliases.dir and [usr/lib/aliases.pag. This is the form that sendmail actually uses
to resolve aliases. This technique is used to improve performance.

2.4.1. Rebullding the allas database

The DBM version of the database may be rebuilt explicitly by executing the com-
mand

newaliases

This is equivalent to giving sendmail the —bi flag:
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[usr/lib/sendmail -bi

If the “D" option is specified in the configuration, eendmail will rebuild the alias
database automatically if possible when it is out of date. The conditions under which it
will do this are:

(1) The DBM version of the database is mode 6668. —or—
(2) Sendmail is running setuid to root.

Auto-rebuild can be dangerous on heavily loaded machines with large alias files; if it
might take more than five minutes to rebuild the database, there is a chance that
several processes will start the rebuild process simultaneously.

2.4.2. Potential problems

There are a number of problems that can occur with the alias database. They all
result from a sendmail process accessing the DBM version while it is only partially
built. This can happen under two circumstances: One process accesses the database
while another process is rebuilding it, or the process rebuilding the database dies (due
to being killed or a system crash) before completing the rebuild.

Sendmail has two techniques to try to relieve these problems. First, it ignores
interrupts while rebuilding the database; this avoids the problem of someone aborting
the process leaving a partially rebuilt database. Second, at the end of the rebuild it
adds an alias of the form

a: 0
(which is not normally legal). Before sendmail will access the database, it checks to

insure that this entry exists’. It will wait up to five minutes for this entry to appear, at
which point it will force a rebuild itself?.

2.4.3. List owners

If an error occurs on sending to a certain address, say ‘‘z’’, sendmail will look for
an alias of the form ‘“‘owner-z’’ to receive the errors. This is typically useful for a mail-
ing list where the submitter of the list has no control over the maintanence of the list
itself; in this case the list maintainer would be the owner of the list. For example:

unix-wizards: eric®ucbarpa, wnj@monet, nosuchuser,
sam@matisse
owner-unix-wizards: eric®ucbarpa

would cause “eric@ucbarpa’ to get the error that will occur when someone sends to
unix-wizards due to the inclusion of ‘‘nosuchuser’’ on the list.

2.5. Per-User Forwarding (.forward Flles)

As an alternative to the alias database, any user may put a file with the name ‘“.for-
ward” in his or her home directory. If this file exists, sendmail redirects mail for that user
to the list of addresses listed in the .forward file. For example, if the home directory for
user ‘‘mckusick’’ has a .forward file with contents:

mckusick@ernie
kirk@calder

then any mail arriving for “mckusick’ will be redirected to the specified accounts.

IThe “a” option is required in the configuration for this action to occur. This should normally be specified unless
you are running delivermaslin parallel with sendmasl.

2Note: the “D” option must be specified in the configuration file for this operation to occur.
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2.6. Special Header Lines

Several header lines have special interpretations defined by the configuration file.
Others have interpretations built into sendmail that cannot be changed without changing
the code. These builtins are described here.

2.6.1. Return-Recelpt-To:

It this header is sent, a message will be sent to any specified addresses when the
final delivery is complete. if the mailer has the 1 flag (local delivery) set in the mailer
descriptor.

2.6.2. Errors-Tos

If errors occur anywhere during processing, this header will cause error messages
to go to the listed addresses rather than to the sender. This is intended for mailing
lists.

2.6.3. Apparently-To:

If a message comes in with no recipients listed in the message (in a To:, Cc:, or
Bee: line) then sendmail will add an “Apparently-To:"’ header line for any recipients it
is aware of. This is not put in as a standard recipient line to warn any recipients that
the list is not complete.

At least one recipient line is required under RFC 822.

3. ARGUMENTS

The complete list of arguments to sendmasil is described in detail in Appendix A. Some
important arguments are described here.

3.1. Queue Interval

The amount of time between forking a process to run through the queue is defined by
the —q flag. If you run in mode f or a this can be relatively large, since it will only be
relevant when a host that was down comes back up. If you run in q mode it should be
relatively short, since it defines the maximum amount of time that a message may sit in
the queue.

3.3. Daemon Mode

If you allow incoming mail over an IPC connection, you should have a daemon run-
ning. This should be set by your /etc/rc file using the —~bd flag. The ~bd flag and the —q
flag may be combined in one call:

[ust/lib/sendmail -bd —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some reason. You
can force a queue run using the —q flag (with no value). It is entertaining to use the —v
flag (verbose) when this is done to watch what happens:

[usr/lib/sendmail —q -v

3.4. Debugging

There are a fairly large number of debug flags built into sendmail Each debug flag
has a number and a level, where higher levels means to print out more information. The
convention is that levels greater than nine are ‘‘absurd,” because they print out so much
information that you wouldn't normally want to see them except for debugging that
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particular piece of code. Debug flags are set using the —d option; the syntax is:
debug-flag: —d debug-list
debug-list:  debug-option | , debug-option |
debug-option: debug-range | . debug-level ]
debug-range: integer | integer - integer
debug-level: integer
where spaces are for reading ease only. For example,

—d12 Set flag 12 to level 1
-d12.3 Set flag 12 to level 3
-d3-17 Set flags 3 through 17 to level 1

—d3-17.4 Set flags 3 through 17 to level 4

For a complete list of the available debug flags you will have to look at the code (they are
too dynamic to keep this documentation up to date).

3.5. Trying a Different Configuration File
An alternative configuration file can be specified using the —C flag; for example,
[usr/lib/sendmail —Ctest.cf

uses the configuration file test.cf instead of the default [usr/lib/sendmail.cf. If the —-C flag
has no value it defaults to sendmail.cf in the current directory.

3.6. Changing the Values of Options
Options can be overridden using the —o flag. For example,
[usr/lib/sendmail -oT2m
sets the T (timeout) option to two minutes for this run only.

4. TUNING

There are a number of configuration parameters you may want to chanée, depending on
the requirements of your site. Most of these are set using an option in the configuration file.
For example, the line “OT3d” sets option T to the value ‘“3d’’ (three days).

4.1. Timeouts

All time intervals are set using a scaled syntax. For example, ‘‘10m’’ represents ten
minutes, whereas “‘2h30m” represents two and a half hours. The full set of scales is:

s seconds
m minutes
h hours

d days

w  weeks

4.1.1. Queue interval

The argument to the —q flag specifies how often a subdaemon will run the queue.
This is typically set to between five minutes and one half hour.

4.1.2. Read timeouts

It is possible to time out when reading the standard input or when reading from a
remote SMTP server. Technically, this is not acceptable within the published proto-
cols. However, it might be appropriate to set it to something large in certain environ-
ments (such as an hour). This will reduce the chance of large numbers of idle daemons
piling up on your system. This timeout is set using the r option in the configuration
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4.1.3. Message timeouts

After sitting in the queue for a few days, a message will time out. This is to
insure that at least the sender is aware of the inability to send a message. The timeout
is typically set to three days. This timeout is set using the T option in the
configuration file.

The time of submission is set in the queue, rather than the amount of time left
until timeout. As a result, you can flush messages that have been hanging for a short
period by running the queue with a short message timeout. For example,

[usr/lib/sendmail —oT1d —q
will run the queue and flush anything that is one day old.

4.2, Delivery Mode

There are a number of delivery modes that sendmasl can operate in, set by the ‘‘d”
configuration option. These modes specifly how quickly mail will be delivered. Legal
modes are:

i  deliver interactively (synchronously)
b  deliver in background (asynchronously)
q queue only (don’t deliver)

There are tradeoffs. Mode “i’’ passes the maximum amount of information to the sender,
but is hardly ever mecessary. Mode ‘‘q” puts the minimum load on your machine, but
means that delivery may be delayed for up to the queue interval. Mode ‘‘b” is probably a
good compromise. However, this mode can cause large numbers of processes if you have a
mailer that takes a long time to deliver a message.

4.3. Log Level

The level of logging can be set for sendmail. The default using a standard
configuration table is level 9. The levels are as follows:

No logging.

Major problems only.

Message collections and failed deliveries.

Successful deliveries.

Messages being defered (due to a host being down, etc.).

Normal message queueups.

Unusual but benign incidents, e.g., trying to process a locked queue file.

C OGN = O

Log internal queue id to external message id mappings. This can be useful for trac-
ing 2 message as it travels between several hosts.

12  Several messages that are basically only of interest when debugging.
16  Verbose information regarding the queue.

4.4. Flle Modes

There are a number of files that may have a number of modes. The modes depend
on what functionality you want and the level of security you require.

4.4.1. To suld or not to suild?

Sendmail can safely be made setuid to root. At the point where it is about to
ezec(2) a mailer, it checks to see if the userid is zero; if so, it resets the userid and
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groupid to a default (set by the u and g options). (This can be overridden by setting
the 8 flag to the mailer for mailers that are trusted and must be called as root.) How-
ever, this will cause mail processing to be accounted (using #4(8)) to root rather than to
the user sending the mail.

4.4.2. Temporary file modes

The mode of all temporary files that sendmail creates is determined by the F
option. Reasonable values for this option are 0600 and 0644. If the more permissive
mode is selected, it will not be necessary to run sendmail as root at all (even when run-
ning the queue).

4.4.3. Should my alias database be writable?

At Sun Microsystems, we have the alias database (/usr/lib/alisses#) mode 666.
There are some dangers inherent in this approach: any user can add him-/her-self to
any list, or can read any other user’s mail. However, we have found users to be basi-
cally trustworthy, and the cost of having a read-only database greater than the expense
of finding and eradicating the rare nasty person. '

§. THE WHOLE SCOOP ON THE CONFIGURATION FILE

This section describes the configuration file in detail, including hints on how to write one
of your own if you have to.

There is one point that should be made clear immediately: the syntax of the
configuration file is designed to be reasonably easy to parse, since this is done every time send-
mail starts up, rather than easy for a human to read or write. On the ‘‘future project’ list is
a configuration-file compiler.

An overview of the configuration file is given first, followed by details of the semantics.

§5.1. The Syntax

The configuration file is organized as a series of lines, each of which begins with a sin-
gle character defining the semantics for the rest of the line. Lines beginning with a space
or a tab are continuation lines (although the semantics are not well defined in many
places). Blank lines and lines beginning with a sharp symbol (‘#’) are comments.

5.1.1. R and S - rewriting rules

The core of address parsing are the rewriting rules. These are an ordered produc-
tion system. Sendmail scans through the set of rewriting rules looking for a match on
the left hand side (LHS) of the rule. When a rule matches, the address is replaced by
the right hand side (RHS) of the rule.

There are several sets of rewriting rules. Some of the rewriting sets are used
internally and must have specific semantics. Other rewriting sets do not have
specifically assigned semantics, and may be referenced by the mailer definitions or by
other rewriting sets.

The syntax of these two commands are:
Sn

Sets the current ruleset being collected to n. If you begin a ruleset more than once it
deletes the old definition.

Rlhs rha comments

The fields must be separated by at least one tab character; there may be embedded
spaces in the fields. The lhs is a pattern that is applied to the input. If it matches, the
input is rewritten to the rhs. The comments are ignored.
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§.1.2. D - defilne macro

Macros are named with a single character. These may be selected from the entire
ASCII set, but user-defined macros should be selected from the set of upper case letters
only. Lower case letters and special symbols are used internally.

The syntax for macro definitions is:
Dzval

where z is the name of the macro and val is the value it should have. Macros can be
interpolated in most places using the escape sequence $z.

5.1.3. C and F - define classes

Classes of words may be defined to match on the left hand side of rewriting rules.
For example a class of all local names for this site might be created so that attempts to
send to oneself can be eliminated. These can either be defined directly in the
configuration file or read in from another file. Classes may be given names from the set
of upper case letters. Lower case letters and special characters are reserved for system
use,
The syntax is:
Ccword!l word?...
Fcfile | format |
The first form defines the class ¢ to match any of the named words. It is permissible to
split them among multiple lines; for example, the two forms:
CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equivalent. The second form reads the elements of the class ¢ from the named file;
the format is a scanf(3) pattern that should produce a single string.

5.1.4. M - define maller
Programs and interfaces to mailers are defined in this line. The format is:
Mname, {field=value}*

where name is the name of the mailer (used internally only) and the ‘‘field=name"
pairs define attributes of the mailer. Fields are:

Path The pathname of the mailer

Flags Special flags for this mailer

Sender A rewriting set for sender addresses
Recipient A rewriting set for recipient addresses

Argv An argument vector to pass to this mailer
Eol The end-of-line string for this mailer
Maxsize The maximum message length to this mailer

Only the first character of the field name is checked.

5.1.5. H — define header

The format of the header lines that sendmail inserts into the message are defined
by the H line. The syatax of this line is:

H|tmflags?|hnames htemplate

Continuation lines in this spec are reflected directly into the outgoing message. The
htemplate is macro expanded before insertion into the message. If the mflage
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(surrounded by question marks) are specified, at least one of the specified flags must be
stated in the mailer definition for this header to be automatically output. If one of
these headers is in the input it is reflected to the output regardless of these flags.

Some headers have special semantics that will be described below.

5.1.8. O - set option
There are a number of ‘“‘random’ options that can be set from a configuration file.
Options are represented by single characters. The syntax of this line is:
Oo value

This sets option o to be value. Depending on the option, value may be a string, an
integer, a boolean (with legal values “t”, “T", “f”, or “F”; the default is TRUE), or a
time interval.

5.1.7. T — define trusted users

Trusted users are those users who are permitted to override the sender address
using the —f flag. These typically are ‘‘root,” ‘“‘uucp,” and ‘‘network,” but on some
users it may be convenient to extend this list to include other users, perhaps to support
a separate UUCP login for each host. The syntax of this line is:

Tuserl user?...

There may be more than one of these lines.

5.1.8, P - precedence definitions

Values for the ‘‘Precedence:” field may be defined using the P control line. The
syntax of this field is:

Pname=num
When the name is found in a ‘‘Precedence:” field, the message class is set to num.
Higher numbers mean higher precedence. Numbers less than zero have the special pro-
perty that error messages will not be returned. The default precedence is zero. For
example, our list of precedences is:

Pfirst-class=0

Pspecial-delivery=100

Pjunk=-100

5.2. The Semantlics
This section describes the semantics of the configuration file.

5.2.1. Special macros, conditionals

Macros are interpolated using the construct $z, where z is the name of the macro
to be interpolated. In particular, lower case letters are reserved to have special seman-
tics, used to pass information in or out of sendmail, and some special characters are
reserved to provide conditionals, etc.

The following macros must be defined to transmit information into sendmasil:

The SMTP entry message

The “official”” domain name for this site

The format of the UNIX from line

The name of the daemon (for error messages)
The set of "operators” in addresses

default format of sender address

The $e macro is printed out when SMTP starts up. The first word must be the $}

Qop =t=o
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macro. The $J macro should be in RFC821 format. The $]1 and $n macros can be con-
sidered constants except under terribly unusual circumstances. The $0 macro consists
of a list of characters which will be considered tokens and which will separate tokens
when doing parsing. For example, if “r’’ were in the $0 macro, then the input
“address” would be scanned as three tokens: “add,” ‘“‘r,”” and “ess.” Finally, the $q
macro specifies how an address should appear in a message when it is defaulted. For
example, on our system these definitions are:

De$j Sendmail $v ready at $b

DnMAILER-DAEMON

DIFrom $g $d

Do.:%@! "=/

Dq$g$?x ($x)8.

Dj$H.$D
An acceptable alternative for the $q macro is “$?x$x $.<$g>"". These correspond to
the following two formats:

eric@Berkeley (Eric Allman)
Eric Allman <ericOBerkeley>

Some macros are defined by sendmail for interpolation into argv’s for mailers or
for other contexts. These macros are:

The origination date in Arpanet format
The current date in Arpanet format

The hop count

The date in UNIX (ctime) format

The sender (from) address

The sender address relative to the recipient
The recipient host

The queue id

Sendmail’s pid

Protocol used

Sender’s host name

A numeric representation of the current time
The recipient user

The version number of sendmail

The hostname of this site

The full name of the sender

The id of the sender’s tty

The home directory of the recipient

Nl HNgegeed Vg DR TQALODTE

There are three types of dates that can be used. The $a and $b macros are in
Arpanet format; $a is the time as extracted from the ‘‘Date:” line of the message (if
there was one), and $b is the current date and time (used for postmarks). If no
“Date:” line is found in the incoming message, $a is set to the current time also. The
$d macro is equivalent to the $a macro in UNIX (ctime) format.

The $f macro is the id of the sender as originally determined; when mailing to a
specific host the $g macro is set to the address of the sender relative o the recipient.
For example, if | send to “‘bollard@matisse” from the machine “‘ucbarpa” the $f macro
will be “eric’’ and the $g macro will be “eric@ucbarpa.”

The $x macro is set to the full name of the sender. This can be determined in
several ways. It can be passed as flag to sendmail. The second choice is the value of
the “Full-name:” line in the header if it exists, and the third choice is the comment
field of a “From:"” line. If all of these fail, and if the message is being originated
locally, the full name is looked up in the /etc/passwd file.
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When sending, the $h, $u, and $3 macros get set to the host, user, and home
directory (if local) of the recipient. The first two are set from the $@ and $: part of the
rewriting rules, respectively.

The $p and $t macros are used to create unique strings (e.g., for the ‘‘Message-
I1d:” field). The $1 macro is set to the queue id on this host; if put into the timestamp
line it can be extremely useful for tracking messages. The $y macro is set to the id of
the terminal of the sender (if known); some systems like to put this in the Unix ‘From”
line. The $v macro is set to be the version number of sendmail; this is normally put in
timestamps and has been proven extremely useful for debugging. The $w macro is set
to the name of this host if it can be determined. The $¢ field is set to the “‘hop count,”
i.e., the number of times this message has been processed. This can be determined by
the —h flag on the command line or by counting the timestamps in the message.

The $r and $s fields are set to the protocol used to communicate with sendmasl
and the sending hostname; these are not supported in the current version.

Conditionals can be specified using the syntax:
$7x textl §| text2 §.

This interpolates tezt! if the macro $x is set, and teczt® otherwise. The “else” (§])
clause may be omitted.

5.2.2. Speclal classes

The class $=w is set to be the set of all names this host is known by. This can
be used to delete local hostnames.

5.2.3. The left hand side

The left hand side of rewriting rules contains a pattern. Normal words are simply
matched directly. Metasyntax is introduced using a dollar sign. The metasymbols are:

$s  Match zero or more tokens

$+ Match one or more tokens

$—  Match exactly one token

$=z Match any token in class z

$ "z Match any token not in class z

If any of these match, they are assigned to the symbol $n for replacement on the right
hand side, where n is the index in the LHS. For example, if the LHS:

$-—$+
is applied to the input:
UCBARPA:eric
the rule will match, and the values passed to the RHS will be:

$1 UCBARPA
$2 eric

5.2.4. The right hand side

When the right hand side of a rewriting rule matches, the input is deleted and
replaced by the right hand side. Tokens are copied directly from the RHS unless they
are begin with a dollar sign. Metasymbols are:
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$n Substitute indefinite token n from LHS
$>n “Call” ruleset n

$# mailer Resolve to mailer

$Qhost  Specify host

$:user Specify user

The $n syntax substitutes the corresponding value from a $+4, $—, $o, $== or §~
match on the LHS. It may be used anywhere.

The $>n syntax causes the remainder of the line to be substituted as usual and
then passed as the argument to ruleset n. The final value of ruleset n then becomes the
substitution for this rule.

The $# syntax should only be used in ruleset zero. It causes evaluation of the
ruleset to terminate immediately, and signals to sendmail that the address has com-
pletely resolved. The complete syntax is:

$# mailer$Qhost$suser

This specifies the {mailer, host, user} 3-tuple necessary to direct the mailer. If the
mailer is local the host part may be omitted. The mailer and Aost must be a single
word, but the user may be multi-part.

A RHS may also be preceeded by a $@ or a $3 to control evaluation. A $@ prefix
causes the ruleset to return with the remainder of the RHS as the value. A $§: prefix
causes the rule to terminate immediately, but the ruleset to continue; this can be used
to avoid continued application of a rule. The prefix is stripped before continuing.

The $0 and $: prefixes may preceed a $> spec; for example:
R$+ $4$>781

matches anything, passes that to ruleset seven, and continues; the $3 is necessary to
avoid an infinite loop.

5.2.5. Semantiecs of rewriting rule sets

There are five rewriting sets that have specific semantics. These are related as
depicted by Figure 2.

Ruleset three should turn the address into ‘‘canonical form.” This form should
have the basic syntax:

local-part@host-domain-spec

If no “@” sign is specified, then the host-domain-spec may be appended from the sender
address (if the C flag is set in the mailer definition corresponding to the sending
mailer). Ruleset three is applied by sendmail before doing anything with any address.

Ruleset zero is applied after ruleset three to addresses that are going to actually
specify recipients. It must resolve to a {mailer, host, user} triple. The mailer must be
defined in the mailer definitions from the configuration file. The Aost is defined into the
$h macro for use in the argv expansion of the specified mailer.

Rulesets one and two are applied to all sender and recipient addresses respec-
tively. They are applied before any specification in the mailer definition. They must
never resolve.

Ruleset four is applied to all addresses in the message. It is typically used to
translate internal to external form.

5.2.6. Maller flags ete.

There are a number of flags that may be associated with each mailer, each
identified by a letter of the alphabet. Many of them are assigned semantics internally.
These are detailed in Appendix C. Any other flags may be used freely to conditionally
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Figure 2 — Rewriting Set Semantics

D - sender domain addition
S — mailer-specific sender rewriting
R - mailer-specific recipient rewriting

assign headers to messages destined for particular mailers.

5.2.7. The *‘error’ maliler

The mailer with the special name ‘‘error’ can be used to generate a user error.
The (optional) host field is a numeric exit status to be returned, and the user field is a
message to be printed. For example, the entry:

$#terror$:Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated if the LHS matches.
This mailer is only functional in ruleset zero.

5.3. Building a Configuration File From Scratch

Building a configuration table from scratch is an extremely difficult job. Fortunately,
it is almost never necessary to do so; nearly every situation that may come up may be
resolved by changing an existing table. In any case, it is critical that you understand what
it is that you are trying to do and come up with a philosophy for the configuration table.
This section is intended to explain what the real purpose of a configuration table is and to
give you some ideas for what your philosophy might be.

5.3.1. What you are trying to do

The configuration table has three major purposes. The first and simplest is to set
up the environment for sendmail. This involves setting the options, defining a few criti-
cal macros, etc. Since these are described in other places, we will not go into more
detail here.

The second purpose is to rewrite addresses in the message. This should typically
be done in two phases. The first phase maps addresses in any format into a canonical
form. This should be done in ruleset three. The second phase maps this canonical form
into the syntax appropriate for the receiving mailer. Sendmail does this in three sub-
phases. Rulesets one and two are applied to all sender and recipient addresses respec-
tively. After this, you may specify per-mailer rulesets for both sender and recipient
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addresses; this allows mailer-specific customization. Finally, ruleset four is applied to
do any default conversion to external form.

The third purpose is to map addresses into the actual set of instructions necessary
to get the message delivered. Ruleset zero must resolve to the internal form, which is
in turn used as a pointer to a mailer descriptor. The mailer descriptor describes the
interface requirements of the mailer.

5.3.2. Philosophy

The particular philosophy you choose will depend heavily on the size and struc-
ture of your organization. I will present a few possible philosophies here.

One general point applies to all of these philosophies: it is almost always a mis-
take to try to do full name resolution. For example, if you are trying to get names of
the form ‘‘user@host’’ to the Arpanet, it does mot pay to route them to
“xyzvax!decvax!ucbvax!c70:user@host’’ since you then depend on several links mot
under your control. The best approach to this problem is to simply forward to
“xyzvax!user@host’’ and let xyzvax worry about it from there. In summary, just get
the message closer to the destination, rather than determining the full path.

§.3.2.1. Large site, many hosts — minimum information

Berkeley is an example of a large site; it has more than two or three hosts.
Berkeley has decided that the only reasonable philosophy for their environment is to
designate one host as site guru. It must be able to resolve any piece of mail it
receives. The other sites should have the minimum amount of information they can
get away with, and even this minimum should be hints rather than solid informa-
tion.

For example, a typical site on the Berkeley local ether network is ‘“monet.”
Monet has a list of known ethernet hosts; if it receives mail for any of them, it can
do direct delivery. If it receives mail for any unknown host, it just passes it directly
to “ucbvax,” the Berkeley master host. Ucbvax may determine that the host name
is illegal and reject the message, or may be able to do delivery. However, it is
important to note that when a new ethernet host is added, the only host that must
have its tables updated is ucbvax; the others may be updated as convenient, but this
is not critical.

This picture is slightly muddied due to network connections that are not actu-
ally located on ucbvax. For example, the Berkeley TCP connection is currently on
“ucbarpa.” However, monet does not know about this; the information is hidden
between ucbvax and ucbarpa. Mail going from monet to a TCP host is transferred
via the ethernet from monet to ucbvax, then via the ethernet from ucbvax to
ucbarpa, and then is submitted to the Arpanet. Although this involves some extra
hops, Berkeley feels this is an acceptable tradeofl.

An interesting point is that it would be possible to update monet to send TCP
mail directly to ucbarpa if the load got too high: if monet failed to note a host as a
TCP host, the mail would go via ucbvax as before; and if monet incorrectly sent a
message to ucbarpa, it would still be sent by ucbarpa to ucbvax as before. The only
problem that might occur in this scenario is ‘looping’: if ucbarpa thought that
ucbvax had the TCP connection and vice versa. For this reason, updates should
always happen to the master host first.

This philosophy results as much from the need to have a single source for the
configuration files (typically built using m4(1) or some similar tool) as any logical
need. Maintaining more than three separate tables by hand is essentially an impos-
sible job.
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5.3.2.2. Small site — complete Information

A small site (two or three hosts) may find it more reasonable to have complete
information at each host. This would require that each host know exactly where
each network connection is, possibly including the names of each host on that net-
work. As long as the site remains small and the the configuration remains relati#ely
static, the update problem will probably not be too great.

5.3.2.3. Single host

This is in some sense the trivial case. The only major issue is trying to insure
that you don’t have to know too much about your environment. For example, if
you have a UUCP connection you might find it useful to know about the names of
hosts connected directly to you, but this is really not necessary since this may be
determined from the syntax.

5.3.3. Relevant issues

The canonical form you use should almost certainly be as specified in the Arpanet
protocols RFC819 and RFC822. Copies of these RFC’s are included on the szendmail
tape as doc/rfc819.lpr and doc/rfc822.lpr.

RFC822 describes the format of the mail message itself. Sendmail follows this
RFC closely, to the extent that many of the standards described in this document can
not be changed without changing the code. In particular, the following characters have
special interpretations:

<>()"\

Any attempt to use these characters for other than their RFC822 purpose in addresses
is probably doomed to disaster.

RFC819 describes the specifics of the domain-based addressing. This is touched
on in RFC822 as well. Essentially each host is given a name which is a right-to-left dot
qualified pseudo-path from a distinguished root. The elements of the path need not be
physical hosts; the domain is logical rather than physical. For example, at Berkeley
one legal host is ‘‘a.cc.berkeley.arpa’”. Reading from right to left, ‘‘arpa’ is a top level
domain (related to, but not limited to, the physical Arpanet), ‘berkeley” is both an
Arpanet host and a logical domain which is actually interpreted by a host called ucbvax
(the “‘major” host for this domain), “‘cc’’ represents the Computer Center, (in this case
a strictly logical entity), and ‘‘a” is a host in the Computer Center; this particular host
happens to be connected via berknet, the Berkeley network, but other hosts might be
connected via one of two ethernets or some other network.

Be aware when reading RFC819 that there are a number of errors in it.

6.3.4. How to proceed

Once you have decided on a philosophy, it is worth examining the available
configuration tables to decide if any of them are close enough to steal major parts of.
Even under the worst of conditions, there is a fair amount of boiler plate that can be
collected safely.

The next step is to build ruleset three. This will be the hardest part of the job.
Beware of doing too much to the address in this ruleset, since anything you do will
reflect through to the message. In particular, stripping of local domains is best
deferred, since this can leave you with addresses with no domain spec at all. Since
sendmail likes to append the sending domain to addresses with no domain, this can
change the semantics of addresses. Also try to avoid fully qualifying domains in this
ruleset. Although technically legal, this can lead to unpleasantly and unnecessarily long
addresses reflected into messages. The Berkeley configuration files define ruleset nine to
qualify domain names and strip local domains. This is called from ruleset zero to get
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all addresses into a cleaner form.

Once you have ruleset three finished, the other rulesets should be relatively
trivial. If you need hints, examine the supplied configuration tables.

§.3.5. Testing the rewriting rules — the -bt flag

When you build a configuration table, you can do a certain amount of testing
using the ‘‘test mode’’ of sendmail. For example, you could invoke sendmail as:

sendmail -bt —Ctest.cf

which would read the configuration file fesf.cf and enter test mode. In this mode, you
enter lines of the form:

rwset address

where rwset is the rewriting set you want to use and address is an address to apply the
set to. Test mode shows you the steps it takes as it proceeds, finally showing you the
address it ends up with. You may use a comma separated list of rwsets for sequential
application of rules to an input; ruleset three is always applied first. For example:

1,21,4 monet:bollard

first applies ruleset three to the input ‘“monet:bollard.” Ruleset one is then applied to
the output of ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the —d31 flag to turn on more debug-
ging. For example,

sendmail -bt -d21.99

turns on an incredible amount of information; a single word address is probably going
to print out several pages worth of information.

5.3.6. Building maller desecriptions

To add an outgoing mailer to your mail system, you will have to define the
characteristics of the mailer.

Each mailer must have an internal name. This can be arbitrary, except that the
names “local’’ and “prog’ must be defined.

The pathname of the mailer must be given in the P field. If this mailer should be
accessed via an IPC connection, use the string ““[IPC]” instead.

The F field defines the mailer flags. You should specify an “f’’ or ‘‘r"’ flag to pass
the name of the sender as a —f or —r flag respectively. These flags are only passed if
they were passed to sendmail, so that mailers that give errors under some circumstances
can be placated. If the mailer is not picky you can just specify “-f $g” in the argv
template. If the mailer must be called as root the “S” flag should be given; this will
not reset the userid before calling the mailer®. If this mailer is local (i.e., will perform
final delivery rather than another metwork hop) the “I'’ flag should be given. Quote
characters (backslashes and ” marks) can be stripped from addresses if the ‘s” flag is
specified; if this is not given they are passed through. If the mailer is capable of send-
ing to more than one user on the same host in a single transaction the “m’’ flag should
be stated. If this flag is on, then the argv template containing $u will be repeated for
each unique user on a given host. The ‘‘e’’ flag will mark the mailer as being ‘‘expen-
sive,” which will cause sendmail to defer connection until a queue run®.

An unusual case is the “C” flag. This flag applies to the mailer that the message
is received from, rather than the mailer being sent to; if set, the domain spec of the

3Sendmas! must be running setuid to root for this to work.
“The “c” configuration option must be givea for this to be effective.
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sender (i.e., the “‘Ghost.domain’’ part) is saved and is appended to any addresses in the
message that do not already contain a domain spec. For example, a message of the
form:

From: eric@ucbarpa
To: wnj@monet, mckusick

will be modified to:

From: eric@ucbarpa
To: wnj@monet, mckusick@ucbarpa

if and only if the *“C” flag is defined in the mailer corresponding to ‘‘eric@ucbarpa.”
Other flags are described in Appendix C.

The S and R fields in the mailer description are per-mailer rewriting sets to be
applied to sender and recipient addresses respectively. These are applied after the
sending domain is appended and the general rewriting sets (numbers one and two) are
applied, but before the output rewrite (ruleset four) is applied. A typical use is to
append the current domain to addresses that do not already have a domain. For exam-
ple, a header of the form:

From: eric
might be changed to be:
From: eric@ucbarpa
or
From: ucbvax!eric

depending on the domain it is being shipped into. These sets can also be used to do
special purpose output rewriting in cooperation with ruleset four.

The E field defines the string to use as an end-of-line indication. A string contain-
ing only newline is the default. The usual backslash escapes (\r, \n, \f, \b) may be
used.

Finally, an argv template is given as the E field. It may have embedded spaces.
If there is no argv with a $u macro in it, sendmail will speak SMTP to the mailer. If
the pathname for this mailer is “{IPC|,” the argv should be

IPC $h | port]
where port is the optional port number to connect to.
For example, the specifications:

Mlocal, P=/bin/mail, F=rlsm S=10, R=20, A=mail -d $u
Mether, P=]|IPC], F=meC, S=11, R=21, A=IPC $h, M=100000

specifies a mailer to do local delivery and a mailer for ethernet delivery. The first is
called “local,” is located in the file */bin/mail,” takes a picky —r flag, does local
delivery, quotes should be stripped from addresses, and multiple users can be delivered
at once; ruleset ten should be applied to sender addresses in the message and ruleset
twenty should be applied to recipient addresses; the argv to send to a message will be
the word “‘mail,”’ the word ‘‘—d,” and words containing the name of the receiving user.
If a —r flag is inserted it will be between the words ‘“‘mail” and ‘‘~d.” The second mailer
is called “‘ether,”’ it should be connected to via an IPC connection, it can handle multi-
ple users at once, connections should be deferred, and any domain from the sender
address should be appended to any receiver name without a domain; sender addresses
should be processed by ruleset eleven and recipient addresses by ruleset twenty-one.
There is a 100,000 byte limit on messages passed through this mailer.
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COMMAND LINE FLAGS

Arguments must be presented with flags before addresses. The flags are:

—f addr

-r addr
—h ¢ent

~qtime

-Cfile
—dlevel
-ozvalue

The sender’s machine address is addr. This flag is ignored unless the real user is
listed as a ‘“trusted user’ or if addr contains an exclamation point (because of
certain restrictions in UUCP).

An obsolete form of —f.

Sets the ‘‘hop count” to cni. This represents the number of times this message
has been processed by sendmail (to the extent that it is supported by the underly-
ing networks). Cnt is incremented during processing, and if it reaches MAXHOP
(currently 30) sendmasl throws away the message with an error.

Sets the full name of this user to name.
Don’t do aliasing or forwarding.

Read the header for ““To:"”, “Ce:"”, and ‘“‘Bece:” lines, and send to everyone listed
in those lists. The *Bec:” line will be deleted before sending. Any addresses in
the argument vector will be deleted from the send list.

Set operation mode to z. Operation modes are:

m Deliver mail (default)

Run in arpanet mode (see below)

Speak SMTP on input side

Run as a daemon

Run in test mode

Just verify addresses, don’t collect or deliver
Initialize the alias database

Print the mail queue

Freeze the configuration file

The special processing for the ARPANET includes reading the “From:” line from
the header to find the sender, printing ARPANET style messages (preceded by
three digit reply codes for compatibility with the FTP protocol [Neigus73, Pos-
tel74, Postel77]), and ending lines of error messages with <CRLF>.

Try to process the queued up mail. If the time is given, a sendmail will run
through the queue at the specified interval to deliver queued mail; otherwise, it
only runs once.

Ny =l e B R

Use a different configuration file. -
Set debugging level.
Set option z to the specified value. These options are described in Appendix B.

There are a number of options that may be specified as primitive flags (provided for compa-
tibility with delivermasl). These are the e, i, m, and v options. Also, the f option may be
specified as the —s flag.
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CONFIGURATION OPTIONS

The following options may be set using the —o flag on the command line or the O line in
the configuration file:

Afile

a

dz

ez

Fn

gn
Hfile

i

Ln

Mz value
m

o

Qdir
riime

Use the named file as the alias file. If no file is specified, use aliases in the
current directory.

If set, wait for an “@:Q’’ entry to exist in the alias database before starting up.
If it does not appear in five minutes, rebuild the database.

If an outgoing mailer is marked as being expensive, don’t connect immediately.
This requires that queueing be compiled in, since it will depend on a queue run
process to actually send the mail.

Deliver in mode z. Legal modes are:

i  Deliver interactively (synchronously)
b Deliver in background (asynchronously)
q  Just queue the message (deliver during queue run)

If set, rebuild the alias database if necessary and possible. If this option is not
set, sendmail will never rebuild the alias database unless explicitly requested
using -bl.

Dispose of errors using mode 2. The values for z are:

p Print error messages (default)
q No messages, just give exit status
m  Mail back errors
w  Write back errors (mail if user not logged in)
e Mail back errors and give zero exit stat always
The temporary file mode, in octal. 644 and 600 are good choices.

Save Unix-style “From” lines at the front of headers. Normally they are
assumed redundant and discarded.

Set the default group id for mailers to run in to n.

Specify the help file for SMTP.

Ignore dots in incoming messages.

Set the default log level to n.

Set the macro z to value. This is intended only for use from the command line.
Send to me too, even if I am in an alias expansion.

Assume that the headers may be in old format, i.e., spaces delimit names. This
actually turns on an adaptive algorithm: if any recipient address contains a
comma, parenthesis, or angle bracket, it will be assumed that commas already
exist. If this flag is not on, only commas delimit names. Headers are always out-
put with commas between the names.

Use the named dir as the queue directory.
Timeout reads after time interval.
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Sfile

Ttime
tS,D

un

Version 4.3

L og statistics in the named file.

Be super-safe when running things, i.e., always instantiate the queue file, even if
you are going to attempt immediate delivery. Sendmail always instantiates the
queue file before returning control the the client under any circumstances.

Set the queue timeout to time. After this interval, messages that have not been
successfully sent will be returned to the sender.

Set the local timezone name to S for standard time and D for daylight time; this
is only used under version six.

Set the default userid for mailers to n. Mailers without the S flag in the mailer
definition will run as this user.

Run in verbose mode.
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MAILER FLAGS

The following flags may be set in the mailer description.

f

o Cc»T e YN ZTOT g @ — & n

)

The mailer wants a —f from flag, but only if this is a network forward operation (i.e., the
mailer will give an error if the executing user does not have special permissions).

Same as f, but sends a —r flag.

Don't reset the userid before calling the mailer. This would be used in a secure environment
where sendmail ran as root. This could be used to avoid forged addresses. This flag is
suppressed if given from an ‘‘unsafe’’ environment (e.g, a user’s mail.cf file).

Do not insert a UNIX-style “From” line on the front of the message.

This mailer is local (i.e., final delivery will be performed).

Strip quote characters off of the address before calling the mailer.

This mailer can send to multiple users on the same host in one transaction. When a $u
macro occurs in the argv part of the mailer definition, that field will be repeated as necessary
for all qualifying users.

This mailer wants a “‘From:” header line.

This mailer wants a ‘‘Date:’’ header line.

This mailer wants a ‘‘Message-Id:"’ header line.

This mailer wants a ‘‘Full-Name:" header line.

This mailer wants a ‘‘Return-Path:" line.

Upper case should be preserved in user names for this mailer.

Upper case should be preserved in host names for this mailer.

This is an Arpanet-compatible mailer, and all appropriate modes should be set.

This mailer wants Unix-style ‘“From” lines with the ugly UUCP-style ‘‘remote from
<host>" on the end.

This mailer is expensive to connect to, so try to avoid connecting normally; any necessary
connection will occur during a queue run.

This mailer want to use the hidden dot algorithm as specified in RFC821; basically, any line
beginning with a dot will have an extra dot prepended (to be stripped at the other end).
This insures that lines in the message containing a dot will not terminate the message prema-
turely.

Limit the line lengths as specified in RFC821.

Use the return-path in the SMTP “MAIL FROM:” command rather than just the return
address; although this is required in RFC821, many hosts do not process return paths prop-
erly.

This mailer will be speaking SMTP to another sendmail — as such it can use special protocol
features. This option is not required (i.e., if this option is omitted the transmission will still
operate successfully, although perhaps not as efficiently as possible).

If mail is received from a mailer with this flag set, any addresses in the header that do not
have an at sign (“‘@") after being rewritten by ruleset three will have the “‘@domain’ clause
from the sender tacked on. This allows mail with headers of the form:
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From: useraGhosta
To: userb@®hostb, userc

to be rewritten as:

From: usera@®hosta
To: userb@hostb, userc@hosta

automatically.

Version 4.3

Last Mod 8/39/83



APPENDIX D

SUMMARY OF SUPPORT FILES

This is a summary of the support files that sendmail creates or generates.
[usr/lib /sendmail
The binary of sendmail.
[usr/bin /newaliases
A link to [usr/lib/sendmail; causes the alias database to be rebuilt. Running this
program is completely equivalent to giving sendmail the -bl flag.

[usr/lib /sendmail.cf
The configuration file, in textual form.

[usr/lib/sendmail.fe
The configuration file represented as a memory image.

[ust/lib/sendmail.hf
The SMTP help file.

[Jusr/lib/sendmail st
A statistics file; need not be present.

[usr/lib/aliases The textual version of the alias file.
[ust/lib/aliases.{pag,dir}
The alias file in dbm(3) format.

[usr Jetc/in syslog
The program to do logging.

[etc/syslog.conf The configuration file for syslog.
[etc[syslog.pid Contains the process id of the currently running syslog.

[usr [spool/mqueue
The directory in which the mail queue and temporary files reside.

[usr/spool/mqueue/qfs
Control (queue) files for messages.

[usr[spool/mqueue/dfs
Data files.

[ust/spool/mqueue/Ifs
Lock files

[Jusr/spool/mqueue/tfs
Temporary versions of the qf files, used during queue file rebuild.

[usr/spool/mqueue /nfs
A file used when creating a unique id.

[ust [spool/mqueue/xfs
A transcript of the current session.
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1. Introduction

Uucp is a series of programs designed such that UNIX{ systems can communicate with each
other using either dial-up or hardwired communication lines. Uucp transfers files between UNIX
systems, and can also run commands on remote machines. The first version of the system was
designed and implemented by M. E. Lesk. This paper describes the current (second) implemen-
tation of the system. This document gives a detailed description of the current implementation
of uucp. It is designed for use by an administrator or installer of the system. It is not meant as
a user’s guide.

Uucp is a batch operation. Files are created in a spool directory for processing by the uucp dae-
mons. There are three types of files used for the execution of work: Data files contain data for
transfer to remote systems; Work files contain directions for file transfers between systems;
Ezecute files are scripts for UNIX commands that involve the resources of one or more systems.

There are four primary programs involved in uucp’s operation:

uucp builds work files and gathers data files in the spool directory for data transmis-
sion.

uuz creates work files and ezecute files, and gathers data files for the remote execu-
tion of UNIX commands.

uucico executes the work files for data transmission.

uuzqt executes the scripts for UNIX command execution.

There are two administrative programs:

uulog gathers temporary log files that may occur due to lockout of the uucp log file
and reports some information such as copy requests and completion status.

uuclean  removes old files from the spool directory.

The remaining sections of this manual describes the operation of each program, security, instal-
lation details, files required for execution, and administration of the uucp system.

2. UUCP - UNIX to UNIX File Copy

The uucp command was is designed to look like cp(1) to the user. The syntax is:
uucp [option] ... source... destination
where the source and destination may contain the prefix system-name!, which indicates the sys-
tem where the file or files reside or where they will be copied.
Uucp has several options:
—d Make directories when necessary for copying the file.

- Don’t copy source files to the spool directory, but use the specified source when
the actual transfer takes place. Note that the files, and all directories leading to
them, must be accessible by everybody.

—esys Send this job to system sys to execute. Note that this only works when the sys-
tem asys allows uuzqt to execute a uucp command. See the sections entitled
Uuzgt and Security.

t UNIX is a trademark of Bell Laboratories.
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-C Force the source files to be copied to the spool directory.
-f Do not make directories.

—gletter  Put letter in as the grade in the name of the work file. This can be used to
change the order of work for a particular machine.

-m Send mail to the requester on completion of the work.
-nuser Notify user on the remote machine that a file has been sent.

Then there are options available for debugging:
-sdir Use dir as the spool directory.
-r Queue the job but do not start uucico program.

-Xnum Num is a level number between 1 and 9; higher numbers give more debugging
output.

The destination may be a directory name, in which case the file name is taken from the last
part of the source’s name. If the directory exists, it must be writable by everybody. Note that
if the destination is a directory name and the —d option is specified to create the directory, the
directory name must be followed by /. The source name can contain special shell characters
such as ?, », and [ and ]. These are expanded on the appropriate system.

The command

uucp *.c usg!/usr/dan
sets up the transfer of all files whose names end with .c to the /usr/dan directory on the usg
machine.

The source and/or destination names may also contain a ~“user prefix. This translates to the
login directory of user on the specified system. File names beginning with *”/” translate into
the public directory (usually /usr/spool/uucppublic) on the remote system. For names with par-
tial path-names, the current directory is prepended to the file name. File names beginning with
../ are not permitted for security reasons.

The command _

uucp usg!"dan/*.h “dan
sets up the transfer of files whose names end with .A in dan’s login directory on system usg to
dan’s local login directory.

For each source file, uucp checks the source and destination file-names, the system-part of each
argument, and the options to classify the work into several types:

[1] Copy source to destination on local system.

[2] Receive files from other systems.

[3] Send files to a remote system.

[4] Send files from remote systems to another remote system.

[5] Receive files from remote systems when the source contains special shell characters as
mentioned above.

[6] Request that the uucp command be executed by a remote system.

After the work has been set up in the spool directory, the uucico program is started to try to
contact the other machine and execute the work (unless the —r option was specified).
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2.1. Type 1 — Local Copy

The copy is done locally. The -m and -n options are not honored in this case.

2.2. Type 2 — Receive Files

A work file is created or appended with a one line entry for each request. The upper limit to the
number of files per work file is set in uucp.h The default setting is 20. After the limit has been
reached, a new work file is created.

All work files and ezecute files use a blank as the field separator. The fields for these entries are
given below.

1l R
[2] The full path-name of the source or a “something/path-name. The ~something part is
expanded on the remote system.

[3] The full path-name of the destination file. If the ~something notation is used, it is
immediately expanded.

[4] The user’s login name.
[5] A “-"followed by an option list. The options -m and -d may appear.

2.3. Type 3 — Send Files

Each source file is copied into a data file in the spool directory. (A — option on the uucp com-
mand prevents the data file from being made. In this case, the file is transmitted from the indi-
cated source.) The fields for these entries are given below.

1] s

[2] The full-path name of the source file.

[3] The full-path name of the destination or “something/file-name.

[4] The user’s login name.

[5] A “-" followed by an option list. The options -d, -m, and —n may appear.

[6] The name of the data fille in the spool directory. A dummy name, “D.0"” is used when
the —c option is specified.

[7] The file mode bits of the source file in octal print format (666 for instance).

[8] The user on the remote system who should be notified upon completion of the file copy
when the —n option is specified.

2.4. Type 4 and Type 5 — Remote UUCP Required

Uucp generates a uucp command and sends it to the remote machine; the remote uucico exe-
cutes the uyucp command.
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2.5. Type 6 — Remote Execution

Remote execution occurs when the —e option is used. In this case, the uuz facility is used to
create and send the request. This requires that the remote uuzgt program allows the uucp com-
mand to be executed.

3. UUX - UNIX to UNIX Execution

The uuz command sets up the execution of a UNIX command where the execution machine
and/or some of the files are remote. The syntax of the uuz command is

wuz [-][option] ... command-string

where the command-string is made up of one or more arguments. All special shell characters
such as <, >, |, and ", must be quoted either by quoting the entire command-string or quoting
the special character as a separate argument.

Within the command-string, the command and file names may contain a system-name! prefix.
Arguments which do not contain a ! character are assumed to be part of the command string
and are not treated as files (that is, vuz does not copy them to the execution machine).

An argument containing a ! but should not be treated as a file at the present time, can be
escaped by surrounding the argument in parentheses ( and ). Note that the ( and ) characters
themselves must usually be escaped with a \ character.

The “-" indicates that the standard input for command-string should be inherited from the
standard input of the vuz command.

The following options are available for uuz:
- Read from the standard input.

-X Read from the standard input.
-n Do not notify the requestor (by mail) of completion status.
-z Only notify the requestor (by mail) of non-zero completion status.
The following options are available for debugging:
-r Don’t start uucico or uuzgt after queuing the job.
-X num Num is a level number between 1 and 9; higher numbers give more debugging
output.

The command:

pr abc | uux - usgllpr
sets up the output of the

pr abc

command as standard input to an [pr command to be executed on system usg.

. Uuz generates an ezecute file containing the names of the files required for execution (including
standard input), the user’'s login name, the destination of the standard output, and the com-
mand to be executed. This ezecute file file is either put in the spool directory for local execution
or sex)xt to the remote system using a send command (uucp type 3 command, described previ-
ously).

For required files that are not on the execution machine, uuz generates receive command files
(uucp type 2 command, described previously). The uucico program puts these command-files on
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the execution machine for execution.

The ezecute file contains a script that is processed by the uuzgt program. It is made up of
several lines, each of which contains an identification character and one or more arguments.
The lines are described in the subsections below. Here is a summary of the types of lines that
appear in the file. They are described in detail in the sections following.

User Line ldentifies the requestor’s login name and system.
File Line ldentifies a filename for transmission.

Standard Input Line
Specifies a standard input file.

Standard Output Line
Specifies a standard output file.

Command Line
Identifies a UNIX system command for uuzqt to execute.

3.1. User Line

U user system
where the user and system are the requester’s login name and system.

3.2. Required File Line

F file-name real-name

where file-name is a unique name used for file transmission and real-name is the last part of the
actual file name (contains no path information).

Zero or more of these lines may be present. The uuzqt program checks for the existence of all
these files before the command is executed.

3.3. Standard Input Line

I file-name

The standard input is either specified by a < in the command-string or inherited from the stan-
dard input of the uuz command if the -’ option is used. If a standard input is not specified,
/ dev/ null is used. Note that if there is a standard input specified, it will also appear in an “F”
line.

3.4. Standard Output Line

O file-name system-name

The standard output is specified by a > within the command-string. If a standard output is
not specified, /dev/null is used. Note that the appending to a file by using >> is not imple-
mented.
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3.5. Command Line

C command [arguments] ...

The arguments are those specified in the command-string. The standard input and standard
output will not appear on this line. All required files are moved to the execution directory (usu-
ally /usr/lib/uucp/ XQTDIR) and the UNIX command is executed using the shell specified in the
uucp.h header file. In addition, a shell “PATH"” statement is prepended to the command line as
specified in the wuzgt program.

Note that a check is made to see that the command is allowed as specified in the uuzgt program.
After execution, the standard output is copied or sent to the proper place.

4. UUXQT - UUCP Command Execution

The uuzgt program executes scripts generated by uuz.

The uuzqt program may be started by either the uucico or uuz programs or a daemon specified
by a crontab entry. Uuzgt scans the spool directory for ezecute files (prefix “X.”). Each ezecute
file is checked to see if all the required files are available and if so, the command line is verified
and executed.

The ezecute file is described in the section entitled uuz, above.
The execution is accomplished by executing a

sh —¢

of the command line after appropriate standard input and standard output have been opened.
If a standard output is specified, the program creates a send command, or copies the output file
as appropriate.

Uuzqt accepts the standard debugging option:

-Xnum Num is a level number between 1 and 9; higher numbers give more debug out-
put.

5. UUCICO - Copy In, Copy Out

The uucico program performs several major functions:
e Scan the spool directory for work.
e Place a call to a remote system.
e Negotiate a line protocol to be used.
e Execute all requests from both systems.
e Log work requests and work completions.

Uucico may be started in several ways:
a. by a system daemon specified in a crontab entry,
b. by one of the uucp, uuz, uuzqt or uucico programs,
¢.  directly by the user (this is usually for testing),

d. by a remote system. The uucico program should be specified as the ‘‘shell” field in
the /etc/passwd file for the logins used by remote systems to access uucp.
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When started by method a, b or ¢, uucsco is considered to be in MASTER mode. In this mode,
a connection is made to a remote system. If started by a remote system (method d), uucico is
considered to be in SLAVE mode.

The MASTER mode operates in one of two ways. If no system name is specified (-s option not
specified) uucico scans the spool directory for systems to call. If a system name is specified, that
system is called, and work is only done for that system.

Uucico is generally started by another program. There are several options used for execution:

-rl Start uucico in MASTER mode. This is used when uucico is started by a pro-
gram or ‘‘cron’’ shell.

-ssys Do work only for system sys. If -s is specified, a call to the specified system is
made even if there is no work for system sys in the spool directory. This is use-
ful for polling systems that do not have the hardware to initiate a connection.

The following options are used primarily for debugging:
~ddir Use directory dir for the spool directory.

-X num Num is a level number between 1 and 9; higher numbers give more debugging
output.

The next part of this section describes the major steps within the uucico program.

5.1. Scan For Work

The names of the work related files in the spool directory have format
type . system-name grade number

type is an upper case letter ( C - copy command file, D - data file, X — execute file),

system-name
is the remote system, truncated to seven characters.

grade is a character,
number  is a four digit, hexadecimal, zero padded sequence number.
The file
C.res45n0031
would be a work file for a file transfer between the local machine and the “res45’’ machine.

The scan for work is done by looking through the spool directory for work files (files with prefix
“C.”). A list is made of all systems to be called. Uucico then calls each system and processes
all work files.

5.2. Call Remote System

The call is made using information from several files that reside in the uucp program directory
(usually [usr/lib/uucp). At the start of the call process, a lock is set to prevent multiple conver-
sations between the same two systems.

The L .sys file contains information required to make the remote connection:

[1] system name,
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[2] times to call the system (days-of-week and times-of-day) and the minimum time delay
before retry,

[3] device or device type to be used for call,

[4] line class (this is the line speed on almost all systems),

[5] phone number if field [3] is ACU or the device if not ACU,
[6] login information (zero or more fields),

The time field is checked against the present time to see if the call should be made. The phone
number may contain abbreviations (for example, mh, py, boston) that get translated into dial
sequences using the L-dialcodes file.

The L-devices file is scanned using fields [3] and [4] from the L .sys file to find an available dev-
ice for the call. The program tries each devices that satisfy [3] and [4] until a call is made, or no
more devices can be tried. If a device is successfully opened, a lock file is created. If the call is
completed, the login information (field [6] of L .ays ) is used to login.

The conversation between the two uucico programs begins with a handshake started by the
called (SLAVE) system. The SLAVE sends a message to let the MASTER know it is ready to
receive the system identification and conversation sequence number. The SLAVE verifies the
response from the MASTER and if acceptable, protocol selection begins. The SLAVE can also
reply with a “call-back required” message, in which case the current conversation is terminated.

5.3. Line Protocol Selection

The remote system sends a message:
Pproto-list
where proto-list is a string of characters, each representing a line protocol.

The calling program checks proto-list for a letter corresponding to an available line protocol and
returns a use-protocol message. The use-protocol message is

Ucode

where code is either a one character protocol letter or ““N”’, which means there is no common
protocol. The only protocol which is currently implemented is ‘‘g”, which uses the packet
driver.

5.4. Work Processing

The MASTER program does a work search similar to the one used in the Scan For Work sec-
tion described above (the MASTER has been specified by the ‘“-r1” uucico option). Each mes-
sage used during the work processing is specified by the first character of the message:

send a file,
receive a file,
copy complete,

K Qaowm

execute a uucp command,
H hangup.

The MASTER sends R, S or X messages until all work for the remote system is complete, at
which point an H message is sent. The SLAVE replies with SY, SN, RY, RN, HY, HN, XY, or
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XN, corresponding to yes or no for each request.
An N response can be followed by a number giving the reson for the failure:

NoO
Copy failed (reason not given by remote system).

N1
Local access to file denied.

N2
Remote access to path or file denied.

N3
System error — bad uucp command generated.

N4
Remote system cannot create temporary file.

N5
Cannot copy to file or directory - file left in pubdir/user/ file.

N6
Cannot copy to file or directory - file left in pubdir/user/ file.

The send and receive replies are based on permission to access the requested file or directory
using the USERFILE and read/write permissions of the file or directory.
After each file is copied into the spool directory of the receiving system, a copy-complete mes-
sage is sent by the receiver of the file. The message CY is sent if the file has successfully been
moved from the spool directory to the destination. If the file was not successfully moved from
the spool directory to the destination, a C/N message is sent, the file is put in the public direc-
tory (usually /usr/spool/ uucppublic), and the requester is notified by mail.
The requests and results are logged on both systems.
The hangup response is determined by a work scan of the SLA VE’s spool directory. If work for
the remote system exists an HN message is sent and the programs switch roles. If no work
exists, an HY response is sent.

5.5. Conversation Termination

When the MASTER receives a HY message, the MASTER echoes the message back to the
SLAVE and the protocols are turned off. Each program sends a final “OO"” (Over and Out)
message to the other. The original SLAVE program cleans up and terminate. The MASTER
then proceeds to call other systems unless a ‘~s’’ option was specified.

6. UULOG - UUCP Log Inquiry

When a uucp program can not make a log entry directly into the LOGFILE an individual log
file is created: a file with prefix LOG. This sometimes occurs when more than one uucp process
is running. Periodically, uulog may be executed to append these files to the LOGFILE.

The uulog program may also be used to request the output of LOGFILE entries. The request is
specified by the use of the options:

-ssys Print entries where sys is the remote system name,

—uuser Print entries for user user.
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The intersection of lines satisfying the two options is output. A null sys or user means all sys-
tem names or users respectively.

Debugging options available are:

-X num Num is a level number between 1 and 9; higher numbers give more debug out-
put.

-nsecs Time out lock on log file if older than secs seconds.

7. UUCLEAN - UUCP Spool Directory Cleanup

Uuclean is typically started by the uucp daily daemon. Its function is to remove files from the
spool directory that are more than three days old. These are usually files for work that can not
be completed. The requester of this work is notified that the files have been deleted.

There are several options:
-ddsr The directory to be scanned is dir.

-m Send mail to the owner of each file being removed. Note that most files put into
the spool directory are owned by the owner of the uucp programs since the
setuid bit will be set on these programs. This mail is sometimes useful for
administration.

—nhours Change the aging time from 72 hours to hours hours.

-ppre Examine files with prefix pre for deletion. Up to 10 of these options may be
specified.

-Xnum This is the level of debugging output desired.

8. Security

= The uucp system, left unrestricted, will let any outside uscr ezecute any commands and copy
out/in any file that is readable/ writable by a uucp login user. It is up to the individual sites to be
aware of this and apply the protections that they feel are necessary.

There are several security features available aside from the normal file mode protections. These
must be set up by the administrator of the uucp system.

e The login for uucp does not get a standard shell. Instead, the uucico program is started so
that all work is done through uucico.

e The owner of the uucp programs should be an administrative login. It should not be one of
the logins used for remote system access to uucp.

o All uucp logins should have passwords.

e A path check is done on file names that are to be sent or received. The USERFILE supplies
the information for these checks. The USERFILE can also be set up to require call-back for
certain login-ids. See the “‘Files Required For Execution’ section for the file description.

e A conversation sequence count can be set up so that the called system can be more confident
of the caller’s identity.

e The uuzqt program reads a file containing a list of commands that it will execute. A
“PATH"” shell statement is prepended to the command line as specified in the uuzqt pro-
gram. The installer may modify the list or remove the restrictions as desired.
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e The L.sys file should be owned by the vucp administrative login and have mode 0400 to
protect the phone numbers and login information for remote sites.

e The programs uucp, uucico, uuz, uuzqt, uulog, and uuclean should be owned by the uucp
administrative login, have the setuid bit set, and have only execute permissions.

9. UUCP Installation

It is assumed that the login name used by a remote computer to call into a local computer is not
the same as the login name of a normal user or the uucp administrative login. However, several
remote computers may use the same login name. It is suggested that the installer follow the
convention of using the letter U’ followed by the system name as the login name for each sys-
tem. For example, use login name Uusg for the usg system.

Each computer should be given a unique system name that is transmitted at the start of each
call. This name identifies the calling machine to the called machine. The login/system names
are used for security as described later in the USERFILE section.

There are several source modifications that may be required before the system programs are
compiled. These relate to the directories, local system name, and attributes of the local environ-
ment.

The uucp system uses several directories:
sources (/usr/src/cmd/uucp) - This directory contains the uucp system source files.

program (/usr/lib/uucp) - This is the directory used for some of the executable system
programs and the system files. Some of the programs reside in [usr/bin.

spool (/usr/spool/uucp) - This is the uucp system spool directory.
xqtdir (/usr/lib/uucp/.XQTDIR) - This directory is used during execution of the uvuz
scripts.

The names in parentheses above are the default values for the directories. The italicized names
sources, program, zqtdir, and spool are used in the following text to represent the appropriate
directory names.

There are two files that may require modification, namely the Makefile file and the uucp.h file.
In addition, the uuzgt.c program may be modified as indicated in the section entitled Security,
above. The following sections describe the modifications.

9.1. uucp.h Modification

Several manifests in uucp.h may need modification for the local system environment:
UNAME should be defined if the ‘““‘uname’ function is available.

ACULAST is the character required by the ACU as the last character. For most systems,
it is a -, This is only relevant if you are using a DN11 autodialler.

DIALOUT should be defined if the C library routine ‘‘dialout’ is available.
UUDIR should be defined if the uucp subdirectory syskludge is being used.

UUNAME  should be defined if the system name should be read from the SYSTEMNAME
file.

UUSTAT  should be defined if you need the uustat program.
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UUSUB should be defined if you need the uusub program.

9.2. Makefile Modification

There are several make variable definitions that may need modification:

INSDIR - is the program directory (for example, INSDIR=/usr/lib/uucp). This parameter
is used if ‘“‘make cp” or ‘“‘make install’ is used.

PUBDIR is a public directory for remote access. This is also the login directory for
remote uucp users. It should be the same as that defined in uucp.h.

SPOOL  is the uucp spool directory. This should be the same as that defined in uucp.A.

XQTDIR is the directory for uuxqt to use for command execution. It is also defined in
uucp. h.

OWNER is the administrative login for uucp.

LIBS should include syskludge/syskludge.a if the syskludge library is used. UUDIR
should be defined in uucp.h.

CFLAGS add -DVMUNIX if on a VMUNIX system.

9.3. Compiling the System

The command:
make install

makes the required directories, compiles all programs, sets the proper file modes, and copies the
programs to the proper directories. This command should be run as root. The command:

make

compiles the entire system.

The programs uucp, uuz, and uulog should be put in /usr/bin. The programs uuzqt, uucico, and
uuclean should be put in the program directory.

9.4. Files Required for Execution

Six files are required for execution. They should reside in the program directory. The field
separator for all files is a space. The required files are summarized here, and the following sub-
sections describe them in detail.

L-devices Contains call unit information.
L-dialcodes Contains dialcode abbreviations.
USERFILE Contains user accessibility and constraint information.

L.sys Contains information about the systems which local uucp programs can call.
L.cmds Contains commands which uuzqt is allowed to execute.
SYSTEMNAME

Contains the name of the system.
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9.5. L-devices — Call Unit Information File

L-devices contains call-unit device and hardwired connection information. The special device
files are assumed to be in the /dev directory. The format for each entry in the L-devices file is:

type line call-unit speed

type is a device type such as ACU or DIR. The currently supported device types are
described later. The field can also be used to specify particular ACUs for some calls
by using a suffix on the ACU field (ACUDF03wats, for instance). This name should

be used in L .sys.

line is the device for the line (for example, culO if using a DN11, otherwise it is the same
as the call-unit field).

call-unit  is the automatic call unit associated with line (for example, cua0). Hardwired lines
have a number *0" in this field.

apeed is the line speed.

For example, an entry in the L-devices file like this:
ACU cul0 cua0 300

would be set up for a system that has a DNI11 device “/dev/cul0” wired to a call-unit
“/dev/cua0’ for use at 300 baud. An entry like:

ACUDF03 cua0 cua0 1200
would be set up for a system that has a DF03 device *‘/dev/cua0” for use at 1200 baud.

9.6. L-dialcodes — Dial Code Abbreviations File

L-dialcodes contains the dialcode abbreviations used in the L .sys file (for example, py, mh, bos-
ton). The entry format is:

abb dial-seq

abb is the abbreviation,
dial-seq  is the dial sequence to call that location.

For example, a line in the L-dialcodes file that looks like:

py 165-
would be set up so that entry py7777 would send 165-7777 to the dial-unit.

9.7. USERFILE

USERFILE contains user accessibility information. It specifies four types of constraint:
[1] which files can be accessed by a normal user of the local machine,
[2] which files can be accessed from a remote computer,
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8l

which login name is T by, a particular remote computer,

[4] whether a remote com uter’should be called back in order to confirm its identity.

Each line in USERFILE has the format:

login
ays

4

login,sys [¢] path-name [path-name] ...

is the login name for a user or the remote computer,
is the system name for a remote computer,
is the optional call-back required flag,

path-name  is a path-name prefix that is acceptable for sys.

The constraints are implemented as follows.

[

[2]

3]

4

When the program is obeying a command stored on the local machine (MASTER mode)
the path-names allowed are those given on the first line in the USERFILE that has the
login name of the user who entered the command. If no such line is found, the first line
with a null login name is used.

When the program is responding to a command from a remote machine (SLAVE mode)
the path-names allowed are those given on the first line in the file that has the system
name that matches the remote machine. If no such line is found, the first one with a
null system name is used.

When a remote computer logs in, the login name that it uses must appear in the USER-
FILE. There may be several lines with the same login name but one of them must
either have the name of the remote system or must contain a null system name.

If the line matched in ([3]) contains a ‘‘c”, the remote machine is called back before any
transactions take place.

Ezamples

The line:

u,m [usr/xyz

allows machine m to login with name u and request the transfer of files whose names start with
[usr]zyz.
The line:

dan, /usr/dan

allows the ordinary user dan to issue commands for files whose name starts with [usr/dan.
(Note that this type of restriction is seldom used.)

The lines:

u,m /usr/xyz [usr/spool
u, /[usr/spool

allows any remote machine to login witk name u. If its system name is not m, it can only ask
to transfer files whose names start with /usr/spool. If it is system m, it can send files from path
[usr/zyz as well as [usr/spool.

The lines:

14

7 January 1984



UUCP Implementation Description UUCP Installation

root, [/
, [usr

allow any user to transfer files beginning with /usr, but the user with login root can transfer
any file. Note that any file that is to be transferred must be readable by anybody. The USER-
FILE is normally set up as follows:

,myname [
, Jusr/spool/uucppublic

~ where myname is the name of the current system. These lines allow any user on the current
machine to access any file (subject to the normal permissions on the file) for uucp transfer,
whereas users on other machines can only access files in /usr/spool/ uucppublic.

9.8. L.sys

Each entry in L.sys represents one system that can be called by the local uucp programs. More
than one line may be present for a particular system. In this case, the additional lines represent
alternative communication paths that are tried in sequential order. The fields are described
below. ‘ '

system name
The name of the remote system.

time This is a string that indicates the days-of-week and times-of-day when the system
should be called (for example, MoTuTh0800-1730).

The day portion may be a list containing some of
Su Mo Tu We Th Fr Sa

or it may be Wk for any week-day or Any for any day.

The time should be a range of times (for example, 0800-1230). If no time portion is
specified, any time of day is assumed to be okay for the call. Note that a time range
that spans 0000 is permitted, for example, 0800-0600 means all times are ok other
than times between 6 and 8 am. X

A time specification of ‘‘None” is often used for a passive system, that is, one which
cannot call the specified system. In this case the following fields may be omitted.
Note that the string ‘‘None’ has no special significance, but is merely a string that is
not a correct time specification.

Several day-time specifications may be present, separated by a | character.

An optional subfield is available to indicate the minimum time (minutes) before a
retry following a failed attempt. The subfield separator is a *,"". For example,
Any,9 means call any time but don’t allow another call until at least 9 minutes after

’ a failure has occurred.
device This fields either starts with ACU, or is the hardwired device to be used for the call.

For the hardwired case, the last part of the special file name is used (ttyO, for
instance).
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class This is usually the liq# spfed for the call (for example, 300). The exception is when
the C library routine fdiajout” is available in which case this is the dialout class.

phone The phone number is made up of an optional alphabetic abbreviation and a numeric
part. The abbreviation should be one that appears in the L-dialcodes file (for exam-
ple, mh5900, boston995-9980). For the hardwired devices, this field contains the
same string as used for the device field.

login The iogin information is given as a series of fields and subfields in the format
[expect send ] .
where ezpect is the string expect,ed to be read and send is the string to be sent when
the ezpect string is received.
The expect field may be made up of subfields of the form

expect[-send-expect] ...

where the send is sent if the prior ezpect is not successfully read and the ezpect fol-
lowing the send is the next expected string. For example:

login--login

expects to see the word login; if it gets it, the program proceeds to the next field; if
it does not get login, it sends null followed by a new line, then expects login again.

There are two special names available to be sent during the login sequence. The
string EOT sends an EOT character and the string BREAK tries to send a BREAK
character. The BREAK character is simulated using line speed changes and null
characters and may not work on all devices and/or systems. A number from 1 to 9
may follow the BREAK. For example, BREAK! sends 1 null character instead of
the default of 3. Note that BREAK1 usually works best for 300/1200 baud lines.

The following escape sequences are also recognized:

\r send a carriage-return.

\n send a newline (linefeed) character.

\d delay for 1 second.

\c suppress newline at end of send string.
\s send a space.

A typical entry in the L.sys file would be:
sys Any ACU 300 mh7654 login:-EOT-login:-BREAK-login: uucp ssword: word
The expect algorithm matches all or part of the input string as illustrated in the password field

above. Very complex expect-send sequences are often required if the called system is connected
to a terminal concentrator or a front end.

9.9. L.cmds

L.cmds contains a list of commands which uuzgt is allowed to execute. The commands should
be one per line. At a minimum, L.cmds should contain the command “rmail”’. Other com-

mands often allowed are ‘“‘rnews”, “uusend”, and “lpr”.
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9.10. Device Types

The currently supported device types are:

Type Code Device
ACU DEC DNI11
ACUDNI11 DEC DN11
ACUDFO02 DEC DF02 (300 baud only)
ACUDFO03 DEC DF03 (1200 baud only)
ACUVENTEL Ventel MD212 Plus
DIR Hardwired Line.

The DNI11 is only available on DEC PDP-11 and VAX systems. The DEC DF02, DF03, and
Ventel MD212 Plus can be connected to any system using a standard RS232 terminal interface.
When connecting one of these devices to a terminal line, the device node (/dev/ttyz) should be
renamed (to /dev/cua0 for instance) to emphasize that the line is for dialout only and to
prevent accidentally starting a login process for that line.

The device type specified in the L-devices file should be one of those listed above, optionally
qualified further by additional characters after the device type. The device type specified in the
L.sys file should be a prefix of one of the devices specified in the L-devices file. For example,
assume you have two DF03’s, one connected to a local telephone line and the other connected to
a WATS line. The L-devices file could be set up as follows:

ACUDFO03local cua0 cua0 1200
.ACUDFO03wats cua0 cua0 1200

To call a system using only the WATS line, specify ACUDFO03wats in the device type field.
Similarly, to call a system using the local telephone line, specify ACUDFO03local. To call a sys-
tem using either DF03, specify ACUDFO03 in the L.asys file.

Note that the telephone numbers specified in the L.sys file will have a format dependent on the
ACU device type. This is a deficiency which may be corrected in the future.

10. Administration

This section indicates some events and files that must be administered for the uucp system.
Some administration can be accomplished by shell files initiated by crontab entries. Others may
require manual intervention. Some sample shell files are given toward the end of this section.

10.1. SQFILE - Sequence Check File

SQFILE is set up in the program directory and contains an entry for each remote system with
which you agree to perform conversation sequence checks. The initial entry is just the system
name of the remote system. The first conversation adds the conversation count and the
date/time of the most resent conversation. These items are updated with each conversation. If
a sequence check fails, the entry will have to be adjusted manually. Note that this feature is
rarely used.
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10.2. TM — Temporary Data Files

These files are created in the spool directory while a file is being copied from a remote machine.
Their names have the form

TM.pid.ddd

where pid is a process-id and ddd is a sequential three digit number starting at zero. After the
entire file is received, the TM file is moved/copied to the requested destination. If processing is
abnormally terminated the file remains in the spool directory. The leftover files should be
periodically removed; the uuclean program is useful in this regard. The command

program/uuclean -pTM
removes all TM files older than three days.

10.3. LOG - Log Entry Files

During execution, log information is appended to the LOGFILE. If the LOGFILE is locked by
another process, the log information is placed in individual log files with a with a L OG prefix.
These individual files should be combined into the LOGFILE by using the uulog program.
Uulog appends the contents of the individual log files onto the end of the LOGFILE. The com-
mand:

uulog

accomplishes the merge. Options are available to print some or all the log entries after the files
are merged. The LOGFILE should be removed periodically.

The LOG files are created initially with mode 0222. If the program that creates the file ter-
minates normally, it changes the mode to 0666. Aborted runs may leave the files with mode
0222 and the uulog program will not read or remove them. To remove them, either use rm,
uuclean, or change the mode to 0666 and let yulog merge them into the LOGFILE.

10.4. STST — System Status Files

These files are created in the spool directory by the uucico program. They contain information
such as login, dialup or sequence check failures or will contain a TALKING status when two
machines are conversing. The form of the file name is

STST.sys

where sys is the remote system name, truncated to seven characters.

For ordinary failures, such as dialup or login, the file prevents repeated tries for about 55
minutes. This is the default time; it can be changed on an individual system basis by a subfield
of the time field in the L .sys file. For sequence check failures, the file must be removed before
any future attempts to converse with that remote system. Retries are accomplished by starting
uucico from crontab, usually hourly.
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10.5. LCK — Lock Files

Lock files are created for each device in use (e.g., automatic calling unit) and each system
conversing. This prevents duplicate conversations and multiple attempts to use the same dev-
ice. The form of the lock file name is:

LCK..str

where atr is either a device or system name. The files may be left in the spool directory if runs
abort (usually only on system crashes). They are ignored (reused) after 1.5 hours. When runs
abort and calls are desired before the time limit, the lock files should be removed.

10.6. Shell Files

The uucp program spools work and attempts to start the uucico program, but uucico will not
always be able to execute the request immediately. Therefore, the uucico program should be
periodically started. The command to start uucico can be put in a “shell” file with a command
to merge LOQG. files and started by a crontab entry on an hourly basis. The file could contain
the commands:

[usr/bin/uulog
progrem/uucico -rl -sinter
programfuucico -rl

The “-r1” option is required to start the uucico program in MASTER mode. The “—s” option
can be used for polling as illustrated in the second line where machine inter is being polled. The
third line processes all other spooled work.

Another shell file may be set up on a daily basis to remove TM, ST and LCK files and C. or D.
files for work that can not be accomplished for reasons like bad phone number, login changes,
and so on. A shell file containing commands like:

program/uuclean -pTM -pC, -pD.
program/uuclean -pST -pLCK -nl2

can be used. Note that the ‘‘-n12" option causes the ST and LCK files older than 12 hours to
be deleted. The absence of the ‘—n" option uses a three day time limit.

A daily or weekly shell should also be created to remove or save old LOGFILE's. A shell like:

cp 2pool/LOGFILE spoolfo.LOGFILE
rm spool/LOGFILE

can be used.

The shell files in program/uucp.* do a more extensive job than that described here. They
should be started by entries in crontab. Read the shell files for more information.

10.7. Login Entry

Two or more logins should be set up for uucp. One should be an administrative login: the
owner of all the uucp programs, directories and files. All others are used by remote systems to
access the uucp system. Each of the /etc/passwd entries for the access logins should have
program/uucico as the shell to be executed. The login directory should be the public directory
(usually [usr/spoolf/uucppublic) for both the administrative login and the access logins. The
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various access login names are used in the USERFILE to restrict file access.

10.8. File Modes

The programs uucp, uuz, uucico, uulog, uuclean, and uuzgt should be owned by the wucp admin-
istrative login with the “‘setuid” bit set and only execute permissions (mode 04111). The L .sys,
SQFILE, and the USERFILE, which are put in the program directory should be owned by the
uucp administrative login and set with mode 0400. The mode of spool should be 0755. The
mode of zgtdir should be 0777. The L-dialcodes and the L-devices files should have mode 0444.
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USENET Installation and Maintenance

This paper addresses a few (slightly disjunct) topics relevant to system administrators installing,
converting, or maintaining a network news system. The basic installation and conversion pro-
cedures are discussed in the body of the System Installation and Masntenance Guide; here we
give more detailed information on usage and maintenance.

1. Files

The files in /usr/lib/news and their functions are:

active Lists active newsgroups. Each line of the active file contains two fields: the news-
group name, and the highest local article number (for the most recently received
article within the newsgroup). The fields are separated by a space. Local article
numbers begin at 1 and increment as articles are received. They do not usually
correspond to local article numbers at other sites. The article number is always
stored as a 5 digit number (with leading zeros) to allow updating of the file in place.

Active is automatically updated as new newsgroups come in.

The order of active’s list of newsgroups dictates the order in which news will be
presented by readnews, so you might want to edit active and arrange the news-
groups accordingly. Here is a recommended order for actsve:

general

local.general

net.general

net.followup

local newsgroups, in alphabetical order
net.all newsgroups, in alphabetical order
junk

fa.all, in alphabetical order

test

all.test

to.all

control

caesar Does caesar decoding of rotated text on a line-by-line basis. Caesar copies standard
input to the standard output, rotating each line according to a static single letter
frequency table. If an integer argument is given (13, for example, may be used to
encode material for posting), every line is rotated by that argument, without regard
for letter frequencies. Call up caesar by using the D readnews command.
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help

history

USENET Installation and Maintenance

Displays a list of legitimate commands when an illegal command is typed to read-
news.

Lists every article received by your system. Used to reject articles that come in for
the second time (presumably via a different path). The history file will grow, but
may be cleaned out with the ezpire command.

history.dir, history.pag

notify

organization

recnews

recording

sendnews
2eq
sys

usere

uureq

These two files are used as a hashed version of Aistory; they contain the message
ID’s of all articles in the history file. Both files are updated by inews and ezpire.

If present, maintains a log of articles processed and error conditions encountered.
The log file can grow without limit, so it is cleaned out periodically by running
news.week from cron.

Lists newsgroups that you can legally post to locally. Actually, it's a pattern, so if
you include all it will allow everything. You probably want to forbid fa.all here,
for example, since fa. groups are not posted to directly. There is also a mechanism
for controlling which newsgroups you will accept from other sites — see the section
on the format of the sys file, below.

Names the user to notify in case of a problem. If the file is empty, nobody is
notified. The notify file is especially useful if one person administers several sys-
tems, and does not want multiple copies of control message notifications.

Contains (on one line) the name and address of your organization. This informa-
tion is inserted in the articles you post.

Arranges to send mail to post news.

Lists newsgroup classes and file names to display recordings for. Recordings on cer-
tain newsgroups are intended to remind the user of the rules for the newsgroup; in
the case of a certain companies, recordings may be used to remind news authors to
protect proprietary information.

Recording contains one line per recording. Each line contains two fields, separated
by a space. The first field is the newsgroup class (net.all, for example); the second
field is the name of the file containing the recorded message. If the file name does
not begin with a slash, it is searched for in /uar/lib/news.

Sends news internally from one computer to another. Useful if you use mail links
to transmit articles.

Contains the current sequence number for your system. Used to generate unique
article ID’s.

Lists all your neighbors, which newsgroups they subscribe to, and how to send news
to them. Sys's format is documented below.

Lists users who read news on your system.
Receives news sent by sendnews.

1.1. File Modes and Permissions

The current intended state of affairs is that snews runs set-user-id (suid) news. The rcadnews
program does not need to be set-user-id. This makes it possible to write your own interface to
read news instead of using readnews.
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All the files in /usr/apool/news should be writable by the ‘“‘news’ user.

1.2. Format of the sys File

To set up a link to another site (the two types of links are discussed below), you edit
[usr/lib/ news[sys. Sys is similar to the UUCP L.sys file. Each line contains four fields; fields
are separated by colons:

(1)
(2)

(3).

(4)

The system name of a site to which you forward news. Normally, you should include a line
for all systems you have links to, as well a line for your own system.

The newsgroups to be forwarded to them. This is a pattern in the sense of a subscription.
Generally, you will list classes of newsgroups, that is, using all for everything. A typical
forwarding list for a new site would be:

net.all fa.all ,to.sysname

where sysname is the name of your contact site. Note that you should not forward all, in
particular, since local newsgroups (those without dots) should not be sent. In the line
describing your own system, this field describes the newsgroups your site will accept from
contact sites. Thus, if another site insists on sending you a newsgroup you don't want, say
net.jokes, include !net.jokes here.

Flags describing the connection between sites. These are:
A Indicates that the contact site is running an A version of netnews, or

B The contact site is running a B version. If neither A nor B is indicated here, default is
B. If you are running the latest release of Sun software, you have a B version. If you
aren't sure which version your contact site is running, ask them before proceeding.

F Indicates that the fourth field is the name of a file. The full path name of a file contain-
ing the article in /usr/spool/news will be appended to this file.

L Prevents transmission unless the article was created on this site. Feeding an L link to a
backbone site ensures that your submissions will be more likely to get to the entire net-
work, even in the event of a local problem. Please make sure that a mail link exists too,
so you can get replies.

U Arranges that the parameter to the optional %s in the command field be filled in with a
permanent file name from /usr/spool/news instead of a temporary customized file name.

The command to be run to send news to the remote site. The article will be on the stan-
dard input. A %s in the command will be replaced with the name of the file that contains
the article. Leaving this field blank means an ordinary UUCP link is being used, that is,
the command defaults to:

uux — —r —g sysname!rnews

Options here are:
—  Tells uuz to expect input on stdin.

—r Tells uuz not to start up a daemon right away. This eases the load on the system, and
makes news transmission only a bit slower. News is sent when the next daemon is
started, usually the next time uucico is invoked by cron.

—s Shuts off the annoying message you would otherwise get mailed to you telling you that
your article was successfully broadcast. The —s option is nonstandard; the remote sys-
tem may need to be modified to understand it. To avoid using —s, put the uuz com-
mand in the fourth field.
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Here is a sample sys file for a site ‘‘zenith” with connections to “nadir’”. ‘‘Nadir” also passes
news on to “lowerreaches”. We assume that ‘“‘zenith” and ‘lowerreaches” exchange a local
newsgroup class Ing.all as well as the network wide newsgroups. News to ‘“lowerreaches” is
batched.

zenith:net.all,fa.all Ing.all::
nadir:net.all,fa.all::
lowerreaches:net.all fa.all Ing.all:F:/usr/spool /batch/lowerreaches

2. Setting up Links

There are two basic types of links for exchanging news: those that use mail and those that
don’t. The ones that use mail are more indirect, yet more versatile; the ones that don’t are
simpler. The default type is without mail, so we discuss it first.

2.1. Non-mail Links

The basic theory behind a non-mail link is that the rnews program is invoked on the remote
system with the article being transmitted as the standard input. This is possible on various
networks, but the most common implementation is via the UUCP network. Using the wuz(1C)
command, the command which is forked to the shell looks like:

uux — —r —g remotesys'rnews < articlename

This is the default transmission method. In order to set up such a link, obviously a UUCP link
with the remote system must be in effect. In addition, rnews must be available and executable
by wuuzqt on the remote machine. In most cases, this means that rnews must be in [usr/bin so
uuz can find it.

2.2. Mail Links

When using mail to transmit articles, two intermediary programs are necessary: sendnews(8)
and uurec(8). The mail link works as follows. First, the folks at system A arrange to run send-
news on articles they wish to send to system B by placing an entry like the following in the sys
file on system A:

/usr/lib/news/sendnews —a rnewsGB

The —a option specifies that the mail should be formatted for the arpanet. When someone at
system A sends an article to system B, sendnews packages the article and mails it to rnewsQB.
Somehow, system B must make sure that all mail to user ‘‘rnews’ is fed as input to the uurec
program. The best way to make this bappen is to use sendmail or delivermasl, if you are on a
system running them. So the system B administrator creates an alias in [usr/lib/aliases like
this:

rnews: ”|/usr/lib/news/uurec”

When uurec receives the article, it unpackages the article and invokes rnews.
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3. Posting Methods

There are three ways to post news. The basic method is to use the inews command:
% inews —t title —n newsgroups < bodyfile

This is the primitive used by other programs, and is not very suitable for humans.

A somewhat friendlier front end is postnews. Postnews first prompts for article header lines:
title, newsgroups, and distribution, and then places you in the editor so you can enter the text
of your article. The system default EDITOR (/usr/ucb/vs) is used unless the environment vari-
able EDITOR is set to override the system default. The header lines you entered at the begin-
ning of the session remain available for editing at the top of the buffer; other header lines can
also be added, such as expiration date. When you write out the file and exit from the editor,
your article is posted.

Another method is to use mail. This is possible with Sun systems. To use mail, set up an alias
such as the following for each newsgroup you subscribe to (adding new groups as they are
created):

net.general: ”|/usr/lib/news/recnews net.general”

Now, whenever you send mail to net.general this starts up the given shell command which
calls recnews with one argument: the name of the newsgroup. Recnews will in turn invoke
tnews.

Note that there are limits to recnews. There is no way to use it to post to multiple newsgroups
without creating separate articles (something frowned upon because it forces people to read the
same thing more than once). Nor is there any way to make the recording feature work when
recnews is used (see the Files section above).

4. Control Messages

Some news systems send articles that are not for human consumption. These articles are mes-
sages to your news system called ‘‘control messages.”

A control message begins with a ‘“Control:"” header, the subject of the article contains a com-
mand and zero or more arguments (much like a UNIX program), and the body of the article
may be used for additional text. A list of commands follows.

Older systems use newsgroups matching all.all.ctl, rather than the “Control:” header, and this

will still work, although the “Control.”” header is preferred. Since the newsgroup name is used

for distribution only, and is not checked to ensure that it’s in the active file, such newsgroup

names can still be used. This makes it possible to post network-wide control messages with

net.msg.ctl (or restricted broadcast such as btl.msg.ctl) or messages for a particular system:

to.ucbvax.ctl. Messages are cancelled with a “Control:"” line in a message to the same

newsgroup(s) as the original message.

Control messages are not stored in [usr/spool/news; rather they are acted on and discarded at

once.

Control message commands are:

newgroup  Allows special action to be taken locally when a new newsgroup is created. The
group itself is created with the inews command with the —C option, and this gen-
erates the message. By default, the newsgroup is added to the active file, a direc-

tory is created for it, and mail is sent to the local contact advising that this has
happened. newgroup takes one argument: the name of the newsgroup to be

7 January 1984 5



Control Messages USENET Installation and Maintenance

created.

rmgroup Cancels a newsgroup network-wide. Rmgroup takes one argument: the name of
the newsgroup to be removed. There is also a shell seript, “‘rmgrp’’ that cancels a
newsgroup locally. We recommend that when you receive mail advising you of the
demise of a newsgroup, you run rmgrp by hand; this prevents accidental or mali-
cious removal of a good newsgroup.

cancel Cancels a given article. Cancel should be broadcast to the same newsgroup as the
original article. Cancel takes one argument: the message ID of the article to can-
cel.

sendsys Mails the sys file to the originator of the message — used for making maps.

Sendsys takes no arguments.

senduuname Runs uuname(1) and mails the output to the originator of the message — used for
making UUCP maps. Senduuname takes no arguments.

version Mails the local version name/number of the netnews software to the originator of
the message.

Other Messages
Any unrecognized message will cause an error message to be mailed to the origina-
tor. Additional messages may be defined as time goes on, such as messages to
automatically update directories or maps.

5. Maintenance

There are a few things you should set up at the outset, and a few that you must do periodically,
to keep your news system running smoothly. We hope to eventually automate all or most of
this, but right now some of it must be done by hand.

To get articles to expire automatically, put the following line in crontab:
07+ + 2sunews < /usr/lib/news/news.week

This runs a shell script which runs ezpire(8) to delete all expired news. The —a option to ezpire
archives all expired news under [usr/spool/oldnews.

Sometimes news has not expired when it should have. If this seems to be happening, make sure
that ezpire has permissions to unlink files, that it runs as a user that has a .newsrc, and that it
is properly suid. You can manually invoke expire with the —v (verbose) option to find out what
it’s doing. Adding levels of verbosity (for example, ‘*~v8'’) generates more and more output.

The history and log files in your [usr/lib/news directory will grow and must be cleaned out
periodically. The /usr/lib/news/ezpire program removes lines from history corresponding to
deleted articles, but it is a good idea to check the file every few months to make sure it is not
going wild. Be sure not to completely lose your history file when you clean it up, in case a neigh-
bor tries to send you an article you received recently. If you only get news from one site, it is
safe to clean history out completely.

The log file is not automatically cleaned out by any netnews software, and will grow quickly.
The news.week entry to [usr/lib/ crontab noted above, however, will take care of cleaning the log
file in addition to deleting expired articles.

You should also clean out old newsgroups that are no longer active. To remove a newsgroup,
use the [usr/lib/ news/rmgrp shell script.
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Another task you'll probably have to undertake is clearing up UUCP constipation. If you have
more than one connection, chances are that UUCP will get clogged up when one of your neigh-
bors goes down for more than a few hours. Various spooling schemes are being worked on to
help make the news/UUCP system more robust. Right now, UUCP is the weak link in netnews
distribution, and you should certainly keep an eye on it.

6. Creating New Newsgroups

As system news administrator, you can create newsgroups. Before creating a newsgroup, first
make sure this is the right thing to do. Normal etiquette runs as follows: a suggestion is first
posted to net.generalnet.news.group for a net newsgroup, followups are made to
net.news.group, it is established if there is general interest in such a group, and a name is
agreed on. Then you (as user “news’) can create the newsgroup network-wide by typing the
command:

% inews —C newsgroup

This creates the newsgroup directory and active entry locally. It also prompts you for a para-
graph describing the group, and starts up tnews to post a newgroup control message announcing
the group. This control message is sent out on net.msg.ctl; other sites may have configured
their systems to do something with these messages. A human readable announcement is not
made — you can post one to net.news.group if you wish.

You should make sure a first article is posted to the new newsgroup immediately. If this is not
done, checknews will see the empty newsgroup directory and believe there is unread news (as
each user lacks a ‘.newsrc” line for the newsgroup).

7. Differences between Version 2.9 and 2.10

Both versions 2.9 and 2.10 are ‘B’ Versions of USENET format (just to confuse you). Version
2.9 was released with the Sun 0.4 and earlier software distributions; version 2.10 is released with
Sun 1.0 and the current distributions. Differences between versions 2.9 and 2.10 follow; the sec-
tion after this one discusses the differences between versions A and B of the USENET software.

New File Storage Format

The file storage format has been changed.

Rather than storing news in [usr/spool/ news/net.games.rogue/ 123, an article now goes in
[usr/spool/ news/ net/ games/rogue/ 123. This allows newsgroup names to be longer than 14
characters and still have subgroups. It also makes directories smaller, resulting in faster
performance. The dot files are gone: rather than saving the next article number in
Jusr/spoolf news[ .net.games.rogue as the length of the file, it goes in the active file on the
same line as net.games.rogue. Thus, your active file contains lines like

net.games.rogue 00123

where the newsgroup name and the max article number are separated by a space. The arti-
cle numbers are ALWAYS 5 digits long and include the leading digits to do this (this is so
they can be updated in place without growing the active file).

This conversion of directory tree formats has an extra benefit. You'll find that readnews is
now considerably faster than in version 2.9. The movement of the dot files accounts for
much of this, since it is no longer necessary to "stat” every dot file. Additionally, a routine
to find a newsgroup in your .newsrc has been modified to keep the file sorted in the same
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order as active, and a "last found” pointer is used to reduce the find time algorithm from
quadratic complexity (on the number of newsgroups) to linear complexity. This makes the
total number of newsgroups less of a factor in determining speed, and also keeps everyone's
.newsrc cleaned out. It is important that people not store extra junk in their .newsrc,
because it will be deleted when they run readnews.

New Hashed History

The method used to determine if an incoming article has already been seen locally has been
changed. On V7 systems, profiling showed that rnews spent about half of its time in fgets
reading the history file. It now uses the dbm(3) library to hash the message ID of each arti-
cle. To avoid incompatibilities between 2.9 and 2.10, if you have more than one incoming
news feed, run the provided cvt.hist program (see the Conversion section for the script),
which will enter all the message ID’s from your 2.9 format history file into the hashed data-
base. The text history file is maintained as it was in 2.9, for human use.

New Message Header Format
Message headers now meet the USENET format standard* and RFC822. Headers stored
will look verbose, and contain much more information. Headers transmitted to other sys-
tems will work with old B news systems or new ones. The format of dates has been
changed to conform to RFC822.

New User Interface

The user interface is roughly compatible, but you will notice a few differences, and there are
a few extensions. One major difference is that postnews now prompts for a “Distribution”.
This defaults to the same as the newsgroup (and is omitted in this case), but allows you to
conveniently enter a Distribution header line (and makes you think twice about where your
message is going to). Any newsgroup name(s) can be typed here, but one normally types
either nothing or a class distribution (‘‘net”, ‘“btl”, ‘“‘nj”, or “world”, for example), restrict-
ing the distribution to that class of sites.

A more minor change: headers are now displayed in a format which is more compact, but
more information is displayed than before. If you want to see the article ID or full path, or
the date or newsgroups, use the A command for a display. The H command can be used for
a full, verbose header dump.

Changed Control Messages
Control messages are slightly different. In particular, 2.10 now requires that a newsgroup be
created with a newgroup control message (generated by snews —C) before it can be used. If
an incoming article is in some newsgroup that is not in the local active file, the article will
be stored locally in newsgroup junk and not forwarded to other systems. This will prevent
the accidental creation of typographical errors by systems running older versions of news.

Also, the rmgroup control message has been made less dangerous. When an rmgroup mes-
sage comes around, you will be sent mail asking you to remove the group, but the group
will not actually be removed. This prevents someone from accidently or deliberately remov-
ing an important newsgroup such as net.general.

* Document available from Sun Microsystems: Standard for Interchange of USENET Messages, part
number 800-1097-01.
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Archiving
Expire used to automatically archive news in [usr/spool/oldnews if that directory existed;
it now archives news only if you supply the —a option.

Sharing News Software
When you connect to a new site, you must now send a copy of your active file, so that the
appropriate newsgroup directories and actsve file can be built. This was not necessary in 2.9
because unrecognized incoming newsgroups were automatically created, but they are thrown
away in 2.10.

New Programs
Some new programs have been added to [usr/lib/news. These include recmas! and caesar.
Recmail takes a mail message on stdin, figures out who the To: and Cc: lines refer to, and
invokes [bin/masl with those arguments (not changed) and with the file on stdin. Recmail
is used by the reply command. Caesar decodes rotated jokes; it can also be used to create
rotated jokes.

New Mail Batching Provisions
Version 2.10 has some experimental batching provisions in it. See the batch and unbatch
programs, and the F and U options in the sys file, for more details. All this is very new, and
while it appears to run satisfactorily, caution is advised in installing batching software.
You must also make sure your neighbor is prepared to receive batched news; this is nor-
mally true if the neighbor is running at least 2.10.

8. Version A Versus Version B

Version B automatically understands incoming news in either version A or B format. Version B
generates either format, depending on the flag in the third field of the description line of the sys
file. Thus, it would be possible for two version B sites to communicate using version A format
— though it would not be a good idea, since the translation from B to A results in a permanent
loss of some header information (such as expiration date).

Version A does not understand version B format.

News from versions A and 2.9 B do not conform to the USENET interchange standard. 2.10
supports the standard and will communicate with either A or 2.9 B news. 2.10 will write out
headers with both standard (Date, Message-ID) and 2.9 (Posted, Article-1.D.) lines so that either
B system will properly handle the article. Incoming news is recognized by the first letter (“A”
for A news), or the lack of an “@"” in the From line (2.9). Missing fields are constructed as well
as possible from the available information.
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Line Printer Spooler Manual

This document describes the structure and installation procedure for the line printer spooling
system implemented in this release of the Sun UNIX#* operating system.

1. Overview

The line printer system supports:

e multiple printers,

¢ multiple spooling queues,

e both local and remote printers, and

e printers attached via serial lines which require line initialization such as the baud rate.

Raster output devices such as a Varian or Versatec, and laser printers such as an Imagen, are
also supported by the line printer system.

The line printer system consists mainly of the following files and commands:

[ete/printcap printer configuration and capability data base

[usr/lib/lpd line printer daemon, does all the real work
Jusr/ucb/lpr program to enter a job in a printer queue
[usr/ucb/Ipq spooling queue examination program
Jusr/ucb/lprm  program to delete jobs from a queue

[ete/lpe program to administer printers and spooling queues

/dev/printer socket on which Ipd listens

The file [etc/printcap is a master data base describing line printers directly attached to a
machine and, also, printers accessible across a network. The manual page entry printcap(5) pro-
vides the ultimate definition of the format of this data base, as well as indicating default values
for important items such as the directory in which spooling is performed. This document
highlights the important information which may be placed in printcap.

2. Commands

2.1. lpd — line printer daemon

The program lpd(8), usually invoked at boot time from the /etc/rc file, acts as a master server
for coordinating and controlling the spooling queues configured in the printcap file. When Ipd is
started it makes a single pass through the printcap database restarting any printers which have
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jobs. In normal operation Ipd listens for service requests on multiple sockets, one in the UNIX
domain (named ‘‘/dev/printer”) for local requests, and one in the Internet domain (under the
“printer” service specification) for requests for printer access from off machine; see socket(2) and
services(5) for more information on sockets and service specifications, respectively. Lpd spawns
a copy of itself to process the request; the master daemon continues to listen for new requests.

Clients communicate with I[pd using a simple transaction oriented protocol. Authentication of
remote clients is done based on the ‘‘privilege port” scheme employed by rshd(8C) and
rcmd(3X). The following table shows the requests understood by Ipd. In each request the first
byte indicates the ‘“‘meaning’ of the request, followed by the name of the printer to which it
should be applied. Additional qualifiers may follow, depending on the request.

Request Interpretation

" Aprinter\n check the queue for jobs and print any found
"Bprinter\n receive and queue a job from another machine
*Cprinter [users ...] [jobs ...]\n return short list of current queue state
“Dprinter [users ...] [jobs ...]\n return long list of current queue state

“Eprinter person [users ...] [jobs ...]\n  remove jobs from a queue

The lpr(1) command is used by users to enter a print job in a local queue and to notify the local
Ipd that there are new jobs in the spooling area. Lpd either schedules the job to be printed
locally, or in the case of remote printing, attempts to forward the job to the appropriate
machine. If the printer cannot be opened or the destination machine is unreachable, the job will
remain queued until it is possible to complete the work.

2.2. lpq — show line printer queue

The Ipg(1) program works recursively backwards displaying the queue of the machine with the
printer and then the queue(s) of the machine(s) that lead to it. Lpg has two forms of output: in
the default, short, format it gives a single line of output per queued job; in the long format it
shows the list of files, and their sizes, which comprise a job.

2.3. lprm — remove jobs from a queue

The lprm(1) command deletes jobs from a spooling queue. If necessary, lprm will first kill off a
running daemon which is servicing the queue, restarting it after the required files are removed.
When removing jobs destined for a remote printer, lprm acts similarly to lpq except it first
checks locally for jobs to remove and then tries to remove files in queues off-machine.

2.4. Ipc - line printer control program

The lpc(8) program is used by the system administrator to control the operation of the line
printer system. For each line printer configured in /etc/printcap, lpc may be used to:

e disable or enable a printer,
e disable or enable a printer's spooling queue,
e rearrange the order of jobs in a spooling queue,
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o find the status of printers, and their associated spooling queues and printer dameons.

3. Access Control

The printer system maintains protected spooling areas so that users cannot circumvent printer
accounting or remove files other than their own. The strategy used to maintain protected spool-
ing areas is as follows:

e The spooling area is writable only by a daemon user and daemon group.

e The lpr program runs setuid root and setgid daemon. The root access is used to read any file
required, verifying accessibility with an access(2) call. The group ID is used in setting up
proper ownership of files in the spooling area for lprm. Data files are owned by user, group
daemon, mode 660.

e Control files in a spooling area are made with daemon ownership and group ownership dae-
mon. Their mode is 0660. This insures control files are not modified by a user and that no
user can remove files except through lprm.

o The spooling programs, Ipd, Ipg, and Iprm run setuid root and setgid daemon to access spool
files and printers.

e The printer server, Ipd, uses the same verification procedures as rshd(8C) in authenticating
remote clients. The host on which a client resides must be present in the file
/etc/hosts.equiv, used to create clusters of machines under a single administration.

In practice, none of Ipd, Ipqg, or lprm would have to run as user root if remote spooling were not
supported. In previous incarnations of the printer system lpd ran setuid daemon, setgid spool-
ing, and lpq and lprm ran setgid spooling.

4. Setting Up

The Sun system release comes with the necessary programs installed and with the default line
printer queue created. The real work in setting up is to create the printcap file and any printer
filters for printers not supported in the distribution system.

4.1. Creating a Printcap File

The printcap database contains one or more entries per printer. A printer should have a
separate spooling directory; otherwise, jobs will be printed on.different printers depending on
which printer daemon starts first. This section describes how to create entries for printers
which do not conform to the default printer description.

4.1.1. Printers on Serial Lines

When a printer is connected via a serial communication line it must have the proper baud rate
and terminal modes set. The following example is for a DecWriter 1II printer connected locally
via a 1200 baud serial line.
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1p|LA-180 DecWriter HI:\
:lp==/dev [lp:br#1200:fs#06320:\
:tr=\f:of=/usr/lib/Ipf:If=/usr/adm [Ipd-errs:

The lp entry specifies the file name to open for output. In this case it could be left out since
“/dev/lp" is the default. The br entry sets the baud rate for the tty line and the fs entry sets
CRMOD, no parity, and XTABS (see tty(4)). The tr entry indicates a form-feed should be
printed when the queue empties so the paper can be torn off without turning the printer off-line
and pressing form feed. The of entry specifies the filter program lpf should be used for printing
the files; more will be said about filters later. The last entry causes errors to be written to the
file *‘/usr/adm/lpd-errs” instead of the console.

4.1.2. Remote Printers

Printers which reside on remote hosts should have an empty lp entry. For example, the follow-
ing printcap entry would send output to the printer named ‘“lp” on the machine *“ucbvax”.

Ip|default line printer:\
:lp=:rm=ucbvax:rp=Ip:sd=/usr/spool /vaxlpd:

The rm entry is the name of the remote machine to connect to; this name must appear in the
/etc/hosts database, see hosts(5). The rp capability indicates the name of the printer on the
remote machine is “lp”; in this case it could be left out since this is the default value. The sd
entry specifies *‘/usr/spool/vaxlpd” as the spooling directory instead of the default value of
“[usr/spool/lpd".

4.2. Output Filters

Filters are used to handle device dependencies and to perform accounting functions. The out-
put filter of is used to filter text data to the printer device when accounting is not used or when
all text data must be passed through a filter. It is not intended to perform accounting since it
is started only once, all text files are filtered through it, and no provision is made for passing
owners' login name, identifying the begining and ending of jobs, etc. The other filters (if
specified) are started for each file printed and perform accounting if there is an af entry. If
entries for both of and one of the other filters are specified, the output filter is used only to
print the banner page; it is then stopped to allow other filters access to the printer. An example
of a printer which requires output filters is the Benson-Varian.

va|varian|Benson-Varian:\
:lp=/dev/va0:sd==/usr/spool/vad:of=/usr/lib/vpf:\
:tf=/usr/lib/rvcat:mx #2000:pl#58:tr=\f:

The tf entry specifies ‘‘/usr/lib/rvcat” as the filter to be used in printing troff(1) output. This
filter is needed to set the device into print mode for text, and plot mode for printing troff files
and raster images (see vp(4S)). Note that the page length is set to 58 lines by the pl entry for
8.5" by 11” fan-fold paper. To enable accounting, the varian entry would be augmented with
an af filter as shown below.
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va|varian|Benson-Varian:\
:lp=/dev [va0:sd=/usr/spool/vad:of=/usr/lib/vpf:\
:if=/usr/lib/vpf:tf=/usr/lib/rvcat:af=/usr/adm/vaacct:\
:mx#2000:pl#58:tr=\f:

5. Output Filter Specifications

For most devices or accounting methods, it is probably necessary to create a new filter.

Filters are spawned by Ipd with their standard input the data to be printed, and standard out-
put the printer. The standard error is attached to the If file for logging errors. A filter must
return a 0 exit code if there were no errors, 1 if the job should be reprinted, and 2 if the job
should be thrown away. When lprm sends a kill signal to the Ipd process controlling printing, it
sends a SIGTERM signal to all filters and descendents of filters. This signal can be trapped by
filters which need to perform cleanup operations such as deleting temporary files.

Arguments passed to a filter depend on its type. The of filter is called with the following argu-
ments.
ofiler —wwidth —llength

The width and length values come from the pw and pl entries in the printcap database. The if
filter is passed the following parameters.

filter [—c] —wwidth —llength —iindent —n login —h host accounting_file

The —c flag is optional, and only supplied when control characters are to be passed uninter-
preted to the printer (when the —1 option of lpr is used to print the file). The —w and -l
parameters are the same as for the of filter. The —n and —h parameters specify the login name
and host name of the job owner. The last argument is the name of the accounting file from
printcap.
All other filters are called with the following arguments:

filter —xwidth —ylength —n login —h host accounting_file

The —x and -y options specify the horizontal and vertical page size in pixels (from the px and
py entries in the printcap file). The rest of the arguments are the same as for the if filter.

6. Line Printer Administration

The Ipc program provides local control over line printer activity. The major commands and
their intended use will be described. The command format and remaining commands are
described in lpc(8).

abort and start

Abort terminates an active spooling daemon on the local host immediately and then dis-
ables printing (preventing new daemons from being started by lpr). This is normally used
to force a hung line printer daemon to restart (i.e., Ipg reports that there is a daemon
present but nothing is happening). It does not remove any jobs from the queue (use the
lprm command instead). Start enables printing and requests Ipd to start printing jobs.

enable and disable
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Enable and disable allow spooling in the local queue to be turned on/off. This will
allow/prevent Ipr from putting new jobs in the spool queue. It is frequently convenient to
turn spooling off while testing new line printer filters since the root user can still use Ipr to
put jobs in the queue but no one else can. The other main use is to prevent users from put-
ting jobs in the queue when the printer is expected to be unavailable for a long time.

restart
Restart allows ordinary users to restart printer daemons when Ipg reports that there is no
daemon present.

stop

Stop is used to halt a spooling daemon after the current job completes; this also disables
printing. This is a clean way to shutdown a printer in order to perform maintenence, etc.
Note that users can still enter jobs in a spool queue while a printer is stopped.

topq
Topq places jobs at the top of a printer queue. This can be used to reorder high priority
jobs since lpr only provides first-come-first-serve ordering of jobs.

7. Troubleshooting

There are a number of messages which may be generated by the the line printer system. This
section categorizes the most common and explains the cause for their generation. Where the
message indicates a failure, directions are given to remedy the problem.

In the examples below, the name printer is the name of the printer. This would be one of the
names from the printcap database.

LPR

Ipr: printer: unknown printer

The printer was not found in the printcap database. Usually this is a typing mistake; how-
ever, it may indicate a missing or incorrect entry in the /etc/printcap file.

Ipr: printer: jobs queued, but cannot start daemon.

The connection to Ipd on the local machine failed. This usually means the printer server
started at boot time has died or is hung. Check the local socket /dev/printer to be sure it
still exists (if it does not exist, there is no {pd process running). Use

% ps ax | fgrep Ipd

to get a list of process identifiers of running lpd’s. The Ipd to kill is the one which is not
listed in any of the ‘‘lock” files (the lock file is contained in the spool directory of each
printer). Kill the master daemon using the following command.

% kill pid

Then remove /dev/printer and restart the daemon (and printer) with the following com-
mands.

% rm [dev/printer
% [usr/lib/lpd
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Another possibility is that the lpr program is not setuid root, setgid spooling. This can be
checked with

% lIs -1g [usr/ucb/lpr

lpr: printer: printer queue is disabled
This means the queue was turned off with

% lpc disable printer

to prevent lpr from putting files in the queue. This is normally done by the system
manager when a printer is going to be down for a long time. The printer can be turned
back on by a super-user with Ipc.

LPQ

waiting for printer to become ready (offline ?)

The printer device could not be opened by the daemon. This can happen for a number of
reasons, the most common being that the printer is turned off-line. This message can also
be generated if the printer is out of paper, the paper is jammed, etc. The actual reason is
dependent on the meaning of error codes returned by system device driver. Not all printers
supply sufficient information to distinguish when a printer is off-line or having trouble (e.g.
a printer connected through a serial line). Another possible cause of this message is some
other process, such as an output filter, has an exclusive open on the device. Your only
recourse here is to kill off the offending program(s) and restart the printer with Ipc.

printer is ready and printing

The lpg program checks to see if a daemon process exists for printer and prints the file
status. If the daemon is hung, a super user can use Ilpc to abort the current daemon and
start a new one.

waiting for host to come up

This indicates there is a daemon trying to connect to the remote machine named Aost in
order to send the files in the local queue. If the remote machine is up, lpd on the remote
machine is probably dead or hung and should be restarted as mentioned for lpr.

sending to host
The files should be in the process of being transferred to the remote host. If not, the local
daemon should be aborted and started with Ipc.

‘Warning: printer is down
The printer has been marked as being unavailable with Ipc.

Warning: no daemon present

The Ipd process overseeing the spooling queue, as indicated in the ‘“‘lock” file in that direc-
tory, does not exist. This normally occurs only when the daemon has unexpectedly died.
The error log file for the printer should be checked for a diagnostic from the deceased pro-
cess. To restart an lpd, use

% lpc restart printer

lprm: printer: cannot restart printer daemon
This case is the same as when lpr prints that the daemon cannot be started.
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LPD

The lpd program can write many different messages to the error log file (the file specified in the
If entry in printcap). Most of these messages are about files which can not be opened and usu-
ally indicate the printcap file or the protection modes of the files are not correct. Files may
also be inaccessible if people manually manipulate the line printer system (i.e. they bypass the
lpr program).

In addition to messages generated by Ipd, any of the filters that /pd spawns may also log mes-
sages to this file.

LPC

could’t start printer
This case is the same as when Ipr reports that the daemon cannot be started.

cannot examine spool directory
Error messages beginning with ‘‘cannot ..."” are usually due to incorrect ownership and/or
protection mode of the lock file, spooling directory or the Ipc program.
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