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Services or Subsystems Not Starting 
If services or subsystems do not start properly, use the Services and Devices icons 
in Control Panel to check their status. You can try to start them with those icons. 
Check the system log in Event Viewer for entries relating to the problem. 

Removing an NTFS Partition 
If Windows NT is not installed on an NTFS partition, you can use the format 
command from a Windows NT command prompt to reformat your NTFS partition 
to another file system. 

If Windows NT is installed on an NTFS partition and you want to remove the 
partition, do the following: 

1. Restart your system using Windows NT Setup. For example, with your 
computer turned off, insert Windows NT Setup Disk 1 in drive A and turn 
on your computer. 

2. Follow instructions until the screen appears that asks whether your want to 
install Windows NT on a particular partition, or want to create or delete a 
partition. Highlight the NTFS partition and type p to delete it. 

3. Either continue installing Windows NT or press F3 to exit the Setup program. 



CHAPTER 19 

Installing Windows NT 

This chapter describes Windows NT Setup, the program you must use to 
install Windows NT on your computer. Setup copies the appropriate files to 
your computer's hard disk, and then configures the software you need to run 
applications and use the network with Windows NT. 

Topics in this chapter include the following: 

• Things you should know before running Setup 

• How to start Setup on an x86-based and on a RISC-based computer 

• Choosing Express or Custom Setup 

• Using Setup to prepare your computer for Windows NT, including 
creating disk partitions and formatting the partition that will contain 
the Windows NT files 

• How to create a sharepoint for network installations of Windows NT 

To check disk space requirements for installing Windows NT, see "System 
Requirements" in the "Welcome" chapter. If you have problems installing 
Windows NT, see Chapter 18, "Troubleshooting." 

483 
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Things You Need to Know Before Running Setup 
Note This software is protected by United States copyright law. Copying is 
permitted only in accordance with the license agreement. 

Whatever kind of computer you have, you should know the following before you 
start installing Windows NT. If you do not know these items, ask your network 
administrator. 

• If your computer will use a network, the name of your computer and the name 
for the workgroup or domain that this computer will join. 

A computer name can be any name you invent as long as it is not the same 
as any other computer, workgroup, or domain name on the network. For more 
information on selecting a workgroup or domain name, see "Joining a 
Workgroup or Domain," later in this chapter. 

• If you have a printer connected directly to your computer, the printer model 
and porte s) used by the printer. 

• The type of network adapter in your computer, the card's interrupt request 
(IRQ) number, base I/O address, and other settings. Windows NT Setup 
suggests default values for these settings. See the documentation for your 
network adapter card to confirm these default settings. 

You also need to set aside a high-density floppy disk of the correct size for disk 
drive A. This disk, which does not need to be formatted in advance, should be 
labeled Emergency Repair disk and set aside until Setup prompts you to insert it. 

Note You may experience difficulty creating the Emergency Repair disk if 
your A drive is a 2.88 MB drive and you supply a disk formatted to 2.88 MB. 
If so, supply a disk formatted for 1.44 MB. 

For information about using the Emergency Repair disk, see "Repairing Your 
System" in Chapter 12, "System Maintenance with Windows NT Setup." 

Unless you are installing Windows NT on a new computer, you are upgrading 
an existing system to use Windows NT. You can preserve your existing operating 
system and install Windows NT, provided you make certain decisions about 
partitioning and formatting your disk while running Setup. For information on 
maintaining your existing operating system, see "Preparing the Computer for 
Windows NT," later in this chapter. 

Upgrading from Windows NT to Windows NT Advanced Server requires 
reinstalling the operating system. 
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Starting Setup on an x86-Based Computer 
How you start Windows NT Setup for an x86-based computer depends on the 
source media you are using to install Windows NT. The options include installing 
from floppy disks or installing from a compact disc drive. 

Note If you have only a 5.25-inch floppy drive, and you cannot install Windows 
NT from a CD-ROM or network share, order 5.25-inch Setup disks using the 
fulfillment coupon at the back of this manual. 

For an x86-based workstation, you can also install Windows NT over the network 
or from a CD-ROM device that is supported under MS-DOS but not under 
Windows NT. Check the hardware compatibility list in your Windows NT 
package to see whether your CD-ROM device is supported. 

You cannot place Windows NT on a partition configured with any disk 
compression products. 

t> To install Windows NT from floppy disks 

1. With your computer turned off, insert Windows NT Setup Disk #1 in drive A, 
and then turn on your computer. 

(Two versions of Setup Disk #1 are provided: one for 5.25-inch A drives 
and one for 3.5-inch A drives.) 

2. Follow the instructions on screen to complete Setup. 

If you are using a CD-ROM to run Setup, make sure that your SCSI CD-ROM 
drive is not set to ID 0 or 1. For information, see your hardware documentation. 

t> To install Windows NT from a SCSI CD-ROM drive 

1. Insert the floppy disk labeled "Setup Disk for CD-ROM Installation" 
in drive A, and then turn on your computer. 

2. When Setup asks for the Windows NT compact disc, insert it in the 
CD-ROM drive. 

3. Follow the instructions on screen to complete Setup. 

You perform the following procedures from the local computer where 
you want to install Windows NT. 
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You can install Windows NT on multiple x86-based computers by first installing 
the Windows NT files in a shared directory on a network server, and then 
installing Windows NT on each workstation using WINNT.EXE. 

You can also use this method to install Windows NT on x86-based computers 
with SCSI or CD-ROM devices that are supported under MS-DOS but are not 
supported by Windows NT. You cannot use this method to set up Windows NT 
on RISC-based computers. 

I> To install Windows NT from the network or an unsupported CD-ROM 
device 

1. Use your existing MS-DOS-based network software to connect to the shared 
network directory that contains the WINNT.EXE program. 

Or, if you have an unsupported local CD-ROM device, insert the Windows NT 
compact disc in the drive, and then, while running MS-DOS, change to the 
<cd .. drive>:\1386 directory on the CD-ROM drive. For example, if the CD­
ROM is drive E, change to the E:\I386 directory. 

2. At the MS-DOS command prompt, type winnt and press ENTER. 

3. When you are asked to confirm the Windows NT source directory, type the 
path for the directory where the WINNT.EXE program is stored (the same 
directory you specified in step 2). 

4. When prompted, insert a blank formatted high-density floppy disk into 
drive A. 

Mter the necessary files are transferred, a message asks you to press ENTER 

to restart the computer. 

5. Follow the instructions on screen to complete Setup. 

Make sure you keep the Setup and Emergency Repair disks WINNT.EXE 
creates during installation. If you have problems with your installation, 
you will need both of these disks to run the Repair program. 

For complete details about setting up a network sharepoint to install 
Windows NT, see "Setting Up Windows NT Master Files on a Server," 
later in this chapter. 
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Starting Setup on a RISC·Based Computer 
Before you can run Windows NT Setup on an ARC-compliant RISC-based 
computer, you must first read the manufacturer-supplied instructions for starting 
programs from CD-ROM or disk. How you start Windows NT Setup depends on 
the type of RISC-based computer you are installing on. Once Windows NT Setup 
starts, you can follow the instructions on screen. 

The following sample procedure for starting Windows NT Setup is typical 
of many (but not all) RISC-based computers. 

1. Insert the Windows NT compact disc in the CD-ROM drive. 

2. Restart your computer. 

3. At the ARC screen, choose Run A Program from the menu. 

4. At the prompt, type cd:\mips\setupldr and press ENTER. 

For some systems, you might need to supply a full device name instead 
of typing cd:. See your hardware documentation for details. 

5. Follow the instructions on screen. 

These instructions assume that your hard disk has been initialized and at least 
partially partitioned. The system partition-the partition that has the hardware­
specific files needed to load Windows NT -must be a FAT partition of at least 
2 MB. On a RISC-based computer, the system partition is the disk partition that 
contains the hidden files OSLOADER.EXE and HAL.DLL in the subdirectory 
\OS\NT. If the system partition is large enough, it can also contain Windows NT, 
or you may choose to use a separate partition. If your hard disk does not include 
a system partition, refer to your manufacturer-supplied instructions for 
creating one. 

Choosing Express vs. Custom Setup 
Early in the Setup process you must choose to use Express or Custom Setup. 
Express Setup is the easiest way to install Windows NT and is recommended 
for most standard installations. Express Setup asks you the minimum number 
of questions and installs all optional Windows NT components. It automatically 
configures your mouse, display adapter, and other components. 
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Custom Setup is designed for experienced users who want or need more control 
over how Windows NT is installed on their computers. With Custom Setup, you 
can override default values or accept recommended settings for the following: 

• The display adapter, mouse, keyboard, and keyboard layout 

• The specific Windows NT components you want to install, and the existing 
applications you want to set up to run with Windows NT 

• The virtual memory settings and local printer connections for your computer 

• Any additional network adapters or other network components you want to 
install and configure during Windows NT Setup 

If you want to make changes to your hardware after running Setup, use Control 
Panel or the Windows NT Setup icon in Program Manager to change the system 
configuration. For information, see Chapter 12, "System Maintenance with 
Windows NT Setup." 

Preparing the Computer for Windows NT 
After you choose Express or Custom Setup, you must make some basic decisions 
to prepare your computer for Windows NT. 

When you install Windows NT, the installation program checks to see whether 
a previous version of Windows is installed on the computer. If it is, you should 
install Windows NT in the same directory as the previous version of Windows. 
This allows Windows NT to configure the Windows environment based on the 
existing environment and to support all the features of currently installed 
Windows 3.1-based applications. 

If you do not install into an existing Windows directory, Setup asks you to 
choose one of the following options: 

• Install Windows NT on an existing partition. 

• Create or delete disk partitions, and then select the partition that will contain 
the Windows NT system files. 

After you choose the partition on which to install Windows NT, Setup asks 
whether you want to convert that partition to the Windows NTfile system (NTFS) 
or keep the existing file system. 

The choices you make may depend on whether you want to preserve an existing 
operating system and whether you want to take advantage of the security features 
available with NTFS. The rest of this section guides you through making these 
decisions. 
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Specifying the Disk Partitions 
A partition can be any size from 1 MB to the entire hard disk. But the partition 
where you plan to store Windows NT files must be on a permanently attached 
hard disk and must have enough unused disk space (for more information, see 
the section called "System Requirements" in "Welcome"). 

The system partition is the partition that has the hardware-specific files needed 
to load Windows NT. On an x86-based computer, the operating system starts 
from the active system partition on the first internal hard disk. This means that 
Windows NT looks for certain files in the root directory of the C drive (Disk 0) 
when you start your computer. This partition must be formatted with either the 
NTFS, FAT, or HPFS file system for Windows NT to start. It must be formatted 
with the FAT file system if you want to run both Windows NT and MS-DOS. 

A RISC-based computer can have several system partitions that are configurable 
by the manufacturer's configuration program, and each system partition must be 
formatted for the FAT file system. If you want to use NTFS, you need to create 
at least one FAT system partition of at least 2 MB plus a second partition large 
enough to contain all the files you want to protect with NTFS. For information 
about setting up more than one system partition on a RISC-based computer, see 
your hardware documentation. 

Caution If your hard disk contains stripe sets, volume sets, or mirrors, these 
elements appear on the Setup screen as "Windows NT Fault Tolerance." Be 
careful not to delete any of these elements. (For more information, see Chapter 
16, "Disk Administrator.") Also, do not delete partitions that contain data you 
want to keep. 

The following are guidelines for making decisions about your hard disk partitions. 

If you will use only the Windows NT operating system: 

• On a new x86-based computer, make a single partition and format it with 
NTFS, as described in the following section. 

• On an existing system that contains files you want to keep, maintain all 
existing partitions. You can place the Windows NT files on any partition 
with sufficient free space. 
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If you want to use another operating system such as MS-DOS in addition to 
Windows NT: 

• Make sure the system partition (the C drive) is formatted with the appropriate 
file system. For example, if you already have MS-DOS installed and want to 
keep it, preserve the C partition and keep the file system as FAT. You can 
place the Windows NT files on any partition with sufficient free space. 

• To use NTFS and have access to another operating system, you must have at 
least two disk partitions. Format the C drive with a file system that Windows 
NT and your other operating system can use, such as FAT. Format the other 
partition for NTFS. You can place the Windows NT files on any partition 
with sufficient free space. 

Note If you are installing Windows NT on a computer currently configured 
to start either OS/2 or MS-DOS using the boot command, Windows NT Setup 
sets up your system so that you can run Windows NT or whichever of the two 
operating systems (MS-DOS or OS/2) you last started before running Windows 
NT Setup. 

If you have OS/2 Boot Manager installed on your computer and want to continue 
to use it after Windows NT installation is complete, you need to re-enable it. Start 
Disk Administrator from the Administrative Tools group in Program Manager. 
Select the OS/2 Boot Manager partition, and then select Mark Active from the 
Partition menu. 

Selecting a File System for the Windows NT Partition 
Windows NT can use anyone of three file systems: the Windows NT file system 
(NTFS), the file allocation table (FAT), or the high-performance file system 
(HPFS).You can set up Windows NT on a partition with an existing file system, 
or you can choose to use a new file system. You can format a partition for NTFS 
or FAT during Setup. Setup cannot format a partition for HPFS. 
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The following notes will help you choose how to format or convert the partition 
where the Windows NT files will be stored: 

• For an unformatted partition, you can choose to format it with either the NTFS 
or FAT file system. Choose the FAT option if you want to access files on that 
partition when running MS-DOS or OS/2. Choose the NTFS option if you will 
use only Windows NT to access files on that partition. 

• For an existing partition, you probably want to choose the default option, 
which is to keep the current file systems intact, preserving all existing files on 
that partition. You can convert FAT or HPFS partitions to NTFS after running 
Setup. 

• You can choose to convert an existing partition to NTFS so you can use 
Windows NT security. This preserves existing files, but only Windows NT 
has access to files on that partition. 

• You can choose to reformat an existing partition to either the NTFS or FAT 
file system, which erases all existing files on that partition. If you choose to 
reformat the partition as NTFS, only Windows NT will have access to files 
created on that partition. 

Note The choices you make at this step are not final. After running Setup, you 
can change file systems on any partitions. However, to preserve data, you cannot 
convert an NTFS partition to any other file system without backing up all the 
files, reformatting the partition (which erases all files), and then restoring the files 
from the backup. You must also back up data before repartitioning a hard disk. 

Also, if you choose to convert the file system on an existing partition to NTFS, 
the conversion does not take place until all of Setup is complete and you first 
start your computer with Windows NT. So if you quit Setup before it is finished 
running, the file system on that partition is not converted. 
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The following table summarizes the advantages and disadvantages of each of the 
three file systems that Windows NT can use. 

Advantages 

Windows NT file system (NTFS): 

Supports complete Windows NT security, so you can 
specify who is allowed various kinds of access to a file 
or directory. 

Keeps a log of activities to restore the disk in the event 
of power failure or other problems. 

Supports file and directory names of up to 256 characters, 
and supports extended file attributes. Automatically 
generates correct MS-DOS filenames so that files can 
be shared with MS-DOS users. 

Allows a program designed to run under other operating 
systems such as MS-DOS access to NTFS files when it 
runs under Windows NT. 

File allocation table (FAT): 

Allows access to files when your computer is running 
another operating system, such as MS-DOS or OS/2. 

FAT is the most widely used file system for PCs. 

Enables you to share data on the partition with MS-DOS. 

High-performance file system (HPFS/HPFS386): 

Ensures file compatibility if you want to switch between 
Windows NT and OS/2 on your hard disk. 

Supports long filenames. 

Provides better error correction than does the FAT file 
system. 

Disadvantages 

Recognized only by Windows NT. When the 
computer is running another operating system (such 
as MS-DOS or OS/2), that operating system cannot 
access files on an NTFS partition. 

If drive C is formatted for NTFS, you cannot run 
MS-DOS from your hard disk. (But you can still run 
MS-DOS-based applications using Windows NT.) 

Files are not protected by the security features of 
Windows NT. 

Files are restricted to 8-character filenames with 
3-character filename extensions. 

Cannot support extremely large files. 

Less robust than NTFS; for example, no automatic 
disk restore features. 

Has not been widely adopted. 

Files are not protected by the security features of 
Windows NT. 

MS-DOS and Windows 3.1-based applications cannot 
access files with long filenames or with long directory 
names in their paths. 
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Selecting a Directory for Windows NT Files 
Setup next proposes to install the Windows NT files in the \ WINNT directory. 
You can accept the directory name that Setup suggests or type the directory name 
you prefer. We recommend that you accept the proposed directory. 

If Setup detects a version of Windows NT in the directory where you choose to 
place the new Windows NT files, it asks if you want to choose another directory. 
If so, Setup automatically configures your computer so that you can run either 
version of Windows NT. If you install Windows NT into a directory which 
contains a previous installation of Windows NT, Setup overwrites the earlier 
version. 

Configuring Windows NT 
After Setup copies several basic files, you will see the Windows NT logo for 
the first time, and then all subsequent requests for information will appear in 
Windows NT dialog boxes. You can use standard Windows keyboard and mouse 
techniques for all actions during this part of Setup, as described in Chapter 2, 
"Windows NT Basics." You can also press Fl for context-sensitive Help at 
any time. 

For either Express or Custom Setup, you must next supply the following 
information: 

a A name that Windows NT will use to identify you for various operations. 
You must type in a response and verify your response for Setup to continue. 

• A name that will identify your computer on the network. This name must be 
15 characters or fewer and must not be the same as any other computer name, 
domain name, or workgroup name on the network. You can invent a computer 
name, or ask your network administrator if a specific name has been assigned 
for your computer. If you need to change the computer name after Setup is 
completed, choose the Network icon in Control Panel. 

• The local language, or locale, that you want to use. This setting affects, for 
example, the format Windows NT uses to display the date, time and currency. 
If you want to change the language after Setup is complete, choose the 
International icon in Control Panel. For information, see Chapter 5, "Control 
Panel." 
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Setting Up a Local Printer 
For both Express and Custom Setup, you can set up a printer that is connected 
directly to your computer. 

If you don't have a printer connected to your computer, choose Cancel when the 
Printer Setup dialog box appears. After you install Windows NT, you can choose 
the Print Manager icon in Program Manager to set up network printers or change 
the printer configuration after completing Setup. For information about 
configuring and using printers, see Chapter 6, "Print Manager." 

Setting Up a Network Adapter Card 
For Express Setup, Windows NT Setup automatically checks for a network 
adapter card in your computer and installs the first one it recognizes. Some types 
of network cards may not be recognizable by Setup. If Express Setup cannot 
identify your adapter card, it asks if you want to install Microsoft Remote Access 
Service (for users connecting to a network over telephone lines). If you do not 
choose to install Remote Access Service, Setup displays the Network Adapter 
Setup dialog box and asks you to select from a list the name of the card you 
want to install. 

Express Setup installs only one network adapter card. If you have additional 
adapter cards, you can install them after running Setup by choosing the Network 
icon in Control Panel. 

Custom Setup uses the following steps to install a network adapter card: 

1. Setup asks if you want it to detect the network card in your computer. 

If you choose detection, Setup searches for a recognizable network adapter 
card (see step 2). If you reject detection, Setup displays the Network Adapter 
Setup dialog box and asks you to choose an adapter card name from a list. 

2. If you choose detection, Setup looks for a network adapter card and stops at 
the first one it finds. It identifies the card and asks you to choose one of three 
options: 

• You can accept the identified network card, in which case Setup installs 
it for you (see step 3). 

• You can select Find Next, which causes Setup to search for another 
network adapter card. 

• You can choose Do Not Detect, which causes Setup to discontinue 
detection and display the Network Adapter Setup dialog. 
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If Custom Setup cannot identify an adapter card to install, or if you do not 
choose any of the detected cards, Setup informs you that there are no more 
network cards and asks you to choose Detect to try again or Continue. If you 
choose Continue, you have the option of installing Microsoft Remote Access 
Service or of manually selecting an adapter card. 

3. If you accept the card that Setup detects, Setup installs and configures it and 
then displays a dialog box with the adapter card settings. We recommend that 
you accept these settings unless you are absolutely sure they are incorrect, 
in which case you can change them and then choose OK. 

4. If Setup cannot completely validate adapter card settings or if potential 
hardware conflicts exist, Setup warns you and allows you to change the 
settings. 

After Custom Setup installs your adapter card and other system software, the 
Network Settings dialog box appears so that you can install additional network 
cards and software. 

Both Express and Custom Setup detect only one network adapter card. 

If Setup cannot detect your network adapter card, or if you choose to bypass 
detection with Custom Setup, Setup allows you to select a specific network 
adapter card to install. 

Configuring the Network Adapter Card 
After Setup installs a network adapter card, it may display an Adapter Card Setup 
dialog box, so you can select the correct interrupt request (IRQ) number, I/O base 
port address, memory buffer address, and other settings. For many adapter cards, 
the settings are configured automatically so you don't have to identify settings. 

If you are an experienced user and know that you need to change adapter card 
settings, see the documentation for your network adapter card or ask your network 
administrator for the correct values. 

For Custom Setup, the Network Settings dialog box appears so that you can 
install additional network cards and supporting software. If you choose to install 
additional network components, you might be asked to insert additional disks 
supplied by the component manufacturer. For information- about completing 
the options in the Network Settings dialog box, choose the Help button. 
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JOining a Workgroup or Domain 
After you enter choices for the network configuration settings, Setup copies 
a large set of files and attempts to start the network. Then Setup displays the 
Domain Settings dialog box. 

• If Setup successfully started the network, you can specify whether this 
computer is a member of a workgroup or a Windows NT Advanced Server 
domain. 

• If the network did not start, you can accept or change the Workgroup entry 
in this dialog box, and then choose OK to continue Setup. 

In Windows NT, a workgroup is a collection of computers that appears, for 
convenience, under the same workgroup name when you browse network 
resources. Any computer can join any single workgroup. 

Belonging to a common workgroup is a way for coworkers to quickly find each 
other's computers on the network. When you browse the network, the names of 
all the computers in your workgroup appear first in the browsing directory. 

You can join an existing workgroup, or create a new one simply by typing in 
another name. Windows NT Setup will accept any workgroup name you choose, 
including the default WORKGROUP. 

A domain is a collection of computers defined by the administrator of a 
Windows NT Advanced Server network. A domain provides the same 
convenience for network browsing and also provides access to the centralized 
user accounts and group accounts maintained by the domain administrator. 

Unlike a workgroup, a domain must already exist for you to join it. Joining 
a domain also requires that the domain administrator add an account for your 
computer to the domain. 

If you do not know the precise domain name for your computer and you want 
to finish running Setup without this information, you can select the Workgroup 
option and then type any workgroup name. Mter running Setup, you can choose 
the Network option in Control Panel to join a domain or to change the workgroup 
name. 

Note If you are reinstalling Windows NT on a computer that belongs to a 
domain, you must ask your network administrator to delete your computer 
account and create a new one. Otherwise, you will not be able to log on to 
the domain after the second installation. 
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Setting Up a Local Account 
For both Express and Custom Setup, you are asked to provide a unique name for 
setting up a local user account if your computer is not a member of a Windows 
NT Advanced Server domain. This information is used for identification every 
time you log on to Windows NT. You can choose to cancel this dialog box and 
then set up a local account later using User Manager. 

If you set up a local account, this account automatically becomes a member of 
the Administrators group. For information on setting up groups, see Chapter 13, 
"User Manager." 

~ To set up a local account 

1. In the User Name box, type a unique name of 20 or fewer characters that does 
not include spaces. 

This name is used to identify your user account whenever you log on to 
Windows NT. For example, if your name is Annie Pearson, you might want to 
choose "anniep" or some other derivative of your full name. This name should 
be unique on the network so as to avoid addressing conflicts. 

2. In the Password box, type a unique name of 14 or fewer characters that does 
not include spaces, and then retype the password in the Confirm Password 
box. 

For security, neither the original nor the confirmation you type appear in the 
dialog box. 

If you do not want a password for this user account, leave the Password and 
Confirm Password boxes blank. 

Note Passwords are case-sensitive. This means that Windows NT identifies 
"mypassword" and "MyPassWord" as different passwords. 

3. Choose the Continue button. 
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Setting Up Virtual Memory 
Windows NT creates a special file on your hard disk called a paging file. The 
paging file makes it seem like your computer has more memory to run programs, 
because Windows NT can temporarily swap the contents of memory used by one 
program to the hard disk so that another program can use that memory. 

For Express Setup, all virtual-memory settings are configured automatically. 
For Custom Setup, you can change the size of the virtual-memory paging file or 
the drive where the file is stored. We recommend that you accept the proposed 

. settings unless you are an experienced Windows NT user. If you want to change 
the location or size of this file or create other paging files after Setup is complete, 
choose the System icon in Control Panel. For more information, see "Defining 
Options for the Operating System" in Chapter 5, "Control Panel." 

Setup will create a paging file on the indicated 
drive. Windows NT uses the paging file to 
temporarily store information that was taking 
space in memory. 

Virtual Memory Settings --------, 

Q.rive: I C: I :!I 
Space Available (MB): 
Minimum Size (M B): 
Recommended Size (MB): 

~ize Chosen (M B): 

96 
10 
27 

IPdJ I ::::'::::<.~M 

I" Continue 

Setting Up Applications to Run from Program Manager 
The easiest way to run programs in Windows NT is to choose program-item icons 
in Program Manager. The easiest way to create the program-item icons is to have 
Windows NT Setup create them for you. 

If you are installing Windows NT in a directory containing a version of 
MS-DOS-based Windows, Setup automatically installs all of your existing 
Windows groups, and you do not have to make choices during this part of Setup. 



Chapter 19 Installing Windows NT 499 

Completing Setup and Starting Windows NT 
~ To complete Setup and start Windows NT 

1. When Setup is finished running and the message asks you to restart your 
computer, remove any disks from the floppy disk drives and choose the 
Reboot button. 

2. When the boot loader menu appears, press ENTER. 

3. When the Welcome logon message appears, press CTRL+ALT+DEL to log on. 

~ Press Ctrl .. AU .. Del to log on 

4. In the Welcome dialog box, type and confirm your password, and then choose 
the OK button. 

Passwords are case-sensitive, which means that Windows NT identifies 
"mypassword" and "MyPassWord" as two different entries. 

Caution For an x86-based computer, the following files are copied to the root 
directory on the C drive: BOOT.INI, BOOTSECT.DOS (if another operating 
system is on your computer), NTLDR, and NTDETECT.COM. Also, the 
NTBOOTDD.SYS file is copied if you install Windows NT onto a SCSI disk. 
These files should never be deleted because your system will not start without 
them. 

For a RISC-based computer, HAL.DLL and OSLOADER.EXE are copied to the 
\OS\NT directory on your system partition. These files should never be deleted. 

Note that these files are all read-only, hidden system files. 
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Migrating Windows 3.1 Settings 
If you installed Windows NT into an existing Windows 3.1 directory (including 
Windows for Workgroups), you have the opportunity to migrate a portion of 
your Windows 3.1 settings when you first log on as a new user (this option is not 
available for the Administrator user name). If you choose to preserve Windows 
3.1 system and program settings, Windows NT migrates: 

• Settings for your Windows-based applications. 

• All program groups that do not already exist in Windows NT. For example, a 
program group named "Spreadsheets" would migrate while the Main program 
group would not. All new program groups migrate as icons. 

• File associations. 

• Information used for object linking and embedding. 

• Desktop configuration settings, with the exception of screen savers. 

The location of each program group icon, and the location of each group window 
when the icon is opened remains'the same, except if Windows NT and Windows 
3.1 display resolutions differ. 

Setting Up Windows NT Master Files on a Server 
This section is written for the administrator responsible for installing Windows· 
NT on multiple computers. This section assumes that you have already installed 
Windows NT on a single computer and are familiar with Windows NT commands 
and procedures. 

You can install Windows NT on multiple x86-based computers by first installing 
the Windows NT files in a shared directory on a network server, and then 
installing Windows NT on each workstation using WINNT.EXE. 

You can also use this method to install Windows NT on x86-based computers 
with SCSI or CD-ROM devices that are supported under MS-DOS but are not 
supported by Windows NT. You cannot use this method to set up Windows NT 
on RISC-based computers. 

Important Every Windows NT user must have a Windows NT license, which 
is obtained by buying a retail package or a Microsoft License Pack. For more 
information on restrictions, see your Windows NT license agreement. 
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To use WINNT.EXE, you must first install the Windows NT master files in a 
shared directory on the network. You can set up the sharepoint using any type of 
network, such as Microsoft LAN Manager 2.1, Novell NetWare, Banyan VINES, 
or others. The directory containing the Windows NT files must be accessible from 
MS-DOS to all users who will be using WINNT.EXE. 

Note If the majority of users do not have CD-ROM drives, it is best to create 
Windows NT setup shares using floppy disks rather than the CD-ROM. To 
restore corrupt files using the Emergency Repair disk created by WINNT.EXE, 
users need the Setup disks or CD-ROM used to install the original Windows NT 
network share. If you create setup shares using floppy disks, users who installed 
using WINNT.EXE will be able to restore corrupt files without attaching a 
CD-ROM drive. 

Before you can install the master Windows NT files on a network: 

• You must already be running Windows NT on the computer from which 
you are installing the master files. 

• The network must be operational. 

• You must have read-write permission to the network directory where you want 
to install the Windows NT files, and other users must have read access to that 
directory. For more information, see your network software documentation. 

Important Do not use the MS-DOS or OS/2 copy command, the MS-DOS xcopy 
command, or the Copy command in File Manager to install Windows NT files on 
a network server. You must use the Windows NT setup command. 

t> To install the master Windows NT files on a network server 

1. From either a workstation or a server, log on to Windows NT and connect 
to the drive where you want to install the Windows NT master files. 

2. Create the directory on the network drive that will contain the Windows NT 
master files. 

3. In Program Manager, choose the Command Prompt icon to open a Windows 
NT command prompt window. 

4. At the command prompt, type setup -n -i initial.inf -s source -d destination 
and press ENTER. 

The switches -n, -i, -s, and -d must always appear in this order. 
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The switches for the setup command are described in the following table. 

Setup command switch 

-n 

-ifilename 

-s source 

-d destination 

For example, type: 

Meaning 

Specifies that the files are copied to a network sharepoint 

Specifies the .INF file to be used from the Windows NT 
Setup working directory 

Indicates the drive and directory that contains the original 
Windows NT Setup disks 

Indicates the network drive and directory where you 
want to copy the Windows NT master files 

setup -n -i initial.inf -s f:\i386 -d x:\ntadmin 

to install the Windows NT files from CD-ROM drive F to network drive X, 
which contains the directory \NTADMIN. 

Or type: 

setup -n -i initiaJ.inf -s a:\ -d x:\ntadmin 

to install Windows NT files from your floppy drive A to network drive X. 
Setup will prompt you to insert a disk for CD-ROM or floppy disk installation, 
depending on the original setup media. 

5. In the Group Information dialog box, type the workgroup name and the name 
of your company, and then choose the Continue button. 

Each name can be no longer than 31 characters. 

6. In the next Setup screen, verify the information, and then choose the Continue 
button. 
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APPENDIX A 

Network Protocols 

Network protocols can be compared to spoken language. A network protocol is 
a set of rules that allows computers on a network to communicate with each other. 
Two computers must use the same network protocol (speak the same language) 
to communicate. 

This appendix provides a brief overview of network protocols and installation 
and configuration information for the four Windows NT protocols and two 
TCP/IP-based network services: 

• NetBEUI 

• Data link control (DLC) 

• NWLink IPX/SPX compatible transport 

• TCP /IP protocol 

• Simple Network Management Protocol (SNMP) service 

• FTP Server service 
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Overview 

NetBEUI 

Choosing the protocol or protocols to use in a network requires evaluating 
several elements of the network, such as the number and types of computers in 
the network, special hardware or software in use in the network, and compatibility 
and integration into existing networks. If you are going to set up a local area 
network and do not have an experienced network administrator, it is suggested 
you have an understanding of all the complex elements of a local area network 
before attempting to install one. 

If you are establishing a small, isolated network, you should probably use 
NetBEUI, the Windows NT protocol automatically installed on all computers. 

If you are in a large network, the network administrator will have determined the 
network protocol to use based on network components and your company's 
requirements. 

Protocols communicate through other layers of software that control the flow of 
information. How network protocols and other layers of network software work 
together is determined by network bindings. Windows NT automatically binds 
network protocols to all appropriate layers. For more information about installing 
network software and configuring network bindings, see "Installing Network 
Software" in Chapter 5, "Control Panel." 

The NetBIOS extended user interface (NetBEUI) is a small, efficient, and fast 
protocol optimized for very high performance in smaller LAN s or LAN segments; 
for these environments, NetBEUI is the fastest protocol shipped with Windows 
NT. NetBEUI is self-configuring and self-tuning. 

NetBEUI is installed and bound to a network adapter card automatically when 
Windows NT is installed. You cannot prevent NetBEUI from installing on a 
Windows NT computer. If you will not use the NetBEUI protocol, you can 
remove the protocol to save system resources using the Network option in Control 
Panel. For information about removing or reinstalling the NetBEUI protocol, see 
"Installing Network Software" in Chapter 5, "Control Panel." 
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The data link control (DLC) protocol is used primarily to access IBM® mainframe 
computers or printers attached directly to the network (instead of to a port on a 
print server). This protocol isn't used for general networking on Windows NT. 

To connect to and communicate with a mainframe computer, the DLC protocol 
must be installed and running. You use a terminal emulator, such as the 3270 
Emulator in the Accessories Group, to access a mainframe computer. 

To print to printers attached directly to the network, the DLC protocol must be 
installed and running on the print server for the printer. Computers sending print 
jobs to a printer using DLC do not need the DLC protocol-only the print server 
requires D Le. 

Install DLC using the Network option in Control Panel. For more information 
about installing the DLC protocol, see "Installing Network Software" in Chapter 
5, "Control Panel." 

The NetWare Link (NWLink) protocol is an implementation of the IPX, SPX, 
and NetBIOS protocols used in Novell NetWare networks. 

This section first provides background material on basic concepts and the 
information you need before installing Microsoft NWLink. The section then 
describes how to install and configure NWLink. 

This section assumes you are familiar with Novell networks and the IPX/SPX 
protocol. You should be familiar with implementing the IPX/SPX protocol before 
installing the NWLink protocol. 

What Is NWLink? 
NWLink provides communication between a Windows NT computer and either 
another Windows NT computer or a NetWare workstation. Two networking 
Application Programming Interfaces (APIs) are supported to allow this: 

• Windows Sockets 

• NetBIOS 

The Windows Sockets interface is ideal to support existing NetWare applications 
written to comply with the NetWar~ IPX/SPX Sockets interface. The Windows 
NT computer acts as an application Iserver responding to the IPX or SPX packets 
sent to or received from MS-DOS, Windows, or OS/2 NetWare workstations. 
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For example, SQL Server running on Windows NT takes advantage of the 
Windows Sockets interface to SPX to allow existing NetWare SQL Server 
clients to communicate with the server that is listening to requests via the 
Windows Sockets interface. 

The NetBIOS support can be used to send and receive Novell NetBIOS packets 
between a NetWare workstation running Novell NetBIOS and a Windows NT 
computer, or between two Windows NT computers. You will see a significant 
performance gain where all computers are Windows NT computers because of 
Microsoft enhancements to the Novell NetBIOS protocol. 

The Microsoft-enhanced Novell NetBIOS protocol not only conforms to the 
standard single request/reply implementation, but also automatically takes 
advantage of the knowledge that it is conversing with another computer that 
understands the enhancements. The enhancements improve efficiency by 
allowing the sender to send multiple NetBIOS packets before receiving an, 
acknowledgment (a sliding window) as well as supporting the piggybacking of 
NetBIOS acknowledgments. NetBIOS acknowledgments are sent by the receiver 
after receiving the last packet of a NetBIOS message. In the common scenario 
in which the sender and receiver are participating in two way traffic, allowing 
piggybacking of acknowledgments saves network bandwidth, as well as 
processing time on the computers, since a separate acknowledgment frame 
need not be processed and sent. 

The implementation on Windows NT separates the Novell NetBIOS component 
from the IPX/SPX component. NWLink refers to IPX/SPX, and NWNBLink 
refers to the Microsoft-enhanced implementation of Novell NetBIOS. 

As shown in the following illustration, NWLink supports a wide variety of 
application interfaces. 

Windows NT 
redirector 

Windows NT 
server 

Microsoft RPC 
applications and 
SQLServer 

Windows 
Sockets driver 

TDI interface 

STREAMS 

NWLlNK II 

NetBIOS applicationsl 
NetBIOS OLL 

TCP\IP 

NetBIOS 
driver 

I 
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How Does NWLink Work? 
Similar to the Windows NT TCP/IP implementation, NWLink is a STREAMS 
based protocol. STREAMS is a protocol interface and environment originally 
developed for UNIX systems that standardizes communication with adjacent 
software layers. Because the STREAMS environment supports the transport 
driver interface (TDI) at the top, and the network driver interface specification 
(NDIS) on the bottom, NWLink can seamlessly coexist with other protocols on 
the same network adapter as shown in the following illustration. 

Application 

Presentation 

Session 

Transport 
STREAMS 

NetBEUI ~ NWLlNK TCP/IP 
Network 

Data Link 

NOIS interface 

Network card driver 

Physical Network adapter card 

Installing and Configuring NWLink 

I 

The NWLink protocol is not installed as part of Windows NT when Express Setup 
is run. This section assumes that Windows NT has already been successfully 
installed on your system. 

Installing NWLink 
You must be a member of the Administrators group to install and configure 
NWLink. . 
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~ To install NWLink on a computer with Windows NT 

1. Choose the Network option in Control Panel. 

2. In the Network Settings dialog box, choose the Add Software button. 

3. In the Network Software Installation dialog box, select NWLink IPX/SPX 
Compatible Transport in the Network Software box, and then choose the 
Continue button. 

4. The Windows NT Setup dialog box prompts you for the full path to the 
Windows NT distribution files. Provide the appropriate location, and then 
choose the Continue button. 

NWLink software is copied to your computer, and the Network Settings dialog 
box reappears. Choose the OK button. The NWLink Configuration dialog box 
appears. 

5. Continue with the configuration procedure as described in the next section. 

NWLink must be configured in order to operate. 

Configuring NWLink 
Mter the NWLink protocol software is installed on your computer, you can 
configure it with a network number and frame type to work with your network. 
Typically, the defaults will not need to be changed. Additional advanced 
configuration parameters are documented in the Windows NT Resource Kit. 

~ To configure or reconfigure the NWLink protocol 

1. The Configuration dialog box appears automatically after the NWLink 
software is installed on your computer. 

If you are reconfiguring NWLink, choose the Networkoption in Control 
Panel. In the Installed Network Software box, select NWLink Protocol, 
and then choose the Configure button. 

Adapter Name: 

Network. Number: L-Io ____ --' 

frame Type: IETHERNET_802_3 
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2. Select the adapter to which NWLink will be bound, its network number, and 
the frame type to use. Descriptions for each field follow. 

Item 

Adapter Name 

Network Number 

Frame Type 

Description 

Lists available network adapter cards. 

Specifies the IPX network number to assign to this binding. 
To have Windows NT determine the correct network 
number for the computer, select 0 (the default option). 
To enter a specific number, enter the four byte hex value 
(for example, fe3dba9d). The network administrator should 
provide the correct value for this parameter. 

Specifies the frame format for NWLink packets. Supported 
topologies include Ethernet, Token Ring, ArcNet®, and 
FDDI. Supported frame types include Ethernet II, Ethernet 
802.3,802.2, SNAP, and ArcNet. The default frame type is 
Ethernet 802.3. This is commonly referred to as raw 802.3 
in NetWare networks. If the adapter is a Token Ring or 
FDDI adapter, specifying either Ethernet II or Ethernet 
802.3 will use the 802.2 frame format. It is important to 
ensure that both stations communicating in a conversation 
are using the same frame format. 

3. Choose the OK button to return to the Network Settings dialog box. Choose 
the OK button again. 

Microsoft NWLink has been configured. 

A message informs you that you must restart the computer so that the change 
you made will take effect. You can choose the Yes button to restart the 
computer. 

If you choose the No button, you can continue to work, but your changes to 
NWLink will not take effect until the computer is restarted. 

Configuring NWLink for Token Ring Networks with Ipxroute 
Ipxroute manages the source routing variables of NWLink on a token ring 
network. It is installed with the NWLink protocol. 

Ipxroute parameters are equivalent to the parameters in the ROUTE.EXE utility 
supplied by Novell. Complete syntax is described below and in the online 
Command Reference. 
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TCP/IP 

Ipxroute Syntax 
ipxroute board=n [clear] [def] [gbr] [mbr] [remove=x.x.xxx] 

board=n 
Specifies the network adapter card for which to query or set parameters. 

clear 
Clears the source routing table. 

def 
Sends packets to the ALL ROUTES broadcast. If a packet is transmitted 
to a unique MAC address that is not in the source routing table, the default 
is to send the packet to the SINGLE ROUTES broadcast. 

gbr 
Sends packets to the ALL ROUTES broadcast. If a packet is transmitted 
to the broadcast address (FFFFFFFFFFFF), the default is to send the packet 
to the SINGLE ROUTES broadcast. 

mbr 
Sends packets to the ALL ROUTES broadcast. If a packet is transmitted 
to a multicast address (COOOxxxxxxxx), the default is to send the packet 
to the SINGLE ROUTES broadcast. 

remove=x.x.xxx 
Removes the given node address from the source routing table. 

Transmission control protocol/internet protocol (TCP/IP) provides 
communication across interconnected networks, between computers with diverse 
hardware architectures and various operating systems. TCP lIP can be used with 
Windows NT alone to connect to other Microsoft networking products or to 
connect to non-Microsoft (for example, UNIX) hosts. 

This section first provides background material on basic TCP/IP concepts and 
the information you need before installing Microsoft TCP lIP for Windows NT. 
The section then describes how to install TCP/IP and SNMP for Windows NT 
and configure the protocols on your computer. 
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What Is TCP/IP. for Windows NT? 
The TCP/IP protocol family is a standard set of networking protocols, or rules, 
that govern how data is passed between systems on a network. MicrosoftTCP/IP 
for Windows NT enables enterprise networking and connectivity on your 
Windows NT-based computer. Adding TCP/IP to a Windows NT configuration 
offers the following advantages: 

• A standard, routable, enterprise networking protocol. TCP/IP is viewed as 
the most complete and accepted networking protocol available. Virtually all 
modern operating systems offer TCP/IP support, and most large networks rely 
on TCP /IP for much of their network traffic. 

• An architecture that facilitates connection to foreign systems. Because most 
operating systems offer TCP/IP, many standard utilities have been designed 
to access and transfer data between heterogeneous environments. Examples 
of such standards include file transfer protocol (FTP) and Telnet (terminal 
emulation protocol). Several standard connectivity utilities are included with 
Windows NT, such as the FTP Server service and Telnet driver. The Windows 
Sockets interface offers compatibility with many third-party foreign host 
connectivity products. Several applications vendors support this application 
programming interface (API) standard. 

• A robust, cross-platform client-server framework. TCP/IP for Windows NT 
offers the Windows Sockets interface, which is ideal for developing client­
server applications. A Windows Sockets application developed to be used 
with Microsoft TCP/IP will be able to run other vendors' Windows Sockets­
compliant applications as well. 

How Does TCP/IP Work? 
The name TCP/IP is somewhat misleading because TCP (transmission control 
protocol) and IP (Internet protocol) are only two protocols in the family of 
Internet protocols. However, TCP/IP has been used in the industry to mean the 
family of common Internet protocols. 

The following sections briefly explain how the TCP and IP protocols work. For 
a full explanation of the TCP/IP protocols, see Comer, D. Internetworking with 
TCP/IP Volume I, Principles, Protocols, and Architecture. Second edition. 
Englewood Cliffs, N.J.: Prentice Hall, 1991. 
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How TCP Works 
TCP is a reliable, connection-oriented protocol. Connection-oriented implies 
that TCP first establishes a connection between the two systems that intend to 
exchange data. Since most networks are built on shared media (for example, 
several systems sharing the same cabling), it is necessary to break chunks of data 
into manageable pieces so that no two communicating systems monopolize the 
network. These pieces are called packets. When an application sends a message 
to TCP for transmission, TCP breaks the message into packets sized appropriately 
for the network, and sends them over the network. 

Sequence Numbers, Checksum, and Port 10 
Because a single message is often broken into many packets, TCP marks these 
packets with sequence numbers before sending them. The sequence numbers 
allow the receiving system to properly reassemble the packets. Being able to 
reassemble the original message is not enough -the accuracy of the data must 
also be verified. TCP does this by computing a checksum. 

A checksum is a simple mathematical computation applied by the sender to the 
data contained in the TCP packet. The recipient then does the same calculation 
on the received data and compares the result with the checksum that the sender 
computed. If the results match, the recipient sends an acknowledgment (ACK) to 
verify the receipt of valid data. If the results do not match, the recipient discards 
the packet without acknowledging it. The sender must then retransmit the packet 
since no acknowledgment was received. 

Finally, TCP uses port IDs to specify which application running on the system 
is sending or receiving the data. 

TCP Headers 
The port ID, checksum, and sequence number are inserted into the TCP packet 
in a special section called the header. The header is at the beginning of the packet 
containing this and other "control" information for TCP. 

How IP Works 
IP is the messenger protocol of TCP/IP. The IP protocol, much simpler than TCP, 
basically addresses and sends packets. IP relies on three pieces of information, 
which you provide, to receive and deliver packets successfully: the IP address, 
subnet mask, and default gateway. 
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IP Addresses 
The IP address identifies your system on the TCP/IP network. IP addresses 
are 32-bit addresses that are globally unique on a network. They are generally 
represented in dotted decimal notation. Dotted decimal notation separates the 
four bytes of the address with periods. An IP address looks like this: 

102.54.94.97 

Although an IP address is a single value, it really contains two pieces of 
information: 

• Your system's network ID 

• Your system's host (or system) ID 

Subnet Mask 
The subnet mask, also represented in dotted decimal notation, is used to 
extract these two values from your IP address. The value of the subnet mask is 
determined by setting the network ID bits of the IP address to 1 's and the host ID 
bits to O's. The result allows TCP/IP to determine the host and network IDs of the 
local workstation, as shown in the following table. 

Understanding an IP Address 

When the IP address is 

And the subnet mask is 

The network ID is 

And the host ID is 

Network and Host IDs 

102.54.94.97 

255.255.0.0 

102.54 

94.97 

(specified by the user) 

(specified by the user) 

(IP address and sub net mask) 

(IP address and subnet mask) 

The network ID identifies a group of systems that are all located on the same 
logical network. In internetworks (networks formed by a collection of networks), 
there are as many unique network IDs as there are networks. TCP/IP networks are 
connected by routers (or gateways), which know the networks that are connected 
in the internet. The host ID identifies your system within a particular network ID. 
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Default Gateway 
The default gateway is needed only for systems that are part of an internet. 
When IP gets ready to send a packet on the wire, it inserts the local (source) IP 
address and destination address of the packet in the IP header, and verifies that 
the network ID of the destination matches the source. If they match, the packet 
is sent directly to the destination system on the local network. If the network IDs 
do not match, the packet is forwarded to the default gateway for delivery. Since 
the default gateway knows the network IDs of the networks in the internet, it 
forwards the packet to other gateways until the packet is eventually delivered to a 
gateway connected to the specified destina.tion. This process is known as routing. 

Example 
This example shows how TCPjIP might deliver a message, using an analogy 
with the U.S. postal system to describe how these protocols work. 

Steve (source host ID) in Seattle (source network ID) wants to send a two-page 
letter (message) to Dana (destination host ID) in Dartmouth (destination network 
ID). There is a limit to the length of the message that can be sent in a single letter 
(maximum transmission unit, or MTU) to a single page. 

First, Steve establishes the connection by writing a short note to Dana saying he 
is.going to mail her a two-page letter. Steve then puts the letter in an envelope 
(IP packet) and addresses it to Dana in Dartmouth (destination IP address) . 

. Steve's mail carrier (Steve's default gateway) picks up the letter, doesn't know 
where Dartmouth is, and forwards it to the Seattle post office (gateway). From 
Seattle, the message goes (routes) to the Dartmouth post office (Dana's default 
gateway). The Dartmouth mail carrier delivers it to Dana. 

Dana writes back (ACKs) to Steve saying she is ready and waiting for his letter. 
She addresses the envelope, using the return address from the envelope. (IP 
packet), to Steve in Seattle. Dana's mail carrier then carries her reply to the 
Dartmouth post office, and it travels to Steve. 

Steve realizes that his letter (message) is too long to fit in a single envelope 
(IP packet), tears off the first page (TCP packet) and writes "1 of 2" in the margin 
(TCP header), puts it into the envelope addressed to Dana (IP packet), and 
mails it. 

The first page is successfully routed to Dana, who opens the envelope and reads 
the contents. But the letter is incomplete, so Dana mails a quick note (ACK) to 
Steve saying she received the first page of the message, but hasn't seen any since. 
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Steve reads Dana's letter and immediately takes the second page (TCP packet), 
writes "2 of 2" in the margin (TCP header), puts it in an envelope addressed to 
Dana (IP packet), and mails it. 

The second note is also successfully routed to Dana, so she replies (ACKs) 
with one final note saying she received it. 

The following figure shows how one page of Steve's message traveled. 

Tep Header 

1--_----1 ----l> L...s_ou_rc~_e_sti_nat_ion_D....J' ----~ &1 
From Steve 

To Dana 

IP Packet 

Source 

Destination 

IP Packet 

Seattle 

D 

Dartmouth 

Installing and Configuring Microsoft TCP/IP and SNMP 
The TCP/IP protocol family is not installed as part of Windows NT when 
Express Setup is run. This section assumes that Windows NT has already been 
successfully installed on your system. 

You must be logged on as a member of the Administrators group to install and 
configure TCP/IP and SNMP. Also, SNMP must be installed to monitor TCP/IP 
network components using Performance Monitor. 

Before Installing Microsoft TCP/IP 
You need to know the following information before you install Microsoft TCP /IP 
on your computer: 

• Default gateway 

• IP address 

• Subnet mask 

• Whether to enable Domain Name Service (DNS), and if so, the IP addresses 
of the DNS servers on your network 

• LMHOSTS file for your network (if necessary) 
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Installing TCP/IP 
You must be a member of the Administrators group to install and configure 
TCP/IP. 

~ To install Microsoft TCP/IP on a Windows NT computer 

1. Choose the Network option in Control Panel. 

The Network Settings dialog box appears. 

2. Choose the Add Software button. 

The Add Network Software dialog box appears. 

3. Select TCP/IP Protocol in the Network Software box, and then choose 
the Continue button. 

4. The Windows NT Setup dialog box prompts you for the full path to the 
Windows NT distribution files. Provide the appropriate location, and then 
choose the Continue button. 

All necessary files are copied. 

5. Continue with the configuration procedure as described in the next section. 

TCP/IP must be configured in order to operate. 

Configuring TCP/IP 
After the Microsoft TCP/IP protocol software is installed on your computer, 
you must configure it with valid addressing information for TCP/IP to operate. 

~ To configure or reconfigure the TCP/IP protocol 

1. The Configuration dialog box appears automatically after the TCP/IP software 
is installed on your computer and you have chosen the OK button in the 
Network Settings dialog box. 

If you are reconfiguring TCP/IP, choose the Network option in Control Panel. 
In the Installed Network Software box, select TCP lIP Protocol, and then 
choose the Configure button. 
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General Information 

.!lefault Gateway: 1102 .54 .0 .1 

adapter: [01] Ungermann-Bass Ethernet NIUpc. f 

Help 
!P Address: 

1
102 .54 .94 .97 

Sybnet Mask: 
1
255 .255 .0 .0 

Descriptions: Ungermann-Bass Ethernet 

Windows Networking on TCPIIP (NetBIOS) 

~indows Networking Adapter: r"1 [O-l-]-U-n-ge-r-m-an-n--B-a-s-s-E-th-e-rn-e-t N-,'--I f-'I 

~cope ID for Windows Networking: 

The TCP/IP Configuration dialog box displays the following configuration 
options. 

Item 

Default Gateway 

IP Address 

Subnet Mask 

Description 

Specifies the IP address of the default gateway used to 
forward packets to other networks or subnets. This 
parameter is required only for nodes on internetworks. 
If this parameter is not provided, IP functionality will be 
limited to the local subnet unless a route is specified with 
the route command. The network administrator should 
provide the correct value for this parameter. 

Specifies the IP address for your local computer, or if more 
than one network card is installed in the computer, the 
network adapter card listed in the Adapter box. 

Duplicate IP addresses on a network might cause some 
systems on the network to stop working or function 
unpredictably. The network administrator should provide 
the correct value for this parameter. 

Specifies the subnet mask associated with the adapter to 
which TCP/IP is bound. Each interface used by TCP/IP 
must have a subnet mask configured. This allows the 
computer to separate the IP address into host and network 
IDs. The network administrator should provide the correct 
value for this parameter. 
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Item 

Windows 
Networking Adapter 

Scope ID 

Description 

Lists available network adapter cards. If your computer has 
multiple network interfaces, Windows Networking must be 
configured to use only one. 

Specifies the NetBIOS scope parameter for the NetBIOS 
over TCP/IP (NBT) module. To be able to communicate, all 
computers on a NetBIOS network must have the same scope 
ID. The network administrator should provide the correct 
value for this parameter, but you can usually leave this value 
blank. 

2. The values for Default Gateway, IP Address, and Subnet Mask must be 
configured. 

3. If necessary, select a TCP/IP adapter, and provide a Scope ID in the Windows 
Networking On TCP/IP (NetBIOS) box. 

4. A computer joining an existing Advanced Server domain on a different 
subnet may choose to import an LMHOSTS file containing the IP Address 
and NetBIOS name of that domain's controller. To import this file, choose the 
Import LMHOSTS button and provide the location in the dialog box that 
appears. 

Thenetwork administrator should determine if an LMHOSTS file should be 
imported. 

5. To enable the Domain Name Service (DNS), choose the Connectivity button. 
Continue with the configuration procedure as described in the next section. 

If you do not want to use DNS and rely on the HOSTS file for name 
resolution, choose the OK button to return to the Network Settings dialog box. 
Choose the OK button again. 

Microsoft TCP/IP has been configured. You must restart the computer for the 
configuration to take effect. 

Note The \WINNT\SYSTEM32\DRIVERS\ETC directory will contain several. 
files. You may need to replace the installed files with files from the network 
administrator. 
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Configuring TCP/IP to Use DNS 
Although TCP/IP uses IP addresses to identify and reach computers, users 
typically prefer using names. The Domain Name service (DNS) is a naming 
service generally used in the UNIX networking community to provide standard 
naming conventions for IP workstations. 

Microsoft Windows networking provides a dynamic naming system of its own 
using NBT; however, TCP/IP applications, such as ftp and telnet, can use DNS 
in addition to the HOSTS file. This allows the user to use names instead of IP 
addresses when connecting to foreign hosts. 

You must configure how your computer will use DNS and the HOSTS file. 
TCP/IP must be installed and configured to set up the DNS connectivity options. 

~ To configure or reconfigure TCP/IP DNS connectivity 

1. Choose the Network option in Control Panel. In the Installed Adapter Cards 
box, select the adapter card whose TCP/IP NetBIOS protocol you want to 
configure. In the Installed Network Software box, select TCP/IP Protocol 
and choose the Configure button. 

2. In the TCP/IP Configuration dialog box, choose the Connectivity button. 

Host N.ame: lL.::.g_riz_zl;;....Y ___ --' ICP Domain Name: I bruins. com 

Name Resolution Search Order 

o DNS Only 0 Hosts File First. Then DN5 

@ DNS First. Then Hosts File 0 Hosts File Only 

Domain Name li.ervice (DNS) Search Order----------, 
r-:-=,-;:-;-;::-::-------, Order 

10 .0 .0 .0 [!J 

~ 

DQ.main Search Order----------------, 
,..,.--,--------, Order 

[!J 

~ 

Cancel .!::!elp 
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The TCP/IP Connectivity Configuration dialog box displays the following 
options. 

Item 

Host Name 

TCP Domain Name 

Name Resolution 
Search Order 

Domain Name Service 
(DNS) Search Order 

Domain Search Order 

Description 

Specifies the host name for this computer. The host name is 
used to identify the local computer by name for 
authentication by some utilities. Other TCP/IP-based 
utilities and applications can use this value to learn the name 
of the local computer. This value defaults to the Windows 
NT computer name, and it can be altered without affecting 
the computer name's value. The Host name is optional. 

Identifies your group in the DNS hierarchical naming 
convention, with descending levels of detail. The fully 
qualified domain name (FQDN) for the computer is the 
host name, a period, and the domain name; for example, 
rhino.microsoft.com, where rhino is the host name and 
microsoft.com is the domain name. During DNS queries, 
the local domain name is appended to short names. The TCP 
Domain Name is optional. 

The DNS domain is not the same as a Windows NT or LAN 
Manager domain. 

Determines when to use DNS host name resolution. 
The domain name resolver (DNR) software is loaded at 
startup and is used to resolve host names, in conjunction 
with the locally maintained HOSTS file. This option allows 
you to specify the order and method to use when resolving 
names. 

Determines the order of servers that will provide name 
resolution. 

Determines the domains in which to search for host name 
resolution. 

3. Enter a the Host Name (usually your computer name) and TCP Domain 
Name (usually an organization name, a period, and an extension that indicates 
the type of organization). 

4. Select how you want your computer to search for name resolution in the 
Name Resolution Search Order dialog box. 

5. Enter the IP address of a server that will provide name resolution. Choose 
the Add button to move the IP address to the list on the right. 

You can add up to three IP addresses. The servers at the IP addresses are 
queried in the order listed. To change the order of the IP addresses, select 
an IP address to move, and use the up and down arrow buttons. To remove 
an IP address, select it and choose the Remove button. 
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6. Type the names of the domains in which to search for host name resolution. 

You can add up to six domain names. To change the search order of the 
domains, select a domain to move, and use the up and down arrow buttons. 
To remove a domain name, select it and choose the Remove button. 

7. When you are done setting connectivity values, choose the OK button. 

The Microsoft TCP/IP-Connectivity Configuration dialog box closes, 
and the TCP/IP Configuration dialog box appears. 

8. Choose the OK button. The Microsoft TCP/IP Configuration dialog box 
closes, and the Network Settings dialog box returns. 

9. To complete TCP/IP Installation and Configuration, choose the OK button. 
DNS resolution has been configured. 

A message informs you that you must restart the computer so that the change 
you made will take effect. 

If you reconfigured only DNS, the new configuration will take effect 
immediately, without restarting. 

If you have configured the default gateway, IP address, subnet mask, or scope 
ID, you must restart the computer for those changes to take effect. You can 
choose the Yes button to restart the computer. 

Troubleshooting IP Connections 
If you have trouble installing Microsoft TCP/IP on your computer, follow the 
suggestions in the error messages. You can also use the ping utility, as described 
below. 

ping 
The ping utility can isolate network hardware problems and incompatible 
configurations by allowing you to verify a physical connection to a remote 
computer. 

Use the ping utility to test both the host name and the IP address of the host. 
If the pinged IP address responds but the host name does not, you have a name 
resolution problem. In this case, be sure that the host name you are querying is 
in either the local HOSTS file or in the DNS database. 

Before Installing the SNMP Service 
You need to know the following information before you install the SNMP 
service on your computer: 

• Community names in your network 

• Trap destination for each community 
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Installing the SNMP Service 
You must be a member of the Administrators group to install and configure 
SNMP. 

~ To install the SNMP service on a Windows NT computer 

1. Choose the Network option in Control Panel. 

2. In the Network Settings dialog box, choose the Add Software button. 

The Add Network Software dialog box appears . 

. 3. Select SNMP Service in the Network Software box and choose the 
Continue button. 

4. The Windows NT Setup dialog box prompts you for the full path to the 
Windows NT distribution files. Provide the appropriate location, and then 
choose the Continue button. 

The SNMP service software is copied to your computer. The SNMP Service 
Configuration dialog box appears. 

5. Continue with the configuration procedure, as described in the next section, 
"Configuring SNMP." You can press the ESC key and configure SNMP later, 
but SNMP must be configured to operate. 

Configuring SNMP 
After the SNMP service software is installed on your computer, you must 
configure it with valid information for SNMP to operate. 

~ To configure or reconfigure the SNMP service 

1. The Configuration dialog box appears automatically after the SNMP software 
is installed on your computer. 

If you are reconfiguring SNMP, choose the Network option in Control Panel. 
In the Installed Network Software box, select SNMP Protocol, and then choose 
the Configure button. 



Appendix A Network Protocols 523 

~end Trap with Community Names 

C.Q.mmunity Names 

l!:lemove -> I 
ISe£urity· .. 1 

I.rap Destination for Engineering 
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Host N.ame or IPAddress 
Agent... 

H.elp 

The SNMP Service Configuration dialog box displays the following options. 

Item 

Send Trap With 
Community Names 

Trap Destinations For 
selected community 

Description 

A community is a group of hosts to which a server running 
the SNMP service belongs. You can specify one or more 
communities to send traps to. The community name is 
placed in the SNMP packet when the trap is sent. Typically, 
all hosts belong to Public, which is the standard name for 
the common community of all hosts. An entry in the list can 
be deleted by selecting it and choosing the Remove button. 

Trap destinations are the names or IP addresses of hosts 
to which you want the SNMP service to send traps with 
the selected community name. An entry in the list can be 
deleted by selecting it and choosing the Remove button. 

2. Enter the community names you want your computer to send traps to in the 
Community Names box. Choose the Add button after typing each name to 
move the name to the list on the left. 

For each community you send traps to, you can specify specific hosts in that 
community to send the traps to. After you have added the community, and 
while it is still highlighted, type the hosts in the Host Name Or IP Address 
box. Choose the Add button to move the host name or IP address to the box 
on the left. 
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3. To enable additional security for the SNMP service, choose the Security 
button. Continue with the configuration procedure, as described in the next 
section, "Configuring SNMP Security." 

To specify Agent information (comments about the user, location, and 
services), choose the Agent button. Continue with the configuration procedure, 
as described in "Configuring SNMP Agent Information," later in this 
appendix. 

If you do not want to use SNMP security or specify Agent information, choose 
the OK button. The Network Settings dialog box reappears. Choose the OK 
button. The Microsoft SNMP service has been configured and is ready to start. 
It is not necessary to restart the computer. 

Configuring SNMP Security 
SNMP security allows you to specify the communities and host your computer 
will accept requests from and to specify whether to send an authentication trap 
when an unauthorized community or host requests information. 

~ To configure or reconfigure SNMP security 

1. Choose the Network option in Control Panel. In the Installed Network 
Software box, select SNMP Service and choose the Configure button. 

The SNMP Service Configuration dialog box appears. 

2. Choose the Security button. 

[gJ Send Aythentication Trap 

Accepted Community Hames 

public 
~ffm~ms~:mTI![mil!J[iU"Ir]Ij;l:n···. ti'sS··j I {- Add' Community Name 

IRemove ~}I 
Help 

o A,!<.cept S N M P P ack.ets from Any Host 

• !!nly Accept SNMP Pack.ets from These Hosts: --------, 

Ho.!t or IP Address: 
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The SNMP Security Configuration dialog box displays the following options. 

Item 

Send Authentication 
Trap 

Accepted Community 
Names 

Accept SNMP Packets 
From Any Host 

Only Accept SNMP 
Packets From These 
Hosts 

Description 

When the SNMP service receives a request for information 
that does not contain the correct community name and 
doesn't match an accepted host name for the service, the 
SNMP service can send a trap to the trap destination(s), 
indicating that the request failed authentication. This check 
box specifies whether or not this authentication trap is sent. 

A host must belong to a community that appears on this list 
for the SNMP service to accept requests from that host. 
Typically, all hosts belong to Public, which is the standard 
name for the common community of all hosts. An entry in 
the list can be deleted by selecting it and choosing the 
Remove button. 

If this option is selected, no SNMP packets are rejected on 
the basis of source host ID, and the list of hosts under Only 
Accept SNMP Packets From These Hosts has no effect. 

If this option is selected, SNMP packets will be accepted 
only from the hosts listed. An entry in the list can be deleted 
by selecting it and choosing the Remove button. 

3. Enter the community names you will accept requests from in the Community 
Name box. Choose the Add button after typing each name to move it to the list 
on the left. 

4. To accept SNMP packets from any host, select that option. Otherwise, select 
the Only Accept SNMP Packets From These Hosts option. Then type the host 
names or IP addresses of the hosts you will accept requests from in the Host 
Or IP Address box. Choose the Add button to move the host name or IP 
address to the box on the left. 

5. To send a trap for failed authentications, select the Send Authentication 
Trap box. 

6. Choose the OK button. 

The SNMP Service Configuration dialog box reappears. 

To specify Agent information (comments about the user, location, and 
services) choose the Agent button. Continue with the configuration procedure 
as described in the next section. 

If you do not want to specify Agent information, choose the OK button to 
return to the Network Settings dialog box. Choose the OK button again. The 
Microsoft SNMP service and SNMP security have been configured and are 
ready to start. 
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Configuring SNMP Agent Information 
SNMP agent information allows you to include comments about the user and 
physical location of the computer and indicate the types of service to report. 
The types of service that can be reported are based on the computer's 
configuration. 

I> To configure or reconfigure SNMP agent information 

1. Choose the Network option in Control Panel. In the Installed Network 
Software box, select SNMP Service and choose the Configure button. 

2. In the SNMP Service Configuration dialog box, choose the Agent button. 

kontact: 

location: IOldg. 7. room 823 

Service----------------, 

D f.hysical D J!atalink I 5 ubnetwork 

D !nternet [;g] .E.nd-to-End 

3. Enter the computer user's name in the Contact box and a physical location 
in the Location box. 

The comments will be used as text and cannot include embedded control 
characters. 

4. Select the services to report in the Service box. 

This option specifies which TCP/IP services are enabled. SNMP must have 
this information to manage the enabled services. End-To-End and Applications 
should be selected for all Windows NT installations. If you have installed 
additional TCP lIP services, such as a bridge or router; you should consult 
RFC 1213 for additional information. 

5. Choose the OK button to return to the SNMP Agent dialog box. 

The SNMP Service Configuration dialog box appears. 



Appendix A Network Protocols 527 

6. Choose the OK button to close the SNMP Service Configuration dialog 
box and return to the Network Settings dialog box. 

7. To complete SNMP Service Installation and Configuration, choose the 
OK button. 

SNMP is ready to operate after installation and configuration without 
. restarting. 

Using the Microsoft FTP Server Service 
The Microsoft FTP Server service allows a Windows NT computer to transfer 
files to and from remote computers that support the FTP and TCP/IP protocols. 
The FTP Server service supports all Windows NT FTP client commands. Non­
Microsoft versions of FTP clients may contain commands that are not supported. 

The FTP Server service is implemented as a multithreaded Win32 service 
compliant with the requirements defined in Request For Comments (RFCs) 959 
and 1123. RFCs are the official working documents of the Internet Engineering 
Task Force (IETF). 

The FTP Server is integrated with the Windows NT security model. Users 
connecting to the FTP Server service are authenticated based on their Windows 
NT user accounts and receive access based on their user profile. For this reason, 
it is recommended that the FTP Server service be installed on a NTFS partition 
so the files made available via FTP can be secured. 

Caution The FTP Server protocol relies on the ability to pass user passwords over 
the network without data encryption. A user with physical access to the network 
could examine user passwords during the FTP validation process. 

The following section describes how to install, configure, and administer the 
Microsoft FTP Server service. It assumes that you have successfully installed 
TCP/IP and any necessary devices and device drivers. 

Installing the FTP Server Service 
The FTP Server service is not installed automatically because of the security risks 
mentioned above. You must be a member of the Administrators group to install 
and configure the FTP Server service. 
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t> To install the FTP Server service 

I. Choose the Network option in Control Panel. 

2. In the Network Settings dialog box, choose the Add Software button. 

The Add Network Software dialog box appears. 

3. Select FTP Server in the Network Software box, and then choose the Continue 
button. A warning message prompts you to confirm that you are familiar with 
FTP Security. 

C]) 
The File Transfer Protocol relies on the ability to pass user 
passwords over the network without data encryption. A 
user with physical access to the network may be able to 
examine users' passwords during FTP validalion. Are you 
sure you want to continue? 

4. Choose the Yes button to continue with FTP Server installation. 

The Windows NT Setup dialog box prompts you for the full path to the 
Windows NT distribution files. Provide the appropriate location, and choose 
the Continue button. 

5. Mter the necessary files are copied to your computer, the FTP Service dialog 
box appears. 

6. Continue with the configuration procedure as described in the next section. 
The FTP Server service must be configured in order to operate. 

Configuring the FTP Server Service 
Mter the FTP Server service software is installed on your computer, you must 
configure it to operate. 

r> To configure or reconfigure the FTP Server service 

1. The FTP Service configuration dialog box appears automatically after the 
FTP Server service software is installed on your computer. 

If you are reconfiguring the FTP Server service, choose the Network option 
in Control Panel. In the Installed Network Software box, select FTP Server, 
and then choose the Configure button. 
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Maximum Connections: ~ idle Timeout (min): 1 10 !!J 

Home J!irectory: L-Ic_:\_u_s_er_s ___________ ------' 

!!sername: L.:lg:....u_e_st __________ _ 

e.assword: I··KK.K.K •• KK •• 

o Allow !lnly Anonymous Connections 

OK Cancel Help 

The FTP Service dialog box displays the following options. 

Item 

Maximum Connections 

Idle Timeout 

Home Directory 

Allow Anonymous 
Connections 

Username 

Description 

Specifies the maximum number of FTP users who can 
connect to the system simultaneously. The default value 
is 20; the maximum is 50. 

Specifies how many minutes an inactive user may remain 
connected to the FTP Service. The default value is 10 
minutes; the maximum is 60 minutes. If the value is 0, users 
are never automatically disconnected. 

Specifies the initial directory for users. 

Enables users to connect to the FTP Server using the user 
name anonymous. A password is not necessary, but the user 
is prompted to enter his or her electronic mail address as the 
password. By default, anonymous connections are not 
allowed. Note that you cannot use a Windows NT user 
account with the name anonymous with the FTP Server. 
The anonymous user name is reserved in the FTP Server 
for the anonymous logon function. Users logging on with 
the username anonymous receive permissions based on the 
FTP Server configuration for anonymous logons. 

Specifies which local user account to use for FTP Server 
users who log on under anonymous. Access permissions for 
the anonymous FTP user will be the same as the specified 
local user account. The default is the standard guest system 
account. 
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Item 

Password 

Allow Only 
Anonymous 
Connections 

Description 

Specifies a password when connecting with anonymous as 
the user name. The default is the default Windows NT guest 
account password. If you will use the guest account for 
anonymous logons, and you have changed the default guest 
account password, you should enter the guest account 
password here. 

Allows only the user name anonymous to be accepted. 
This option is useful if you do not want users to use their 
own user names and passwords because FTP passwords are 
unencrypted. However, all users will have the same access 
privilege. By default, this option is not enabled. 

2. Default values are provided for Maximum Connections, Idle Timeout, and 
Home Directory. Accept the default values or change values for each field as 
necessary. 

3. Choose the OK button to close the FTP Service configuration dialog box and 
return to the Network Settings dialog .box. 

4. To complete initial FTP Server service installation and configuration, choose 
the OK button. 

A message informs you that you must restart the computer so that the change 
you made will take effect. It is not necessary to restart. If you are installing the 
FTP Server for the first time, you need only to exit Control Panel and restart 
Control Panel for the FTP Server icon to appear. If you are just reconfiguring 
the FTP Server service, you need only to restart the service for changes to take 
effect. 

Note On initial installation you must also complete security configuration as 
described below for users to access volumes on your computer. 
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f> To configure FTP Server security 

1. After the FTP Server has been installed and you have restarted Control Panel, 
start the FTP Server option in Control Panel. Advanced Server users can also 
use the FTP menu in Server Manager. Choose the Security button. 

[S] Allow .Read 

File System Type: NTFS [S] [AI!.~·~~~s.i.~I~~J 

2. Select the drive letter you want to set security on in the Partition box. 
Choose the Allow Read, the Allow Write, or both check boxes. 

3. Choose the OK button when you are finished setting security access on 
partitions. 

The changes take effect immediately. The FTP Server service is now ready 
to operate. 

Administering the FTP Server Service 
Once initial installation is complete, the FTP Server service is automatically 
started in the background as a service each time the computer is started. Remote 
computers are able to initiate an FTP session while the FTP Server service is 
running on your Windows NT computer. Both computers must be running the 
TCP lIP protocol. 

Remote users can connect to the FTP Server using their account on the FTP 
Server, an account on the FTP Server's domain (Advanced Server only), or using 
the anonymous account if the FTP Server service is configured to allow 
anonymous logons. 

Use the Services option in Control Panel to start and stop the FTP Server service. 
For more information about using the Services option of Control Panel, see 
Chapter 5, "Control Panel." If selected, the FTP Server icon will offer to start the 
FTP Server service if it is not running. Y oucan also start and stop the service at 
the command prompt using the commands net start ftpsvc or net stop ftpsvc. 
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Managing Users 
Use the FTP Server option in Control Panel to manage users connected to the FTP 
Server and to set security for each volume on the FTP Server. For convenience on 
Advanced Server computers, the same dialog box can be reached from Server 
Manager using the FTP menu item. 

You must be a member of the Administrators group to administer the FTP Server. 

konnected Users From Time 

!.~ .. ~g!:Q!!.!i~.\r.~.\9.r ............................................................. H.?:J.:.?~J..~.4 ...................... Q.:.Q~;.?~............................................... Close 
• ernesta 142.1.24.171 0:00:42 

Help 

The Connected Users box displays connected users, their IP addresses, and how 
long they have been connected. Users who have logged on using the anonymous 
user name display the password used when they logged on as their user name. If 
the user name contained a mail host (for example, ernesta@trey_research.com) 
only the username (ernesta) appears. The anonymous user also has a question 
mark (?) over the user icon. 

The FTP Server allows you to disconnect one or all users with the disconnect 
buttons. Users are not warned if you disconnect them. 

The FTP Server displays users as they connect, but does not update the display 
when users disconnect or their connect time elapses. The Refresh button allows 
you to update the display to show only users who are currently connected. 

Choosing the Security button displays the FTP Service Security dialog box, 
allowing you to set Read and Write permissions for each partition on the FTP 
Server. You must set the permissions for each partition you want FTP users to 
have access to. If you do not set partition parameters, no users are able to access 
files. If the partition uses a secure file system, such as NTFS, file system 
restrictions are also in effect. 

In addition to FTP Server partition security, if a user logs on using a Windows NT 
account, access permissions for that account are in effect. 
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APPENDIX B 

Remote Access Service 

This appendix helps you install and get started with the Remote Access Service. 
For details, see online Help. 

Overview and Planning 
The Windows NT Remote Access Service contains two main components: 

• The Remote Access server, a Windows NT workstation configured to 
accept incoming calls 

• The Remote Access client, a Windows NT, MS-DOS, or Microsoft Windows 
computer that dials in to a server 



534 System Guide 

Windows NT can act as both a server and a client. 

A Remote Access client is a computer (or workstation) that is not directly 
connected to a network. The user calls a server and connects to the network 
through a telephone line, as shown in the following illustration. 

PC workstation 

Remote 
Access 
server 

Once connected, the telephone link is transparent. From the remote client, users 
can see and gain access to network resources on the LAN just as they do in the 
office from a computer physically connected to the LAN. In this way, the Remote 
Access Service acts as a gateway between the remote client and the network, 
as shown in the following illustration. 

PC workstation 
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The Remote Access Service features the Remote Access Phone Book program for 
entering and maintaining the names and telephone numbers of remote networks. 
Clients can connect to and disconnect from these networks through the Phone 
Book. For information about using the Remote Access Phone Book, see the online 
Help. 

The Remote Access Service also has a graphical Administrator's utility. 
Through the Administrator's utility, you can do the following: 

• Start, stop, pause, or continue the Remote Access server 

• Grant Remote Access permission to or revoke it from individual users 

• Monitor Remote Access traffic and user accounts 

The Administrator's utility allows you to monitor Remote Access servers and 
users from any computer on the network, including a remote one. With Windows 
NT Event Viewer, located in the Administrative Tools group, you can see events 
and errors audited by the Remote Access Service. For details about Event Viewer, 
see Chapter 15, "Event Viewer." 

Remote Access 
server (Windows NT) . 

line 

Overview of Windows NT Remote Access Service 
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Features 
The Microsoft Windows NT Remote Access Service offers the following features: 

• Transparent access to the network for telecommuters, mobile workers, 
and remote system administrators. 

• Support for named pipes, remote procedure calls (RPC), and the 
LAN Manager application programming interface (API). 

• Client access to resources on application servers· such as SQL Server, 
SNA Server for Windows NT, and Lotus Notes®. 

• Compatibility with workstations and servers running previous versions 
of the Remote Access Service. 

• Support for public telephone, X.25, and integrated services digital network 
(ISDN) wide area networks. 

• Support for data compression and error control on modems. 

• Software compression. 

• Security: 

• Integration with Windows NT security. 

• . Encrypted authentication during connecti<.m. 

• Support for third-party security hosts that authenticate users. 

• Callback for either added security or user convenience. 

• Central administration of servers and users. 

• Support for over 100 modems. See the Microsoft Windows NT 
Hardware Compatibility List. 
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Setting Up the Remote Access Service 
First, install your wide area network adapters such as X.2S and ISDN adapters. 
(For information about installing adapter cards, see the hardware documentation.) 

Note Make sure the I/O address and interrupt request (IRQ) level settings you 
choose for your adapter do not conflict with other peripherals on your computer. 

~ To install a wide area network adapter 

1. In the Windows NT Control Panel, double-click the Network icon. 

2. Choose the Add Software button. 

3. From the list, choose Remote Access Service. 

4. Choose the Continue button. 

5. Follow the instructions on the screen. 

If you need help, choose the Help button on any of the Remote Access 
Setup screens. 

6. When the software is installed, restart the computer. 

When you return to Windows NT, you will see the Remote Access Service group, 
which contains the Remote Access icon. 

Allowing Others to Connect to Your Workstation 
Without permission, users cannot dial in to your workstation, even if the 
Remote Access client software has been installed on their computers. 

~ To grant Remote Access permission to users 

1. Start the Administrator's utility by double-clicking the Remote Access Admin 
icon in the Remote Access Service group. 

2. From the Users menu, choose Permissions. 

In the Remote Access Permissions dialog box, you can grant or revoke Remote 
Access permissions to either one user at a time or to all users at once. For more 
information on granting Remote Access permissions, choose the Help button. 

For information about setting up your modem, see online help. 

Note Microsoft recommends against granting dial-in permission to guest 
accounts. 
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X.25 Support 
The Remote Access Service lets you access an X.25 network in two general ways: 

• A client (for the Windows graphical environment or Windows NT system) 
can use asynchronous PADs. 

• A server and client (for the Windows NT system only) can use direct 
connections. 

X.25 Configurations 
The Remote Access Service for X.25 networks offers two configurations for 
the client and two for the server: 

Client/Server 

Client 

Client 

Client 

Server 

Server 

Configuration 

Dial-up PAD 

External PAD 

Direct connection through X.2S smart card 

Direct connection through X.2S smart card 

External PAD 

See the Windows NT Hardware Compatibility List for PADs that have been 
tested with the Remote Access Service. 

Accessing X.25 Through Dial-up PADs 
Operating between the client and the Remote Access server, an asynchronous 
PAD converts serially transmitted data into X.25 packets. When the PAD receives 
a packet from an X.25 network, it puts the packet out on a serial line, making 
communication possible between the client and the X.25 network. 

Remote Access clients can connect with Remote Access servers through dial-up 
PAD services supplied by X.25 carriers, such as Sprintnet and InfoNet. Once the 
client's modem (modem A in the following illustration) connects to the PAD's 
modem (modem B), the client software must converse with the dial-up PAD . 
. When their conversation is successfully completed, a connection is established 
between client and server. 

Note For best results, make sure the client modem is compatible with the PAD 
carrier's modem, or at least match the V. protocol supported by the carrier's 
modem. 
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The conversation ( command/response scripts) for the PADs supported by an 
X.25 carrier is stored in the PAD.lNF file. Remote Access software supplies one 
example. To customize for your PAD, see "P AD.lNF Format," later in this 
chapter, and use the editing program you're familiar with. 

Note For dial-up PADs, you must use the COMMAND= format, not the 
COMMAND_INIT, COMMAND_DIAL, and COMMAND_LISTEN format. 

The following illustration shows how a client connects to the Remote Access 
server through a dial-up PAD and the X.25 network. 

Applications 

Windows NT 
Advanced Server 
or LAN Manager 
server 

Remote Access 
server with 
X.25 smart card 

Remote client 

How Remote Access Connects to the Server Through a Dial-up PAD 

Dial-up asynchronous PADs are a practical choice for Remote Access clients 
because they don't require an X.25 line plugged into the back of the workstation. 
Their only requirement is the telephone number of the PAD service for the carrier. 
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The following table compares connecting through dial-up PADs and connecting 
directly: 

Dial-up PAD 

Saves the expense of a dedicated leased 
line (direct connection). 

Allows connections from hotels, airports, 
homes-anywhere a phone line is 
available. 

Requires two steps to connect. 

Limits maximum communication speed 
to the modem's or the PAD's speed, 
whichever is slower. 

Allows less control in configuring PADs. 

Client External PAD 

Direct connection 

Requires expensive leased line. 

Requires users to dial in from a fixed 
location. 

Connects conveniently in one step. 

Lets communication take place up to the 
speed of a leased line, 56 kilobits per 
second. 

Offers greater reliability. 

In this configuration, the PAD is connected to the client workstation by an 
RS-232 cable attached to a serial port. In the PAD.INF file, create a section that 
contains a dialog script for connecting to a server. For examples, see the P AD.INF 
file. 

Note The PAD.INF entry must have the COMMAND_INIT, 
COMMAND_DIAL, and COMMAND_LISTEN strings so that the 
PAD can be used for the client and server. 

Client Connecting to the X.2S Network Through an External PAD 
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Server External PAD 
Servers with external PADs must be configured to receive incoming calls. 
As with the client, in the P AD.INF file create a section that contains a dialog 
script for connecting to clients. For examples, see the P AD.INF file. 

Note The PAD.INF entry must have the COMMAND_INIT, 
COMMAND_DIAL, and COMMAND_LISTEN strings so that 
the PAD can be used for the client and server. 

Connection 
to LAN 

Server Connecting to the X.2S Network Through an External PAD 

PAD and Serial Configuration 
To configure your PAD correctly, set the X.3 parameters as shown in the 
following table. 

Parameter number X.3 parameter Value 

1 PAD Recall 0 

2 Echo 0 

3 Data Fwd. Char 0 

4 Idle Timer 1 

5 Device Ctrl 0 

6 PAD Service Signals 1 

7 Break Signal 0 

8 Discard Output 0 

9 Padding after CR 0 

10 Line Folding 0 
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Parameter number X.3 parameter Value 

11 Not Set 

12 Flow Control 0 

13 Linefeed Insertion 0 

14 Padding after LF 0 

15 Editing 0 

16 Character Delete 0 

17 Line Delete 0 

18 Line Display 0 

19 Editing PAD Srv Signals 0 

20 Echo Mask 0 

21 Parity Treatment 0 

22 Page Wait 0 

Caution Failure to set these values as shown prevents the Remote Access 
Service from functioning properly. For information on setting these values, 
see the instructions with your X.25 smart card. 

Also, configure external and dial-up PADs to the following serial communication 
settings: 

• 8 data bits 

• 1 stop bit 

• No parity serial communication 

For dial-up PADs, make sure your vendor supports this configuration. The PADs 
are often already set to the correct configuration for connecting directly through 
an internal X.25 smart card. Do not change it. 
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Connecting to the X.2S Networ~ Directly 
The Remote Access Service also supports connecting directly from the remote 
workstation to the X.25 network through a smart card. An X.25 smart card is a 
hardware card with a PAD embedded in it. To the personal computer, the X.25 
virtual circuit looks like a communication port with an advanced modem 
connected to it. 

To access the X.25 network through a direct connection, you need: 

• A direct line connection to an X.25 network (clients only). 

• A smart card. 

Note The server side always requires an X.25 smart card, but the client side 
requires one only when connecting to the X.25 network directly. 

The following illustration shows how the server and a Windows NT-based client 
(both equipped with smart cards) connect to the X.25 network directly. 

Applications 

Windows NT 
Advanced Server 
or LAN Manager 

Remote client with 
X.25 smart card 

Connecting to an X.2S Network Directly 

Remote Access 
server with 
X.25 smart card 
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Callback 
The Remote Access server does not support callback on X.25 networks. 

Setting Up the Remote Access Server for an 
X.25 Network 

I> To set up the server to connect through an X.2S network 

1. Install the X.25 smart card (according to the manufacturer' s instructions). 

A communications driver for the X.25 smart card supplied by the hardware 
manufacturer or a third party then emulates communication ports. 

2. Make sure your X.25 smart card is configured with the X.3-parameter values 
shown in the section "PAD and Serial Configuration," earlier in this chapter. 

3. Install the Remote Access Service through Windows NT Control Panel. 

4. From the list of devices on the Remote Access Setup screen, select an entry 
corresponding to the X.25 smart card. 

5. In setting up the Remote Access server, make sure that the ports selected 
are configured for dial in. 

Note Make sure that the speed of the leased line can support all the serial 
communication (COM) ports at all speeds at which clients will dial in. For 
example, 4 clients connecting at 9600 bps (through dial-up PADs) will require 
a 38,400-bps (4 times 9600) leased line on the server end. If the leased line does 
not have adequate bandwidth, it can cause time-outs and degraded performance 
for connected clients. 

Setting Up a Remote Access Client 
This section tells you how to set up a Windows NT Remote Access client 
so that it can do the following: 

• Connect to the X.25 network through PAD services 

• Connect to the X.25 network directly 
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Connecting Through Dial-up PADs 
In general, a client connects to an X.25 network in two steps: 

1. Dial from the client's modem to a PAD (modem-to-~odem). 

2. Establish a connection over the X.25 network between the PAD and the 
server-side X.25 smart card. 

Once you've established a connection, communicate as you would through any 
asynchronous connection. For a more complete description of connecting through 
dial-up PADs, see "Accessing X.25 Through Dial-up PADs," earlier in this 
chapter. 

Configuring Client PADs 
The client PAD, through which a remote workstation connects to the 
X.25 network, may have previously been set to X.3-parameter values that are 
incompatible with the Remote Access Service. Therefore, it is very important to 
configure the X.25 smart card on the Remote Access server so that it changes the 
client PAD's X.3 settings to the values shown in the section "PAD and Serial 
Configuration," earlier in this chapter as soon as a connection is established 
through X.29 commands. To configure an X.25 smart card to make these 
changes, see the configuration manual for your specific card. 

Note If the X.25 smart card on the server end does not support commands for the 
X.29 language, the client PAD script must set the X.3 parameters locally. If you 
have problems, contact the support site for your X.25 smart card vendor. 

Connecting Directly 
To set up the client for connecting directly to the X.25 network, follow the same 
procedures as you did in setting up the Remote Access server. See "Setting Up the 
Remote Access Server for an X.25 Network," earlier in this chapter. Make sure 
the communication ports are selected as dial out. 
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Configuring Remote Access Software for X.25 
Connecting to a server through an X.25 network is similar to connecting through a 
phone line. The only difference is that the phone book entry must specify an X.25 
PAD type and an X.121 address. 

l> To add a phone book entry with X.25 or to add X.25 to an existing entry 

• See Remote Access online Help. 

PAD.lNF Format 
Similar in format to MODEM.INF, P AD.INF contains the conversations 
between the client software and the PAD, whereas MODEM.INF contains 
script information used to talk to the modem. You can find P AD.INF in the 
\ WINNT\SYSTEM32\RAS subdirectory. 

The macros in the following list are reserved words, which you cannot define 
in PAD.INF to create a new entry. Reserved words are case insensitive. 

• x25address 

• diagnostics 

• userdata 

• facilities 

Caution Using reserved words as macro names in PAD.INF could result in 
unpredictable behavior of the Remote Access software. 

In PAD.INF you can use the COMMAND_INIT, COMMAND_DIAL, and 
COMMAND_LISTEN family or the generic COMMAND= family. You cannot 
mix the two families within a single entry. 

Support for Security Hosts and Switches 
The Remote Access Service for Windows NT supports various kinds of 
intermediary devices (switches and hosts) between the Remote Access client 
and the Remote Access server. These devices include: 

• Modem-pool switch 

• Security host 
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Sample Configuration with Modem Pool and Security Host 

Connecting Through Intermediary Devices 

Connection 
to LAN 

Before a client can connect to the Remote Access server through intermediary 
devices, it usually has one of two possible dialogs with each intermediary device: 

Static 
A dialog that's always the same and requires no input from the user. 

Interactive 
A dialog that always changes, requiring input from the user. 

You must prepare the client to conduct the correct dialog with each intermediary. 

With a configuration that requires both types of dialogs, preparation takes 
two general steps: 

1. Write a script for the static dialog. 

For details, see the following section, "Writing Scripts." 

2. Activate terminal mode for the interactive dialogs. 

For more information, see online Help. 
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If your configuration requires only one kind of dialog, perform only one of 
these steps. For example: 

• If your clients connect through only one intermediary with a static dialog, 
such as an X.25 network, perform step 1 only. 

• If your clients connect through a security host with an interactive dialog, 
perform step 2 only. 

Writing Scripts 
To write a script for static dialogs, such as the one between the client and modem 
pool in the following illustration, add the modem pool to the SWITCH.INF file. 

1 Preconnect (static) 
2 Postconnect (interactive) 
3 Remote Access authentication 

Sample Dialogs Between Client and Intermediary Devices 

Remote 
Access 
server 

This illustration shows two dialogs, preconnect (the modem-pool switch) and 
postconnect (the security host). Although preconnect and postconnect dialogs 
can be either static or interactive, the preconnect dialog is usually static and the 
postconnect interactive. Static dialogs require no interaction between the switch 
and the user. Interactive dialogs require input from the user onto a terminal 
screen. 

With static dialogs, the user selects a user-written custom script from the Switch 
dialog box. With interactive dialogs, the user selects Terminal from the Switch 
dialog box. See online Help for accessing the Switch dialog box. 
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1> To write a script 

1. In the client's SWITCH.INF file, type the name of the device within brackets. 

2. Add one or more commands followed by zero or more responses. 

Note As with PAD.INF, responses in SWITCH.INF immediately follow 
their commands. 

Here is a hypothetical entry from a sample SWITCH.INF file: 

[Teleswitch] 
COMMAND=<cr><cr> 
OK=Ready<cr> 
Error=Failure<cr> 

To add an entry to your SWITCH.INF file, create a sequence of commands 
and responses that follows the order in the sample SWITCH.INF file. 

The Remote Access Terminal feature lets the user communicate with intermediary 
devices that require an interactive dialog. For instructions about activating 
Terminal, see Remote Access online Help. 

Security Hosts 
A security host is a third-party authentication device that verifies whether a caller 
from a remote client is authorized to connect to the Remote Access server. This 
verification supplements security already supplied by the Remote Access Service 
and Windows NT Advanced Server. 

For example, one kind of security system consists of two hardware devices, the 
security host and security card. The security host is installed between the Remote 
Access server and its modem. The security card is a small unit the size of a credit­
card, resembling a pocket calculator without keys. The security card displays in 
its window a different access number every minute. This number is synchronized 
with the same number calculated in the security host every minute. When 
connecting, the remote user sends the number on the security card to the host. 
If the number is correct, the security host connects the remote user with the 
Remote Access server. 

Another kind prompts the remote user to type in a username (which mayor may 
not be the same as the Remote Access username) and a password (which differs 
from the Remote Access password). 
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Note When this manual was printed, only the Security Dynamics ACM/400 had 
been tested with the Windows NT Remote Access Service. Please consult the 
Microsoft Windows NT Hardware Compatibility List for other supported security 
hosts. 

~ To make third-party security devices work with the Remote Access Service 

1. If the Remote Access server's modem is different from the modem in the 
security host's section in MODEM.INF, the MODEM.lNF file on the Remote 
Access server needs to be customited to link the security host to the server's 
modem. 

2. The remote user needs to activate Terminal mode to interact with the security 
host. 

Customizing the Remote Access Server's MODEM.lNF File 
When you install a security host between the Remote Access server and its 
modem(s), the server's modem and the security host act together as a new type 
of modem. The MODEM.lNF file is shipped with a template for each supported 
security host paired with a particular modem. For example, the ACM/400 is 
paired with an AT&T Comsphere 3820 modem. 

To use the security host with a different modem, you will have to modify the 
MODEM.lNF file. 

~ To customize MODEM.INF 

1. Make a backup copy of the MODEM.lNF file. 

2. In the security host's section, replace all of the values for the _on and _off 
macros (such as speaker_on=Ml) with the values from the section of the 
modem you'll be using. 

For a list of these macro values, see the modem's documentation. 

3. In the security host's section, replace all COMMAND _INIT= lines with the 
COMMAND _INIT= lines from the section for the modem you'll be using. 

The security host section must have the same number of COMMAND _ INIT 
lines as the section for the modem you want to use. 

Do not change any other line in the security host section. 
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Note LOOP= lines are not needed for all modems. However, if you are in doubt, 
leave them in. 

After customizing the security host section in MODEM.INF, install the security 
host and modem on the Remote Access server through the Windows NT 
Advanced Server Network Control Panel. 

~ To install a security device 

1. In the Windows NT Advanced Server Control Panel, choose the Network 
option. 

2. In the Installed Network Software window, select Remote Access Service. 

3. Choose the Configure button. 

4. On the Remote Access Setup screen, select the security device connected 
between the Remote Access server and its modem, and choose the Continue 
button. 

5. On the Network Setting screen, choose the OK button. 

Activating Terminal Mode on the Client 
Remote Access Terminal lets the remote user send the correct access number to 
the security device. If the number is correct, the user is connected to the Remote 
Access server. 

~ To prepare the client for Terminal mode 

1. In the Remote Access Phone Book, select the entry you want to connect to. 

2. Choose the Edit button. 

3. Choose the Advanced button. 

4. Choose the Switch button. 

5. In the Post-connect Script box, select Terminal. 

6. Choose the OK button. 

~ To connect to the Remote Access server 

1. Select the entry you have just prepared for Terminal mode. 

2. Choose the Dial button. 

When prompted, type your username and password, and then choose 
the OK button. 
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3. When the Terminal screen appears, press ENTER. Type the access information 
required by your security host, for example, your personal identification 
number, followed by the number on the screen of the security card. Press 
ENTER again. 

4. As soon as you get the indication that you have been authenticated, 
choose the Done button. 

The indication varies from one security host to another. For example, 
you may get "OK," or the cursor may just drop to the next time. 

Authentication on the Remote Access server begins. 

ISDN Wide Area Network 

Installation 

Integrated services digital network (ISDN) offers a much faster communication 
speed than the telephone line. The phone line typically communicates at 9600 
bits per second (bps), whereas ISDN communicates at speeds of 64 or 128 
kilobits per second. Businesses that need this kind of speed usually have a large 
telecommuting work force or need to do extensive administrative tasks remotely 
such as installing software on off-site workstations. 

An ISDN line comes with two B channels and one D channel. Each B channel 
transmits data at 64 kilo bits per second. The D channel is for signaling, and it 
transmits data at 16 kilobits per second. 

Install ISDN cards on the server and on each client. (For instructions, see the 
card's documentation.) Then configure each B channel to act as a port or to act 
together as a single port. 

To configure the ISDN card to work with the Remote Access Service, see the 
Remote Access Service online Help. 

If your business has a large number of people calling in to the Remote Access 
server, configure each channel to operate as a port. Clients will be able to get 
higher throughputs by requesting channel aggregation at connection time. This 
feature is a dynamic and more efficient way of allocating ISDN resources. 

However, you can also statically assign a higher bandwidth by configuring both 
channels to act as a single port. With this configuration, line speed increases to 
128 kilobits per second. 



Appendix C Limited Warranties 553 

APPENDIX C 

Limited Warranties 

This appendix contains information about the warranties that cover Microsoft 
products. The country or region in which you acquired your Microsoft product 
determines which warranty applies to you. This appendix includes warranties for 
the following countries or regions: 

• Australia, New Zealand, Papua New Guinea 

• Canada (English) 

• Canada (French) 

• England, Scotland, Wales, Ireland 

• USA or any other country 

To determine the warranty coverage for your Microsoft product, turn to the 
warranty for the country or region in which you acquired the product. 
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If you acquired your Microsoft® product in AUSTRALIA, NEW ZEALAND, or PAPUA 
NEW GUINEA, the following limited warranty applies to you: 

To the full extent permitted by the Commonwealth, State, Territory or other law or laws applicable 
to this Agreement, any conditions or warranties imposed by such legislation are hereby excluded. 
Insofar as liability under or pursuant to any legislation, whether of Commonwealth, State, Territory 
or other government, may not be excluded, such liability is limited to: 

(i) replacement of the SOFfW ARE (and any accompanying hardware, if supplied by Microsoft); or, 

(ii) correction of defects in the SOFfW ARE at the exclusive option of Microsoft. 

You acknowledge that no promise, representation or warranty or undertaking has been made or 
given by Microsoft or any person or company on its behalf in relation to the profitability of or any 
other consequences or benefits to be obtained from the delivery or use of the SOFfW ARE and any 
accompanying Microsoft supplied hardware, SOFfW ARE manuals, and written materials. You 
have relied upon your own skill and judgment in deciding to acquire the SOFfW ARE and any 
accompanying hardware, SOFfW ARE manuals, and written materials for use by you. This 
Agreement constitutes the entire agreement and understanding between you and Microsoft in relation 
to the supply of SOFfW ARE and any accompanying hardware, SOFfW ARE manuals, and written 
materials from Microsoft. 

Except as and to the extent that it is hereinbefore provided, under no circumstances shall Microsoft or 
any related company be liable for any loss, damage or injury (including without limitation any loss of 
profit, indirect, consequential or incidental loss, damage or injury) arising from the supply or use of 
the SOFfW ARE and any accompanying hardware and written materials or any failure by Microsoft 
or any related company to perform any obligation or observe any terms of this Agreement. 

This Agreement is governed by the laws of New South Wales, Australia. 

Should you have any questions concerning this Agreement, or if you desire to contact Microsoft 
for any reason, please use the address information enclosed in this product to contact the Microsoft 
subsidiary serving your country or write: Microsoft Customer Sales and Service, One Microsoft Way, 
Redmond, Washington 98052-6399, USA. 
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If you acquired your Microsoft® product in CANADA, the following limited warranty 
applies to you: 

LIMITED WARRANTY - Microsoft warrants that (a) the SOFTWARE will perform substantially 
in accordance with the accompanying Product Manual(s) for a period of 90 days from the date of 
receipt; and (b) any Microsoft supplied hardware accompanying the SOFTWARE will be free from 
defects in materials and workmanship under normal use and service for a period of one year from the 
date of receipt. Any implied warranties on the SOFTWARE and hardware are limited to 90 days and 
une (1) year, respectively. 

CUSTOMER REMEDIES - Microsoft's entire liability and your exclusive remedy shall be, at 
Microsoft's option, either (a) return of the price paid or (b) repair or replacement of the SOFTWARE 
or hardware that does not meet Microsoft's Limited Warranty and which is returned to Microsoft with 
a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE or hardware has 
resulted from accident, abuse, or misapplication. Any replacement SOFTWARE will be warranted 
for the remainder of the original warranty period or 30 days, whichever is longer. 

NO OTHER WARRANTIES -- MICROSOFT DISCLAIMS ALL OTHER WARRANTIES, 
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, 
WITH RESPECT TO THE SOFTWARE, THE ACCOMPANYING PRODUCT MANUAL(S) 
AND WRITTEN MATERIALS, AND ANY ACCOMPANYING HARDWARE. THIS LIMITED 
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. 

NO LIABILITY FOR CONSEQUENTIAL DAMAGES - IN NO EVENT SHALL 
MICROSOFT OR ITS SUPPLIERS BE LIABLE FOR ANY OTHER DAMAGES WHATSOEVER 
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, 
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY 
LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THIS MICROSOFT 
PRODUCT,EVEN IF MICROSOFT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES. IN ANY CASE, MICROSOFT'S ENTIRE LIABILITY UNDER ANY PROVISION 
OF THIS AGREEMENT SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY YOU 
FOR THE SOFTWARE. 

This Agreement is governed by the laws of the Province of Ontario, Canada. Each of the parties 
hereto irrevocably attorns to the jurisdiction of the courts of the Province of Ontario and further 
agrees to commence any litigation which may arise hereunder in the courts located in the Judicial 
District of York, Province of Ontario. 

Should you have any questions concerning this Agreement, or if you desire to contact Microsoft 
for any reason, please use the address information enclosed in this product to contact the Microsoft 
subsidiary serving your country or write: Microsoft Customer Sales and Service, One Microsoft Way, 
Redmond, Washington 98052-6399, USA. 
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Si vous avez acquis votre produit Microsoft® au CANADA, la garantie limitee suivante 
vous concerne : 

GARANTIE LIMITEE - Microsoft garantit que (a) la performance du LOGICIEL sera 
substantiellement en conformite avec Ie(s) manuel(s) de produits qui accompagne(nt) Ie LOGICIEL 
pour une periode de quatre-vingt-dix (90) jours a compter de la date de reception; et (b) tout materiel 
fourni par Microsoft accompagnant Ie LOGICIEL sera exempt de detaut de matiere premiere au de 
vice de fabrication dans des conditions normaIes d'utilisation et d'entretien pour une periode d'un an 
a compter de la date de reception. Toute garantie implicite concernant Ie LOGICIEL et Ie materiel est 
limitee a quatre-vingt-dix (90) jours et un (1) an, respectivement. 

RECOURS DU CLIENT - La seule obligation de Microsoft et votre recours exclusif seront, au 
choix de Microsoft, soit (a) Ie remboursement du prix paye ou (b) la reparation ou Ie remplacement 
du LOGICIEL au du materiel qui n'est pas conforme a la Garantie Limitee de Microsoft et qui est 
retourne a Microsoft avec une copie de votre re<;u. CeUe Garantie Limitee est nulle si Ie detaut du 
LOGICIEL ou du materiel est cause par un accident, un traitement abusif ou une mauvaise 
application. Tout LOGICIEL de remplacement sera garanti pour Ie reste de la periode de garantie 
initiale ou pour trente (30) jours, selon laquelle de ces deux periodes est la plus longue. 

AUCUNE AUTRE GARANTIE - MICROSOFT DESAVOUE TOUTE AUTRE GARANTIE, 
EXPRESSE OU IMPLICITE, Y COMPRIS MAIS NE SE LIMITANT PAS AUX GARANTIES 
IMPLICITES DU CARACTERE ADEQUAT POUR LA COMMERCIALISATION OU UN 
USAGE PARTICULIER EN CE QUI CONCERNE LE LOGICIEL, LE(S) MANUEL(S) DE 
PRODUITS, LA DOCUMENTATION ECRITE ET TOUT MATERIEL QUI 
L' ACCOMPAGNENT. CETTE GARANTIE LIMITEE VOUS ACCORDE DES DROITS 
JURIDIQUES SPECIFIQUES. 

PAS D'OBLIGATION POUR LES DOMMAGES INDlRECTS - MICROSOFT OU SES 
FOURNISSEURS N' AURONT D'OBLIGATION EN AUCUNE CIRCONSTANCE POUR 
TOUT AUTRE DOMMAGE QUEL QU'IL SOIT (Y COMPRIS, SANS LIMITATION, LES 
DOMMAGES ENTRAINES PAR LA PERTE DE BENEFICES, L'INTERRUPTION DES 
AFFAIRES, LA PERTE D'INFORMATION COMMERCIALE OU TOUTE AUTRE PERTE 
PECUNIAIRE) DECOULANT DE L'UTILISATION OU DE L'IMPOSSIBILITE 
D'UTILISATION DE CE PRODUIT MICROSOFT, ET CE, MEME SI MICROSOFT A ETE 
A VISE DE LA POSSIBILITE DE TELS DOMMAGES. EN TOUT CAS, LA SEULE 
OBLIGATION DE MICROSOFT EN VERTU DE TOUTE DISPOSITION DE CETTE 
CONVENTION SE LIMITERA AU MONTANT EN FAIT PA YE PAR VOUS POUR LE 
LOGICIEL. 

La presente Convention est regie par Ies lois de la province d'Ontario, Canada. Chacune des parties 
ala presente reconnait irrevocablement la competence des tribunaux de la province d'Ontario et 
consent a instituer tout litige qui pourrait decouler de la presente aupres des tribunaux situes dans Ie 
district judiciaire de York, province d'Ontario. 

Au cas ou vous auriez des questions concernant cette licence ou que vous desiriez vous mettre en 
rapport avec Microsoft pour quelque raison que ce soit, veuillez contacter la succursale Microsoft 
desservant votre pays, dont l'adresse est fournie dans ce produit, ou ecrire a: Microsoft Customer 
Sales and Service, One Microsoft Way, Redmond, Washington 98052-6399, USA. 
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If you acquired your Microsoft® product in ENGLAND, SCOTLAND, WALES or IRELAND, the 
following limited warranty applies to you: 

LIMITED WARRANTY - Microsoft warrants that (a) the SOFTWARE will perform substantially 
in accordance with the accompanying Product Manual(s) for a period of 90 days from the date of 
receipt; and (b) any Microsoft supplied hardware accompanying the SOFTWARE will be free from 
defects in materials and workmanship under normal use and service for a period of one year from the 
date of receipt. Any implied warranties on the SOFTWARE and hardware are limited to 90 days and 
one (1) year, respectively, or the shortest period permitted by applicable law, whichever is greater. 

CUSTOMER REMEDIES - Microsoft's entire liability and your exclusive remedy shall be, at 
Microsoft's option, either (a) return of the price paid or (b) repair or replacement of the SOFTWARE 
or hardware that does not meet Microsoft's Limited Warranty and which is returned to Microsoft with 
a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE or hardware has 
resulted from accident, abuse, or misapplication. Any replacement SOFTWARE will be warranted 
for the remainder of the original warranty period or 30 days, whichever is longer. 

NO OTHER WARRANTIES - TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, MICROSOFT DISCLAIMS ALL OTHER WARRANTIES, EITHER 
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH RESPECT TO 

. THE SOFTWARE, THE ACCOMPANYING PRODUCT MANUAL(S) AND WRITTEN 
MATERIALS, AND ANY ACCOMPANYING HARDWARE. THE LIMITED WARRANTY 
CONTAINED HEREIN GIVES YOU SPECIFIC LEGAL RIGHTS. 

NO LIABILITY FOR CONSEQUENTIAL DAMAGES - TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, MICROSOFT AND ITS SUPPLIERS SHALL NOT 
BE LIABLE FOR ANY OTHER DAMAGES WHATSOEVER (INCLUDING, WITHOUT 
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, 
LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS) ARISING OUT OF 
THE USE OF OR INABILITY TO USE THIS MICROSOFT PRODUCT, EVEN IF MICROSOFT 
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY CASE, 
MICROSOFT'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS AGREEMENT 
SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY YOU FOR THE SOFTWARE. 

This Agreement is governed by the laws of England. 

Should you have any questions concerning this Agreement, or if you desire to contact Microsoft for 
any reason, please use the address information enclosed in this product to contact the Microsoft 
subsidiary serving your country or write: Microsoft Customer Sales and Services, One Microsoft 
Way, Redmond, Washington 98052-6399, USA. 
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If you acquired your Microsoft® product in the United States of America or ANY OTHER 
COUNTRY, the following limited warranty applies to you: 

LIMITED WARRANTY - Microsoft warrants that (a) the SOFTWARE will perform substantially 
in accordance with the accompanying written materials for a period of ninety (90) days from the 
date of receipt, and (b) any hardware accompanying the SOFTWARE will be free from defects in 
materials and workmanship under normal use and service for a period of one (1) year from the date 
of receipt. Any implied warranties on the SOFTWARE and hardware are limited to ninety (90) days 
and one (1) year, respectively. Some states/jurisdictions do not allow limitations on duration of an 
implied warranty, so the above limitation may not apply to you. 

CUSTOMER REMEDIES - Microsoft's and its suppliers' entire liability and your exclusive 
remedy shall be, at Microsoft's option, either (a) return of the price paid, or (b) repair or replacement 
of the SOFTWARE or hardware that does not meet Microsoft's Limited Warranty and which is 
returned to Microsoft with a copy of your receipt. This Limited Warranty is void if failure of the 
SOFTWARE or hardware has resulted from accident, abuse, or misapplication. Any replacement 
SOFTWARE or hardware will be warranted for the remainder of the original warranty period or 
thirty (30) days, whichever is longer. Outside the United States, neither these remedies nor any 
product support services offered by Microsoft are available without proof of purchase from an 
authorized non-U.S. source, 

NO OTHE.R WARRANTIES -~ TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, MICROSOFT AND ITS SUPPLIERS DISCLAIM ALL OTHER 
WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE, WITH REGARD TO THE SOFTWARE, THE ACCOMPANYING WRITTEN 
MATERIALS, AND ANY ACCOMPANYING HARDWARE. THIS LIMITED WARRANTY 
GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY HAVE OTHERS WHICH VARY FROM 
STATE/JURISDICTION TO STATE/JURISDICTION. 

NO LIABILITY FOR CONSEQUENTIAL DAMAGES - TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL MICROSOFT OR ITS 
SUPPLIERS BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING WITHOUT 
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, 
LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT 
OF THE USE OF OR INABILITY TO USE THIS MICROSOFT PRODUCT, EVEN IF 
MICROSOFT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE 
SOME STATES/JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF 
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE 
LIMITATION MAY NOT APPLY TO YOU. 

If you acquired this product in the United States, this Agreement is governed by the laws of the State 
of Washington. If this product was acquired outside the United States, then local law may apply. 

Should you have any questions concerning this Agreement, or if you desire to contact Microsoft for 
any reason, please contact your local Microsoft subsidiary or sales office or write: Microsoft Sales 
and Service, One Microsoft Way, Redmond, Washington 98052-6399, USA. 



Glossary 

A 
account See user account. 

Account policy Controls the way passwords must 
be used by all user accounts of a domain, or of an 
individual computer. 

administrative alerts Relate to server and resource 
use; warn about problems in areas such as security 
and access, user sessions, server shutdown 
because of power loss (when UPS is available), 
directory replication, and printing. When a 
computer generates an administrative alert, a 
message is sent to a predefined list of users and 
computers. See also Alerter service. 

Alerter service Notifies selected users and 
computers of administrative alerts that occur on a 
computer. Used by the Server and other services. 
Requires the Messenger service. See also 
administrative alerts. 

archive bit Backup programs use the archive bit 
to mark files after backing them up, using the 
normal or incremental backup types. 

ASCII file See text file. 

associate To identify a filename extension as 
"belonging" to a certain application so that when 
you open any file with that extension, the 
application starts automatically. 

Audit policy For the servers of a domain or for an 
individual computer, defines the type of security 
events that are logged. 
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auditing Tracking activities of users by recording 
selected types of events in the security log of a 
server or a workstation. 

authentication Validation of a user's logon 
information. When a user logs on to an account 
on a Windows NT workstation, the authentication 
is performed by that workstation. When a user 
logs on to an account on a Windows NT 
Advanced Server domain, that authentication may 
be performed by any server of that domain. See 
also server, trust relationship. 

B 
batch program An ASCII file (unformatted text 
file) that contains one or more Windows NT 
commands. A batch program's filename has a 
.BAT or .CMD extension. When you type the 
filename at the command prompt, the commands 
are processed sequentially. 

boot loader Defines the information needed 
for system startup, such as the location for the 
operating system's files. Windows NT 
automatically creates the correct configuration 
and checks this information whenever you start 

I your system. 

boot partition The volume, formatted for either 
an NTFS, FAT, or HPFS file system, that contains 
the Windows NT operating system and its support 
files. The boot partition can be (but does not have 
to be) the same as the system partition. 

branch A segment of the directory tree, 
representing a directory and any subdirectories 
it contains. 
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browse To look through lists of directories, files, 
user accounts, groups, domains, or computers. 

buffer A temporary storage place for information. 

built-in groups The default groups provided with 
Windows NT and Windows NT Advanced Server. 
Built-in groups have been granted useful 
collections of rights and built-in abilities. 

In most cases, a built-in group will provide all 
the capabilities needed by a particular user. For 
example, if a domain user account belongs to the 
built-in Administrators group, logging on with 
that account gives a user administrative 
capabilities over the domain and the servers of the 
domain. To provide a needed set of capabilities to 
a user account, assign it to the appropriate built-in 
group. See also group, User Manager, User 
Manager for Domains. 

C 
check box A small, square box in a dialog box 
that can be selected or cleared, representing an 
option that you can turn on or off. When a check 
box is selected, an X appears in the box. 

choose To pick an item that begins an action in 
Windows NT. You often choose a command on a 
menu to perform a task, and you choose an icon to 
start an application. 

click To quickly press and release a mouse 
button. 

client A computer that accesses shared network 
resources provided by another computer (called a 
server). See also server. 

Clipboard A temporary storage area in memory, 
used to transfer information. You can cut or copy 
information onto the Clipboard and then paste it 
into another document or application, or into the 
ClipBook. See also ClipBook. 

ClipBook Permanent storage of information you 
want to save and share with others. This differs 
from the Clipboard, which temporarily stores 
information. You can save the current contents of 
the Clipboard by using the ClipBook Viewer to 
copy it into your local ClipBook. You can then 
share that information, allowing others to connect 
to the ClipBook on your computer. See also 
Clipboard, ClipBook page. 

ClipBook page A unit of information pasted 
into a local ClipBook. The ClipBook page is 
permanently saved. Information on a ClipBook 
page can be copied back onto the Clipboard and 
then pasted into documents. You can share 
ClipBook pages on the network. 

Clipbook service Supports the ClipBook Viewer 
application, allowing pages to be seen by remote 
ClipBooks. 

Computer Browser service Maintains an up­
to-date list of computers and provides the list 
to applications when requested. Provides the 
computer lists displayed in the Select Computer 
and Select Domain dialog boxes, and for 
Windows NT Advanced Server only, the lists 
in the Server Manager window. 

computer name A unique name of up to 15 
uppercase characters that identifies a computer to 
the network. The name cannot be the same as any 
other computer or domain name in the network. 

configuration registry A database repository for 
information about a computer's configuration. 

connected user A user accessing a computer or a 
resource across the network. 

Control menu A menu that contains commands 
you can use to manipulate a window. 



Control-menu box The icon at the left of the title 
bar. This icon opens the Control menu for a 
window. 

controller See domain controller. 

o 
DOE See dynamic data exchange. 

default printer The printer that is used if you 
choose the Print command without first 
specifying which printer you want to use with 
an application. You can have only one default 
printer; it should be the printer you use most 
often. 

default profile 
See system default profile, user default profile. 

dependent service 
A service that requires the support of another 
service. For example, the Alerter service is 
dependent on the Messenger service. 

desktop The background of your screen, on 
which windows, icons, and dialog boxes appear. 

destination directory The directory to which you 
intend to copy or move one or more files. 

destination document The document into which 
a package or a linked or embedded object is 
being inserted. For an embedded object, this is 
sometimes also called the container document. 

device contention The way Windows NT 
allocates access to peripheral devices, such as 
a modem or a printer, when more than one 
application is trying to use the same device. 

device driver A program that enables a specific 
piece of hardware (device) to communicate with 
Windows NT. Although a device may be installed 
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on your system, Windows NT cannot recognize 
the device until you have installed and configured 
the appropriate driver. 

dimmed Unavailable, disabled, or grayed. A 
dimmed button or command is displayed in light 
gray instead of black, and it cannot be chosen. 

directory Part of a structure for organizing your 
files on a disk. A directory can contain files and 
other directories (called subdirectories). See also 
directory tree. 

directory replication The copying of a master 
set of directories from a server (called an export 
server) to specified servers or workstations (called 
import computers) in the same or other domains. 
Replication simplifies the task of maintaining 
identical sets of directories and files on multiple 
computers, because only a single master copy of 
the data must be maintained. Files are replicated 
when they are added to an exported directory and 
every time a change is saved to the file. See also 
Directory Replicator service. 

Directory Replicator service Replicates 
directories, and the files in those directories, 
between computers. See also directory replication. 

directory tree A graphical display of a disk's 
directory structure. The directories on the disk are 
shown as a branching structure. The top-level 
directory is the root directory. 

directory window A File Manager window that 
displays the contents of a disk. The window 
shows both the directory tree and the contents of 
the current directory. 

disabled user account A user account that does 
not permit logons. The account appears in the user 
account list of the User Manager window and can 
be restored to enabled status at any time. See also 
user account. 
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disk configuration information 
The Windows NT Registry includes information 
on the configuration of your disk(s): assigned 
drive letters, stripe sets, mirror sets, volume sets, 
and stripe sets with parity. 

disk duplexing 
Establishing a mirrored copy on a disk with a 
different controller. 

disk mirroring Maintaining a fully redundant 
copy of a partition on another disk. 

disk striping Writing data in stripes across a 
volume that has been created from areas of free 
space on from 
2 to 32 disks. 

domain For Windows NT Advanced Server, a 
collection of computers that share a common 
domain database and security policy. Each 
domain has a unique name. See also workgroup. 

domain controller For a Windows NT Advanced 
Server domain, the server that authenticates 
domain logons and maintains the security policy 
and the master database for a domain. See also 
server. 

domain database See SAM database. 

domain name The name by which a domain is 
known to the network. 

domain synchronization See synchronize. 

double-click To rapidly press and release a mouse 
button twice without moving the mouse. Double­
clicking carries out an action, such as starting an 
application. 

downloaded fonts Fonts that you send to a printer 
either before or during the printing of a document. 
When you send a font to a printer, it is stored in 
printer memory until it is needed. 

drive icon An icon in a directory window in 
File Manager that represents a disk drive on your 
system. Different icons depict floppy disk drives, 
hard disk drives, network drives, RAM drives, 
and CD-ROM drives. 

drivebar Allows you to change drives by 
selecting one of the drive icons. 

dynamic data exchange A form of interprocess 
communication (IPC) implemented in the 
Microsoft Windows family of operating systems. 
Two or more programs that support dynamic data 
exchange (DDE) can exchange information and 
commands. 

E 
embedded object Presents information created in 
another application. Information in the embedded 
object does not exist in another file outside your 
document. 

encapsulated PostScript (EPS) file 
A file that prints at the highest possible resolution 
for your printer. An EPS file may print faster than 
other graphical representations. Some Windows 
NT and non-Windows NT graphical applications 
can import EPS files. 

environment variable A string consisting of 
environment information, such as a drive, path, 
or filename, associated with a symbolic name that 
can be used by Windows NT. You use the System 
option in Control Panel or the set command from 
the Windows NT command prompt to define 
environment variables. 

event Any significant occurrence in the system or 
in an application that requires users to be notified, 
or an entry to be added to a log. 

Event Log service Records events in the system, 
security, and application logs. 



export path In directory replication, a path from 
which subdirectories, and the files in those 
subdirectories, are automatically exported from an 
export server. See also directory replication. 

export server In directory replication, a server 
from which a master set of directories is exported 
to specified servers or workstations (called import 
computers) in the same or other domains. See also 
directory replication. 

extended partition Created from free space on 
a hard disk, it can be subpartitioned into zero 
or more logical drives. Only one of the four 
partitions allowed per physical disk can be an 
extended partition, and no primary partition needs 
to be present to create an extended partition. 

extension The period and up to three characters 
at the end of a filename. An extension usually 
indicates the type of file or directory. 

external command A command that is stored in 
its own file and loaded from disk when you use 
the command. 

F 
family set A collection of related tapes containing 
several backup sets. 

FAT File allocation table; a table or list 
maintained by some operating systems to keep 
track of the status of various segments of disk 
space used for file storage. 

file allocation table (FAT) See FAT. 

file system In an operating system, the overall 
structure in which files are named, stored, and 
organized. 

font set A collection of font sizes for one font, 
customized for a particular display and printer. 
Font sets determine what text looks like on screen 
and on paper. 
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free space An unused and unformatted portion 
of a hard disk that can be partitioned or 
subpartitioned. Free space within an extended 
partition is available for the creation of logical 
drives. Free space that is not within an extended 
partition is available for the creation of a partition, 
with a maximum of four partitions allowed. 

full name A user's complete name, usually 
consisting of the last name, first name, and middle 
initial. The full name is information that can be 
maintained by User Manager as part of the 
information identifying and defining a user 
account. See also user account. 

G 
global account For Windows NT Advanced 
Server, a normal user account in a user's home 
domain. Most user accounts are global accounts. 
If there are multiple domains in the network, it is 
best if each user in the network has only one user 
account, in only one domain, and each user's 
access to other domains is accomplished through 
the establishment of domain trust relationships. 
See also local account. 

global group For Windows NT Advanced Server, 
a group that can be used in its own domain, 
servers and workstations of the domain, and 
trusting domains. In all these places it can be 
granted rights and permissions and can become a 
member of local groups. However, it can contain 
only user accounts from its own domain. Global 
groups provide a way to create handy sets of users 
from inside the domain, available for use both in 
and out of the domain. 

Global groups cannot be created or maintained 
on Window NT workstations. However, for 
Windows NT workstations that participate in a 
domain, domain global groups can be granted 
rights and permissions at those workstations, and 
can become members of local groups at those 
workstations. See also group, local group. 
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group In User Manager, an account containing 
other accounts that are called members. The 
permissions and rights granted to a group are 
also provided to its members, making groups a 
convenient way to grant common capabilities to 
collections of user accounts. For Windows NT, 
groups are managed with User Manager~ For 
Windows NT Advanced Server, groups are 
managed with User Manager for Domains. See 
also built-in groups, global group, local group, 
user account. 

group memberships The groups to which a user 
account belongs. Permissions and rights granted 
to a group are also provided to its members. In 
most cases, the actions a user can perform in 
Windows NT are determined by the group 
memberships of the user account the user is 
logged on to. See also group. 

group name A unique name identifying a local or 
global group to Windows NT. A group's name 
cannot be identical to any other group name or 
user name of its own domain or workstation. See 
also global group, local group. 

group windO\ ... In Program Manager, a window 
that displays the program-item icons in a group. 

H 
high-performance file system See HPFS. 

home directory A directory that is accessible to 
the user and contains files and programs for that 
user. A home directory can be assigned to an 
individual user or can be shared by many users. 

HPFS High-performance file system (HPFS); 
primarily used with the OS/2 operating system 
version 1.2 or later. It supports long filenames but 
does not provide security. 

import computers In directory replication, the 
servers or workstations that receive copies of the 
master set of directories from an export server. 
See also directory replication. 

import path In directory replication, the path to 
which imported subdirectories, and the files in 
those subdirectories, will "be stored on an import 
computer. See also directory replication. 

internal command Commands that are stored in 
the file CMD.EXE and that reside in memory at 
all times. 

interrupt request lines (IRQ) Hardware lines over 
which devices can send signals to get the attention 
of the processor when the device is ready to 
accept or send information. Typically, each 
device connected to the computer uses a separate 
IRQ. 

l( 
kernel driver A driver that accesses hardware. 

L 
linked object A representation or placeholder 
for an obj ect that is inserted into a destination 
document. The object still exists in the source file 
and, when it is changed, the linked object is 
updated to reflect the changes. 

list box In a dialog box, a box that lists available 
choices-for example, a list of all files in a 
directory. If all the choices do not fit in the list 
box, there is a scroll bar. 

local account For Windows NT Advanced 
Server, a user account provided in a domain for 
a user whose global account is not in a trusted 
domain. Not required where trust relationships 
exist between domains. See also global account, 
user account. 



local group For Windows NT, a group that can 
be granted permissions and rights only for its 
own workstation. However, it can contain user 
accounts from its own computer, and (if the 
workstation participates in a domain) user 
accounts and global groups both from its own 
domain and from trusted domains. Local groups 
provide a way to create handy sets of users from 
both inside and outside the workstation, to be 
used only at the workstation. 

For Windows NT Advanced Server, a group that 
can be granted permissions and rights only for the 
servers of its own domain. However, it can 
contain user accounts and global groups both 
from its own domain and from trusted domains. 
Local groups provide a way to create handy sets 
of users from both inside and outside the domain, 
to be used only at servers of the domain. See also 
global group, group. 

local printer A printer that is directly connected 
to one of the ports on your computer. 

logical drive A subpartition of an extended 
partition on a hard disk. 

logon hours For Windows NT Advanced Server, 
a definition of the days and hours during which a 
user account can connect to a server. When a user 
is connected to a server and the logon hours are 
exceeded, the user will either be disconnected 
from all server connections or will be allowed to 
remain connected but denied any new 
connections. 

logon script Typically a batch file, a logon script 
runs automatically every time the user logs on. 
lt can be used to configure a user's working 
environment at every logon, and it allows an 
administrator to affect a user's environment 
without managing all aspects of it. A logon script 
can be assigned to one or more user accounts. 
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logon script path When a user logs on, the 
computer authenticating the logon locates the 
specified logon script (if one has been assigned to 
that user account) by following that computer's 
local logon script path (usually C:\WINNT 
\SYSTEM32\REPL\IMPORT\SCRIPTS). See also 
logon script. 

logon workstations For Windows NT Advanced 
Server, the workstations from which a user is 
allowed to log on. 

M 
mandatory user profile For Windows NT 
Advanced Server, a user profile created by an 
administrator and assigned to one or more users. 
A mandatory user profile cannot be changed by 
the user and remains the same from one logon 
session to the next. See also personal user profile, 
user profile. 

maximum password age The period of time a 
password can be used before the system requires 
the user to change it. See also Account policy. 

Messenger service Sends and receives messages 
sent by administrators or by the Alerter service. 

minimum password age The period of time a 
password must be used before the user can change 
it. See also Account policy. 

minimum password length The fewest characters 
a password can contain. See also Account policy. 

MS-DOS-based application An application that is 
designed to run with MS-DOS, and therefore may 
not be able to take full advantage of all Windows 
NT features. 
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N 
named pipe An interprocess communication 
mechanism that allows one process to 
communicate with another local or remote 
process. 

Net Logon service For Windows NT Advanced 
Server, performs authentication of domain logons, 
and keeps the domain's database synchronized 
between the domain controller and the other 
Windows NT Advanced Servers of the domain. 

Network DDE service The Network DDE 
(dynamic data exchange) service provides a 
network transport and security for DDE 
conversations. 

Network DDE DSDM service The Network DDE 
DSDM (DDE share database manager) service 
manages shared DDE conversations. It is used by 
the Network DDE service. 

network device driver Software that coordinates 
communication between the network adapter card 
and the computer's hardware and other software, 
controlling the physical function of the network 
adapter cards. 

network directory See shared directory. 

non-Windows NT application Refers to an 
application that is designed to run with Windows 
3.x, MS-DOS, OS/2, or POSIX, but not 
specifically with Windows NT and that may not 
be able to take full advantage of all Windows NT 
features (such as memory management). 

NT See Windows NT. 

NT file system See NTFS. 

NTFS Windows NT file system; an advanced file 
system designed for use specifically within the 
Windows NT operating system. It supports file 
system recovery, extremely large storage media, 

and various features for the POSIX subsystem. 
It also supports object-oriented applications by 
treating all files as objects with user-defined and 
system-defined attributes. 

o 
object Any piece of information, created by 
using a Windows-based application with object 
linking and embedding capabilities, that can be 
linked or embedded into another document. 

object linking and embedding A way to transfer 
and share information between applications. 

option button A small, round button that appears 
in a dialog box. Within a group of related option 
buttons, you can select only one button. 

orphan A member of a mirror set or a stripe set 
with parity that has failed in a severe manner, 
such as a loss of power or a complete head crash. 
When this happens, the fault-tolerance driver 
determines that it can no longer use the orphaned 
member and directs all new reads and writes to 
the remaining members of the fault-tolerance 
volume. 

p 
package An icon that represents an embedded or 
linked object. When you choose the package, the 
application used to create the object either plays 
the object (for example, a sound file) or opens and 
displays the object. 

page In ClipBook, one complete entry that has 
been pasted in. In memory, a fixed-size block. 

paging file See swap file. 

partition A portion of a physical disk that 
functions as though it were a physically separate 
unit. See also system partition. 



password A unique string of characters that 
must be provided before a logon or an access is 
authorized. A password is a security measure used 
to restrict logons to user accounts and access to 
computer systems and resources. For Windows 
NT, a password for a user account can be up to 
14 characters, and is case-sensitive. 
See also Account policy. 

password uniqueness The number of new 
passwords that must be used by a user account 
before an old password can be reused. See also 
Account policy. 

path Specifies the location of a file within the 
directory tree. For example, to specify the path 
of a file named README.WRI located in the 
WINDOWS directory on drive C, you would 
type c:\windows\readme.wri. 

permission A rule associated with an object 
(usually a directory, file, or printer) to regulate 
which users can have access to the object and in 
what manner. See also right. 

personal groups In Program Manager, a program 
group you have created and that contains program 
items. Personal groups are stored with your logon 
information and appear each time you log on. 
See also group. 

personal user profile For Windows NT Advanced 
Server, a user profile created by an administrator 
and assigned to one user. A personal user profile 
retains changes the user makes to the per-user 
settings of the Windows NT environment, and 
reimplements the newest settings each time that 
user logs on at any Windows NT workstation. 
See also mandatory user profile, user profile. 

plotter font A font created by a series of dots 
connected by lines. Plotter fonts can be scaled to 
any size and are most often printed on plotters. 
Some dot-matrix printers also support plotter 
fonts. 
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port A connection or socket used to connect a 
device, such as a printer, monitor, or modem, to 
your computer. Information is sent from your 
computer to the device through a cable. 

primary partition A portion of a physical disk that 
can be marked for use by an operating system. 
There can be up to four primary partitions (or 
up to three, if there is an extended partition) per 
physical disk. A primary partition cannot be 
subpartitioned, 

printer driver A program that controls how vour 
computer and printer interact " 

printer fonts Fonts that are built mto vour printer. 
These fonts are usually located in the printer's 
read-only memory (ROM), 

printer window Shows information for one of the 
printers that you have installed or to which you 
are connected. For each printer, you can see what 
documents are waiting to be printed, who owns 
them, how large they are, and other information. 

program file A file that starts an application or 
program. A program file has an .EXE, .PIF, 
.COM, or .BAT filename extension. 

program group In Program Manager, a collection 
of applications. Grouping your applications 
makes them easier to find when you want to start 
them. 

program information file (PIF) A file that provides 
information about how Windows NT should run a 
non-Windows NT application. PIFs contain such 
items as the name of the file, a start-up directory, 
and multitasking options for applications running 

, in 386 enhanced mode. 

program-item icon An application, accessory, 
or document represented as an icon in a group 
window. 
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Q 

quick format Deletes the file allocation table and 
root directory of a disk but does not scan the disk 
for bad areas. . 

R 
refresh To update displayed information with 
current data. 

registry See configuration registry. 

remote administration Administration of one 
computer by an administrator located at another 
computer and connected to the first computer 
across the network. 

remote procedure call RPC, a message-passing 
facility that allows a distributed application to 
call services available on various computers in a 
network. Used during remote administration of I 

computers. 

Remote Procedure Call service 
See RPC service. 

replication 
See directory replication. 

resource Any part of a computer system or a 
network, such as a disk drive, printer, or memory, 
that can be allotted to a program or a process 
while it is running. 

right Authorizes a user to perform certain actions 
on the system. Rights apply to the system as a 
whole, and are different from permissions, which 
apply to specific objects. See also permission. 

root directory See directory tree. 

RPC See remote procedure call. 

RPC Locator service The Remote Procedure Call 
Locator service allows distributed applications to 
use the RPC Name service. The RPC Locator 
service manages the RPC Name service database. 

The server side of a distributed application 
registers its availability with the RPC Locator 
service. The client side of a distributed 
application queries the RPC Locator service to 
find available compatible server applications. 

RPC service The Remote Procedure Call service 
is the RPC subsystem for Microsoft Windows NT. 
The RPC subsystem includes the endpoint mapper 
and other miscellaneous RPC services. 

5 
SAM Security accounts manager. A Windows NT 
protected subsystem that maintains the SAM 
database and provides an application 
programming interface (API) for accessing the 
database. 

SAM database A database of security information 
that includes security information (such as user 
account names and passwords) and the settings 
of the security policies. For a Windows NT 
workstation, it is managed with User Manager. 
For a Windows NT Advanced Server domain, 
it is managed with User Manager for Domains. 

Schedule service Supports and is required for 
use of the at command. The at command can 
schedule commands and programs to run on a 
computer at a specified time and date. 

screen buffer The size reserved in memory for 
the command prompt display. 

screen fonts Fonts displayed on your screen. 
Soft -font manufacturers often provide screen 
fonts that closely match the soft fonts for your 
printer. This ensures that your documents look the 
same on the screen as they do when printed. 



scroll To move through text or graphics (up, 
down, left, or right) in order to see parts of the file 
that cannot fit on the screen. 

scroll bar A bar that appears at the right and/or 
bottom edge of a window or list box whose 
contents are not completely visible. Each scroll 
bar contains two scroll arrows and a scroll box, 
which enable you to scroll through the contents 
of the window or list box. 

security accounts manager See SAM. 

security database See SAM database. 

security ID A unique name that identifies a 
logged-on user to the security system. Security 
IDs (SIDs) can identify one user or a group of 
users. 

security identifier 
See security ID. 

security log 
Records security events. This helps track changes 
to the security system and identify any possible 
breaches to security. For example, depending on 
the Audit settings in User Manager, attempts to 
log on to the system may be recorded in the 
security log. See also event. 

security pOlicies For a Windows NT workstation, 
the security policies consist of the Account, User 
Rights, and Audit policies, and are managed with 
User Manager. 

For a Windows NT Advanced Server domain, the 
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selection cursor The marking device that shows 
where you are in a window, menu, or dialog box 
and what you have selected. The selection cursor 
can appear as a highlight or as a dotted rectangle 
around text. 

server For Windows NT, refers to a computer 
that provides shared resources to network users. 
See also client. 

For Windows NT Advanced Server domains, 
refers to a computer that receives a copy of the 
domain's security policy and domain database, 
and authenticates network logons. See also 
domain controller. 

Server Manager In Windows NT Advanced 
Server, an application used to view and 
administer domains, workgroups, and computers. 

Server service Provides RPC (remote procedure 
call) support, and file, print, and named pipe 
sharing. 

service A process that performs a specific system 
function and often provides an application 
programming interface (API) for other processes 
to call. Windows NT services are RPC-enabled, 
meaning that their API routines can be called 
from remote computers. 

share To make resources, such as directories, 
printers, and ClipBook pages, available to 
network users. 

share name The name of a shared resource. 

security policies consist of the Account, User shared directory A directory that network users 
Rights, Audit, and Trust Relationships policies, can connect to. 
and are managed with User Manager for 
Domains. shared network directory See.shared directory. 
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shared page In ClipBook, a page that has been 
made available for others to access. 

shared resource Any device, data, or program 
that is lIsed by more than one other device or 
program. For Windows NT, shared resources refer 
to any resource that is made available to network 
lIsers, such as directories, files, printers, and 
named pipes. 

shortcut key A key or key combination, available 
for some commands, that you can press to carry 
out a command without first selecting a menu. 
Shortcut keys are listed to the right of commands 
on a menu. 

SID See security ID. 

source directory The directory that contains the 
file or files you intend to copy or move. 

source document The document where a linked 
or embedded object was originally created. 

split bar Divides a directory window in two parts: 
the directory tree is displayed on the left, and the 
contents of the current directory are on the right. 

status bar A line of information related to the 
appliCation in the window. Usually located at the 
bottom of a window. Not all windows have a 
status bar. 

string A data structure composed of a sequence 
of characters, usually representing human­
readable text. 

SUbdirectory A directory within a directory. 

swap file A special file on your hard disk. With 
virtual memory under Windows NT, some of the 
program code and other information is kept in 
RAM while other information is temporarily 
swapped to virtual memory. When that 
information is required again, Windows NT pulls 
it back into RAM and, if necessary, swaps other 

information to virtual memory. Also called a 
paging file. 

synchronize To replicate the domain database 
from the domain controller to one server of the 
domain, or to all the servers of a domain. This is 
usually performed automatically by the system, 
but can also be invoked manually by an 
administrator. 

syntax The order in which you must type a 
command and the elements that follow the 
command. Windows NT commands have up to 
four elements: command name, parameters, 
switches, and values. 

system default profile For Windows NT 
Advanced Server, the user profile that is loaded 
when Windows NT is running and no user is 
logged on. When the Welcome dialog box is 
visible, the system default profile is loaded. 
See also user default profile, user profile. 

system partition The volume that contains the 
hardware-specific files needed to load Windows 
NT. See also partition. 

T 
Task List A window that shows all running 
applications and enables you to switch between 
them. You can open Task List by choosing Switch 
To from the Control menu or by pressing 
CTRL+ESC. 

text file A file containing only letters, numbers, 
and symbols. A text file contains no formatting 
information, except possibly linefeeds and 
carriage returns. A text file is an ASCII file. 

text-only An ASCII file; contains no formatting. 

time-out If a device is not performing a task, the 
amount of time the computer should wait before 
detecting it as an error. 



time slice The amount of processor time allocated 
to an application, usually measured in 
milliseconds. 

toolbar A series of shortcut buttons providing 
quick access to commands. Usually located 
directly below the menu bar. Not all windows 
have a toolbar. 

trust See trust relationship. 

trust relationship Trust relationships are links 
between domains that enable pass-through 
authentication, in which a user has only one user 
account in one domain, yet can access the entire 
network. User accounts and global groups defined 
in a trusted domain can be given rights and 
resource permissions in a trusting domain, even 
though those accounts don't exist in the trusting 
domain's database. A trusting domain honors the 
logon authentications of a trusted domain. 

U 
uninterruptible power supply (UPS) 
See UPS. 

UPS Uninterruptible power supply; a battery­
operated power supply connected to a computer to 
keep the system running during a power failure. 

UPS service Manages an uninterruptible power 
supply connected to a computer. See also UPS. 

user account Consists of all the information that 
defines a user to Windows NT. This includes such 
things as the user name and password required for 
the user to log on, the groups in which the user 
account has membership, and the rights and 
permissions the user has for using the system and 
accessing its resources. For Windows NT, user 
accounts are managed with User Manager. For 
Windows NT Advanced Server, user accounts are 
managed with User Manager for Domains. See 
also group. 
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user account database See SAM database. 

user default profile For Windows NT Advanced 
Server, the user profile that is loaded by a server 
when a user's assigned profile cannot be accessed 
for any reason, when a user without an assigned 
profile logs on to the computer for the first time, 
or when a user logs on to the Guest account. See 
also system default profile, user profile. 

User Manager A Windows NT workstation tool 
used to manage the security for a workstation. 
Administers user accounts, groups, and security 
policies. 

User Manager for Domains A Windows NT 
Advanced Server tool used to manage security for 
a domain or an individual computer. Administers 
user accounts, groups, and security policies. 

user name A unique name identifying a user 
account to Windows NT. An account's user name 
cannot be identical to any other group name or 
user name of its own domain or workstation. See 
also user account. 

user profile Configuration information can be 
retained on a user-by-user basis, and is saved in 
user profiles. The information includes all the per­
user settings of the Windows NT environment, 
such as the desktop arrangement, personal 
program groups and the program items in those 
groups, screen colors, screen savers, network 
connections, printer connections, mouse settings, 
window size and position, and more. When a user 
logs on, the user's profile is loaded and the user's 
Windows NT environment is configured 
according to that profile. 

User Profile Editor For Windows NT Advanced 
Server, a tool used to create, edit, and save 
personal user profiles, mandatory user profiles, 
the user default profile, and the system default 
profile. See also user profile. 

user right See right. 
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User Rights policy Manages the assignment of 
rights to groups and user accounts. 

V 
virtual memory Space on a hard disk that 
Windows NT uses as if it were actually memory. 
Windows NT does this through the use of swap 
files. The benefit of using virtual memory is that 
you can run more applications at one time than 
your system's physical memory would otherwise 
allow. The drawbacks are the disk space required 
for the virtual-memory swap file and the 
decreased execution speed when swapping is 
required. 

virtual printer memory In a PostScript printer, a 
part of memory that stores font information. The 
memory in PostScript printers is divided into 
banded memory and virtual memory. The banded 
memory contains graphics and page-layout 
information needed to print your documents. The 
virtual memory contains any font information that 
is sent to your printer either when you print a 
document or when you download fonts. 

volume A partition or collection of partitions that 
have been formatted for use by a file system. 

w 
wildcard A character that represents one or more 
characters. The question mark (?) wildcard can be 
used to represent any single character, and the 
asterisk (*) wildcard can be used to represent any 
character or group of characters that might match 
that position in other filenames. 

Windows NT The portable, secure, 32-bit, 
preemptive multitasking member of the Microsoft 
Windows operating system family. 

Windows NT Advanced Server A superset of 
Windows NT, Windows NT Advanced Server 
provides centralized management and security, 
advanced fault tolerance, and additional 
connectivity. 

workgroup For Windows NT, a workgroup is 
a collection of computers that are grouped for 
viewing purposes. Each workgroup is identified 
by a unique name. See also domain. 

workstation In general, a powerful computer 
having considerable calculating and graphics 
capability. For Windows NT, computers running 
the Windows NT operating system are called 
workstations, as distinguished from computers 
running Windows NT Advanced Server, which 
are called servers. See also server, domain 
controller. 

Workstation service Provides network 
connections and communications. 
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A 
Access 

permissions See Permissions 
Remote Access Service (RAS) See Remote Access 

Service (RAS) 
restricting, to backup tapes 387-389 
to files and directories 

auditing 100-102,379,402 
controlling 15 
permissions 90-104 
viewing events 409 

Accounts See User accounts 
Addresses 

I/O port base addresses, troubleshooting 481 
Mail addresses 217 
memory buffer addresses, troubleshooting 481 

Administrators 
Administrative Tools group, Program Manager 7 
Administrator account 352 
Administrators group 369 
Mail administrator accounts 229-231 

Alerts 
Alerter service See Services, Alerter 
managing administrative alerts 173-174 
Performance Monitor alerts See Performance Monitor, 

alerts 
sending messages after power failure 147, 148 

Applications 
See also Programs 
Applications group 40 
associating files with applications 78-79 
changing application response time 144 
communications applications 120 
configuring the system, overview 12-14 
correct procedure for logging off 5, 39 
creating program items 45-48 
custom startup files 334-336 
defining startup applications 7 
displaying Control menu 23 
installing with Windows NT Setup 322, 338 
LAN adapter numbers 157 
memory use 142 
MS-DOS-based See MS-DOS-based applications 
OLE applications 295 

Applications (continued) 
OS/2 applications 314,320 
returning to Program Manager from applications 52 
running See Running applications 
setting up 322-323 
setting up to run from Program Manager 338, 498 
shortcut keys See Keys, application shortcut keys 
starting See Starting applications 
supported by Windows NT subsystems 314 
switching between applications 19,23,24,52, 119 
transferring information 30-32, 280-282 
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Windows 3.1-based See Windows 3.1-based applications 
Windows NT applications, overview 6-7 

Appointments, scheduling See Schedule+ 
Audio See Sounds 
Auditing 

access to files and directories 
description 402 
overview 100-102 
viewing events 409 

adding groups or users to auditing list 96-104 
Audit policy 16, 379-380 
events 379-380 
printer usage 198-200 
security events 379-380,402 

AUTOEXEC.BAT, customizing MS-DOS environment 13 
AUTOEXEC.NT 

B 

custom startup files 334-336 
description 316 
running memory-resident programs 319 

Backing up 
See also Backup tapes; Drives, tape drives 
automating with batch files 392-393 
Backup Operators group 370 
backup policies 385 
Backup program 

backing up files to tape· 385-393 
backup status 391-392 
overview 381-384 
restoring files from tape 394-399 
stopping before backup completion 392, 399 
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Backing up (continued) 
backup sets 

appending a new set 388 
backup catalog 394-396 
containing corrupt files 395 
family sets 391 
replacing old sets with new ones 388 
setting options 389 

backup types 390 
commands used 384 
files 

backing up to tape 385-393 
backup catalog 394-396 
backup status 391-392 
corrupt files 392, 395 
local registry files 387-389 

. log options 390 
overview 381-384 
selecting files 385-387 
to floppy disks with backup or xcopy commands 384 

mail folders and system files 236-237 
restoring files See Restoring files from tape 
risk assessment 385 
verifying backups 387-389, 394, 397 

Backup tapes 
See also Backing up; Drives, tape drives 
appending a new backup set 387-389 
building a partial catalog 396 
erasing 400 
formatting 400 
information on loaded tape 387-389, 397 
maintaining 400 
replacing old backup sets with new ones 387-389 
restricting access 387-389 
retensioning 400 
setting tape options 387-389 

Batch files 
automating repeated backups 392-393 
command prompt batch commands 267 
description 280 
logon scripts See Logon scripts 
starting memory-resident programs 320 
UPS command file executed prior to system 

shutdown 148-149 
Battery See UPS 
Bindings See Networks, bindings 
Bitmaps, OLE objects 297 
Booting 

See also Logging on; Starting Windows NT; Startup 
boot loader 13 
boot partitions 424 
defining operating system variables 13 

Booting (colltinued) 
setting boot devices 139 
starting Windows NT 2-3 
startup operating system 140,424 
troubleshooting 474-476 

Browsing the network 
Computer Browser service 175 
for available printers 11 
for shared directories 9 
for shared printers 9 
turning off domain browsing 3-4 

Built-in groups See Groups 
Built-in user accounts See User accounts 
Buttons 

dialog box buttons 29 
mouse buttons, customizing 131 

c 
Character-based applications See MS-DOS-based 

applications 
Characters 

case of NTFS filenames 11, 60, 70 
conventions used in Windows NT documentation xxii 
prohibited in names 11 
sorting international characters 128 
special characters in command prompt parameters 277 
wildcard characters used in filenames 11, 69 

Clipboard 
See also ClipBook 
ClipBook Viewer 306 
copying and cutting information 30-32 
copying files from File Manager 76 
copying screen images 32 
formats 306 
saving contents 306 

ClipBook 
ClipBook Viewer 

connecting to another computer 301 
description 299-306 
placing linked objects on another computer 30'1 
saving and sharing information 299-302 
tools 299 

online demonstration 4 
pages 299-300 

Colors 
command prompt windows 265 
customizing desktop colors 112-115 
printing halftone colors 188 
supported by display adapters 112 

Command prompt 
changing display 261-265 
commands See Command prompt commands 



Command prompt (col/til/I/ed) 
getting help 27,266 
including optional parameters in PIFs 327 
overview 260 
QuickEdit mode 

transferring information 280 
turning on or off 262 

screen buffer size 263-264 
special purpose utilities 275 
starting applications or programs 279-280, 323 
starting or quitting 260 
TCP/IP utilities reference 274 
transferring information 280-282 
windows 

colors 265 
fonts 263 
toggling between window and full screen mode 262 

Command prompt commands 
batch commands 267 
command symbols 275-276 
configuration commands 273-274 
editing 282 
LAN Manager commands 287-289 
MS-DOS commands 283-285 
native commands 267-271, 276 
net commands 267-271 
new Windows NT system commands 283 
online command reference 266 
pausing or canceling commands 283 
recalling with Doskey 282 
subsystem commands 272 
switches 278-279 
syntax 276-279 
using special characters in parameters 277 

Commands 
choosing 21-22 
command prompt commands See Command prompt 

commands 
dimmed 22 
included in OLE packages 308 
initiating with mouse 18 

Common groups See Program Manager, groups 
Communications 

applications 120 
mail messaging system See Mail, system 
settings 120-121 

Compression 
compressing shared Mail folders 235 
disk compression products 485 

Computername 
changing 151-152 
troubleshooting 478 
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Computers See RISC-based computers; X86-bascd 
computers 

CONFIG.NT 
custom startup files 334-336 
description 316 
MS-DOS commands 317 
running memory-resident programs 319 
subsystem configuration commands 273-274 

CONFIG.SYS 
customizing MS-DOS environment 13 
editing OS/2 configuration information 322 
subsystem configuration commands 273-274 

Configuration 
See also Control Panel 
commands 273-274 
customizing with Control Panel 110 

. customizing working environment, suggestions 6-8 
disk configuration information 

See also Registry 
recovering 428-429 
saving 428 
searching for 429 

MS-DOS configuration 316-318 
network 8-9 
OS/2 configuration 321-322 
system 12-14,338-339 
troubleshooting hardware configuration 472-473 
Windows NT 493-498 

Control menu 
description 23-24 
displaying 20 
keyboard shortcut reference 34 

Control Panel 
changing 

application response time 144 
computer name 151-152 
environment variables 141-142 
virtual memory paging file 142-144 

configuring 
desktop appearance 115-118 
device drivers 132-135 
device startup 139 
fonts 121-123 
screen savers 119-120 
serial ports 120-121 
system date, time, and time zone 125-127 
system, overview 12 
UPS 145-148 

customizing 
desktop colors 112-115 
keyboard, cursor, and mouse 129-131 

defining options for the operating system 140-149 
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Control Panel (colltinued) 
Devices option 138-139 
international options 111, 127-128 
joining a domain or workgroup 9, 157-158 
managing sounds 135-137 
network configuration 8, 150-162 
overview 110-111 
sending messages after power failure 147, 148 
Server option 

closing resources 169 
disconnecting users 165, 167 
managing administrative alerts 173-174 
managing server properties 163 
setting up an import computer for directory 

replication 169-173 
viewing connected users 164-165 
viewing resources in use 168-169 
viewing shared resources 166-167 

Services option 
configuring service startup 14 
configuring services 175 
sharing printers 188 

Conventions used in Windows NT documentation xxii 
Copying 

files and directories with File Manager 74-76 
floppy disks 106 
information 

from command prompt window 280-282 
overview 30-32 
with ClipBook Viewer 299 

program items to another program group 49-50 
screen images 32 

Counters See Performance Monitor, counters 
Cursor 

adjusting blink rate 130 
customizing with Control Panel 129, 130 

Cutting information 
overview 30-32 
with ClipBook Viewer 299 

o 
Data 

archiving in Schedule+ 257 
default data type for printers 194 
dynamic data exchange See DDE 
managing files, overview 10-11 
protecting, overview 16 
storing, ClipBook Viewer 299 

Data Link Control (DLC) See Protocols, Data Link Control 
Date, display and configuration 125-127 

DDE 
changing file type information in File Manager 80 
description 297 
Network DDE DSDM service 175 
Network DDE service 175 

Deleting 
application shortcut keys 334 
archived event logs 413 
device drivers 135 
directories See Directories, deleting 
files See Files, deleting 
fonts 124 
groups 374 
mail messages 215, 222 
mirror sets 429 
partitions 427, 431 
program items 48 
Program Manager groups 48 
stripe sets 434 
unlocked OLE objects 310 
user accounts 364-365 
user profiles 345 
volume sets 432 
volumes 427 

Demonstration See Online demonstration 
Desktop 

configuring appearance 7-8, 115-118 
customizing 7-8, 112-120 
icons 117-118 
patterns 116 
screen savers 119-120 
wallpaper 117 
windows 118 

Device drivers 
adding SCSI drives 343 
adding tape drives 343, 382 
changing system settings 134, 338 
command prompt commands 273 
configuring with Control Panel 132-135, 138 
correcting installation errors 342 
installing 132-135,341 
kernel drivers 132 
network adapter cards See Network adapter cards 
obtaining new device drivers 341 
OS/2 device names 322 
printer drivers, installing 182, 184 
removing 

from Drivers list 135 
SCSI drives 343 
tape drives 343 

required by some applications 315 



Device drivers (continued) 
setting device startup type 139 
setting up new or revised device drivers 342 
starting and stopping devices 138 
third party device drivers 134 
Windows NT Driver Library 341 

Devices See Control Panel, Devices option; Device drivers 
Dialog boxes 27-29 
Directories 

auditing See Auditing, access to files and directories 
copying with File Manager 74-76 
creating with File Manager 73 
deleting 

turning off confirmation messages 83 
with File Manager 76 

directory tree 
collapsing and expanding 63-64 
description 56 
displaying 59 
navigating in File Manager 61-66 
shortcut keys 62 

directory windows 
arranging 58 
description 56-57 
displaying only certain files 69 
moving split bar 60 
multiple windows 57 
navigating in File Manager 61-66 
sorting directory contents 68 
updating 58 

home directories 
assigning to user accounts 362 
copying user environment profiles 364 
description 362 
permissions 362 

keyboard shortcut reference 34 
managing with File Manager 70-84 
moving 

. turning off confirmation messages 83 
with File Manager 74-76 

naming conventions 11,60, 70-71 
network provider search order 162 
ownership 91, 104 
permissions 

adding groups or users 102-104 
changing 93 
customizing 96-98 
overview 90-91 
removing 94 
setting 91-94 
setting through shared directories 98-100 
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Directories, permissions (continued) 
special access permissions 90, 96-98 
standard permissions 90, 91 
viewing 93 

renaming 77 
replicating See Directory replication 
root directory, description 56 
securing 15,90-104 
selecting directory for Windows NT files 493 
selecting in File Manager 71-73 
shared directories See Shared directories 
sorting directory contents with File Manager 68 
specifying working directories when creating program 

items 46 
startup directory 328 

Directory replication 
description 169 
Directory Replicator service 

assigning user accounts 169, 177 
description 175 
restrictions 177 

import computers 
managing locks 171-173 
setting up 169-173 
viewing imported subdirectories 171-173 

importing directories to a workstation 169-173 
prerequisites 169 
Replicator group 177,370 

Directory Replicator service See Directory replication 
Disabling user accounts 364-365 
Disconnecting users 165, 167 
Disk Administrator 

See also Disks 
creating 

extended partitions 422-423 
primary partitions 421-422 
stripe sets 433-434 
volume sets 430-432 

deleting 
mirror sets 429 
partitions, volumes, or logical drives 427 
stripe sets 434 
volume sets 432 

extending volumes and volume sets 432 
managing disks 418-434 
managing partitions 419-429 
overview 416 
recovering disk configuration information 428-429 

Disk space 
checking before adding files from Setup 344 
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Disk space (COlltiIlIlCd) 

creating 
extended partitions 419,422-423 
logical drives 419,423 
primary partitions 421-422 
volume sets 430 

free space, description 419 
freeing by removing non-essential Windows NT 

components 343-345 
organizing 416 
required for Mail 229,234-235 

Disks 
configuration information 428-429 
Disk Administrator See Disk Administrator 
disk compression products 485 
disk space See Disk space 
drive letters See Drive letters 
Emergency Repair disk 428,475,484 
floppy disks 

backing up to 384 
checking for bad sectors 105 
copying 106 
drive letters reserved for floppy disk drives 425 
formatting 105 
labeling 107 

formatting See Formatting 
hard disks See Hard disks 
labeling See Labeling 
maintaining with File Manager 105-107 
managing 10-11,418-434 
new hard disks 

assigning drive letters to volumes 425, 428 
setting up 419-420 

partitions See Partitions 
physical disk activity See Performance Monitor 
restoring See Restoring 
stripe sets See Stripe sets 
volume sets See Volumes, volume sets 
volumes See Volumes 

Display 
See also Desktop; Screen 
changing system settings 338 
setting up new or revised device drivers 342 

Documentation 
conventions xxii 

. Windows NT documentation xxi 
Documents 

attaching to mail messages 211,220,222 
copying screen images 32 
document files displayed in File Manager 67 
document windows 21 

Documents (continued) 

keyboard shortcut reference 34 
OLE See OLE 
opening automatically when starting applications 46 
printing See Printing, documents 
transferring formats with Clipboard 306 
transferring information See Transferring information 

Domain Name Service (DNS) See TCPIIP 
Domains 

adding a computer 159 
description 9, 157 
joining 

after Setup 9 
during Setup 496 
from a remote workstation 159 
with Control Panel 157-158 

logging on from a remote workstation 3-4 
logon scripts See Logon scripts 

Doskey, description 282 
Dragging 

data file icons onto program file icons to start 
applications 82 

description 18 
files and directories to move or copy them 74 
files in File Manager to print them 82 
linking and embedding OLE file packages with 

drag-and-drop 307 
Drive letters 

caution for system partitions 426 
reserved for floppy disk drives 425 
restoring 428-429 
static assignment 425, 428 
stripe sets 434 
volumes 425 

Drivers See Device drivers; Network adapter cards, drivers; 
Protocols 

Drives 
command prompt commands 273 
disk-partitioning schemes, examples 420 
drive letters See Drive letters 
hard drives See Hard disks 
logical drives 

creating 423 
deleting 427 
free space in extended partitions 419 

navigating in File Manager 61-66 
network drives 64-66 
SCSI drives 

adding 343 
installing Windows NT 485 
removing 343 



Drives, SCSI drives (continued) 
tape backup devices supported by Windows NT 384 
troubleshooting 472 

tape drives 
See also Backing up; Backup tapes 
adding 343 
backup commands 384 
loading tape backup drivers 383 
multiple tape drives 384 
removing 343 
setting tape options 387-389 
setting up 384 

Duplicating program items 50 
Dynamic data exchange See DDE 

E 
E-mail See Mail 
Embedding See OLE 
Emergency Repair disk 346-348,428 
EMS memory See Memory, expanded (EMS) memory 
Environment 

customizing working environment, suggestions 6-8 
MS-DOS See MS-DOS, environment 
OS/2 See OS/2 
user environment profiles See User profiles, user 

environment profiles 
user environments See User environments 
variables See Environment variables 
Windows 3.1 See Windows 3.1 

Environment variables 
changing 141-142 
deleting 142 
viewing 140 

Event logs 
archived logs 407,412-414,484 
clearing 406, 413 
filtering options 409 
formatting in other applications 414 
full 406 
log file format 412 
logging options 405 
overwriting events 406 
searching for events 410 
security log 402 
sorting events 407, 414 
system log 402 
types 402 
viewing 404,413 
viewing specific logged events 407 

Event Viewer See Events, Event Viewer 
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Events 
assigning sounds 136-137 
auditing See Auditing 
description 401 
details 411,414 
Event Log service 

description 175 
logging events 401 
sending messages after power failure 148 

event logs See Event logs 
event types 379,403,410 
Event Viewer 

archiving logs 412 
filtering events 407 
overview 402 
searching for events 410 
selecting logs 404 
sorting events 407 
viewing event details 411 

filtering 
options 409 
procedure 407 
restoring default criteria 408 
turning off 408 

interpreting data 411 
monitoring 457-461 
overwriting 406 
reminders See Schedule+, reminders 
saving data 412 
scheduling See Schedule+ 
searching for events 410 
sorting 407 
viewing 

details 411 
for another computer 404 
specific logged events 407 

Executive, Windows NT 314 
Expanded memory See Memory, expanded (EMS) memory 
Export servers See Directory replication, export servers 

'Extended memory See Memory, extended (XMS) memory 
Extending volumes and volume sets 432 

F 
FAT file system See File systems, FAT 
File Manager 

associating embedded files with file types and 
extensions 307 

associating files with applications 78-81 
changing 

file type information 80 
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File Manager, changing (continued) 
font used 60 
program item properties 48 
share properties 88 

creating directories 73 
creating program items 45, 47 
displaying information 

contents list icons 67 
for the selected directory 58, 59 
for the selected drive 58,59 
in directory windows 57-58 
on files 67-68 
only certain files 69 
types of files 69 

drivebar 54, 61 
file version information 84 
files and directories 

collapsing and expanding 63-64 
copying 74-76 
deleting 76 
moving 74-76 
renaming 77 
searching for 77-78 
securing 90-104 
selecting 71-73 
setting attributes 83-84 
setting permissions 90-104 
sharing 85-89 
sorting 68 
taking ownership 104 

keyboard shortcut reference 34 
linking and embedding objects 307-308 
maintaining disks 105-107 
minimizing when running applications 81 
navigating through directory structure 61-66 
network drives 

connecting to 64-66 
disconnecting from 66 
displaying shared directories 64 
path 65 

overview 54 
printing files 82 
starting applications 81-82,323 
status bar 54 
toolbar 54-56 
turning off confirmation messages 83 

File replication See Directory replication 
File systems 

boot partitions 424 
disk-partitioning schemes, examples 420 

File systems (continued) 
FAT 

advantages and disadvantages 492 
disk partitions shared by Windows NT and 

MS-DOS 418 
installing Windows NT 490-493 
overview 10 
RISC-based computers 419,424 

HPFS 
advantages and disadvantages 492 
installing Windows NT 490-493 
overview 10 

NTFS 
advantages and disadvantages 492 
extending volumes and volume sets 432 
file-naming conventions 11, 70-71 
installing Windows NT 490-493 
overview 10-11 
reformatting NTFS partitions containing Windows 

NT 423 
removing NTFS partitions, troubleshooting 482 
security considerations 90-91 

supported by Windows NT 10-11 
Files 

associating files with applications 78-81 
attaching to mail messages 211,220,222 
attributes, setting 83-84 
auditing See Auditing, access to files and directories 
backing up See Backing up, files 
batch files See Batch files 
changing file type information in File Manager 80 
copying 

to the Clipboard 76 
turning off confirmation messages 83 
with File Manager 74-76 

custom startup files 335-336 
deleting 

caution 76,83 
files with long names 76 
non-essential Windows NT components 343-345 
turning off confirmation messages 83 
with File Manager 76 

document files 67,69,81-82 
embedding 306-308 
hidden files 67, 69 
keyboard shortcut reference 34 
linking 307-308 
mail system and message files See Mail message files; 

Mail, system 
managing 10-11, 70-84 



Files (colltinued) 
moving 

turning off confirmation messages 83 
with File Manager 74-76 

naming conventions 11, 70-71 
opening data files when starting applications 82 
opening with keyboard 34 
ownership 91, 104 
paging files See Paging files 
permissions 

adding groups or users 96-104 
changing 95 
customizing 96-98 
online demonstration 4 
removing 96 
securing directories and files 90-104 
setting 94-96 
special access permissions 90, 96-98 
standard permissions 90,91 

preventing data loss, overview 16 
printing See Printing, documents 
program files 67,69,81-82 
Program Information Files (PIFs) See PIF files 
removing non-essential Windows NT files 343-345 
renaming 77 
replicating See Directory replication 
restoring backup files from tape See Restoring files from 

tape 
searching for with File Manager 77-78 
securing 15,90-104 
selecting directory for Windows NT files 493 
selecting in File Manager?1-73 
separator files for printing 192 
setting up Windows NT master files on a server 500-502 
shared files See Shared files 
sound files 136 
system files 67,69 
viewing version information 84 

Filtering events See Events, filtering 
Floppy disks See Disks, floppy disks 
Fonts 

changing font used in File Manager 60 
command prompt fonts 263 
configuring with Control Panel 121-123 
description 121 
installing 122-123 
printer font cartridges 188 
removing 124 
screen fonts 121-123 
TrueType fonts 121-123 
vector fonts 122 
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Formats 
archived event log file format 412 
Clipboard formats 306 
currency 128 
date and time 126 
event data 412 
international options 127-128 
numbers 128 
OLE objects 297 
transferring with Clipboard 306 

Formatting 
floppy disks 105 
format command 423 
partitions 423-424, 490-493 
Quick Format 105 
volumes 423 

Forms See Printing, forms 
FIP Server service 527-532 

G 
Graphics, Clipboard formats 306 
Graphics-based applications See MS-DOS-based 

applications 
Groups 

adding to auditing or permissions list 96-104 
adding to printer permissions list 197-198 
Administrators group 369 
auditing events 379 
auditing printer usage 198-200 
Backup Operators group 370 
built-in groups 366-370 
common groups See Program Manager, groups 
deleting 374 
description 14,366 
granting permissions to groups rather than to users 356 
group memberships 

copying 355 
global groups 367 
local groups 366 
managing 359-364 

group names 367 
Guests group 370 
local groups 

adding 371-372 
adding user accounts 372 
copying 372 
creating 371 
description 366 
managing properties 373 
removing user accounts 372 
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Groups (contillucd) 
managing groups 366-374 
permissions 

copying 355 
customizing 96-98 
removing 94, 96, 100 
setting 91,102-104 

Power Users group 369 
Program Manager groups See Program Manager, groups 
Replicator group 370 
setting up 14 
special groups 370 
Users group 369 

Guests 

H 

Guest account 352 
Guests group 370 

I-lard disks 
adding new hard disks 428 
assigning drive letters to volumes 425,428 
guidelines for disk partitions 489 
setting up 419-420 
troubleshooting 472 

Hardware 
applications requiring new or updated device drivers 315 
configuring the system, overview 12-14 
hardware interrupt levels See Printers, hardware interrupt 

levels; Network adapter cards 
troubleshooting configuration 472-473 
Windows NT system requirements xix 

Help 
actions possible in Help 26 
at command prompt 27, 266 
keyboard shortcut reference 34 
product support 4 
searching for topics 4, 26 
using Help 4, 25 

Home directories See Directories, home directories 
HPFS file system See File systems, HPFS 

I/O 
command symbols 275-276 
optimizing the system with stripe sets 433 
troubleshooting I/O port base addresses 481 

Icons 
desktop arrangement 

aligning on desktop 118 
arranging File Manager icons 59 

Icons (colltillued) 
arranging program-item icons 42-43 
changing program-item icons 51 
preventing titles from overlapping 117 

starting and running applications 
choosing commands from toolbars 21 
dragging data file icons onto program file icons to 

start applications 82 
from program groups 19,51 
keyboard shortcut reference 34 
minimizing applications when you start them 33, 82 
minimizing Program Manager group windows 41 
order in Startup group 52 
running File Manager as an icon 81 
running Program Manager as an icon 52 
selecting with mouse 18 

types 
embedded as OLE packages 293,306-308 
files and directories in File Manager 67 
Program Manager group icons 39 
Schedule+ icons in time slots 243 

Import computers See Directory replication, import 
computers 

Installing Windows NT 
See also Setup 
caution with stripe sets, volume sets, and mirror sets 489 
configuring existing Windows environment 316 
configuring Windows NT 493-498 
Express vs. Custom Setup 487-488 
file systems 489, 490-493 
files copied 499 
formatting partitions for file systems 489, 490-493 
information required 484, 493 
into existing Windows directory 488, 493 
joining a workgroup or domain 496 
making an Emergency Repair disk 484 
migrating Windows 3.1 settings 500 
overview 483-500 
preparing the computer 488-493 
RISC-based computers 487 
selecting directory for Windows NT files 493 
setting up 

applications to run from Program Manager 498 
local accounts 497 
local printers 494 
network adapter cards 494-495 
virtual memory 498 
Windows NT master files on a server 500-502 

specifying disk partitions 488-492 
troubleshooting 473 
using multiple operating systems 490 
x86-based computers 485-486 



International settings 
configuring with Control Panel 127-128 
date and time formats 126 

Interrupts (IRQs) See Printers, hardware interrupt levels; 
Network adapter cards 

Key combinations See Keys 
Keyboard 

adjusting delay and repeat rate 129 
changing system settings 338 
choosing commands 21 
command prompt commands 273 
common actions 33 
customizing with Control Panel 129 
general conventions governing use of keys 33 
international options 127-128 
opening files 34 
overview 32-36 
setting up new or revised device drivers 342 
shortcut reference 34 
starting applications 33 

Keys 

L 

ALT +ENTER, toggling between window and full screen 
mode in command prompt window 262 

ALT +ESC, moving through open applications 52 
ALT+HYPHEN, displaying document window Control 

menu 23 
ALT+SPACEBAR, displaying application window 

Control menu 23 
ALT + TAB, moving through open 

applications 19, 52, 119 
ALT+TAB+ESC, returning to original application 119 
application shortcut keys 

assigning 333-334 
deleting 334 
reserved key combinations 320, 332 
specifying in PIFs 333 
specifying when creating program items 47 

conventions governing use of keys 33 
conventions used in documentation 32 
CTRL+ALT+DEL, logging on to Windows NT 2 
CTRL+ESC, displaying Task List 24 
opening files 34 
shortcut reference 34 
starting applications 33 

Labeling 
floppy disks 107 
label command 423 

Labeling (continued) 
new volumes 417,423 
OLE packages 308 
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LAN adapter numbers, network bindings 157 
LAN Manager commands 

changes 288 
not available at the Windows NT command prompt 289 
vs. Windows NT commands 287 

Linking See OLE 
Locator 162; 175 
Locking OLE objects 310 
Logging off 

correct procedure 39 
from Mail 215-216 
from Schedule+ 241 
quitting Windows NT 5, 39 

Logging on 
entering unique identifiers 2 
logon scripts See Logon scripts 
online demonstration 4 
starting applications automatically 52 
starting Windows NT 2-3 
to a domain from a remote workstation 2-4 
to Mail 214 
to Schedule+ 240 
to services 177 
troubleshooting 476 

Logon scripts 
assigning to users 361 
copying user environment profiles 364 

M 
Mail 

accounts 
adding to WGPOs 233 
administrator accounts 229-231 
changing passwords .214 
creating 212-213 
disk space required 229 
information contained in WGPOs 226 
modifying 233 
removing 234 
restoring passwords 237 

Address Book 217 
folders 

backing up 236 
description 211 
restoring 236 
shared folders 224, 234-235 
sharing folders 231-232 
storing messages 224 
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Mail (continued) 
message files 

copying to a computer or disk 224 
corrupted 237 
description 210 
moving offline 224 

Message Finder 223 
messages 

addressing 216-219 
attaching files 211,220,222 
creating without being connected to 

postoffice 224-225 
deleting 222 
finding 223 
headers 211 
including OLE packages 222, 308 
message templates 223,223 
reading 219-220 
replying to 221 
sending 216-219 
sending to another mail system 218, 238 
typing 218 

passwords 210,214,237 
Postoffice Manager 

creating WGPOs 229-231 
managing accounts 233-234 
managing mail system files 236-237 
managing WGPOs 232-237 
planning WGPOs 226-229 

postoffices See herein WGPOs 
starting 211,214 
system 

advanced features 222-225 
backing up 236-237 
description 226-228 
managing files 236-237 
overview 210-211 
quitting 215-216 
restoring 236-237 
restoring user passwords 237 
sending messages to another mail system 218, 238 
setting up 226-228 

using with other systems and networks 238 
WGPOs 

configuration examples 226-228 
connecting to 211-212 
creating 229-231 
description 210 
disk space required 229, 234-235 
existing Mail postoffice 211 
managing 232-237 

Mail, WGPOs (continued) 
planning 226-229 
sharing 231-232 

working offline 224-225 
Memory 

changing environment variables 141-142 
expanded (EMS) memory 

for MS-DOS-based applications 316 
including information in PIFs 325 
setting options 329 

extended (XMS) memory 330 
optimizing performance 142 
running different processes 314 
troubleshooting memory buffer addresses 481 
virtual memory 

changing virtual memory paging file 142-144 
configuring during Setup 498 
defining for operating system 13 
defining for Windows 3.1-based applications 315 

Windows NT system requirements xix 
Menus 21-22 
Messages 

general dialog messages 30 
low battery power warning 146 
Mail See Mail, messages 
sending after power failure 147,148 
Server Unavailable message during OLE 311 
turning off confirmation messages in File Manager 83 

Microsoft Locator 162, 175 
MIDI Mapper 136-137 
Mirror sets 

boot and system partitions 424 
caution when installing Windows NT 489 
deleting 429 
restoring 428--429 

Mouse 
configuring 

changing system settings 338 
customizing 129,131 
device drivers 132, 135,341 
pointers 18, 131 
switching functions of buttons 131 

turning off File Manager confirmation messages 83 
using 

choosing commands 21 
clicking 18 
creating program items quickly with File Manager 45 
double-clicking 18,131 
guidelines 18 
moving and sizing windows 20 
selecting items 18 



MS-DOS 
applications See MS-DOS-based applications 
commands 

changes and improvements 284 
configuration commands 273-274,317 
not available in Windows NT 285 
subsystem commands supported 272 
vs. Windows NT commands 283 

converting long file names 70 
disk partitions shared with Windows NT 418,490 
environment 

configuring 316-318 
custom startup files 13, 335-336 
customizing with PIFs 318 

memory-resident programs 319-320,327 
naming conventions 11, 71 
running pop-up programs in windows 320 
Windows NT Setup considerations 490 

MS-DOS-based applications 

N 

application shortcut keys 333 
character-based applications 316,331 
converting long file names 70 
creating PIFs 324-336 
expanded (EMS) memory 316,329 
extended (XMS) memory 330 
graphics-based applications 316,331 
naming conventions 11, 71 
run by Windows NT 314 
running from command prompt 259 
setting up 322-323 
starting 323 
toggling between window and full screen modes 331 
transferring information with Clipboard 30-32 

Names 
See also Renaming 
characters prohibited 11 
computer names 

changing 151-152 
troubleshooting 478 

Name Service Interface (NSI) 162 
naming files or directories 11, 70-71 
printer names 183 
RPC name service provider 162 

NetBEUI protocol 156, 504 
NetBIOS 

applications, LAN adapter numbers 157 
NetBEUI protocol 156, 504 
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NetWare 
NWLink protocol 156,505-510 
running Mail on a NetWare network 238 

Network adapter cards 
adding 151 
configuring during Setup 494-495 
configuring the network 155 
default settings in .Windows NT 478-479 
hardware interrupt levels 480-481 
I/O port base addresses, troubleshooting 481 
information required during Setup 484, 495 
installing 152 
LAN adapter numbers 157 
memory buffer addresses, troubleshooting 481 
removing 151, 154 
smart cards 543 
updating 151, 154 

Networks 
accessing X.25 networks remotely See Remote Access 

Service (RAS), X.25 networks 
bindings 157, 160-161 
browsing See Browsing the network 
configuring 

network software 155 
protocol software 156-157 
with Control Panel 8-9,150-162 

connecting to network drives with File Manager 64-66 
connecting to network printers 185-186 
home directories See Directories, home directories 
installing network software 153 
LAN adapter numbers 157 
logon scripts See Logon scripts 
mail system See Mail, system 
monitoring network activity and 

performance See Performance Monitor 
network provider search order 162 
network settings, summary 151 
printing See Printing; Printers 
protocols See Protocols 
removing components 154 
troubleshooting network problems 477-481 
updating components 154 
viewing 

connected users 164-165 
resources in use 168-169 
shared resources 166-167 

Windows NT system requirements xix 
NTFS file system See File systems, NTFS 
Numbers 

formats 128 
TCP/IP sequence numbers 512 
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NWLink protocol 156,505-510 

o 
Object Packager 308-310 
Objects 

description 292 
linking and embedding See OLE, objects 
Performance Monitor objects 441 

OLE 
applications managing OLE activities 298 
applications with OLE capabilities 292 
associating files with file extensions 307 
changing filename of source document 310 
choosing data types with Paste Special command 298 
client applications 295 
ClipBook pages 299-300 
commands used 296 
compound documents, uses 295 
copying files to Clipboard from File Manager 76 
destination documents 293 
dynamic updating 294 
links 

See also herein objects 
canceling 310 
creating linked objects 297 
fixing broken links 310 
manual links 309,312 
updating 309 

objects 
description 292 
editing 309-310 
embedded objects 222, 294, 297 
format 297 
inserting 296 
linked objects 222,294,297,301,309,312 
locking or unlocking 310 
maintaining 309 
managing 298 
pasting 296 

overview 292 
packages 

description 293 
editing 309-310 
embedding in mail messages 222, 307 
embedding sound clips 306 
embedding, procedure 306-308 
including commands 308 
linking and embedding files 307-308 
linking multiple documents 307 

OLE, packages (continued) 
navigating through linked documents 307 
running commands in documents 294 

picture formats 297 
server applications 295 
Server Unavailable message 311 
source documents 293 
text formats 297 
troubleshooting 310-312 
types of documents 293 
version restrictions 308 

Online demonstration 4 
Online Help See Help 
Operating systems 

boot partitions 13, 424 
default startup system 13, 140-141 
defining 

boot loader 13 
options with Control Panel 140-149 
user environment variables 13 
virtual memory 13 
which operating system to boot 13, 140,424 

MS-DOS See MS-DOS 
OS/2 See OS/2 
startup path 13 
system partitions 424 
troubleshooting alternate operating system 476 
using multiple operating systems 490 

Optimizing performance 
balancing data I/O across drives 431 
deleting partitions 431 
paging files 142-144 
stripe sets 433 

OS/2 
16-bit character-based applications 320 
applications run by Windows NT 314 
configuration commands 273-274,321 
configuring environment 321-322 
device names 322 
running applications from command prompt 259 
setting up applications 322-323 
subsystem commands supported by Windows NT 272 
Windows NT Setup considerations 490 

Ownership 
checking 104 
description 91 
information discarded when copying files or 

directories 74 
taking ow~ership of files or directories 104 
taking ownership of printers 200 



p 
Packages See Object Packager; OLE, packages 
Paging files 

configuring 13 
description 142 
modifying 142-144 
recommended size 143 
viewing 140 

Partitions 
assigning drive letters 425, 428 
boot partitions 424 
converting existing partitions during Setup 488-492 
creating 419-423 
deleting 427,431 
description 420, 424 
disk-partitioning schemes, examples 420 
extended partitions 420, 427 
file systems See File systems 
formatting 419,423,490-493 
installing Windows NT 488-493 
labeling new volumes 423 
managing with Disk Administrator 419-429 
marking as active 424 
number possible 418,420,425 
primary partitions 421-422 
reformatting NTFS partitions containing Windows 

NT 424 
removing, troubleshooting 482 
securing system partitions on RISC-based computers 425 
shared by Windows NT and MS-DOS 418 
stripe set restrictions 424, 433 
system partitions 

description 424, 489 
drive letters 425 
number possible according to operating system 418, 

420 
recommended size 489 

troubleshooting Windows NT installation 473 
volume set restrictions 430 

Passwords 
Account policy options 375 
ensuring system security at logon 2 
mail accounts 210,214 
managing workstation passwords 354 
pressing CTRL+ALT+DEL before entering at logon 2 
screen savers 119 
user account passwords 

changing 8, 178 
logging on to services 177, 178 
password options 355 
unique identifier used at logon 2 

Pasting information 
in command prompt windows 280--282 
with ClipBook Viewer 299 

Path 
changing path of OLE documents 311 
environment variables 141 
including in PIFs 326 
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Windows NT device drivers for OS/2 322 
Patterns, desktop See Desktop, patterns 
Performance 

monitoring See Performance Monitor 
optimizing See Optimizing performance 
troubleshooting 477 

Performance Monitor 
alerts 

alert selections 458-460 
changing alert options 461 
creating alert logs 457-461 
monitoring interval 461 
setting on current activity 457-461 
setting on input log files 468 
tracking events 457-461 

charts 
chart highlighting mode 439 
chart selections 450-451 
charting current activity 449-453 
charting input log files 467 
counter options 452 
customizing 452-453 
formats 452 

counters 
activating 437 
changing alert counters 460 
changing charting counters 451 
charting options 452 
explained 442-444 
logging current activity 454 
monitoring multiple counters 458 
selecting 445 

current activity 
logging 454-457 
monitoring 444-448 
reports 462-464 
setting alerts 457-461 

display 439-447 
exporting data 447 
instances 444 
log files 

adding bookmarks 457 
adding information 455 
changing log options 456 
charting input log files 467 
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Performance Monitor, log files (continued) 
current activity 454-457 
logging interval 456 
monitoring multiple counters with alert log 458 
relogging input log files 469 
reports based on input log files 470 
setting alerts on input log files 468 
working with log file information 448 

monitoring performance, overview 440-448 
objects 444 
overview 436 
reports 

adding information 463-464 
based on input log files 470 
changing report options 464 
current activity 462-464 
report interval 464 
viewing 462 

selecting a different computer 446 
views 437, 439 

Permissions 
customizing 96-98 
description 376 
directories See Directories, permissions 
files See Files, permissions 
granting remote access permission to users 537 
granting to groups rather than to users 356 
groups See Groups, permissions 
NTFS security considerations 90-91 
online demonstration 4 
overview 90-91 
removing 96 
securing printers 195-198 
setting through shared directories 98-100 
special access permissions 90, 96-98 
standard permissions 90, 91 
vs. rights 376 

Personal groups See Program Manager, groups 
Pictures 

bitmap formats 297 
Clipboard formats 306 

PIF files 
batch programs for starting memory-resident programs 

with applications 320, 326 
creating 324-336 
custom startup files 335-336 
customizing MS-DOS environment 318 
description 318 
PIF Editor 320, 324 
setting up MS-DOS applications with Windows NT 

Setup 322 

PIF files (continued) 
specifying options 326-336 
starting applications from PIFs 325 
using multiple PIFs for an application 325 
Windows NT default PIF 318,324 

Ping utility 521 
Pointing 

customizing pointing devices with Control Panel 131 
description 18 
mouse pointers 18 

Policies See Security policies 
Pop-up programs See MS-DOS, memory-resident programs 
Ports 

configuring with Control Panel 120-121 
I/O port base addresses, troubleshooting 481 
installing printers 183 
printer ports 194, 195, 484 
serial ports, troubleshooting 480 

Postoffice Manager See Mail, Postoffice Manager 
Power failure 

configuring UPS options 145-148 
low battery power warning 146 
sending messages 147, 148 
system shutdown 145,148-149 

Print Manager 
See also Printers; Printing 
administering network print servers remotely 207-208 
auditing printer usage 198-200 
changing 

document details 206-207 
printer properties 187-195 
printing order 205 

choosing print destinations 182-183 
connecting to network printers 185-186 
defining printer priority 193 
installing printer drivers 184 
installing printers 181-184 
overview 180-183 
pausing and resuming printing 204 
pooling printers 193-194 
printing 

directly to ports 194 
documents 202-207 
files from File Manager 82 

removing printers 186 
removing waiting documents 205 
restarting printing documents 205 
securing printers 195-198 
setting 

default printer 203 
hours a printer is available 191 



Print Manager, setting (continued) 
job defaults 189 
printer details 191-195 
printing options 188-189 
time-out options 195 

setting up to print 11 
sharing printers 188 
specifying print processor 194 
taking ownership of printers 200 
viewing document status 203 

Print servers, administering remotely 207-208 
Printer drivers, installing 182, 184 
Printers 

See also Printing 
adding groups or users to printer permissions 

list 197-198 
administering remotely 207-208 
auditing usage 198-200 
browsing the network 9, 11 
connecting to 

network printers 185-186 
online demonstration 4 

data types 194 
default printer 203 
defining multiple printers for one physical 

printer 182, 193 
fonts See Fonts 
hardware interrupt levels 480-481 
Hewlett-Packard printers 183 
hours a printer is available 191 
information required during Setup 484 
installing 181-184 
installing printer drivers 184 
memory available 188 
pausing and resuming printing 204 
Print Manager See Print Manager 
printer names 183 
printer pools 193-194 
printer priority 182, 193 
printer properties 187-195 
printer resolution affecting font display 121 
printers that print to files 182, 183 
removing printers 186 
securing printers 195-198 
separator pages 192 
setting up a local printer during Setup 494 
sharing printers 188 
taking ownership 200 
time-out options 195 
using parallel ports 195 
viewing document status 203 
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Printing 
See also Printers 
changing file type information in File Manager 80 
data types 194 
destination 182-183 
documents 

changing details 206-207 
changing document printing hours 207 
changing document priority 207 
changing print notification 206 
changing printing order 205 
from File Manager 82 
margins 201-202 
paper size and format 128,201-202 
removing waiting documents 205 
restarting printing documents 205 
spooled documents, description 194 
viewing document status 203 

forms 188,189,201-202 
memory available to printers 188 
pausing and resuming 204 
Print Manager See Print Manager 
printing directly to ports 194 
separator pages 192 
setting 

job defaults 189 
printing options 188-189 

setting up to print 11 
specifying print processor 194 
taking ownership of printers 200 
to files 182 

Privileges See Permissions; Rights 
Processes 

object type in Performance Monitor 444 
running different processes in memory 314 

Profiles See User profiles 
Program Information Files (PIFs) See PIF files 
Program items 

arranging icons 42-43 
changing icons 51 
copying to another group 49-50 
creating 45-48 
deleting 48 
description 40 
properties 

changing with File Manager 48 
changing with Program Manager 47 
setting with File Manager 48 
setting with Program Manager 45 

specifying application shortcut keys 47, 333 
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Program items (COil lillI/cd) 
specifying working directories 46 
starting applications minimized 47,52 

Program Manager 
arranging icons 42-43 
assigning application shortcut keys 47,333 
built-in groups 

Accessories group 40 
Administrative Tools group 7 
Applications group 40 
Games group 40 
Main group 6-7,40 
Startup group 7,40,52 

groups 
changing group description 49 
common and personal groups 40 
creating 44 
deleting 48 
description 40 
group windows 39-41,327 
icons 39 
installed during Setup 40 

keyboard shortcut reference 34 
opening documents automatically when starting 

applications 46 
overview 38 
program items See Program items 
quitting Windows NT 39 
returning to Program Manager from applications 52 
running applications as icons 52 
running as an icon 52 
saving settings 43 
setting up applications 339 
setting up applications to run from Program Manager 498 
specifying startup directory 328 
starting applications 19,33,51,323 

Programs 
See also Applications 
batch programs See Batch files 
displaying in File Manager 69 
MS-DOS memory-resident programs 319-320,327 
pop-up programs 319-320,327 
Program Information Files (PIFs) See PIF files 
program items See Program items 
running as icons 52 
running multiple programs 142 
starting from command prompt 279-280 
TSR programs 319-320,327 

Properties 
local group properties 373 
printer properties 187-195 
server properties 163 

Properties (colltinued) 
share properties 88 
user account properties 356-364 

Protocols 

Q 

changing protocol binding order 161 
Data Link Control 156, 183, 505 
description 503 
NetBEUI 156, 504 
NWLink 156, 505-510 
overview 504 
protocol software 156-157 
provided with Windows NT 156, 503 
TCP/IP See TCP/IP 

Quick Format 105 
QuickEdit 262, 280 
Quitting Windows NT 5, 39 

R 
Random Access Memory (RAM) 142 
Recovering data See Restoring 
Registry 

See also Configuration, disk configuration information 
backing up local registry files 387-389 
recovering disk configuration information 428-429 

. restoring local registry files from backups 397 
Reminders program See Schedule+, reminders 
Remote Access Service (RAS) 

description 533-535 
dial-up PADs 

connecting with clients 545 
PAD.INF format 546 

granting remote access permission 537 
intermediary devices 

connecting through 547 
supported 546 
writing scripts 548-549 

joining a domain 159 
logging on to a domain from a remote workstation 3-4 
security hosts 546 
setting up 537 
X.25 networks 

configurations offered 538 
configuring remote access software 546 
dial-up PADs 538-543 
setting up remote access clients and servers 544-545 
support 538-544 
X.25 packet handling 538 



Remote Procedure Call service See Services, RPC service 
Renaming 

See also Names 
directories and files 77 
source OLE documents 310 
user accounts 365 

Repair program 348 
Replication See Directory replication 
Resources 

closing 169 
scheduling with Schedule+ 253-254 
shared resources 

disconnecting users 167 
viewing 166-167 

viewing resources in use 168-169 
Restarting your computer 39 
Restoring 

assigned drive letters 428--429 
disk configuration information 428--429 
mail folders 236 
mail system files 236-237 
mirror sets 428--429 
stripe sets 428--429 
system 

using last known good configuration 346,475 
with Emergency Repair disk 346-348,475 

volume sets 428--429 
windows 20 

Restoring files from tape 
building a partial catalog 396 
catalog information 394-396 
choosing what to restore 394 
corrupt files 392, 395 
from backups, overview 381-384,394-399 
from third party backup programs 396 
local registry files 397 
log options 398 
restoration policies 394 
restore options 397-398 
restore status 399 
restoring permissions 397 
verifying restorations 394, 397 

Rights 
advanced user rights 377 
description 376 
managing user rights 376-378 
programming rights 377 
rights of built-in groups 368 
User Rights policy 16, 376-378 
vs. permissions 376 
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RISC-based computers 
16-bit character-based OS/2 applications 320 
boot configuration 13, 424 
disk-partitioning schemes, examples 420 
formatting partitions for file systems 489, 490--493 
important files copied during Setup 499 
installing Windows NT 487 
restoring the system with Emergency Repair disk 347, 

475 
running MS-DOS applications under Windows 

NT 316,331 
system partitions 419,424,425,487,489 
Windows NT system requirements xix 

Running applications 
as icons 52 

s 

by double-clicking OLE packages 293 
device drivers required 315 
from command prompt 259 
from Program Manager 498 
in Windows NT 6-7,314-315 
regardless of operating system required 314 
with MS-DOS memory-resident programs 319-320 

Saving 
disk configuration information 428 
Program Manager settings 43 

Schedule+ 
advanced features 256-257 
Appointment Book 

adding appointments 244-248, 255 
adding tasks 250-251 
dates and times 243 
description 243 
notes 243 
reminders 243, 245 
scheduling recurring appointments 243, 246-248 
tentative appointments 243, 246 

archiving data 257 
exchanging data with other scheduling programs 257 
modifying tasks 250 
moving files from one computer to another 257 
overview 240 
Planner 

planning workgroup meetings 251-254 
scheduling attendees 251-253 
scheduling resources 253-254 
viewing others' schedules 251 
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Schcdule+ (col/IiI/lied) 
reminders 

general options 256 
options 243 
Reminders program 241 
setting 245 

signing in 240 
Task list 

adding tasks 248-250 
adding tasks to Appointment Book 250-251 
modifying tasks 250 
removing tasks 250 
sorting tasks 248 

time slots 243 
views 241-242 
working offline 257 

Screen 
See also Desktop; Display 
copying screen images 32 
screen savers See Screen savers 

Screen savers 119-120 
Scrolling 20, 29 
SCSI drives See Drives, SCSI drives 
Searching 

for directories with File Manager 77-78 
for disk configuration information 428 
for events in Event Viewer 410 
for files 11,69, 77-78 
for information in Windows NT Help 4 
for Mail messages 223 
for names in Mail Address Book 217 
network provider search order 162 

Sectors, checking when formatting floppy disks 105 
Security 

auditing access to files and directories 15,409 
auditing events 379 
NTFS considerations 90-91 
overview 15 
password protected screen savers 119 
permissions See Permissions 
policies See Security policies 
pressing CTRL+ALT+DEL before entering password at 

logon 2 
securing system partitions on RISC-based computers 425 

Security policies 
Account policy 16,374 
Audit policy 16,379-380 
auditing events 379 
managing 374-380 
managing security 15 
setting up 16 
User Rights policy 16, 376-378 

Selecting commands and information 18, 34 
Separator pages See Printing, separator pages 
Servers 

administering network print servers remotely 207-208 
global group memberships 367 
home directories See Directories, home directories 
logon scripts See Logon scripts 
network provider search order 162 
remote access servers See Remote Access Service (RAS) 
Server See Services, Server service 
server properties usage summary 163 
Server Unavailable message during OLE 311 
setting up Windows NT master files on a server 500-502 

Services 
Alerter 148, 173, 175 
Clipbook 175 
Computer Browser 175 
configuring 

service startup 14, 177-178 
with Control Panel Services option 14, 175 

controlling startup parameters 14, 175, 176 
correct procedure for logging off 39 
DCE Cell Directory service (CDS) 162 
default services provided with Windows NT 175 
Directory Replicator See Directory replication 
DNS See TCP/IP 
EventLog 148,175,401 
FTP Server service 527-532 
logging on to services 177 
managing services 175 
Messenger 148,173,175 
Name Service Interface (NS!) 162 
Net Logon 175 
Network DDE 175 
Network DDE DSDM 175 
pausing and continuing services 176 
Remote Access Service (RAS) See Remote Access 

Service (RAS) . 
Remote Procedure Call (RPC) 162, 175 
Server 85,175,177 
SNMP See TCP/IP 
starting 175, 176 
stopping services 176 
troubleshooting service startup 482 
UPS 145,175 
Workstation 175 

Setup 
checking disk space before adding files 344 
configuring the system, overview 12 
configuring Windows NT 493-498 



Setup (continued) 
creating program items 45 
deleting user profiles 345 
Express vs. Custom Setup 487-488 
information required 484, 493 
installing Windows NT 483 
joining a workgroup or domain 496 
making an Emergency Repair disk 484 
migrating Windows 3.1 settings 500 
Program Manager groups installed 40 
removing NTFS partitions, troubleshooting 482 
selecting directory for Windows NT files 493 
setting up 

applications to run from Program Manager 498 
local accounts 497 
local printers 494 
network adapter cards 494-495 
virtual memory 498 

Setup command switches 500-502 
starting and quitting Setup 338 
system maintenance 337 
troubleshooting Windows NT installation 473 

Shared directories 
browsing the network 9 
changing share properties 88 
limiting number of users 86, 88 
on remote computers 85 
removing groups or users 100 
securing 90-104 
setting permissions 91-94,98-100 
sharing directories 85-89 
stopping directory sharing 87 

Shared files 
closing 89 
online demonstration 4 
securing 90-104 
sharing files 85-89 
stopping file sharing 87 
viewing 89 

Sharing 
ClipBook information 300, 301 
directories See Shared directories 
files See Shared files 
information, online demonstration 4 
printers 188 
resources See Resources, shared resources 
WGPO mail directories 231-232 

Shortcut keys See Keys 
Shutdown 

turning off your computer 5, 39 
UPS command file executed prior to system 

shutdown 148-149 

SNMP service See TCP/IP 
Sorting 

archived event log files 414 
directory contents in File Manager 68 
events 407 
international characters 128 

Sounds 
assigning to events 136-137 
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embedding sound clips as OLE packages 306 
hardware required 135 
MIDI Mapper 135-137 
playing 306,312 
sound files 136 
turning off 137 

Starting applications 
automatically 52 
by dragging data file icons onto program file icons 82 
from command prompt 279-280, 323 
from File Manager 81-82, 323 
from PIFs 325 
from program groups 51 
from Program Manager 19,323 
from program or document files 81-82 
minimized 33,47,82 
MS-DOS memory-resident programs 320 
opening documents automatically 46, 82 
overview 322-323 

Starting Windows NT 
See also Booting; Logging on; Startup 
after completing Setup 499 
boot partitions 424 
configuring service startup 14 
configuring the network 8-9 
configuring the system, overview 12-14 
customizing working environment, suggestions 6-8 
defining 

boot loader 13 
operating system variables 13 
startup applications 7 

logging on 2-4 
online demonstration 4 
setting up 

security policies 16 
to print 11 
user accounts and groups 14 

troubleshooting 474-476 
Startup 

boot configuration 
defining boot operating system 13, 140,424 
RISC-based computers 13, 424 
tools for modifying 111 
x86-based computers 13, 424 
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Startup (continllcd) 
boot partitions 424 
configuring service startup 14, 177-178 
custom startup files 335-336 
defining 

boot loader 13 
operating system variables 13 
startup applications 7 

faulty device drivers 342 
setting device startup type 139 
specifying default startup system 140-141 
starting applications automatically 52 
startup directory 328 
Startup group 7,40, 52 
troubleshooting 474-476 

Storage space See Disk space 
Stripe sets 

caution when installing Windows NT 489 
creating 433-434 
deleting 434 
description 433 
drive letters assigned 434 
restoring 428-429 
restrictions 424, 433 

Subsystems 
applications supported by Windows NT subsystems 314 
MS-DOS 316 
OS/2 320 
subsystem commands supported by Windows NT 272 
supported by Windows NT 314 
troubleshooting startup 482 
Windows 3.1 315 

Swap files See Paging files 
Switching to another application 

ALT+ESC 52 
ALT+TAB 19,52,119 
application shortcut keys See Keys, application shortcut 

keys 
Control menu 23 
keyboard shortcut reference 34 
Switch To command 23 
Task List 23 

System 
accounts, specifying for service startup 178 
aUditing events 379 
configuration 

changing settings 338-339 
customizing with Control Panel 110 
device driver settings 134 
overview 12-14 
setting system devices 139 
system settings in user profiles 345 

System (COli tin lied) 
correcting faulty device driver installation 342 
default services provided 175 
environment variables See Environment variables 
mail system See Mail, system 
maintaining, overview 338 
performance See Optimizing performance; Performance; 

Performance Monitor 
restoring 

using last known good configuration 346,475 
with Emergency Repair disk 346-348,428,475 

time See Time 
Windows NT system requirements xix 

SYSTEM.lNI 316 

T 
Tape drives See Backing up; Backup tapes; Drives, tape 

drives 
Task List 

keyboard shortcut reference 34 
managing windows and icons 23 
Schedule+ Task list See Schedule+, Task list 

TCP/IP 
checksum 512 
configuring TCP/IP 516-521 
default gateway 514 
DNS connectivity 519-521 
example of packet delivery 514-515 
FIP Server service See Services, FIP Server service 
host IDs 513 
installing TCP/IP 515-516 
IP addresses 513 
network IDs 513 
ping utility 521 
port IDs 512 
sequence numbers 512 
SNMP service 

agent information 526-527 
configuring 522-524 
configuring security 524-525 
installing 521-522 

sub net masks 513 
TCP headers 512 
TCP/IP protocol, description 156,510-514 
TCP/IP utilities reference 274 
troubleshooting IP connections 521 

Threads 442 
Time 

changing document printing hours 207 
customizing display 126 



Time (continued) 
setting 

hours a printer is available 191 
system time 125-127 
time zone 125 

time formats 126 
time-out options for printers 195 

Time intervals 
default for sending power failure messages 147 
displaying list of operating systems at startup 141 
Performance Monitor alert monitoring interval 461 

Titles 
preventing icon titles from overlapping 117 
specifying window titles with Program Manager 327 

Transferring information 
between applications 31 
between command prompt windows 280-282 
between documents 280-282, 299 
with ClipBook Viewer 299 

Troubleshooting 
alternate operating system 476 
hardware configuration 472-473 
hardware interrupt levels 480-481 
I/O port base addresses 481 
IP connections when installing TCP/IP 521 
logging on 476 
memory buffer addresses 481 
network adapter cards 473,478-481 
network problems 477-481 
OLE 310-312 
performance problems 477 
removing NTFS partitions 482 
restoring your system 346 
services or subsystems not starting 482 
starting Windows NT 474-476 
Windows NT installation 473 

TrueType fonts 121-123 
TSR programs See MS-DOS, memory-resident programs 
Turning off your computer 5, 39 

u 
Uninterruptible Power Supply See UPS 
UPS 

battery low power warning 146 
command file executed prior to system 

shutdown 148-149 
configuring 145-148 
testing configuration 149 
UPS service 146, 175 

User accounts 
Account policy 16, 374 
adding 

procedure 353-356 
to local groups 372 

Administrator account 352 
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built-in user accounts, description 352-353 
creating 354-356 
deleting 364-365 
description 14 
Directory Replicator service See Directory replication 
disabling 364-365 
Guest account 352 
Initial User account 353 
Mail accounts See Mail, accounts 
managing 351-364 
modifying 356-358 
online demonstration 4 
passwords See Passwords 
permissions See Permissions 
renaming 365 
setting up 14,497 
specifying for service startup 178 
User Rights policy 376-378 

User environments 
changing variables 141-142 
user environment profiles 363 
viewing variables 140 

User Manager 
authorized users 351 
configuring user environment profiles 363 
disabling or deleting user accounts 364-365 
managing 

Account policy 374 
Audit policy 379-380 
group memberships 359-364 
groups 366-374 
profiles 361-364 
security policies 374-380 
user accounts 351-364 
User Rights policy 376-378 

overview 350 
User profiles 

copying 355 
deleting 345 
description 345 
home directories See Directories, home directories 
logon script names 361 
managing with User Manager 361-364 
user environment profiles 363 
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Username, unique identifier used at logon 3, 353 
Users 

v 

adding to auditing or permissions list 96-104 
adding to printer permissions list 197-198 
aUditing events 379 
communicating with other users, online demonstration 4 
disconnecting from servers 165 
granting permissions to groups rather than to users 356 
group memberships 

copying 355 
global groups 367 
local groups 366 
managing 359-364 

Initial User account 353 
mail accounts See Mail, accounts 
mail message files See Mail, message files 
passwords See Passwords 
permissions See Permissions 
Power Users group 369 
user accounts See User accounts 
user environments See User environments 
user names 353 
user profiles See User profiles 
user rights See Rights 
Users group 369 
viewing user sessions 164-165 

Variables, environment See Environment variables 
Version 

OLE restrictions 308 
viewing version information in File Manager 84 

Virtual memory paging files See Paging files 
Volumes 

assigning drive letters 425 
boot partitions 424 
deleting mirror sets 429 
deleting 427 
description 420 
extending 432 
formatting 423 
formatting new partitions 417 
labeling new volumes 423 
mirror sets See Mirror sets 
number possible in Windows NT 425 
stripe sets See Stripe sets 
volume sets 

caution when installing Windows NT 489 
creating 430-432 
deleting 432 

Volumes, volume sets (continued) 
description 430 
extending 432 

w 

formatting new partitions 423 
maximum number of disks 431 
operating system restrictions 430 
restoring 428-429 
volume sizes 431 

Wallpaper, desktop 117 
WOPOs See Mail, WOPOs 
Wildcards, searching for filenames 11, 69 
WIN.INI 316 
Windows 

active window, description 19 
application windows, displaying Control menu with 

ALT+SPACEBAR 23 
command prompt windows See Command prompt, 

windows 
desktop windows 118 
document windows 

description 21 
displaying Control menu with ALT+HYPHEN 23 

fast application switching 19, 24, 52, 119 
keeping pop-up programs easily available 320 
keyboard shortcut reference 34 
managing 19-21 
managing with Task List 23 
maximizing or minimizing 20 
moving 20 
printer windows 180 
Program Manager group windows 39,41-42 
restoring 20 
scrolling c'Jntents 20 
sizing 20 . 
specifying titles with Program Manager 327 

Windows 3.1 
configuring existing Windows environment when 

installing Windows NT 316 
migrating settings when installing Windows NT 500 
virtual memory 315 

Windows 3.1-based applications 
environment 315 
run by Windows NT 314 
running from command prompt 259 
setting up 322-323 
starting automatically 52 
virtual memory 315 
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adding components 343-345 
additional information xxi 
documentation xxi 
Driver Library 341 
Executive, description 314 
features xviii 
overview xviii 
removing non-essential components 343-345 
subsystems 314 
system requirements xx 
tools for configuring and monitoring the network 8 
vs. Windows for MS-DOS xix 

Windows NT Locator 162, 175 
Workgroups 

description 9, 157 
joining 

after Setup 9 
during Setup 496 
with Control Panel 157-158 

scheduling tool See Schedule+ 
workgroup postoffices (WGPOs) See Mail, WGPOs 

Workstations 

}( 

Audit policy 379-380 
group memberships 

global groups 367 
local groups 366 
managing 359-364 

home directories See Directories, home directories 
logon scripts See Logon scripts 
managing user rights 376-378 
remote workstations 

See also Remote Access Service (RAS) 
joining a domain 159 

user profiles See User profiles 
viewing events 404 

X86-based computers 
boot configuration 13, 424 
disk-partitioning schemes, examples 420 
guidelines for disk partitions 489 
important files copied during Setup 499 
installing Windows NT 485-486 
OS/2 applications 314,320 
partitions 424 
restoring the system with Emergency Repair disk 347, 

428,475 
running MS-DOS-based applications under Windows 

NT 316,331 
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X86-based computers (continued) 
running Windows NT Setup 485-486 
setting up Windows NT master files on a server 500-502 
standard IRQ assignments 480 
system partitions 419,424,426 
troubleshooting Windows NT installation 473 
Windows NT system requirements xx 





Microsoft Windows NT Operating System Version 3.1 
. 5.25" High-Density (1.2 MB) Disk Offer 

Your Microsoft® Windows NTTM package includes 3.5" and 5.25" boot disks, 3.5" high-density (1.44 MB) 
disks, and a CD-ROM disc. If your system can use only 5.25" high-density disks (i.e., you do not have 
a 3.5" drive), please follow the instructions below, enter the appropriate information on the order coupon, 
and send this coupon plus your Windows NT registration card (if you haven't already sent it in) to the 
address below, or to your local Microsoft subsidiary. In the United States, there is no charge for ordering 
5.25" high-density disks. Limit one disk set per coupon. Outside the United States, please contact your 
local Microsoft subsidiary for pricing information and availability. No photocopies or facsimiles of this 
order coupon will be accepted. 

Please print your name, shipping address, and phone number. 

Name 

Company name (ijcompany licenses product) 

Shipping address 

City State/Province Country ZIP code/Postal code 

Daytime phone (in case we have a question about your order) 

Please send in the completed coupon and your registration card. 

In the United States: 
Microsoft Windows NT Disk Offer 
p. O. Box 3023 
Bothell, WA 98041-3023 

Outside the United States: 
Refer to the Microsoft Subsidiary Information 
card enclosed to contact your local Microsoft 
subsidiary 

If you have any questions about this offer, in the United States call Microsoft Sales and Service at (800) 426-9400 before returning this coupon. 
In Canada call (800) 563-9048. If you require ToorrT services for the deaf and hard of hearing, call (206) 635-4948 in the United States and 
(416) 568-9641 in Canada. Outside the United States and Canada, contact your local Microsoft subsidiary. Please allow 2 to 4 weeks for delivery 
upon receipt of this order by Microsoft. OFFER EXPIRES MAY 31, 1994. This coupon is not transferable. 

Microsoft is a registered trademark and Windows NT is a trademark of Microsoft Corporation. 

Kit No. 236-073-050 





Microsoft Windows NT Remote Access Service 
Client Disk Offer 
The Microsoft:® Windows NTTM operating system includes the Remote Access Service which enables an 
MS-DOS®-, WindowsTM-, or Windows NT-based computer to connect from remote locations. Additional 
client software is needed for MS-DOS- and Windows-based computers to dial in. The Remote Access 
Service Client software installs on Microsoft Network Clients, LAN Manager-, and WindowsTM for 
Workgroups-based computers. 

If you do not currently have this software and would like to receive it, use this coupon to order (both 3.5" 
and 5.25" high-density disks). Please follow the instructions below, enter the appropriate information on 
the order coupon, and send this coupon plus your Windows NT registration card (if you haven't already 
sent it in) to the address below or to your local Microsoft subsidiary. In the United States, there is no 
charge for ordering the Remote Access Service Client software. Outside the United States, please contact 
your local Microsoft subsidiary for pricing information and availability. Limit one disk set per coupon. 
No photocopies or facsimiles of this order coupon will be accepted. 

Please print your name, shipping address, and phone number. 

Name 

Company name (if company licenses product) 

Shipping address 

City State/Province Country ZIP codelPostal code 

Daytime phone (in case we have a question about your order) 

Please send in the completed coupon and your registration card. 

In the United States: 
Microsoft Windows NT Remote 
Access Service Client Disk Offer 

p. O. Box 3023 
Bothell, WA 98041-3023 

Outside the United States: 
Refer to the Microsoft Subsidiary Information 
card enclosed to contact your local Microsoft 
subsidiary 

If you have any questions about this offer, in the United States call Microsoft Sales and Service at (800) 426-9400 before returning this coupon. 
In Canada call (800) 563-9048. If you require TDDffT services for the deaf and hard of hearing, call (206) 635-4948 in the United States and 
(416) 568-9641 in Canada. Outside the United States and Canada, contact your local Microsoft subsidiary. Please allow 2 to 4 weeks for delivery 
upon receipt of this order by Microsoft. OFFER EXPIRES MAY 31,1994. This coupon is not transferable. 

Microsoft and MS-DOS are registered trademarks and Windows and Windows NT are trademarks of Microsoft Corporation. 

Kit No. 227-073-055 





@ 
Recyclable Paper • 

Microsoft Corporation 
One Microsoft Way 
Redmond, WA 98052-6399 

* 3 632 7 * 


