












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































a large number of performance measures at one time, consider using multiple 
instances of the Performance console and putting some of the counters on the sec­
ond or subsequent instance. 

Changing the Chart's Display Characteristics 
System Monitor's Chart and Histogram views plot all counters against a single ver­
tical axis scaled, by default, from 0 to 100. A default scaling factor is applied to each 
counter so that counters with large values (such as PhysicaIDisk{_Total)\Disk 
Read Bytes / sec, which measures the number of bytes per second read from all physi­
cal disks and might reach the high hundreds of thousands or more) can coexist 
meaningfully in a chart with low-value counters (such as PhysicaIDisk{_ Total) \ Disk 
Reads/sec, which measures the number of read operations per second). 

It's quite possible that, in order to make a chart intelligible, you will need to adjust 
its scale or the scaling factor for one or more counters (or both the scale and one or 
more scaling factors). In particular, you will need to make some kind of adjustment 
if System Monitor represents one or more of your counters as a horizontal line along 
the top edge of the chart. That's System Monitor's way of saying that your data, given 
its current scaling factor, exceeds the highest value of the vertical axis. 

Changing the Vertical Axis Scale 
To change the scale, right-click the chart or histogram and choose Properties from 
the shortcut menu. On the Graph tab of the System Monitor Properties dialog box, 
type values in the Maximum and Minimum fields. Note that because all of System 
Monitor's many counters return positive values exclusively, you cannot set the 
minimum scale point to less than O. 

Changing a Counter's Scaling Factor 
To change the scaling factor for a counter, go to the Data tab of the System Monitor 
Properties dialog box, select the counter, and then adjust the value of the Scale field. 
The default scaling factor is called Default, which tells you nothing about the value 
that System Monitor has chosen to use. To see what the default value actually is, 
check the Scale column in the chart's legend. For help in deciding what scaling fac­
tor might be appropriate, check the Minimum and Maximum values in the Value 
bar-the numeric fields that appear directly below the chart, above the legend. (See 
Figure 43-6, on page 723.) 

Note, however, that the Value bar displays information only about the counter that's 
currently selected in the legend. Therefore, when adjusting the scaling factor for a 
particular counter, it's a good idea to select it in the legend before you open the Sys-
tem Monitor Properties dialog box. . 

Changing Colors, Fonts, and Titles 
Other options on the various tabs of the System Monitor Properties dialog box 
let you change colors and fonts for your chart or histogram, add a main title or 
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a vertical-axis title, and change the fonts and colors used for chart elements. You 
can also use Width, Color, and Style lists on the Data tab to modify the appearance 
of selected counters. Be aware, though, that the Style options are available only for 
the default line width. If you choose a nondefault width, you get the default (solid) 
line style. 

Emphasizing a Particular Line 
With several counters displayed on the same chart, it can sometimes be hard to tell 
which is which. If you double-click a line on the chart, System Monitor selects the 
associated counter in the legend. But when lines are close together, it can be diffi­
cult to be sure that you've double-clicked the right one.·The Highlight tool on the 

. toolbar (the tool that looks like a light bulb) can help. When you click the Highlight 
tool, System Monitor displays the current chart line in a bold width and contrast­
ing color. With highlighting on, you can move up and down through the legend and 
see at a glance which chart line belongs to which legend entry. 

Changing the Sampling Interval 
By default, System Monitor samples counters at l-second intervals. System Moni­
tor always adjusts its display to show 100 sampling intervals, so at any resolution 
or window size ~he default-sampled chart shows 1 minute and 40 seconds' worth 
of data. You can alter the sampling interval by going to the General tab of the Sys­
tem Monitor Properties dialog box. Integers from 1 to 3888000 (1 second to 45 days) 
are accepted. 

To freeze the current chart (stop sampling), clear the Update Automatically check 
box on the General tab of the System Monitor Properties dialog box. Alternatively, 
click the Freeze Display tool on the toolbar. 

Printing a System Monitor Chart 
Although System Monitor has no Print command, you can generate a printed image 
of the current chart. The easiest way to do this is to right-click the chart, choose Save 
As from the shortcut menu, and supply a file name. System Monitor saves your 
chart-its current appearance and counter list but not its other property settings­
as an .htm file. You can then use your Web browser to display and print the file. 

Alternatively, you can get printed output from System Monitor by importing the 
System Monitor control into another suitable application (such as Microsoft Word 
or Microsoft Excel) and then using that application's printing capability. (See the next 
section, "Using the System Monitor Control.") Or you can use the Counter Logs sec­
tion of the Performance console to record performance data in a tab-separated or 
comma-separated log file and then import the resulting file into Excel or another 
spreadsheet program. (See "Recording Performance Data with Counter and Trace Logs," 
page 728.) When you have the performance numbers on a worksheet, you can use 
the spreadsheet program's charting facility to graph the data you're interested in. 
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Using the System Monitor Control 
System Monitor is an ActiveX control stored in the file Sysmon.ocx. You can embed 
this control in many applications, including Word and Excel. When embedded, the 
System Monitor control functions exactly as it does in the context of the Performance 
console. 

To insert the System Monitor control in a Word or Excel document: 

1. Display the Control Toolbox toolbar. (Right-click any visible toolbar and select 
Control Toolbox.) 

2. Click the More Controls tool. 

3. Size and position the object that appears. (In Excel, you need to drag out a rect­
angle on the worksheet to have the object appear. Once it is visible on your 
worksheet, you can make further adjustments to its size and position.) 

4. Click the Exit Design Mode tool. 

In design mode, the System Monitor control appears without its toolbar. Handles 
appear around the object's perimeter (you might have to select it to make the 
handles visible), allowing you to size and position it. When you leave design mode, 
the System Monitor control's toolbar appears. Now you can use the toolbar and the 
shortcut menus to add counters, format the resulting chart, and so on. 

Saving and Reusing System Monitor Settings 
To copy the current chart's properties to the clipboard, use the Copy Properties tool 
on System Monitor's toolbar. To paste properties from the clipboard, use the Paste 
Counter List tool. These tools, which have no keyboard shortcuts or menu equiva­
lents, let you replicate a chart in a separate instance of System Monitor. Alternatively, 
you can use them to restore the current state of a chart after making changes to it­
provided, of course, that you haven't cleared the clipboard in the meantime. Note 
that the Paste Counter List tool pastes all properties stored on the clipboard, not just 
the counter list. 

Because the .htm file created by System Monitor's Save As command (see "Printing 
a System Monitor Chart," page 727) records the current chart's counter list as well as 
its appearance, you can use this file as a way of transferring settings from System 
Monitor to a counter log or alert. (See "Creating a Counter Log from System Monitor 
Settings," page 732.) 

Recording Performance Data with Counter and Trace Logs 
System Monitor provides a graphical representation of the current (and recent) state 
of your system. But when you want to record performance data over time and pre­
serve the numbers for analysis, you need a log. Logging is the way to create, in a disk 
file, a historical performance record for a computer or network you are monitoring. 
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By logging activity over time, for example, you can establish a baseline for the sys­
tem and determine when and where performance bottlenecks occur. Or you can 
monitor system performance before and after a significant change, such as a hard­
ware upgrade or a reassignment of files, folders, or users to other machines in an 
attempt to ease the load on a busy server. 

The Performance console offers two types of logs: counter logs and trace logs. Counter 
logs,like System Monitor, sample your system at prescribed intervals. Counter logs 
can use any of the performance counters available in System Monitor. You can 
study the resulting log file, or a specified portion of it, by displaying it in System 
Monitor. Alternatively, if you save the log data in a tab-delimited or comma­
delimited text file, you can subsequently import the numbers into a spreadsheet 
or database program. ' 

Trace logs differ dramatically from counter logs. A trace log records an essentially 
continuous stream of performance data. To use a trace log, you must specify a data 
provider, and you can record data only for those performance measures that are 
made available by the provider. You can use the built-in Windows 2000 system 
provider or a third-party provider. An additional program-not supplied by Win­
dows 2000-is required to parse a trace log into human-readable form. 

Creating a New Counter Log 
To create a counter log, select Performance Logs And Alerts\Counter Logs in the 
console tree. Then right-click an empty place in the details pane and choose New Log 
Settings from the shortcut menu. In the New Log Settings dialog box, supply a name 
for your log and click OK. The name you enter here is the one that will appear in the 
Name field of the details pane, not the file name under which your data will be saved. 
You can enter something descriptive if you like, but you also have the ability to attach 
a comment (which will appear in the Comment field of the details pane), so you 
might want to save the description for the Comment field. (Note: to create a counter 
log, you 'must have full access to the registry key HKLM\System \CurrentControlSet 
\Services\SysmonLog\Log Queries.) 

After supplying a name for your log, you arrive at the General tab of the new log's 
properties dialog box. Near the top of this dialog box, you'll find the file name and 
path that the Performance console proposes to use for your new log. You're not 
obliged to use these defaults, but before you can change them you must specify 
which performance counters you want to monitor. Click Add to do this. You'll find 
yourself in the Add Counters dialog box, which looks and functions exactly like its 
counterpart in System Monitor. 

After you've specified the counter you want and have returned to the General tab, 
be sure to set the two sampling-interval controls, Interval and Units, to appropri­
ate values. You can accept the default sampling interval of 15 seconds or override 
it with anything from 1 second to 45 days. The shorter your sampling interval, the 
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more data is logged and the larger the resulting log file becomes. For the purpose 
of gathering baseline performance data, the IS-second default is a good value to try, 
but if you let the log run for a long time, you might want to keep an eye on the size 
of the log file. Note, however, that on the Log Files tab of the properties dialog box, 
which you'll come to next, you can specify a maximum Size for the log file. 

On the Log' Files tab, shown in Figure 43-8, you can change your log's file name and 
path, add an automatic suffix to the file name, add a comment that will appear in 
the Comment field of the details pane, choose a file type, and specify a maximum 
file size. 

Figure 43-8 
The Performance console can add an automatic suffix, based on incremental numbering or the cur­
rent date, to your log's file name. 

Using File Name Suffixes 
Unless you clear the End File Names With check box, the Performance console adds 
a suffix to your file name, using either an incremental numbering system or the cur­
rent date in your choice of six date formats. These suffixes make it easy for you to 
create multiple iterations of a particular log. For example, if you create a log called 
Baseline and use the numeric suffix option with numbering starting at 1, the Perfor­
mance console appends 00001 to the initial iteration of the log. If you stop and re­
start the log, a new file is created with the suffix 00002. Only one entry for the log 
appears in the details pane of the console, with the Log File Name field showing the 
current iteration only. But, of course, all the pr~vious iterations are preserved and 
available for inspection. 
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Note that if you use one of the date suffix options and then stop and restart the log 
on the day it was created, your second iteration overw'rites your first. 

Choosing a File Type 
The Performance console offers four log-file types: 

• Binary File 

• Binary Circular File 

• Text File-CSV 

• Text File-TSV 

The formats of the binary and circular binary types are identical. What makes the 
latter circular is that if the file reaches its specified maximum size, the Performance 
console begins overwriting data at the beginning of the file with current data. The 
CSV text-file type uses commas to delimit values, and the TSV type uses tabs. Both 
types can be imported easily into a spreadsheet program such as Microsoft Excel. 
If you're planning to import into a database program, you might need to use CSV 
in preference to TSV. 

Specifying a Maximum File Size 
If you select the somewhat ambiguously named Maximum Limit option button in 
the Log File Size section of the dialog box, the Performance console lets the log file 
grow until your disk space is exhausted. To limit the file to a particular size, select 
Limit Of and specify a maximum size ili. kilobytes. On the Schedule tab, you can tell 
the Performance console what you want it to do if the log file reaches its maximum· 
size. Note that you must select the When The nn-KB Log File Is Full option button 
on the Schedule tab, or the Performance console will allow the log file to grow 
beyond its maximum size. 

Starting, Stopping, and Scheduling Logging Activity 
On the Schedule tab, shown in Figure 43-9, you can tell the Performance console 
when you want your log to run and when you want it to stop. By default, logs are 
started and stopped manually. That is, they do nothing until you right-click the log 
name in the details pane and choose Start from the shortcut menu. And they continue 
to run until you holler "Stop!" by right-clicking again and choosing Stop from the 
shortcut menu. You can put either the starting or the stopping, or both, on a sched­
ule by choosing options in the Start Log and Stop Log sections of this dialog box. 
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Figure 43-9 
You can use the Schedule tab to tell the Performance console when to begin and end the log. 

Once started, a log continues to run when the current user logs off. It also contin­
ues to run when someone else logs on. (Because of an apparent bug, the log might 
not appear to be running under a different user account when you examine it in the 
Performance console. But if you check the log file itself, you'll see that it is.) If you 
shut down and restart your computer, a log that has been set to stop manually will 
not resume. (That is, the Performance console will regard your shutting down as a 
Stop command.) A log that's running on a schedule and that uses an incremental 
naming option will resume when the operating system restarts, but it will log to the 
next incremental file. 

If you have specified a maximum file size on the Log Files tab, you'll want to select 
the When The nn-KB Log File Is Full option button. Then you can use the two check 
boxes directly below to tell the Performance console what to do if the log file should 
reach its maximum size. Select Start A New Log File if you're using an incremental 
naming system and want to continue logging in the next incremental file. Select Run 
This Command and specify a program name if you want the Performance console 
to execute a script or program when your file becomes full. 

Creating a Counter Log from System Monitor Settings 
You can easily create a counter log based on the performance counters currently used 
in System Monitor. Simply right-click in System Monitor, choose Save As from the 
shortcut menu, and supply a file name. Your settings will be saved as an .htm file. 

Then, in Counter Logs, right-click in the details pane and choose New Log Settings 
From from the shortcut menu. Specify the name of your .htm file and then a name 
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for the new log. These steps take you to the properties dialog box for your new log, 
where you can take care of file-naming and scheduling details. 

Viewing Counter Log Data in System Monitor 
After you've created a log, you can view its data in System Monitor. You can look 
at either binary or text data this way, and you don't have to stop the log to look at 
it. (If you inspect a running log, System Monitor shows only as much data as the log 
currently contains; it doesn't update the display in real time.) 

To display a log file in System Monitor, click the View Log File Data tool on System 
Monitor's toolbar, and then select the file in which your log data is stored. At first, the 
System Monitor chart will be blank unless, before you opened the log, you happened 
to be looking at real-time data for one or more of the counters recorded in the log. To 
make log counters visible (if they aren't already), click the Add tool, or right-click the 
chart and choose Add Counters from the shortcut menu. The Add Counters dialog box 
that appears is limited to the counters recorded in the log file. Make your selections, 
exactly as you would if you were charting real-time data, and then click Close. 

System Monitor initially displays the entire time span of your log file. If this time 
span includes more than 100 sampling points, System Monitor divides the data into 
100 equally spaced intervals and then uses high-low bars to show the maximum and 
minimum values that occurred during each interval. (See Figure 43-10.) It also shows, 
in the Duration field of the Value bar, the total time interval represented in the chart. 

i-?6S~.terOM.~t 
rE ~ Perfor~ance L~gs a~ 90 

! ........... ~. Counter Logs 
( 1. T,ace Log. eo 

! Ale,t. 

w Con.ole Root 100 

Figure 43-10 
If the log data encompasses more than 100 sampling points, System Monitor groups 
sampling points as necessary and displays high-low bars. 
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To restrict the System Monitor chart to a subset of the log data, right-click the chart, 
choose Properties from the shortcut menu, and click the Source tab. As Figure 43-
11 shows, a slider appears at the bottom of the dialog box. You can drag either end 
of the slider to change an end point of the time range. Or you can drag the center of 
the slider to the left or right to change the position of a subset without changing the 
subset's duration. 
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Figure 43-11 
You can use the Time Range slider to change the portion of your log data 
that System Monitor charts. 

Setting Alerts 
When ·you create an alert, you ask the Performance console to take a specified 
action if a particular counter crosses some threshold that you set. To do this, first 
select Performance Logs And Alerts \ Alerts in the console tree. Then right-click in 
the details pane, choose New Alert Settings from the shortcut menu, and specify a 
name for your new alert. On the General tab of the alert's properties dialog box, 
supply a comment if you want one to appear in the details pane, click Add, choose 
one or more counters, and then click Close. 

Back on the General tab again, you can set a threshold for a counter by selecting it 
in the Counters list and manipulating the two fields directly below the Counters list. 
By default, the Performance console will check your counter every 5 seconds. You 
can use the Interva~ and Units fields to adjust this sampling rate. 
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After you've set your counter and threshold, move on to the Action tab. There, as 
Figure 43-12 shows, you can have the Performance console initiate any or all of the 
following kinds of actions if your threshold condition is met: 

• You can create an entry in the Application event log. 

• You can send a message notifying a particular user. 

• ,You can have the Performance console start a counter log. 

• You can run a program (or script). 

General Action I Schedule I 
When an alert is triggered: 

~ . P" 10g an entry in the application event log 

I P" Send a network message to: 

" I ~dmi~istr ator 

. P" ~tart performance data log: 

. h-· dr-

. n Run this program; 

I 

OK V ,'Cancel '8PPly 

Figure 43-12 
On the Action tab, specify the actions to take if the threshold is met. 

If you choose to run a program, you can also have the Performance console feed that 
program a command string. To do this, click Command Line Arguments and fill out 
the ensuing dialog box. 

What to Monitor 
Here are a few suggestions about counters you might want to monitor. For a much 
more detailed account of performance counters and monitoring strategies, consult 
the Microsoft Windows 2000 Professional Resource Kit (Microsoft Press, 2000). 
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Establishing a Baseline for Memory Use 
To establish baseline data about how your system uses memory, monitor the follow­
ing counters over an extended period of time (weeks or months) of normal usage: 

• Memory\Pages/sec 

• Memory\Available Bytes (or Memory\Available KBytes) 

• Paging File(_Total)\ % Usage 

Memory\Pages/ sec is the number of pages (units of 4096 bytes) that are read from 
or written to disk to satisfy hard page faults. A hard page fault occurs when code or 
data needed by a process is not available in physical memory. Memory\Available 
Bytes and Memory\Available KBytes record the amount of memory available to 
running processes. Paging FileCTotal)\ % Usage records the percentage of your total 
paging file that's currently in use. 

In your analysis of baseline data, ignore spikes. Focus on the value ranges that typify 
your system, not the exceptions. Then, if subsequent monitoring reveals that these 
counters frequently lie outside baseline ranges, you can be reasonably sure that a 
problem needs to be addressed. 

Determining Whether Your Paging File Is Large Enough 
Monitor Paging File \ (_Total) \ % Usage Peak. If this value, which represents the 
largest percentage of your paging file that your running processes actually use, 
exceeds 70 percent, you probably should increase the size of the paging file. You 
might also want to monitor Memory\ % Committed Bytes In Use. This counter 
represents the ratio of committed memory (physical memory for which space is 
reserved in the paging file) to the commit limit (the total amount of memory the 
system can commit). Increasing the size of your paging file increases the commit 
limit. If Memory\ %Committed Bytes In Use exceeds 85 percent, consider increas­
ing the size of your paging file. 

Monitoring for a Memory Leak 
A memory leak occurs when an application allocates memory for its use but does 
not free the allocated memory when it no longer needs it. Symptoms of a memory 
leak include gradually worsening response time, a low virtual-memory message (or 
a message indicating that the system has automatically increased the size of your 
paging file), and error messages indicating that system services have been stopped. 
If you suspect that an application is leaking memory, monitor the following over an 
extended period of time while the application is running: 

• Memory\Available Bytes. Other things being equal, this counter tends to fall 
during a memory leak. 
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• Memory\Committed Bytes. Other things being equal, this counter tends to rise 
during a leak. 

• Process(process_name)\Private Bytes, Process(process_name) \ Working Set, 
and Process(process_name) \Page Faults/sec. These all tend to rise during 
a leak. 
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Appendi)( A 

Companion CD Contents 
In This Chapter 

Installing and Using Programs from the CD ................................. 742 

The companion CD for this book contains supplemental information and utilities 
that you might find useful, including the following: 

• A variety of utilities and other useful applications from Microsoft and other 
publishers 

• Sample programs that appear elsewhere in this book 

• Microsoft Knowledge Base articles that are cited in this book 

• Microsoft NetMeeting Resource Kit 

• Microsoft Internet Explorer Administration Kit 

• Links to additional utilities from Microsoft 

• Links to more information about Microsoft Windows 2000 

You don't need to copy any files to your computer's hard drive or run a setup pro­
gram to view the CD contents, which are set 'up as a Web site. Simply insert the 
CD in your computer's CD-ROM drive and the home page should appear in your 
Web browser. (If you have disabled AutoRun, open the Index.htm file in the CD's 
root folder.) 

Note The system requirements for browsing the information on the CD are quite 
simple: you need a graphics-capable Web browser, such as Internet Explorer 
or Netscape Navigator. You can use any platform or operating system that 
can support your Web browser to browse the CD's content. The CD's pages 
include links to a number of utility programs that are on the CD. The system 
requirements for these utilities vary, but all are known to work on a system 
running Windows 2000 Professional with 96 MB of RAM. 
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Installing and Using Programs from the CD 
The CD contains a number of programs from Microsoft and other publishers. You'll 
find them listed on the Utilities Index page, as shown in Figure A-I. (In addition, 
you'll find links to these programs on the By Chapter page.) 

Click to expand 

Cli k the CD is icon to install the utility from the CD. 

Cli k the web * icon to go to the utility publisher's Web site to check for the latest 
ve ,ion, register shareware and trial versions, and get more information about a program. 

Figure A-1 
On the Utilities Index page, click a category to display a list of programs in that category. 

Some of these programs are freeware (you can use them as you see fit without pay­
ment), some are shareware (after trying the program, you're obligated to pay the 
publisher if you decide to continue using it), and some are limited-time trial or 
demonstration versions. 

Along with a brief description of each utility, you'll see two icons. Clicking the CD 
icon starts the application's setup program. Because the CD functions like a Web site, 
when you click a CD icon, Microsoft Internet Explorer asks whether you want to run 
the program (the setup program, that is) or save the program to disk. Select the run 
option and click OK. Saving the program to disk just consumes disk space for a setup 
program you already have safely stored on CD, and it requires the extra step of 
launching the setup program after you save it. 

The other icon by each program description is a link to the publisher's Web site. You 
might want to check there for additional information, a later version, or to see what 
other programs the publisher offers. 
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Appendi)( B 

Windows 2000 Professional 
CD Contents 

In This Chapter 
Value Added Folder .................................... ~ ............... 744 

Learning More About Files Installed from the CD ............................. 746 

If you're like many experts, you comb the CD of a new operating system, looking 
for all the programs and other goodies that are not on the Start menu, hoping to find 
an undocumented trick to make your life easier or to amaze your friends. To give 
you a head start on finding such a gem, this appendix summarizes the content of the 
Windows 2000 Professional CD. 

The Windows 2000 Professional CD-ROM includes the following folders and files 
in its root: 

• \Bootdisk. Contains files for creating the four-disk setup boot disk set. The 
disk images are stored in Cdbootl.img, Cdboot2.img, Cdboot3.img, and 
Cdboot4.img. Run Makeboot.exe or Makebt.32.exe to copy the disk images to 
floppy disks. 

• \ Discover. Contains the HTML-based Discover Windows 2000 Professional 
tour-the one you can launch by clicking Discover Windows in the Getting 
Started With Windows 2000 window (Welcome.exe) that appears the first time 
you log on. You can launch the tour directly from this folder by opening 
Default.htm in Internet Explorer. 

• \1386. Contains the installation files for Windows 2000. Winnt.exe and Winnt32.exe 
are the 16-bit and 32-bit versions of the setup program. (For details about setup, 
see Chapter 1, "Installing Microsoft Windows 2000.") Most other files in \1386 are 
compressed, as indicated by the underscore C) as the final character of the file 
name extension; to use any of these files you must decompress them with the 
Expand command. 
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• \Setuptxt. Contains Prol.txt and Pro2.txt, the release notes for Windows 2000 
Professional setup. 

• \ Support. Contains Hcl.txt, the Hardware Compatibility List (you can view an 
updated version at www.microsoft.com/hcl) and Apcompat.exe, the Application 
Compatibility tool. (For details, see UUsing Apcompat to Solve Compatibility Prob­
lems," page 143.) 

The Tools subfolder contains the installation files for Windows 2000 Sup-
I 

port Tools, an invaluable collection of miscellaneous utilities and techni-
cal information. To install Windows 2000 Support Tools, run \Support\ Tools 
\Setup.exe. Sreadme.doc, also in the Tools subfolder, provides more informa­
tion about Windows 2000 Support Tools. 

In addition, the Tools subfolder contains Deploy.cab, an archive file with tools 
and information for automating installation of Windows 2000. (For details, see 
UAutomating the Installation Process," page 14.) 

• \ Valueadd. Contains a variety of tools from Microsoft and other publishers. 
Valueadd.htm ostensibly provides an overview of the contents of the 
subfolders, but it includes more legal disclaimer than useful information. For 
more information, see the following section, uValue Added Folder." 

• Autorun.inf. Causes Setup.exe to run when the CD is inserted in the CD-ROM 
drive. 

• Cdrom_ip.5. Identifies the Windows 2000 Professional CD as a bootable CD. 

• Cdrom_nt.5. Identifies the Windows 2000 Professional CD as a bootable CD. 

• Readlst.txt. Release notes for all versions of Windows 2000. 

• Readme.doc. More extensive release notes for all versions of Windows 2000, 
in Microsoft Word format. 

• Setup.exe. Program that displays a menu of options including Install Win­
dows 2000 (runs \1386\ Winnt32.exe), Install Add-On Components (runs 
Sysocmgr.exe, the Windows Components Wizard part of Add/Remove Pro­
grams), and Browse This CD (opens the CD root in Windows Explorer). 

Value Added Folder 
This section provides an overvie-\A! of the contents of \ Valueadd, the Value Added 
folder on the Windows 2000 Professional CD. In addition to the introductory 
Valueadd.htm file (and Banner.gif, an image file used by Valueadd.htm), \ Valueadd 
contains two subfolders: 

• \3rdparty. Contains a variety of applications provided by third parties (that 
is, someone other than Microsoft). None of these applications are developed 
or supported by Microsoft. 
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• \Msft. Contains a variety of applications from Microsoft. (Trivia note: For 
anyone who doesn't follow the roller coaster ride we call a stock market, MSFT 
is the ticker symbol for Microsoft Corporation.) 

The following sections provide more information about the content of each subfolder. 
Your eyes might glaze over before you can explore all of these options on the CD. 
Many applications are for products or features that you've never heard of and don't 
need. Our goal here is to provide a quick overview that you can scan to identify the 
handful of programs that you might want to explore further. Most of the subfolders 
contain some sort of documentation-in the form of a Readme.txt file, a help file, or 
an HTML file. 

\Valueadd\3rdparty 
The 3rdparty subfolder contains the following subfolders: 

• \Ca_antiv. Contains InoculateIT AntiVirus AVBoot Vl.l, a program from Com­
puter Associates International that detects and removes viruses when run from 
a bootable floppy disk. 

• \Leve18\Mqc.que. Contains Message Queuing Connector, a cross-platform ap­
plication connectivity product from LevelS Systems that you can use for imple­
menting the Microsoft Message Queue (MSMQ) API in non-Windows operating 
systems. 

• \Mgmt \Agents. Contains an HTML file with a link to information about agents 
that support Windows Management Instrumentation (WMI). Here's the link: 
www.microsoft.com/windows2000 /library /howitworks/mana gement /wmi/ agents .asp 

• \Mgmt\Citrix\Eng. Contains Citrix ICA clients for using a computer running 
any version of Windows to run applications on a Windows Terminal Server 
with Citrix MetaFrame. 

• \Mgmt\Inteldmi\Cimompro. Contains a program from Smart Technology 
Enablers that allows an existing DMI application to run seamlessly on a WMI­
enabled system. 

• \Mgmt\Inteldmi\Dmisp. Contains a program from Smart Technology 
Enablers that provides the DMI service layer, a required component for either 
Cimompro or Wbemdmip (the other programs in the \Mgmt\Inteldmi folder). 

• \Mgmt\Inteldmi\ Wbemdmip. Contains Intel DMI to CIMON Data Provider, 
also from Smart Technology Enablers. 

• \Mgmt\ Winstle. Contains Win INSTALL LE, a program from VERITAS Soft­
ware that allows you to package legacy setup programs for use with Windows 
Installer. For more information, see "Creating MSI Files for Legacy Applications," 
page 151. 
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• \Security\Sdti. Contains ACE/Agent for Windows 2000, a program from 
Security Dynamics Technologies that provides enterprises with the ability to 
add strong authentication management and encryption to their Windows 2000 
environment. 

\Valueadd\Msft 
The Msft subfolder contains the following subfolders: 

• \Fonts. Contains two TrueType fonts, Arial Alternative Regular and Arial 
Alternative Symbol. 

• \Mgmt\Adc. Contains Active Directory Connector, which lets you synchronize 
Microsoft Exchange Server 5.5 mailboxes, custom recipients, and distribution 
lists with users, contacts, and groups in a Windows 2000 Active Directory. 

• \Mgmt\Ias. Contains the Windows NT 4.0 Internet Authentication Service 
(lAS) snap-in for Microsoft Management Console, which allows you to man­
age lAS from Windows 2000. 

• . \Mgmt \Ms_sms. Contains the Systems Management Installation Wizard, 
\vhich lets any computer become a Systems Management Server (SMS) client. 

• \Mgmt \Mstsc_hpc. Contains the Microsoft Terminal Server Client for Win­
dows CE, Handheld PC Edition version 3.0. 

o \Mgmt \Pba. Contains Phone Book Administrator, a tool for managing phone 
books used by Microsoft Connection Manager. 

• \Mgmt \ Wbemodbc. Contains the Windows Management Instrumentation 
(WMI/WBEM) ODBC adapter, which provides a standard API that allows 
ODBC-based applications to read the data in the WMI Common Information 
Management (CIM) repository as if it were a relational database. 

o \Xtradocs \Script. Contains help files that provide detailed reference informa­
tion about JScript, Windows Scripting Components, VB Script, and Windows 
Script Host (WSH). For more information, see Chapter 38, "Using Windows Script 
Host." 

• \Xtradocs \Serk. Contains the Microsoft FrontPage 2000 Server Extensions Re­
source Kit. Open Default.htm in Internet Explorer to display the documentation. 

Learning More About Files Installed from the CD 
And what of the myriad executable programs that are part of Windows 2000 Pro­
fessional? Many are not on the Start menu and their names provide no clue as to their 
function. But with a little sleuthing, you can usually determine a program's purpose. 
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The following tips apply to all files provided with Windows 2000, but they're espe­
cially apropos to application files (.exe extension) and application extensions, or 
dynamic link libraries (.dll extension). 

• Display the file's properties dialog box. If the file is an application, the General 
tab often includes a Description field that tells you everything you need. For 
example, the Description for one hidden gem, %SystemRoot% \System32 
\Dxdiag.exe, reveals its purpose: Microsoft DirectX Diagnostic Tool. 

• The properties dialog box for most applications and application extensions 
includes a Version tab. By clicking each item in the Other Version Information 
box on this tab, you can learn something of a file's provenance. 

• If you want to examine the Description and other potentially information-rich 
fields for a number of files, use Details view in Windows Explorer, choose View 
I Choose Columns, and display the Module Description and Product Name 
columns, as shown in Figure B-l. 

Nom. t 

~401COMUPD Win32 Cabinet Seli·Ext,"ctor Microsolt(R) Window ... Application -I 

~ M~amon.dll • A ••• Monitor DLL Microsoft(R) Window ... ApplicationE ... 
system32 ~.ecce$$ Control Panel DLL Microsoft(Rl Window ... Control Panel... 

~acctres.dll Microsoft Internet Account Ma ... Microsoft(R) Window ... Appkation E ... 
This lolder contains liles that keep GQ.eccwiz MiclOsoft Accessibilit,Y Wizard Microsoft(R) Window ... Application 
your s,Ystem working properly. There ~ acelpdec. a>c ACELP.netAudio Decoder ACELP.netAudio De ... PXFile 
is no need to modify its contents. 

~ .cleditdll Access Control List Editor Microsoft(R) Window ... Application E ... 

Select an item to view its: ~.clui.dll Security Descriptor Editor Microsoft(R) Window .. Application E ... 
description ~acsetupc.dll Microsoft ACS setup client DUL Microsoft(R) Window ... Application E ... 

~acsmib.dll Microsoft SNMP Subagent lor ... Microsoft(R) Window ... Application E ... 

~ activeds.dll ADs Router Layer DLL M icrosolt(R) Window ... ApplicationE-.. 
~activeds Microsoft (R)ActiveDS Typelib Microsoft(R) Window ... TLB File 
lilactmovie DirectShow Setup Tool DirectShow Application 

~ actxpIXY. dll ActiveX Interlace Marshaling L .. Microsoft(R) Window ... Application E ... 

~ admparse.dll lEAK Global Policy Template P ... Microsolt(R) Window ... Application E ... 
~ adptil.dll I PI< Interlace via WinSock Microsoft(R) Window ... Application E ... 

~ adsldp.dll ADs LDAP Provider DLL Microsolt(R) Window ... Application E ... 
i~ adsldpc.dll ADs LDAP Provider C DLL Microsoft(R) Window ... Application E ... 

@adsmsexldll ADs LDAP Provider DLL Microsoft(R) Window ... Application E. .. 
i!1adsnds.dll ADs NDS Provider DLL Microsolt(R) Window ... Application E. 

i!ladsntdll AD. Windows NT Provider DLL M icrosoft(R) Window ... Appl~cation ~~ I 
'.] ... T" , 

j1.562 obiec~'-l --~. -. - fi85~~MyComputer ----:11 

Figure 8-1 
Displaying the Module Description and Product Name columns allows you to see 
details about many files without opening their individual properties dialog boxes. 

• You can also find details about the application and application extension files 
included with Windows, including details about exactly which version of each 
file is included with which Microsoft product releases, at this little-heralded 
Web site: support .microsoft .com/servicedesks/fileversion/dllinfo .asp. 
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Index 

Numbers 
100BaseT, peer-to-peer network 

connections, 362 
10BaseT, peer-to-peer network 

connections, 362 
128-bit encryption, 556 
16-bit applications, crash prevention, 155-57 
386 drivers, software compatibility issues, 6 
56-bit encryption, 556 

A 
Access Control Settings dialog box, 579, 581 
access control, security, 473 74 
access, auditing, 573-74 
Account Mappings dialog box, certificate 

mapping,477 
accounts 

computer, 10-11 
domain, 293 
local vs domain, 283-85 

ACL (access control list) 
modifying inherited permission 

order, 546 
permission editing, 545-547 
SID (security identifier), 544, 547 
NTFS file/ folder permissions, 544-47 

ACPI (Advanced Configuration and Power 
Interface) 

advantages, 258 
battery management advantages, 258 
Device Manager support 

determination, 259 
FireWire device support, 258 
PC card dynamic configuration 

support, 258 
server support, 258 
system compliancy process, 259 
upgrading, 260 
USB support, 258 
vs APM, 257-60 

ACPI, (continued) 
wake-on-LAN support, 258 
wake-on-ring support, 258 

Action menu, common console elements, 72 
Active Directory 

Group Policy interaction, 303 
publish/ assign application support, 146 
publishing shared printers, 222 

active partition 
described, 203 
marking,208 

ActiveX components, removing, 438 
ActiveX controls 

adding to a console, 76-77 
check for updates, 438 
Microsoft NetMeeting/Web page 
integration, 511-12 
snap-in requirement, 68 
storing downloaded, 438 
Sysmon.ocx (System Monitor), 728 

Add Counters dialog box, adding counters to 
System Monitor, 725-26 

Add Recovery Agent Wizard, 571 
Add Standard TCP /IP Printer Port Wizard, 

network printer connection, 229 
Add/Remove Programs 

adding/ removing Windows 
components, 149-51 
changing/removing applications, 

148-49 
described, 147 
new program installation, 149 
published application availability, 146 

Address bar, MRU (most recently used) 
lists, 134 

Address toolbar, MRU (most recently used) 
lists, 134 

Adm folder, Group Policy, 301 
administrative shares, described, 373-74 
Administrative Tools folder, Adminpak.msi 

file, 356-57 
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Administrator accounts, limiting, 478-79 
Administrators Group 

enabling auditing, 576 
set up auditing of files/folders, 578 
set up auditing printer access, 580 

administrators, setting up new, 470 
Adminpak.msi file, domain administration, 

356-57 
Admins Web group, 469 
Adobe Systems, pdf format filters, 97 
Advanced Attributes dialog box 

excluding files from catalogs, 114 
NTFS file compression, 671-72 

Advanced Configuration and Power 
Interface (ACPI), vs APM, 257-60 

Ad vanced Options menu 
accessing, 36 
troubleshooting options, 36-37 

Advanced Power Management (APM), vs 
ACPI, 257-60 

Advanced RISC Computing (ARC) 
Boot.ini file pathname editing, 35-36 
computer startup process, 33 

Advanced Schedule Options dialog box, task 
property editing, 140-41 

Alerter service, described, 346 
alerts . 

Alerter service, 346 
Performance console, 734-35 

aliases, folder names, 113 
Alphabetize.bat file, Favorites menu/Start 

menu alphabetizing, 618-24 
Alt+ Enter key combination, switching 

between screen modes, 157 
American Registry for Internet Numbers 

(ARIN), IP address registration, 395 
analog voice/ fax modem, dial-up 

connections, 415 
Analysis Report dialog box, disk 

defragmentation, 673 
AND operator, 107 
anonymous authentication, described, 472 
anonymous logon, FTP connection, 526 
answer files 

additional application installation, 26-29 

answer files, (continued) 
ASCII text file conventions, 19-20 
automating mini-Setup Wizard, 25 
Cmdlines. txt, 26-28 
creating,16-18 
customizing,18-20 
described, 16 
[GuiRunOnce] section uses, 28-29 
password privacy issues, 20 
troubleshooting,21 
using during Setup, 20-22 

antivirus programs, disabling prior to 
installation, 10 

Apcompat utility, described, 143-44 
APIP A (Automatic Private IP Addressing), 

described, 397 
APM (Advanced Power Management) 

battery alarm parameters, 263 
BIOS support issues, 260 
described, 258 
enabling, 260-61 
hibernation configuration, 261-62 
known bugs, 267 
power schemes, 262-63 
power status indicator, 263-64 
standby configuration, 262 
UPS configuration, 264-65 
vs ACPI, 257-60 

AppEvent.evt (Application) log file, 83 
Apple Macintosh computers, network 

printing support, 232 
Apple Macintosh, AppleTalk settings, 411-12 . 
AppleTalk, non-TCP /IP settings, 411-12 
Application (AppEvent.evt) log file, 83, 574 
Application Compatibility dialog box, 

solving program compatibility, 144 
Application Data folder, User Profiles, 314 
application events, described, 84 
Application log (AppEvent.evt), record 

applications events, 574 
Application Log Properties, log file size/ 

longevity settings, 90 
application media pools, described, 238 
application-level filtering, firewalls, 431 
ARC (Advanced RISC Computing), 33, 35-36 
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archives, log files, 91 
ARIN (American Registry for Internet 

Numbers), IP address 
registration, 395 

ARP (Address Resolution Protocol), network 
troubleshooting tool, 407 

asterisk (*) character, command prompt 
support, 181 

asymmetric cryptography, described, 440 
asymmetric encryption, described, 584 
At command, task scheduling, 141-42 
audit events, 577-78 
audit policies, selecting, 480 
auditing 

cautions about overuse, 578 
changing settings, 580 
described, 84, 573-75 
disadvantages, 574 
enabling, 577 
file/folder access, 578-80 
printer access, 580-82 
security, 479-81 
viewing events, 575-76 

Auditing Entry dialog box, 480, 581 
audits, changing settings, 580 
authentication 

CA (certification authority) 
hierarchy,588 

Microsoft N etMeeting, 509 
security, 472-73 
selecting type, 473 

Authentication Methods dialog box, 479 
author mode, running a user-mode 

console, 70 
Authors Web group,469 
AutoComplete, Run dialog box, 453 
AutoComplete Settings dialog box, 

opening, 454 
Autoexec.bat file 

boot disk element, 43 
MS-OOS-based application settings, 

163-64 
automated installation 

additional applications, 26-29 
answer file/Setup program uses, 20-22 
creating answer files, 16-18 
customizing answer files, 18-20 

automated installation, (continued) 
differences file, 22-23 
disk imaging (Sysprep.exe), 23-25 
methods, 14-15 
non-script method, 16 
small office strategy, 21-22 
Ddf (uniqueness database file), 22-23 

automatic detection, configuration 
scripts, 447 

automatic installation, strong encryption, 556 
Automatic Private IP Addressing (APIPA), 

described, 397 
Automatically Log On dialog box, automated 

startup settings, 38-39 
AutoPlay, disabling, 250-51 
AutoRun, command prompt uses, 188-89 
AutoRun file, listing Ooskey macros, 600 
Autorun.inf file, disabling, 250 . 

B 
background services, disabling prior to 

installation, 10 
backup agents, disabling prior to 

installation, 10 
Backup program 

preparing tapes, 253 
Removable Storage issues, 252-55 
tape data backups, 253-54 
troubleshooting, 253 
Windows NT workaround, 255 

backups 
copy, 677 
daily, 677 
differential, 677 
existing data prior to installing 
Windows 2000,8-9 
incremental, 677 
log files, 92-93 
normal, 677 
preparing tapes, 253 
registry, 659-60 
Removable Storage devices, 252-55 
restoring the registry, 659-60 
scheduling, 254-55 
tape data backup process, 253-54 
types, 677 

Index 751 



Baseline data dialog box, counter logs, 730 
basic authentication, described, 472 
basic disks 

converting to a dynamic disk, 208-11 
defined, 201 
dynamic disk conversion, 213 
extended partition creation, 207-8 
logical drive creation, 208 
marking the active partition, 208 
partition creation, 205-8 

basic volume, described, 203 
bat file extension, batch programs, 610 
batch files .See batch programs 
batch programs 

Alphabetize.bat, 618-24 
automated compatibility checker, 7-8 
bat (batch) file extension, 610 
capitalization rules, 610 
CD-ROM changers, 245-48 
changing to a different folder, 624-25 
CleanRecent.bat, 617-18 

. cmd file extension, 610 
commands, 610-11 
commenting, 612 
described, 609-10 
Dial.bat, 612-15 
double colon (::) comment 

identifier, 612 
environment variables, 616-17 
ErrorLevel value testing, 614 
executing, 612 
file naming conventions, 610 
local environment variables, 625-26 
PopD command, 624-25 
PushD command, 624-25 
redirecting a Pause message to the Nul 
device, 624 
replaceable parameters, 622 
Rsbackup.bat, 615-17 

battery, alarm parameters, 263 
binary NOT operator, 107 
BIOS (basic input/ output system) 

APM support issues, 260 
bootable CD setup process, 13 
computer startup process, 33 
MBR (master boot record), 33 

BIOS, (continued) 
setting to non-Plug and Play operating 

system, 5 
updating to overcome installation 

problems, 5 
BIOS settings, security, 557 
bookmarks, exporting prior to installing 

Windows 2000, 8 
Boolean operators 

described, 96 
Indexing Service, 107-8 
Indexing Service support, 96 
order of precedence, 108 

boot disks 
creating,42-45 
required files, 43 
uses, 42-43 
vs Recovery Console, 43 

boot loader, recovering, 56-57 
boot managers, dual boot system 

alternative, 62 
boot menu 

default startup options, 32-33 
operating system elements, 48 
removing items from, 35 
timeout value editing, 34 

boot partition 
deletion protection, 215 
described, 49, 203 

Boot.ini file 
ARC pathname editing, 35-36 
boot disk element, 43 
boot menu operating system 

elements, 48 
build number display, 34 
computer startup process, 33 
disabling Windows splash screen, 34 
driver name display, 34 
driver name display, 34 
hidden/ system attributes, 33-34 
installed memory display, 34 
modifying, 33-36 
multiple processor display, 34 
operating system description editing, 34 
serial mouse detection disabling, 34 
service pack level display, 34 
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Boot.ini file, (continued) 
timeout value editing, 34 

bootable CD, installation strategy, 13 
BootMagic, dual boot system alternative, 62 
BootPart, dual boot system alternative, 62 
Bootsect.dos file 

boot disk element, 43 
computer startup process, 33 
dual boot system process, 48-49 

Browse Folder dialog box, move folder, 436 
Browse For Drive Path dialog box, path 

search, 217 
Browsers Web group, 469 
browsers, changing default, 435 
bugs, Windows 2000 Professional, 267 
build number, displaying during startup, 34 

C 
CA (Certification Authority) 

certificates, 440, 475 
described, 588-89 
digital certificates, 440 
hierarchy of certificate 
authentication, 588 
PKI requirement, 584-85 

cab (compressed archive) files, described, 15 
cable modems 

Internet connections, 421-22 
network connections, 415 
permanent IP address, 395 
persistent connection, 422 

cables 
direct parallel connection, 485 
peer-to-peer network connections, 

362-63 
cache, described, 377 
caching 

avoiding unwanted local cache, 380 
documents automatically, 378 
documents manually, 377 
offline file uses, 377-80 

Caching Settings dialog box, file caching for 
, offline use, 377 

Cacls.exe utility, viewing/ editing NTFS 
permissions, 547 

calIto hyperlinks, Microsoft NetMeeting, 
511-12 

canonical verbs, described, 128 
capacity, NTFS advantages, 541 
caret (") character, macro symbol 

identifier, 602 
catalogs 

adding/ deleting folders, 113-14 
creating/ deleting, 115 
defined, 96 
excluding NTFS files, 114 
folder viewing, 113-14 
indexing files with unknown 
extensions, 112-13 
Indexing Service creation process, 

111-12 
Category column, Event Viewer, 86-87 
CD changer.msc console, creating, 243-45 
CDFS (Compact Disk File System), 539 
CD-ROM 

disabling AutoPlay, 250-51 
installing programs, 741-42 

CD-ROM changers 
batch program creation, 245-48 
custom MMC console creation, 243-45 
jukebox uses, 248-51 
Mount.bat file, 246-47 
Removable Storage support issues, 

242-48 
troubleshooting, 245 

CD-ROM drives 
installation requirements, 4 
Removable Storage support, 241-42 

Certificate dialog box, viewing certificate 
contents, 586 

Certificate Export Wizard, 566, 593 
Certificate Import Wizard, 567, 593 
certificate mapping, 477 
Certificate Request Wizard, enterprise-wide 

Certificate Services, 589 
Certificates console 

exporting/importing certificates, 593 
requesting certificates, 593 
view options, 593-94 

Certificates dialog box 
back up recovery agent certificate, 568 
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Certificates dialog box, (continued) 
digital certificate management, 591-92 
remove trusted certificates, 442-43 

certifica tes 
backing up, 564-68 
digital, 440-42, 583-95 
installing/removing, 442-43 
IPSec authentication method, 492 
Microsoft N etMeeting 

authentication, 509 
recovery agent, 564 
revoked, 440 
security,474-75 

Certification Authority (CA) .See CA 
Change Drive Letter And Path dialog box, 

drive letter/path assignments, 216 
Change Profile Type dialog box, User 

Profiles, 318 
character sets, language choices, 454-55 
characters 

asterisk (*) wildcard, 181 
caret (/\) macro symbol identifier, 602 
dollar sign ($) special shares, 373-74 
double colon (::) batch program 
comment identifier, 612 
question mark (?) wildcard, 181 

charts, System Monitor, 726-27 
Check Disk dialog box, file system/ media 

error checking, 675-76 
Check.bat file, automated compatibility 

checker batch file, 7-8 
Check.txt file, automated compatibility 

checkertextfile,7-8 
child windows, adding to a console, 79 
Ciad.msc (Indexing Service) console, 

Indexing Service management, 110-11 
Cipher command, 563 
Cipher.exe utility, 563 

command-line switches, 562 
new personal encryption certificate, 568 

class A, IP address, 388 
class B, IP address, 388 
class C 

IP address, 388 
subnet mask, 390 

i class D, IP address, 388 
-J class E, IP address, 388 

CleanRecent.bat file, cleaning out the Recent 
Documents List, 617-18 

client certificates, described, 475, 477 
client computers, ICS configuration settings, 

426-27 
Client for Microsoft Networks, peer-to-peer 

networks, 364 
clients 

cache management techniques, 378-80 
FTP (File Transfer Protocol), 525-36 
Telnet, 515-20 

cmd file extension, batch programs, 610 
Cmd.exe (Command Prompt) file 

command extensions, 190 
command-line syntax, 190-91 
described, 188 
vs Command. com, 174 

Cmdhere.reg file, folder/command prompt 
session startup, 173 

Cmdlines.txt file, additional application 
installation, 26-29 

code/key, IPSec authentication method, 492 
codec (coder/decoder), Internet connection 

speed issues, 503 
collaboration, Web sites, 483 
colors 

command prompt session settings, 177 
Disk Management panel views, 200 
System Monitor chart editing, 726-27 

command delimiter, described, 227 
command extensions, command prompt 

uses, 190 
command line 

command combination symbols, 184. 
editing keys, 180-81 
escape (/\) symbol, 184-85 
FTP client uses, 527-33 
Net File command, 384 
Net Session command, 383-84 
Net Share command, 380-82 
Net Statistics command, 384-85 
Net Use command, 382-83 
network utilities, 290-93 
pausing/ canceling commands, 185· 
pipe (I) symbol, 183 
program command symbol 
conventions, 181-85 
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command line, (continued) 
redirecting input/ output, 183 
redirection symbols~ 182 
Remote.exe file, 355-56 
running System Information from, 

685-87 
Telnet client, 516-19 

command prompt 
AutoRun uses, 188-89 
browsing network resources, 193-94 
color settings, 177 
command combination symbols, 184 
command enhancements, 179-85 
command extension uses, 190 
command-line editing keys, 180-81 
described,171-72 
Doskey settings, 177-78 
environment variables, 185-87 
escape (A) symbol, 184-85 

. file/folder name completion, 189-90 
font settings, 176-77 
help system, 179-80 
listing current routing table, 392 
network commands, 191-94 
password-protected resource 
connection, 193 
pausing/ canceling commands, 185 
pipe ( I ) symbol, 183 
program command symbol 
conventions, 181-85 
redirecting input/ output, 183 
redirection symbols, 182 
Run As command uses, 143 
running commands from, 187-88 
Services management commands, 341 
shared resource connection, 192-93 
starting, 187-88 
starting a telnet client session, 517-18 
starting at a particular folder, 173 
starting programs from, 178-79 
starting/ ending a session, 172-73 
uses, 171-72 
wildcard support, 181 
window customization techniques, 

174-78 
window sizing/positionirig, 175-76 

command strings, described, 133-34 

Command.com file 
boot disk element, 43 
vs Cmd.exe, 174 

command-line switches, Cipher.exe, 562 
command-line, Windows Explorer uses, 

124-26 
commands 

Action I All Tasks I Configure Server 
Extensions, 469 
Action I Find, System Information, 681 
Action I New I Virtual Directory, 467 
Action I Save As Text File, System 
Information, 684 
Actions I All Tasks I Close System 
Information File, 684 
Actions I All Tasks I Open System 
Information File, 684 
Actions I All Tasks I Save As System 
Information File, 684 
Actions I Refresh, System 

Information, 683 
Actions I Save As System Information 
File, System Information, 684 
At, 141-42 
batch, 610-11 
Cipher, 563 
command prompt help, 179-80 
Convert, 215 
Customize View, 80 
Delete Logical Drive, 215 
Delete Partition, 215 
Delete Volume, 215 
Edit I Add Key, Regedt32, 661 
Edit I Add Value, Regedt32, 662 
Edit I Find, Regedt32, 661 
Edit I New, Rededit, 661 
Format, 214 
FTP (File Transfer Protocol), 529-33 
Hide Mouse Pointer, 159 
mmc, 68 
MRU (most recently used) lists, 134-35 
Nbstat, 409 
Net,408 
Net File, 384 
Net Localgroup, 292-93 
Net Session, 383-84 
Net Share, 380-82 
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commands, (continued) 
Net Statistics, 384-85 
Net Use, 382-83 
Net User, 290-92 
Net View, 193-94 
Netstat, 408 
Network Identification, 409 
networks, 191-94 
New Window From Here, 79 
Nslookup,409 
Options I Read Only Mode, 

Reged t32, 661 
pausing/ canceling at the command 
line, 185 ' 
PopD, 624-25 
PushD, 624-25 
Recovery Console, 710 
Registry I Connect Network Registry, 
Regedit, 666 
Registry I Export Registry File, 667 
Registry I Load Hive, Regedt32, 660 
Registry I Restore, Regedt32, 659 
Registry I Save Key, Regedt32, 659 
Registry I Select Computer, 

Reged t32, 666 
Remote, 355-56 
replacing with Doskey macros, 604-5 
Route, 403-5, 408 
Route Print, 392 
Run As, 142-43 
Security I Permissions, Regedt32, 

661,665 
Services management, 341 
Set, 185-87 
shortcut menu editing, 128-30 
Start I Help, 693 
Tools I Synchronize (IE), 438 
View I Choose Columns, System 
Information, 682 
View I Find Key, Regedt32, 661 
View I Refresh Now, Windows Task 
Manager, 715 
View I Update Speed I High, Windows 
Task Manager, 715 
View I Update Speed I Low, Windows 
Task Manager, 715 

commands, (continued) 
View I Update Speed I Paused, 
Windows Task Manager, 715 
winver,ll 

comments, batch programs, 612 
commit charge, described, 715 
compatibility, fAT advantages, 542 
compatibility checker 

accessing from Setup program, 6 
batch file creation, 7-8 

components, Critical Update 
Notification, 676 

compressed drives, uncompressing prior to 
installing Windows 2000, 9-10 

. compression, NTFS advantages, 540 
Computer Associates International, 

InoculateIT AntiVirus A VBoot, 
699-700 

Computer column, Event Viewer, 87 
Computer Configuration, Group Policy, 

303-4 
Computer Management console 

creating a new console, 349-351 
described, 348-49 
Performance Logs and Alerts, 722 
shortcut creation, 349 
supported snap-ins, 348-49 

computers 
account creation, 10-11 
default startup options, 32-33 
direct parallel connection, 485 
gatekeepers, 506-7 
gateways, 506-7 
inbound time partner, 342-43 
last known good configuration startup, 

707-8 
locking,134 
network names,409 
peer-to-peer network connections, 

363-64 
POST (power-on self test) process, 33 
pre-installation preparation, 9-10 
Recovery Console, 42 
safe mode startup, 706-7 
single computer installation strategy, 

12-14 
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computers, (continued) 
viewing/printing system configuration, 

270-74 
Config.sys file 

boot disk element, 43 
MS-DOS-based application settings, q 

161-63 
configuration scripts 

automatic detection, 447 
control IE, 446 
directed configuration, 447 
vs Group Policy settings, 451 

Configure Server Extensions Wizard, 469 
connections 

cable modems, 421-22 
dial-up, 415-18 
direct parallel, 485 
DSL (digital subscriber line), 421-22 
FTP (File Transfer Protocol), 526-27 
incoming, 486-88 
Internet types, 415 
LAN, 415, 418-21 
network, 415 
network connection order settings, 410 
non-TCP /IP settings, 411-12 
peer-to-peer network cables, 362-63 
persistent, 422 
tunneling protocols, 489-90 
viewing with Net Use command, 

382-83 
console tree 

adding folders to, 75 
described, 72 
displaying,74-75 

consoles 
Action menu elements, 72 
ActiveX control addition, 76-77 
CD changer.msc, 243-45 
Certificates, 592-95 
child window creation, 79 
Ciad.msc (Indexing Service), 110-11 
common elements, 72-73 
Computer Management, 348-51 
console tree, 72 
console tree display, 74-75 
creating from Computer Management 
console, 349-51 

consoles, (continued) 
data export file types, 73 
details pane, 72-73 
Disk Management, 71 
extension addition, 76 
Favorites addition, 80 
folder addition, 75 
Group Policy (gpedit.msc file), 298-309 
hiding/ displaying elements, 80 
Internet link addition, 76-77 
IPSec Security Policy Management, 

492-98 
Local Security Settings, 293-96, 492-98 
Local Users And Groups, 287-89, 

318-19 
MMC included types, 68 
msc file extension, 69 
naming conventions, 80 
Performance, 722-37 
Remote Administration, 352-53 
restriction options, 81-82 
running,69-70 
running a user-mode console in author 
mode, 70 
running with a target computer 
specification, 70 
Services, 333-41 
Shared Folders, 371-80 
shortcut menus, 72 
snap-in addition, 76 
System Information, 71, 679-84 
taskpad view addition, 77-79 
troubleshooting, 69 
uses, 71-73 
View menu elements, 72 

CONTAINS operator, 105-6 
content ratings, using, 482 
Contents property, Indexing Service query 

submission, 102-3 
Control Panel 

Add/Remove Programs, 146-51 
cascading submenus, 119 
Users and Passwords, 286-87 

cookies 
exporting prior to installing Windows 

2000,8 
importing/ exporting (IE), 452-53 
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cookies~ (continued) 
temporary Internet file storage, 436 

Cookies folder, User Profiles, 314 
copy backup, described, 677 
counter logs 

activity scheduling, 731-32 
creating,729-33 
file name suffixes, 730-31 
file sizing, 731 
recording performance data, 728-33 
starting/ stopping logging activity, 

731-32 
supported file types, 731 
viewing in System Monitor, 733-34 

counters 
adding to System Monitor, 725-26 
described, 723-24 
scaling factors, 726 
what to monitor, 735-37 
TLDs (top-level domains), 394 

CPU Usage graph, Windows Task Manager, 
720-21 

Create a New Media Pool Properties dialog 
box, media pool settings, 239 

Create Partition Wizard 
extended partition creation, 207-8 
marking the active partition, 208 
primary partition creation, 206-7 

Create Report dialog box, Windows NT 4,9 
Create Shared Folder Wizard, share 

creation, 374 
Create Volume Wizard, creating volumes on 

dynamic disks, 212 
Critical Update Notification component, 

Windows Update, 676 
Cscript.exe file, command-line scripting 

program, 628-29 
Ctrl+Alt+Del key combination, disabling, 41 
Ctrl+Alt+Delete key combination, displaying 

background services, 10 
cursors, command prompt session settings, 

177-78 
Customize Toolbar dialog box (IE), 448, 451 
Customize View dialog box, MMC display 

customization,73 
customizing, IE options, 455-60 

o 
daily backup, described, 677 
data 

backing up before installing Windows 
2000,8-9 
exporting prior to installing Windows 
2000,8 
storing sensitive, 557-58 

data recovery policy, described, 568 
data types, registry, 658-59 
Date column, Event Viewer, 86 
dates, Indexing Service formats, 106-7 
daylight saving time, Event Viewer 

support, 86 
DDL (dynamic-link library), upgrade packs 

(migration DLLs), 6 
decryption, files/folders, 562-63 
default support programs, IE, 449 
Dependency Walker (Depends.exe), 

troubleshooting uses, 700 
Deployment Tools, installation, 15 
Deptool.chm file, described, 15 
Desired Performance dialog box, Indexing 

Service parameters, 116 
Desktop folder, User Profiles, 314 
desktops, behavior managed by Internet 

Explorer, 450 
details pane, described, 72-73 
device drivers 

displaying details, 272-73 
installing from a known location, 277 
installing from a list of known drivers, 

277-78 
MS-DOS, 163 
reinstalling,276-77 
resource conflict solving, 274 
signing options, 278 
updating/modifying,275-78 

Device Manager 
device configuration editing, 274-75 
device status checking, 272-74 
disabling/reenabling devices, 274 
displaying device driver details, 272-73 
displaying phantom devices, 270-71 
driver signing options, 278 
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Device Manager, (continued) 
error codes, 278-79 
hardware profiles, 279-80 
installing device drivers, 277-78 
multiprocessor support installation, 278 
power management support 
determination, 259 
print options, 272 
reinstalling device drivers, 276-77 
resource conflict solver, 274 
resource setting editing, 274-75 
starting, 270 
uninstalling a device, 274 
updating/modifying device drivers, 

275-78 
view options, 271 
viewing/printing system configuration, 

270-74 
devices 

configuration editing, 274-75 
disabling/reenabling, 274 
resource setting editing, 274-75 
status checking, 272-74 
uninstalling, 274 

DHCP (Dynamic Host Configuration 
Protocol), described, 396-97 

Dial.bat file, batch program example, 612-15 
dial-up connections 

creating, 416-18 
described, 415 
disconnecting, 418 
modem types, 415 
shortcut creation, 418 

Dial-Up Networking Monitor, connection 
status monitoring, 418 

differences file, automated installation, 22-23 
differential backup, described, 677 
digest authentication, described, 472 
digital certificates, 440-42 

asymmetric encryption, 584 
CA (Certification Authority), 584-85, 

. 588-90 
Certificate Services, 589 
common certificate purposes, 587 
contents,. 441 
development history, 584-85 
fees, 590 

digital certificates, (continued) 
importing/ exporting, 586, 593 
Internet software distribution, 441 
items used, 440 
logical certificate stores, 587 
logical store, 587-88 
physical store, 587 
PKI (Public Key Infrastructure), 584 
reasons for using, 585 
renewing, 586 
requesting, 585, 593 
signing e-mail messages, 595-96 
symmetric encryption, 584 
Thawte, 590 
trust hierarchy, 590 
trusted root authority, 590 
types, 586-87 
VeriSign, 590 
viewing, 586 

digital subscriber line (DSL), network 
connections, 415 

Direct Parallel Connection cables, direct 
computer connection, 485 

directed configuration, configuration 
scripts, 447 

directories 
.See also Folders 
apply security /permissions, 466 
configure FrontPage extensions, 466 
defined, 465-66 
organizing files, 466 
tasks in ns, 466 

DirectX Diagnostic Tool, troubleshooting 
uses, 696 

disabling, EFS, 569-70 
discussion server, Microsoft Office 2000, 448 
Disk Cleanup, freeing up disk space, 670-71 
Disk Defragmenter, optimizing disk 

performance, 672-75 
disk imaging, described, 23 
Disk Management console 

adding a new disk, 204 
assigning/ changing drive letters, 

215-18 
basic disk management tasks, 205-11 
basic disk structure, 201 
box sizing, 200 

Index 759 



Disk Management console, (continued) 
color settings, 200 
converting basic disk to a dynamic disk, 

208-11 
creating mounted drives,217-18 
described, 197-98 
Disk List display panel, 199-200 
disk property / status checking, 218-20 
dynamic disk management tasks, 

211-12 
dynamic disk structure, 201-2 
dynamic disk to basic disk 

conversion, 213 
enhancements, 198 
extended partition creation, 207-8 
fault-tolerant volumes, 204 
formatting an existing volume, 214 
Graphical View display panel, 200 
hard disk identifiers, 201 
linear scaling, 200-201 
logarithmic scaling, 200-201 
logical drives, 202-3, 208 
marking the active partition, 208 
mounted drives, 204-5 
partitions, 202-3 
primary partition creation, 206-7 
remote computer techniques, 199 
screen elements, 71, 198-201 
starting, 198 
switching between views, 200 
troubleshooting basic to dynamic disk 
conversion, 211 
uses, 197-98 
Volume List display panel, 199 
volume property/status checking, 

218-20 
volumes, 203-4 

disk quotas 
creating a new quota entry: 553-54 
deleting, 554 
enabling, 550-52 
enabling on remote volumes, 552 
management techniques, 552-54 
NTFS advantages, 541 
NTFS enforcement, 550 
Quota Entries window, 552-54 

disk utilities, compatibility issues, 6 

disk-compression programs, Windows 2000 
non-support, 9 

Diskeeper utility 

disks 

defragmentation tool, 675 
MFT (Master File Table) 

defragmenting, 543 

adding to computer, 204 
Disk Defragmenter, 672-75 
file system error checking, 675-76 
freeing up space, 669-72 
media error checking, 675-76 
NTFS file compression, 671-72 
property checking, 218-20 
status checking, 218-20 

Display Properties dialog box, logon screen 
customization, 39-40 

DLL Help Database, troubleshooting 
uses, 706 

DNS (domain name system) 
described, 10, 393-96 
development history, 393 
FQDN (Fully Qualified Domain 

Name),394 
hierarchical structure, 394 
name resolution, 393-95 
top-level domains, 394 

DNS servers, name resolution, 395 
documentation 

FrontPage Server Extensions, 469 
viewing Internet Information Server,465 

documents 
automatic caching, 378 
Indexing Service supported types, 97 
manualcaching,377 

Documents menu, MRU (most recently used) 
list, 134 

dollar sign ($) character 
macro parameters, 601 
special shares, 373-74 

domain accounts 
management techniques, 293 
vs local accounts, 283-85 

domain name system (DNS), described, 10, 
393-96 

domain names, ICANN registration 
services, 396 
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domain-level policy settings, vs audit policy 
settings, 576 

domains 
administration techniques, 356-57 
Adminpak.msi file, 356-57 
described, 10 
joining, 365 
joining after installation, 11 
naming, 409 
TLDs (top-level domains), 394 

Doskey 
command prompt session settings, 

177-78 
switches, 606 

Doskey macros 
comment placement, 601 
defining, 600 
described, 599 
dollar sign ($) character, 601 
folder-listing commands, 603-4 
grouping, 601 
listing in AutoRun file, 600 
management techniques, 600-601 
parameter uses, 601-2 
program uses, 606-7 
replacing Windows 2000 commands, 

604-5 
saving to a file, 600 
special characters, 603 
symbol uses, 602-4 

dotted quad format, described, 399 
dotted-decimal IP address, described, 388 
double col~n (::) characters, batch program 

comment identifier, 612 
DoubleSpace, Windows 2000 non-support, 9 
downloaded files, final destination, 436-38 
Downloaded Program Files Folder 

ActiveX controls, 438 
opening, 438 

Dr. Watson 
append to existing log file setting, 695 
application error response sequence, 

693-94 
crash dump path, 695 
creating a crash dump file, 695 
dump all thread contexts setting, 695 
dump symbol table, 695 

Dr. Watsor, (continued) 
log file path, 694 
number of errors to save settings, 695 
number of instruction settings, 695 
option settings, 694-95 
sound notification settings, 695 
viewing log files, 695-96 
visual notification settings, 695 
Wave file path, 695 

drive letters, assigning/ changing, 215-18 
drive paths, assigning, 215-18 
Driver Signing Options dialog box, driver 

signing options, 278 
drivers 

displaying name during startup, 34 . 
Windows Update uses, 676 

drives, compressed, 9-10 
DriveSpace, Windows 2000 non-support, 9 
DSL (digital subscriber line) 

guaranteed data rates, 422 
Internet connections, 421-22 
network connections, 415 
persistent connection, 422 

DSL modem, permanent IP address, 395 
dual boot systems 

boot floppy file considerations, 43 
boot managers, 62 
boot menu elements, 48 
boot partition, 49 
compatible file system issues, 49-50 
default startup options, 32-33 
described, 13 
hardware solutions, 63 
limitation work arounds, 52-53 
limitations, 49-50 
MS-DOS addition,53-54 
operating system addition, 53-60 
Outlook Express issues, 51 
paging (swap) file sharing, 57-58 
partition managers, 62 
reasons for using, 47 
recovering the boot loader, 56-57 
removing operating systems, 60-61 
separate partition installation 
advantages, 51 
supported operating systems, 47 
system partition, 49 
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dual boot systems, (continued) 
third-party alternatives, 62-63 
Windows 3.x addition, 53-54 
Windows9x, 54-58 
Windows NT addition, 58-59 

DUN (dial-up networking) connection, 
routing options, 403-4 

DVD drive, installation requirements, 4 
dynamic disks 

converting from basic disk, 208-11 
converting to a basic disk, 213 
defined, 201-2 
extending a volume, 212-13 
management tasks, 211-12 
volume creation, 212 
volume limitations, 209 

Dynamic Host Configuration Protocol 
(DHCP), described, 396-97 

dynamic routing 
described, 391 
RIP (Routing Information Protocol) 
Listening, 391, 405 

dynamic volume, described, 203 
dynamic-link library (DOL), upgrade packs 

(migration DLLs), 6 

E 
Edit Drive Letter or Path dialog box, drive 

letter/path editing,216 
EFS (encrypting file system) 

disabling, 569-70 
enabling, 570-71 
storing sensitive data, 557-58 

e-mail 
encrypting, 595-96 
exporting data prior to installing 
Windows 2000, 8 

e-mail address, FTP connection 
password, 526 

emergency recovery disk (ERD) 
creating, 678 
troubleshooting uses, 711-12 
updating importance, 690 

empty recovery policy, creating, 570 
encrypting file system (EFS), 557 

encryption 
advantages for folders, 558 
asymmetric, 584 
back up access information, 558 
backing up certificates, 564-68 
checking files for, 563 
creating new personal certificate, 568 
dangers from other authorized 

users, 562 
defined,440, 555 
EFS,557-58 
e-mail messages, 595-96 
enabling, 570-71 
file behavior, 561-62 
files, 557-63 
files vs folders, 557-60 
folders, 557-63 
identifying encrypter, 569 
Microsoft N etMeeting, 509-10 
NTFS advantages, 540 
NTFS compression non-support, 671 
PKI (Public Key Infrastructure), 584 
preventing,569-70 
recovering encrypted files/folders, 

568-69 
recovery policy, 560 
security, 474-79 
symmetric, 584 
system file limitations, 559 

Enter Network Password dialog box, user 
account management, 284 

Enterprise Certificate Authority 
Services, 477, 481 

environment variables 
batch programs, 616-17 
modifying,187 
Path,134 
predefined,186 
viewing, 185-86 

EQUALS operator, 105-6 
ERD (emergency repair disk) 

creating, 678 
troubleshooting uses, 711-12 
updating importance, 690 

error and event messages help 
(W2000msgs.chm),703 
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error codes 
Device Manager, 278-79 
System Information devices, 682 

error events, described, 84 
ErrorLevel value testing, batch programs, 614 
escape (/\) symbol, described, 184-85 
Event column, Event Viewer, 87 
event logs, IPSec troubleshooting, 500 
Event Properties dialog box, 87-88, 576 
Event Viewer 

access methods, 85-87 
Application (AppEvent.evt) log file, 83 
archiving log files, 91 
backing up log files, 92-93 
Category column, 86-87 . 
clearing log files, 91 
Computer column, 87 
Date column, 86 
daylight saving time support, 86 
described, 83-85, 575 
details pane elements, 85-87 
displaying archived log files, 91-92 
Event column, 87 
event searches, 89 
examining event details, 87-88 
exporting log file information, 92 
hiding/ displaying columns, 86 
log display filters, 88-89 
log file longevity settings, 90-91 
log file size settings, 90-91 
monitoring remote computers, 93-94 
multiple log views, 89 
Security (SecEvent.evt) log file, 83 
Source column, 86 
System (SysEvent.evt) log file, 83 
Time column, 86 
Type column, 86 
User column, 87 

events 
application, 84 
described, 83 
errors, 84 
examining,' 87-88 
informa tion, 85 
log files, 83 
monitoring on remote computers, 93-94 
searches, 89 

events, (continued) 
security auditing, 84 
system, 84 
types, 84-85 
viewing audit, 575-76 
warnings, 84 

Exec.wsf file, executing commands on remote 
computers, 644-52 

Executive Software, Diskeeper 
defragmentation tool, 543, 675 

Explorer bars, adding to Internet Explorer, 
461-62 

exporting 
favorites/ cookies, 452-53 
personal encryption certificate, 565-66 

expressions, queries, 101-2 
Extend Volume Wizard, extending a volume 

on a dynamic disk, 213 
extended partitions 

deletion protection, 215 
described, 202-3 

extended volumes, limitations, 213 
Extensible Markup Language (XML) tags, 

631-32 
extensions 

F 

adding to a console, 76 
applying to Web sites, 469 
user interface names, 469 

FAT (file allocation table) 
advantages, 541-42 
compatibility advantages, 542 
converting volumes to NTFS, 542-43 
file system types, 539 
small volume support, 542 
speed advantages, 542 
volume label naming conventions, 215 

FA T12 file system, 539 
FA T16 file system 

described, 539 
dual boot system compatibility issues, 

49-50 
FAT32 file system 

described, 539 
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FAT32 file system, (continued) 
dual boot system compatibility issues, 

49-50 
volume label naming conventions, 215 

fatal errors, stop-error behavior 
configuration, 691-92 

Favorites 
adding to a console, 80 
importing/ exporting (IE), 452-53 

Favorites folder, User Profiles, 314 
Fc.exe, registry file comparison program, 667 
FEK (file encryption key), 557 
File and Printer Sharing for Microsoft 

Networks, peer-to-peer 
networks, 364 

file compression, freeing up disk space, 
671-72 

file encryption key (FEK), 557 
file extensions 

bat (batch), 610 
cab (compressed archive), 15 
cmd, 610 
evt (Event Log), 91 
hiding/ displaying in Windows 
Explorer, 120-21 
job (task object), 139 
msc (MMC consoles), 69 
msi (Windows Installer application) 
support, 146-47, 151 
reg (Regedit export file), 660 
suppressing selected types, 121 
udf (uniqueness database file), 22 
wsf (Windows Script Host), 631-32 

File Signature Verification utility, 
troubleshooting uses, 697-98 

file systems 
CDFS (Compact Disk File System), 539 
described, 539 
dual boot system compatibility issues, 

49-50 
error checking, 675-76 
FAT (file allocation table) types, 539 
FAT12,539 
FAT16,49-50 
FAT16, 539 
FAT32, 49-50 
FAT32,539 

file systems, (continued) 
new partition assignment, 206 
NTFS, 49-50, 539-54 
selection guidelines, 539-543 
UDF (Universal Disk Format),539 

File Transfer Protocol (FTP), 438, 463 
FileProp.vbs file, FileSystemObject example, 

638-39 
files 

accessing temporary Internet,436 
Adminpakmsi, 356-57 
Alphabetize.bat, 618-24 
answer, 16-22 
AppEvent.evt (Application log), 574 
Application (AppEvent.evt), 83 
auditing access, 578-80 
auditing successful access 578 
Autoexec.bat, 43, 163-64 
AutoRun, 600 
Autorun.inf, 250 
backing up prior to installing Windows 

2000,8-9 
behavior of encrypted, 561-62 
being prompted for location, 437-38 
Boot.ini, 33-36, 43, 48 
Bootsect.dos, 33, 43, 48-49 
cab (compressed archive), 15 
caching identification, 377 
Cads.exe, 547 
Checkbat, 7-8 
Check txt, 7-8 
checking for encryption, 563 
CleanRecent.bat, 617-18 
Cmd.exe (Windows 2000 command 
processor), 174, 188 
Cmdhere.reg (folder / command prompt 
session) startup, 173 
Cmdlines. txt, 26-28 
command prompt name completion, 

189-90 
Command.com (MS-DOS command 
processor), 43, 174 
Config.sys, 43, 161-63 
Cscript.exe, 628-29 
decrypting, 562-63 
Depends.exe (Dependency Walker), 700 
Deptool.chm, 15 
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files, (continued) 
Dial.bat, 612-15 
display audit settings, 579 
downloading, 435-39 
downloading without certification, 442 
encrypted vs unencrypted, 561-62 
encrypting, 557-63 
Exec.wsf, 644-52 
FileProp.vbs, 638-39 
Filever.exe (FileVer utility), 700-701 
Folders.vbs, 629-31 
Ftp.exe (FTP command-line client), 

527-33 
Gpedit.msc (Group Policy), 40-41 
gpedit.msc (Group Policy) console, 

298-309 
Gpt.ini, 301 
Hal.dll,33 
hiding physical location, 466 
hiding/ displaying in Windows 
Explorer, 119-20 
identifying encrypter, 569 
IO.sys,43 
Lsass.exe (Local Security 
Administration),33 
Memsnap.exe (memory profiling 

tooD,701 
Mount.bat, 246-47 
Mountvol.exe, 549-50 
Msdos.sys,43 
Msiexec.exe, 147 
Msinfo32.exe, 680 
Net.exe,290-93 
Noise.eng,98 
Ntbackup.exe, 659-60 
Ntbackup.exe, 677 
Ntbootdd.sys, 33, 43 
Ntdetect.com, 33, 43 
NTFS compression, 671-72 
NTFS security permissions, 544-47 
Ntldr (bootstrap loader), 33, 43, 48-49 
Ntoskrnl.exe,33 
offline,376-80 
paging (swap), 57-58 
Pmon.exe (Process Resource 

Monitor),702 
Processor.vbs, 640-44 

files, (continued) 
protecting from authorized users, 562 
protection methods, 147 
Pviewer.exe (Process Viewer), 702-3 
Rasphone.exe, 418 
recovering encrypted, 568-69 
Regedit.exe, 354, 655 
Regedt32.exe, 354, 655 
Registry. pol, 303 
Remote.exe, 355-56 
Rsbackup.bat, 615-17 
SecEvent.evt (Security log), 574 
Secpol.msc (Local Security Policy), 

40-41 
Security (SecEvent.evt), 83 
set up auditing, 579-80 
Setupcl.exe, 15 
Setupmgr.exe (Setup Manager Wizard), 

15-18 
Setupmgx.dll, 15 
Sfc.exe (System File Checker), 147 
SysEvent.evt (System log), 83, 574 
Sysmon.ocx (System Monitor), 728 
Sysprep.exe, 15,23-25 
System.ini (Windows 3.x), 155 
Telnet.exe, 516 
Tlist.exe, 338 
tlntadmn.exe, 521 
types to download, 437 
Udf (uniqueness database file), 22-23 
Unattend.doc, 15 
Upgrade.txt, 7 
W2000msgs.chm, 703 
Win 2000 Pro CD, 746-747 
Win.ini (Windows 3.x), 155 
Winlogon.exe, 33 
Winn32.log, 7 
Winnt.exe,14 
Winnt32.exe, 6-8, 14 
Wscript.exe, 628-29 

FileSystemObject, Windows Script Host, 
638-40 

FileVer (Filever.exe), 700-701 
filter lists, adding to IPSec filter rule, 494-96 
filter rules 

adding to a IPSec policy, 493-94 
IPSec, 491 
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Filter Wizard, adding filter lists to the filter 
rule, 496 

filters 
application-Ievel,431 
described, 97 
event logs, 88-89 
IP Protocol ID 50, 500 
IP Protocol ID 51, 500 
UDP Port 500, 500 

Find in System Information dialog box, 
information item search, 681 

firewalls 
application-level filtering, 431 
described, 430-31 
FTP issues, 527 
IPSec filtet requirements, 500 
packet filtering, 430-33 
selection criteria, 431 

FireWire devices, ACPI support, 258 
floppy disks, booting from, 42-45 
floppy drives 

boot floppy creation, 42-45 
installation requirements, 4 
setup disk creation, 13 

Folder Options dialog box, offline file 
configuration, 379 

folders 
.See also directories 
adding to the console tree, 75 
adding to the Start menu, 123-24 
adding to the taskbar, 124 
adding/ deleting from Indexing Service 
catalog, 113-14 
ad vantages of encryption, 558 
aliases, 113 
auditing, access, 578-80 
command prompt name completion, 

189-90 
decrypting, 562-63 
direcLories, 465 
display audit settings, 579 
encrypting, 557-63 
hiding/ displaying in Windows 
Explorer,l19-20 . 
manually res canning in the Indexing 
Service, 115 
NTFS compression, 671-72 

folders, (continued) 
NTFS security permissions, 544-47 
recovering encrypted, 568-69 
removing "nag" screens when viewing 
contents, 121-22 
set up auditing, 579-80 
sharing on a peer-to-peer network, 367 
shell, 126-28 
starting a command prompt session 
from, 173 
Temporary Internet File, 436 
Value Added, 744-46 

Folders bar, hiding/ displaying in Windows 
Explorer, 118 

fonts 
command prompt session settings, 

176-77 
MS-DOS-based application property 
settings, 165 
System Monitor chart editing, 726-27 

Format dialog box, formatting partitions/ 
logical drives/volumes, 214 

Fpremadmexe command-line utilities, 470 
Fpsrvadm.exe, extension snap-in, 470 
FQDN (Fully Qualified Domain Name), 

described, 394 
Free folder, media pools, 237 
free-text expressions, queries, 101-2 
FrontPage, configuring server extensions, 

468-71 
FrontPage extensions, directories to 

configure, 466 . 
FrontPage Server Extensions 

advantages,469 
HTML Administration Forms, 470 
removing from Web sites,471 

FTP (File Transfer Protocol) 
anonymouslogon,526 
ASCII file-transfer mode, 526 
binary file-transfer mode, 526 
command entering conventions, 529-33 
command-line client (Ftp.exe) file, 

527-33 
described, 463 
development history, 525 
establishing connections, 526-27 
firewall issues, 527 
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FTP, (continued) 
graphical FTP client/Windows 
Explorer, 534-35 
passive mode, 533 
proxy server issues, 527 
response codes, 529 
security issues; 526 
server operating system types, 526 
text-based client/Windows 

Explorer, 535 
URL (uniform resource locator) 
conventions, 525 

FTP folder 
unsupported functions, 439 
viewing sites with anonymous logons, 

438-39 
FTP proxy connection, unsupported by FTP 

folder, 439 
FTP server, running, 482-83 
FTP sites, logons, 438-39 
Ftp.exe file, FTP command-line client, 527-33 
Fully Qualified Domain Name (FQDN), 

described, 394 
functions, unsupported in FTP folder, 439 

G 
gatekeepers, Microsoft NetMeeting, 506-7 
gateway computers 

ICS requirement, 423 
ICS configuration, 426 

gateways 
described, 391 
Microsoft NetMeeting, 506-7 

Gilles Vollant Software, BootPart, 62 
globally unique identifier (GUID), opening 

shell folders, 126 
Gpedit.msc (Group Policy) file, logon 

security options, 40-41 
GPO (Group Policy object) 

described, 301 
Gpt.ini file, 301 , 
GroupPolicy folder elements, 301-2 

Gpt.ini file, described, 301 
graphical FTP client, using from Windows 

Explorer, 534-35 

Group Policy Console 
access limited to Administrators 

Group, 450 
access methods, 298-299 
Active Directory interaction, 303 
adding/removing policy templates, 

300-301 
adding/removing startup 

programs, 136 
Computer Configuration branch, 303-4 
configuring Internet Explorer, 450-51 
custom console creation, 299 
customizing settings for different users, 

307-9 
customizing window elements, 299-301 
described,297-98 
disabling unnecessary for performance 
enhancement, 304-5 
displaying only configured policies, 301 
enabling disk quotas, 551-52 
enabling/ disabling settings, 305..;.7 
Folder Redirection extension, 328-29 
gpedit.msc file, 298-309 
GPO (Group Policy object), 301-5 
IPSec policy management, 492-98 
logoff scripts, 321 
logon scripts, 321 
Microsoft NetMeeting policies, 510-11 
not configured default setting, 305 
periodic refresh, 303 
publish/ assign application 

capability, 146 
registry-based policy management, 297 
script assignment, 298 
script settings, 322 
script types, 321-22 
security option specifications, 298 
settings, 302-9 
settings precedence order, 304 
shutdown scripts, 321 
starting from a remote computer, 

298-99 
startup scripts, 321 
User Configuration branch, 304 
user folder redirection, 328-29 
uses, 297-298 
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Group Policy Console, (continued) 
vs System Policy Editor, 309 

Group Policy (Gpedit.msc) file, logon 
security options, 40-41 

Group Policy object (GPO) 
described, 301 
GroupPolicy folder elements, 301-2 

GroupPolicy folder, files/folders, 301-2 
groups 

adding/ deleting members, 293 
Net Localgroup command uses, 292-93 
security settings, 293-96 
setup methods, 286-93 
viewing information, 292 

GUID (globally unique identifier), opening 
shell folders, 126 

H 
hackers, described, 428-29 
Hal.dll file, computer startup process, 33 
hard disks 

adding to computer, 204 
basic disk management tasks, 205-11 
described, 201 
Disk Defragmenter, 672-75 
Disk Management identifiers, 201 
dual boot system solutions, 63 
extended partition creation, 207-8 

. file system error checking, 675-76 
freeing up disk space, 669-72 
installation requirements, 4 
MBR (master boot record), 33 
media error checking, 675-76 
NTFS file compression, 671-72 
partition creation, 205-8 
security risk, 557 

hardware 
dual boot system solutions, 63 
BeL (Hardware Compatibility List), 5, 

705 
installation requirements, 4-5 
printing configuration information, 8-9 
Removable Storage supported devices, 

241-51 
Hardware Compatibility List (HCL), 5, 

362,705 

Hardware Profiles dialog box, described, 
279-80 

hardware profiles, described, 279-80 
HCL (Hardware Compatibility List) 

CD-ROM changer issues, 243 
described, 5, 705 
NIC compatibility issues, 362 

help system 
command prompt help, 179-80 
displaying the command reference, 611 

. troubleshooters, 692-93 
hexadecimal values, registry display, 657 
hibernation, APM configuration, 261-62 
hidden files, displaying in Windows 

Explorer, 119-20 
High Encryption Pack, upgrading, 556 
history 

command-line commands, 180-81 
Doskey settings, 177-78 
Windows Task Manager graphs, 720-21 

History bar, MRU (most recently used) 
list, 134 

history lists, hiding from casual snoopers, 
134-35 

hives 
backing up / restoring, 659-60 
registry structure, 657 

HKEY_CLASSES_ROOT, registry root 
key,656 

HKEY_CURRENT_CONFIG, registry root 
key,656 

HKEY _CURRENT_USER, registry root 
key,656 

HKEY_DYN_DATA, registry root key, 656 
HKEY _LOCAL_MACHINE, registry root 

key,656 
HKEY _USERS, registry root key, 656 
home directory 

changing, 466 
stored locations, 466 

home page, changing, 471 
Home Phoneline Networking Alliance 

(HomePNA), peer-to-peer 
networks, 362 

HomePNA (Home PhoneIine Networking 
Alliance), peer-to-peer networks, 362 
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Host a Meeting dialog box, requiring 
passwords, 508 

host ID, IP address, 388 
Hotmail 

configuring, 449 
Microsoft Passport source, 505, 512 

HTML editor (IE), selecting, 449 
HTML files, Indexing Service support, 97 
HTTP vs HTTPS,476 
hubs, peer-to-peer networks, 364 
HyperTerminal, Telnet client, 519-520 

I 
lANA (Internet Assigned Numbers 

Authority) 
IP address registration process, 395 
private reserved IP address, 389 

ICANN (Internet Corporation for Assigned 
Name and Number), domain 

names,396 
icons, console selections, 80 
ICQ (Internet Chat Request), instant 

messaging,501 
ICS (Internet Connection Sharing) 

client computer settings, 426-27 
configuration, 425-27 
described, 423 
gateway computer, 423, 426 
ports, 425 
shared connection setup, 423-25 
sockets, 425 
vs routers, 423 

IE . See Microsoft Internet Explorer (IE) 
lEAK (Internet Explorer Administration 

Kit),447 
IIS (Internet Information Services) 

changing home page, 471 
configuring FrontPage Server 
Extensions, 465, 468-71 
control with Internet Information 
Services snap-in, 465 
creating folders, 467 
described, 463 
directories, 465-68 
directory tasks, 466 
extension administration tools, 470 

Indexing Service development 
history, 95 

installing, 464-65 
Internet printing, 483-84 
Microsoft Personal Web Manager, 468 
opening 465 
restricting access to authors/ 
administrators, 465 
Secure Sockets Layer (SSL), 575 
security management, 472-81 
using,465-71 
viewing documentation, 465 
virtual directories, 467 

ILS (Internet Locator Service), Microsoft 
NetMeeting people search, 504-5 

, Import folder, media pools, 237-38 
Import/Export Wizard, favorites/ cookies, 

452-53 
importing, favorites/ cookies, 452-53 
inbound time partner, Windows Time 

service, 342-43 
incoming connections, creating, 486-88 
incremental backup, described, 677 
Indexing Service 

activating,98-99 
administration techniques, 110-16 
alternative word form queries, 110 
AND operator, 107 
Boolean operator support, 96 
Boolean operators, 107-8 
case insensitive default, 98 
catalog creation process, 111-12 
catalog folder addition, 113-14 
catalog folder removal, 113-14 
catalogs, 96, 111-14 
Ciad.msc console, 110-11 
CONTAINS operator, 105-6 
content query submission, 102-3 
creating! deleting catalogs, 115 
date/time expression formats, 106-7 
described, 95-96 
development history, 95 
EQUALS operator, 105-6 
excluding NTFS files, 114 
filters, 97 
folder name aliases, 113 
free-text expressions, 101-2 
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Indexing Service, (continued) 
ignored words, 97-98 
indexing files with unknown 
extensions, 112-13 
limitations, 97-98 
long form queries, 101 
manually res canning folders, 115 
MS-DOS-style wildcard characters, 109 
Noise.eng file, 98 
NOT operator, 107 
OR operator, 107 
pattern-matching queries, 108-10 
pausing, 113 
performance parameter adjustments, 

115-16 
phrase expressions, 101-2 
proximity operator, 108 
proximity operator support, 96 
query submission, 99-110 
relational operators, 106 
restarting, 113 
Search Assistant integration, 96 
security issues, 96 
short form queries, 100-101 
stopping,113 
supported document types, 97 
supported properties, 104-5 
UNIX-style regular expressions, 109 
viewing folders in a catalog, 113-14 

Indexing Service on Local Machine 
Properties dialog box, 112-13 

Indexing Service Settings dialog box, 
described, 98-99 

Indexing Service Usage dialog box, 
performance parameters, 115 

information events, described, 85 
InoculateIT AntiVirus A VBoot, 

troubleshooting uses, 699-700 
installation 

automating, 14-25 
backing up existing data prior to 
running Setup, 8-9 
bootable CD process, 13 
Cmdlines. txt file uses, 26-29 
compatibility checker, 6-8 
computer account creation, 10-11 
computer preparation, 9-10 

Deployment Tools, 15 
FrontPage Server Extensions, 468-70 
HCL (Hardware Compatibility List), 5 
liS, 464-65 
legacy software compatibility testing, 

6-8 
pre-installation issues, 4-12 
printing hardware configuration 
information, 8-9 
programs from CD-ROM, 741-42 
single computer strategy, 12-14 
Support Tools, 15 
troubleshooting, 5 
uncompressing compressed drives, 9-10 
vs upgrade, 11-12 
Windows 200 High Encryption Pack, 

555-57 
instances, described, 723-724 
instant messaging, MSN Messenger Service, 

512-13 
Integrated Services Digital Network (ISDN) 

modem, dial-up connections, 415 
Integrated Windows authentication, 

described, 472 
IntelliMirror 

described, 322-23 
mandatory user profiles, 327 
profile creation, 325-27 
roaming pro filer shared folder 

setup, 324 
roaming user profiles, 323-27 
user account setup, 324-25 
user configuration settings, 312 
user folder redirection, 328-29 

Intermediate Certification Authorities, 
Certificates dialog box, 442 

Internet Assigned Numbers Authority 
(lANA), private reserved IP 

address, 389 
Internet 

adding links to a console, 76-77 
cable connections, 421-22 
client printer setup, 230-31 
co dec (coder/decoder) connection 
speed issues, 503 
communication methods, 501-14 
connection sharing, 423-28 
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Internet, (continued) 
connection types, 415 
creating dial-up connections, 416-18 
dial-up connections, 415 
direct connections, 415 
disconnecting a dial-up connection, 418 
downloading files, 435-39 
OSL (digital subscriber line) 
connections, 421-22 
firewalls, 430-31 
FTP clients, 525-36 
hackers, 428-29 
LAN connection, 418-21 
maill news file Indexing Service 
support, 97 
Microsoft NetMeeting, 502-12 
packet filtering configuration, 432-33 
security issues, 428-34 
TCP lIP configuration, 422 
TCP lIP port security issues, 429-30 
troubleshooting resources, 704-6 
tunneling, 430 
VPNs (virtual private networks), 415 

Internet Chat Request (ICQ), instant 
messaging, 501 

Internet Connection Sharing (ICS), 
described, 423 

Internet Connection Wizard 
dial-up connection creation, 416-18 
LAN connection, 418-19 

Internet Corporation for Assigned Name and 
Number (ICANN), domain 

names, 396 
Internet Explorer Administration 

Kit (IEAK), 447 
Internet Explorer Profile Manager, 447 
Internet Information Services (lIS), 463 
Internet Information Services snap-in, control 

lIS, 465 
Internet instant messaging, MSN Messenger 

Service, 512-13 
Internet Options dialog box 

accessing temporary files, 436 
Advanced tab, 455-60 
automatically detect settings, 447 
disabling tabs, 451 
Enable Profile Assistant, 445 

Internet Options dialog box, (continued) 
Programs tab, 449 
remove trusted publishers, 443 
Security tab, 443 

Internet Printing Protocol (IPP), 483 
Internet Protocol, peer-to-peer networks, 364 
Internet Protocol (TCP lIP) Properties 

dialog box 
described,397-403 
ONS settings, 400-401 

. IP settings, 399-400 
WINS server,402-3 

Internet Protocol security (IPSec), 555 
Internet Service Provider (ISP), IP address 

allocations, 395-96 
intranet, defined, 464 
IO.sys file, boot disk element, 43 
IP address 

classes, 388 
conventions, 388-89 
displaying, 504 
host 10, 388 
lANA private reserved addresses, 389 
ISP (Internet Service Provider) 
allocations, 395-96 
name resolution, 393-95 
network 10, 388 
registration services, 395-96 

IP Protocol 10 50, IPSec Encapsulating 
Security protocol traffic, 500 

IP Protocol 10 51, IPSec Authentication 
Header traffic, 500 

IP Security (IPSec) Tunnel Mode, 
described, 490 

IP Security Policy Properties dialog box, filter 
rules, 493-94 

IP Security Policy Wizard, policy shell 
creation, 493 

Ipconfig utility 
network troubleshooting tool, 406 
verifying IeS configuration settings, 425 

IPP (Internet Printing Protocol), 483 
IPSec (Internet Protocol security) 

adding filter lists to the filter rule, 
494-96 

adding filter rules to a policy, 493-94 
authentication methods, 492 
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IPSec, (continued) 
connections, 492 
described, 555 
enabling a policy, 498 
end-to-end security, 490-92 
filter action, 492 
filter list, 491 
filter rule components, 491 
firewall filter requirements, 500 
policy creation, 492-97 
policy editing, 498-99 
policy shell creation, 493 
rule components, 491-92 
rule configuration, 496-97 
troubleshooting, 500 
tunnel setting, 492 

IPSec (IP Security) Tunnel Mode, 
described, 490 

IPSec Monitor, IPSec troubleshooting, 500 
IPSec Security Policy Management console, 

IPSec policies, 492-98 
IPX, non-TCP lIP settings, 411-12 
ISDN (Integrated Services Digital Network) 

modem, dial-up connections, 415 
ISP (Internet Service Provider) 

IP address allocations, 395-96 
domain name registration process, 396 
Microsoft Internet Referral Service, 

416-17 
Items to Synchronize dialog box, manage 

offline Web pages, 438 

J 
Java, security, 445 
JeMar Software, Tweaki for Power Users, 130 
jukebox, Removable Storage support, 248 
junction point 

described, 204 
volume mount point, 549 

K 
Kerberos V5 protocol, IPSec authentication 

method, 492 
Kermit, HyperTerminal protocol, 519-20 

keyboards 

keys 

L 

installation requirements, 4 
MS-DOS-based application text 
selection techniques, 160 

addingl deleting from the registry, 661 
hives, 656-57 
permission editing, 665-66 
registry structure, 656-57 

L2TP (Layer 2 Tunneling Protocol), 
described, 489 

LAN (local area network) 
Internet connection types, 415 
Internet connections, 418-21 
Microsoft Proxy Server, 419 
private addressing, 419 
TCP lIP configuration, 422 

languages, selecting character sets, 454-55 
Layer 2 Tunneling Protocol (L2TP), 

described, 489 
legacy applications, msi file creation, 151 
legacy software, compatibility issues, 6-8 
links, adding to a console, 76-77 
Linksys, cablelDSL routers, 424 
local accounts, vs domain accounts, 283-85 
local area network (LAN) .See LAN 
local cache, avoiding unwanted, 380 
Local Computer Policy Properties dialog box, 

Group Policy settings, 305 
local environment variables, batch programs, 

625-26 
Local Security Administration (Lsass.exe) 

file, 33 
Local Security Policy (Secpol.msc) file, logon· 

security options, 40-41 
Local Security Settings console 

enabling auditing, 576 
IPSec policy management, 492-98 
lockout policies, 293-95 
logon security policy options, 41-42 
password policies, 293-95 

Local Security snap-in, 479 
Local Settings folder, User Profiles, 314 
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local user account 
logon script, 320 
setup methods, 286-93 

local user profiles 
described, 315 
folder contents, 313-15 
folder paths, 313 

Local Users and Groups console 
assigning user profiles, 318-19 
local user/group setup, 287-89 

lockout policies, user / group settings, 293-95 
log files 

Application (AppEvent.evt), 83 
archiving,91 
backing up, 92-93 
clearing,91 
displaying archived, 91-92 
Dr. Watson, 695-96 
exporting information, 92 
filters, 88-89 
longevity settings, 90-91 
Security (SecEvent.evt), 83 
size settings, 90-91 
System (SysEvent.evt), 83 
troubleshooting corrupted, 93 
troubleshooting size problems, 91 
troubleshooting uses, 83-84 
viewing with Event Viewer, 575 

Log On To Windows dialog box, bypass 
cautions/ concerns, 37 

logical drives . 
creating, 208 
deleting,214-15 
described, 202-3 
formatting, 214 

log-in formats, selecting, 480-81 
logoff scripts, Group Policy, 321 
logon rights, described, 296 
logon screen 

customizing, 39-40 
troubleshooting, 40 

logon scripts 
described, 320 
Group Policy, 321 
local user account, 320 
Telnet, 523-24 

logons 
Allow System To Be Shut Down 
Without Having To Log On policy, 41 
Disable CTRL+ AL T + DEL Requirement 
For Logon policy, 41 
Do Not Display Last User Name In 
Logon Screen policy, 41 
FTP sites, 438-39 
Message Text For Users Attempting To 
Log On policy, 41 
Message Title For Users Attempting To 
Log On policy, 41 
pre-logon option settings, 31-37 
security options, 40-41 
startup dialog box bypass cautions/ 
concerns, 37 
startup program management 
techniques, 135-37 
task scheduling, 138 

long form queries, Indexing Service, 101 
Lsass.exe (Local Security Administration) 

file, computer startup process, 33 

M 
Machine folder, Group Policy, 302 
macros 

comment placement, 601 
described, 599-600 
dollar sign ($) character, 601 
folder-listing commands, 603-4 
grouping, 601 
listing in AutoRun file, 600 
management techniques, 600-601 
parameter uses, 601-2 
program uses, 606-7 
replacing Windows 2000 commands, 

604-5 
saving to a file, 600 
special characters, 603 
symbol uses, 602-4 

maintenance 
backups, 677 
Disk Cleanup, 670-71 
Disk Defragmenter, 672-75 
disk performance optimization, 672-75 

Index 773 



maintenance, (continued) 
ERD (emergency recovery disk), 678 
file system error checking, 675-76 
freeing up disk space, 669-72 
media error checking, 675-76 
NTFS' file compression, 671-72 
Windows Update uses, 676 

Manage Auditing and Security Log Right, 
575-78 

Manage IP Filter Lists and Filter Actions 
dialog box, IPSec editing, 499 

management consoles, creating, 471 
mandatory user profiles, described, 315, 327 
mapped drive, disconnecting, 383 
master boot record (MBR), computer startup 

process,33 
Master File Table (MFT), NTFS, 543 
MBR (master boot record), computer startup 

process,33 
media, error checking, 675-76 
Media Pools folder 

described, 236 
media management techniques, 239-41 
media pool creation, 238-39 
settings, 237-38 

media pools 
application, 238 
creating, 238-39 
described, 237 
Free folder, 237 
Imporffolder, 237-38 
media management techniques, 239-41 
troubleshooting, 239 
Unrecognized folder, 237-38 

Mem Usage graph, Windows Task Manager, 
720-21 

memory 
.See also RAM (random access memory) 
16-bit application crash prevention, 
155-57 
baseline data, 736 
displaying installed amount during 
startup, 34 
installation requirements, 4 
leak monitoring, 736-37 
MS-DOS-based application property 
settings, 166 

memory, (continued) 
virtual, 715 
Windows Task Manager display, 721 

memory profiling tool (Memsnap.exe), 
troubleshooting uses, 701 

Messenger service, described, 344-46 
MFT (Master File Table) 

NTFS,543 
fragmentation concerns, 674 
increasing allocation ratios, 674 

Microsoft Certificates Services, access 
means,589 

Microsoft Internet Directory, Microsoft 
N etMeeting people search, 505-6 

Microsoft Internet Explorer (IE) 
adding Explorer bars, 461-62 
adding/removing trusted 

publishers, 443 
Advanced options, 455-60 
AutoComplete feature, 453-54 
AutoComplete Settings dialog box, 454 
AutoCorrect feature, 453 
Browse Folder dialog box, 436 
Certificates dialog box, 442 
configuration scripts, 446 
cookies, 452-53 
Customize Toolbar dialog box, 448, 451 
customiiing, 446-62 
customizing options, 455-60 
default support programs, 449 
disabling,435 
executing commands on a remote 
computer, 644-52 
Folder Options dialog box, 438 
FTP folder view, 438 
FTP folders, 438 
Group Policy, 450 
Group Policy settings vs configuration 
scripts, 451 
Hotmail accounts, 449 
importing/ exporting favorites, 452-53 
Internet Options dialog box, 436, 443, 

445,447,449 
Items to Synchronize dialog box, 438 
Java custom security, 445 
language encoding, 454-55 
Microsoft Office 2000, 448 ' 
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Microsoft Internet Explorer, (continued) 
Microsoft Web accessories, 460-61 
Profile Assistant,' 445-46 
Refresh button, 437 
Security Warning dialog box, 443 
security zones, 443-45 
security /privacy, 440-46 
selecting HTML editor, 449 
Settings dialog box, 436 
storing digital certificates, 441 
storing downloaded files, 436-39 
Temporary Internet Files, 436 
toolbar customization, 448 
Trusted Root Certification 

Authorities, 442 
Web accessories, installing, 461 

Microsoft Internet Explorer 5 Power Tweaks 
Web Accessories, 444 

Microsoft Internet Referral Service, ISP 
selections, 416-17 

Microsoft Knowledge Base (MKB), 
troubleshooting uses, 705-6 

Microsoft Management Console (MMC) 
controlling lIS, 465 
described, 67 
Action menu elem~nts, 72 
author mode, 69-70 
Certificates console, 592-95 
Certificates dialog box, 566 
Computer Management console, 348-51 
console common elements, 72-73 
console creation, 73-83 
console tree, 72 
console uses, 71-73 
creating,73-83 
creating Web console, 471 
custom CD-ROM changer console 
creation, 243-45 
data export file types, 73 
details pane, 72-73 
Disk Management console, 71 
Event Viewer snap-in, 575 
included consoles, 68 
modes, 69 
Performance console, 722-37 
running a user-mode console in author 
mode, 70 

Microsoft Management Console, (continued) 
running consoles, 69-70 
running with no snap-in, 74 
Services console, 331-41 
Shared Folders console, 371-80 
shortcut menus, 72 
snap-in host, 67 
System Information console, 71, 679-84 
troubleshooting console startup, 69 
user modes, 69,80-81 
View menu elements, 72 

Microsoft N etMeeting 
ActiveX control/Web page integration, 

511-12 
adding users to Speed Dial list, 504 
callto hyperlinks, 511-12 
certificates, 509 
codec (coder/decoder), 503 
displaying your IP address, 504 
encryption techniques, 509-10 
gatekeepers, 506-7 
gateways, 506-7 
hosting a meeting, 508 
ILS (Internet Locator Service), 504-5 
Internet communication method, 501 
Microsoft Internet Directory, 505-6 
obtaining a Microsoft Passport, 505 
passwords, 508-10 
people searches, 503-6 
policies, 510-11 
Remote Desktop Sharing, 507 
security provisions, 508-10 
settings, 502-3 
user authentication, 509 
Web page integration, 511-12 

Microsoft Office 2000 
IE,448 
Indexing Service document support, 97. 

Microsoft Outlook Express 
certificate configuration, 595-96 
Windows Address Book, 504 
WSP Client requirement, 419 

Microsoft Passport, MSN Messenger Service 
requirement, 512-13 

Microsoft Personal Web Manager, 
opening, 468 
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MIcrosoft Phone Dialer, Internet 
communication method, 501-2 

Microsoft Proxy Server 
automatic configuration script, 421 
LAN connection, 419 
when to use/not use, 421 
WSP Client (Winsock Proxy Client), 

419-21 
Microsoft Server Extensions, installation, 470 
Microsoft Windows 2000 

ACPI compliant determination 
process, 259 

adding/removing components, 149-51 
build number determination, 11 
DriveSpace/DoubleSpace non-

support, 9 
dual boot supported operating 

systems, 47 
erasing oldest log entries, 574 
hardware requirements, 4-5 
known bugs, 267 
pre-installation issues, 4-12 
pre-logon options, 31-37 
removing from dual boot systems, 61 
supported file systems, 539 
upgrade vs clean ins talla tion, 11-12 

Microsoft Windows 2000 High Encryption 
Pack, installing, 555-57 

Microsoft Windows 2000 news groups, 704 
Microsoft Windows 2000 Professional, CD 

contents, 743-48 
Microsoft Windows 2000 Professional Resource 

Kit,296 
Microsoft Windows 2000 Server 

computer account creation, 10 
fault-tolerant disk storage, 204 

Microsoft Windows 2000 Support Tools, 
installation, 744 

Microsoft Windows 3.x 
application support, 153 
client printer setup, 229 
crash prevention, 155-57 
dual boot system addition, 53-54 
preemptive multitasking, 157 
running supported programs, 154-57 
System.ini compatibility issues, 155 
Win.ini compatibility issues, 155 

Microsoft Windows 98, Telnet.exe, 516 
Microsoft Windows 9x 

application support, 153 
client printer setup, 229-30 
dual boot system addition, 54-58 
MS-DOS boot enabling, 54 
removing from dual boot systems, 

60-61 
uncompressing compressed drives, 10 

Microsoft Windows 9x/NT 
compatibility checker, 6-8 
software compatibility testing, 6-8 
task manager display, 10 

Microsoft Windows' NT 4 
Backup program workaround, 255 
client printer setup, 229 
dual boot system addition, 58-59 
local user profile folder path, 313 
printing a configuration report, 9 
removing from dual boot systems, 61 

Microsoft Windows NT file system (NTFS), 
described, 465 

Microsoft Windows NT Print Server, 
Windows 2000·driver 

installation, 231 
Microsoft Windows NT Server, computer 

account creation, 10 
Microsoft Windows Professional 2000, Web 

server limitations, 464 
mini-Setup Wizard, Sysprep.exe file uses, 

23-25 
MKB (Microsoft Knowledge Base), 

troubleshooting uses, 705-6 
MMC .See Microsoft Management Console 
Mobile Essentials program, multiple IP 

configuration management, 406 
modems, dial-up connections, 415 
monitors, installation requirements, 4 
mount point, described, 204 
Mount.bat file, CD-ROM changer, 246-47 
mounted drives 

creating,217-18 
creating with NTFS volume mount 
points, 548-50 
described, 204-5 
Mountvol.exe utility, 549~50 
viewing, 217 
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Mountvol.exe file, mounted drive creation, 
549-50 

mouse 
Hide Mouse Pointer command, 159 
installation requirements, 4 
MS-DOS-based application options, 

158-59 
QuickEdit mode, 158 
serial mouse detection disabling, 34 

MRU (most recently used) lists, described, 
134-35 

MS-DOS 
application configuration settings, 

161-64 
application support, 153 
Autoexec.bat file application settings, 

163-64 
boot method alternatives, 54 
booting from Windows 9x, 54 
client printer setup, 229-30 
Config.sys file, 161-63 
copy-and-paste service support, 159-61 
copying from an MS-DOS-based 
application, 159-60 
device drivers, 163 
dual boot system addition, 53-54 
full screen vs window mode, 157 
Hide Mouse Pointer command, 159 
mouse options, 158-59 
MRU (most recently used) lists, 134 
pasting into an MS-DOS-based 
application, 160-61 
printing from supported 

applications, 169 
program property settings, 164-69 
QuickEdit mode, 158 
removing from dual boot systems, 

60-61 
running supported programs, 157-69 
shared printer naming conventions, 222 
startup floppy disk uses, 44-45 
text selection techniques, 160 
uncompressing compressed drives, 10 

Msdos.sys file, boot disk element, 43 
Msiexec.exe file, Windows Installer 

command-line executable, 147 
Msinfo32.exe file, versions, 680 

MSN Messenger Service 
Internet communication method, 501 
Internet instant messaging, 512-13 
Microsoft Internet Directory support, 

505-6 
MSN, Microsoft Passport source, 505, 512-13 
multiboot, described, 47 
multiple booting, described, 47 
My Computer, adding to the Start menu, 

123-24 
My Document folder, User Profiles, 314 
My Network Places, viewing all 

computers, 365 

N 
nag screens, removing when viewing folder 

contents, 121-22 
name resolution, described, 393-95 
native property sets, NTFS advantages, 

540-41 
Nbstat command, network troubleshooting 

tool, 409 
Net command, network troubleshooting 

tool, 408 
Net File command, viewing/ closing open 

shared files, 384 
Net Localgroup command 

adding/ deleting group members, 293 
viewing group information, 292 

Net Session command, viewing session 
information, 383-84 

Net Share command 
adding/ modifying a share, 381-82 
deleting a user share, 382 
viewing share information, 381 

Net Statistics command, statistic log display, 
384-85 

Net Use command 
disconnecting a mapped drive, 383 
viewing connections, 382-83 

Net User command 
modifying user accounts, 291-92 
viewing user account information, 

290-91 
Net View command, browsing network 

resources, 193-94 
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Net.exe file, command line utilities, 290-93 
NetBEUI 

connection order settings, 410 
non-TCP lIP settings, 411-12 

NetBIOS 
name resolution, 393 
TCP ports, 433-34 
unbinding, 434 

NetHood folder, User Profiles, 314 
NetMeeting Resource Kit Wizard, policy 

setting,511 
Netsh utility, network troubleshooting 

tool, 409 
Netstat command, network troubleshooting 

tool, 408 
N etswitcher program, multiple IP 

configuration management, 406 
network adapters, installation 

requirements, 5 
Network and Dial-Up Connections 

checking connection status, 365 
client computer settings, 426-27 
connection creation, 365 
connection~specific properties, 398-403 
copying a connection, 365 
dial-up connection creation, 416 
DNS settings, 400-01 
enabling IPSec policies, 498 
gateway computer configuration, 426 
IP settings, 399-400 
joining a workgroup I domain, 365 
network connections, 364-65 
opening a connection, 365 
renaming a computer, 365 
shortcut creation, 365 
TCP lIP configuration, 397-406 
viewing I modifying connections, 365 
VPN connection sharing, 427-28 
WINS server settings, 402-3 

network client, described, 364 
Network Connection Wizard 

dial-up connection creation, 416 
incoming connections, 486-88 

network connections, described, 415 
network credentials, certification 

technology, 441 
network ID, IP address, 388 

Network Identification command, computer 
naming,409 

Network Identification Wizard, computer 
account creation, 10 

network interface card (NIC), peer-to-peer 
network requirement, 362 

network protocol, described, 364 
Network Time Protocol (NTP),343 
networks 

adding I deleting group members, 293 
advanced printer properties, 224-26 
ARP (Address Resolution Protocol), 407 
browsing resources from the command 
prompt, 193-94 
command-line utilities, 290-93 
common commands, 191-94 
connecting to shared resources from the 
command prompt, 192-93 
connection order settings, 410 
deleting user accounts, 292 
distribution folder setup, 14 
domain account management 
techniques, 293 
group security settings, 293-96 
group setup, 286-93 
I pconfig, 406 
LAN (local area network), 415 
local accounts vs domain accounts, 

283-85 
local user setup, 286-93 
Microsoft Proxy Server, 419-21 
modifying user accounts, 291-92 
Nbstat command, 409 
Net command, 408 
Net User command uses, 290-92 
Netsh utility, 409 
Netstat command,408 
Network Identification command,409 
network printer connection setup, 

228-29 
non-TCP lIP settings, 411-12 
Nslookup command,409 
password-protected resources, 193 
peer-to-peer, 361-70 
permissions,296 . 
Ping, 407 
print separator page uses, 227-28 
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networks, (continued) 
printer permissions/privileges, 223-24 
Remote Administration requirements, 

347-48 
Route command, 408 
Services management commands, 341 
shared folder installation 

requirements, 5 
shared folder installation strategy, 14 
shared Internet connection, 423-25 
sharing printers, 221-23 
SID (security identifier), 23 
Tracert, 407-8 
troubleshooting tools, 406-9 
user account security settings, 293-96 
user rights, 296 
viewing group information, 292 
viewing user account information, 

290-91 
New Subweb Wizard, 470 
New Taskpad View Wizard, adding taskpad 

views to a console, 78-79 
news groups, Windo'ws 2000, 704 
NIC (network interface card) 

hardware address display, 388 
HCL (Hardware Compatibility List) 
issues, 362 
peer-to-peer network requirement, 362 

noise words, Indexing Service ignored, 97-98 
normal backup, described, 677 
NOT operator, 107 
Notepad 

Boot.ini file modifications, 33-36 
compatibility checker batch file 
crea tion, 7-8 

Novell NetWare networks, non-TCP /IP 
settings, 411-12 

Nslookup command, network 
troubleshooting tool, 409 

Ntbackup.exe program 
backing up/restoring the registry, 

659-60 
backup types, 677 
copy backup, 677 
daily backup, 677 
differential backup, 677 
ERD (emergency recovery disk), 678 

Ntbackup.exe program, (continued) 
incremental backup, 677 
normal backup, 677 

Ntbootdd.sys file 
boot disk element, 43 
computer startup process, 33 

Ntdetect.com file, computer startup 
process, 33 

Ntdlr file, boot disk element, 43 
NTFS auditing, monitoring activity, 479-80 
NTFS file system 

ACL (access control list), 544-47 
advantages, 540-41 
Cacls.exe utility, 547 
capacity,541 
compression advantages, 540 
disk quota enforcement, 550 
disk quota management techniques, 

541,552-54 
dual boot system compatibility issues, 

49-50 
enabling disk quotas, 550-52 
encryption advantages, 540 
excluding files from Indexing Service 
catalogs, 114 
FAT volume conversion, 542-43 
file naming conventions, 541 
folder / file security, 544-47 
MFT (Master File Table), 543 
mounted drive creation with volume 
mount points, 548-50 
native property sets, 540-41 
permission editing, 545-47 
recovery advantages, 540 
restricting access to Web pages, 365 ' 
security advantages, 540 
setting permissions for FrontPage 
Server Extensions, 470 
using file compression to free up disk 
space, 671-72 
viewing/modifying user SID (security 
identifier),544 
volume label naming conventions, 215 
volume mount points, 540 

NTFS permissions 
access control, 474 
disadvantages, 557 
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NTFS permissions, (continued) 
vs share permissions, 367 

NTFSDOS utility 
security cautions/ concerns, 45 
security risk, 557 

Ntldr (bootstrap loader) file 
boot disk element, 43 
computer startup process, 33 
dual boot system process, 48-49 

Ntoskrnl.exe file, computer startup 
process, 33 

NTP (Network Time Protocol), 343 

o 
objects 

described, 723 
FileSystemObject, 638-40 
GPO (Group Policy object), 301-5 
instances of, 723-24 
scheduled tasks, 139 
VBScript, 637 

Office Resource Kit, policy templates, 300 
offline files 

caching, 377-80 
described, 376-77 
server / client relationship, 376-80 

offline Web page files, stored location, 438 
online banking services, encryption 

requirements, 555 
opening files vs downloading, 437 
operating systems 

adding to a multiple boot system, 53-60 
Boot.ini file editing, 34 
compatible file system issues, 49-50 
default startup options, 32-33 
dual boot, 12 
FTP server types, 526 
non-Plug and Play /BIOS setting 
advantages, 5 
removing from dual boot systems, 

60-61 
separate partition installation 
advantages, 51 
swap (paging) file sharing, 57-58 

Operator Requests folder, described, 236 

operators 
AND 'Operator, 107 
Boolean, 96 
CONTAINS, 105-6 
EQUALS, 105-6 
NOT operator, 107 
OR operator, 107 
order of precedence, 108 
proximity, 108 
proximity, 96 
relational, 106 

options, Internet Esplorer, 455-60 
OR operator, 107 
OS/2, application support, 153 
Other people tab, Certificates dialog box, 442 
Outlook Express, dual boot system issues, 51 
overwriting, security events, 574-75 

p 
packet filtering 

configuration, 432-33 
described, 430 
Trojan horse concerns, 432 
vs IPSec, 490-92 

paging (swap) file 
dual boot system sharing, 57-58 
monitoring, 736 
security risk, 557 
Windows Task Manager sizing, 721-22 

Parallel Technologies, Direct Parallel 
Connection cables, 485 

Partition Commander, dual boot system 
alternative, 62 

partition managers, dual boot systems, 62 
PartitionMagic, dual boot system 

alternative, 62 
partitions 

active, 203 
boot, 49, 203 
converting basic disk to a dynamic disk, 

208-11 
creating on basic disks, 205-8 
deleting, 214-15 
described, 202-3 
dual boot system installation, 51 
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partitions, (continued) 
extended,202-3,207-8 
formatting, 214 
marking as active, 208 
primary, 202, 206-7 
system, 49 

password-protected resources, network 
connections, 193 

passwords 
answer file privacy issues, 20 
bypassing on startup, 37-38 
changing,576 
FTP connection, 526 
Microsoft N etMeeting, 508-10 
protect exported certificates, 566 
user / group settings, 293-95 

Path environment variable, viewingj 
editing, 134 

payroll database, auditing access, 578-79 
PC cards, ACPI support, 258 
peer-to-peer networks 

100BaseT connections, 362 
10Base-T alternatives, 362 
adding user accounts, 368 
cable connections, 362-63 
checking connection status, 365 
Client for Microsoft Networks, 364 
connection configuration, 364-65 
connection creation, 365 
copying a connection, 365 
described, 361 
File and Printer Sharing for Microsoft 
Networks, 364 
folder sharing, 367 
HomePNA connections, 362 
hubs, 364 
Internet Protocol, 364 
joining a different workgroup/ 

domain, 365 
Network and Dial-Up Connections 

folder, 364-65 
NIC requirement, 362 
opening a connection, 365 
printer sharing, 367 
renaming a computer, 365 
security issues, 368-70 
shared resource permissions, 368-70 

peer-to-peer networks, (continued) 
shortcut creation, 365 
TCP /IP, 364 
uplink ports, 364 
viewing/modifying connections, 365 

people search, Microsoft NetMeeting, 503-6 
Performance console 

alerts, 734-35 
counter logs, 728-34 
counters, 723-24 
instances, 723-24 
objects, 723-24 
System Monitor, 724-28 
trace logs, 729 
what to monitor, 735-37 

Performance Logs and Alerts, alert settings, 
734-35 

performance monitoring 
baseline for memory use, 736 
memory leaks, 736-37 
Performance Console, 722-37 
r~asonsfor,713-14 

what to monitor, 735-37 
Windows Task Manager, 714-22 

periodic refresh, Group Policy, 303 
permissions 

described, 296 
directories to apply, 466 
NTFS file/ folder security, 544-47 
registry keys, 661 
Removable Storage devices, 252 
share vs NTFS, 367 
shared resources, 368-70 

Permissions dialog box, key permission 
editing, 665-66 

Permissions Wizard, 474 
persistent connection, described, 422 
personal certificate, backups, 558 
personal encryption certificate 

creating new, 568 
described, 564 
exporting, 565-66 
importing,566-67 

Personal tab, Certificates dialog box, 442 
Personal Web Server (PWS),463 
phantom devices 

described, 270 
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phantom devices, (continued) 
displaying, 270-71 

phrase expressions, queries, 101-2 
Physical Locations folder, described, 236 
PICS (Platform for Internet Content 

Selection), 482 
Ping 

IPSec troubleshooting, 500 
network troubleshooting tool, 407 

pipe ( I ) symbol, described, 183 
PKI (Public Key Infrastructure) 

asymmetric encryption, 584 
CA (certification authority) 
requirement, 584-85 

placeholders, registry key values, 657 
Platform for Internet Content Selection 

(PICS),482 
PnP (Plug and Play) 

non-PnP BIOS setting advantages,S 
custom solution compatibility issues, 6 

Point-to-Point Tunneling Protocol (PPTP), 
described, 489 

policies 
adding/ removing Group Policy 
templates, 300..:.301 
Allow System To Be Shut Down 
Without Having To Log On, 41 
Disable CTRL+ ALT + DEL Requirement 
For Logon, 41 
displaying in Group Policy, 301 
Do Not Display Last User Name In 
Logon Screen, 41 
enabling IPSec policies, 498 
IPSec, 492-98 
IPSec filter list addition, 494-96 
IPSec filter rule addition, 493-94 
logon security option settings, 40-41 
Message Text For Users Attempting To 
Log On, 41 
Message Title For Users Attempting To 
Log On,41 
Microsoft NetMeeting, 510-511 

policy integrity check, IPSec 
troubleshooting, 500 

port 123, SNTP support, 343 
port 23, Telnet client connection, 517-18 

ports 
23 (SNTP support), 343 
123 (Telnet client connection), 517-18 
described, 429 
ICS requirements, 425 
network hubs, 364 
packet filtering, 430-33 
TCP /IP security issues, 429-30 
Trojan horse concerns, 431 
uplink, 364 

POSIX 
application support, 153 
running supported applications, 169 

POST (power-on self test), computer startup 
process, 33 

power management 
ACPI vs APM, 257-60 
battery alarm parameters,263 
hibernation, 261-62 
known bugs, 267 
power status indicator, 263-64 
standby, 262 
support levels, 257 
troubleshooting, 266 
UPS (Uninterruptible Power Supply), 

264-65 
Power Options Properties dialog box 

power status indicator, 264 
UPS information, 265 

power schemes, APM, 262-63 
power status, APM indicator, 264 
power-management software, compatibility 

issues, 6 
power-on self test (POST), computer startup 

process, 33 
PowerQuest Corporation, 62 
PPTP (Point-to-Point Tunneling Protocol), 

described, 489 
predefined keys, registry structure, 656 
pre-logon options, 31-37 
primary partition 

creating,206-7 
described, 202 

Print Server Properties dialog box 
Log Spooler Information Events, 582 
server property settings, 233 
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print servers 
advanced printer properties, 224-26 
Apple Macintosh computer 

support, 232 
network connection setup, 228-29 
non-Windows 2000 client setup, 229-32 
printer permissions/privileges, 223-24 
property settings, 232-34 
separator page uses, 227-28 
sharing printers, 221-23 

printers 
auditing access, 580-82 
auditing advantages/ 

disadvantages, 582 
network connection setup, 228-29 
non-Windows 2000 client setup, 229-32 
permissions / privileges, 223-24 
property settings, 224-26 
remote management, 354 
separator pages, 227-28 
sharing, 221-23 
sharing on a peer-to-peer network, 367 

Printers folder, sharing printers, 221-23 
PrintHood folder, User Profiles, 314 
printing 

hard ware configuration information, 
8-9 

MS-DOS-based applications, 169 
Setuptxt folder information files, 12 
system configuration, 270-74 
System Monitor charts, 727 

privacy 
AutoComplete data, 454 
Internet Explorer, 440-46 

private key 
backing up, 558 
digital certificates, 440 
PKI (Public Key Infrastructure), 584 

private networks, tunneling protocols, 489-90 
privileges, Removable Storage devices, 252 
Process Resource Monitor (Pmon.exe), 

troubleshooting uses, 702 
Process Viewer (Pviewer.exe), 

troubleshooting uses, 702-3 
Processor.vbs file, displaying processor 

properties, 640-44 

processors 
affinity editing, 720 
displaying multiple during startup, 34 
displaying properties, 640-44 
installation requirements, 4 
multiprocessor support installation, 278 
Windows Task Manager information 
display, 715 

Profile Assistant, security, 445-46 
profiles 

.See also User Profiles 
assigning, 318-19 
changing type, 317-18 
copying, 317 
deleting, 316-17 
troubleshooting, 319 

programs 
16-bit vs 32-bit applications, 154 
adding/removing Windows 
components, 149-51 
Apcompat utility uses, 143-44 
automatic caching, 378 
changing/ removing applications, 

148-49 
command line redirection symbols, 

182-83 
configuring default support, 449 
copying from an MS-DOS-based 

application, 159-60 
Doskey macro uses, 606-7 
downloading compatibility 

updates, 143 
file protection methods, 147 
installing from CD, 741-42 
installing under a different user 
account, 151 
installing with Add/Remove 

Programs, 149 
MRU (most recently used) lists, 134-35 
MS-DOS-based application 
configuration settings, 161-64 
MS-DOS-based application property 
settings, 164-69 
MS-DOS-based applications, 157-59 
other operating system supported 

types, 153 
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program, (continued) 
pasting into and MS-DOS-based 
application, 160-61 
POSIX-based applications, 169 
publish/ assign application 

capability, 146 
running from the command line, 133-35 
running under a different user account, 

142-43 
self-repairing applications, 146 
standard error device, 183 
standard output device, 183 
starting from the command prompt, 

178-79 
startup management techniques, 135-37 
Windows 3.x supported applications, 

154-57 
properties 

Contents, 102-3 
name prefixes, 105 
supported Indexing Service types, 104-5 

protocols 
configuring, 412 
HTTP vs HTTPS,476 
HyperTerminal, 519 
installing, 412 
Kerberos V5, 492 
Telnet, 515-24 
tunneling, 489-90 
URL component, 476 

proximity operators 
described, 96, 108 
Indexing Service support, 96 
order of precedence, 108 

proxy, described, 395 . 
proxy servers 

FTP issues, 527 
described, 419 

public key 
digital certificates, 440 
PKI (Public Key Infrastructure), 584 

public permissions, 474 
PWS (Personal Web Server), 463 

Q 
queries 

alternative word form, 110 
AND operator, 107 
Boolean operators, 107-8 
CONTAINS operator, 105-6 
content query submission, 102-3 
date/time expression formats, 106-7 
EQUALS operator, 105-6 
free-text expressions, 101-2 
Indexing Service submission, 99-110 
long form, 101 
MS-DOS-style wildcard characters, 109 
NOT operator, 107 
OR operator, 107 
pattern-matching, 108-10 
phrase expressions, 101-2 
property name prefixes, 105 
proximity operator, 108 
relational operators, 106 
short form, 100-101 
UNIX-style regular expressions, 109 

question mark (?) character, command 
prompt support, 181 

QuickEdit mode 
command prompt session settings, 178 
MS-DOS-based application/mouse 
support, 158 

Quota Entries, viewing/modifying quota 
entries, 552-54 

R 
RAM (random access memory) .See memory 
RASC (Recreational Software Advisory 

Council), 482 
Rasphone.exe file, disconnecting a dial-up 

connection, 418 
RealPlayer, \VSP Client requirement, 419 
Recent folder 

MRU (most recently used) document 
storage, 134 
User Profiles, 314 

784 Microsoft Windows 2000 Professional Expert Companion 



recovery, NTFS advantages, 540 
recovery agent certificate, backing up, 558, 

564,568-69 
Recovery Console 

described, 42 
installing as a boot option, 690-91 
troubleshooting uses, 708-11 
vs boot disks, 43 

recovery policy, encryption problems, 560 
recurring tasks 

scheduling,138 
time/ duration editing, 140 

redirect, defined, 482 
redirecting requests, 482 
redirection symbols, 182 
Refresh button, update temporary files, 437 
reg CRegedit export file) file extension, 660 
REG_BINARY data type, 658 
REG_DWORD data type, 658 
REG_EXPAND _SZ data type, 658 
REG_FULL_RESOURCE_DESCRIPTOR data 

type, 659 
REG_LINK data type, 658 
REG_MULTI_SZ data type, 658 
REG_NONE data type, 658 
REG_RESOURCE_LIST data type, 659 
REG_RESOURCE_REQUIREMENTS_LIST 

data type, 659 
REG_SZ data type, 658 
Regedit.exe program 

adding/ deleting keys, 661 
adding/ deleting values, 662 
backing up/restoring hives, 659-60 
data editing, 661 
editing techniques, 661-65 
editing with .reg files, 662-65 
key permission editing, 665-66 
limitations, 655 
reg file extension, 660 
remote computer registry editing, 666 
remote registry management, 354 
vs Regedt32.exe program, 660-61 

Regedt32.exe program 
. adding/ deleting keys, 661 

adding/ deleting values, 662 
backing up/restoring hives, 659-60 
data editing, 661 

Regedt32.exe program, (continued) 
editing techniques, 661-65 
key permission editing, 665-66 
limitations, 655 
remote computer registry editing, 666 
remote registry management, 354 
vs Regedit.exe program, 660-61 

registry 
adding/ changing shortcut menu 
commands, 128-30 
adding/ deleting keys, 661 
adding/ deleting values, 662 
adding/removing startup programs, 

135-36 
AutoRun values, 188-89 
backing up, 659-60 
capitalization indifference, 658 
command extension enabling/ 
disabling, 190 
command prompt file/ folder name 
completion, 189-90 
data editing, 661 
data types, 658-59 
disabling 8.3 file naming 

conventions, 541 
displaying unknown file extensions, 

120-21 
dumping to a file, 667 
editing techniques, 661-65 
editing with .reg files, 662-65 
Fc.exe file comparison program, 667 
file comparison programs, 667 
hexadecimal value display, 657 
hierarchy structure, 656-58 
hives, 657 
HKEY_CLASSES_ROOT key, 656 
HKEY_CURRENT_CONFIG key,656 
HKEY _CURRENT_USER key, 656 
HKEY _DYN_DATA key, 656 
HKEY _LOCAL_MACHINE key, 656 
HKEY_USERS key, 656 
key permission editing, 665-66 
key types, 656-57 
logon screen customization, 39-40 
MFT buffer zone sizing, 543 
not allowing overwriting of security 
events, 574-75 
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registry, (continued) 
Ntbackup.exe utility, 659-60 
placeholders, 657 
REG_BINARY data type, 658 
REG_DWORD data type, 658 
REG_EXPAND _SZ data type, 658 
REG_FULL_RESOURCE_DESCRIPTOR 
data type, 659 
REG_LINK data type, 658 
REG_MULTI_SZ data type, 658 
REG_NONE data type, 658 
REG_RESOURCE_LIST data type, 659 
REG_RESOURCE_REQUIREMENTS_LIST 
data type,.659 
REG_SZ data type, 658 
Regedit.exe program, 655 
Regedt32.exe program, 655 
relocating shell folders, 127-28 
remote computer editing, 666 
remote management, 354 
restoring, 659-60 
root keys, 656-57 
starting a command prompt session 
from a folder, 173 
sub keys, 656-657 
suppressing selected file extension 
types, 121 
Telnet server values, 522-23 
third-party monitoring tools, 666-67 
troubleshooting log file size 

problems, 91 
Wind iff file comparison utility, 667 

registry entry, changing for security, 557 
registry keys, exporting prior to installation 

issues, 8 
Registry.pol files, Group Policy periodic 

refresh, 303 
Regmon, registry monitoring tool, 666-67 
release notes, strong encryption 

installation, 556 
Remote Administration 

predefined consoles/ capabilities, 
352-53 

requirements, 347-48 
RPC (Remote Procedure Call), 348 
troubleshooting, 348 

remote computers 
connection methods, 485 
dial-up connection support, 485 
direct connection support, 485 
Disk Management techniques, 199 
enabling disk quotas, 552 
Event Viewer time display issues, 86 
executing commands on, 644-52 
incoming connections, 486-88 
monitoring events, 93-94 
registry editing, 666 
Remote Administration, 347-48 
Remote Desktop Sharing, 507 
starting Group Policy from, 298-99 
tunneling protocols, 489-90 
VPN (virtual private network) 
connection support, 485 

Remote Desktop Sharing, Microsoft 
N etMeeting, 507 

Remote Installation Services (RIS), 
described, 15 

Remote Procedure Call (RPC), Remote 
Administration, 348 

remote volumes, enabling disk quotas, 552 
Remote.exe file, command-line utility, 355-56 
Removable Storage 

application media pools, 238 
backup devices, 252-55 
CD Changers, 242-48 
creating a media pool, 238-39 
described, 235 
device security issues, 251-52 
disabling AutoPlay, 250-51 
hardware devices, 241-51 
jukebox, 248-51 
Media Pools folder, 236-41 
Operator Requests folder, 236 
Physical Locations folder, 236 
Rsbackup.bat file, 615-17 
stand-alone drives, 241-42 
system media pools, 237 
top-level folders, 236 
Work Queue folder, 236 

reparse point, described, 204 
reports 

compatibility checker, 7 
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reports, (continued) 
hardware configuration/Windows NT 

4,9 
Require Security Properties dialog box, IPSec 

rule configuration, 497 
resource conflicts, solving, 274 
Restricted sites, add/ remove, 443-44 
RIP (Routing Information Protocol) Listening 

described, 391, 405 
routing table updates, 405 

RIS (Remote Installation Services), 
described, 15 

risk-free browsing, Regedit vs Regedt32, 661 
roaming user profiles 

creating,325-27 
described, 315, 317, 323 
IntelliMirror, 323-27 
shared folder setup, 324 
user account setup, 324-25 

robotic libraries, described, 241 
root directory, as home directory, 466 
root keys 

registry structure, 656 
sub keys, 656-57 

Route command, network troubleshooting 
tool, 408 

routers 
cable/DSL, 424 
subnets, 389-91 
vs ICS (Internet Connection 

Sharing), 423 
routing 

described, 391-93 
DUN (dial-up networking) options, 

403-4 
RIP (Routing Information Protocol) 
Listening,405 

Routing Information Protocol (RIP) 
Listening, described, 391, 405 

routing tables, 391-93, -405 
RPC (Remote Procedure Call), Remote 

Administration, 348 
Rsbackup.bat file, backing up removable 

storage database, 615-17 
rule, IPSec, 491 
Run As command, running programs under 

a different user account, 142-43 

Run command line, running programs from, 
133-35 

Run dialog box, AutoComplete, 453 
Run keys, adding/ removing programs, 135 
Running Microsoft Windows 2000 

Professional, 221 
RunOnce keys, adding/removing startup 

programs, 136 

s 
sampling interval, System Monitor 

settings, 727 
scheduled tasks, remote setup, 354-55 
Scheduled Tasks folder 

adding/removing startup programs, 136 
job (task object) file extension, 139 
remote setup, 354-55 
removing tasks, 140 
task monitoring, 139-40 

Scheduled Tasks Wizard, task scheduling, 
137-39 

screen buffer, windows/command prompt 
session settings, 175 

Script Debugger 
currently running script display, 634 
Debug toolbar buttons, 636 
debugging Windows Script Host 
scripts, 632-37 
history calls, 634 
stepping through scripts, 635-37 
variable manipulation, 635 

, viewing script information, 634-35 
scripts 

automatic configuration, 421 
debugging in Windows Script Host, 

632-37 
Group Policy, 321-22 
logoff, 321 
logon, 320 
shutdown, 321· 
startup, 321 
Telnet logon, 523-24 

Search Assistant, Indexing Service 
integration, 96 

searches 
domain accounts, 285 
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searches, (continued) 
events, 89 
Microsoft NetMeeting people, 503-6 
Regedit vs Regedt32, 661 
System Information information items, 

681-82 
SecEvent.evt log file, 83 
Secpol.msc (Local Security Policy) file, logon 

security options, 40-41 
Secure Communications dialog box, 475-77 
secure permission, 474 
Secure Sockets Layer (SSL) 

connection slowdown, 476 
encryption protocol, 474 
requiring for Web site, 476-78 

securities, directories to apply, 466 
security 

access control, 473-74 
access limits, 478-79 
asymmetric cryptography, 440 
auditing, 479-81, 574 
authentication, 472-73 
AutoComplete data, 454 
BIOS settings, 557 
certificate mapping, 477 
changing passwords, 576 
changing registry entry, 557 
controlling access to Web pages, 469 
designated recovery agents, 558 
digital certificates, 440-42, 583-95 
encryption, 474-79 
end-to-end,490-92 
event auditing, 84 
fire walls, 430-31 
hard disks, 557 
hiding history lists, 134-35 
IE, 440-46 
importing personal encryption 
certificate! 566-67 
Indexing Service issues, 96 
installing / removing trusted certificates, 

442-43 
Internet issues, 428-34 
Internet software distribution, 441 
logon options, 40-41 
Microsoft N etMeeting, 508-10 
NTFS advantages, 540 

security, (continued) 
NTFS file/folder permissions, 544-47 
NTFS permissions, 470 
NTFSDOS program cautions/ concerns, 45 
packet filtering configuration, 432-33 
paging file, 557 
peer-to-peer network issues, 368-70 
Profile assistant, 445-46 
protecting encrypted files, 562 
recovering encrypted files/folders, 

568-69 
Regedit vs Regedt32, 661 
Removable Storage devices, 251-52 
scheduled task cautions/concerns, 138 
selecting site levels, 444 
setting up Java, 445 
Settings box, 444-45 
TCP port testing, 434 
TCP /IP ports, 429-30 
Trojan horses, 432 
user account settings, 293-96 
Webmaster identity, 469 

security auditing 
changing settings, 580 
disadvantages, 574, 578 
enabling,576-78 
file/ folder access, 578-80 
implemented by NTFS volumes, 579 
printer access, 580-82 
viewing events, 575-76 

security certificates, 474-77 
security events 

avoid missing, 574-75 
deletion limitations, 574-75 

security groups, default, 469 
security identifier (SID) 

ACL (access control list) , 544, 547 
described, 23 

Security log (SecEvent.evt), 83 
Administrators Group to view, 575 
Event Properties dialog box, 576 
record failed file-read requests, 574 
system shutdown when full, 575-76 

Security Rule Wizard, adding filter lists to 
the filter rule, 494-96 

Security Warning dialog box, add trusted 
publishers, 443 
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security zones, 443-44 
Select Users or Groups dialog box, domain 

account listing, 285 
SendTo folder, User Profiles, 314 
separator pages 

command delimiter, 227 
page codes, 228 

server certificates 
described, 474 
obtaining,481 

server home directories, Internet Information 
Server, 466 

server / client relationship, offline files, 
376-80 

servers 
ACPI support, 258 
FfP,526 
home directory, 466 
Telnet, 521-24 

service pack, level display during startup, 34 
Services console 

adding/removing, 341-42 
Alerter, 346 
automatic startup, 334 
command prompt management 
commands, 341 
configuration, 333-36 
described, 331-32 
disabling, 334 
failure options, 336 
manual startup, 334 
~essenger,344-46 

name determination, 336-41 
pausing concerns, 333 
recovery action specifications, 334-36 
starting/ stopping, 332-33 
startup options, 334 
status display, 333 
Tlist.exe file utility, 338 
troubleshooting, 336, 338 
viewing dependencies, 336 
W32Time, 342-44 

Set command, viewing/ editing environment 
variables, 185-87 

Settings dialog box, manage Temporary 
Internet Files, 436 

Setup application, Windows Installer, 145-46 

Setup ~anager Wizard 
answer file creation, 16-18 
computer naming conventions, 17-18 
customizing an answer file, 18-20 
differences file creation, 22-23 
starting, 17 
troubleshooting answer files, 21 

Setup program 
backing up existing data prior to 
installation, 8-9 
compatibility checker, 6-8 
upgrade vs clean installation, 11-12 

Setup Wizard, dual boot system installation, 
59-60 

Setupcl.exe file, described, 15 
Setupmgr.exe file (Setup ~anager Wizard), 

described, 15-18 
Setupmgx.dll file, described, 15 
Sfc.exe (System File Checker), file 

protections, 147 
share permissions, vs NTFS permissions, 367 
Shared Folders console 

administrative shares, 373-74 
automatic document caching, 378 
described, 371 
file caching for offline use, 377-78 
manual document caching, 377 
removing shares, 375 
share creation, 374 
viewing/ closing files, 375-76 
viewing/ disconnecting sessions, 375 
viewing/ editing share properties, 

372-73 
warning other uses before closing, 376 

shared network folder 
installation requirements, 5 
installation strategy, 14 

shared printers 
Apple ~acintosh computer 

support, 232 
naming conventions, 222 
troubleshooting, 222-23 

shared resources, peer-to-peer network 
permissions, 368-70 

sharing, Internet connection, 423-28 
shell folders 

opening in Windows Explorer, 126 
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shell folders, (continued) 
relocating, 126-28 

Shift key, disabling startup programs, 137 
short form queries, Indexing Service, 100-101 
shortcut menu commands, adding/ changing, 

128-30 
shortcut menus, common console 

elements, 72 
shortcuts 

Computer Management console 
creation, 349 
dial-up connectio~s, 418 

shutdown scripts, Group Policy, 321 
SID (security identifier) 

ACL (access control list), 544, 547 
described, 23 

signing, defined, 440 
Sim pIe Mail Transfer Protocol (SMTP), 463 
Simple Network Time Protocol (SNTP), 

Windows Time service, 342-43 
site home directories, Internet Infornation 

Server, 466 
small volume support, FAT advantages, 542 
SMARTDrive, disk-caching program, 14 
SMTP (Simple Mail Transfer Protocol), 463 
snap-ins 

ActiveX requirement, 68 
adding System Monitor to, 722-23 
adding to a console, 76 
Certificates, 592-95 
Computer Management, 348-51 
Disk Management, 197-200 
Event Viewer, 83-94 
extensions, 76 
Group Policy, 297-309 
IPSec Security Policy Management, 

492-98 
Local Security Settings, 293-96 
Local User and Groups, 318-19 
Local Users And Groups console, 

287-89 
MMC consoles, 68 
Removable Storage, 235-55 
running MMC without, 74 
Services, 331-41 
Shared Folders, 371-80 
System Information console, 679-84 

SNTP (Simple Network Time Protocol), 
Windows Time service, 342-43 

sockets, described, 425 
software 

compatibility, 6-8 
Internet distribution, 441 

Source column, Event Viewer, 86 
spanned volume 

deleting, 215 
described, 203 

Speed Dial, adding users to, 504 
spoolers 

print server settings, 232-33 
printer properties, 226 

SSL (Secure Sockets Layer) .See Secure 
Sockets Layer 

stack, described, 625 
stand-alone drives, Removable Storage 

supported types, 241-42 
Standard Buttons toolbar, add/rearrange 

buttons, 448 
standard error device, described, 183 
standard output device, described, 183 
standby 

APM configuration, 262 
troubleshooting, 266 

Start command, running programs from the 
command prompt, 179 

Start menu 
adding folders to, 123-24 
adding/removing programs, 135 
cascading folder menus, 123-24 
customizing, 118-19 
User Profiles, 314 

Startup and Recovery dialog box 
default startup options, 32-33 
stop-error behavior settings, 691-92 

Startup folder, adding/removing 
programs, 135 

startup programs, types, 135-37 
startup scripts, Group Policy, 321 
static routing, described, 391 
striped volume, described, 204 
strong encryption 

checking for installation, 556 
defined, 556 

subnet mask, described, 390-91 
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subnets 
described, 389-91 
subnet mask conventions, 390-91 

support programs, configuring default, 449 
Support Tools 

.See also Windows 2000 Support Tools 
Dependency Walker (Depends.exe), 700 
FileVer (Filever.exe), 700-701 
installation, 15 
memory profiling tool 

(Memsnap.exe),701 
Process Resource Monitor 

(Pmon.exe), 702 
Process Viewer (Pviewer.exe), 702-3 
Remote.exe file, 355-56 
Tlist.exe file, 338 
troubleshooting uses, 700-703 

swap (paging) file, dual boot system sharing, 
57-58 

Symantec, Mobile Essentials, 406 
symbols 

command combination, 184 
escape (1\), 184-85 
macro special characters, 602-4 
pipe ( I ), 183 
redirection, 182 

symmetric encryption, described, 584 
synchronously, described, 322 
Sysmon.ocx (System Monitor) file, ActiveX 

control, 728 
Sysprep.exe file 

automating mini-Setup Wizard, 25 
described, 15 
disk imaging, 23-25 
restrictions/requirements, 24 
SID (security identifier) creation, 23 

System (SysEvent.evt) log file, 83 
system clock, Event Viewer time display 

issues, 86 
System Commander Deluxe, dual boot 

system alternative, 62 
system events, described, 84 
System File Checker (Sfc.exe), file 

protections, 147 
system files 

displaying in Windows Explorer, 
119-20 

system files, (continued) 
encryption limits, 559 
Windows Update uses, 676 

System Information console 
access methods, 679-80 
Advanced view, 680-81 
Basic view, 680-81 
browsing techniques, 680-83 
details pane column manipulation, 682 
exporting, 684 
exporting binary data, 684 
information item searches, 681-82 
opening/ closing saved files, 684 
problem device error codes, 682 
read-only tool, 680 
running from the command line, 685-87 
screen elements, 71 
switching between views, 680-81 
viewing open processes, 683 

System log (SysEvent.evt), records operating 
system events, 574 

System Log Properties dialog box, log 
display filters, 89 

System Monitor 
adding to a snap-in, 722-23 
chart editing, 726-27 
Chart view, 726 
counter addition, 725-26 
counter log creation, 732-33 
current/recent information monitoring, 

724-28 
Histogram view, 726 
printing charts, 727 
sampling interval, 727 
saving/reusing settings, 728 
viewing counter log data, 733-34 

system partition 
deletion protection, 215 
described, 49 

System Policy Editor, user policy settings, 
309 

System Properties dialog box, user profile 
maintenance, 317 

System.ini file (Windows 3.x), compatibility 
issues, 155 

systems, restarting after Security log full 
shutdown, 575 
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T 
tape drives, 253-55 
task manager, displaying background 

services, 10 
taskbar, adding folders to, 124 
taskpads, adding to a console, 77-79 
tasks 

At command scheduling, 141-42 
job (task obj~ct) file extension, 139 
monitoring,139-40 
property editing, 140-41 
scheduling,137-42 
security issues, 138 
time/ duration editing, 140 

TCP ports 
closing, 433-34 
Internet security issues, 429-30 
security testing, 434 

TCP /IP (Transmission Control Protocol! 
Internet Protocol) 
APIP A (Automatic Private IP 
Addressing), 397 
configuration modifications, 397-406 
connection order settings, 410 
connection-specific property settings, 

398-403 
described, 387 
DHCP (Dynamic Host Configuration 
Protocol), 396-97 
DNS server settings, 395 
domain name system, 393-96 
gateways, 391 
Internet configuration, 422 
IP address conventions, 388-89 
IP settings, 399-400 . 
multiple IP configuration management, 406 
name resolution, 393-95 
peer-to-peer networks, 364 
routing tables, 391-93 
security issues, 429-30 
subnets, 389-91 

TCP /IP Filtering dialog box, packet filtering 
configuration, 432-33 

TCP/IPport 
network printer connection setup, 

228-29 

TCP /IP port, (continued) 
security issues, 429-30 

Telnet client, terminal-emulation program, 
515-516 

Telnet protocol 
, address conventions, 517 

client/ server relationship, 515 
command-line client, 516-19 
development history, 513-14 
environment parameters, 518 
HyperTerminal client, 519-20 
local commands, 518 
logon scripts, 523-24 
port 23 connection, 517-18 
requirements, 356 
server management, 521-24 
server registry values, 522-23 
starting a client session, 517 
text-based aspects, 515-16 

Telnet.exe file, Windows 98 telnet client, 516 
templates, adding/removing from Group 

Policy, 300-301 
Templates folder, User Profiles, 314-15 
Temporary Internet Files 

types of files stored, 436 
update options, 437 

text files, Indexing Service support, 97 
text-based FTP client, using from Windows 

Explorer, 535 
Thawte, digital certificate authority, 590 
third-party Control Panel applications, 

compatibility issues, 6 
third-party device drivers, update 

sources, 276 
third-party disk-compression programs, 

Windows 2000 non-support, 9 
third-party network clients, disabling prior to 

installation, 10 
third-party shells 

Tweaki for Power Users, 130 
TweakUI, 130 

Time column, Event Viewer, 86 
time, daylight saving time/Event Viewer 

support, 86 
timeout values, Boot.ini file editing, 34 
times, Indexing Service formats, 106-7 
titles, System Monitor chart editing, 726-27 
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TLDs (top-level domains), DNS hierarchy 
structure, 394 

Tlist.exe file, service associations, 338 
tlntadmn.exe file, Telnet server 

administration, 521 
toolbar buttons, add/rearrange, 448 
toolbars 

adding buttons with Group Policy, 451 
customizing,448 

trace logs, recording performance data, 729 
Tracert, network troubleshooting tool, 407-8 
transfer protocols, HyperTerminal, 519 
Transmission Control Protocol/Internet 

Protocol (TCP /IP), described, 387 
Trojan horse, described, 432 
troubleshooting 

Advanced Options menu options, 36-37 
answer files, 21 
Backup program, 253 
basic disk to dynamic disk 

conversion, 211 
CD changer console, 245 
CD-ROM changers,245 
console startup, 69 
corrupted log files, 93 
customized logon screen, 40 
Dependency Walker (Depends.exe), 700 
DirectX Diagnostic Tool, 696 
disaster preparation strategies, 690-92 
DLL Help Database, 706 
Dr. Watson, 693-96 
EFS, 560 
ERD (emergency repair disk), 711-12 
error and event messages help 

(W2000msgs.chm), 703 
File Signature Verification utility, 

697-98 
FileVer (Filever.exe), 700-701 
HCL (Hardware Compatibility 

List),705 
Help System troubleshooters, 692-93 
InoculateIT AntiVirus AVBoot, 699-700 
installation, 5 
installing Recovery Console as a boot 
option, 690-91 
Internet resources, 704-6 

IPSec, 500 
last known good configuration startup, 

707-8 
log file size problems, 91 
log file uses, 83-84 
media pool creation, 239 
memory profiling tool 

Memsnap.exe),701 
MKB (Microsoft Know ledge Base), 

705-6 
network tools, 406-9 
power management, 266 
Process Resource Monitor 

(Pmon.exe), 702 
Process Viewer (Pviewer.exe), 702-3 
recovering the boot loader, 56-57 
Recovery Console, 708-11 
Recovery Console uses, 42 
Remote Administration, 348 
safe mode startup, 706-7 
Services, 336, 338 
shared printers, 222-23 
standby status, 266 
stop-error behavior configuration, 

691-92 
stopping the Print Spooler service, 234 
support tools, 700-703 
Update Wizard Uninstall tool, 698 
up-to-date ERD importance, 690 
user profile assignments, 319 
Windows 2000 news groups, 704 
Windows Report tool, 698-99 
Windows Task Manager 

appearance, 716 
trusted certificates, installing/removing, 

442-43 
trusted publishers, adding/removing, 443 
Trusted Root Certification, Certificates dialog 

box,442 
Trusted sites, add/remove, 443-44 
tunneling, described, 430 
tunneling protocols, types, 489-90 
Tweaki for Power Users, third-party 

shell, 130 
TweakUI, third-party shell, 130 
Type column, Event Viewer, 86 
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U 
Udf (uniqueness database file), automated 

installation, 22-23 
UDF (Universal Di?k Format) file system, 539 
UDP port 500, inbound Internet Key 

Exchange negotiation traffic, 500 
unary NOT operator, 107 
Unattend.doc file, described, 15 
UNC (universal naming convention), shared 

printers, 222 
uniform resource locator (URL), FTP site 

conventions, 525 
UniPress Software, Wi nux, 63 
uniqueness database file (Udf), automated 

installation, 22-23 
United States Naval Observatory (USNO), 

time source, 343 
universal naming convention (UNC), shared 

printers, 222 
UNIX, printer setup, 230 
Unrecognized folder, media pools, 237-38 
update options, Temporary Internet Files, 437 
Update Wizard Uninstall tool, 

troubleshooting uses, 698 
updates 

ActiveX controls, 438 
downloading,143 

Upgrade Device Driver Wizard, reinstalling a 
driver, 276-77 

upgrade packs, migration DLLs (dynamic­
link libraries), 6 

Upgrade. txt file, compatibility checker 
report, 7 

upgrades 
ACPI, 260 
High Encryption Pack, 556 
vs clean installation, 11-12 

uplink ports, network hubs, 364 
• '1 1 T"t ro l)' "0' r UPS (Ulunlerruphole I-ower ;:,upp y ,AllYl 

configuration, 264-65 
UPS Configuration dialog box, described, 265 
URL (uniform resource locator) 

FTP site conventions, 525 
format, 476 
protocols, 476 

USB (Universal Serial Bus), ACPI 
support, 258 

user accounts 
deleting, 292 
installing programs under, 151 
modifying, 291-92 
peer-to-peer network security, 368 
profile creation, 325-27 
roaming user profile setup, 324-25 
running programs under, 142-43 
security settings, 293-96 
viewing account information, 290-91 

user authentication, Microsoft 
N etMeeting, 509 

User column, Event Viewer, 87 
User Configuration, Group Policy, 304 
User folder, Group Policy, 301-2 
user folders, redirection, 328-29 
user interface, Regedit vs Regedt32, 660 
user modes, MMC, 80-81 
user modes, restriction options, 81-82 
User Profiles 

.See also profiles 
Application Data folder, 314 
assigning profiles, 318-19 
changing type, 317-18 
common profiles, 316 
Cookies folder, 314 
copying, 317 
deleting properly, 316-17 
described, 311-12 
Desktop folder, 314 
editing techniques, 316 
Favorites folder, 314 
folder contents, 313-15 
folder paths, 313 
Local Settings folder, 314 
local user profile folder types, 313-15 
local user profiles, 315 
mandatory user profiles, 315 
My Document folder, 314 
NetHood folder, 314 
PrintHood folder, 314 
profile types, 315 
Recent folder, 314 
roaming user profiles, 315, 317 
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User Profiles, (continued) 
SendTo folder, 314 
Start Menu folder, 314 
Templates folder, 314-15 
troubleshooting, 319 

user rights, described, 296 
user-mode console, running in author 

mode, 70 
users 

adding as group, 469 
configuration settings, 312 
customizing Group Policy settings, 

307-9 
installing programs under a different 
account, 151 
local user profile folder paths, 313 
managing desktops behavior, 450 
publish/ assign application support, 146 

Users And Passwords dialog box 
bypassing Log On To Windows dialog 
box, 38 
bypassing Welcome To Windows dialog 
box,37 
local user/group setup, 286-87 

USNO (United States Naval Observatory), 
time source, 343 . 

v 
V Communications 

Partition Commander, 62 
System Commander Deluxe, 62 

Value Added folder, Win 2000 Pro CD, 
744-46 

variables 
environment, 185-87 
Path environment, 134 

VBScript, Folders.vbs file, 629-31 
VeriSign, digital certificate authority, 590 
Veritas Software, WinINSTALL LE, 151 
View All Drive Paths dialog box, listing all 

mounted drives, 218 
View menu, common console elements, 72 
virtual device drivers (VxD), software 

compatibility issues, 6 

virtual directories 
Internet Information Server, 466 
security advantages, 466-67 
URLs, 468 

Virtual Directory Creation Wizard, 467 
virtual machines, dual boot system 

alternative, 62-63 
virtual memory, 715 
Virtual Memory dialog box, paging file 

sizing, 721-22 
virtual private networks (VPNs), 

described, 415 
virtual screen, windows/command prompt 

session settings, 175 
VMware, dual boot system alternative, 62-63 
volume labels 

assigning/ changing, 215 
naming conventions, 215 
new partition assignment, 206 

volume mount points 
creating mounted drives, 548-50 
NTFS advantages, 540 

volumes 
basic, 203 
converting to NTFS, 542-43 
creating on dynamic disks, 212 
deleting, 214-15 
described, 203-4 
drive letter assignments, 216-18 
dynamic, 203 
dynamic disk limitations, 209 
extending, 212-13 
fault-tolerant, 204 
forma tting, 214 
property checking, 218-20 
spanned, 203 
status checking, 218-20 
striped, 204 

VPNs (virtual private networks) 
connection sharing, 427-28 
described, 415 
tunneling protocols, 489-90 

VxD (virtual device drivers), software 
compatibility issues, 6 
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W 
W32Time (Windows Time) service, 

described, 342-44 
wake-on-LAN, ACPI support, 258 
wake-on-ring, ACPI support, 258 
warning events, described, 84 
Web browsers 

client printer setup, 230-31 
exporting data prior to installing 
Windows 2000, 8 

Web Distributed Authoring and Versioning 
(WebDAV),483 

Web management console, creating, 471 
Web pages 

Microsoft NetMeeting integration, 
511-12 

restricting access, 465 
temporary file storage, 436 

Web Server Certificate Wizard, 481 
Web servers 

content ratings, 482 
home directory, 466 
monitoring activity, 479-81 
redirecting requests, 482 
running FTP server, 482-83 
Secure Communications dialog box, 

475-77 
Web sites 

Adobe Systems, 97 
applying extensions, 469 
ARIN (American Registry for Internet 
Numbers),395 
BIOS information resource, 5 
Certificate Authorities, 440, 478, 589 
collaboration, 483 
compatibility updates, 143 
Computer Associates International, 700 
digital certificate authorities, 585 
DLL Help Database, 706 
DSL introduction, 421 
DSL providers, 422 
Executive Software, 675 
firewall information, 431 
Gibson Research, 434 
Gilles Vollant Software, 62 

Web sites, (continued) 
HCL (Hardware Compatibility List), 5, 

362,705 
High Encryption Pack, 556 
home directory, 466 
Hotmail, 513 
lANA (Internet Assigned Number 
Authority),395 
ICANN (Internet Corporation for 
Assigned Names and Numbers), 396 
ILS server list, 504 
JeMar Software, 130 
Linksys, 423 
Microsoft, 394 
Microsoft Passport, 505 
Microsoft scripting subsite, 628 
Microsoft security bulletins, 430 
Microsoft Web Accessories, 460 
Microsoft Windows Update, 698 
MKB (Microsoft Knowledge Base), 

209,705 
MSN,513 
MSN Messenger Service, 512 
NetMeeting Resource Kit Wizard, 511 
Netswitcher, 406 
network security, 490 
NTFSDOS utility, 557 
NTP (Network Time Protocol) servers 

list, 343 
Office Resource Kit, 300, 309 
Parallel Technologies, 485 
port assignment information, 429 
PowerQuest Corporation, 62 
Product Updates, 275 
Profile Assistant information, 445 
Regmon, 666 
removing FrontPage Server 

Extensions, 471 
request client certificate from 

~ Microsoft, 478 
RIS (Remote Installation Services) 
information, 15 
Script Debugger documentation, 633 
SDK (N etMeeting Software Developers 
Kit),512 
SMS information, 15 
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Web sites, (continued) 
Symantec, 406 
Systems INternals, 45, 50 
T echN et, 238 
Thawte, 590 
third-party driver update sources, 276 
TweakUI, 130 
UniPress Software, 63 
UNIX-style regular expression query 
help,109 
V Communications, 62 
VBScript documentation, 630 
VeriSign, 590 
Veritas Software, 151 
VMware,62 
Windows 2000 newsgroup listing, 704 
Windows groups, 470 
Windows Update, 676 

WebDAV (Web Distributed Authoring and 
Versioning), 483 

Webmaster e-mail identity, setting up, 469 
Welcome To Windows dialog box, bypass 

cautions/ concerns, 37 
wildcards 

asterisk (*) character, 181 
command prompt support, 181 
file/folder name completion uses, 190 
question mark (?) character, 181 

Win 2000 Pro CD 
files / folders in root, 743-44 
learn about files, 746-47 
Value Added folder, 744-46 
Windows 2000 Support Tools, 744 

Win.ini file (Windows 3.x), compatibility 
issues, 155 

Windiff, registry file comparison utility, 667 
Windows 2000 .See Microsoft Windows 2000 
Windows 3.x .See Microsoft Windows 3.x 
Windows 98 .See Microsoft Windows 98 
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