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stack frame Information, representing the activation of a procedure, that is pushed onto
the stack when a procedure is invoked. A stack frame can have one or more exception
handlers associated with it, each of which protects a particular block of code in the source
program.

stream A sequence of bytes within a file.

striped volume Secries of up to 32 partitions, one partition per disk, that combines into
a single logical volume. Striped volumes are also known as RAID level 0 (RAID-0) vol-
umes. A partition in a striped volume need not span an entire disk; the only restriction
is that the partitions on each disk be the same size.

structured exception handling A type of exception handling that allows applications
to gain control when exceptions occur. The application can then fix the condition and
return to the place the exception occurred, unwind the stack (thus terminating execu-
tion of the subroutine that raised the exception), or declare back to the system that the
exception isn’t recognized, and continue searching for an exception handler that might
process the exception.

subsection A structure that describes the mapping information for each section of the
file (read-only, read-write, copy-on-write, and so on).

subsystem dynamic-link libraries (DLLs) DLLs that translate a documented function
into the appropriate undocumented Windows 2000 system service calls. This translation
might or might not involve sending a message to the environment subsystem process that
is serving the user application.

symbolic link A mechanism for referring to an object name indirectly.

symmetric encryption algorithm An algorithm that uses the same key to encrypt and
decrypt data. Symmetric encryption algorithms are typically very fast, which makes them
suitable for encrypting large amounts of data, such as file data. They do have a weak-
ness, however; their security can be bypassed if their key is obtained.

symmetric multiprocessing (SMP) A multiprocessing operating system in which there
is no master processor—the operating system as well as user threads can be scheduled
to run on any processor. All the processors share just one memory space.

synchronization A thread’s ability to synchronize its execution by waiting for an object
to change from one state to another. A thread can synchronize with executive process,
thread, file, event, semaphore, mutex, and timer objects. Section, port, access token,
object directory, symbolic-link, profile, and key objects don’t support synchronization.

synchronous /O A model for I/O in which a device performs a data transfer and returns
a status code when the I/0 is complete. The program can then access the transferred
data immediately. When used in their simplest form, the Win32 ReadFile and WriteFile
functions are executed synchronously. They complete an I/O operation before return-
ing control to the caller.

system access-control list (SACL) Specifies which operations by which users should
be logged in the security audit log.
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system audit ACE An access-control entry (ACE) contained by a system access-control
list (SACL) that, along with the system audit-object ACE, specifies which operations
performed on the object by specific users or groups should be audited. System audit-
object ACEs specify a GUID indicating the types of objects or subobjects that the ACE
applies to and an optional GUID that controls propagation of the ACE to particular child
object types. If an SACL is null, no auditing takes place on the object.

system cache Pages used to map files open in the system cache.

system page table entries (PTES) Pool of system PTEs used to map system pages such
as I/0 space, kernel stacks, and memory descriptor lists.

system service dispatch table Table in which each entry contains a pointer to a system
service rather than to an interrupt handling routine.

system services (or executive system services) Native functions in the Windows 2000
operating system that are callable from user mode. For example, NtCreateProcess is the
internal system service the Win32 CreateProcess function calls to create a new process.

system support processes User processes, such as the logon process and the Session
Manager, that are not Windows 2000 services (that is, not started by the service con-
troller).

system thread A kind of thread that runs only in kernel mode. System threads always
reside in the System process (always process ID 2). These threads have all the attributes
and contexts of regular user-mode threads (such as a hardware context, priority, and so
on) but run only in kernel-mode executing code loaded in system-space code, whether
that be in Ntoskrnl.exe or in any other loaded device driver. System threads don’t have
a user process address space and hence must allocate any dynamic storage from operat-
ing system memory heaps, such as paged or nonpaged pool.

system worker threads Threads created in the System process during system initiali-
zation that exist solely to perform work on behalf of other threads.

system working set The physical memory being used by the system cache, paged pool,
pageable code in Ntoskrnl.exe, and pageable code in device drivers. See also process
working set.

thread An entity within a process that Windows 2000 schedules for execution. A thread
includes the contents of a set of volatile registers representing the state of the proces-
sor; two stacks, one for the thread to use while executing in kernel mode and one for
executing in user mode; a private storage area for use by subsystems, run-time libraries,
and DLLs; and a unique identifier called a thread ID (also internally called a client ID).

thread context A thread’s volatile registers, the stacks, and the private storage area.
Because this information is different for each machine architecture that Windows 2000
runs on, this structure is architecture-specific. In fact, the CONTEXT structure returned
by the Win32 GetThread Context function is the only public data structure in the Win32
API that is machine-dependent.

timer A mechanism that notifies a thread when a fixed period of time elapses.
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transaction An I/O operation that alters file system data or changes the volume’s direc-
tory structure. The separate disk updates that make up the transaction must be executed
atomically; that is, once the transaction begins to execute, all its disk updates must be
completed. If a system failure interrupts the transaction, the part that has been completed
must be undone, or rolled back. The rollback operation returns the database to a previ-
ously known and consistent state, as if the transaction had never occurred.

transaction table A table that keeps track of transactions that have been started but that
aren’t yet committed. The suboperations of these active transactions must be removed
from the disk during recovery.

transition A kind ofinvalid page table entry (PTE) in which the desired page is in memory
on either the standby, modified, or modified-no-write list. The page is removed from
the list and added to the working set.

translation look-aside buffer A CPU cache of recently translated virtual page numbers.

trap A processor’s mechanism for capturing an executing thread when an exception or
an interrupt occurs, switching it from user mode into kernel mode, and transferring
control to a fixed location in the operating system. In Windows 2000, the processor
transfers control to the kernel’s trap handler.

trap frame A data structure in which the execution state of the interrupted thread is
stored. This information allows the kernel to resume execution of the thread after
handling the interrupt or the exception. The trap frame is usually a subset of a thread’s
complete context.

trap handler A module in the kernel that acts as a switchboard, fielding exceptions and
interrupts detected by the processor and transferring control to code that handles the
condition.

type object An internal system object that contains information common to each instance
of the object.

Unicode An international character set standard that defines unique 16-bit values for most
of the world’s known character sets.

update records The most common type of record NTES writes to the log file. Each
update record contains the information needed to redo an operation that updated the
file system structure.

user mode The nonprivileged processor mode that applications run in. A limited set
of interfaces is available in this mode, and the access to system data is limited. See also
kernel mode.

view The portion of the section object requires by a process. A section object can refer
to files that are much larger than can fit in the address space of a process. (If the paging
file backs a section object, sufficient space must exist in the paging file to contain it.) To
access a very large section object, a process can map only a view of the section by call-
ing the MapViewOfFile function and then specifying the range to map. Mapping views
permits processes to conserve address space because only the views of the section object
needed at the time must be mapped into memory. See also section object.
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virtual address descriptors (VADs) Data structures the memory manager maintains
that keep track of which virtual addresses have been reserved in the process’s address space.
VAD:s are structured as a self-balancing binary tree to make lookups efficient.

virtual address space A set of virtual memory addresses that a process can use.

virtual block caching A method the Windows 2000 cache manager uses to keep track
of which parts of which files are in the cache.

virtual cluster numbers (VCNs) VCNs number the clusters belonging to a particular
file from O through . VCNs aren’t necessarily physically contiguous, but they can be
mapped to any number of logical cluster numbers (LCNs) on a volume.

virtual device drivers (VDDs) Drivers used to emulate 16-bit MS-DOS applications.
They trap what an MS-DOS application thinks are references to I/O ports and trans-
late them into native Win32 I/O functions. Because Windows 2000 is a fully protected
operating system, user-mode MS-DOS applications can’t access hardware directly and
thus must go through a real kernel-mode device driver.

virtual memory manager Implements virtual memory, a memory management scheme
that provides a large, private address space for each process that can exceed available
physical memory.

volume One or more logical disk partitions that are treated as a single unit.

volume file A system file (filename $Volume) that contains the volume name, the version
of NTFS for which the volume is formatted, and a bit that when set signifies that a disk
corruption has occurred and must be repaired by the Chkdsk utility.

volume manager A term used to represent both FtDisk and DMIO because both FtDisk
and DMIO support the same multipartition-volume types.

volume set A single logical volume composed of a maximum of 32 areas of free space
on one or more disks.

wait block A data structure that represents a thread waiting on an object. Each thread
that is in a wait state has a list of the wait blocks that represent the objects the thread is
waiting on. Each dispatcher object has a list of the wait blocks that represent which threads
are waiting on the object.

wait hint A value indicating how long a service should wait before informing the system
a shutdown is complete.

WDM drivers Device drivers that adhere to the Windows Driver Model (WDM). WDM
includes support for Windows 2000 power management, Plug and Play, and Windows
Management Instrumentation (WMI). WDM is implemented on Windows 2000,
Windows 98, and Windows Millennium Edition, so WDM drivers are source compatible
between these operating systems and in many cases are also binary compatible. There
are three types of WDM drivers: bus drivers, function drivers, and filter drivers.

Win32 application programming interface (API) The primary programming interface
to the Microsoft Windows operating system family, including Windows NT 4, Windows
2000, Microsoft Windows 95, Windows 98, Windows Millennium Edition, and Microsoft
Windows CE.
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Win32 services A mechanism to start processes at system startup time that provide ser-
vices not tied to an interactive user. Services are similar to UNIX daemon processes and
often implement the server side of client/server applications.

window station A window station contains desktops, and desktops contain windows. Only
one window station can be visible on a console and receive user mouse and keyboard
input. In a Terminal Services environment, one window station per session is visible, but
services all run as part of the console session.

Windows 2000 drivers Device drivers that integrate with the Windows 2000 power
manager and Plug and Play manager, when required. They include drivers for mass stor-
age devices, protocol stacks, and network adapters.

Windows Management Instrumentation (WMI) manager A component of the execu-
tive that enables device drivers to publish performance and configuration information
and receive commands from the user-mode WMI service. Consumers of WMI informa-
tion can be on the local machine or remote across the network.

work item A unit of work placed on a queue dispatcher object when a device driver or
an executive component requests a system worker thread’s services by calling the executive
functions ExQueneWorkItem or IoQueneWorkItem. Work items include a pointer to a
routine and a parameter that the thread passes to the routine when it processes the work
item. The routine is implemented by the device driver or executive component that
requires passive-level execution.

working set A subset of virtual pages resident in physical memory. There are two kinds
of working sets—process working sets and the system working set.

working set manager A routine that runs in the context of the balance set manager
system thread to initiate automatic working set trimming to increase the amount of free
memory available in the system. Although Windows 2000 attempts to keep memory
available by writing modified pages to disk, when modified pages are being generated
at a very high rate, more memory is required to meet memory demands. The working
set manager is called when physical memory runs low (when MmAvailablePages is less
than MmMinimumFreePages).

write-back A caching strategy the lazy write file system uses to improve performance. In
write-back, the file system writes file modifications to the cache and flushes the contents
of the cache to disk in an optimized way, usually as a background activity.

write-through An algorithm the FAT file system uses that causes disk modifications to
be immediately written to the disk. Unlike the careful-write approach, the write-through
technique doesn’t require the file system to order its writes to prevent inconsistencies.
See also careful write.

zero page thread A kernel-mode system thread (thread 0 in the System process). A zero
page thread zeros out pages on the free list so that a cache of zero pages is available to
satisfy future demand-zero page faults.
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access, remote, 834
access checks, 494-97
access-control, 507-15, 508, 509
ACL assignment, 509-11
determining access, 511-15, 514
forms of, 15
security descriptors and, 507-9, 508, 509
access-control lists (ACLs), 507
assignment of, 509-11
discretionary (DACLs), 15, 507-9, 509

access modes, processor, 9-13, 11, 30-32. See also
kernel mode; user mode

access rights, 142-43
access tokens, 5, 6, 499-503, 500, 501
Lsass and, 85
restricted, 506
viewing, with kernel debugger, 502-3
accounts, service, 244—47
interactive services, 24647, 247
local system account, 24445
running services in alternate, 245, 245
ACLs. See access-control lists (ACLs)
Active Directory, 491, 835-36, 836
address space
concluding setup of process, 311-12
in Consumer Windows, 419
creating initial process, 310
layout (see address space layout)
process, 4, 8
address space layout, 417-29, 418
in Consumer Windows, 419

session space, 429, 429

address space layout, continued
system, 424-29, 425, 427, 428, 429
user, 420-24, 420, 421, 422
viewing process memory utilization, 422-24
address translation, 42943, 430. See also mapping
AWE and, 401-2, 402
byte within page, 438
examining page directory and PDEs, 434
example, 440-42
look-aside buffer, 43942, 439
page directories, 433-34
page table entries, 436-38, 437
Physical Address Extension (PAE), 44243, 443
process and system page tables, 435, 436
of virtual address, 431-33, 431, 432
Address Windowing Extensions (AWE),
401-2, 402
Administrative Tools, 86-87
affinity
processor, 337, 338, 375
thread, 368
allocation granularity, 392
alterable wait states, 112
alternative hive, 235
analysis pass of recovery, 757-58, 757
ANSI text strings, 17

APC (asynchronous procedure call) interrupts,
111-13

APIC (Advanced Programmable Interrupt
Controller), 94, 95-96

APIs. See functions; Win32 API

application programming interfaces. Sez functions;
Win32 API
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applications
running any, as service, 243
safe-mode-aware user, 199-200
service, 23743, 238, 239-41, 243
service control, 264-65
user, 36
assembly language, 33
association class, WMI, 273-74, 274
asymmetric multiprocessing (ASMP), 34, 34
asynchronous I/0, 587-88, 588

asynchronous procedure call (APC)
interrupts, 111-13

asynchronous read-ahead with history, 670-71
atomic transactions, 700-701
attributes

file object, 554

NTES file, 727-28

object, 14

object header, 131

resident and nonresident file, 732-35, 732,
733, 734, 735

section object, 480

type object, 134
auditing, security, 515-20, 516, 517
authentication, Kerberos, 525

AWE (Address Windowing Extensions),
401-2, 402

B
backing up encrypted files, 777

bad-cluster recovery, NTFS, 705, 761-66, 762,
763, 765

balance set manager, 76, 367-68, 462-63
base blocks, hive, 226

base named objects, viewing, 149

basic disks, 609, 620-21

basic partitioning, 610-11

batching, 52

bin, hive, 226-27

binding, 832-34, 833

blocks, hive, 226
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blue screen mode, 207-10, 208
bodies, object, 130-32, 131, 132
boosts. See priority boosts, thread
boot code, 179, 181
Boot.ini switches, 180-82, 182-87
boot logging in safe mode, 200-201
boot partition and boot sector, 180
boot process, 177-96, 178
accepting boot and last known
good, 256-57, 257
boot sector and Ntldr, 180-89, 182-87, 189
components, 178

initializing kernel and executive subsystems,
190-94

preboot, 177-80, 179
Recovery Console and, 201-3
safe mode, 196-201

Session Manager, Win32 subsystem, and logon
process, 194-96

virtual memory and, 7

broadcasts, mailslot, 787-88, 788. See also named
pipes and mailslots

Bsod.exe tool, 213

buffer management, IRP, 567-70
bug check code. See stop code
bus drivers, 69, 100, 528, 534
byte index, 431, 432

byte within page data, 438

C

C and C++ languages, 32, 33
C2-level security, 15, 488-89, 666
cache manager, 645-82, 714-15
cache coherency, 64749, 648
cache data structures, 659-65
cache operation, 665-74
cache size, 654-59
cache structure, 651-54, 652, 653
cache support routines, 675-81
executive and, 62
fast 1/0, 672-74, 673, 674
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cache manager, continued
file system operation and, 699-700
intelligent read-ahead, 669-71
key features, 645-51
memory manager and, 646—47
recoverable file system support, 650-51
single, centralized system cache, 646
stream-based caching, 650
system threads, 671-72
virtual block caching, 649

write-back caching and lazy writing,
665-69, 666

caching. See also cache manager
decrypted FEK, 776
distributed file, 806-7, 807
file, 589-90
recoverable file systems and, 749
callbacks, registering, 769
careful write file systems, 74748
CD, companion, 18-19, 19-20, 25
CDFS (CD-ROM file system) format, 685
cell indexes, 228, 232, 232
cell maps, 230-32, 232
cells, hive, 226-32, 227, 228
centralized cache, 646
change journal file, 708-9, 74344, 744
change logging, NTFS, 708-9
checked build version, 41-42
checkpoint records, 754-56, 755
CIFS. See Common Internet File System (CIES)

CIM (Common Information Model), 267,
269-72, 270

cipher utility, 766, 769

circular dependency errors, 251-52

class association, 273-74, 274

class drivers, 535

classes, CIM, 269-72, 270

client communication port, 175

client IDs, 5

clock interval frequency, determining, 350
close method, 136

clustering, 456, 670

clusters, 684, 717-18
dynamic remapping of bad, 705
recovery of bad, 761-66, 762, 763, 765
sizes, 686, 688, 689

coherency, cache, 64749, 648

collided page faults, 449

COM, 813

committing pages, 390-91

Common Criteria (CC), 490

Common Information Model (CIM), 267,
269-72, 270

Common Internet File System (CIES),
803-7, 804
distributed file caching, 806-7, 807
implementation, 805
companion CD tools, 18-19, 19-20, 25
compatibility, 28, 30
complete memory dumps, 211
completion ports. See I/O completion ports
compression, NTES, 708, 73743
nonsparse data, 74043, 741, 742
sparse data, 73840, 738, 739, 740
sparse files, 743
Computer Management, 70, 210, 538
configuration
Driver Verifier, 413-17, 413, 415
last known good, 209, 221, 256-57, 257
memory manager, 382-84, 382-83, 384
registry data, 220-21
configuration manager, 61, 192, 215. See

also registry
connection-oriented NDIS, 829, 830

consolidated security, NTES, 74546
Consumer Windows. See also Microsoft Windows
operating system family
virtual address space in, 419
Windows 2000 vs., 28-30
contexts
device driver, 67
initial thread, 314
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contexts, continued
security, 5
thread, 5
context switching, 11, 338, 359
control areas, 482, 484-86
control objects, 64
copying to and from cache, 675-76, 676
copy-on-write page protection, 398-99, 398, 399
CPU. See also processor
selecting thread to run on specific, 372-73
time limit for jobs, 374-75
CPU starvation, priority boosts for, 367-71
CPU Stress tool, 363-65, 369-71
crash dumps, 118, 206, 210-13, 210
crashes. See system crashes
CreateProcess function, 304-17, 305
creating initial thread, 314

creating executive process object, 309-14,
312, 313

notifying Win32 subsystem about process,
314-16

opening image to be executed, 306-9, 307
performing process initialization, 316-17
starting execution of initial thread, 316
CreateThread function, 333-35, 336
critical sections, 154
critical worker threads, 166
CryptoAPI (CAPI), 768-69
Csrss. See Win32 subsystem (Csrss)
Ctrl+Alt+Delete key combination, 83, 297
Ctrl+Shift+Esc key combination, 297
Customer Support Diagnostics, 21, 23

DACLs (discretionary access-control lists), 15,
507-9, 509

daisy-chain configurations, 1067

data compression. See compression, NTEFS

Data Link Control (DLC), 819

data redundancy, NTES, 702

data streams. See streams
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data structures
cache, 659-65
executive synchronization, 163-65, 164
1/0 (see data structures, I/O)
NTES, 716
objects vs., 14
PEN, 474-78, 474, 47576, 478
process (see data structures, process)
thread (see data structures, thread)
thread-scheduling, 353-54, 354, 355

data structures, I/0, 553-73
driver objects and device objects, 556-62, 562
file objects, 554-56, 554, 555
1/0 completion ports, 570-73, 602-3, 603
1/0 request packets (IRPs) (see I/O request

packets (IRDPs))

data structures, process, 277-92, 278, 279,
289-90, 291

contents of EPROCESS block, 289-90
displaying format of EPROCESS block, 280-88
examining PEB, 292

structure of KPROCESS block and PEB, 291

data structures, thread, 317-29, 318, 319, 320-21,
327, 328

contents of ETHREAD block, 319
contents of KITHREAD block, 320-21

displaying ETHREAD and KTHREAD
structures, 321-27

dumping, 330-31

examining TEB, 328-29, 328

fibers vs. threads, 318

structure of ETHREAD block, 318
data types, registry, 216-17, 216, 227
DCOM, 813
DDK. See Device Driver Kit (DDK)

debugging. See also errors; exception dispatching;
kernel debuggers; kernel debugging tools

debug version of Windows 2000, 41-42
Dr. Watson and, 118-21
decays, priority, 362, 363-65
decryption, 775-77. See also Encrypting File
System (EES) security



Index

deferred procedure call objects, 64
deferred procedure calls, 107-11
defragmentation, NTFES, 712-13, 713
delayed worker threads, 166
delete method, 136
demand-paging policies, 455
Dependency Walker tool
listing undocumented functions, 73
viewing image subsystem type, 49
dereference segment thread, 381
design
evolution of file system, 74649
NTES, 700-702
Windows 2000 I/0 system, 527-28
Windows NT, 27-30
desired access rights, 142
desktops, 246, 297
Device directory, 558-59
Device Driver Kit (DDK), 22, 24-25
device drivers, 37, 67-71, 53241
boot, 188-89
control of device power, 553
device enumeration, 575-79, 576, 577
devnode driver loading, 581-83, 582, 583
devnodes, 579-81, 580
disk, 618
driver installation, 583-86, 584, 585
Driver Verifier and, 413-17, 413
dumping device tree, 578-79
1/0 interface, 528

1/0 request to layered, 597-601, 598, 599,
600, 601

1/0 request to single-layered, 590-96, 591
listing dispatch routines, 565-66
listing fast I/O routines, 589
loading, initialization, and installation
of, 573-86
loading, in safe mode, 197-99
mapping system threads to, 79-83
memory protection and, 10
NDIS (see NDIS drivers)

device drivers, continuned

nonpaged pools and, 403

object access, 137

physical memory access, 431

Plug and Play support, 544-46, 545, 546

power operation, 550

registry parameters, 239—41

startup, 251-54, 251

Start value, 574-75

storage (see storage drivers)

structure of, 539-41, 539

system crashes and, 196, 206, 207

types of, 67-68, 533-39, 536, 537

viewing installed, 70-71

viewing loaded driver list, 538—-39

Windows 2000 enhancements, 68—69
device enumeration, 575-79, 576, 577
Device Manager, 67, 220, 576, 577
device objects, 556-62, 562

displaying, 563

viewing device name mappings, 560-61

viewing device names, 558-59
device tree, 575-76, 576, 578-79
devnodes, 575, 579-83, 580, 582, 583
DES (Distributed File System), 839-40, 840
dial-up remote access, 834

direct memory access. See DMA (direct
memory access)

directories
Active Directory, 491, 835-36, 836
Device, 558-59
encryption and root, 712
object, 148, 150
page, 433-34
root, 724
Directory Services Restore mode, 197
dirty page table, 756-57

dirty page threshold, calculating, 666-67,
667, 668

dirty sector array, 234
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discretionary access-control lists (DACLs), 15,
507-9, 509

Disk Defragmenter utility, 713
Disk Manager, 629
Disk Probe utility, 229, 229
disks, 608. See also storage management
basic and dynamic, 609
defragmenting, 713
drive letters (see drive letters)
drivers, 618
forcing cache to write through to, 668, 668
management of basic, 620-21
management of dynamic, 621-23, 622, 623
monitoring performance, 624
dispatch code, 104
dispatcher database, 353, 354
dispatcher headers, 163-64
dispatcher objects
executive synchronization and, 158
as kernel objects, 64
signaled state, 161-63, 161, 162
waiting on, 159-60, 159
dispatcher ready queue, 353
dispatching, thread, 338
dispatching, trap. See trap dispatching
dispatch procedure calls, 107-11
dispatch routines, listing driver, 565-66
display drivers, 533
distributed file caching, 806-7, 807
Distributed File System (DES), 83940, 840
DLC (Data Link Control), 819
DLLs (dynamic-link libraries), 4
subsystem, 37, 47-50, 60 (se¢ also environment
subsystems)
DMA (direct memory access)
cache manager interface, 679, 679, 680
memory manager services, 390
DmDiag tool, 614-15
Domain Name System (DNS), 819
DPC (deferred procedure call) interrupts, 107-11
DPC objects, 64
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drive letters
assignment, 634
name resolution, 696, 696
object directory and, 150
SCM and network, 250

driver objects, 55658, 563. See also
device objects

drivers
device (see device drivers)
NDIS (see NDIS drivers)
protocol, 819-22
Drivers utility, 70, 538
Driver Verifier, 10, 104, 413-17, 413, 415
Dr. Watson tool, 120-21
Dumpbin utility, 82
Dumpchk tool, 212, 213
dump files, crash, 118, 206, 210-13, 210
dynamic bad-cluster remapping, 705

dynamic disk management, 609, 621-23,
622, 623
dynamic-link libraries. See DLLs (dynamic-link
libraries)
dynamic partitioning, 611-17, 612, 613
dynamic worker threads, 167

E
echo command, 704
editions, Windows 2000. See product packaging
EFSDump utility, 778
Encrypting File System (EFS) security, 711-12,
766-78, 766, 768
backing up encrypted files, 777
constructing key rings, 770-72, 771, 772
decrypting FEK caching, 776
decrypting file data, 776-77
decryption process, 775-77
encrypting file data, 772-74, 773
encrypting file for first time, 769-75
encryption process summary, 774-75
registering callbacks, 769
viewing EFS information, 778
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enumeration, device, 575-79, 576, 577
environment subsystems, 36, 47-60, 48
0OS/2 subsystem, 58-60, 59

POSIX subsystem, 55-58 (see also POSIX
subsystem)

subsystem DLLs and, 47-50, 48
viewing image subsystem type, 49
Win32 stability, 53-55

Win32 subsystem, 2-3, 51-55 (see also Win32
subsystem (Csrss))

EPROCESS (executive process) block,
277-79, 279

contents of, 289-90
displaying format of, 280-88
setting up, 310
errors. See also exception dispatching
exceptions, 89, 90
service failures, 258, 258
service startup, 251-52, 255-56, 255
ETHREAD (executive thread) blocks, 278,
317-19, 318, 319, 321-27
Event Log, 255, 255, 268-69
Event Manager, 265
events
objects, 149
priority boosts after waiting for, 362
Event Viewer, 44-45, 265

exception dispatching, 113-21, 114, 116, 119. See

also errors
exceptions, 89, 90
unhandled exceptions, 120-21

viewing real user start address for Win32
threads, 117

executable image. See image, executable
executive, 37, 60-63
initializing, 190-94
object access, 137
objects, 127, 128-29, 128, 129
process objects (see executive process objects)
resources, 158-59

support routines, 63

executive, continned
synchronization (see executive synchronization)
system services, 3

executive process block. Sez EPROCESS
(executive process) block

executive process objects, 309-14
completing setup of, 313-14
concluding setup of process address

space, 311-12

creating initial process address space, 310
creating kernel process block, 311
setting up EPROCESS block, 310
setting up PEB, 312, 312, 313

executive synchronization, 158-65
data structures, 163-65, 164
viewing wait queues, 165
waiting on dispatcher objects, 159-60, 159
what signals an object, 161-63, 161, 162

executive thread blocks. See ETHREAD
(executive thread) blocks

Exetype tool, 48, 49

explicit file I/0, 695-99, 696
extended partitions, 178-79, 179, 610
extending Winsock, 795-96
extensibility, 28

extensions, Winsock, 794-95

F

F8 key, 188, 196, 209

F10 key, 202

failures, service, 258, 258

fast I/0, 588-89
cache manager and, 649, 672-74, 673, 674
listing driver routines for, 589

fast LPC, 52

FAT12, FAT16, and FAT32 formats, 685-89,
686, 687, 688

fault tolerance, NTES, 702
FEK (file encryption key), 776
fetch policy, 455
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fibers vs. threads, 318 file systems, 683-778
file caching, 589-90 cache manager and recoverable, 650-51
distributed, 806-7, 807 cache manager’s lazy writer and, 699
file control block (FCB), 716 cache manager’s read-ahead thread and, 700
file encryption key (FEK), 776 careful write, 74748
file 1/0, explicit, 695-99, 696 CDES, 685
file mapping objects, 6, 30, 394, 478. See¢ also driver architecture (see file system drivers
section objects (ESDs))
Filemon tool, 638-39, 639, 792, 792 encryption (see Encrypting File System (EES)
filenames, NTFS, 729-31, 729, 730, 731 security)
file objects, 554-56, 554, 555 evolution of, 74649
file records, 726-29, 726, 727-28 explicit I/0, 695-99, 696
file reference numbers, 725, 726 FAT12, FAT16, and FAT32, 685-89, 686,
File Replication service (FRS), 838-39 687, 688
files lazy write, 748
crash dump, 210-13, 210 memory manager’s modified and mapped page

i d, 699
disabling lazy writing for, 668 writer and,

) . K memory manager’s page fault handler and, 700
encrypting (see Encrypting File System
(EFS) security) NTES, 689, 689 (see also NTFS format)

mapped (see mapped files; section objects) operation, 694~700, 695

NTES file records, 718-25, 719 preboot and, 180
per-file cache data structures, 661-65, 662, recoverable, 748-49
663, 664 UDF, 685
registry hives, 224-29, 224 viewing list of registered, 694
resident and nonresident attributes, 732-35, Windows 2000 formats, 684-89
732, 733, 734, 735 filter drivers, 68, 69, 534, 693
sparse, 708, 743 flags. See global flags
system files (see system files) flushing
systems (see file systems) mapped files, 669
file system drivers (FSDs), 68, 533, 690-700 variables for cache, 668
executive and, 62 foreground threads, 352-53, 352, 353
file system operation, 694-700, 695 priority boosts and decays, 363-65
local, 690-91, 691 fork function, POSIX, 399
NTES, 713-16, 714, 715, 716 formats, file system, 684-89
remote, 692-94, 692 CDEFS, 685
viewing list of registered file systems, 694 FAT12, FAT16, and FAT32, 685-89, 686,
volume mounting and, 64143 687, 688
file-system filter drivers, 68, 693 NTES, 689, 689
File System Recognizer, 643 UDF, 685

frame-based exception handlers, 115
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freeware tools, 25
function drivers, 69, 534
functions, 34
Active Directory, 835
cache support (see functions, cache support)
determining clock interval frequency, 350
determining system memory size, 384
DLL, 4
encrypted file, 778
environmental subsystems and, 49
executive, 60-63
heap, 400
job-related, 374
listing driver dispatch, 565-66
listing fast I/0, 589
listing undocumented, 73
locking pages, 392
memory manager, 390
process creation (see CreateProcess function)
process-related, 294, 294-95
registry, 16
run-time library, 63
start-of-process and start-of-thread, 116-18
subsystem DLL, 60
system memory size, 384
thread creation, 333-35, 336
thread-related, 330, 330-31
thread scheduling-related, 343—44
Unicode and, 17
Win32 API, 2-3
windowing and graphics system, 37
Windows 2000 kernel support, 4
functions, cache support, 675-81
copying to and from cache, 675-76, 676

direct memory access (DMA) interfaces, 679,
679, 680

mapping and pinning interfaces, 677-78,
677, 678

viewing write-throttle parameters, 681

write throttling, 680-81

G

GDI (Graphics Device Interface), 37,
51-52, 53-55

general indexing facility, 705

GetSID utility, 498

GetSystem TimeAdjustment function, 350

GetThreadContext function, 5

Gflags tool, 168-69, 169, 170-71, 170

GINA (Graphical Identification and
Authentication), 84-85, 247, 491

global flags, 168-71, 169, 170-71, 170
global namespace, 151
global variables. See variables, kernel

Graphical Identification and Authentication
(GINA), 84-85, 247, 491
Graphics Device Interface (GDI), 37,
51-52, 53-55
granted access rights, 142
granularity
allocation, 392
thread, 338
groups, service, 248, 249
GUI (graphical user interface), 37
GUID partition table partitioning, 616-17
GUI threads, priority boosts and, 365-67

H
HandleEx tool, 126, 225, 481
handles
object (see handles, object)
processes and, 4
registry, 217
viewing hive, 225
handles, object, 14-15, 13742, 139, 140
viewing open, 126
viewing open, with Nthandle, 138
handle tables
kernel, 141
process, 13742, 139, 140
viewing, 14142
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hard disks. See disks
hard faults, 471
hard links, 706-7
hardware
architectures, 32-33
device drivers, 68
interrupts (see hardware interrupt processing)
kernel support, 65
profiles, 221
PTEs, 436-38, 437

hardware abstraction layer (HAL), 37, 66-67,
66, 530, 534

determining, 67
portability and, 33
Hardware Compatibility List (HCL) testing, 413
hardware interrupt processing, 92-96, 94
viewing contents of IDT, 92-93
viewing PIC and APIC, 95-96
headers, object, 130-32, 131, 132
heap and heap manager, 400
heap functions, 400
hives, 224-29, 224
stable storage, 234-35
structure, 226-29, 227, 228, 229
viewing hive handles, 225
viewing paged pool usage, 230-31
hive sync, 235
HKEY_CLASSES_ROOT key, 217, 218, 219-20
HKEY_CURRENT_CONFIG key, 217, 218, 221

HKEY_CURRENT_USER key, 217, 218,
218, 219

HKEY_LOCAL_MACHINE key, 217, 218,
220-21

HKEY_PERFORMANCE_DATA key, 217,
218, 222

HKEY_USERS key, 217, 218, 219
hypercritical worker threads, 166
hyperspace, 426
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i
1386kd.exe, 19, 21. See also kernel debuggers

182489 Advanced Programmable Interrupt
Controller (APIC), 94, 95-96

i8259A Programmable Interrupt Controller
(PIC), 94, 95-96
ideal processor, 371, 372
Idle process, 13, 74, 75, 75, 360
idle thread, 359-60
IDT (interrupt dispatch table), viewing contents
of, 92-93
image, executable
enabling image loader tracing, 170-71
opening, for process creation, 306-9, 307
viewing subsystem type, 49
image database, 252-53
impersonation, 494, 504-6
increase scheduling priority privilege, 346
indexing, file attribute, 705, 735-37, 736
INF files, 530
inheritance designation, 140
inheritance rules for ACEs, 508
initialization
Driver Verifier, 413-17, 413, 415
kernel and executive subsystems, 188-94
process, 316-17
thread, 335, 336
Winlogon, 522-23
initialized threads, 349
initial threads, 309, 310
in-paging 1/0, 448-49
installation, driver, 583-86, 584, 585
installed device drivers, viewing, 70-71
installed services, listing, 86-87
instancing, namespace, 151, 152
Intel Itanium processor family, 32, 380
intelligent read-ahead, 669-71
asynchronous, with history, 670-71
file system operation and, 700
virtual address, 670
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interactive services, 246—47, 247
interfaces
cache manager DMA, 679, 679, 680
cache manager mapping and pinning, 677-78,
677, 678
viewing undocumented, 71-74, 72
Interix, 56
Internet Protocol security (IPSec), 841-42
inter-processor interrupt (IPI), 100
interrupt dispatching, 91-113
hardware interrupt processing, 92-96, 94
monitoring interrupt and DPC activity, 111
software interrupt request levels (IRQLs),
96-107, 97, 99
software interrupts, 107-13
using Kernel Profiler to profile execution,
102-3
viewing IDT contents, 92-93
viewing IRQL, 98
viewing PIC and APIC, 95-96
Windows 2000 and real-time processing, 105
interrupt dispatch table (IDT), viewing contents
of, 92-93
interrupt request levels (IRQLs), 96-107, 97, 99
forcing IRLQ checking, 416-17
interrupt objects, 1047
mapping interrupts to, 100-101
predefined, 1014
priority levels vs., 34748, 347
synchronization and, 156

using Kernel Profiler to profile
execution, 102-3

viewing, 98
Windows 2000 and real-time processing, 105
interrupt requests (IRQs), 92
interrupts, 89, 90
dispatching (see interrupt dispatching)
exceptions and, 114
hardware (see hardware interrupt processing)
IRPs and servicing, 592-93, 592, 594

interrupts, continued
mapping, to IRQLs, 100-101
objects, 104-7
software (see software interrupts)
interrupt service routine (ISR), 91
1/0
explicit file, 695-99, 696
fast, 588-89
in-paging, 44849
listing fast I/O routines, 589
mapped file, and file caching, 589-90
processing (see 1/0O processing)
scatter/gather, 590
synchronous and asynchronous, 587-88, 588
system (see I/O system)
types of, 587-90
IoCompletion object, 571-72
1/0 completion ports, 570-73
ToCompletion object, 571
operation, 602-3, 603
using, 572-73, 572
I/0 manager, 62, 193, 528, 531-32
1/0 processing, 586-605
1/0 completion port operation, 602-3, 603
1/0 request to layered drivers, 597-601, 598,
599, 600, 601

1/0 request to single-layered driver,
590-96, 591

synchronization, 604-5, 604

types of I/0, 587-90

volume, 63234, 633

watching mirrored volume, 629-30

1/0 request packets (IRPs), 531-32,
562-70, 564

buffer management, 567-70

examining thread IRP queue and, 568-70

to layered drivers, 597-601, 598, 599, 600, 601
listing driver dispatch routines, 565-66

to single-layered driver, 590-96, 591

stack locations, 564-66
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1/0 system, 527-606
components, 528-53, 529, 531
data structures, 553-73
device drivers, 53241 (see also device drivers)
driver loading, initialization, and
installation, 573-86
1/0 manager, 531-32
1/0 processing (see I/O processing)
Plug and Play (PnP) manager, 54146
power manager, 546-53, 547, 548

priority boosting after I/O completion,
361-62, 361, 362

Windows 2000 design goals, 527-28
IRPs. See I/0 request packets (IRPs)
IRQLs. See interrupt request levels (IRQLs)

J

job objects, 7, 374-78, 374. See also processes
junctions, 706-7

Junction tool, 707

K
Kd.exe tool, 19, 21
KeBuyCheckEx function, 91, 101
Kerberos authentication, 525
kernel, 37
handle table, 141
hardware support, 65
initializing, 188-94
memory dumps, 211
mode (see kernel mode)
Ntoskrnl and, 63-65 (see also Ntoskrnl)
objects, 64, 127
portability and, 33
support functions, 4
synchronization, 154-57, 155
variables (see variables, kernel)
kernel debugger commands
lea command, 485-86
!defwrites command, 681
ldevnode command, 578-79
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kernel debugger commands, continued

!devobj command, 563

!drivers command, 77, 389, 539

!drvobj command, 563, 565-66, 589, 64041

lethvead command, 321-27 -

lexquene command, 168

Ifilecache command, 658-59

!file command, 484

!laflag and lgflags commands, 171

Ihandle command, 126, 151-52, 303, 484

lidt command, 92-93, 101

lirp command, 569-70

lirpfind command, 570

!job command, 376-78

Nookaside command, 412

!lpc command, 173

!memusage command, 388-89, 469, 484-85

Iminiport and !'miniports commands, 826-28

lobject command, 126, 558-59

!per command, 98

!peb command, 292

!pfn command, 477-78

Ipic and !apic commands, 95-96

!pocaps command, 551-52

!poolused command, 407-8

!popolicy command, 552-53

Iprocess command, 165, 281, 302-3, 332, 434,
441,503

Iprocessfields command, 280-88

!pte command, 44142, 436

!qlock command, 157

!ready command, 337

!regpool command, 230-31

Isession command, 84

Istacks command, 77-78, 83, 568

Istrct command, 282, 303

Iteb command, 328-29

thread command, 165, 303, 332, 569

Itoken command, 503

Itokenfields command, 502-3

lvad command, 454



Index

kernel debugger commands, continued

Iverifier command, 416

lym command, 386-87

vpb command, 64041

!wsle command, 461-62

Ixpool command, 408-11

kernel debuggers

accounting for physical memory use, 388-89

booting and, 41

displaying driver and device objects, 563

displaying EPROCESS block format, 280-88

displaying EPROCESS block information,
302-3

displaying ETHREAD and KTHREAD
structures, 321-27

displaying PDE and PTE, 441-42

displaying system memory information, 386-87

dumping device tree, 578-79

dumping thread data structures, 332

examining IRPs and thread IRP queue, 568-70

examining page directory and PDEs, 434

examining PEB, 292

examining PTEs, 436

examining TEB, 328-29

identifying system threads, 77-78

listing global symbols, 82

listing loaded NDIS miniports, 826-28

listing system worker threads, 168

LiveKd and, 19-20

Microsoft, 21-23

monitoring pool usage, 407-11

viewing access tokens, 502-3

kernel debuggers, continued

viewing job objects, 376-78

viewing look-aside lists, 412

viewing LPC port objects, 173-74
viewing multiple sessions, 84

viewing NtGlobalFlag kernel variable, 171
viewing object manager database, 126
viewing PFN database, 469

viewing PEN entries, 477-78

viewing PIC and APIC, 95-96

viewing pool statistics, 416

viewing power capabilities and policy, 551-53
viewing queued spinlocks, 157

viewing ready threads, 337

viewing VADs, 454

viewing VPBs, 64041

viewing wait queues, 165

viewing working set list, 461-62

viewing write-throttle parameters, 681

kernel debugging tools, 21-24

LiveKd tool, 23

Microsoft, 19, 21-23 (see also kernel debuggers)
SoftICE, 23

symbols for kernel debugging, 23-24

Kernel Memory Space Analyzer, 212

kernel mode

APCs, 112

components, 36, 36, 37

stability and, 53-55

system thread, 75 (see also system threads)
thread scheduling and, 357

user mode vs., 9-13, 11, 30-32

viewing cache working set, 658-59 kernel process blocks. See KPROCESS (kernel
process) blocks
Kernel Profiler tool, 101, 102-3

kernel security device driver, 492

viewing control areas, 484-86

viewing device names, 558-59

viewing driver dispatch routines, 565-66
viewing driver fast I/O routines, 589
viewing handle table, 14142

viewing hive paged pool usage, 230-31
viewing IDT, 92-93

viewing IRQL, 98

kernel streaming filter drivers, 68

kernel thread blocks. See KTHREAD (kernel
thread) blocks

kernel variable performance counter extension
DLL, 19-20
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key control blocks, 233-34
key objects, 233
key rings, constructing, 770-72, 771, 772
keys
registry, 216 (see also registry; root keys,
registry)
WMI, 272
Knowledge Base, 22
KPROCESS (kernel process) blocks, 290, 291
creating, 305, 311
dumping, 441
KTHREAD (kernel thread) blocks, 319, 320-21
displaying, 321-27

L

last known good control sets, 209, 221,
256-57, 257

last processor, 371, 372

layered design, 33

layered drivers, 537, 597-601, 598, 599, 600, 601

layered network services, 83443
Active Directory, 835-36, 836
Distributed File System (DES), 839-40, 840
File Replication service (FRS), 838-39
Network Load Balancing, 837, 838
remote access, 834
TCP/IP extensions, 84043, 843

layers, OSI, 781-82

lazy evaluation, 399, 452-53

lazy JRQL, 99

lazy write file systems, 748—49

lazy writing. See write-back caching and lazy

writing
LDM (Logical Disk Manager) database,
611-15, 613

Linkd tool, 707

links, hard, 706-7

link tracking, NTES, 710-11

LiveKd tool, 19-20, 23, 405

In utility, 706

load balancing, network, 837, 838

884

loaded driver list, viewing, 538-39
local file system drivers (FSDs), 690-91, 691
local namespace, 151
local procedure calls (LPCs), 171-75, 175
executive and, 63
viewing LPC port objects, 172-74
local security authentication server process
(Lsass), 74, 85, 172, 173, 249, 490
local system account, 24445
locking memory, 392
log file service (LES), 714, 750-52, 750, 751
logging
boot, in safe mode, 200-201
change, 708-9 (see also logging, NTES)
error event, 255
hives, 234-35
logging, NTEFS, 650, 708-9, 724, 749-56
log file service (LES), 750-52, 750, 751
log record types, 752-56
log hives, 234-35
logical blocks, 649
logical cluster numbers (LCNs), 718

Logical Disk Manager (LDM) database,
611-15, 613

logon process (Winlogon), 521-26, 522, 491
boot process and, 194-96
crash dumps and, 211
LPCs and, 172
as system process, 74, 83-85
user logon steps, 523-26
Winlogon initialization, 522-23
log record types, NTFS, 752-56
checkpoint records, 754-56, 755
update records, 752-54, 753
look-aside buffer, translation, 439-42, 439
look-aside lists, 411-12, 672
low resources simulation, 417
LPCs. See local procedure calls (LPCs)

Lsass. See local security authentication server
process (Lsass)
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mailslots. See named pipes and mailslots

Managed Object Format (MOF) language,
269-72, 270

management mechanisms. See registry;
services; Windows Management
Instrumentation (WMI)

mapped file I/0, 589-90
mapped files
flushing, 669

section objects and, 380 (see also
section objects)

shared memory and, 393-95, 393
mapped page writer, 381

file system operation and, 699
mapping

AWE and memory, 401-2, 402

cache manager mapping interface, 677-78,
677, 678
dynamic bad-cluster remapping, 705
interrupts to IRQLs, 100-101
system-to-device power, 550
VCN-to-LCN, 724, 734-35, 734, 735
virtual memory to physical memory, 8-9, 9,
430-31, 430 (see also address translation)
Win32 to Windows 2000 device names, 560-61
masked interrupts, 99, 156
master boot record (MBR), 179-80
master file table (MFT), NTFS, 718-25, 719
memory descriptor list (MDL), 679, 680
memory management, 379486
address space layout (see address space layout)
address translation (see address translation)
components and services (see memory manager)
crash dumps (see crash dumps)
job and process memory limit, 376
page fault handling, 443-52, 444

page frame number (PFN) database, 465-78,
466, 467, 468

real-mode vs. protected mode, 181
section objects, 478-86, 479, 480, 482
stacks (see stacks)

memory management, continued
system memory pools, 403-17, 404
virtual address descriptors (VADs), 452-54, 453
virtual address space and processes, 4

virtual address space in Consumer
Windows, 419

virtual memory, 7-9, 8, 9, 379-80
working sets, 455-65
memory manager, 380—402
accounting for physical memory use, 387-89
Address Windowing Extensions (AWE),
401-2, 402
allocation granularity and, 392
cache manager and, 64647
components, 380-82
configuring, 382-84, 382-83, 384
copy-on-write page protection, 398-99,
398, 399
determining system memory size, 384
examining memory usage, 385-89
executive and, 63
file system operation and, 699, 700
heap functions, 400
initialization, 191
locking memory, 392
protecting memory, 10, 395-97, 396-97
reserving and committing pages, 390-91
services, 389-402
shared memory and mapped files, 393-95, 393
viewing system memory information, 385-87
menu, boot-selection, 181, 188, 196
Message Queuing, 813-14
metadata, 650, 684
locations, 677
NTES files, 719
recoverability and, 689
methods, object, 14, 135-37, 135
MFT. See master file table (MFT), NTFES
microkernel-based system, Windows 2000 as, 31
Microsoft Developer Network (MSDN), 2, 24

Microsoft kernel debuggers, 21-23. See also
kernel debuggers
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Microsoft Management Console (MMC), 538
Microsoft Windows 2000
cache manager (see cache manager)
Consumer Windows vs., 28-30
Customer Support Diagnostics, 21, 23
device driver enhancements, 68—69
Device Driver Kit (DDK), 22, 24-25
device name mappings, 560-61

file system formats, 684—89 (se¢ also file systems;

NTES format)
global flags, 168-71, 169, 170
1/0 'system (see 1/0 system)
kernel mode vs. user mode, 9-13, 11
Knowledge Base, 22
as microkernel-based system, 31

objects and handles, 14-15 (se¢ also
handles; objects)

networking (see networking)

processes, threads, and jobs, 4-7, 6 (see also job
objects; processes; threads)

real-time processing and, 105, 347, 361
registry, 16 (see also registry)

resource kits, 21

security, 15-16 (see also security)

services, functions, and routines, 3—4 (see also
functions; services)

startup and shutdown (see startup and
shutdown)

storage management (see storage management)
Support Tools, 20-21

system architecture (se¢ system architecture)
system crashes, 2067 (see also system crashes)
system mechanisms (see system mechanisms)

thread scheduling, 33741 (see also thread
scheduling)

tools (see tools)
Unicode, 17
versions (see product packaging)

virtual memory, 7-9, 8, 9 (see also memory
management)

Win32 API, 2-3

886

WMI (see Windows Management
Instrumentation (WMI))

Microsoft Windows NT
Diagnostics, 44—46
handle table, 139
multiprocessing, 34
performance and event monitoring, 265
Performance Monitor, 363-65
requirements and design goals, 27-30
security, 15
Win32 and, 3
Microsoft Windows operating system family
Consumer Windows (see Consumer Windows)
Unicode and, 17
Win32 API and, 2
Windows 2000 (see Microsoft Windows 2000)
Windows 2000 vs. Consumer Windows, 28-30
Windows NT (see Microsoft Windows NT)
miniport drivers, 535
miniports, NDIS, 783. See also NDIS drivers
listing loaded, 826-28
variations on, 828
mirrored volumes, 627-30, 628, 702
MmIsThisAnNtAsSystem function, 40, 384
MmQuerySystemSize function, 384
mode transitions, 11
modified page writer, 381, 472-74, 473
file system operation and, 699

MOF (Managed Object Format) language,
269-72, 270

more command, 704
mounting, volume, 63943, 642
Mount Manager, 634-36, 635
mount points, 636—39
recursive, 638-39
MSDN (Microsoft Developer Network), 2, 24
multipartition volume management, 609, 624-34
mirrored volumes, 627-30, 628
RAID-5 volumes, 630-32, 631
spanned volumes, 625-26, 625
striped volumes, 626-27, 626, 627
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multipartition volume management, continued
volume I/0 operations, 632-34, 633

watching mirrored volume I,/0O operations,

629-30

multiple provider router (MPR), 814-17,
815, 816, 817
Multiple UNC Provider (MUP), 817-19, 818
multiprocessing. See symmetric multiprocessing
(SMPD)
multitasking, 33
mutexes, 149, 163

mutual exclusion, 153-54

named objects, viewing base, 149
named pipes and mailslots, 785-92
implementation, 788-92, 789

listing named pipe namespace and watching
named pipe activity, 790-92

mailslot operation, 787-88, 788

named pipe operation, 785-87, 787
names. See also namespaces

device (see names, device)

drive-letter name resolution, 696, 696

function name prefixes, 72

Idle process, 360

memory manager, 384, 390

NetBIOS, 801-8, 809

network resource (see network-resource name
resolution)

NTES file, 729-31, 729, 730, 731
object (see names, object)
registry, 216
retention, 143
services, 86
Unicode, 705

names, device
storage drivers and, 619-20, 620
viewing, 558-59
viewing mappings of, 560-61

names, object, 146-50, 148

object directories, 150

symbolic links, 150

viewing base named objects, 149
namespaces. Se¢ also names

file system, 136

listing named pipe, 790-92

object manager, 136

registry, 136, 233-34

Terminal Services, 151-52

volume (see volume namespace)

Win32, 560-61

WMI, 272-73
Nbstat command, 809
NDIS drivers, 783, 823-32, 823

connection-oriented, 829, 830

listing loaded miniports, 826-28

using Network Monitor to capture network

packets, 830-32

variations on miniports, 828
NetBEUI, 820
NetBIOS, 801-11

implementation, 810-11, 810

names, 807-8

operation, 808-9

viewing names with Nbstat command, 809
network address translation (NAT), 84041
networking, 779-844

binding, 832-34, 833

layered network services, 83443

NDIS drivers, 823-32, 823

network drive letters, 250

networking APIs (see networking APIs)

network-resource name resolution, 814-19

OSI reference model, 780-84, 780

protocol drivers, 819-22

Windows 2000 components, 782—-84, 784
networking APIs, 782, 784-814

COM and DCOM, 813

Common Internet File System (CIFS),
803-7, 804
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networking APIs, continued NTES format, continuned

Message Queuing, 813-14 file system driver, 713-16, 714, 715, 716

named pipes and mailslots, 785-92 general indexing facility, 705

NetBIOS, 807-11 hard links and junctions, 706-7

remote procedure call (RPC), 798-803 link tracking, 710-11

Telephony, 811-13, 812 multiple data streams, 703—4

Windows Sockets (Winsock), 793-98 on-disk structure (se¢ NTES on-disk structure)
Network Load Balancing, 837, 838 per-user volume quotas, 709-10, 710
network logon service (Netlogon), 492 POSIX support, 712
Network Monitor, 830-32, 831, 832 recoverability, 700-701
network packets, capturing, 830-32 recovery (see recovery, NTES)
network redirectors and servers, 68, 649 security, 701
network-resource name resolution, 814-19 Unicode names, 705

Domain Name System (DNS), 819 NTES on-disk structure, 717-46

multiple provider router (MPR), 81417, 815, change journal, 743-44, 744

816, 817 clusters, 717-18

Multiple UNC Provider (MUP), 817-19, 818 consolidated security, 74546
Nfi utility, 720-23 data compression and sparse files, 73743
nonpaged pool, 403, 404 filenames, 729-31, 729, 730, 731
nonresident attributes, 732-35, 732, 733, file records, 726-29, 726, 727-28

734, 735 file reference numbers, 725, 726

nonsignaled state, 160 indexing, 735-37, 736
nonsparse data, compressing, 740-43, 741, 742 master file table (MFT), 718-25, 719
Ntddk.h file, 163, 484 object IDs, 745

NtdlLdll file, 60
NTES format, 689, 689
bad-cluster recovery, 705, 761-66, 762,

quota tracking, 745
reparse points, 743
resident and nonresident attributes, 732-35,

763, 765 . 732, 733, 734, 735
change logging, 708-9 viewing MFT, 720-23
compression and sparse files, 708 volumes. 717. 717
creat@g Flard lmks 706 NtGlobalFlag, 168, 170-71
creating junctions, 707 Nthandle tool, 126, 138
data redundancy and fault tolerance, 702 Ntldr file, 180-89. 182-87, 189
defragmentation, 712-13, 713 Ntoskrnl
design goals, 700-702 checking version of, 44-46
driver, 713-16, 714, 715, 716 executive and. 6063
encryption, 711-12 (see also Encrypting File kernel and, 63-65 (see also kernel)

System (EFS) security)

. multiprocessor vs. uniprocessor versions, 44
examining streams, 704

NWLink, 820
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o

object manager, 125-52, 128
executive and, 63

executive objects, 128-29, 129
initialization, 191

object structure, 130-52, 130

tools for exploring, 125-26

viewing namespace instancing, 152
object-oriented systems, 32

objects

APC, 111

directories, 150

dispatcher, 158, 159-60, 159
DPC, 108

driver and device, 556-62, 562, 563
executive, 127, 128-29, 128, 129
executive process (see executive process objects)
file, 554-56, 554, 555

file mapping, 6, 30, 394 (see also
section objects)

handles and, 14-15

IDs, 745

interrupt, 104-7

ToCompletion, 571

kernel, 64, 127

key, 233

LPC port, 172-75, 175
protecting (see protection, object)
shared, and security, 15-16
signaled state definitions, 161-63, 161, 163
structure (see object structure)
symbolic link 150

tracking, 126

type, 132-34, 133, 134

viewing base named, 149
window station, 246—47, 247
object structure, 130-52, 130

object handles and process handle table,
13742, 139, 140

object structure, continued
object headers and bodies, 130-32, 131, 132
object methods, 135-37, 135
object names, 146-50, 148
object retention, 14344, 144
object security, 14243
resource accounting, 145-46
Terminal Services namespace, 151-52
type objects, 132-34, 133, 134
Object viewer
exploring object manager database, 125-26
viewing base named objects, 149
viewing device name mapping, 560-61,
560, 561
viewing device names, 558, 558
viewing disk devices, 620
viewing Driver directory, 250
viewing LPC port objects, 172
viewing namespace instancing, 152
viewing registered file systems, 694, 694
viewing section objects, 480
viewing type objects, 133
viewing window station objects, 24647, 247
OH tool, 480-81
open handles, viewing, 126, 138
operating system model, 30-35
kernel mode vs. user mode, 30-32
portability, 32-33
scalability, 35
symmetric multitasking, 33-35, 34
Windows 2000 as microkernel-based system, 31
optimizations, registry, 235-36
0S/2 subsystem, 58-60, 59

OSI (Open Systems Interconnection) reference
model, 780-84, 780

overrun detection, 415
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P
packets, capturing network, 830-32
PAE (Physical Address Extension), 44243, 443
page directories, 433-34
page directory entries (PDEs), 432, 434
page directory index, 431-32, 432, 433
paged pool, 403, 404
viewing hive usage, 230-31.
page fault handling, 443-52, 444
collided page faults, 449
file system operation and, 700
in-paging 1/0, 448-49
invalid PTEs, 445-46
page files, 450-52, 451
prototype PTEs, 44647, 446, 448
reasons for page faults, 444
system crashes and, 207
system variables for, 656
viewing page fault behavior, 471-72
viewing page files, 450
viewing page file usage with Task Manager, 452
page files, 450-52, 451
page file backed sections, 394
viewing, 450
viewing usage with Task Manager, 452

page frame number (PFN) database, 382,
465-78, 460, 467, 468

data structures, 474-78, 474, 475-76, 478
modified page writer, 472-74, 473
page list dynamics, 469-72, 470
viewing, 469
viewing entries, 477-78
viewing page fault behavior, 471-72
pages
copy-on-write protection, 398-99, 398, 399
page list dynamics, 469-72, 470
protecting (see protection, memory)
reserving and committing, 390-91
page table entries. See PTEs (page table entries)
page table index, 431-32, 432
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page tables, 435, 436
paging, 379
enabling, 181
policies, 455-57, 456
parameters
service and driver registry, 239-41
viewing write-throttle, 681
parse method, 136, 148

partitioning, 609-17. See also multipartition
volume management

basic, 610-11
dynamic, 611-17, 612, 613
GUID partition table, 616-17
partitions, 608
preboot and, 177-80, 179
viewing LDM database using DmDiag, 614-15
pass-through filter driver, 693
PDEs (page directory entries), 432, 434
PEB (process environment block), 290, 291
examining, 292
setting up, 312, 312, 313
per-file cache data structures, 661-65, 662,
603, 664
performance
monitoring disk, 624
registry and, 16, 235-36
uniprocessor versions and, 44
Windows NT design goal, 28
performance counters. See also Performance tool
cache MDL activity, 680

cache physical size and page fault
information, 656

cache read activity, 676

committed memory and page file, 451
fast 1/0, 674

lazy writer, 666

memory usage, 385

mode-related, 11

pinning and mapping activity, 678
process-related, 293, 294
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performance counters, continuned
registry and, 16, 222, 222
system pool size, 404
system working set, 464
thread-related, 329, 329-30
tools and, 19-20
virtual memory use, 421, 422
Performance Data Helper, 222
Performance Monitor

watching foreground priority boosts and decays,
363-65

watching priority boosts for CPU starvation,
369-71

watching priority boosts on GUI threads,
366-67

Performance tool, 20. See also performance
counters

accounting for physical memory use, 387-89

extension DLL, 19

kernel mode vs. user mode and, 12-13, 12

mapping system threads to device drivers,
79-83

monitoring interrupt and DPC activity, 111

viewing job objects, 376

viewing process working set sizes, 460

viewing system service activity, 125

watching mirrored volume 1/0, 629-30, 630

watching thread-scheduling state changes,
339-41

Windows NT (see Performance Monitor)
per-user volume quotas, 709-10, 710
Pfmon tool, 471-72
Physical Address Extension (PAE), 44243, 443
physical memory

accounting for use of, 387-89

AWE and, 401-2, 402

cache size, 655-59, 656, 657

mapping virtual memory to, 8-9, 9, 430-31,

430 (see also address translation)

PIC (Programmable Interrupt Controller), 94,
95-96

pinning interface, cache manager, 677-78,
677, 678

PipeList tool, 790-92
placement policy, 456
platforms, 32-33
Platform Software Development Kit (SDK),
22,24
Plug and Play (PnP) manager, 528, 54146
driver support, 54446, 545, 546
executive and, 62
initialization, 191
level of support, 543, 543
policies
driver-signing, 585-86, 585
paging, 455-57, 456
power management, 549-50, 550
viewing power management, 551-53
Poolmon utility, 406-7
pools, system memory. See system memory pools
pool tagging, 406
pool tracking setting, 416
portability, 28, 32-33, 66
port drivers, 535
port objects, LPC, 172-75, 175
POSIX subsystem, 55-58
fork function, 399
In utility, 706
NTES support for, 712
power capabilities, viewing, 551-53
power manager, 529, 546-53, 547, 548
driver control of device power, 553
driver power operation, 550-53
executive and, 62
initialization, 192
operation, 549-50, 550
viewing system power capabilities and policy,
551-53
Power Options Properties dialog box, 551-52, 52
preboot, 177-80, 179
predefined IRQLs, 1014
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preemption scenario, 356-58, 357

prefixes, function-name, 72

printer drivers, 535

priority boosts, thread, 360-73
affinity masks and, 368
choosing processor for ready thread, 372
for CPU starvation, 367-68, 369-71
for foreground threads after waits, 363
after GUI threads wake up, 365-67
ideal and last processor, 371
after I/O completion, 361-62, 361, 362

selecting thread to run on specific CPU,
372-73

on symmetric multiprocessing systems, 368
after waiting for events and semaphores, 362
watching, for CPU starvation, 367-70
watching, on GUI threads, 369-71
watching foreground decays and, 363-65

when highest-priority threads are not
running, 373

Windows 2000 cases, 359—-60
priority class, job, 375
priority levels, IRQL, 97
priority levels, thread, 34143, 341, 342
examining and specifying, 345-46
boosts (see priority boosts, thread)
interrupt levels vs., 34748, 347
real-time, 34647
privileged access-control, 15
privilege levels, 10
privileges, 501
process and thread manager, 61
Process Control Manager, 376

process environment block. See PEB (process
environment block)

processes, 4-7, 6, 277-303. See also threads
creation of (see CreateProcess function)

data structures, 277-92, 278, 279, 289-90, 291
displaying EPROCESS block format, 280-88
examining and specifying priorities for, 34546

examining PEB structure, 292
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processes, continued
IDs, 5
job objects and, 7, 374-78, 374
kernel variables, 293, 293
page tables, 435, 436
performance counters, 293, 294
relevant functions, 294, 294-95
relevant tools, 295-303, 296
shared service, 260-63, 260-61, 262
system (see system processes)
user mode, 36

viewing EPROCESS information with kernel
debugger, 302-3

viewing job objects, 376-78

viewing memory utilization, 422-24

viewing process details with Process Viewer,
301-2

viewing process information with Task
Manager, 297-98

viewing process tree, 298-300

viewing quotas, 146

viewing security information, 517-20

viewing services running inside, 263

viewing thread activity with QuickSlice,
300-301

viewing working set sizes for, 460

working set, 455

Process Explode utility, 146, 517-20, 518

process handle table, 13742, 139, 140. See also
handles, object

process manager initialization, 191
processor. See also CPU

access modes, 9-13, 11, 30-32 (see also kernel
mode; user mode)

affinity, 337, 338, 375

ideal and last, 371, 372

Intel Itanium, 32, 380
processor control block (PRCB), 98
processor control region (PCR), 98
process/stack swapper, 381

process tree, viewing, 298-300
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Process Viewer
examining and specifying process and thread
priorities, 345, 345
finding thread start address, 81
identifying system threads, 77
viewing process details with, 301-2
viewing process memory utilization, 423, 424
product packaging, 38-46, 39, 40
checked build version, 41-42
checking Ntoskrnl version, 44—46
multiprocessor-specific system files, 42—46, 42
Programming Applications for Microsoft Windows,
2,113,163
programs, 4. See also applications
protected-mode, 181
protection, memory, 395-97, 396-97
copy-on-write page protection, 398-99,
398, 399
kernel mode vs. user mode and, 10
protection, object, 494-515
access checks, 494-97
access tokens, 499-503, 500, 501
impersonation, 504-6
restricted tokens, 506

security descriptors and access-control, 507-15,
508, 509

security identifiers (SIDs), 497-99, 499

viewing access tokens with kernel debugger,
502-3 '
viewing SIDs with GetSID, 498
protocol drivers, 68, 819-22
prototype page table entries (PTEs), 44647,
446, 448
providers
network, 815
WMI, 267, 268-69, 268
Pstat utility
displaying system and process memory, 386
listing loaded drivers, 70-71, 77, 81-82,
538-39

PTEs (page table entries)
address translation and, 431, 433, 436-38, 437
invalid, 445-46
prototype, 44647, 446, 448
system, 426
DPviewer.exe. See Process Viewer

Pview.exe. See Process Explode utility; Process
Viewer

Q

Quality of Service (QoS), 84243, 843
quantum, 338, 349-53
accounting, 350-51
controlling, 351-53, 351, 352, 353
determining clock interval frequency, 350
DPCs and, 110
end scenario, 358, 358
KPROCESS block and, 311
queued spinlocks, viewing, 156, 157
queues
APC, 111
dispatcher ready, 353
DPC, 108-10, 109, 110
examining thread IRP, 568-70
system thread, 672
viewing wait, 165
QuickSlice tool, 300-301
quota charges, 145
quotas
page file, 450
per-user volume, 709-10, 710
resource accounting and, 14546
viewing process, 146
quota tracking, 745

R

RAID-0 volumes, 626-27, 626, 627
RAID-1 volumes, 627-30, 628, 702
RAID-5 volumes, 630-32, 631, 702
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ratings, security, 487-90, 488
read-ahead. See intelligent read-ahead
ReadProcessMemory function, 6
ready threads, 348

choosing processor for, 372

viewing, 337

when highest-priority aren’t running, 373
real-mode, 181
real-time priorities, thread, 346-47, 361
real-time processing, Windows 2000 and, 105,

347, 361

records, file, 726-29, 726, 727-28
record types. See log record types, NTES
recoverability, NTES, 689, 700-701
recoverable file system support, 650-51
recovery, NTES, 746-61
analysis pass, 757-58, 757
bad-cluster, 761-66, 762, 763, 765
careful write file systems, 74748
evolution of file system design, 746—49
lazy write file systems, 748
logging, 749-56
recoverable file systems, 748—49
redo pass, 758, 758
transaction and dirty page tables, 756-57
undo pass, 758-61, 759
Recovery Agents, 771, 772
recovery console, 201-3
recursive mount points, 638-39
redo information, 752-54, 753
redo pass of recovery, 758, 758
reentrancy, 29
reference counts, 14344, 144
Regedit and Regedt32, 216, 221
registering callbacks, 769
registry, 16, 215-36
boot mode, 197-98
cell maps, 230-32, 232
configuration manager and, 61, 192, 215
data types, 216-17, 216
debugger setting, 118, 120
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registry, continuned
device drivers, 209-10
editors, 216, 221
environmental subsystems, 48, 48
global flags, 168
hives, 224-29, 224
hive structure, 226-29, 227, 228, 229
internals, 224-36
logical structure and root keys, 217-23, 218
memory manager, 382, 382-83, 413-14
mounted devices, 635-36, 636
namespace and operation, 233-34
Ntoskrnl version, 45
number of processors, 34
optimizations, 235-36
page files, 450
quantum, 351
Service Host, 262
services, 238, 238, 23941
stable storage, 234-35
viewing hive handles, 225
viewing hive paged pool usage, 230-31
viewing registered file systems, 694
viewing SAM and SECURITY keys, 221
viewing system page files, 450
watching activity of, 223
Windows 2000 version, 4041, 40
worker threads, 167
Registry Monitor utility, 223
reliability, 28
remote access, 834
remote file system drivers (FSDs), 692-94, 692
remote procedure call (RPC), 798-803
implementation, 802-3, 802
LPCs and local-RPCs, 171, 172
operation, 798-801, 799
security, 801-2
reparse points, 636-39, 706-7, 743
replacement policy, 456457
reserving pages, 390-91
resident attributes, 732-35, 732, 733, 734, 735
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resource kits, 21

resources
accounting, 14546
executive, 158-59
low resources simulation, 417

network name resolution (see network-resource
name resolution)

viewing process quotas, 146

restricted tokens, 506

retention, object, 14344, 144

rings, 10

robustness, 28

rollback operations, 701

root directory, 712, 724

root keys, registry, 16, 216, 217-23, 218
HKEY_CLASSES_ROOT, 217, 218, 219-20
HKEY_CURRENT_CONFIG, 217, 218, 221
HKEY_CURRENT_USER, 217, 218, 218, 219

HKEY_LOCAL_MACHINE, 217, 218,
220-21

HKEY_PERFORMANCE_DATA, 217,
218, 222

HKEY_USERS, 217, 218, 219

viewing SAM and SECURITY keys, 221
routines. See functions
RPC. See remote procedure call (RPC)
running threads, 349
run-time library functions, 63
Russinovich, Mark, 25

S
safe mode, 196-201
boot logging in, 200-201
driver loading in, 197-99
safe-mode-aware user programs, 199-200
service startup and, 252
variations, 196-97
SAM (Security Accounts Manager), 221, 491
scalability, 35
scatter /gather I/0, 590
scheduling. See thread scheduling

scheduling class, job, 375
section, critical, 154
section objects, 478-86, 479, 480, 482
memory mapped files as, 380
security, 397
shared memory and, 394-95
viewing, 149, 480-81
viewing control areas, 484-86
sectors, 179-80, 608, 683
secure attention sequence (SAS), 83
security, 15-16, 487-526
auditing, 515-20, 516, 517
contexts, 5
increase scheduling priority privilege, 346
Internet Protocol security (IPSec), 841-42
logon, 521-26, 522
NTES, 701, 745-46 (see also Encrypting File
System (EFS) security)
object, 14243
object protection (see protection, object)
ratings, 487-90, 488
registry keys, 220-21
RPC, 801-2
section object, 397
service, 244-47
system components, 490-93, 492, 493
Windows 2000 vs. Consumer Windows, 29
WMLI, 275, 276
Security Accounts Manager (SAM), 221, 491

security descriptors, 142, 507. See also
access-control

security identifiers. See SIDs (security identifiers)
SECURITY key, viewing, 221
security method, 136-37

security reference monitor (SRM), 62, 142,172,
191, 490

semaphores, 149, 362
server communication port, 175

server connection port, 175
service applications, 23743, 238, 239-41, 243
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service control manager (SCM), 247-50, 249, 250
network drive letters and, 250
safe boot and, 199
services, 260-61 (see also services)
as system process, 74, 85-87
Windows 2000 services and, 4
service control programs (SCPs), 237, 264-65
Service Host, 261-62, 262
service processes, 36
service providers, viewing Winsock, 796
services, 3—4, 236-65

accepting boot and last known good,
256-57, 257

failures, 258, 258

generic object, 132

layered network (se¢ layered network services)
listing installed, 88-87

memory manager, 389—402

object, 131-32, 132

security accounts, 24447

service applications, 23743, 238, 239-41, 243

service control manager (SCM), 85-87,
247-50, 249, 250

service control programs, 264-65
shared service processes, 260-63, 260-61, 262
shutdown, 259-60
SrvAny tool and running applications as, 243
startup, 251-54, 251
startup errors, 255-56, 255
viewing, running inside processes, 263
Windows 2000, 4
Session Manager (Smss)
boot process and, 194-96
Recovery Console and, 202-3
as system process, 74, 83
viewing multiple sessions, 84
sessions
NetBIOS, 808
session space, 426, 429, 429
viewing multiple, 84
working set, 455
Setup.log, 42, 46, 67
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Setup program, 177. See also boot process
shared memory, 6, 30, 393-95, 393
shared objects and security, 15-16
shared service processes, 260-63, 260-61, 262
shutdown
service, 259-60
system, 204-6, 204
SIDs (security identifiers), 497-99, 499
viewing with GetSID, 498
signaled state, object, 160, 161-63, 161, 162
simple volumes, 608

single-layered driver, 1/0 request to,
590-96, 591

completing, 593-96, 595, 596
servicing interrupts, 592-93, 592, 594
size
cache, 654-59
cluster, 686, 688, 689
system memory, 384, 384
small memory dumps, 211
SMP. See symmetric multiprocessing (SMP)
Smss. See Session Manager (Smss)
soft faults, 471
SoftICE debugging tool, 23
software interrupts, 107-13
asynchronous procedure call (APC), 111-13

deferred procedure call (DPC), 107-11,
109, 110

monitoring interrupt and DPC activity, 111
software IRQLs. See interrupt request levels
(IRQLs)
spanned volumes, 625-26, 625
sparse data, compressing, 738-40, 738, 739, 740
sparse files, 708, 743. See also compression, NTES
special pool setting, 414-15, 415
spinlocks
kernel synchronization and, 155-57, 155, 605
viewing queued, 157
Sporder.exe, 790
stability, 53-55
stable storage, registry hive, 234-35
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stacks, 5
exception handlers and stack frames, 115
initial thread, 314
IRP locations, 564-66
standby threads, 349
start address, viewing real, for Win32 threads, 117

start-of-process and start-of-thread functions,
116-18

startup and shutdown, 177-213
boot process, 177-96, 178
POSIX, 57
recovery console, 201-3
safe mode, 196-201
service, 251-56, 251, 255
shutdown, 204-6, 204
system crashes, 206-13
Start value, driver, 574-75
states
page, 466
power, 547
process, 159, 159
synchronization object, 160-63, 161, 162
thread, 34849, 348
watching changing thread, 33941
stop code, 207, 208-9, 213
storage drivers, 617-24
basic disk management, 620-21
device naming, 619-20, 620
disk drivers, 618
disk performance monitoring, 624
dynamic disk management, 621-23, 622, 623
storage management, 60743
evolution of Windows 2000 storage, 607-9
multipartition volume management, 624-34
partitioning, 609-17
storage drivers, 617-24
volume namespace, 63443
stream control block (SCB), 716
streams
multiple data, 7034
stream-based caching, 650
strings, Unicode, 17

striped volumes, 626-27, 626, 627
striped volumes with parity, 630-32, 631
structured exception handling, 113. Sez also
exception dispatching

subkeys, registry, 216. See also registry
subsystem DLLs, 37, 47-50, 60
subsystems. See environment subsystems
Support Tools, in Windows 2000, 20-21
swapper, 381, 462-63
symbolic links, 149, 150, 226
symbols for kernel debugging, 23-24
symmetric multiprocessing (SMP), 33-35, 34

kernel mode and, 54-55

synchronization and, 154

system files, 4244, 42

thread scheduling and, 368

Windows 2000 vs. Consumer Windows, 29
synchronization, 153-65, 153

executive, 158-65

1/0 processing and, 604-5, 604

kernel, 154-57, 155

scalability and, 35

viewing queued spinlocks, 157

viewing wait queues, 165
synchronous I/0, 587-88, 588
Sysinternals.com tools, 25

system address space layout, 424-29, 425, 427,
428, 429

system architecture, 27-87
device drivers, 67-71
environment subsystems and subsystem DLLs,
47-60, 48
examining undocumented interfaces, 71-74, 72
executive, 60-63
hardware abstraction layer (HAL), 66-67, 66
kernel, 63-65
key system components, 4687, 47
Ntdll.dll, 60
operating system model, 30-35
overview, 35-37, 36, 38

system processes (see system processes)
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system architecture, continued
Windows 2000 as microkernel-based system, 31

Windows 2000 product packaging, 38—46,
39, 40

Windows 2000 vs. Consumer Windows, 28-30

Windows NT requirements and design
goals, 27-30

system crashes, 206-13
blue screen mode, 207-10, 208
crash dump files, 118, 206, 210-13, 210
forcing, and retrieving stop code, 213
reasons for Windows 2000, 206-7
system files
core, 38
multiprocessor-specific, 42-44, 42
Windows 2000 versions and, 40
SYSTEM hive, 230, 235
system mechanisms, 89-176
local procedure calls (LPCs), 171-75, 175
object manager (see object manager)
synchronization (see synchronization)
system worker threads, 165-68, 167
trap dispatching (se¢ trap dispatching)
Windows 2000 global flags, 168-71, 169, 170
system memory
determining size of, 384
values determining size of, 384
viewing information about, 385-87
system memory pools, 403-17
determining maximum sizes, 405
Driver Verifier and, 413-17, 413, 415
look-aside lists, 411-12
monitoring usage, 406-11
types of, 403, 404
viewing look-aside lists, 412
system page tables, 435, 436
system power capabilities, viewing, 551-53
System process
identifying system threads in, 77-78

mapping system threads to device drivers,
79-83
system threads and, 74, 75-83
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system processes, 36, 74-87

identifying system threads in System
process, 77-78

Idle process, 75, 75

listing installed services, 86-87

local security authentication server (Lsass), 85

logon (Winlogon), 83-85

mapping system threads to device

drivers, 79-83

service control manager (SCM), 85-87

Session Manager (Smss), 84

System process (see System process)

viewing multiple sessions, 84
System properties, 43, 43, 210, 210, 353, 366
system service dispatching, 121-25, 122, 123, 124
system service dispatch table, 122, 122, 123
system services, 3, 30, 125
system support processes, 36
system threads

identifying, in System process, 77-78

mapping, to device drivers, 79-83

System process and, 75-83

system worker (see system worker threads)
System utility, 450
systemwide cache data structures, 660-61, 660
system worker threads, 165-68, 167

cache manager and, 671-72

listing, 78, 168
system working set, 426, 455, 463-65, 464,

465, 656

T
targeted DPC, 108
Task Manager
examining and specifying process and thread
priorities, 345—46, 346
kernel mode vs. user mode and, 12
viewing page file usage, 452
viewing process ID, 299-300
viewing process information with, 297-98

viewing process memory utilization,
422-23, 423
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Task Manager, continued
viewing system cache, 657
viewing system memory information, 385, 385
TCP/IP, 820
extensions, 84043
Internet Protocol security (IPSec), 84142
network address translation (NAT), 84041
Quality of Service (QoS), 84243, 843
TDI. See Transport Driver Interface (TDI)
TDIMon utility, 822, 822

TEB (thread environment block), 327, 328,
328-29

Telephony API (TAPI), 811-13, 812
Terminal Services

namespace, 151-52

registry and, 41

Task Manager and, 520

viewing namespace instancing, 152
terminated threads, 349
termination scenario, 359
text strings, Unicode, 17
thread environment block (TEB), 327, 328,

328-29

thread local storage (TLS), 5
threads, 4-7, 6, 317-33. See also processes
cache manager and system worker, 671-72

creation of, with CreateThread function,
333-35, 336

creating initial, with stack and context, 314

data structures, 317-29, 318, 319, 310-11,
327, 328

displaying ETHREAD and KTHREAD,
321-27

dumping data structure information with kernel
debugger, 332

examining IRP queue, 568-70
examining TEB, 328-29
fibers vs., 318

GUI, 365-67

idle, 359-60

IDs, 5

kernel variables, 329, 329

memory manager, 381

threads, continued
performance counters, 329, 329-30
relevant functions, 330, 330-31
relevant tools, 331-33, 331
scheduling (see thread scheduling)
starting execution of initial, 316
system (see system threads)
system worker (see system worker threads)
viewing activity of, with QuickSlice, 300-301
viewing information about, 333
viewing real start address for Win32, 117
viewing security information, 517-20

thread scheduling, 337-73
context switching, 359
data structures, 353-54, 354, 355
determining clock interval frequency, 350
examining and specifying process and thread

priorities, 345-46

idle thread and, 359-60
interrupt levels vs. priority levels, 34748, 347
mode transitions and, 11
preemption scenario, 356-58, 357
priority boosts (see priority boosts, thread)
priority levels, 34143, 341, 342
quantum, 349-53
quantum end scenario, 358, 358
real-time priorities, 34647
relevant tools, 34446, 344
scenarios, 355-59
termination scenario, 359
thread states, 348-49, 348
viewing ready threads, 337
viewing state changes, 33941
voluntary switch scenario, 355-56, 356

watching foreground priority boosts and decays,
363-65

watching priority boosts for CPU starvation,
369-71

watching priority boosts on GUI threads,
366-67

Win32 APIs, 343, 343-44
Windows 2000 and, 33741
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TLB (translation look-aside buffer), 43942, 439

Tlist command
displaying process tree, 74
mapping service processes, 86
viewing process tree, 298-99
viewing real start address for threads, 117
viewing services running inside processes, 263
viewing thread information, 333
watching POSIX subsystem start, 57
TLS (thread local storage), 5
tokens. See access tokens
tools, 17-25, 18-19
Administrative Tools, 86-87
cipher, 766, 769
companion CD, 19-20
Computer Management, 70, 210, 538
CPU Stress, 363-65, 369-71
Dependency Walker, 49, 73
Device Driver Kit (DDK), 24-25
Device Manager, 67, 220
Disk Defragmenter, 713
Disk Probe, 229, 229
DmDiag, 614-15
Drivers utility, 70, 538
Driver Verifier, 10, 413-17, 413, 415
Dr. Watson, 120-21
Dumpbin, 82
Dumpchk, 212, 213
EFSDump, 778
Event Viewer, 4445
Exetype, 48, 49
for exploring object manager, 125-26
Filemon, 638-39, 639, 792, 792
GetSID, 498
Gflags, 168-69, 169, 170-71, 170
HandleEx, 126, 225, 481
Junction, 707
kernel debugging, 21-24
Kernel Memory Space Analyzer, 212
Kernel Profiler, 102-3

kernel variable performance counter extension
DLL, 19-20
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tools, continued

Linkd, 707

LiveKd, 19-20, 23, 405

Microsoft kernel debuggers, 21-23 (see also
kernel debuggers)

Nbstat command, 809

Network Monitor, 830-32, 831, 832

Nfi, 720-23

Nthandle, 126, 138

Object viewer (see Object viewer)

OH, 480-81

Performance Data Helper, 222

Performance tool, 20 (see also
Performance tool)

Pfmon, 471-72

PipeList, 790-92

Platform Software Development Kit (SDK), 24
Poolmon, 406-7

Process Control Manager, 376
Process Explode, 146, 517-20, 518
process-related, 295-303, 296
Process Viewer (see Process Viewer)
Dstat, 70-71

Regedit and Regedt32, 216, 221
Registry Monitor, 223

resource kits, 21

Setup.log, 42, 46, 67

SoftICE, 23

Sporder, 790

SrvAny, 243

Support Tools, 20-21

symbols for kernel debugging, 23-24
System properties, 43

systems internals, 25

System utility, 450

Task Manager (see Task Manager)
TDIMon, 822, 822

thread-related, 331-33, 331

thread scheduling-related, 34446, 344
Tlist command (see Tlist command)
Windows NT Diagnostics, 44—45
Working Set Tuner, 455
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tracing, enabling image loader, 170-71
transactions, atomic, 700-701
transaction table, 756-57
transition threads, 349
translation, address. See address translation
translation look-aside buffer (TLB), 43942, 439
Transport Driver Interface (TDI)

clients, 782

protocols, 82021

transports, 783

watching activity of, 822
trap, 89
trap dispatching, 89-125, 90

exception dispatching (see exception

dispatching)
interrupt dispatching (see interrupt dispatching)

system service dispatching, 121-25, 122,
123, 124

trap handlers and, 89-91, 90
trap frames, 90-91
type objects, 130, 132-34, 133, 134
types, object, 14, 129

U

UDF format, 685

undocumented interfaces, 71-74, 72

undo information, 752-54, 753

undo pass of recovery, 758-61, 759

unhandled exceptions, 120-21

Unicode, 17, 705

uniprocessor-specific system files, 4244, 42

UNIX, POSIX and, 55-56

unnamed communication port, 175

update records, 752-54, 753

user accounts, 245, 246

user address space layout, 420-24, 420, 421, 422

user applications, 36
running, as services, 243
safe-mode-aware, 199-200

USER functions, 37, 51, 53-55

Userinit, 199, 526

user logon steps, 523-26. See also logon process
(Winlogon)
user mode
APCs, 112
components, 36, 36
job CPU time limits, 37475
kernel mode vs., 9-13, 11, 30-32
thread scheduling and, 357
user profiles, 218-29

\'

variables, kernel

address space, 421

cache flush operations, 668

cache MDL activity, 680

cache physical size and page fault, 656

cache read activity, 676

cache virtual size and address, 655

examining, 19, 170-71

fast 1/0, 674

lazy writer, 666

memory manager, 383-84

physical memory, 478

pinning and mapping activity, 678

process-related, 293, 293

system pool size, 404

system space regions, 427

thread-related, 329, 329

thread-scheduling, 355

working set-related, 459, 465
VerifyVersionInfo function, 41
versions, Windows 2000. See product packaging
views

cache, 651-54, 652, 653

section, 394

virtual address control blocks (VACBs), 660-65,
660, 663, 664

virtual address descriptors (VADs), 6,
452-54, 453

viewing, 454
virtual address read-ahead, 670
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virtual address space. See address space

virtual address translation, 431-33, 431, 432. See
also address translation

virtual block caching, 649

virtual cluster numbers (VCNs), 718
virtual device drivers (VDDs), 535
virtual files, 530

virtual memory, 7-9, 8, 9, 379-80. See also
address space; memory management

cache size, 654, 655
job and process limit, 376
virtual private network (VPN) remote access, 834
volume manager, 625
volume namespace, 634—43
examining VPBs, 640-41
Mount Manager and, 634-36, 635
mount points, 636-39
recursive mount points, 638-39
volume mounting, 639-43, 642
volume parameter blocks (VPBs), 63941
volumes
1/0 operations, 632-34, 633
multipartition (see multipartition volume
management)
namespace (see volume namespace)
NTES, 717, 717
per-user quotas, 709-10, 710
simple and multipartition, 608-9
voluntary switch scenario, 355-56, 356

W

wait blocks, 163—-64, 164

wait hint, 259

waiting threads, 349

wait operations
APCs and, 112-13
dispatcher objects and, 159-60, 159
priority boosts after, 362-65
viewing wait queues, 112-13, 165
voluntary switch scenario and, 355-56, 356

well-known SIDs, 499
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Win32 API
functions, 3 (see also functions)
thread scheduling functions, 343, 343—44
Windows family and, 2-3, 29
Win32 subsystem (Csrss), 51-55
boot process and, 194-96
device name mappings, 560-61
notifying, about new process, 314-16
security, 16
services, 236 (see also services)
stability, 53-55
as system process, 74
viewing real start address for threads, 117
Win32 API and, 2-3
Win64 API, 380
Windbg.exe, 19, 21. See also kernel debuggers
windowing and graphics system, 37
Windows. See Microsoft Windows operating
system family

Windows Driver Model (WDM), 28, 68-69,
529, 534

Windows Management Instrumentation (WMI),
265-75, 276, 529
architecture, 266-67, 266
class association, 273-74, 274

Common Information Model (CIM) and
Managed Object Format (MOF) language,
269-72, 270

implementation, 275
manager, executive and, 62
namespace, 272-73
providers, 268-69, 268
security, 275, 276
Windows Sockets (Winsock), 793-98
extending, 795-96
extensions, 794-95
implementation, 797-98, 797
operation, 793-94, 794
viewing service providers, 796
Windows Sockets Configuration utility, 796
window stations, 246-47, 247
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Winlogon. See logon process (Winlogon)
Winobj.exe. See Object viewer

WMI. See Windows Management
Instrumentation (WMI)

worker threads. See system worker threads
working set manager, 381
working sets, 379, 455-65
accounting for, 388
balance set manager and swapper, 462-63
examining cache, 658-59
job minimum and maximum, 375
management, 457-62, 457, 459
paging policies, 455-57, 456
system, 463-65, 464, 465
viewing process working set sizes, 460
viewing working set list, 461-62
Working Set Tuner tool, 455
work items, 166
write-back caching and lazy writing, 665-69, 666

calculating dirty page threshold, 666-67,
667, 668

disabling lazy writing for file, 668

file system operation and, 699

flushing mapped files, 669

forcing write through to disk, 668, 668
WriteProcessMemory function, 6
write throttling, 680-81

viewing parameters, 681

write-through algorithm, 747

X

x86 system space, 428

zero-initialized pages, 390-91
zero page thread, 381, 470
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& | attended David Solomon's Win-
dows NT Internal Architecture class
yesterday. It was well worth the |
time and money spent. It made me |
ask how | had been able to get |
along without this information for so |
long. | recommend we consider
having all of the developers from |
~our team attend this. | cannot think =
of a developer on our team who |
would not greatly benefit from it.
Besides the obvious benefits that
come from thoroughly understand-
ing what the OS is doing under the ¢
covers, David covered quite a bit of |
material useful for trouble shooting
application problems and answer-
ing questions like: when the |
machine is obviously crawling but
task manager does not show any
process using significant CPU time, |
how do you determine what is really |
happening and what process |
caused it to happen. A stronger |

knowledge of how NT works would

have benefited us in a number of ©
ways during the ... development |
cycle and this will obviously contin-
ue to be true for our future develop- ¢

ment.”

- Development Lead,
Microsoft Corporation.

Thousands of developers and administrators have taken
course at on-site deliveries at all the major software
hardware companies, including Microsoft.
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This class describes the Windows 2000 kernel architecture, inclu
processes, thread scheduling, memory management internals, c:
manager, etc.
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to better take advantage of the Windows 2000 platform, as we
provide advanced debugging techniques. System managers/sys
administrators will be able to troubleshoot more effectively by lear
how Windows 2000 works inside, as well as the internal details be
many of the Windows 2000 performance counters. And because
course authors have access to the Windows 2000 source code,
know you're getting the real story.

For detailed course description see our web site at:

www.solsem.com
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MICROSOFT OR ITS SUPPLIERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT, OR CONSEQUENTIAL
DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS,
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT
THE USE OF OR INABILITY TO USE THE SOFTWARE PRODUCT OR THE PROVISION OF OR FAILURE TO PROVIDE
SUPPORT SERVICES, EVEN IF MICROSOFT HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY
CASE, MICROSOFT’S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS EULA SHALL BE LIMITED TO THE
GREATER OF THE AMOUNT ACTUALLY PAID BY YOU FOR THE SOFTWARE PRODUCT OR US$5.00; PROVIDED,
HOWEVER, IF YOU HAVE ENTERED INTO A MICROSOFT SUPPORT SERVICES AGREEMENT, MICROSOFT’S ENTIR!
LIABILITY REGARDING SUPPORT SERVICES SHALL BE GOVERNED BY THE TERMS OF THAT AGREEMENT.
BECAUSE SOME STATES AND JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY,
THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

MISCELLANEOUS

This EULA is governed by the laws of the State of Washington USA, except and only to the extent that applicable law mand:
governing law of a different jurisdiction.

Should you have any questions concerning this EULA, or if you desire to contact Microsoft for any reason, please contact
Microsoft subsidiary serving your country, or write: Microsoft Sales Information Center/One Microsoft Way/Redmond, \
98052-6399.

PN 097-000229
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The comprehensive developer’s guide
to the Microsoft Windows 2000 kernel

Master the inner workings of Microsoft's premier operating system
with this newly updated guide to the Microsoft Windows 2000 core
architecture and internals. Written in partnership with the product
development team and with full access to the Windows 2000 source
code, this book provides a detailed look beneath the surface of
Windows 2000. It's packed with the latest concepts and terms, kernel
and source code specifics, undocumented interfaces, component
and tool descriptions, and architectural perspectives that reveal the
inner workings of Windows 2000. In short, it delivers all the minute
details that developers need to debug code and to make better design
decisions. Administrators also will find this book invaluable for
understanding system performance and troubleshooting problems.

Taking you deep inside Windows 2000, this book gives you:

® Valuable details on topics such as multiprocessor support, thread
scheduling, interrupt handling, memory management, security, I/0
processing, file system drivers, and file caching.

® New information about subjects such as the boot and shutdown
processes, blue screen crashes, registry internals, Microsoft Win32*
service internals, Windows Management Instrumentation (WMI),
Address Windowing Extensions (AWE), Plug and Play, power
management, the Windows Driver Model (WDM), storage
architecture, NTFS enhancements, and networking.

® Hands-on experiments that demonstrate how to use the latest
utilities to see the internal behavior of Windows 2000.

® Abundant insights that you can quickly apply for better design,
debugging, performance, and troubleshooting

US.A. $49.99

U.K. £32.99 VAT included]
Canada $72.99
[Recommended]

Programming/Microsoft Windows 2000

7 |‘90145)10215

ISBN 0-7356-1021-5
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Included on CD-ROM:
Tools and documentation m(iu(hng,'

standard Micrc olt Mmui (Igl
internal information on a live N (that is,
without a host computer or a null modem cable)
® Tools and \nical articles from Sysinternals
S.com)
e A fully searchable electronic version of the book

For System Requirements, see'the book's Introductior

About the Authors:

David A. Solomon, president of David Solomon
Expert Seminars, Inc. (www.solsem.com), teaches
Windows 2000 internals to corporations
worldwide. Previously, he was a lead developer
on the VMS operating system at Digital
Equipment Corporation.

Mark E. Russinovich is the author of the
Sysinternals Web site am cofounder and chief
softwar te mals‘ Softwart
(Www.w ) i
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Formerly at IBM Research, Me :

in computer engineering from Cdmegle Mellon
University.

Also available:
Write drivers the easy way with
Programming the Microsoft
Windows Driver Model. From
pract examples and
illustrations to line-by-line
analysis of code samples, it's
full of priceless advice from a
Windows Driver Model expert.
ISBN 0-7356-0588-2

To learn more about Microsoft titles
and learning tools for developers, visit
mspress.microsoft.com/dev
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