






























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Glossary 

semaphore A counter that provides a resource gate by allowing some maximum number 
of threads to access the resources protected by the semaphore. 

server processes User processes that are Windows 2000 services, such as the Event Log 
and Schedule services. Many add-on server applications, such as Microsoft SQL Server and 
Microsoft Exchange Server, also include components that run as Windows 2000 services. 

session Consists of the processes and other system objects (such as the window station, 
desktops, and windows) that represent a single user's workstation logon session. Each 
session has a session-specific paged pool area used by the kernel-mode portion of the 
Win32 subsystem (Win32k.sys) to allocate session-private GUI data structures. In addi­
tion, each session has its own copy of the Win32 subsystem process (Csrss.exe) and logon 
process (Winlogon.exe). 

session space A component of system space used to map information specific to a user 
session. (Windows 2000 supports multiple user sessions when Terminal Services is installed. ) 
The session working set list describes the parts of session space that are resident and in use. 

shared cache map A structure that describes the state of a cached file, including its size 
and (for security reasons) its valid data length. 

shared memory Memory visible to more than one process or that is present in more than 
one virtual address space. 

signal state The state of a synchronization object. 

simple volume A set of objects that represent sectors from a single partition that file 
system drivers manage as a single unit. 

single sign-on The ability for logon information to be simultaneously authenticated on 
more than one system. For example, a user logging on to a Windows 2000 system might 
simultaneously be authenticated on a UNIX server. That user would then be able to 
access resources of the UNIX server from the machine running Windows 2000 with­
out requiring additional authentication. 

small memory dump A small memory dump (the default on Windows 2000 Professional, 
64 KB in size) containing the stop code and parameters, the list of loaded device drivers, 
the data structures that describe the current process and thread (called the EPROCESS 
and ETHREAD), and the kernel stack for the thread that caused the crash. 

spanned volume A single logical volume composed of a maximum of 32 free partitions 
on one or more disks. The Windows 2000 Disk Management Microsoft Management 
Console (MMC) snap-in combines the partitions into a spanned volume, which can then 
be formatted for any of the file systems that Windows 2000 supports. 

sparse files Files, often large, that contain only a small amount of nonzero data relative 
to their size. 

spinlock The locking mechanism the kernel uses to achieve multiprocessor mutual exclu­
sion. The spinlock gets its name from the fact that the kernel (and thus, the processor) 
is held in limbo, "spinning," until it gets the lock. Spinlocks, like the data structures they 
protect, reside in global memory. See also queued spinlock. 
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stack frame Information, representing the activation of a procedure, that is pushed onto 
the stack when a procedure is invoked. A stack frame can have one or more exception 
handlers associated with it, each of which protects a particular block of code in the source 
program. 

stream A sequence of bytes within a file. 

striped volume Series of up to 32 partitions, one partition per disk, that combines into 
a single logical volume. Striped volumes are also known as RAID level a (RAID-a) vol­
umes. A partition in a striped volume need not span an entire disk; the only restriction 
is that the partitions on each disk be the same size. 

structured exception handling A type of exception handling that allows applications 
to gain control when exceptions occur. The application can then fix the condition and 
return to the place the exception occurred, unwind the stack (thus terminating execu­
tion of the subroutine that raised the exception), or declare back to the system that the 
exception isn't recognized, and continue searching for an exception handler that might 
process the exception. 

subsection A structure that describes the mapping information for each section of the 
file (read-only, read-write, copy-on-write, and so on). 

subsystem dynamic-link libraries (OLLs) DLLs that translate a documented function 
into the appropriate undocumented Windows 2000 system service calls. This translation 
might or might not involve sending a message to the environment subsystem process that 
is serving the user application. 

symbolic link A mechanism for referring to an object name indirectly. 

symmetric encryption algorithm An algorithm that uses the same key to encrypt and 
decrypt data. Symmetric encryption algorithms are typically very fast, which makes them 
suitable for encrypting large amounts of data, such as file data. They do have a weak­
ness, however; their security can be bypassed if their key is obtained. 

symmetric multiprocessing (SMP) A multiprocessing operating system in which there 
is no master processor-the operating system as well as user threads can be scheduled 
to run on any processor. All the processors share just one memory space. 

synchronization A thread's ability to synchronize its execution by waiting for an object 
to change from one state to another. A thread can synchronize with executive process, 
thread, file, event, semaphore, mutex, and timer objects. Section, port, access token, 
object directory, symbolic-link, profile, and key objects don't support synchronization. 

synchronous 1/0 A model for I/O in which a device performs a data transfer and returns 
a status code when the I/O is complete. The program can then access the transferred 
data immediately. When used in their simplest form, the Win32 ReadFile and WriteFile 
functions are executed synchronously. They complete an I/O operation before return­
ing control to the caller. 

system access-control list (SACL) Specifies which operations by which users should 
be logged in the security audit log. 



Glossary 

system audit ACE An access-control entry (ACE) contained by a system access-control 
list (SACL) that, along with the system audit-object ACE, specifies which operations 
performed on the object by specific users or groups should be audited. System audit­
object ACEs specify a GUID indicating the types of objects or subobjects that the ACE 
applies to and an optional GUID that controls propagation of the ACE to particular child 
object types. If an SACL is null, no auditing takes place on the object. 

system cache Pages used to map files open in the system cache. 

system page table entries (PTEs) Pool of system PTEs used to map system pages such 
as I/O space, kernel stacks, and memory descriptor lists. 

system service dispatch table Table in which each entry contains a pointer to a system 
service rather than to an interrupt handling routine. 

system services (or executive system services) Native functions in the Wmdows 2000 
operating system that are callable from user mode. For example, NtCreateProcess is the 
internal system service the. Win32 CreateProcess function calls to create a new process. 

system support processes User processes, such as the logon process and the Session 
. Manager, that are not Windows 2000 services (that is, not started by the service con­
troller). 

system thread A kind of thread that runs only in kernel mode. System threads always 
reside in the System process (always process ID 2). These threads have all the attributes 
and contexts of regular user-mode threads (such as a hardware context, priority, and so 
on) but run only in kernel-mode executing code loaded in system-space code, whether 
that be in Ntoskrnl.exe orin any other loaded device driver. System threads don't have 
a user pro(:ess address space and hence must allocate any dynamic storage from operat­
ing system memory heaps, such as paged or nonpaged pool. 

system worker threads Threads created in the System process during system initiali­
zation that exist solely to perform work on behalf of other threads. 

system working set The physical memory being used by the system cache, paged pool, 
pageable code in Ntoskrnl.exe, and pageable code in device drivers. See also process 
working set. 

thread An entity within a process that Windows 2000 schedules for execution. A thread 
includes the contents of a set of volatile registers representing the state of the proces­
sor; two stacks, one for the thread to use while executing in kernel mode and one for 
executing in user mode; a private storage area for use by subsystems, run-time libraries, 
and DLLs; and a unique identifier called a thread ID (also internally called a client ID). 

thread context A thread's volatile registers, the stacks, and the private storage area. 
Because this information is different for each machine architecture that Windows 2000 
runs on, this structure is architecture-specific. In fact, the CONTEXT structure returned 
by the Wm32 GetThreadContextfunction is the only public data Structure in the Win32 
API that is machine-dependent. 

timer A mechanistn that notifies a thread when a fixed period of time elapses. 
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transaction An I/O operation that alters ftle system data or changes the volume's direc­
tory structure. The separate disk updates that make up the transaction must be executed 
atomically; that is, once the transaction begins to execute, all its disk updates must be 
completed. If a system failure interrupts the transaction, the part that has been completed 
must be undone, or rolled back. The rollback operation returns the database to a previ­
ously known and consistent state, as if the transaction had never occurred. 

transaction table A table that keeps track of transactions that have been started but that 
aren't yet committed. The suboperations of these active transactions must be removed 
from the disk during recovery. 

transition A kind ofinvalid page table entry (PTE) in which the desired page is in memory 
on either the standby, modified, or modified-no-write list. The page is removed from 
the list and added to the working set. 

translation look-aside buffer A CPU cache of recendy translated virtual page numbers. 

trap A processor's mechanism for capturing an executing thread when an exception or 
an interrupt occurs, switching it from user mode into kernel mode, and transferring 
control to a fixed location in the operating system. In Windows 2000, the processor 
transfers control to the kernel's trap handler. 

trap frame A data structure in which the execution state of the interrupted thread is 
stored. This information allows the kernel to resume execution of the thread after 
handling the interrupt or the exception. The trap frame is usually a subset of a thread's 
complete context. 

trap handler A module in the kernel that acts as a switchboard, fielding exceptions and 
interrupts detected by the processor and transferring control to code that handles the 
condition. 

type object An internal system object that contains information common to each instance 
of the object. 

Unicode An international character set standard that defines unique 16-bit values for most 
of the world's known character sets. 

update records The most common type of record NTFS writes to the log file. Each 
update record contains the information needed to redo an operation that updated the 
file system structure. 

user mode The nonprivileged processor mode that applications run in. A limited set 
of interfaces is available in this mode, and the access to system data is limited. See also 
kernel mode. 

view The portion of the section object requires by a process. A section object can refer 
to files that are much larger than can fit in the address space of a process. (If the paging 
file backs a.section object, sufficient space must exist in the paging ftle to contain it.) To 
access a very large section object, a process can map only a view of the section by call­
ing the Map ViewOjFi/e function and then specifYing the range to map. Mapping views 
permits processes to conserve address space because only the views of the section object 
needed at the time must be mapped into memory. See also section object. 
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virtual address descriptors (VADs) Data structures the memory manager maintains 
that keep track of which virtual addresses have been reserved in the process's address space. 
VADs are structured as a self-balancing binary tree to make lookups efficient. 

virtual address space A set of virtual memory addresses that a process can use. 

virtual block caching A method the Windows 2000 cache manager uses to keep track 
of which parts of which ftles are in the cache. 

virtual cluster numbers (VeNs) VCNs number the clusters belonging to a particular 
file from 0 through m. VCNs aren't necessarily physically contiguous, but they can be 
mapped to any number of logical cluster numbers (LCNs) on a volume. 

virtual device drivers (V DDs) Drivers used to emulate 16-bit MS-DOS applications. 
They trap what an MS-DOS application thinks are references to I/O ports and trans­
late them into native Win32 I/O functions. Because Windows 2000 is a fully protected 
operating system, user-mode MS-DOS applications can't access hardware directly and 
thus must go through a teal kernel-mode device driver. 

virtual memory manager Implements virtual memory, a memory management scheme 
that provides a large, private address space for each process that can exceed available 
physical memory. 

volume One or more logical disk partitions that are treated as a single unit. 

volume file A system ftle (ftlename $Volume) that contains the volume name, the version 
ofNTFS for which the volume is formatted, and a bit that when set signifies that a disk 
corruption has occurred and must be repaired by the Chkdsk utility. 

volume manager A term used to represent both FtDisk and DMIO because both FtDisk 
and DMIO support the same multipartition-volume types. 

volume set A single logical volume composed of a maximum of 32 areas of free space 
on one or more disks. 

wait block A data structure that represents a thread waiting on an object. Each thread 
that is in a wait state has a list of the wait blocks that represent the objects the thread is 
waiting on. Each dispatcher object has a list oEthe wait blocks that represent which threads 
are waiting on the object. 

wait hint A value indicating how long a service should wait before informing the system 
a shutdown is complete. 

WDM drivers Device drivers that adhere to the Windows Driver Model (WDM). WDM 
includes suppOrt for Windows 2000 power management, Plug and Play, and Windows 
Management Instrumentation (WMI). WDM is implemented on Wmdows 2000, 
Wmdows 98, and Wmdows Millennium Edition, so WDM drivers are source compatible 
between these operating systems and in many cases are also binary compatible. There 
are three types ofWDM drivers: bus drivers, function drivers, and filter drivers. 

Win32 application programming interface (API) The primary programming interface 
to the Microsoft Wmdows operating system family, including Wmdows NT 4, Windows 
2000, Microsoft Wmdows 95, Windows 98, Windows Millennium Edition, and Microsoft 
Windows CEo 
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Win32 services A mechanism to start processes at system startup time that provide ser­
vices not tied to an interactive user. Services are similar to UNIX daemon processes and 
often implement the server side of client/server applications. 

window station A window station contains desktops, and desktops contain windows. Only 
one window station can be visible on a console and receive user mouse and keyboard 
input. In a Terminal Services environment, one window station per session is visible, but 
services all run as part of the console session. . 

Windows 2000 drivers Device drivers that integrate with the Windows 2000 power 
manager and Plug and Play manager, when required. They include drivers for mass stor­
age devices, protocol stacks, and network adapters. 

Windows Management Instrumentation (WMI) manager A component of the execu­
tive that enables device drivers to publish performance and configuration information 
and receive commands from the user~mode WMI service. Consumers ofWMI informa­
tion can be on the local machine or remote across the network. 

work item A unit of work placed on a queue dispatcher object when a device driver or 
an executive component requests a system worker thread's services by calling the executive 
functions ExQueueWorkItem or IoQueueWorkItem. Work items include a pointer to a 
routine and a parameter that the thread passes to the routine when it processes the work 
item. The routine is implemented by the device driver. or executive component that 
requires passive-level execution. 

working set A subset of virtual pages resident in physical memory. There are two kinds 
of working sets-process working sets and the system working set. 

working set manager A routine that runs in the context of the balance set manager 
system thread to initiate automatic working set trimming to increase the amount of free 
memory available in the system. Although Windows 2000 attempts to keep memory 
available by writing modified pages to disk, when modified pages are being generated 
at a very high rate, more memory is required to meet memory demands. The working 
set manager is called when physical memory runs low (when MmAvailablePages is less 
than MmMinimumFreePages). 

write-back A caching strategy the lazy write file system uses to improve performance. In 
write-back, the file system writes file modifications to the cache and flushes the contents 
of the cache to disk in an optimized way, usually as a background activity. 

write-through An algorithm the FAT file system uses that causes disk modifications to 
be immediately written to the disk, Unlike the careful-write approach, the write-through 
technique doesn't require the file system to order its writes to prevent inconsistencies. 
See also careful write. 

zero page thread A kernel-mode system thread (thread 0 in the System process). A zero 
page thread zeros out pages on the free list so that a cache of zero pages is available to 
satisfY future demand-zero page faults. 
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thread,5 
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copy-on-write page protection, 398-99, 398, 399 
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crashes. See system crashes 
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314-16 
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device drivers, continued 

nonpaged pools and, 403 

object access, 137 

physical memory access, 431 

Plug and Play support, 544-46, 545, 546 

power operation, 550 

registry parameters, 239-41 

startup, 251-54, 251 

Start value, 574-75 

storage (see storage drivers) 

structure of, 539-41, 539 

system crashes and, 196,206,207 

types of, 67-68,533-39, 536, 537 

viewing installed, 70-71 

viewing loaded driver list, 538-39 

Windows 2000 enhancements, 68-69 

device enumeration, 575-79, 576, 577 

Device Manager, 67, 220, 576, 577 

device objects, 556-62, 562 

displaying, 563 

viewing device name mappings, 560-61 

viewing device names, 558-59 

device tree, 575-76, 576, 578-79 

devnodes, 575, 579-83, 580, 582, 583 

DFS (Distributed File System), 839-40, 840 

dial-up remote access, 834 

direct memory access. See DMA (direct 
memory access) 

directories 

Active Directory, 491,835-36, 836 

Device, 558-59 

encryption and root, 712 

object, 148, 150 

page, 433-34 

root, 724 

Directory Services Restore mode, 197 

dirty page table, 756-57 

dirty page threshold, calculating, 666-67, 
667, 668 

dirty sector array, 234 

Index 
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discretionary access-control lists (DACLs), 15, 
507-9,509 

Disk Defragmenter utility, 713 

Disk Manager, 629 

Disk Probe utility, 229, 229 

disks, 608. See also storage management 

basic and dynamic, 609 

defragmenting,713 

drive letters (see drive letters) 

drivers, 618 

forcing cache to write through to, 668, 668 

management of basic, 620-21 

management of dynamic, 621-23, 622, 623 

monitoring performance, 624 

dispatch code, 104 

dispatcher database, 353, 354 

dispatcher headers, 163-64 

dispatcher objects 

executive synchronization and, 158 

as kernel objects, 64 

signaled state, 161-63, 161, 162 

waiting on, 159-60, 159 

dispatcher ready queue, 353 

dispatching, thread, 338 

dispatching, trap. See trap dispatching 

dispatch procedure calls, 107-11 

dispatch routines, listing driver, 565-66 

display drivers, 533 

distributed file caching, 806-7, 807 

Distributed File System (DFS), 839-40, 840 

DLC (Data Link Control), 819 

DLLs (dynamic-link libraries), 4 

subsystem, 37,47-50,60 (see also environment 
subsystems) 

DMA (direct memory access) 

cache manager interface, 679, 679, 680 

memory manager services, 390 

DmDiag tool, 614-15 

Domain Name System (DNS), 819 

DPC (deferred procedure call) interrupts, 107-11 

DPC objects, 64 
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drive letters 

assignment, 634 

name resolution, 696, 696 

object directory and, 150 

SCM and network, 250 

driver objects, 556-58, 563. See also 
device objects 

drivers 

device (see device drivers) 

ND IS (see ND IS drivers) 

protocol, 819-22 

Drivers utility, 70, 538 

Driver Verifier, 10, 104,413-17, 413, 415 

Dr. Watson tool, 120-21 

Dumpbin utility, 82 

Dumpchk tool, 212, 213 

dump files, crash, 118,206,210-13,210 

dynamic bad-cluster remapping, 705 

dynamic disk management, 609, 621-23, 
622,623 

dynamic-link libraries. See DLLs (dynamic-link 
libraries) 

dynamic partitioning, 611-17, 612, 613 

dynamic worker threads, 167 

E 
echo command, 704 

editions, Wmdows 2000. See product packaging 

EFSDump utility, 778 

Encrypting File System (EFS) security, 711-12, 
766-78, 766, 768 

backing up encrypted files, 777 

constructing key rings, 770-72, 771, 772 

decrypting FEK caching, 776 

decrypting file data, 776-77 

decryption process, 775-77 

encrypting file data, 772-74, 773 

encrypting file for first time, 769-75 

encryption process summary, 774--75 

registering callbacks, 769 

viewing EFS information, 778 



enumeration, device, 575-79, 576, 577 

environment subsystems, 36,47-60,48 

OS/2 subsystem, 58-60, 59 

POSIX subsystem, 55-58 (see also POSIX 
subsystem) 

subsystem DLLs and, 47-50,48 

viewing image subsystem type, 49 

Win32 stability, 53-55 

Win32 subsystem, 2-3, 51-55 (see also Win32 
subsystem (Csrss» 

EPROCESS (executive process) block, 
277-79,279 

contents of, 289-90 

displaying format of, 280-88 

setting up, 310 

errors. See also exception dispatching 

exceptions, 89, 90 

service failures, 258, 258 

service startup, 251-52, 255-56, 255 

ETHREAD (executive thread) blocks, 278, 
317-19, 318, 319, 321-27 

Event Log, 255, 255, 268-69 

Event Manager, 265 

events 

objects, 149 

priority boosts after waiting for, 362 

Event Viewer, 44-45, 265 

exception dispatching, 113-21, 114, 116, 119. See 
also errors 

exceptions, 89, 90 

unhandled exceptions, 120-21 

viewing real user start address for Win32 
threads, 117 

executable image. See image, executable 

executive, 37, 60-63 

initializing, 190-94 

object access, 137 

objects, 127, 128-29, 128, 129 

process objects (see executive process objects) 

resources, 158-59 

support routines, 63 

Index 

executive, continued 

synchronization (see executive synchronization) 

system services, 3 

executive process block. See EPROCESS 
(executive process) block 

executive process objects, 309-14 

completing setup of, 313-14 

concludirig setup of process address 
space, 311-12 

creating initial process address space, 310 

creating kernel process block, 311 

setting up EPROCESS block, 310 

setting up PEB, 312, 312, 313 

executive synchronization, 158-65 

data structures, 163-65, 164 

viewing wait queues, 165 

waiting on dispatcher objects, 159-60, 159 

what signals an object, 161-63, 161, 162 

executive thread blocks. See ETHREAD 
(executive thread) blocks 

Exetype tool, 48, 49 

explicit file I/O, 695-99, 696 

extended partitions, 178-79,179,610 

extending Winsock, 795-96 

extensibility, 28 

extensions, Winsock, 794-95 

F 
F8 key, 188, 196, 209 

FlO key, 202 

failures, service, 258, 258 

fast I/O, 588-89 

cache manager and, 649, 672-74, 673, 674 

listing driver routines for, 589 

fast LPC, 52 

FAT12, FAT16, and FAT32 formats, 685-89, 
686, 687, 688 

fault tolerance, NTFS, 702 

FEK (file encryption key), 776 

fetch policy, 455 

877 



INSIDE MICROSOFT WINDOWS 2000 

fibers vs. threads, 318 

file caching, 589-90 

distributed, 806-7, 807 

file control block (FCB), 716 

file encryption key (FEK), 776 

file I/O, explicit, 695-99, 696 

file mapping objects, 6, 30, 394, 478. See also 
section objects 

Filemon tool, 638-39, 639,792, 792 

filenames, NTFS, 729-31, 729, 730, 731 

file objects, 554-56, 554, 555 

file records, 726-29, 726, 727-28 

file reference numbers, 725, 726 

File Replication service (FRS), 838-39 

files 

crash dump, 210-13,210 

disabling lazy writing for, 668 

encrypting (see Encrypting File System 
(EFS) security) 

mapped (see mapped files; section objects) 

NTFS file records, 718-25, 719 

per-file cache data structures, 661-65, 662, 
663,664 

registry hives, 224-29, 224 

resident and nonresident attributes, 732-35, 
732, 733, 734, 735 

sparse, 708, 743 

system files (see system files) 

systems (see file systems) 

file system drivers (FSDs), 68, 533, 690-700 

executive and, 62 

file system operation, 694-700, 695 

local, 690-91, 691 

NTFS, 713-16, 714, 715, 716 

remote, 692-94, 692 

viewing list of registered file systems, 694 

volume mounting and, 641-43 

file-system filter drivers, 68, 693 

File System Recognizer, 643 
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file systems, 683-778 

cache manager and recoverable, 650-51 

cache manager's lazy writer and, 699 

cache manager's read-ahead thread and, 700 

careful write, 747-48 

CDFS, 685 

driver architecture (see file system drivers 
(FSDs)) 

encryption (see Encrypting File System (EFS) 
security) 

evolution of, 746-49 

explicit I/O, 695-99, 696 

FATl2, FAT16, and FAT32, 685-89, 686, 
687, 688 

lazy write, 748 

memory manager's modified and mapped page 
writer and, 699 

memory manager's page fault handler and, 700 

NTFS, 689, 689 (see also NTFS format) 

operation, 694-700, 695 

preboot and, 180 

recoverable, 748-49 

UDF, 685 

viewing list of registered, 694 

Windows 2000 formats, 684-89 

filter drivers, 68, 69, 534, 693 

flags. See global flags 

flushing 

mapped files, 669 

variables for cache, 668 

foreground threads, 352-53, 352, 353 

priority boosts and decays, 363-65 

fork function, POSIX, 399 

formats, file system, 684-89 

CDFS, 685 

FATl2, FATl6, and FAT32, 685-89, 686, 
687, 688 

NTFS, 689,689 

UDF,685 

frame-based exception handlers, 115 



freeware tools, 25 

function drivers, 69, 534 

functions, 3-4 

Active Directory, 835 

cache support (see functions, cache support) 

determining clock interval frequency, 350 

determining system memory size, 384 

DLL,4 

encrypted file, 778 

environmental subsystems and, 49 

executive, 60-63 

heap, 400 

job-related, 374 

listing driver dispatch, 565-66 

listing fast I/O, 589 

listing undocumented, 73 

locking pages, 392 

memory mariager, 390 

process creation (see CreateProcess function) 

process-related, 294, 294-95 

registry, 16 

run-time library, 63 

start-of-process and start-of-thread, 116-18 

subsystem DLL, 60 

system memory size, 384 

thread creation, 333-35, 336 

thread-related, 330, 330-31 

thread scheduling-related, 343-44 

Unicode and, 17 

Win32 API, 2-3 

windowing and graphics system, 37 

Windows 2000 kernel support, 4 

functions, cache support, 675-81 

copying to and from cache, 675-76, 676 

direct memory access (DMA) interfaces, 679, 
679,680 

mapping and pinning interfaces, 677-78, 
677, 678 

viewing write-throttle parameters, 681 

write throttling, 680-81 

G 
GDI (Graphics Device Interface), 37, 

51-52, 53-55 

general indexing facility, 705 

GetSID utility, 498 

GetSystemTimeAdjustment function, 350 

GetThreadContext function, 5 

Gflags tool, 168-69, 169, 170-71, 170 

GINA (Graphical Identification and 
Authentication), 84-85,247,491 

global flags, 168-71, 169, 170-71, 170 

global namespace, 151 

global variables. See variables, kernel 

Graphical Identification and Authentication 
(GINA), 84-85, 247, 491 

Graphics Device Interface (GDI), 37, 
51-52,53-55 

granted access rights, 142 

granularity 

allocation, 392 

thread,338 

groups, service, 248, 249 

GUI (graphical user interface), 37 

GUID partition table partitioning, 616-17 

GUI threads, priority boosts and, 365-67 

H 
HandleEx tool, 126, 225, 481 

handles 

object (see handles, object) 

processes and, 4 

registry, 217 

viewing hive, 225 

handles, object, 14-15, 137-42, 139, 140 

viewing open, 126 

viewing open, with Nthandle, 138 

handle tables 

kernel,141 

process, 137-42, 139, 140 

viewing, 141-42 

Index 
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hard disks. See disks 

hard faults, 471 

hard links, 706-7 

hardware 

architectures, 32-33 

device drivers, 68 

interrupts (see hardware interrupt processing) 

kernel support, 65 

profiles, 221 

PTEs, 436-38, 437 

hardware abstraction layer (HAL), 37, 66-67, 
66,530,534 

determining, 67 

portability and, 33 

Hardware Compatibility List (HCL) testing, 413 

hardware interrupt processing, 92-96, 94 

viewing contents ofIDT, 92-93 

viewing PIC and APIC, 95-96 

headers, object, 130-32, 131, 132 

heap and heap manager, 400 

heap functions, 400 

hives, 224-29, 224 

stable storage, 234-35 

structure, 226-29, 227, 228, 229 

viewing hive handles, 225 

viewing paged pool usage, 230-31 

hive sync, 235 

HKEY_CLASSES_ROOT key, 217, 218, 219-20 

HKEY_CURRENLCONFIG key, 217, 218, 221 

HKEY_CURRENT_USER key, 217, 218, 
218,219 

HKEY_LOCAL_MACHINE key, 217, 218, 
220-21 

HKEY]ERFORMANCE_DATA key, 217, 
218,222 

HKEY_USERS key, 217, 218, 219 

hypercritical worker threads, 166 

hyperspace, 426 
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I 
I386kd.exe, 19,21. See also kernel debuggers 

i82489 Advanced Programmable Interrupt 
Controller (APIC), 94, 95-96 

i8259A Programmable Interrupt Controller 
(PIC), 94, 95-96 

ideal processor, 371, 372 

Idle process, 13, 74, 75, 75, 360 

idle thread, 359-60 

IDT (interrupt dispatch table), viewing contents 
of, 92-93 

image, executable 

enabling image loader tracing, 170-71 

opening, for process creation, 306-9, 307 

viewing subsystem type, 49 

image database, 252-53 

impersonation, 494, 504-6 

increase scheduling priority privilege, 346 

indexing, file attribute, 705, 735-37, 736 

INF files, 530 

inheritance designation, 140 

inheritance rules for ACEs, 508 

initialization 

Driver Verifier, 413-17, 413, 415 

kernel and executive subsystems, 188-94 

process, 316-17 

thread, 335, 336 

Winlogon, 522-23 

initialized threads, 349 

initial threads, 309, 310 

in-paging I/O, 448-49 

installation, driver, 583-86, 584, 585 

installed device drivers, viewing, 70-71 

installed services, listing, 86-87 

instancing, namespace, 151, 152 

Intel Itanium processor family, 32, 380 

intelligent read-ahead, 669-71 

asynchronous, with history, 670-71 

file system operation and, 700 

virtual address, 670 



interactive services, 246-47, 247 

interfaces 

cache manager DMA, 679,679,680 

cache manager mapping and pinning, 677-78, 
677, 678 

viewing undocumented, 71-74, 72 

Interix, 56 

Internet Protocol security (IPSec), 841-42 

inter-processor interrupt (IPI), 100 

interrupt dispatching, 91-113 

hardware interrupt processing, 92-96, 94 

monitoring interrupt and DPC activity, III 

software interrupt request levels (IRQLs), 
96-107, 97, 99 

software interrupts, 107-13 

using Kernel Profiler to profile execution, 
102-3 

viewing IDT contents, 92-93 

viewing IRQL, 98 

viewing PIC and APIC, 95-96 

Wmdows 2000 and real-time processing, 105 

interrupt dispatch table (IDT), viewing contents 
of,92-93 

interrupt request levels (IRQLs), 96-107, 97, 99 

forcing IRLQ checking, 416-17 

interrupt objects, 104-7 

mapping interrupts to, 100-101 

predefined, 101-4 

priority levels vs., 347-48, 347 

synchronization and, 156 

using Kernel Profiler to profile 
execution, 102-3 

viewing, 98 

Wmdows 2000 and real-time processing, 105 

interrupt requests (IRQs), 92 

interrupts, 89, 90 

dispatching (see interrupt dispatching) 

exceptions and, 114 

hardware (see hardware interrupt processing) 

IRPs and servicing, 592-93, 592, 594 

interrupts, continued 

mapping, to IRQLs, 100-101 

objects, 104-7 

software (see software interrupts) 

interrupt service routine (ISR), 91 

I/O 
explicit file, 695-99, 696 

fast, 588-89 

in-paging, 448-49 

listing fast I/O routines, 589 

mapped file, and file caching, 589-90 

processing (see I/O processing) 

scatter/gather, 590 

Index 

synchronous and asynchronous, 587-88, 588 

system (see I/O system) 

types of, 587-90 

IoCompletion object, 571-72 

I/O completion ports, 570-73 . 

IoCompletion object, 571 

operation, 602-3, 603 

using, 572-73, 572 

I/O manager, 62, 193, 528, 531-32 

I/O processing, 586-605 

I/O completion port operation, 602-3, 603 

I/O request to layered drivers, 597-601, 598, 
599, 600, 601 

I/O request to single-layered driver, 
590-96,591 

synchronization, 604-5, 604 

types ofI/O, 587-90 

volume, 632-34, 633 

watching mirrored volume, 629-30 

I/O request packets (IRPs), 531-32, 
562-70,564 

buffer management, 567-70 

examining thread IRP queue and, 568~70 

to layered drivers, 597-601, 598, 599, 600, 601 

listing driver dispatch routines, 565-66 

to single-layered driver, 590-96, 591 

stack locations, 564-66 

881 



INSIDE MICROSOFT WINDOWS 2000 

I/O system, 527-606 

components, 528-53, 529, 531 

data structures, 553-73 

device drivers, 532-41 (see also device drivers) 

driver loading, initialization, and 
installation, 573-86 

I/O manager, 531-32 

I/O processing (see I/O processing) 

Plug and Play (PnP) manager, 541-46 

power manager, 546-53, 547, 548 

priority boosting after I/O completion, 
361-62, 361, 362 

Wmdows 2000 design goals, 527-28 

IRPs. See I/O request packets (IRPs) 

IRQLs. See interrupt request levels (IRQLs) 

J 
job objects, 7, 374-78, 374. See also processes 

junctions, 706-7 

Junction tool, 707 

K 
Kd.exe tool, 19,21 

KeBugCheckEx function, 91, 101 

Kerberos authentication, 525 

kernel,37 

handle table, 141 

hardware support, 65 

initializing, 188-94 

memory dumps, 211 

mode (see kernel mode) 

Ntoskrnl and, 63-65 (see also Ntoskrnl) 

objects, 64,127 

portability and, 33 

support functions, 4 

synchronization, 154-57, 155 

variables (see. variables, kernel) 

kernel debugger commands 

!ca command, 485-86 

!defwrites command, 681 

!devnode command, 578-79 
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kernel debugger commands, continued 

!devobj command, 563 

!drivers command, 77, 389, 539 

!drvobj command, 563, 565-66, 589,640-41 

!ethread command, 321-27 

!exqueue command, 168 

!filecache command, 658-59 

!file command, 484 

19f1ag and 19f1ags commands, 171 

!handle command, 126, 151-52, 303, 4;84 

Udt command, 92-93, 101 

Urp command, 569-70 

Urpfind command, 570 

!job command, 376-78 

Ilookaside command, 412 

Ilpe command, 173 

!memusage command, 388-89, 469, 484-85 

!miniport and !miniports commands, 826-28 

!object command, 126, 558-59 

!pcr command, 98 

!peb command, 292 

!pfo command, 477-78 

!pic and !apic commands, 95-96 

!pocaps command, 551-52 

!poolused command, 407-8 

!popolicy command, 552-53 

!process command, 165,281, 302-3, 332,434, 
441,503 

!processfields command, 280-88 

!pte command, 441-42, 436 

!qlock command, 157 

!ready command, 337 

!regpool command, 230-31 

!session command, 84 

!stacks command, 77-78, 83, 568 

!strct command, 282, 303 

!teb command, 328-29 

!thread command, 165, 303, 332, 569 

!token command, 503 

!tokenfields command, 502-3 

Ivad command, 454 



kernel debugger commands, continued 

!verifier command, 416 

!vm command, 386-87 

!vpb command, 640-41 

!wsle command, 461-62 

!xpool command, 408-11 

kernel de buggers 

accounting for physical memory use, 388-89 

booting and, 41 

displaying driver and device objects, 563 

displaying EPROCESS block format, 280-88 

displaying EPROCESS block information, 
302-3 

displaying ETHREAD and KTHREAD 
structures, 321-27 

displaying PDE and PTE, 441-42 

displaying system memory information, 386-87 

dumping device tree, 578-79 

dumping thread data structures, 332 

examining IRPs and thread IRP queue, 568-70 

examining page directory and PDEs, 434 

examining PEB, 292 

examining PTEs, 436 

examining TEB, 328-29 

identifYing system threads, 77-78 

listing global symbols, 82 

listing loaded NDIS miniports, 826-28 

listing system worker threads, 168 

LiveKd and, 19-20 

Microsoft, 21-23 

monitoring pool usage, 407-11 

viewing access tokens, 502-3 

viewing cache working set, 658-59 

viewing control areas, 484-86 

viewing device names, 558-59 

viewing driver dispatch routines, 565-66 

viewing driver fast I/O routines, 589 

viewing handle table, 141-42 

viewing hive paged pool usage, 230-31 

viewing IDT, 92-93 

viewing IRQL, 98 

kernel debuggers, continued 

viewing job objects, 376-78 

viewing look -aside lists, 412 

viewing LPC port objects, 173-74 

viewing multiple sessions, 84 

viewing NtGlobalFlag kernel variable, 171 

viewing object manager database, 126 

viewing PFN database, 469 

viewing PFN entries, 477-78 

viewing PIC and APIC, 95-96 

viewing pool statistics, 416 

Index 

viewing power capabilities and policy, 551-53 

viewing queued spinlocks, 157 

viewing ready threads, 337 

viewing V ADs, 454 

viewing VPBs, 640-41 

viewing wait queues, 165 

viewing working set list, 461-62 

viewing write-throttle parameters, 681 

kernel debugging tools, 21-24 

LiveKd tool, 23 

Microsoft, 19,21-23 (see also kernel debuggcrs) 

SoftICE,23 

symbols for kernel debugging, 23-24 

Kernel Memory Space Analyzer, 212 

kernel mode 

APCs,112 

components, 36, 36, 37 

stability and, 53-55 

system thread, 75 (see also system threads) 

thread scheduling and, 357 

user mode vs., 9-13, 11, 30-32 

kernel process blocks. See KPROCESS (kernel 
process) blocks 

Kernel Profller tool, 101, 102-3 

kernel security device driver, 492 

kernel streaming filter drivers, 68 

kernel thread blocks. See KTHREAD (kernel 
thread) blocks 

kernel variable performance counter extension 
DLL,19-20 
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key control blocks, 233-34 

key objects, 233 

key rings, constructing, 770-72, 771, 772 

keys 

registry, 216 (see also registry; root keys, 
registry) 

WMI,272 

Knowledge Base, 22 

KPROCESS (kernel process) blocks, 290, 291 

creating, 305, 311 

dumping, 441 

KTHREAD (kernel thread) blocks, 319, 320-21 

displaying, 321-27 

L 
last known good control sets, 209, 221, 

256-57,257 

last processor, 371, 372 

layered design, 33 

layered drivers, 537, 597-601, 598, 599, 600, 601 

layered network services, 834-43 

Active Directory, 835-36, 836 

Distributed File System (DFS), 839-40, 840 

File Replication service (FRS), 838-39 

Network Load Balancing, 837, 838 

remote access, 834 

TCP lIP extensions, 840-43, 843 

layers, OSI, 781-82 

lazy evaluation, 399,452-53 

lazy IRQL, 99 

lazy write file systems, 748-49 

lazy writing. See write-back caching and lazy 
writing 

LDM (Logical Disk Manager) database, 
611-15, 613 

Linkd tool, 707 

links, hard, 706-7 

link tracking, NTFS, 710-11 

LiveKd tool, 19-20,23,405 

In utility, 706 

load balancing, network, 837, 838 

884 

loaded driver list, viewing, 538-39 

local file system drivers (FSDs), 690-91, 691 

local namespace, 151 

local procedure calls (LPCs), 171-75, 175 

executive and, 63 

viewing LPC port objects, 172-74 

local security authentication server process 
(Lsass), 74, 85,172,173,249,490 

local system account, 244-45 

locking memory, 392 

log file service (LFS), 714, 750-52, 750, 751 

logging 

boot, in safe mode, 200-201 

change, 708-9 (see also logging, NTFS) 

error event, 255 

hives, 234-35 

logging, NTFS, 650, 708-9, 724, 749-56 

log file service (LFS), 750-52, 750, 751 

log record types, 752-56 

log hives, 234-35 

logical blocks, 649 

logical cluster numbers (LCNs), 718 

Logical Disk Manager (LDM) database, 
611-15, 613 

logon process (Winlogon), 521-26, 522,491 

boot process and, 194-96 

crash dumps and, 211 

LPCs and, 172 

as system process, 74, 83-85 

user logon steps, 523-26 

Winlogon initialization, 522-23 

log record types, NTFS, 752-56 

checkpoint records, 754-56, 755 

update records, 752-54, 753 

look-aside buffer, translation, 439-42, 439 

look-aside lists, 411-12,672 

low resources simulation, 417 

LPCs. See local procedure calls (LPCs) 

Lsass. See local security authentication server 
process (Lsass) 



M 
mailslots. See named pipes and mailslots 

Managed Object Format (MOF) language, 
269-72,270 

management mechanisms. See registry; 
services; Windows Management 
Instrumentation (WMI) 

mapped file I/O, 589-90 

mapped files 

flushing, 669 

section objects and, 380 (see also 
section objects) 

shared memory and, 393-95, 393 

mapped page writer, 381 

file system operation and, 699 

mapping 

AWE and memory, 401-2,402 

cache manager mapping interface, 677-78, 
677,678 

dynamic bad-cluster remapping, 705 

interrupts to IRQLs, 100-101 

system-to-device power, 550 

VCN-to-LCN, 724, 734-35, 734, 735 

virtual memory to physical memory, 8-9, 9, 
430-31, 430 (see also address translation) 

Win32 to Windows 2000 device names, 560-61 

masked interrupts, 99,156 

master boot record (MBR), 179-80 

master file table (MFT), NTFS, 718-25, 719 

memory descriptor list (MDL), 679, 680 

memory management, 379-486 

address space layout (see address space layout) 

address translation (see address translation) 

components and services (see memory manager) 

crash dumps (see crash dumps) 

job and process memory limit, 376 

page fault handling, 443-52, 444 

page frame number (PFN) database, 465-78, 
466, 467, 468 

real-mode vs. protected mode, 181 

section objects, 478-86, 479, 480, 482 

stacks (see stacks) 

memory management, continued 

system memory pools, 403-17,404 

Index 

virtual address descriptors (VADs), 452-54, 453 

virtual address space and processes, 4 

virtual address space in Consumer 
Windows, 419 

virtual memory, 7-9,8, 9,379-80 

working sets, 455-65 

memory manager, 380-402 

accounting for physical memory use, 387-89 

Address Windowing Extensions (AWE), 
401-2,402 

allocation granularity and, 392 

cache manager and, 646-47 

components, 380-82 

configuring, 382-84, 382-83, 384 

copy-on-write page protection, 398-99, 
398,399 

determining system memory size, 384 

examining memory usage, 385-89 

executive and, 63 

file system operation and, 699, 700 

heap functions, 400 

initialization, 191 

locking memory, 392 

protecting memory, 10, 395-97, 396-97 

reserving and committing pages, 390-91 

services, 389-402 

shared memory and mapped files, 393-95, 393 

viewing system memory information, 385-87 

menu, boot-selection, 181, 188, 196 

Message Queuing, 813-14 

metadata, 650, 684 

locations, 677 

NTFS files, 719 

recoverability and, 689 

methods, object, 14, 135-37, 135 

MFT. See master file table (MFT), NTFS 

microkernel-based system, Windows 2000 as, 31 

Microsoft Developer Network (MSDN), 2, 24 

Microsoft kernel debuggers, 21-23. See also 
kernel debuggers 
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Microsoft Management Console (MMC), 538 

Microsoft Windows 2000 

cache manager (see cache manager) 

Consumer Windows vs., 28-30 

Customer Support Diagnostics, 21, 23 

device driver enhancements, 68-69 

Device Driver Kit (DDK), 22, 24-25 

device name mappings, 560-61 

file system formats, 684-89 (see also file systems; 
NTFS format) 

global flags, 168-71, 169, 170 

I/O system (see I/O system) 

kernel mode vs. user mode, 9-13, 11 

Knowledge Base, 22 

as microkernel-based system, 31 

objects and handles, 14-15 (see also 
handles; objects) 

networking (see networking) 

processes, threads, and jobs, 4-7, 6 (see also job 
objects; processes; threads) 

real-time processing and, 105, 347, 361 

registry, 16 (see also registry) 

resource kits, 21 

security, 15-16 (see also security) 

services, functions, and routines, 3--4 (see also 
functions; services) 

startup and shutdown (see startup and 
shutdown) 

storage management (see storage management) 

Support Tools, 20-21 

system architecture (see system architecture) 

system crashes, 206-7 (see also system crashes) 

system mechanisms (see system mechanisms) 

thread scheduling, 337-41 (see also thread 
scheduling) 

tools (see tools) 

Unicode, 17 

versions (see product packaging) 

virtual memory, 7-9, 8, 9 (see also memory 
management) 

Win32 API, 2-3 
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WMI (see Windows Management 
Instrumentation (WMI)) 

Microsoft Windows NT 

Diagnostics, 44-46 

handle table, 139 

multiprocessing, 34 

performance and event monitoring, 265 

Performance Monitor, 363-65 

requirements and design goals, 27-30 

security, 15 

Win32 and, 3 

Microsoft Windows operating system family 

Consumer Windows (see Consumer Windows) 

Unicode and, 17 

Win32 API and, 2 

Windows 2000 (see Microsoft Windows 2000) 

Windows 2000 vs. Consumer Windows, 28-30 

Windows NT (see Microsoft Windows NT) 

miniport drivers, 535 

miniports, NDIS, 783. See also NDIS drivers 

listing loaded, 826-28 

variations on, 828 

mirrored volumes, 627-30, 628, 702 

MmlsThisAnNtAsSystem function, 40, 384 

MmQjterySystemSize function, 384 

mode transitions, 11 

modified page writer, 381,472-74, 473 

file system operation and, 699 

MOF (Managed Object Format) language, 
269-72,270 

more command, 704 

mounting, volume, 639--43, 642 

Mount Manager, 634-36, 635 

mount points, 636-39 

recursive, 638-39 

MSDN (Microsoft Developer Network), 2, 24 

multipartition volume management, 609, 624-34 

mirrored volumes, 627-30, 628 

RAID-5 volumes, 630-32, 631 

spanned volumes, 625-26, 625 

striped volumes, 626-27, 626, 627 



multipartition volume management, continued 

volume I/O operations, 632-34, 633 

watching mirrored volume I/O operations, 
629-30 

multiple provider router (MPR), 814-17, 
815, 816, 817 

Multiple UNC Provider (MUP), 817-19, 818 

multiprocessing. See symmetric multiprocessing 
(SMP) 

multitasking, 33 

mutexes, 149, 163 

mutual exclusion, 153-54 

N 
named objects, viewing base, 149 

named pipes and mailslots, 785-92 

implementation, 788-92, 789 

listing named pipe namespace and watching 
named pipe activity, 790-92 

mailslot operation, 787-88, 788 

named pipe operation, 785-87, 787 

names. See also namespaces 

device (see names, device) 

drive-letter name resolution, 696, 696 

function name prefixes, 72 

Idle process, 360 

memory manager, 384, 390 

NetBIOS, 801-8, 809 

network resource (see network-resource name 
resolution) 

NTFS file, 729-31, 729, 730, 731 

object (see names, object) 

registry, 216 

retention, 143 

services, 86 

Unicode, 705 

names, device 

storage drivers and, 619-20, 620 

viewing, 558-59 

viewing mappings of, 560-61 

names, object, 146-50, 148 

object directories, 150 

symbolic links, 150 

viewing base named objects, 149 

namespaces. See also names 

file system, 136 

listing named pipe, 790-92 

object manager, 136 

registry, 136,233-34 

Terminal Services, 151-52 

volume (see volume namespace) 

Win32, 560-61 

WMI,272-73 

Nbstat command, 809 

NDIS drivers, 783, 823-32, 823 

connection-oriented, 829, 830 

listing loaded miniports, 826-28 

Index 

using Network Monitor to capture network 
packets, 830-32 

variations on miniports, 828 

NetBEUI, 820 

NetBIOS, 801-11 

implementation, 810-11, 810 

names, 807-8 

operation, 808-9 

viewing names with Nbstat command, 809 

network address translation (NAT), 840-41 

networbng, 779-844 

binding, 832-34, 833 

layered network services, 834-43 

NDIS drivers, 823-32, 823 

network drive letters, 250 

networbng APIs (see networking APIs) 

network-resource name resolution, 814-19 

OSI reference model, 780-84, 780 

protocol drivers, 819-22 

Windows 2000 components, 782-84, 784 

networbng APIs, 782, 784-814 

COM and DCOM, 813 

Common Internet File System (CIFS), 
803-7, 804 
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networking APIs, continued 

Message Queuing, 813-14 

named pipes and mailslots, 785-92 

NetBIOS, 807-11 

remote procedure call (RPC), 798-803 

Telephony, 811-13, 812 

Windows Sockets (Winsock), 793-98 

Network Load Balancing, 837, 838 

network logon service (Netlogon), 492 

Network Monitor, 830-32, 831, 832 

network packets, capturing, 830-32 

network redirectors and servers, 68, 649 

network-resource name resolution, 814-19 

Domain Name System (DNS), 819 

multiple provider router (MPR), 814-17, 815, 
816, 817 

Multiple UNC Provider (MUP), 817-19, 818 

Nfi utility, 720-23 

nonpaged pool, 403, 404 

nonresident attributes, 732-35, 732, 733, 
734, 735 

nonsignaled state, 160 

nonsparse data, compressing, 740-43, 741, 742 

Ntddk.h file, 163, 484 

Ntdll.dll file, 60 

NTFS format, 689, 689 

bad-cluster recovery, 705, 761-66, 762, 
763,765 

change logging, 708-9 

compression and sparse flies, 708 

creating hard links, 706 

creating junctions, 707 

data redundancy and fault tolerance, 702 

defragmentation, 712-13, 713 

design goals, 700-702 

driver, 713-16, 714, 715, 716 

encryption, 711-12 (see also Encrypting File 
System (EFS) security) 

examining streams, 704 
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NTFS format, continued 

file system driver, 713-16, 714, 715, 716 

general indexing facility, 705 

hard links and junctions, 706-7 

link tracking, 710-11 

multiple data streams, 703-4 

on-disk structure (see NTFS on-disk structure) 

per-user volume quotas, 709-10, 710 

POSIX support, 712 

recoverability, 700-701 

recovery (see recovery, NTFS) 

security, 701 

Unicode names, 705 

NTFS on-disk structure, 717-46 

change journal, 743-44, 744 

clusters, 717-18 

consolidated security, 745-46 

data compression and sparse files, 737-43 

filenames, 729-31, 729, 730, 731 

file records, 726-29, 726, 727-28 

file reference numbers, 725, 726 

indexing, 735-37, 736 

master file table (MFT), 718-25, 719 

object IDs, 745 

quota tracking, 745 

reparse points, 743 

resident and nonresident attributes, 732-35, 
732, 733, 734, 735 

viewing MFT, 720-23 

volumes, 717, 717 

NtGlobalFlag, 168, 170-71 

Nthandle tool, 126, 138 

Ntldr file, 180-89, 182-87, 189 

Ntoskrnl 

checking version of, 44-46 

executive and, 60-63 

kernel and, 63-65 (see also kernel) 

multiprocessor vs. uniprocessor versions, 44 

NWLink,820 
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object manager, 125-52, 128 

executive and, 63 

executive objects, 128-29, 129 

initialization, 191 

object structure, 130-52, 130 

tools for exploring, 125-26 

viewing namespace instancing, 152 

object-oriented systems, 32 

objects 

APC,111 

directories, 150 

dispatcher, 158, 159-60, 159 

DPC, 108 

driver and device, 556-62, 562, 563 

executive, 127, 128-29, 128, 129 

executive process (see executive process objects) 

file, 554-56, 554, 555 

file mapping, 6, 30, 394 (see also 
section objects) 

handles and, 14-15 

IDs, 745 

interrupt, 104-7 

IoCompletion, 571 

kernel, 64, 127 

key, 233 

LPC port, 172-75, 175 

protecting (see protection, object) 

shared, and security, 15-16 

signaled state definitions, 161-63, 161, 163 

structure (see object structure) 

symbolic link 150 

tracking, 126 

type, 132-34, 130 134 

viewing base named, 149, 

window station, 246-47,247 

object structure, 130-52, 130 

object handles and process handle table, 
137-42, 139, 140 

Index 

object structure, continued 

object headers and bodies, 130-32, 131, 132 

object methods, 135-37, 135 

object names, 146-50, 148 

object retention, 143-44, 144 

object security, 142-43 

resource accounting, 145-46 

Terminal Services namespace, 151-52 

type objects, 132-34, 133, 134 

Object viewer 

exploring object manager database, 125-26 

viewing base named objects, 149 

viewing device name mapping, 560-61, 
560,561 

viewing device names, 558, 558 

viewing disk devices, 620 

viewing Driver directory, 250 

viewing LPC port objects, 172 

viewing namespace instancing, 152 

viewing registered file systems, 694, 694 

viewing section objects, 480 

viewing type objects, 133 

viewing window station objects, 246-47,247 

OR tool, 480-81 

open handles, viewing, 126, 138 

operating system model, 30-35 

kernel mode vs. user mode, 30-32 

portaoility, 32-33 

scalability, 35 

symmetric multitasking, 33-35, 34 

Windows 2000 as microkernel-based system, 31 

optimizations, registry, 235-36 

OS/2 subsystem, 58-60, 59 

OSI (Open Systems Interconnection) reference 
model, 780-84, 780 

overrun detection, 415 
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p 
packets,capturing network, 830-32 

PAE (Physical Address Extension), 442-43, 443 

page directories, 433-34 

page directory entries (PDEs), 432, 434 

page directory index, 431-32,432,433 

paged pool, 403, 404 

viewing hive usage, 230-31 

page fault handling, 443-52, 444 

collided page faults, 449 

file system operation and, 700 

in-paging I/O, 448-49 

invalid PTEs, 445-46 

page files, 450-52, 451 

prototype PTEs, 446-47, 446, 448 

reasons for page faults, 444 

system crashes and, 207 

system variables for, 656 

viewing page fault behavior, 471-72 

viewing page files, 450 

viewing page file usage with Task Manager, 452 

page files, 450-52, 451 

page file backed sections, 394 

viewing, 450 

viewing usage with Task Manager, 452 

page frame number (PFN) database, 382, 
465-78, 46~ 467, 468 

data structures, 474-78, 474, 475-76, 478 

modified page writer, 472-74, 473 

page list dynamics, 469-72, 470 

viewing, 469 

viewing entries, 477-78 

viewing page fault behavior, 471-72 

pages 

copy-on-write protection, 398-99, 398, 399 

page list dynamics, 469-72, 470 

protecting (see protection, memory) 

reserving and committing, 390-91 

page table entries. See PTEs (page table entries) 

page table index, 431-32,432 
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page tables, 435, 436 

paging, 379 

enabling, 181 

policies, 455-57,456 

parameters 

service and driver registry, 239-41 

viewing write-throttle, 681 

parse method, 136, 148 

partitioning, 609-17. See also multipartition 
volume management 

basic, 610-11 

dynamic, 611-17, 612, 613 

GUID partition table, 616-17 

partitions, 608 

preboot and, 177-80, 179 

viewing LDM database using DmDiag, 614-15 

pass-through filter driver, 693 

PDEs (page directory entries), 432, 434 

PEB (process environment block), 290, 291 

examining, 292 

setting up, 312, 312, 313 

per-file cache data structures, 661-65, 662, 
663,664 

performance 

monitoring disk, 624 

registry and, 16,235-36 

uniprocessor versions and, 44 

Windows NT design goal, 28 

performance counters. See also Performance tool 

cache MDL activity, 680 

cache physical size and page fault 
information, 656 

cache read activity, 676 

committed memory and page file, 451 

fast I/O, 674 

lazy writer, 666 

memory usage, 385 

mode-related, 11 

pinning and mapping activity, 678 

process-related, 293, 294 



performance counters, continued 

registry and, 16,222, 222 

system pool size, 404 

system working set, 464 

thread-related, 329, 329-30 

tools and, 19-20 

virtual memory use, 421, 422 

Performance Data Helper, 222 

Performance Monitor 

watching foreground priority boosts and decays, 
363-65 

watching priority boosts for CPU starvation 
369-71 ' 

watching priority boosts on GUI threads, 
366-67 

Performance tool, 20. See also performance 
counters 

accounting for physical memory use, 387-89 

extension DLL, 19 

kernel mode vs. user mode and, 12-13, 12 

mapping system threads to device drivers 
79-83 ' 

monitoring interrupt and DPC activity, III 

viewing job objects, 376 

viewing process working set sizes, 460 

viewing system service activity, 125 

watching mirrored volume I/O, 629-30, 630 

watching thread-scheduling state changes, 
339-41 

Windows NT (see Performance Monitor) 

per-user volume quotas, 709-10, 710 

Pfmon tool, 471-72 

Physical Address Extension (PAE), 442-43,443 

physical memory 

accounting for use of, 387-89 

AWE and, 401-2, 402 

cache size, 655-59, 656, 657 

mapping virtual memory to, 8-9 9 430-31 
430 (see also address translatio~) , , 

PIG (Programmable Interrupt Controller), 94, 
95-96 

pinning interface, cache manager, 677-78, 
677, 678 

PipeList tool, 790-92 

placement policy, 456 

platforms, 32-33 

Platform Software Development Kit (SDK), 
22,24 

Plug and Play (PnP) manager, 528, 541-46 

driver support, 544-46, 54~ 546 

executive and, 62 

initialization, 191 

level of support, 543, 543 

policies 

driver-signing, 585-86, 585 

paging, 455-57,456 

power management, 549-50, 55a 

viewing power management, 551-53 

Poolmon utility, 406-7 

Index 

pools, system memory. See system memory pools 

pool tagging, 406 

pool tracking setting, 416 

portability, 28, 32-33, 66 

port drivers, 535 

port objects, LPC, 172-75, 175 

POSIX subsystem, 55-58 

fork function, 399 

In utility, 706 

NTFS support for, 712 

power capabilities, viewing, 551-53 

power manager, 529, 546-53, 547, 548 

driver control of device power, 553 

driver power operation, 550-53 

executive and, 62 

initialization, 192 

operation, 549-50, 550 

viewing system power capabilities and policy, 
551-53 

Power Options Properties dialog box, 551-52, 52 

preboot, 177-80, 179 

predefined IRQLs, 101-4 
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preemption scenario, 356-58, 357 

prefixes, function-name, 72 

printer drivers, 535 

priority boosts, thread, 360-73 

affinity masks and, 368 

choosing processor for ready thread, 372 

for CPU starvation, 367-68, 369-71 

for foreground threads after waits, 363 

after GUI threads wake up, 365-67 

ideal and last processor, 371 

after I/O completion, 361-62, 361, 362 

selecting thread to run on specific CPU, 
372-73 

on symmetric multiprocessing systems, 368 

after waiting for events and semaphores, 362 

watching, for CPU starvation, 367-70 

watching, on GUI threads, 369-71 

watching foreground decays and, 363-65 

when highest-priority threads are not 
running, 373 

Windows 2000 cases, 359-60 

priority class, job, 375 

priority levels, IRQL, 97 

priority levels, thread, 341-43, 341, 342 

examining and specifjring, 345-46 

boosts (see priority boosts, thread) 

interrupt levels vs., 347-48, 347 

real-time, 346-47 

privileged access-control, 15 

privilege levels, 10 

privileges, 501 

process and thread manager, 61 

Process Control Manager, 376 

process environment block. See PEB (process 
environment block) 

processes, 4-7, 6,277-303. See also threads 

creation of (see CrcateProcess function) 

data structures, 277-92,278,279,289-90,291 

displaying EPROCESS block format, 280-88 

examining and specifying priorities for, 345-46 

examining PEB structure, 292 
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processes, continued 

IDs, 5 

job objects and, 7, 374-78, 374 

kernel variables, 293, 293 

page tables, 435, 436 

performance counters, 293, 294 

relevant functions, 294, 294-95 

relevant tools, 295-303, 296 

shared service, 260-63, 260-61, 262 

system (see system processes) 

user mode, 36 

viewing EPROCESS information with kernel 
debugger, 302-3 

viewing job objects, 376-78 

viewing memory utilization, 422-24 

viewing process details with Process Viewer, 
301-2 

viewing process information with Task 
Manager, 297-98 

viewing process tree, 298-300 

viewing quotas, 146 

viewing security information, 517-20 

viewing services running inside, 263 

viewing thread activity with QuickSlice, 
300-301 

viewing working set sizes for, 460 

working set, 455 

Process Explode utility, 146, 517-20, 518 

process handle table, 137-42, 139, 140. See also 
handles, object 

process manager initialization, 191 

processor. See also CPU 

access modes, 9-13,11,30-32 (see also kernel 
mode; user mode) 

affinity,337,338,375 

ideal and last, 371, 372 

Intel Itanium, 32, 380 

processor control block (PRCB), 98 

processor control region (PCR), 98 

process/stack swapper, 381 

process tree, viewing, 298-300 



Process Viewer 

examining and specifying process and thread 
priorities, 345, 345 

finding thread start address, 81 

identifying system threads, 77 

viewing process details with, 301-2 

viewing process memory utilization, 423, 424 

product packaging, 38-46, 39, 40 

checked build version, 41-42 

checking Ntoskrnl version, 44-46 

multiprocessor-specific system files, 42-46, 42 

Programming Applications for Microsoft Windows, 
2,113,163 

programs, 4. See also applications 

protected-mode, 181 

protection, memory, 395-97, 396-97 

copy-on-write page protection, 398-99, 
398,399 

kernel mode vs. user mode and, 10 

protection, object, 494-515 

access checks, 494-97 

access tokens, 499-503, 500, 501 

impersonation, 504-6 

restricted tokens, 506 

security descriptors and access-control, 507-15, 
508,509 

security identifiers (SIDs), 497-99,499 

viewing access tokens with kernel debugger, 
502-3 

viewing SIDs with GetSID, 498 

protocol drivers, 68, 819-22 

prototype page table entries (PTEs), 446-47, 
446, 448 

providers 

network, 815 

~,267,268-69,268 

Pstat utility 

displaying system and process memory, 386 

listing loaded drivers, 70-71, 77, 81-82, 
538-39 

Index 

PTEs (page table entries) 

address translation and, 431, 433, 436-38, 437 

invalid, 445-46 

prototype, 446-47,446, 448 

system, 426 

Pviewer.exe. See Process Viewer 

Pview.exe. See Process Explode utility; Process 
Viewer 

Q 
Quality of Service (QoS), 842-43, 843 

quantum, 338, 349-53 

accounting, 350-51 

controlling, 351-53, 351, 352, 353 

determining clock interval frequency, 350 

DPCs and, 110 

end scenario, 358, 358 

KPROCESS block and, 311 

queued spinlocks, viewing, 156, 157 

queues 

APC,111 

dispatcher ready, 353 

DPC, 108-10, 109, 110 

examining thread IRP, 568-70 

system thread, 672 

viewing wait, 165 

QuickSlice tool, 300-301 

quota charges, 145 

quotas 

page file, 450 

per-user volume, 709-10, 710 

resource accounting and, 145-46 

viewing process, 146 

quota tracking, 745 

R 
RAID-O volumes, 626-27,626,627 

RAID-l volumes, 627-30,628,702 

RAID-5 volumes, 630-32, 631, 702 
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ratings, security, 487-90, 488 

read-ahead. See intelligent read-ahead 

ReadProcessMemory function, 6 

ready threads, 348 

choosing processor for, 372 

viewing, 337 

when highest-priority aren't running, 373 

real-mode, 181 

real-time priorities, thread, 346-47, 361 

real-time processing, Windows 2000 and, 105, 
347,361 

records, file, 726-29, 726, 727-28 

record types. See log record types, NTFS 

recoverability, NTFS, 689, 700-701 

recoverable fIle system support, 650-51 

recovery, NTFS, 746-61 

analysis pass, 757-58, 757 

bad-cluster, 761-66, 762, 763, 765 

careful write fIle systems, 747-48 

evolution of fIle system design, 746-49 

lazy write file systems, 748 

logging, 749-56 

recoverable fIle systems, 748-49 

redo pass, 758, 758 

transaction and dirty page tables, 756-57 

undo pass, 758-61, 759 

Recovery Agents, 771, 772 

recovery console, 201-3 

recursive mount points, 638-39 

redo information, 752-54, 753 

redo pass of recovery, 758, 758 

reentrancy,29 

reference counts, 143-44, 144 

Regedit and Regedt32, 216, 221 

registering callbacks, 769 

registry, 16,215-36 

boot mode, 197-98 

cell maps, 230-32, 232 

configuration manager and, 61, 192, 215 

data types, 216-17, 216 

debugger setting, 118, 120 
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registry, continued 

device drivers, 209-10 

editors, 216, 221 

environmental subsystems, 48,48 

global flags, 168 

hives, 224-29,224 

hive structure, 226-29, 227, 228, 229 

internals, 224-36 

logical structure and root keys, 217-23, 218 

memory manager, 382, 382-83; 413-14 

mounted devices, 635-36, 636 

namespace and operation, 233-34 

Ntoskrnl version, 45 

number of processors, 34 

optimizations, 235-36 

page fIles, 450 

quantum, 351 

Service Host, 262 

services, 238, 238, 239-41 

stable storage, 234-35 

viewing hive handles, 225 

viewing hive paged pool usage, 230-31 

viewing registered file systems, 694 

viewing SAM and SECURiTY keys, 221 

viewing system page fIles, 450 

watching activity of, 223 

Windows 2000 version, 40-41,40 

worker threads, 167 

Registry Monitor utility, 223 

reliability, 28 

remote access, 834 

remote fIle system drivers (FSDs), 692-94, 692 

remote procedure call (RPC), 798-803 

implementation, 802-3, 802 

LPCs and 10cal-RPCs, 171, 172 

operation, 798-801, 799 

security, 801-2 

reparse points, 636-39, 706-7, 743 

replacement policy, 456-457 

reserving pages, 390-91 

resident attributes, 732-35, 732, 733, 734, 735 



resource kits, 21 

resources 

accounting, 145-46 

executive, 158-59 

low resources simulation, 417 

network name resolution (see network-resource 
name resolution) 

viewing process quotas, 146 

restricted tokens, 506 

retention, object, 143-44, 144 

rings, 10 

robustness, 28 

rollback operations, 701 

root directory, 712, 724 

root keys, registry, 16,216,217-23, 218 

HKEY_CLASSES_ROOT, 217, 218, 219-20 

HKEY_CURRENT_CONFIG, 217, 218, 221 

HKEY_CURRENT_USER, 217, 218, 218, 219 

HKEY_LOCAL_MACHINE, 217, 218, 
220-21 

HKEY_PERFORMANCE_DATA,217, 
218,222 

HKEY_USERS, 217,218, 219 

viewing SAM and SECURITY keys, 221 

routines. See functions 

RPC. See remote procedure call (RPC) 

running threads, 349 

run-time library functions, 63 
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safe mode, 196-201 

boot logging in, 200-201 

driver loading in, 197-99 

safe-mode-aware user programs, 199-200 

service startup and, 252 

variations, 196-97 

SAM (Security Accounts Manager),221, 491 

scalability, 35 

scatter/gather I/O, 590 

scheduling. See thread scheduling 
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scheduling class, job, 375 

section, critical, 154 

section objects, 478-86, 479, 480, 482 

memory mapped files as, 380 

security, 397 

shared memory and, 394-95 

viewing, 149,480-81 

viewing control areas, 484-86 

sectors, 179-80,608,683 

secure attention sequence (SAS), 83 

security, 15-16,487-526 

auditing, 515-20, 516, 517 

contexts, 5 

increase scheduling priority privilege, 346 

Internet Protocol security (IPSec), 841-42 

logon,521-26,522 

NTFS, 701, 745-46 (see also Encrypting File 
System (EFS) security) 

object, 142-43 

object protection (see protection, object) 

ratings, 487-90, 488 

registry keys, 220-21 

RPC,801-2 

section object, 397 

service, 244-47 

system components, 490-93,492,493 

Windows 2000 vs. Consumer Windows, 29 

WMI, 275, 276 

Security Accounts Manager (SAM), 221, 491 

security descriptors, 142, 507. See also 
access-control 

security identifiers. See SIDs (security identifiers) 

SECURITY key, viewing, 221 

security method, 136-37 

security reference monitor (SRM), 62,142,172, 
191,490 

semaphores, 149, 362 

server communication port, 175 

server connection port, 175 

service applications, 237-43, 238, 239-41, 243 
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service control manager (SCM), 247-50, 249, 250 

network drive letters and, 250 

safe boot and, 199 

services, 260-61 (see also services) 

as system process, 74, 85-87 

Windows 2000 services and, 4 

service control programs (SCPs), 237, 264-65 

Service Host, 261-62, 262 

service processes, 36 

service providers, viewing Winsock, 796 

services, 3-4, 236-65 

accepting boot and last known good, 
256-57,257 

failures, 258, 258 

generic object, 132 

layered network (see layered network services) 

listing installed, 88-87 

memory manager, 389-402 

object, 131-32, 132 

security accounts, 244-47 

service applications, 237-43, 238, 239-41, 243 

service control manager (SCM), 85-87, 
247-50, 249, 250 

service control programs, 264-65 

shared service processes, 260-63, 260-61, 262 

shutdown, 259-60 

SrvAny tool and running applications as, 243 

startup, 251-54, 251 

startup errors, 255-56, 255 

viewing, running inside processes, 263 

Windows 2000, 4 

Session Manager (Smss) 

boot process and, 194-96 

Recovery Console and, 202-3 

as system process, 74, 83 

viewing multiple sessions, 84 

sessions 

NetBIOS, 808 

session space, 426, 429, 429 

viewing multiple, 84 

working set, 455 

Setup.log, 42, 46, 67 
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Setup program, 177. See also boot process 

shared memory, 6, 30, 393-95, 393 

shared objects and security, 15-16 

shared service processes, 260-63, 260-61, 262 

shutdown 

service, 259-60 

system, 204-6, 204 

SIDs (security identifiers), 497-99, 499 

viewing with GetSID, 498 

signaled state, object, 160, 161-63, 161, 162 

simple volumes, 608 

single-layered driver, I/O request to, 
590-96,591 

completing, 593-96, 595, 596 

servicing interrupts, 592-93, 592, 594 

size 

cache, 654-59 

cluster, 686, 688, 689 

system memory, 384, 384 

small memory dumps, 211 

SMP. See symmetric multiprocessing (SMP) 

Smss. See Session Manager (Smss) 

soft faults, 471 

SoftICE debugging tool, 23 

software interrupts, 107-13 

asynchronous procedure call (APC), 111-13 

deferred procedure call (DPC), 107-11, 
109,110 

monitoring interrupt and DPC activity, 111 

software IRQLs. See interrupt request levels 
(IRQLs) 

spanned volumes, 625-26, 625 

sparse data, compressing, 738-40, 738, 739, 740 

sparse files, 708, 743. See also compression, NTFS 

special pool setting, 414-15, 415 

spinlocks 

kernel synchronization and, 155-57, 155,605 

viewing queued, 157 

Sporder.exe, 790 

stability, 53-55 

stable storage, registry hive, 234-35 
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exception handlers and stack frames, 115 

initial thread, 314 

IRP locations, 564-66 

standby threads, 349 

start address, viewing real, for Win32 threads, 117 

start-of-process and start-of-thread functions, 
116-18 

startup and shutdown, 177--,213 

boot process, 177-96, 178 

POSIX,57 

recovery console, 201-3 

safe mode, 196-201 

service, 251-56, 251, 255 

shutdown, 204-6, 204 

system crashes, 206-13 

Start value, driver, 574-75 

states 

page, 466 

power, 547 

process, 159, 159 

synchronization object, 160-63, 161, 162 

thread, 348--49, 348 

watching changing thread, 339--41 

stop code, 207, 208-9,213 

storage drivers, 617-24 

basic disk management, 620-21 

device naming, 619-20, 620 

disk drivers, 618 

disk performance monitoring, 624 

dynamic disk management, 621-23, 622, 623 

storage management, 607--43 

evolution ofWmdows 2000 storage, 607-9 

multipartition volume management, 624-34 

partitioning, 609-17 

storage drivers, 617-24 

volume namespace, 634--43 

stream control block (SCB), 716 

streams 

multiple data, 703--4 

stream-based caching, 650 

strings, Unicode, 17 

striped volumes, 626-27, 626, 627 

striped volumes with parity, 630-32, 631 

structured exception handling, 113. See also 
exception dispatching 

subkeys, registry, 216. See also registry 

subsystem DLLs, 37,47-50,60 

subsystems. See environment subsystems 

Support Tools, in Windows 2000, 20-21 

swapper, 381, 462-63 

symbolic links, 149, 150,226 
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symbols for kernel debugging, 23-24 

symmetric multiprocessing (SMP), 33-35, 34 

kernel mode and, 54-55 

synchronization and, 154 

system files, 42--44, 42 

thread scheduling and, 368 

Windows 2000 vs. Consumer Windows, 29 

synchronization, 153-65, 153 

executive, 158-65 

I/O processing and, 604-5,604 

kernel, 154-57, 155 

scalability and, 35 

viewing queued spinlocks, 157 

viewing wait queues, 165 

synchronous I/O, 587-88, 588 

Sysinternals.com tools, 25 

system address space layout, 424-29, 425, 427, 
428, 429 

system architecture, 27-87 

device drivers, 67-71 

environment subsystems and subsystem DLLs, 
47-60, 48 

examining undocumented interfaces, 71-74, 72 

executive, 60-63 

hardware abstraction layer (HAL), 66-67, 66 

kernel, 63-65 

key system components, 46-87,47 

Ntdll.dll, 60 

operating system model, 30-35 

overview, 35-37, 36,38 

system processes (see system processes) 
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system architecture, continued 

Windows 2000 as microkernel-based system, 31 

Windows 2000 product packaging, 38-46, 
39,40 

Windows 2000 vs. Consumer Wmdows, 28-30 

Windows NT requirements and design 
goals, 27-30 

system crashes, 206-13 

blue screen mode, 207-10,208 

crash dump files, 118,206,210-13,210 

forcing, and retrieving stop code, 213 

reasons for Windows 2000, 206-7 

system files 

core, 38 

multiprocessor-specific, 42-44, 42 

Wmdows 2000 versions and, 40 

SYSTEM hive, 230, 235 

system mechanisms, 89-176 

local procedure calls (LPCs), 171-75, 175 

object manager (see object manager) 

synchronization (see synchronization) 

system worker threads, 165-68, 167 

trap dispatching (see trap dispatching) 

Windows 2000 global flags, 168-71, 169, 170 

system memory 

determining size of, 384 

values determining size of, 384 

viewing information about, 385-87 

system memory pools, 403-17 

determining maximum sizes, 405 

Driver Verifier and, 413-17,413,415 

look-aside lists, 411-12 

monitoring usage, 406-11 

types of, 403,404 

viewing look-aside lists, 412 

system page tables, 435, 436 

system power capabilities, viewing, 551-53 

System process 

identifying system threads in, 77-78 

mapping system threads to device drivers, 
79-83 

system threads and, 74, 75-83 
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system processes, 36, 74-87 

identifying system threads in System 
process, 77-78 

Idle process, 75, 75 

listing installed services, 86-87 

local security authentication server (Lsass), 85 

logon (Winlogon), 83-85 

mapping system threads to device 
drivers, 79-83 

service control manager (SCM), 85-87 

Session Manager (Smss), 84 

System process (see System process) 

viewing multiple sessions, 84 

System properties, 43, 43,210, 210, 353, 366 

system service dispatching, 121-25, 122,123, 124 

system service dispatch table, 122, 122, 123 

system services, 3, 30, 125 

system support processes, 36 

system threads 

identifying, in System process, 77-78 

mapping, to device drivers, 79-83 

System process and, 75-83 

system worker (see system worker threads) 

System utility, 450 

systemwide cache data structures, 660-61, 660 

system worker threads, 165-68, 167 

cache manager and, 671-72 

listing, 78, 168 

system working set, 426, 455, 463-65,464, 
465,656 

T 
targeted DPC, 108 

Task Manager 

examining and specifying process and thread 
priorities, 345-46, 346 

kernel mode vs. user mode and, 12 

viewing page file usage, 452 

viewing process ID, 299-300 

viewing process information with, 297-98 

viewing process memory utilization, 
422-23,423 



Task Manager, continued 

viewing system cache, 657 

viewing system memory information, 385, 385 

TCP/IP, 820 

extensions, 840-43 

Internet Protocol security (IPSec), 841-42 

network address translation (NAT), 840-41 

Quality of Service (QoS), 842-43, 843 

TDI. See Transport Driver Interface (TDI) 

TDIMon utility, 822,822 

TEB (thread environment block), 327, 328] 
328-29 

Telephony API (TAPI), 811-13, 812 

Terminal Services 

namespace, 151-52 

registry and, 41 

Task Manager and, 520 

viewing namespace instancing, 152 

terminated threads, 349 

termination scenario, 359 

text strings, Unicode, 17 

thread environment block (TEB), 327, 328] 
328-29 

thread local storage (TLS), 5 

threads, 4--7, 6] 317-33. See also processes 

cache manager and system worker, 671-72 

creation of, with Create Thread function, 
333-35,336 

creating initial, with stack and context, 314 

data structures, 317-29, 318] 319] 31(}-1l] 
327, 328 

displaying ETHREAD and KTHREAD, 
321-27 

dumping data structure information with kernel 
debugger, 332 

examining IRP queue, 568-70 

examining TEB, 328-29 

fibers vs., 318 

GUI,365-67 

idle, 359-60 

IDs, 5 

kernel variables, 329, 329 

memory manager, 381 

threads, continued 

performance counters, 329, 329-30 

relevant functions, 330, 33(}-31 

relevant tools, 331-33, 331 

scheduling (see thread scheduling) 

starting execution of initial, 316 

system (see system threads) 

Index 

system worker (see system worker threads) 

viewing activity of, with QuickSlice, 300-301 

viewing information about, 333 

viewing real start address for Win32, 117 

viewing security information, 517-20 

thread scheduling, 337-73 

context switching, 359 

data structures, 353-54, 354] 355 

determining clock interval frequency, 350 

examining and specifying process and thread 
priorities, 345-46 

idle thread and, 359-60 

interrupt levels vs. priority levels, 347-48, 347 

mode transitions and, 11 

preemption scenario, 356-58, 357 

priority boosts (see priority boosts, thread) 

priority levels, 341-43, 341] 342 

quantum, 349-53 

quantum end scenario, 358, 358 

real-time priorities, 346-47 

relevant tools, 344-46, 344 

scenarios, 355-59 

termination scenario, 359 

thread states, 348-49, 348 

viewing ready threads, 337 

viewing state changes, 339--41 

voluntary switch scenario, 355-56,356 

watching foreground priority boosts and decays, 
363-65 

watching priority boosts for CPU starvation, 
369-71 

watching priority boosts on qUI threads, 
366-67 

Win32 APIs, 343, 343-44 

Windows 2000 and, 337-41 
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TLB (translation look-aside buffer), 439--42, 439 

Tlist command 

displaying process tree, 74 

mapping service processes, 86 

viewing process tree, 298-99 

viewing real start address for threads, 117 

viewing services running inside processes, 263 

viewing thread information, 333 

watching POSIX subsystem start, 57 

TLS (thread local storage), 5 

tokens. See access tokens 

tools, 17-25, 18-19 

Administrative Tools, 86-87 

cipher, 766, 769 

companion CD, 19-20 

Computer Management, 70, 210, 538 

CPU Stress, 363-65, 369-71 

Dependency Walker, 49, 73 

Device Driver Kit (DDK), 24-25 

Device Manager, 67, 220 

Disk Defragmenter, 713 

Disk Probe, 229,229 

DmDiag, 614-15 

Drivers utility, 70, 538 

Driver Verifier, 10,413-17, 413, 415 

Dr. Watson, 120-21 

Dumpbin,82 

Dumpchk, 212, 213 

EFSDump, 778 

Event Viewer, 44--45 

Exetype, 48, 49 

for exploring object manager, 125-26 

Filemon, 638-39, 639,792, 792 

GetSID,498 

Gflags, 168-69, 169, 170-71, 170 

HandleEx, 126,225,481 

Junction, 707 

kernel debugging, 21-24 

Kernel Memory Space Analyzer, 212 

Kernel Profiler, 102-3 

kernel variable performance counter extension 
DLL,19-20 
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tools, continued 

Linkd,707 

LiveKd, 19-20, 23,405 

Microsoft kernel debuggers, 21-23 (see also 
kernel debuggers) 

Nbstat command, 809 

Network Monitor, 830-32, 831, 832 

Nfl,720-23 

Nthandle, 126, 138 

Object viewer (see Object viewer) 

OH,480-81 

Performance Data Helper, 222 

Performance tool, 20 (see also 
Performance tool) 

Pfmon, 471-72 

PipeList, 790-92 

Platform Software Development Kit (SDK), 24 

Poolmon, 406-7 

Process Control Manager, 376 

Process Explode, 146, 517-20, 518 

process-related, 295-303, 296 

Process Viewer (see Process Viewer) 

Pstat, 70-71 

Regedit and Regedt32, 216, 221 

Registry Monitor, 223 

resource kits, 21 

Setup.log, 42, 46, 67 

SoftICE,23 

Sporder, 790 

SrvAny, 243 

Support Tools, 20-21 

symbols for kernel debugging, 23-24 

System properties, 43 

systems internals, 25 

System utility, 450 

Task Manager (see Task Manager) 

TDIMon, 822,822 

thread-related, 331-33, 331 

thread scheduling-related, 344--46, 344 

Tlist command (see Tlist command) 

Windows NT Diagnostics, 44--45 

Working Set Tuner, 455 



tracing, enabling image loader, 170-71 

transactions, atomic, 700-701 

transaction table, 756-57 

transition threads, 349 

translation, address. See address translation 

translation look-aside buffer (TLB), 439-42, 439 

Transport Driver Interface (TDI) 

clients, 782 

protocols, 820-21 

transports, 783 

watching activity of, 822 

trap, 89 

trap dispatching, 89-125, 90 

exception dispatching (see exception 
dispatching) 

interrupt dispatching (see interrupt dispatching) 

system service dispatching, 121-25, 122, 
123,124 

trap handlers and, 89-91, 90 

trap frames, 90-91 

type objects, 130, 132-34, 133, 134 

types, object, 14, 129 

U 
UDP format, 685 

undocumented interfaces, 71-74, 72 

undo information, 752-54, 753 

undo pass of recovery, 758-61, 759 

unhandled exceptions, 120-21 

Unicode, 17, 705 

uniprocessor-specific system files, 42-44, 42 

UNIX, POSIX and, 55-56 

unnamed communication port, 175 

update records, 752-54, 753 

user accounts, 245, 246 

user address space layout, 420-24,420,421,422 

user applications, 36 

running, as services, 243 

safe-mode-aware, 199-200 

USER functions, 37, 51, 53-55 

Userinit, 199, 526 
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user logon steps, 523-26. See also logon process 
(Wmlogon) 

user mode 

APCs, 112 

components, 36, 36 

job CPU time limits, 374-75 

kernel mode vs., 9-13,11,30-32 

thread scheduling and, 357 

user profiles, 218-29 

v 
variables, kernel 

address space, 421 

cache flush operations, 668 

cache MDL activity, 680 

cache physical size and page fault, 656 

cache read activity, 676 

cache virtual size and address, 655 

examining, 19, 170-71 

fast I/O, 674 

lazy writer, 666 

memory manager, 383-84 

physical memory, 478 

pinning and mapping activity, 678 

process-related, 293, 293 

system pool size, 404 

system space regions, 427 

thread-related, 329, 329 

thread-scheduling, 355 

working set-related, 459, 465 

VerifyVersionlnfo function, 41 

versions, Wmdows 2000. See product packaging 

views 

cache, 651-54, 652, 653 

section, 394 

virtual address control blocks (VACBs), 660-65, 
660, 663, 664 

virtual address descriptors (VADs), 6, 
452-54, 453 

viewing, 454 

virtual address read-ahead, 670 
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virtual address space. See address space 

virtual address translation, 431-33, 431, 432. See 
also address translation 

virtual block caching, 649 

virtual cluster numbers (VCNs), 718 

virtual device drivers (VDDs), 535 

virtual files, 530 

virtual memory, 7-9, 8, 9, 379-80. See also 
address space; memory management 

cache size, 654, 655 

job and process limit, 376 

virtual private network (VPN) remote access, 834 

volume manager, 625 

volume namespace, 634-43 

examining VPBs, 640-41 

~ount~anagerand,634-36, 635 

mount points, 636-39 

recursive mount points, 638-39 

volume mounting, 639-43, 642 

volume parameter blocks (VPBs), 639-41 

volumes 

I/O operations, 632-34, 633 

multipartition (see multipartition volume 
management) 

namespace (see volume namespace) 

NTFS, 717, 717 

per-user quotas, 709-10, 710 

simple and multipartition, 608-9 

voluntary switch scenario, 355-56, 356 

W 
wait blocks, 163-64, 164 

wait hint, 259 

waiting threads, 349 

wait operations 

APCs and, 112-13 

dispatcher objects and, 159-60, 159 

priority boosts after, 362-65 

viewing wait queues, 112-13, 165 

voluntary switch scenario and, 355-56, 356 

well-known SIDs, 499 
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functions, 3 (see also functions) 

thread scheduling functions, 343, 343-44 

Wmdows family and, 2-3, 29 

Win32 subsystem (Csrss), 51-55 

boot process and, 194-96 

device name mappings, 560-61 

notitying, about new process, 314-16 

security, 16 

services, 236 (see also services) 

stability, 53-55 

as system process, 74 

viewing real start address for threads, 117 

Win32 API and, 2-3 

Win64 API, 380 

Windbg.exe, 19,21. See also kernel debuggers 

windowing and graphics system, 37 

Windows. See ~crosoft Windows operating 
system family 

Windows Driver ~odel (WD~), 28, 68-69, 
529,534 

Windows ~anagement Instrumentation (W~I), 
265-75, 276, 529 

architecture, 266-67, 266 

class association, 273-74, 274 

Common Information ~odel (CI~) and 
~anaged Object Format (~OF) language, 
269-72,270 

implementation, 275 

manager, executive and, 62 

namespace, 272-73 

providers, 268-69, 268 

security, 275, 276 

Windows Sockets (Wmsock), 793-98 

extending, 795-96 

extensions, 794-95 

implementation, 797-98, 797 

operation, 793-94, 794 

viewing service providers, 796 

Windows Sockets Configuration utility, 796 

window stations, 246-47, 247 



Winlogon. See logon process (Winlogon) 

Winobj.exe. See Object viewer 

WMI. See Windows Management 
Instrumentation (WMI) 

worker threads. See system worker threads 

working set manager, 381 

working sets, 379,455-65 

accounting for, 388 

balance set manager and swapper, 462-63 

examining cache, 658-59 

job minimum and maximum, 375 

management, 457-62, 457, 459 

paging policies, 455-57, 456 

system, 463-65,464,465 

viewing process working set sizes, 460 

viewing working set list, 461-62 

Working Set Tuner tool, 455 

work items, 166 

write-back caching and lazy writing, 665-69, 666 

calculating dirty page threshold, 666-67, 
667, 668 

disabling lazy writing for file, 668 

file system operation .and, 699 

flushing mapped files, 669 

forcing write through to disk, 668, 668 

WriteProcessMemory function, 6 

write throttling, 680-81 

viewing parameters, 681 

write-through algorithm, 747 

x 
x86 system space, 428 
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zero-initialized pages, 390-91 
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Winternals Software develops advanced utilities for Microsoft Windows NT/2000' systems, 
including repair and recovery products that minimize downtime and data loss. These products are 
unique in that they do not have to be installed at the time of a system crash. Instead, our software 
can recover downed workstations and servers after a problem occurs. Misconfigured systems, lost 
passwords, corrupt files, and lock-ups can be quickly and easily repaired with Winternals Software. 

The Administrator's Pak 

nore information 
900408-8415 

sit our website at 
/ /www.wlnterna/s.com 

fERD Commander Professional Edition allows recovery of dead 
and misconfigured Windows NT" installations with our innovative 
boot-floppy approach. 

Remote Recover allows access and facilitates repair to dead, 
unbootable systems over your network via a TCP/IP connection. 

NTFSDOS Professional Edition provides read/write capability 
to NTFS file systems from MS-DOS, aimed at disaster recovery. 

NTRecover accesses and recovers non-booting 
Windows NT" machines by using an adjacent 

computer connected via a serial cable. 

Locksmith circumvents the Windows 
NT" security system to allow replace­

ment of lost administrative passwords. 

MonitorIng Tools monitor file and registry 
activity on machines throughout your network. 

TCPView Professional Edition monitors TCP /IP 
activity related to individual processes over a network. 

~JinfifiialS 
Adva nced System sTools 

I Winternals Software. All rights reserved. W(nternals is a trademark of W1nternals Software LP. 
rft, Windows, Windows NT, Windows 2000. and MS DOS are registered trademarks of Microsoft Corporation In the United States and/or other countries. 





Learn to write drivers 
the easy way­

'ith help from a Windows 
Driver Model authority. 

U.K. 
Canada 

£32.99 [V.A.T. included] 
$74.99 

ISBN 0-7356-0588-2 

Press® products are available worldwide wherever quality 
books are sold. For more information, contact your book or 
retailer, software reseller, or local Microsoft Sales Office, or visit 
.ite at mspress.microsoft.com. To locate your nearest source for 
Press products, or to order directly, call1-800-MSPRESS in the 
mada, call 1-800-268-2222). 

j availability dates are subject to change. 

The new driver model for Microsoft 

Windows 98 and Windows 2000 supports 

Plug and Play, provides power management 

capabilities, and expands on the driver/ 

minidriver approach. PROGRAMMING THE 

MICROSOF~ WINDOWS® DRIVER MODEL is the 

official guide to the Windows Driver Model. 

Written by device-driver programming expert 

Walter Oney in close cooperation with the 

Microsoft Windows DDK team, it provides 

extensive practical examples, illustrations, 

advice, and line-by-line analysis of 

codesamples to clarify real-world 

programming issues. 

mspress.microsoft.com 





MICROSOFT LICENSE AGREEMENT 
Book Companion CD 

'ORTANT-READ CAREFULLY: This Microsoft End-User License Agreement ("EULA") is a legal agreement between you 
her an individual or an entity) and Microsoft Corporation for the Microsoft product ident~ied above, which includes computer 
tware and may include associated media, printed materials, and "online" or electronic documentation ("SOFTWARE PROD­
:1'l Any component included within the SOFTWARE PRODUCT that is accompanied by a separate End-User License 
reement shall be governed by such agreement and not the terms set forth below. By installing, copying, or otherwise using the 
IFTWARE PRODUCT, you agree to be bound by the terms of this EULA.lf you do not agree to the terms of this EULA, you are 
authorized to install, copy, or otherwise use the SOFTWARE PRODUCT; you may, however, return the SOFTWARE PROD­

:T, along with all printed materials and other items that form a part of the Microsoft product that includes the SOFTWARE 
ODUCT, to the place you obtained them for a full refund. 

IFTWARE PRODUCT LICENSE 

: SOFTWARE PRODUCT is protected by United States copyright laws and international copyright treaties, as well as other intel­
ual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold. 

[;RANT OF LICENSE. This EULA grants you the following rights: 

I. Software Product. You may install and use one copy of the SOFTWARE PRODUCT on a single computer. The primary user 
of the computer on which the SOFTWARE PRODUCT is installed may make a second copy for his or her exclusive use on a 
portable computer. 

J. StoragelNetwork Use. You may also store or install a copy of the SOFTWARE PRODUCT on a storage device, such as a 
network server, used only to install or run the SOFTWARE PRODUCT on your other computers over an internal network; 
however, you must acquire and dedicate a license for each separate computer on which the SOFTWARE PRODUCT is 
installed or run from the storage device. A license for the SOFTWARE PRODUCT may not be shared or used concurrently on 
different computers. 

:. License Pak. If you have acquired this EULA in a Microsoft License Pak, you may make the number of additional copies of 
the computer software portion of the SOFTWARE PRODUCT authorized on the printed copy of this EULA, and you may use 
each copy in the manner specified above. You are also entitled to make a corresponding number of secondary copies for 
portable computer use as specified above. 

I. Sample Code. Solely with respect to portions, if any, of the SOFTWARE PRODUCT that are identified within the SOFT­
WARE PRODUCT as sample code (the "SAMPLE CODE"): 

i. Use and Modification. Microsoft grants you the right to use and modify the source code version of the SAMPLE CODE, 
provided you comply with subsection (d)(iii) below. You may not distribute the SAMPLE CODE, or any modified version 
of the SAMPLE CODE, in source code form. 

ii. Redistributable Files. Provided you comply with subsection (d)(iii) below, Microsoft grants you a nonexclusive, royalty­
free right to reproduce and distribute the object code. version of the SAMPLE CODE and of any modified SAMPLE 
CODE, other than SAMPLE CODE, or any modified version thereof, designated as not redistributable in the Readme file 
that forms a part of the SOFTW ARE PRODUCT (the "Non-Redistributable Sample Code"). All SAMPLE CODE other 
than the Non-Redistributable Sample Code is collectively referred to as the "REDISTRIBUTABLES." 

iii. Redistribution Requirements. If you redistribute the REDISTRIBUTABLES, you agree to: (i) distribute the 
REDISTRIBUT ABLES in object code form only in conjunction with and as a part of your software application product; 
(ii) not use Microsoft's name, logo, or trademarks to market your software application product; (iii) include a valid 
copyright notice on your software application product; (iv) indemnify, hold harmless, and defend Microsoft from and 
against any claims or lawsuits, including attorney's fees, that arise or result from the use or distribution of your software 
application product; and (v) not permit further distribution of the REDISTRffiUTABLES by your end user. Contact 
Microsoft for the applicable royalties due and other licensing terms for all other uses andlordistribution of the 
REDISTRIBUTABLES. 

)ESCRIPTION OF OTHER RIGHTS AND LIMITATIONS. 

Limitations on Reverse Engineering, Decompilation, and Disassembly. You may not reverse engineer, decompile, or 
disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is expressly permitted by applicable 
law notwithstanding this limitation. 

Separation of Components. The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be 
separated for use on more than one computer. 

Rental. You may not rent, lease, or lend the SOFTWARE PRODUCT. 

Support Services. Microsoft may, but is not obligated to, provide you with support services related to the SOFTWARE 
PRODUCT ("Support Services"). Use of Support Services is governed by the Microsoft policies and programs described in the 



user manual, in "online" documentation, and/or in other Microsoft-provided materials. Any supplemental software code 
provided to you as part of the Support Services shall be considered part of the SOFTWARE PRODUCT and subject to the 
terms lind conditions of this EULA. With respect to technical information you provide to Microsoft as part of the Support 
Services, Microsoft may use such information for its business purposes, including for product support and development. 
Microsoft will not utilize such technical information in a form that personally identifies you. 

• Software Transfer. You may permanently transfer all of your rights under this EULA, provided you retain no copies, YOl 

transfer all of the SOFTWARE PRODUCT (including all component parts, the media and printed materials, any upgrades 
this EULA, and, if applicable, the Certificate of Authenticity), and the recipient agrees to the terms of this EULA. 

• Termination. Without prejudice to mly other rights, Microsoft may terminate this EULA if you fail to comply with the 
terms and conditions of this EULA. In such event, you must destroy all copies of the SOFTWARE PRODUCT and .all of i 
component parts. 

3. COPYRIGHT. All title and copyrights in and to the SOFTWARE PRODUCT (including but not limited to any images, 
photographs, animations, video, audio, music, text, SAMPLE CODE, REDISTRIBUTABLES, and "applets" incorporated iI 
the SOFTWARE PRODUCT) and any copies of the SOFTWARE PRODUCT are owned by Microsoft or its suppliers. The 
SOFTWARE PRODUCT is protected by copyright laws and international treaty provisions. Therefore, you must treat the 
SOFTWARE PRODUCT like any other copyrighted material except that you may install the SOFTWARE PRODUCT on a 
single computer provided you keep the original solely for backup or archival purposes. You may not copy the printed mated 
accompanying the SOFTWARE PRODUCT. 

4. U.S. GOVERNMENT RESTRICTED RIGHTS. The SOFTWARE PRODUCT and documentation are provided with 
RESTRICTED RIGHTS. Use, duplication, or disclosure by the Government is subject to restrictions as set forth in subpara­
graph (c)(I)(ii) of the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs 
(c)(I) and (2) of the Commercial Computer Software-Restricted Rights at 48 CPR 52.227-19, as applicable. Manufacturer 
Microsoft Corporation/One Microsoft WaylRedmond, WA 98052-6399. 

5. EXPORT RESTRICTIONS. You agree that you will not export or re-export the SOFTWARE PRODUCT, any part thereo 
or any process or service that is the direct product of the SOFTWARE PRODUCT (the foregoing collectively referred to as t 
"Restricted Components"), to any country, person, entity, or end user subject to U.S. export restrictions. You specifically agJ 
not to export or re-export any of the Restricted Components (i) to any country to which the U.S. has embargoed or restricted 
the export of goods or services, which currently include, but are not necessarily limited to, Cuba, Iran, Iraq, Libya, North 
Korea, Sudan, and Syria, or to any national of any such country, wherever located, who intends to transmit or transport the 
Restricted Components back to such country; (ii) to any end user who you know or have reason to know will utilize the 
Restricted Components in the design, development, or production of nuclear, chemical, or biological weapons; or (iii) to any 
end user who has been prohibited from participating in U.S. export transactions by any federal agency of the U.S. governmel 
You warrant and represent that neither the BXA nor any other U.S. federal agency has suspended, revoked, or denied your 
export privileges. 

DISCLAIMER OF WARRANTY 

NO WARRANTIES OR. CONDITIONS. MICROSOFT EXPRESSLY DISCLAIMS ANY WARRANTY OR CONDmON FOI< 
THE SOFTWARE PRODUCT. THE SOFTWARE PRODUCT AND ANY RELATED DOCUMENTATION ARE PROVIDED ", 
IS" WITHOUT WARRANTY OR CONDmON OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT 
LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR 
NONINFRINGEMENT. THE ENTIRE RISK ARISING OUT OF USE OR PERFORMANCE OF THE SOFTWARE PRODUCT 
REMAINS WITH YOU. 

LIMITATION OF LIABll..ITY. TO THE MAXIMUM EXTENT PERMITTED BY APPUCABLE LAW, IN NO EVENT SHAI 
MICROSOFT OR ITS SUPPUERS BE UABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT, OR CONSEQUENTIAL 
DAMAGES WHATSOEVER (INCLUDING, WITHOUT UMlTATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, 
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS) ARISING OUT' 
THE USE OF OR INABILITY TO USE THE SOFTWARE PRODUCT OR THE PROVISION OF OR FAILURE TO PROVIDE 
SUPPORT SERVICES, EVEN IF MICROSOFT HAS BEEN ADVISED OF THE POSSmILITY OF SUCH DAMAGES. IN ANY 
CASE, MICROSOFT'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS EULA SHALL BE LIMITED TO THE 
GREATER OF THE AMOUNT ACTUALLY PAID BY YOU FOR THE SOFTWARE PRODUCT OR US$5.00; PROVIDED, 
HOWEVER, IF YOU HAVE ENTERED INTO A MICROSOFT SUPPORT SERVICES AGREEMENT, MICROSOFT'S ENTIR 
UABILITY REGARDING SUPPORT SERVICES SHALL BE GOVERNED BY THE TERMS OF THAT AGREEMENT. 
BECAUSE SOME STATES AND JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF UABILITY, 
THE ABOVE LIMITATION MAY NOT APPLY TO YOU. 

MISCELLANEOUS 

This EULA is governed by the laws of the State of Washington USA, except and only to the extent that applicable law mand! 
governing law of a different jurisdiction. 

Should you have any questions concerning this EULA, or if you desire to contact Microsoft for any reason, please contact 
Microsoft subsidiary serving your country, or write: Microsoft Sales Information Center/One Microsoft WaylRedmond, , 
98052-6399. 

PN 097-000229 
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Inside 
~ndOWS2000 

Third Edition 
The comprehensive developer's guide 
to the Microsoft Windows 2000 kernel 
Master the inner workings of Microsoft's premier operating system 
with this newly updated gu ide to the Microsoft Windows 2000 core 
architecture and internals. Written in partnership with the product 
development team and with full access to the Windows 2000 source 
code, this book provides a detailed look beneath the surface of 
Windows 2000. It's packed with the latest concepts and terms, kernel 
and source code specifics, undocumented interfaces, component 
and tool descriptions, and architectural perspectives that reveal the 
inner workings of Windows 2000. In short, it delivers all the minute 
details that developers need to debug code and to make better design 
decisions. Administrators also will find this book invaluable for 
understanding system performance and troubleshooting problems. 

Taking you deep Inside Windows 2000, this book gives you: 

• Valuable details on topics such as multiprocessor support, thread 
scheduling, interrupt handling, memory management, security, I/O 
processing, file system drivers, and file cach ing. 

• New Information about subjects such as the boot and shutdown 
processes, blue screen crashes, registry internals, Microsoft Win32· 
service internals, Windows Management Instrumentation (WMI), 
Address Windowing Extensions (AWE), Plug and Play, power 
management, the Windows Driver Model (WDM), storage 
architecture, NTFS enhancements, and networking. 

• Hands-on experiments that demonstrate how to use the latest 
util ities to see the internal behavior of Windows 2000. 

• Abundant Insights that you can quickly apply for better design, 
debugging, performance, and troubleshooting 

U.S.A. 
U.K. 
Canada 

$49.99 
£32.99 [VAT. included] 

$72.99 
[Recommended] 
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I SBN 0-7356- 1021- 5 
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