
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































\_ 814AB030 Directory __ <32> \Device\Scsi 

1- 81319030 Directory __ <30> \Windows 

> I 1- E2615520 Port <24> SbApiPort 

> I 1- E260E1AO Port <24> ApiPort 

ACCESSING LIVE SYSTEM OBJECTS 445 

I \_ 812FC810 Directory __ <32> \Windows\WindowStations 

_ 81319150 Directory __ <30> \RPC Control 

> 1- E26B6A20 Port <24> tapsrvlpc 

> 1- E3228440 Port <24> OLE3c 

> j_ E269F360 Port <24> spoolss 

> 1- E269B6EO Port <24> OLE2 

> 1- E2C96C60 Port <24> OLE3f 

> 1- E1306BCO Port <24> OLE3 

> 1- E269BD20 Port <24> LRPC0000021c.00000001 

> 1- E276D520 Port <24> OLE5 

> 1- E2699D40 Port <24> OLE6 

> 1- E2697COO Port <24> OLE? 

> 1- E26F0AEO Port <24> ntsvcs 

> 1- E26B6B20 Port <24> policyagent 

> 1- E2814CA0 Port <24> OLEa 

> 1- E29DC3CO Port <24> OLEb 

> 1- E304C8AO Port <24> OLE40 

> 1- E3165660 Port <24> OLE41 

> 1- E26979AO Port <24> epmapper 

> 1- E13069AO Port <24> senssvc 

> I \_ E2C8D040 Port <24> OLE42 

1- 812FD030 Directory __ <30> \BaseNamedObjects 

I \_ 812FDF50 Directory __ <30> \BaseNamedObjects\Restricted 

1- 8149CBDO Directory __ <32> \?? 

1- 81485030 Directory __ <32> \FileSystem 

1- 8149CCBO Directory __ <32> \ObjectTypes 

1- 81499C50 Directory __ <32> \Security 

> I \_ 8121EB20 <24> TRKWKS_PORT 

1- 8149B2DO Directory __ <32> \Callback 

\ 81446E90 Directory __ <30> \KnownDlls 

54 objects 

EXAMPLE 7-4. Output of the Command w2k_obj +atf *port 2 /root 

Note that Directory objects are always included in the list, even though the 
type name pattern doesn't match them. Otherwise, it would be unclear to which node 
in the directory hierarchy the matching objects are assigned. The > characters in the 
first display column act as visual cues that distinguish the objects with a matching 
object type from the additional Directory objects. 
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WHERE DO WE GO FROM HERE? 

So much could still be said about Windows 2000 internals. But the number of 
words fitting into a reasonably sized book is limited, so it must end somewhere. 
The seven chapters of this book were tough reading, but maybe it was thrilling as 
well. If you are now seeing Windows 2000 with different eyes, I have reached my 
goal. If you are a programming or debugging tool developer, the programming and 
interfacing techniques in this book will help you add value to your products that 
none of the competitive tools can currently offer. If you are developing other kinds 
of software for Windows 2000, the understanding of the inner system dynamics 
imparted by this book will help you writing more efficient code that optimally 
exploits the features of your operating system. I also would like this book to spur 
the inquiring minds of developers everywhere, kicking off an avalanche of research 
that unveils the mysteries that still surround most parts of the Windows 2000 
kernel. I never believed that treating the operating system as a black box was a 
good programming paradigm-and I still don't believe it. 



APPENDIX A 

Kernel 
Debugger 
Commands 

The following tables provide a quick reference to the Windows 2000 Kernel Debug­
ger's console command interface, described in Chapter 1. 

TABLE A-1. Built-in Kernel Debugger Commands 

COMMAND DESCRIPTION 

A [<address>] Assemble 

BA[#] <elrlwli><11214> <address> 

BC[<bp>] 

BD[<bp>] 

BE[<bp>] 

BL[<bp>] 

BP[#] <address> 

C <range> <address> . 

D [type] [<range>] 

E[ type] <address> [dist>] 

F <range> dist> 

G [=<address> [<address> ... ]] 

l<type> <port> 

]<expression> [']cmdl ['];[']cmd2['] 

K[B] <count> 

Address breakpoint 

Clear breakpoint(s) 

Disable breakpoint(s) 

Enable breakpoint(s) 

List breakpoint(s) 

Set breakpoint 

Compare memory 

Dump memory 

Enter 

Fill memory 

Go to address 

Read from 1/0 port 

Conditional execution 

Stack trace 

KB.= <base> <stack> <ip> Stack trace from specific state 

(continued) 

447 
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TABLEA-1. (continued) 

COMMAND 

L{+l-J[lost*] 

LN <expression> 

LS[.] [dirst>][,<count>] 

LSA <address>[,dirst>] [,<count>] 

LSC 

LSF[-] <file> 

M <range> <address> 

N [<radix>] 

P[R] [=<address>] [<value>] 

Q 
#R 

R[F] [L] [M <expression>] [[<register> [ = <expression>]]] 

Rm[?] [<expression>] 

S <range> dist> 

SS <n I a I w> 

SX [eld [<event>l*kexpression>]] 

T[R] [=<address>] [<expression>] 

U [<range>] 

O<type> <port> <expression> 

X [<*lmodule>!]<*lsymbob 

.cache [size] 

.logopen [<file>] 

.loga ppend [<file>] 

.logclose 

.reboot 

.reload 

-<processor> 

? <expression> 

#<string> [address] 

$< <filename> 

DESCRIYI10N 

Control source options 

List nearest symbols 

List source file lines 

List source file lines at address 

Show current source file and line 

Load or unload a source file for 
browsing 

Move memory 

Set I show number radix 

Program step 

Quit debugger 

Multiprocessor register dump 

Get/set register/flag value 

Control prompt register output mask 

Search memory 

Set symbol suffix 

Exception 

Trace 

Unassemble 

Write to 1/0 port 

Examine symbols 

Set virtual memory cache size 

Open new log file 

Append to log file 

Close log file 

Reboot target machine 

Reload symbols 

Change current processor 

Display expression 

Search for a string in the disassembly 

Take input from a command file 



TABLE A-2. Command Argument Types Used in Table 1-1 

ARGUMENT DESCRIPTION 

<address> #<16-bit protect-mode [seg:]address> 

&<V86-mode [seg:]address> 

<event> ct, et, ld, av, cc 

APPENDIXA 449 

<expression> operators:+ - *I not by wo dw poi mod(%) and(&) xor(A) or(I) hi low 

operands: number in current radix, public symbol, <register> 

<flag> iopl, of, df, if, tf, sf, zf, af, pf, cf 

dist> <byte> [<byte> ... ] 

<pattern> [(nt I <dll-name>)!]<var-name> (<var-name> can include? and*) 

<radix> 8, 10, 16 

<range> <address> <address> 

<address> L <count> 

<register> 

<type> 

[e]ax, [e]bx, [e]cx, [e]dx, [e]si, [e]di, [e]bp, [e]sp, [e]ip, [e]fl 

al, ah, bl, bh, cl, ch, dl, dh, cs, ds, es, fs, gs, ss 

crO, cr2, cr3, cr4, drO, drl, dr2, dr3, dr6, dr7 

gdtr, gdtl, idtr, idtl, tr, ldtr 

b (BYTE) 

w(WORD) 

d[s] (DWORD [with symbols]) 

q(QWORD) 

f(FLOAT) 

D (DOUBLE) 

a (ASCII) 

c (DWORD and CHAR) 

u (Unicode) 

slS (ASCII/Unicode string) 

1 (list) 
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TABLEA-3. Bang Commands Exported by kdextx8 6 . dll 

COMMAND 

!ad <Address> [flags] 

!apic [base] 

!arbiter [flags] 

!arblist <address> [flags] 

!bugdump 

!bushnd 

!bushnd <address> 

!ca <address> [flags] 

!callback <address> [num] 

!calldata <table name> 

!cbreg <BaseAddr> I %%<PhyAddr> 

!cmreslist <CM Resource List> 

!cxr 

!db <physical address> 

!dblink <address> [count] [bias] 

!des <Bus>.<Dev>.<Fn> 

!dd <physical address> 

!defwrites 

!devext <address> <type> 

!devnode <node> [flags] [service] 

DESCRIPTION 

Display the ACL 

Dump local APIC 

Display all arbiters and arbitrated ranges 

flags: 1 1/0 arbiters 

2 Memory arbiters 

4 IRQ arbiters 

8 DMA arbiters 

10 Bus number arbiters 

Dump set of resources being arbitrated 

flags: 1 Include Interface and Slot info per device 

Display bug check dump data 

Dump HAL "BUS HANDLER" list 

Dump HAL "BUS HANDLER" structure of handler <address> 

Dump control area of a section 

Dump callback frames for specified thread 

Dump call data hash table 

Dump CardBus registers 

Dump CM resource list 

Dump context record at specified address 

Display physical memory BYTEs 

Dump a list via its blinks 

Dump PCI ConfigSpace of device 

Display physical memory DWORDs 

Dump deferred write queue and triages cached write throttles 

Dump device extension at <address> of type <type> <type> 
PCI, PCMCIA, USBD, OpenHCI, USBHUB, UHCD, HID 

Dump device node 

node: 0 List main tree 

1 List pending removals 

2 List pending ejects 

addr List specified node 

flags: 1 Dump children 

2 Dump CM Resource List 

4 Dump 1/0 Resource List 

8 Dump translated CM Resource List 

10 Dump only nodes that aren't started 

20 Dump only nodes that have problems 

service: If present, only nodes driven by this service dumped 
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TABLE A-3. Bang Commands Exported by kdextxB 6. dll 

COMMAND DESCRIPTION 

!devobj <device> Dump device object and IRP queue 

<device> Device object address or name 

!devstack <device> 

!dflink <address> [count] [bias] 

bias 

!drivers 

!drvobj <driver> [flags] 

!eh <physical address> <BYTE list> 

!ed <physical address> 

!errlog 

!exca <BasePort>.<SktNum> 

!exqueue [flags] 

!exr <address> 

!filecache 

!filelock <address> 

!filetime 

!fpsearch <address> 

!frag [flags] 

Dump device stack associated with device object 

Dump a list via its £links 

Mask of bits to ignore in each pointer 

Display information about all loaded system modules 

Dump driver object and related information 

<driver> Driver object address or name 

flags: 1 Dump device object list 

2 Dump driver entry points 

Enter BYTE values to physical memory 

Enter DWORD values to physical memory <DWORD list> 

Dump the error log contents 

Dump ExCA registers 

Dump the ExWorkerQueues 

flags: 1/2/4 Same as !thread I !process 

10 Only critical work queue 

20 Only delayed work queue 

40 Only hypercritical work queue 

Dump exception record at specified address 

Dump information about the file system cache 

Dump file lock structure 

Dump 64-bit FILETIME as a human-readable time 

Find a freed special pool allocation 

Display kernel mode pool fragmentation 

flags: 1 List all fragment information 

2 List allocation information 

3 Both 

!gentable <address> Dump the given rtl_generic_table 

!handle <address> <flags> <process> Dump handle for a process 

<TypeName> 

flags: 2 Dump nonpaged object 

!heap <address> [flags] Dump heap for a process 

address: Desired heap to dump or 0 for all 

flags: -v Verbose 

-f Free List entries 

-a All entries 

(continued) 
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TABLEA-3. Bang Commands Exported by kdextx8 6 . dll 

COMMAND 

!help 

!HidPpd <address> <flags> 

lib <port> 

!id <port> 

!ioapic [base] 

!ioreslist <10 Resource List> 

!irp <address> <dumpleveb 

!irpfind [pool type] [restart addr] 
[ <irpsearch> <address>] 

!iw <port> 

!job <address> [<flags>] 

!locks [-v] <address> 

!lookaside <address> <options> 
<depth> 

!!pc 

!memusage 

!mps 

!mtrr 

!npx [base] 

!ob <port> 

DESCRIPTION 

-s Summary 

-x Force a dump even if the data is bad 

Display command help 

Dump preparsed Data of HID device 

Read a BYTE from an 1/0 port 

Read a DWORD from an 1/0 port 

Dump 1/0 APIC 

Dump 1/0 resource requirements list 

Dump IRP at specified address 

address== 0 Dump active IRPs (checked only) 

dumplevel:O 

1 

2 

Basic stack info 

Full field dump 

Include tracking information (checked only) 

Search pool for active IRPs 
pooltype: 0 Nonpaged pool (default) 

1 Paged pool 

2 Special pool 

restart addr If present, scan will be restarted from here in pool 

<irpsearch> Specifies filter criteria to find a specific IRP: 

userevent 

device 

fileobject 

mdlprocess 

thread 

Irp.UserEvent ==<address> 

Stack location: DeviceObject == <address> 

Irp.Tail.Overlay.Origina!FileObject ==<address> 

Irp.MdlAddress.Process ==<address> 

Irp.Tail.Overlay.Thread ==<address> 

arg One of the arguments == <address> 

Read a WORD from an 1/0 port 

Dump JobObject at <address>, processes in job 

Dump kernel-mode resource locks 

Dump lookaside lists 
options: 1 Reset list counters 

2 Set list depth to <depth> 

Dump LPC ports and messages 

Dump the page frame database table 

Dump MPS BIOS structures 

DumpMTTR 

Dump NPX save area 

Write a BYTE to an 1/0 port 
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TABLEA-3. Bang Commands Exported by kdextx86. dll 

COMMAND DESCRIPTION 

!obja <TypeName> Dump an object manager object's attributes 

!object <-r I Path I address I 0 TypeName>Dump an object manager object 

!od <port> 

!ow <port> 

!patch 

!pci [flag] [bus] [device] [function] 

!pciir 

!pcitree 

!per 

!pfn 

!pie 

!pnpevent <address> 

!pocaps 

!podev <devobj> 

!polist 

!polist [ <devobj>] 

!ponode 

!popolicy 

!poproc <Address> 

!pool <address> [detail] 

-r Force reload of cached object pointers 

Write a DWORD to an I/O port 

Write a WORD to an I/O port 

Enable and disable various driver flags 

Dump PCI typel configuration [rawdump:minaddr] [maxaddr] 

flag: Ox01 Verbose 

Ox02 From bus 0 to 'bus' 

Ox04 Dump raw BYTEs 

Ox08 Dump raw DWORDs 

Ox10 Do not skip invalid devices 

Ox20 Do not skip invalid functions 

Ox40 Dump capabilities if found 

Ox80 Dump device specific on VendorID:8086 

Dump the PCI IRQ routing table 

Dump the PCI tree structure 

Dump the Processor Control Region (PCR) 

Dump the page frame database entry for the physical page 

Dump PIC (8259) information 

Dump specified PNP event, or all events if <address> == 0 

Dump system power capabilities 

Dump power relevant data in device object 

Dump power IRP serial list 

Dump power IRP serial list entries for specified devobj 

Dump power device node stack (devnodes in power order) 

Dump system power policy 

Dump processor power state. 

Dump kernel mode heap 

address: 0 Only the process heap (default) 

-1 All heaps in the process 

else Pool entry 

detail: 0 Summary Information 

1 Summary + location/size of regions 

2 Display information only for address 

(continued) 
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TABLEA-3. Bang Commands Exported by kdextx8 6 . dl 1 

COMMAND 

!poolfind <tag> [pooltype] 

!poolused [flags [TAG]] 

!poReqList [<devobj>] 

!portcls <devobj> [flags] 

!potrigger <address> 

!process [flags] [image name] 

! processfields 

!pte 

!ptov <PhysicalPageNumber> 

!qlocks 

!range <RtlRangeList> 

!ready 

!reghash 

!regkcb <address> 

!regpool [sir] 

DESCRIPTION 

3 Summary + blocks in committed regions 

4 Summary+ free lists 

Find occurrences of the specified pool <tag> 

<tag> 

pooltype: 

Four-character tag, * and ? are wild cards 

0 Nonpaged pool (default) 

1 Paged pool 

2 Special pool 

Dump usage by pool tag 

flags: 1 Verbose 

2 Sort by NonPagedPool Usage 

4 Sort by PagedPool Usage 

Dump PoRequestedPowerlrp created Power IRPs 

Dump portcls data for portcls bound devobj 

flags: 1 Port dump 

2 Filter dump 

4 Pin dump 

8 Device context 

10 Power info 

100 Verbose 

200 Really verbose 

Dump POP __:ACTION_ TRIGGER 

Dump process at specified address 

flags: 1 Don't stop after Cid/Image information 

2 Dump thread wait states 

4 Dump only thread states 

6 Dump thread states and stack 

Show offsets to all fields in the EPROCESS structure 

Dump the corresponding PDE and PTE for the entered address 

Dump all valid physical/virtual mappings for a page directory 

Dump state of all queued spin locks 

Dump RTL_RANGE_LIST 

Dump state of all ready system threads 

Dump registry hash table 

Dump registry key-control-blocks 

Dump registry allocated paged pool 

s Save list of registry pages to temporary file 

r Restore list of registry pages from temporary file 
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TABLEA-3. Bang Commands Exported by kdextxB 6 . dll 

COMMAND 

!rellist <relation list> [flags] 

!remlock 

!sd <Address> [flags] 

!sel [selector] 

DESCRIPTION 

Dump PNP relation lists 

flags: 1 Not used 

2 Dump CM Resource List 

4 Dump I/O Resource List 

8 Dump translated CM Resource List 

Dump a remove lock structure 

Display SECURITY_DESCRIPTOR 

Examine selector values 

!session <id> [flags] [image name] Dump sessions 

!sid <Address> [flags] Display the SID structure at the specified address 

!socket <address> 

!srb <address> 

!stacks <detail-level> 

!sysptes 

!thread <address> [flags] 

!threadfields 

!time 

!timer 

!token <address> [flags] 

!tokenfields 

!trap [base] 

!tss [register] 

!tunnel <address> 

!tz [<address> <flags>] 

!tzinfo <address> 

!urb <address> <flags> 

!usblog dog> [addr] [flags] 

Dump PCMCIA socket structure 

Dump SCSI Request Block at specified address 

Dump summary of current kernel stacks 

detail-level: 0 Display stack summary 

1 Display stacks, no parameters 

2 Display stacks, full parameters 

Dump the system PTEs 

Dump thread at specified address 

flags: 1 Not used 

2 Dump thread wait states 

4 Dump only thread states 

6 Dump thread states and stack 

Show offsets to all fields in the ETHREAD structure 

Report PerformanceCounterRate and TimerDifference 

Dump timer tree 

Dump token at specified address 

Show offsets to all fields in a token structure 

Dump trap frame 

DumpTSS 

Dump a file property tunneling cache 

Dump thermal zones (No arguments: dump all zones) 

Dump thermal zone information 

Dump an USB Request Block 

Display an USB log 

dog> USBHUB, USBD, UHCD, OpenHCI 

(continued) 
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TABLEA-3. Bang Commands Exported by kdextxB 6 . dll 

COMMAND 

!usbstruc <address> <type> 

!vad 

!version 

!vm 

!vpd <address> 

!vtop DirBase address 

!wdmaud <address> <flags> 

!zombies 

DESCRIPTION 

addr: Address to begin dumping from in dog> 

flags: -r Reset the log to dump from most 
recent entry 

-s L Search for tags in comma-delimited list L 

-1 N Set number of lines to display at a time to N 

Display an USB HC descriptor of <type> 

<type> OHCIReg, HCCA, OHCIHcdED, OHCIHcdTD, 
OHCIEndpoint, DevData, UHCDReg 

DumpVADs 

Version of extension DLL 

Dump virtual memory values 

Dump volume parameter block 

Dump physical page for virtual address 

Dump wdmaud data for structures 

flags: 1 1/0 control history dump given 

W dmaloctlHistoryListHead 

2 Pending IRPs given 

W dmaPendinglrpListHead 

4 Allocated MDLs given 

W dmaAllocatedMdlListHead 

8 pContext dump given 

W dmaContextListHead 

100 Verbose 

Find all zombie processes 
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TABLEA-4. Bang Commands Exported by userkdx. dll 

COMMAND 

!atom 

! <leis [pcls] 

!<less 

!dcur -aivp [pcur] 

!dde -vr [convlwindowlxact] 

!ddesk -vh <pdesk> 

!ddl [pdesk] 

!ddk <pKbdTbb 

!df [flags] I [-p pid] 

!dfa 

!dha address 

!dhe [pointerlhandle] I [-t[o[p]] type [pti/ppi]] 

!dhk -ag [pti] 

!dhot 

!dhs -vpty [idltype] 

!di 

!dii <piiex> 

!dime [-hrvus] -[wci] [imclwnd,etc.] 

!dimk [plmeHotKeyObj] 

!dinp -v [pDevicelnfo] 

!dkl -akv <pkb 

!di! [*]addr [I#] [b#] [o#] [c#] [t[addr]] 

!dlr <pointerlhandle> 

!dm -vris <menulwindow> 

!dmon <pMonitor> 

!dmq [-ac] [pq] 

!dms <MenuState> 

!dp -vcpt [id] 

!dpa -cvsfrp 

!dpi [ppi] 

!dpm <ppopupmenu> 

!dq -t [pq] 

!dsbt <pSBTrack> 

!dsbwnd <psbwnd> 

!dsi [-bchmopvw] 

DESCRIPTION 

Dump atoms or atom tables 

Dump window class 

Dump critical section stack traces 

Dump cursors 

Dump DDE tracking information 

Display objects allocated in desktop 

Dump desktop log 

Dump deadkey table 

Display or set debug flags 

Dump allocation fail stack trace 

Dump heap allocations and verify heap 

Dump handle entries 

Dump hooks 

Dump registered hotkeys 

Dump handle table statistics 

Display USER input processing globals 

Dump extended IME information 

Dump Input Context 

Dump IME Hotkeys 

Dump input diagnostics 

Dump keyboard layout structures 

Dump linked list (can Ctrl-C) 

Display assignment locks for object 

Dump a menu 

Dump MONITOR 

List messages in queues 

Dump a pMenuState 

Display simple process information 

Dump pool allocations 

Display PROCESSINFO structure specified 

Dump a popup menu 

Display Q structure specified 

Display Scroll Bar Track structure 

Dump extra fields of Scrollbar windows 

Display SERVERINFO structure 

(continued) 
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TABLEA-4. (continued) 

COMMAND 

!dsms -vi [psms] 

!dso <Structure> [Field] [addr [*n]] 

!dt -gvcp [id] 

!dtdb [ptdb] 

!dti [pti] 

!dtl [-t] [pointerlhandle] 

!dtmr [ptmr] 

!du [pointerlhandle] 

!dumphmgr [-s] 

!dup 

!dupm 

!dvs -s 

!dw -aefhvsprwoz [hwnd/pwnd] 

!dwe [-n] [addr] 

!dwpi -p [pwpi I ppi] 

!dws [pws] 

!dy [pdi] 

!find baseaddr addr [o#] 

!fno <address> 

!frr <psrcLo> <psrcHi> <prefLo> [prefHi] 

!help -v [cmd] 

!hh 

!kbd -au [pq] 

!sas [-s] <addr> [length] 

!test 

!uver 

DESCRIPTION 

Display SMS (SendMessage structure) specified 

Dump structure field(s)'s offset(s) and value(s) 

Display simple thread information 

Dump Task Database 

Display THREADINFO structure 

Display thread locks 

Dump timer structure 

Generic object dumping routine 

Dump object allocation counts (debug version only) 

User preferences DWORDs 

User preference bit mask 

Dump sections and mapped views 

Display information on windows in system 

Display WinEvent hooks/notifies 

Display WOWPROCESSINFO structure specified 

Dump window stations 

Dump DISPLAYINFO 

Find linked list element 

Find nearest object 

Find Range Reference 

Display command help (-v verbose) 

Dump gdwHydraHint 

Display key state for queue 

Stack Analysis Stuff 

Test basic debug functions 

Show versions of USERTEXTS and WIN32K.SYS 



APPENDIX B 

Kernel API 
Functions 

Appendix B contains a compilation of functions exported by the system modules 
win32k.sys, ntdll.dll, and ntoskrnl.exe, discussed in Chapter 2. 

TABLE B-1. The Windows 2000 Native API 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw'' 

NtAcceptConnectPort OxOOOO NIA NIA 

NtAccessCheck Ox0001 NIA NIA 

NtAccessCheckAndAuditAlarm Ox0002 NIA 

NtAccessCheckBy Type Ox0003 NIA NIA 

NtAccessCheckBy TypeAndAuditAlarm 
Ox0004 NIA NIA 

N tAccessCheckBy TypeResultList OxOOOS NIA NIA 

NtAccessCheckByTypeResultListAndAuditAlarm 
Ox0006 NIA NIA 

NtAccessCheckByTypeResultListAndAuditAlarmByHandle 
Ox0007 NIA NIA 

NtAddAtom Ox0008 NIA 

NtAdjustGroupsToken Ox0009 NIA NIA 

NtAdjustPrivilegesToken OxOOOA 

N tAlertResume Thread OxOOOB NIA NIA 

NtAlertThread OxOOOC NIA 

NtAllocateLocallyUniqueld OxOOOD NIA 

NtAllocateUserPhysicalPages OxOOOE NIA NIA 

NIA Not Available (continued) 

459 
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TABLEB-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskml.Nt* ntoskml.Zw* 

NtAllocateUuids OxOOOF NIA 

N tAllocate VirtualMemory Ox0010 

NtAreMappedFilesTheSame Ox0011 NIA NIA 

NtAssignProcess To J obO bject Ox0012 NIA NIA 

NtBuildNumber NIA NIA NIA NIA 

NtCallbackRetum Ox0013 NIA NIA 

NtCancelDevice WakeupRequest Ox0016 NIA NIA 

NtCancelioFile Ox0014 NIA 

NtCancelTimer Ox0015 NIA 

NtClearEvent Ox0017 NIA 

NtClose Ox0018 

NtCloseObjectAuditAlarm Ox0019 NIA 

NtCompleteConnectPort Ox001A NIA NIA 

NtConnectPort Ox001B 

NtContinue Ox001C NIA NIA 

NtCreateChannel OxOOFl NIA NIA 

NtCreateDirectoryObject Ox001D NIA 

NtCreateEvent Ox001E 

NtCreateEventPait Ox001F NIA NIA 

NtCreateFile Ox0020 

NtCreateloCompletion Ox0021 NIA NIA 

NtCreateJobObject Ox0022 NIA NIA 

NtCreateKey Ox00~3 NIA 

NtCreateMailslotFile Ox0024 NIA NIA 

NtCreateMutant Ox0025 NIA NIA 

NtCreateN amedPipeFile Ox0026 NIA NIA 

NtCreatePagingFile Ox0027 NIA NIA 

NtCreatePort Ox0028 NIA NIA 

NtCreateProcess Ox0029 NIA NIA 

NtCreateProfile Ox002A NIA NIA 

NtCreateSection Ox002B 

NtCreateSemaphore Ox002C NIA NIA 

NtCreateSymbolicLinkObject Ox002D NIA 



APPENDIX B 461 

TABLE B-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw* 

N tCrea te Thread Ox002E NIA NIA 

N tCrea te Timer Ox002F NIA 

NtCreateToken Ox0030 NIA NIA 

NtCreateWaitablePort Ox0031 NIA NIA 

NtCurrentTeb NIA NIA NIA NIA 

NtDelayExecution Ox0032 NIA NIA 

NtDeleteAtom Ox0033 NIA 

NtDeleteFile Ox0034 

NtDeleteKey Ox0035 NIA 

NtDeleteObjectAuditAlarm Ox0036 NIA NIA 

NtDelete ValueKey Ox0037 NIA 

NtDeviceloContro!File Ox0038 

NtDisplayString Ox0039 NIA 

NtDuplicateObject Ox003A 

NtDuplicateToken Ox003B 

NtEnumerateKey Ox003C NIA 

NtEnumerate ValueKey Ox003D NIA 

NtExtendSection Ox003E NIA NIA 

NtFilterToken Ox003F NIA NIA 

NtFindAtom Ox0040 NIA 

NtFlushBuffersFile Ox0041 NIA NIA 

NtFlushlnstructionCache Ox0042 NIA 

NtFlushKey Ox0043 NIA 

NtFlush Virtua!Memory Ox0044 NIA 

NtF!ush WriteBuffer Ox0045 NIA NIA 

NtFreeUserPhysica!Pages Ox0046 NIA NIA 

NtF ree Virtua!Memory Ox0047 

NtFsContro!File Ox0048 

NtGetContextThread Ox0049 NIA NIA 

NtGetDevicePowerState Ox004A NIA NIA 

NtGetP!ugPlayEvent Ox004B NIA NIA 

NtGetTickCount Ox004C NIA NIA 

NtGetWriteWatch Ox004D NIA NIA 

(continued) 
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TABLEB-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw* 

NtGlobalFlag NIA NIA NIA NIA 

NtlmpersonateAnonymousToken Ox004E NIA NIA 

NtlmpersonateClient0£Port Ox004F NIA NIA 

Ntlmpersonate Thread OxOOSO NIA NIA 

NtlnitializeRegistry Ox0051 NIA NIA 

NtlnitiatePowerAction Ox0052 NIA 

NtlsSystemResumeAutomatic Ox0053 NIA NIA 

NtListen Channel OxOOF2 NIA NIA 

NtListenPort Ox0054 NIA NIA 

NtLoadDriver OxOOSS NIA 

NtLoadKey Ox0056 NIA 

NtLoadKey2 Ox0057 NIA NIA 

NtLockFile Ox0058 NIA 

NtLock VirtualMemory Ox0b59 NIA NIA 

NtMakeTemporaryObject OxOOSA NIA 

NtMapUserPhysicalPages Ox005B NIA NIA 

NtMapUserPhysicalPagesScatter OxOOSC NIA NIA 

NtMap ViewOfSection OxOOSD 

NtNotifyChangeDirectoryFile OxOOSE NIA 

NtNotifyChangeKey OxOOSF NIA 

NtNotifyChangeMultipleKeys Ox0060 NIA NIA 

NtOpenChannel OxOOF3 NIA NIA 

NtOpenDirectoryO bj ect Ox0061 NIA 

NtOpenEvent Ox0062 NIA 

NtOpenEventPair Ox0063 NIA NIA 

NtOpenFile Ox0064 

NtOpenloCompletion Ox0065 NIA NIA 

NtOpenJobObject Ox0066 NIA NIA 

NtOpenKey Ox0067 NIA 

NtOpenMutant Ox0068 NIA NIA 

NtOpenObjectAuditAlarm Ox0069 NIA NIA 

NtOpenProcess Ox006A 

NtOpenProcessToken Ox006B 
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TABLEB-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw* 

NtOpenSection Ox006C NIA 

NtOpenSemaphore Ox006D NIA NIA 

NtOpenSymbolicLinkObject Ox006E NIA 

NtOpenThread Ox006F NIA 

NtOpenThreadToken Ox0070 NIA 

NtOpenTimer Ox0071 NIA 

NtPlugPlayControl Ox0072 NIA NIA 

NtPowerlnformation Ox0073 NIA 

NtPrivilegeCheck Ox0074 NIA NIA 

NtPrivilegedServiceAuditAlarm Ox0075 NIA NIA 

NtPrivilegeObjectAuditAlarm Ox0076 NIA NIA 

NtProtectVirtualMemory Ox0077 NIA NIA 

NtPulseEvent Ox0078 NIA 

NtQuery AttributesFile Ox007A NIA NIA 

NtQuery DefaultLocale Ox007B NIA 

NtQueryDefaultUILanguage Ox007C NIA 

NtQuery Directory File Ox007D 

NtQueryDirectoryO bject Ox007E NIA 

NtQueryEaFile Ox007F 

NtQueryEvent Ox0080 NIA NIA 

NtQueryFullAttributesFile Ox0081 NIA NIA 

NtQuerylnformationAtom Ox0079 NIA 

NtQuerylnformationFile Ox0082 

NtQuerylnformationJobObject Ox0083 NIA NIA 

NtQuerylnformationPort Ox0085 NIA NIA 

NtQuerylnformationProcess Ox0086 

NtQuerylnformationThread Ox0087 NIA NIA 

NtQuerylnformationToken Ox0088 

NtQuerylnstallUILanguage Ox0089 NIA 

NtQuerylntervalProfile Ox008A NIA NIA 

NtQueryloCompletion Ox0084 NIA NIA 

NtQueryKey Ox008B NIA 

NtQueryMultiple ValueKey Ox008C NIA NIA 

(continued) 
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TABLE B-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.N t* ntoskrnl.Zw* 

NtQuery Mutant Ox008D NIA NIA 

NtQueryObject Ox008E NIA 

NtQueryOpenSubKeys Ox008F NIA NIA 

NtQueryPerformanceCounter Ox0090 NIA NIA 

NtQueryQuotainformationFile Ox0091 NIA 

N tQuerySection Ox0092 NIA 

NtQuerySecurityO bj ect Ox0093 

NtQuerySemaphore Ox0094 NIA NIA 

NtQuerySymbolicLinkO bject Ox0095 NIA 

NtQuerySystemEnvironmentValue Ox0096 NIA NIA 

NtQuerySysteminformation Ox0097 

NtQuerySystem Time Ox0098 NIA NIA 

NtQueryTimer Ox0099 NIA NIA 

NtQueryTimerResolution Ox009A NIA NIA 

NtQueryValueKey Ox009B NIA 

NtQuery VirtualMemory Ox009C NIA NIA 

NtQueryVolumelnformationFile Ox009D 

NtQueueApcThread Ox009E NIA NIA 

NtRaiseException Ox009F NIA NIA 

NtRaiseHardError OxOOAO NIA NIA 

NtReadFile OxOOAl 

NtReadFileScatter OxOOA2 NIA NIA 

NtReadRequestData OxOOA3 NIA NIA 

NtReadVirtualMemory OxOOA4 NIA NIA 

NtRegisterThreadTerminatePort OxOOAS NIA NIA 

NtReleaseMutant OxOOA6 NIA NIA 

N tReleaseSema phore OxOOA7 NIA NIA 

NtRemoveloCompletion OxOOA8 NIA NIA 

NtReplaceKey OxOOA9 NIA 

NtReplyPort OxOOAA NIA NIA 

NtReplyWaitReceivePort OxOOAB NIA NIA 

NtReplyWaitReceivePortEx OxOOAC NIA NIA 

NtReplyWaitReplyPort OxOOAD NIA NIA 
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TABLE B-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw* 

NtReplyWaitSendChannel OxOOF4 NIA NIA 

NtRequestDevice Wakeup OxOOAE NIA NIA 

NtRequestPort OxOOAF NIA 

NtRequestWaitReplyPort OxOOBO 

NtRequestWakeupLatency OxOOBl NIA NIA 

N tResetE vent OxOOB2 NIA 

NtResetWriteWatch Ox00B3 NIA NIA 

NtRestoreKey OxOOB4 NIA 

NtResumeThread OxOOB5 NIA NIA 

NtSaveKey OxOOB6 NIA 

NtSaveMergedKeys OxOOB7 NIA NIA 

NtSecureConnectPort OxOOBS NIA NIA 

NtSendWaitReplyChannel OxOOFS NIA NIA 

N tSetContextChannel OxOOF6 NIA NIA 

NtSetContextThread OxOOBA NIA NIA 

NtSetDefaultHardErrorPort OxOOBB NIA NIA 

NtSetDefaultLocale OxOOBC NIA 

N tSetDefa ultUILanguage OxOOBD NIA 

NtSetEaFile OxOOBE 

NtSetEvent OxOOBF 

NtSetHighEventPair OxOOCO NIA NIA 

NtSetHigh WaitLowEventPair OxOOCl NIA NIA 

NtSetinformationFile OxOOC2 

NtSetinformationJobObject OxOOC3 NIA NIA 

NtSetinformationKey OxOOC4 NIA NIA 

NtSetlnformationObject OxOOCS NIA 

NtSetinformationProcess OxOOC6 

N tSetinformation Thread OxOOC7 

NtSetinformationToken OxOOCS NIA NIA 

NtSetintervalProfile OxOOC9 NIA NIA 

NtSetloCompletion OxOOB9 NIA NIA 

NtSetLdtEntries OxOOCA NIA NIA 

NtSetLowEventPair OxOOCB NIA NIA 

(continued) 
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TABLEB-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt'' ntdll.Zw'' ntoskrnl.Nt* ntoskrnl.Zw* 

NtSetLowWaitHighEventPair OxOOCC NIA NIA 

NtSetQuotainformationFile OxOOCD NIA 

NtSetSecurityO bject OxOOCE 

NtSetSystemEnvironmentValue OxOOCF NIA NIA 

N tSetSystemlnformation OxOODO NIA 

NtSetSystemPowerState OxOOD1 NIA NIA 

N tSetS ystem Time OxOOD2 NIA 

NtSetThreadExecutionState OxOOD3 NIA NIA 

NtSetTimer OxOOD4 NIA 

NtSetTimerResolution OxOODS NIA NIA 

NtSetUuidSeed OxOOD6 NIA NIA 

NtSetValueKey OxOOD7 NIA 

NtSetVolumelnformationFile OxOODS 

NtShutdownSystem OxOOD9 NIA NIA 

N tSigna!AndWaitForSingleO bject OxOODA NIA NIA 

NtStartProfile OxOODB NIA NIA 

NtStopProfile OxOODC NIA NIA 

NtSuspendThread OxOODD NIA NIA 

NtSystemDebugControl OxOODE NIA NIA 

N t Terminate Jo bO bj ect OxOODF NIA NIA 

N t Termina teProcess OxOOEO NIA 

N t Terminate Thread OxOOE1 NIA NIA 

NtTestA!ert OxOOE2 NIA NIA 

NtUnloadDriver OxOOE3 NIA 

NtUnloadKey OxOOE4 NIA 

NtUnlockFile OxOOES NIA 

NtUnlockVirtua!Memory OxOOE6 NIA NIA 

NtUnmap ViewOfSection OxOOE7 NIA 

NtVdmControl OxOOES NIA 

NtWaitForMultipleObjects OxOOE9 NIA 

NtWaitForSingleObject OxOOEA 

NtWaitHighEventPair OxOOEB NIA NIA 

NtWaitLowEventPair OxOOEC NIA NIA 
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TABLE B-1. (continued) 

FUNCTION NAME INT 2Eh ntdll.Nt* ntdll.Zw* ntoskrnl.Nt* ntoskrnl.Zw* 

NtWriteFile OxOOED 

NtWriteFileGather OxOOEE NIA NIA 

NtWriteRequestData OxOOEF NIA NIA 

NtWrite VirtualMemory OxOOFO NIA NIA 

Nt YieldExecution OxOOF7 NIA 

TABLEB-2. The GDI/Win32K Interface 

gdi32.dll INT 2Eh win32k.sys 

NIA OxlOOO NtGdiAbortDoc 

NIA OxlOOl NtGdiAbortPath 

NIA Ox1002 NtGdiAddFontResource W 

NIA Ox1003 NtGdiAddRemoteFontToDC 

NIA Ox1004 NtGdiAddFontMemResourceEx 

NIA Ox1005 NtGdiRemoveMergeFont 

NIA Ox1006 NtGdiAddRemoteMMinstanceToDC 

NIA Ox1007 NtGdiAlphaBlend 

NIA Ox1008 NtGdiAngleArc 

AnyLinkedFonts Ox1009 NtGdiAnyLinkedFonts 

FontlsLinked OxlOOA NtGdiFontlsLinked 

NIA OxlOOB NtGdiArclnternal 

NIA OxlOOC NtGdiBeginPath 

NIA OxlOOD NtGdiBitBlt 

NIA OxlOOE NtGdiCancelDC 

NIA OxlOOF NtGdiCheckBitmapBits 

NIA Ox1010 NtGdiCloseFigure 

NIA OxlOll NtGdiColorCorrectPalette 

NIA Ox1012 NtGdiCombineRgn 

NIA Ox1013 NtGdiCombineTransform 

NIA Ox1014 NtGdiComputeXformCoefficients 

Gdi Console TextOut Ox1015 NtGdiConsoleTextOut 

NIA Ox1016 NtGdi ConvertMetafileRect 

NIA Ox1017 NtGdiCreateBitmap 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox1018 NtGdiCreateClientObj 

NIA Ox1019 NtGdiCreateColorSpace 

NIA Ox101A NtGdiCreateColorTransform 

NIA Ox101B NtGdiCreateCompatibleBitmap 

NIA Ox101C NtGdiCreateCompatibleDC 

NIA Ox101D NtGdiCreateDIBBrush 

NIA Ox101E NtGdiCreateD IBitmaplnternal 

NIA Ox101F NtGdiCreateD IBSection 

NIA Ox1020 NtGdi CreateEllipticRgn 

CreateHalftonePalette Ox1021 NtGdiCreateHalftonePalette 

NIA Oxl022 NtGdiCreateHatchBrushinternal 

NIA Ox1023 N tGdiCreateMetafileDC 

NIA Ox1024 NtGdiCreatePaletteinternal 

NIA Ox1025 NtGdi CreatePatternBrushinternal 

NIA Ox1026 NtGdiCreatePen 

NIA Ox1027 NtGdiCreateRectRgn 

NIA Ox1028 NtGdiCreateRoundRectRgn 

NIA Ox1029 NtGdiCreateServerMetaFile 

NIA Ox102A NtGdiCreateSolidBrush 

NIA Oxl02B NtGdiD3dContextCreate 

NIA Ox102C NtGdiD3dContextDestroy 

NIA Ox102D NtGdiD3dContextDestroy All 

NIA Ox102E NtGdiD3dValidateTextureStageState 

NIA Ox102F NtGdiD3dDrawPrimitives2 

NIA Oxl030 NtGdiDd GetDriverState 

NIA Ox1031 NtGdiDdAddAttachedSurface 

NIA Oxl032 NtGdiDdAlphaBlt 

NIA Ox1033 NtGdiDdAttachSurface 

NIA Ox1034 NtGdiDdBeginMoCompFrame 

NIA Oxl035 NtGdiDdBlt 

NIA Ox1036 NtGdiDd Can CreateSurface 

NIA Ox1037 NtGdiDdCanCreateD3DBuffer 

NIA Oxl038 NtGdiDdColorControl 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox1039 NtGdiDdCreateDirectDrawObject 

NIA Ox103A NtGdiDdCreateSurface 

NIA Ox103B NtGdiDdCreateSurface 

NIA Ox103C NtGdiDdCreateMoComp 

NIA Ox103D NtGdiDdCreateSurfaceO bject 

NIA Ox103E NtGdiDdDeleteDirectDrawObject 

NIA Ox103F NtGdiDdDeleteSurfaceObject 

NIA Ox1040 NtGdiDdDestroy MoComp 

NIA Ox1041 NtGdiDdDestroySurface 

NIA Ox1042 NtGdiDdDestroyD3DBuffer 

NIA Ox1043 NtGdiDdEndMoCompFrame 

NIA Ox1044 NtGdiDdFlip 

NIA Ox1045 NtGdiDdFlipToGDISurface 

NIA Ox1046 NtGdiDdGetAvai!DriverMemory 

NIA Ox1047 NtGdiDdGetBltStatus 

NIA Ox1048 NtGdiDdGetDC 

NIA Ox1049 NtGdiDdGetDriverlnfo 

NIA Ox104A NtGdiDdGetDx:Handle 

NIA Ox104B NtGdiDd GetFlipStatus 

NIA Ox104C NtGdiDdGetlnterna!MoComplnfo 

NIA Ox104D NtGdiDdGetMoCompBufflnfo 

NIA Ox104E NtGdiDdGetMoCompGuids 

NIA Ox104F NtGdiDdGetMoCompFormats 

NIA Ox1050 NtGdiDdGetScanLine 

NIA Ox1051 NtGdiDdLock 

NIA Ox1052 NtGdiDdLockD3D 

NIA Ox1053 NtGdiDdQueryDirectDrawObject 

NIA Ox1054 NtGdiDdQueryMoCompStatus 

NIA Ox1055 . NtGdiDdReenableDirectDrawObject 

NIA Ox1056 NtGdiDdReleaseDC 

NIA Ox1057 NtGdiDdRenderMoComp 

NIA Ox1058 NtGdiDdResetVisrgn 

NIA Ox1059 NtGdiDdSetColorKey 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA OxlOSA NtGdiDdSetExclusiveMode 

NIA Ox105B NtGdiDdSetGammaRamp 

NIA Ox105C NtGdiDdCreateSurfaceEx 

NIA Ox105D NtGdiDdSetOverlayPosition 

NIA Ox105E NtGdiDdUnattachSurface 

NIA Ox105F NtGdiDdUnlock 

NIA Ox1060 NtGdiDdUnlockD3D 

NIA Ox1061 NtGdiDdUpdateOverlay 

NIA Ox1062 NtGdiDdWaitForVerticalBlank 

NIA Ox1063 NtGdiDvpCanCreate VideoPort 

NIA Ox1064 NtGdiDvpColorControl 

NIA Ox1065 NtGdiDvpCreate VideoPort 

NIA Ox1066 NtGdiDvpDestroyVideoPort 

NIA Ox1067 NtGdiDvpFlip VideoPort 

NIA Ox1068 NtGdiDvpGetVideoPortBandwidth 

NIA Ox1069 NtGdiDvpGetVideoPortField 

NIA Ox106A NtGdiDvpGetVideoPortFlipStatus 

NIA Ox106B NtGdiDvpGetVideoPortlnputFormats 

NIA Ox106C NtGdiDvpGetVideoPortLine 

NIA Ox106D NtGdiDvpGetVideoPortOutputFormats 

NIA Ox106E NtGdiDvpGetVideoPortConnectlnfo 

NIA Ox106F NtGdiDvpGetVideoSignalStatus 

NIA Ox1070 NtGdiDvpUpdate VideoPort 

NIA Ox1071 NtGdiDvp WaitForVideoPortSync 

NIA Ox1072 NtGdiDeleteClientO bj 

NIA Ox1073 NtGdiDeleteColorSpace 

NIA Ox1074 NtGdiDeleteColorTransform 

NIA Ox1075 NtGdiDeleteObjectApp 

NIA Ox1076 NtGdiDescribePixelFormat 

NIA Ox1077 NtGdi GetPerBandinfo 

NIA Ox1078 NtGdiDoBanding 

NIA Ox1079 NtGdiDoPalette 

NIA Ox107A NtGdiDrawEscape 



APPENDIX B 471 

TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox107B NtGdiEllipse 

EnableEUDC Ox107C NtGdiEnableEudc 

NIA Ox107D NtGdiEndDoc 

NIA Ox107E NtGdiEndPage 

NIA Ox107F N tGdiEndPa th 

NIA Ox1080 NtGdiEnumFontChunk 

NIA Ox1081 NtGdiEnumFontC!ose 

NIA Ox1082 NtGdiEnumFontOpen 

NIA Ox1083 NtGdiEnumObjects 

NIA Ox1084 NtGdiEqua!Rgn 

NIA Ox1085 NtGdiEudcEnumFaceNameLink W 

NIA Ox1086 NtGdiEudcLoadUnloadLink 

NIA Ox1087 NtGdiExcludeClipRect 

NIA Ox1088 NtGdiExtCreatePen 

NIA Ox1089 NtGdiExtCreateRegion 

NIA Ox108A N tGdiExtEsca pe 

NIA Ox108B NtGdiExtFloodFill 

NIA Ox108C NtGdiExtGetO bjectW 

NIA Ox108D N tGdiExtSelectC!i pRgn 

NIA Ox108E NtGdiExtTextOutW 

NIA Ox108F NtGdiFillPath 

NIA Ox1090 NtGdiFillRgn 

NIA Ox1091 NtGdiF!attenPath 

NIA Ox1092 NtGdiFlushUserBatch 

NIA Ox1093 GreFlush 

NIA Ox1094 NtGdiForceUFIMapping 

NIA Ox1095 NtGdiFrameRgn 

GdiFullscreenControl Ox1096 NtGdiFullscreenControl 

NIA Ox1097 NtGdiGetAndSetDCDword 

NIA Ox1098 NtGdiGetAppClipBox 

NIA Ox1099 N tGdi GetBitmapBits 

NIA Ox109A NtGdi GetBitmapDimension 

NIA Ox109B NtGdiGetBoundsRect 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox109C NtGdiGetCharABCWidths W 

NIA Ox109D NtGdiGetCharacterPlacementW 

NIA Ox109E NtGdiGetCharSet 

NIA Ox109F NtGdiGetCharWidth W 

GetCharWidthlnfo OxlOAO NtGdiGetCharWidthlnfo 

NIA OxlOAl NtGdiGetColorAdjustment 

NIA Ox10A2 NtGdiGetColorSpaceforBitmap 

NIA Ox10A3 NtGdiGetDCDword 

NIA Ox10A4 NtGdiGetDCforBitmap 

NIA Ox10A5 NtGdiGetDCObject 

NIA Ox10A6 NtGdiGetDCPoint 

NIA Ox10A7 NtGdiGetDeviceCaps 

NIA Ox10A8 NtGdiGetDeviceGammaRamp 

NIA Ox10A9 NtGdi GetDeviceCapsAll 

NIA OxlOAA NtGdi GetD IBitslnternal 

NIA OxlOAB NtGdiGetETM 

NIA OxlOAC NtGdiGetEudcTimeStampEx 

NIA OxlOAD NtGdiGetFontData 

NIA OxlOAE NtGdi GetFontResourcelnfolnternalW 

GetGlyphlndices W OxlOAF NtGdiGetGlyphlndicesW 

NIA OxlOBO NtGdi GetGlyphlndices Wlnternal 

NIA OxlOBl NtGdiGetGlyphOutline 

NIA Ox10B2 NtGdi GetKerningPairs 

NIA Ox10B3 NtGdiGetLinkedUFis 

NIA Ox10B4 NtGdi GetMiterLimit 

NIA Ox10B5 NtGdiGetMonitorID 

NIA Ox10B6 NtGdi GetN earestColor 

NIA Ox10B7 NtGdiGetNearestPalettelndex 

NIA Ox10B8 NtGdiGetObjectBitmapHandle 

NIA Ox10B9 NtGdiGetOutlineTextMetricslnternalW 

NIA OxlOBA NtGdiGetPath 

NIA OxlOBB NtGdiGetPixel 

NIA OxlOBC NtGdiGetRandomRgn 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA OxlOBD N tGdi GetRasterizerCa ps 

NIA OxlOBE NtGdiGetRealizationlnfo 

NIA OxlOBF N tGdi GetRegionDa ta 

NIA OxlOCO NtGdiGetRgnBox 

NIA OxlOCl NtGdiGetServerMetaFileBits 

GdiGetSpoolMessage Ox10C2 N tGdi GetSpoolMessage 

NIA Ox10C3 NtGdiGetStats 

NIA Ox10C4 NtGdiGetStockObject 

NIA OxlOCS NtGdi GetStringBitma p W 

NIA Ox10C6 NtGdiGetSystemPaletteUse 

Get TextCharsetinfo Ox10C7 N tGdi Get TextCharsetinfo 

NIA Ox10C8 NtGdiGetTextExtent 

NIA Ox10C9 NtGdiGetTextExtentExW 

NIA OxlOCA NtGdi GetTextFace W 

NIA OxlOCB NtGdiGetTextMetrics W 

NIA OxlOCC NtGdiGetTransform 

NIA OxlOCD NtGdiGetUFI 

NIA OxlOCE NtGdiGetUFIPathname 

GetFontUnicodeRanges OxlOCF NtGdi GetFontUnicodeRanges 

NIA OxlODO NtGdiGetWidthTable 

NIA OxlODl NtGdiGradientFill 

NIA Ox10D2 NtGdiHfontCreate 

NIA Ox10D3 NtGdikmBrushlnfo 

NIA Ox10D4 NtGdiinit 

NIA Ox10D5 NtGdiinitSpool 

GdilnitSpool Ox10D6 N tGdilntersectClipRect 

NIA Ox10D7 NtGdiinvertRgn 

NIA Ox10D8 NtGdiLineTo . 

NIA Ox10D9 NtGdiMakeFontDir 

NIA OxlODA NtGdiMakeinfoDC 

NIA OxlODB NtGdiMaskBlt 

NIA OxlODC NtGdiModifyWorldTransform 

NIA OxlODD NtGdiMonoBitmap 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox10DE NtGdiMoveTo 

NIA Ox10DF NtGdiOffsetClipRgn 

NIA Ox10EO NtGdiOffsetRgn 

NIA Ox10E1 NtGdiOpenDCW 

NIA Ox10E2 NtGdiPatBlt 

NIA Ox10E3 NtGdiPolyPatBlt 

NIA Ox10E4 NtGdiPathToRegion 

NIA Ox10E5 NtGdiPlgBlt 

NIA Ox10E6 NtGdiPolyDraw 

NIA Ox10E7 NtGdiPolyPolyDraw 

NIA Ox10E8 NtGdiPolyTextOutW 

NIA Ox10E9 NtGdiPtlnRegion 

NIA Ox10EA NtGdiPt Visible 

GdiQueryFonts Ox10EB NtGdiQueryFonts 

NIA Ox10EC NtGdiQueryFontAssoclnfo 

NIA Ox10ED NtGdiRectangle 

NIA Ox10EE NtGdiRectlnRegion 

NIA Ox10EF NtGdiRectVisible 

NIA OxlOFO NtGdiRemoveFontResource W 

NIA Ox10F1 NtGdiRemoveFontMemResourceEx 

NIA Ox10F2 NtGdiResetDC 

NIA Ox10F3 NtGdiResizePalette 

NIA Ox10F4 NtGdiRestoreDC 

NIA Ox10F5 NtGdiRoundRect 

NIA Ox10F6 NtGdiSaveDC 

NIA Ox10F7 NtGdiScale ViewportExtEx 

NIA Ox10F8 NtGdiScale WindowExtEx 

NIA Ox10F9 NtGdiSelectBitmap 

NIA Ox10FA NtGdiSelectBrush 

NIA Ox10FB NtGdiSelectClipPath 

NIA Ox10FC NtGdiSelectFont 

NIA Ox10FD NtGdiSelectPen 

NIA Ox10FE NtGdiSetBitmapBits 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox10FF NtGdiSetBitmapDimension 

NIA Ox1100 NtGdiSetBoundsRect 

NIA Ox1101 NtGdiSetBrushOrg 

NIA Ox1102 NtGdiSetColorAdjustment 

NIA Ox1103 NtGdiSetColorSpace 

NIA Oxl104 NtGdiSetDeviceGammaRamp 

NIA Ox1105 NtGdiSetD IBits ToDevicelnternal 

NIA Ox1106 NtGdiSetFontEnumeration 

NIA Ox1107 NtGdiSetFontXform 

NIA Ox1108 NtGdiSetkmMode 

NIA Ox1109 NtGdiSetLinkedUFis 

SetMagicColors OxllOA NtGdiSetMagicColors 

NIA Ox110B NtGdiSetMetaRgn 

NIA Ox110C NtGdiSetMiter Limit 

NIA Ox110D NtGdiGetDevice Width 

NIA Ox110E NtGdiMirrorWindowOrg 

NIA Ox110F NtGdiSetLayout 

NIA Ox1110 NtGdiSetPixel 

NIA Oxllll NtGdiSetPixe!Format 

NIA Ox1112 NtGdiSetRectRgn 

NIA Oxlll3 NtGdiSetSystemPaletteUse 

NIA Ox1114 NtGdiSet TextJ ustification 

NIA Oxl115 NtGdiSetupPublicCFONT 

NIA Ox1116 NtGdiSetVirtua!Resolution 

NIA Ox1117 NtGdiSetSizeDevice 

NIA Ox1118 NtGdiStartDoc 

NIA Ox1119 NtGdiStartPage 

NIA OxlllA NtGdiStretchB!t 

NIA OxlllB NtGdiStretchD IBitslnternal 

NIA OxlllC NtGdiStrokeAndFillPath 

NIA OxlllD NtGdiStrokePath 

NIA OxlllE NtGdiSwapBuffers 

NIA OxlllF NtGdiTransformPoints 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox1120 NtGdiTransparentBlt 

NIA Ox1121 NtGdiUnloadPrinterDriver 

NIA Ox1122 NtGdiUnmapMemFont 

NIA Ox1123 NtGdiUnrealizeObject 

NIA Ox1124 NtGdiUpdateColors 

NIA Ox1125 NtGdiWidenPath 

ActivateKeyboardLayout Ox1126 NtUserActivateKeyboardLayout 

NIA Ox1127 NtUserAlterWindowStyle 

NIA Ox1128 NtUserAssociatelnputContext 

AttachThreadinput Ox1129 NtUserAttachThreadinput 

BeginPaint Ox112A NtUserBeginPaint 

NIA Ox112B NtUserBitBltSysBmp 

Blocklnput Ox112C NtUserBlockinput 

NIA Ox112D NtUserBuildHimcList 

NIA Ox112E NtUserBuildHwndList 

NIA Ox112F NtUserBuildNameList 

NIA Ox1130 NtUserBuildPropList 

NIA Ox1131 NtUserCallHwnd 

NIA Ox1132 NtUserCallHwndLock 

NIA Ox1133 NtUserCallHwndOpt 

NIA Ox1134 NtUserCallHwndParam 

NIA Ox1135 NtUserCallHwndParamLock 

NIA Ox1136 NtUserCallMsgFilter 

NIA Ox1137 NtUserCallNextHookEx 

NIA Ox1138 NtUserCallNoParam 

NIA Ox1139 NtUserCallOneParam 

NIA Ox113A NtUserCallTwoParam 

ChangeClipboardChain Ox113B NtUserChangeClip board Chain 

NIA Ox113C NtUserChangeDisplaySettings 

NIA Ox113D NtUserChecklmeHotKey 

NIA Ox113E NtUserCheckMenultem 

ChildWindowFromPointEx Ox113F NtUserChildWindowFromPointEx 

ClipCursor Ox1140 NtUserClipCursor 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

CloseClipboard Ox1141 NtUserCloseClipboard 

CloseDesktop Ox1142 NtUserCloseDesktop 

Close WindowStation Ox1143 NtUserClose WindowStation 

NIA Ox1144 NtUserConsoleControl 

NIA Ox1145 NtUserConvertMemHandle 

Copy AcceleratorTable W Ox1146 NtUserCopyAcceleratorTable 

CountClipboardFormats Ox1147 NtUserCountClipboardFormats 

CreateAcceleratorTableW Ox1148 NtUserCreateAcceleratorTable 

CreateCaret Ox1149 NtUserCreateCaret 

NIA Ox114A NtUserCreateDesktop 

NIA Ox114B NtUserCreatelnputContext 

NIA Ox114C NtUserCreateLocalMemHandle 

NIA Ox114D NtUserCreate Window Ex 

NIA Ox114E NtUserCreate WindowStation 

DdeGetQualityOfService Ox114F NtUserDdeGetQualityOfService 

NIA Oxl150 NtUserDdeinitialize 

DdeSetQualityOfService Ox1151 NtUserDdeSetQualityOfService 

DeferWindowPos Oxl152 NtUserDeferWindowPos 

NIA Oxl153 NtUserDefSetText 

DeleteMenu Ox1154 NtUserDeleteMenu 

NIA Ox1155 NtUserDestroyAcceleratorTable 

NIA Ox1156 NtUserDestroyCursor 

NIA Ox1157 NtUserDestroylnputContext 

Destroy Menu Ox1158 NtUserDestroyMenu 

Destroy Window Ox1159 NtUserDestroyWindow 

NIA Oxll5A NtUserDisableThreadlme 

NIA Ox115B NtUserDispatchMessage 

DragDetect Ox115C NtUserDragDetect 

DragObject Oxll5D NtUserDragObject 

Draw AnimatedRects Ox115E NtUserDraw AnimatedRects 

NIA Ox115F NtUserDrawCaption 

NIA Ox1160 NtUserDrawCaptionTemp 

NIA Ox1161 NtUserDrawlconEx 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox1162 NtUserDrawMenuBarTemp 

EmptyClipboard Ox1163 NtUserEmptyClipboard 

NIA Ox1164 NtUserEnableMenultem 

EnableScrollBar Ox1165 NtUserEnableScrollBar 

NIA Ox1166 NtUserEndDeferWindowPosEx 

EndMenu Ox1167 NtUserEndMenu 

EndPaint Ox1168 NtUserEndPaint 

NIA Ox1169 NtUserEnumDisplayDevices 

EnumDisplayMonitors Ox116A NtUserEnumDisplayMonitors 

NIA Ox116B NtUserEnumDisplaySettings 

NIA Ox116C NtUserEvent 

ExcludeUpdateRgn Ox116D NtUserExcludeUpdateRgn 

NIA Ox116E NtUserFillWindow 

NIA Ox116F NtUserFindExistingCursorlcon 

NIA Ox1170 NtUserFindWindowEx 

Flash Window Ex Ox1171 NtUserFlash Window Ex 

NIA Ox1172 NtUserGetAltTablnfo 

GetAncestor Ox1173 NtUserGetAncestor 

NIA Ox1174 NtUserGetApplmeLevel 

NIA Ox1175 NtUserGetAsyncKeyState 

GetCaretBlinkTime Ox1176 NtUserGetCaretBlinkTime 

GetCaretPos Ox1177 NtUserGetCaretPos 

NIA Ox1178 NtUserGetClasslnfo 

NIA Ox1179 NtUserGetClassName 

NIA Ox117A NtUserGetClipboardData 

NIA Ox117B NtUserGetClipboardFormatNarp_e 

GetClipboardOwner Ox117C NtUserGetClipboardOwner 

GetClipboardSequenceNumber Ox117D NtUserGetClipboardSequenceNumber 

GetClipboardViewer Ox117E NtUserGetClipboardViewer 

GetClipCursor Ox117F NtUserGetClipCursor 

GetComboBoxlnfo Ox1180 NtUserGetComboBoxlnfo 

NIA Ox1181 NtUserGetControlBrush 

NIA Ox1182 NtUserGetControlColor 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox1183 NtUserGetCPD 

NIA Ox1184 NtUserGetCursorFramelnfo 

GetCursorinfo Ox1185 NtUserGetCursorinfo 

GetDC Ox1186 NtUserGetDC 

GetDCEx Ox1187 NtUserGetDCEx 

GetDoubleClickTime Ox1188 NtUserGetDoubleClickTime 

GetForegroundWindow Ox1189 NtUserGetForegroundWindow 

GetGuiResources Ox118A NtUserGetGuiResources 

GetGUIThreadinfo Ox118B NtUserGetGUIThreadinfo 

NIA Ox118C NtU serGetkonlnfo 

NIA Ox118D NtUserGetkonSize 

NIA Ox118E NtUserGetlmeHotKey 

NIA Ox118F NtUserGetlmelnfoEx 

GetlnternalWindowPos Ox1190 NtUserGetlnternalWindowPos 

GetKeyboardLayoutList Ox1191 NtUserGetKeyboardLayoutList 

NIA Ox1192 NtUserGetKeyboardLayoutName 

GetKeyboardState Ox1193 NtUserGetKeyboardState 

NIA Ox1194 NtUserGetKeyNameText 

NIA Ox1195 NtUserGetKeyState 

GetListBoxinfo Ox1196 NtUserGetListBoxlnfo 

GetMenuBarinfo Ox1197 NtUserGetMenuBarlnfo 

NIA Ox1198 NtUserGetMenuindex 

GetMenultemRect Ox1199 NtUserGetMenultemRect 

NIA Ox119A NtUserGetMessage 

GetMouseMovePointsEx Ox119B NtUserGetMouseMovePointsEx 

GetUserObjectlnformation W Ox119C NtUserGetObjectlnformation 

GetOpenClipboardWindow Ox119D NtUserGetOpenClipboardWindow 

GetPriorityClipboardFormat Ox119E NtUserGetPriorityClipboardFormat 

GetProcess WindowStation Ox119F NtUserGetProcess WindowStation 

GetScrollBarinfo OxllAO NtUserGetScrollBarinfo 

GetSystemMenu OxllAl NtUserGetSystemMenu 

NIA Ox11A2 NtUserGetThreadDesktop 

NIA Ox11A3 NtUserGetThreadState 

(continued) 
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TABLEB-2. {continued) 

gdi32.dll INT 2Eh win32k.sys 

GetTitleBarlnfo Ox11A4 NtUserGetTitleBarlnfo 

NIA Ox11A5 NtUserGetUpdateRect 

NIA Ox11A6 NtUserGetUpdateRgn 

Get Window DC Ox11A7 NtUserGetWindowDC 

GetWindowPlacement Ox11A8 NtUserGetWindowPlacement 

NIA Ox11A9 NtUserGetWOWClass 

NIA Ox11AA NtUserHardErrorControl 

HideCaret Ox11AB NtUserHideCaret 

HiliteMenultem Ox11AC NtUserHiliteMenultem 

ImpersonateDdeClientWindow Ox11AD NtUserlmpersonateDdeClientWindow 

NIA Ox11AE NtUserlnitialize 

NIA Ox11AF NtUserlnitializeClientPfnArrays 

NIA Ox11BO NtUserlnitTask 

NIA Ox11B1 NtUserlnternalGetWindowText 

InvalidateRect Ox11B2 NtUserlnvalidateRect 

lnvalidateRgn Ox11B3 NtUserlnvalidateRgn 

IsClipboardFormatAvailable Ox11B4 NtUserlsClipboardFormatAvailable 

Kill Timer Ox11B5 NtUserKillTimer 

NIA Ox11B6 NtUserLoadKeyboardLayoutEx 

Lock WindowStation Ox11B7 NtUserLockWindowStation 

Lock Window Update Ox11B8 NtUserLockWindowUpdate 

Lock WorkStation Ox11B9 NtUserLockWorkStation 

NIA Ox11BA NtUserMapVirtualKeyEx 

MenultemFromPoint Ox11BB NtUserMenultemFromPoint 

NIA Ox11BC NtUserMessageCall 

NIA Ox11BD NtUserMinMaximize 

NIA Ox11BE NtUserMNDragLeave 

NIA Ox11BF NtUserMNDragOver 

NIA Ox11CO NtUserModifyUserStartuplnfoFlags 

Move Window Ox11C1 NtUserMove Window 

NIA Ox11C2 NtUserNotifyIMEStatus 

NIA Ox11C3 NtUserN otifyProcessCreate 

NIA Ox11C4 NtUserNotifyWinEvent 
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TABLEB-2. {continued) 

gdi32.dll INT 2Eh win32k.sys 

NIA Ox11C5 NtUserOpenClipboard 

NIA Ox11C6 NtUserOpenDesktop 

OpeninputDesktop Ox11C7 NtUserOpenln putDesktop 

NIA Ox11C8 NtUserOpen WindowStation 

PaintDesktop Ox11C9 NtUserPaintDesktop 

NIA OxllCA NtUserPeekMessage 

NIA Ox11CB NtUserPostMessage 

NIA Ox11CC NtUserPostThreadMessage 

NIA OxllCD NtUserProcessConnect 

NIA Ox11CE NtUserQueryinformationThread 

NIA OxllCF NtUserQuerylnputContext 

QuerySendMessage Ox11DO NtUserQuerySendMessage 

QueryUserCounters Ox11D1 NtUserQueryUserCounters 

NIA Ox11D2 NtUserQueryWindow 

RealChildWindowFromPoint Ox11D3 NtUserRealChildWindowFromPoint 

Redraw Window Ox11D4 NtUserRedrawWindow 

NIA Ox11D5 NtUserRegisterClassExWOW 

RegisterHotKey Ox11D6 NtUserRegisterHotKey 

RegisterTasklist Ox11D7 NtUser RegisterTasklist 

NIA Ox11D8 NtUserRegisterWindowMessage 

RemoveMenu Ox11D9 NtUserRemoveMenu 

NIA OxllDA NtUserRemoveProp 

NIA OxllDB NtUser ResolveDesktop 

NIA Ox11DC NtUserResolveDesktopForWOW 

NIA OxllDD NtUserSBGetParms 

NIA OxllDE NtUserScrollDC 

NIA OxllDF NtUserScrollWindowEx 

NIA OxllEO NtUserSelectPalette 

Sendlnput Ox11E1 NtUserSendinput 

NIA Ox11E2 NtUserSendMessageCallback 

NIA Ox11E3 NtUserSendN otify Message 

SetActive Window Ox11E4 NtUserSetActive Window 

NIA Ox11E5 NtUserSetApplmeLevel 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

SetCapture Ox11E6 NtUserSetCapture 

NIA Ox11E7 NtUserSetClassLong 

SetClass Word Ox11E8 NtUserSetClass Word 

NIA Ox11E9 NtUserSetClipboardData 

SetClipboardViewer OxllEA NtUserSetClip boardViewer 

SetConsoleReserveKeys OxllEB NtUserSetConsoleReserveKeys 

SetCursor OxllEC NtUserSetCursor 

SetCursorContents OxllED NtUserSetCursorContents 

NIA OxllEE NtUserSetCursorlconData 

PrivateSetDbgTag OxllEF NtUserSetDbgTag 

SetFocus OxllFO NtUserSetFocus 

NIA Ox11F1 NtUserSetlmeHotKey 

NIA Ox11F2 NtUserSetlmelnfoEx 

NIA Ox11F3 NtUserSetlmeOwnerWindow 

NIA Ox11F4 NtUserSetlnformationProcess 

NIA Ox11F5 NtUserSetlnformationThread 

SetlnternalWindowPos Ox11F6 NtUserSetlnterna!WindowPos 

SetKeyboardState Ox11F7 NtUserSetKeyboardState 

SetLogonNotifyWindow Ox11F8 NtUserSetLogonNotifyWindow 

NIA Ox11F9 NtUserSetMenu 

SetMenuContextHelpld OxllFA NtUserSetMenuContextHelpld 

SetMenuDefaultltem OxllFB NtUserSetMenuDefaultltem 

NIA Ox11FC NtUserSetMenuFlagRtoL 

SetUserObjectlnformation W Ox11FD NtUserSetObjectlnformation 

SetParent OxllFE NtUserSetParent 

SetProcess WindowStation OxllFF NtUserSetProcess WindowStation 

NIA Ox1200 NtUserSetProp 

PrivateSetRipFlags Ox1201 NtUserSetRipFlags 

SetScrollinfo Ox1202 NtUserSetScrollinfo 

SetShellWindowEx Ox1203 NtUserSetShellWindowEx 

NIA Ox1204 NtUserSetSysColors 

NIA Ox1205 NtUserSetSystemCursor 

SetSystemMenu Ox1206 NtUserSetSystemMenu 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

SetSystem Timer Ox1207 N tUserSetSystem Timer 

Set ThreadDesktop Ox1208 N tUserSetThreadDesktop 

NIA Ox1209 NtUserSetThreadLayoutHandles 

NIA Ox120A NtUserSetThreadState 

SetTimer Ox120B NtUserSet Timer 

NIA Ox120C NtUserSetWindowFNID 

NIA Ox120D NtUserSetWindowLong 

Set Window Placement Ox120E NtUserSetWindowPlacement 

SetWindowPos Ox120F NtUserSetWindowPos 

NIA Ox1210 NtUserSetWindowRgn 

NIA Ox1211 NtUserSetWindowsHookAW 

NIA Ox1212 NtUserSetWindowsHookEx 

NIA Ox1213 NtUserSetWindowStationUser 

Set Window Word Ox1214 NtUserSetWindowWord 

NIA Ox1215 NtUserSetWinEventHook 

ShowCaret Ox1216 NtUserShowCaret 

ShowScrollBar Ox1217 NtUserShowScrollBar 

Show Window Ox1218 NtUserShowWindow 

Show Window Async Ox1219 NtUserShowWindow Async 

NIA Ox121A NtUserSoundSentry 

SwitchDesktop Ox121B NtUserSwitchDesktop 

NIA Ox121C NtUserSystemParameterslnfo 

NIA Ox121D NtUserTestForlnteractiveUser 

NIA Ox121E NtUserThunkedMenulnfo 

NIA Ox121F NtUserThunkedMenultemlnfo 

NIA Ox1220 NtUserToUnicodeEx 

TrackMouseEvent Ox1221 NtUserTrackMouseEvent 

TrackPopupMenuEx Ox1222 NtUserTrackPopupMenuEx 

NIA Ox1223 NtUser TranslateAccelerator 

NIA Ox1224 NtUserTranslateMessage 

UnhookWindowsHookEx Ox1225 NtUserUnhookWindowsHookEx 

UnhookWinEvent Ox1226 NtUserUnhook WinEvent 

NIA Ox1227 NtUserUnloadKeyboardLayout 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

UnlockWindowStation Ox1228 NtUserUnlockWindowStation 

NIA Ox1229 NtUserUnregisterClass 

UnregisterHotKey Ox122A NtUserUnregisterHotKey 

NIA Ox122B NtUserUpdatelnputContext 

NIA Ox122C NtUserUpdatelnstance 

UpdateLayeredWindow Ox122D NtUserUpdateLayeredWindow 

SetLa yeredWindow Attributes Ox122E NtUserSetLayeredWindow Attributes 

NIA Ox122F NtUserUpdatePerUserSystemParameters 

UserHandleGrantAccess Ox1230 NtUserUserHandleGrantAccess 

NIA Ox1231 NtUser ValidateHandleSecure 

ValidateRect Ox1232 NtUserValidateRect 

NIA Ox1233 NtUserVkKeyScanEx 

NIA Ox1234 NtUserWaitForlnputldle 

NIA Ox1235 NtUserWaitForMsgAndEvent 

WaitMessage Ox1236 NtUserWaitMessage 

Win32PoolAllocationStats Ox1237 NtUserWin32PoolAllocationStats 

WindowFromPoint Ox1238 NtUserWindowFromPoint 

NIA Ox1239 NtUserYieldTask 

NIA Ox123A NtUserRemoteConnect 

NIA Ox123B NtUserRemoteRedrawRectangle 

NIA Ox123C NtUserRemoteRedrawScreen 

NIA Ox123D NtUserRemoteStopScreenUpdates 

NIA Ox123E NtUserCtxDisplayIOCtl 

EngAssociateSurface Ox123F NtGdiEngAssociateSurface 

EngCreateBitmap Ox1240 NtGdiEngCreateBitmap 

EngCreateDeviceSurface Ox1241 NtGdiEngCreateDeviceSurface 

EngCreateDeviceBitmap Ox1242 NtGdiEngCreateDeviceBitmap 

EngCreatePalette Ox1243 NtGdiEngCreatePalette 

NIA Ox1244 NtGdiEngComputeGlyphSet 

EngCopyBits Ox1245 NtGdiEngCopyBits 

NIA Ox1246 NtGdiEngDeletePalette 

EngDeleteSurface Ox1247 NtGdiEngDeleteSurface 

EngEraseSurface Ox1248 NtGdiEngEraseSurface 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh win32k.sys 

EngUnlockSurface Ox1249 NtGdiEngUnlockSurface 

EngLockSurface Ox124A NtGdiEngLockSurface 

EngBitB!t Ox124B NtGdiEngBitB!t 

EngStretchB!t Ox124C N tGdiEngStretchB!t 

EngPlgB!t Ox124D NtGdiEngPlgBlt 

EngMarkBandingSurface Ox124E NtGdiEngMarkBandingSurface 

EngStrokePath Ox124F NtGdiEngStrokePath 

EngFillPath Ox1250 NtGdiEngFillPath 

EngStrokeAndFillPath Ox1251 NtGdiEngStrokeAndFillPath 

EngPaint Ox1252 NtGdiEngPaint 

EngLineTo Ox1253 NtGdiEngLineTo 

EngAlphaBlend Ox1254 NtGdiEngAlphaBlend 

EngGradientFill Ox1255 NtGdiEngGradientFill 

Eng T ransparentB!t Ox1256 NtGdiEngTransparentB!t 

EngTextOut Ox1257 NtGdiEngTextOut 

EngStretchBltROP Ox1258 NtGdiEngStretchB!tROP 

XLATEOBJ_cGetPalette Ox1259 NtGdiXLATEOBJ_cGetPalette 

XLATEOBJ_iXlate Ox125A NtGdiXLATEOBJ_iXlate 

XLATEOBJ_hGetColorTransform Ox125B NtGdiXLATEOBJ_hGetColorTransform 

CLIPOBJ_bEnum Ox125C NtGdiCLIPOBJ_bEnum 

CLIPOBJ_cEnumStart Ox125D NtGdiCLIPOBJ_cEnumStart 

CLIPOBJ_ppoGetPath Ox125E NtGdiCLIPOBJ_ppoGetPath 

EngDeletePath Ox125F NtGdiEngDeletePath 

EngCreateClip Ox1260 NtGdiEngCreateClip 

EngDeleteClip Ox1261 NtGdiEngDeleteClip 

BRUSHOBJ_u!GetBrushColor Ox1262 NtGdiBRUSHOBJ_u!GetBrushColor 

BRUSHOBJ_pvAllocRbrush Ox1263 NtGdiBRUSHOBJ_pvAllocRbrush 

BRUSHOBJ_pvGetRbrush Ox1264 NtGdiBRUSHOBJ_pvGetRbrush 

BRUSHOBJ_hGetColorTransform Ox1265 NtGdiBRUSHOBJ_hGetColorTransform 

XFORMOBJ_bApply Xform Ox1266 NtGdiXFORMOBJ_bApply Xform 

XFORMOBJ_iGetXform Ox1267 NtGdiXFORMOBJ_iGetXform 

FONTOBJ_ vGetinfo Ox1268 NtGdiFONTOBJ_ vGetinfo 

FONTOBJ_pxoGetXform Ox1269 NtGdiFONTOBJ_pxoGetXform 

(continued) 
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TABLEB-2. (continued) 

gdi32.dll INT 2Eh 

FONTOBJ_cGetGlyphs Ox126A 

FONTOBJ_pifi Ox126B 

FONTOBJ_pfdg Ox126C 

FONTOBJ_pQueryGlyphAttrs Ox126D 

FONTOBJ_pvTrueTypeFontFile Ox126E 

FONTOBJ_cGetAllGlyphHandles Ox126F 

STROBJ_bEnum Ox1270 

STROBJ_bEnumPositionsOnly Ox1271 

STROBJ_bGetAdvance Widths Ox1272 

STROBJ_ vEnumStart Ox1273 

STROBJ_dwGetCodePage Ox1274 

PATHOBJ_vGetBounds Ox1275 

PATHOBJ_bEnum Ox1276 

PATH OBJ_ vEnumStart Ox1277 

PATHOBJ_vEnumStartClipLines Ox1278 

PATHOBJ_bEnumClipLines Ox1279 

NIA Ox127A 

EngCheckAbort Ox127B 

HT_ Get8BPPFormatPalette Ox127C 

HT_ Get8BPPMaskPalette Ox127D 

NIA Ox127E 

TABLE B-3. The C Runtime Library 

FUNCTION NAME ntdll.dll 

_1sasc11 

_iscsym 

_iscsymf 

_toascii 

_abnormal_termination 

_all div 

_allmul 

_alloca_probe 

NIA 

Win32k.sys 

NtGdiFONTOBJ_cGetGlyphs 

NtGdiFONTOBJ_pifi 

NtGdiFONTOBJ_pfdg 

NtGdiFONTOBJ_pQueryGlyphAttrs 

NtGdiFONTOBJ_pvTrueTypeFontFile 

NtGdiFONTOBJ_cGetAllGlyphHandles 

NtGdiSTROBJ_bEnum 

NtGdiSTROBJ_bEnumPositionsOnly 

NtGdiSTROBJ_bGetAdvance Widths 

NtGdiSTROBJ_vEnumStart 

NtGdiSTROBJ_dwGetCodePage 

NtGdiPATHOBJ_vGetBounds 

NtGdiPATHOBJ_bEnum 

NtGdiPATHOBJ_vEnumStart 

NtGdiPATHOBJ_vEnumStartClipLines 

NtGdiPATHOBJ_bEnumClipLines 

NtGdiGetDhpdev 

NtGdiEngCheckAbort 

NtGdiHT _ Get8BPPFormatPalette 

NtGdiHT _ Get8BPPMaskPalette 

NtGdiUpdateTransform 

ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 
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TABLEB-3. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

allrem -
_allshl 

_allshr 

_atoi64 NIA 

_aulldiv 

_aullrem 

_aullshr 

_chkstk NIA 

_Clpow NIA 

_except_handler2 NIA 

_except_handler 3 NIA 

_fltused NIA 

ftol NIA -
_global_unwind2 NIA 

_i64toa NIA 

_i64tow NIA 

_itoa 

_itow 

_local_unwind2 NIA 

_ltoa NIA 

_how NIA 

_memccpy NIA 

_memicmp NIA 

_purecall NIA 

_snprintf 

_snwprintf 

_splitpath NIA 

_strcmpi NIA 

_stricmp 

_strlwr 

_strnicmp 

_strnset NIA 

_strrev NIA 

(continued) 
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TABLEB-3. (continued) 

FUNCTION NAME 

_strset 

_strupr 

_tolower 

_toupper 

_ui64toa 

_ultoa 

_ultow 

_vsnprintf 

_wcsicmp 

_wcslwr 

_wcsnicmp 

_wcsnset 

_wcsrev 

_wcsupr 

_wtoi 

_wtoi64 

_wtol 

abs 

a tan 

atoi 

atol 

ceil 

cos 

fabs 

floor 

isalnum 

isalpha 

iscntrl 

isdigit 

isgraph 

is lower 

is print 

ispunct 

ntdll.dll 

NIA 

NIA 

NIA 

ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 
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TABLEB-3. (continued) 

FUNCTION NAME ntdll.dll ntoskml.exe 

isspace 

isupper 

iswalpha NIA 

iswctype NIA 

iswdigit NIA 

iswlower NIA 

iswspace NIA 

iswxdigit NIA 

isxdigit 

labs NIA 

log NIA 

mbstowcs 

mbtowc NIA 

memchr 

memcmp NIA 

memcpy 

memmove 

memset 

pow NIA 

qsort 

rand NIA 

sm NIA 

sprintf 

sqrt NIA 

srand NIA 

sscanf NIA 

strcat 

strchr 

strcmp 

strcpy 

strcspn NIA 

strlen 

strncat 

(continued) 
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TABLEB-3. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

strncmp 

strncpy 

strpbrk NIA 

strrchr 

strspn 

strstr 

strtol NIA 

strtoul NIA 

swprintf 

tan NIA 

to lower 

toupper 

tow lower 

towupper 

vsprintf 

wcscat 

wcschr 

wcscmp 

wcscpy 

wcscspn 

wcslen 

wcsncat 

wcsncmp 

wcsncpy 

wcspbrk NIA 

wcsrchr 

wcsspn 

wcsstr 

wcstombs NIA 

wctomb NIA 

wcstol NIA 

wcstombs NIA 

wcstoul NIA 



TABLEB-4. The Windows 2000 Runtime Library 

FUNCTION NAME 

RtlAbortRXact 

RtlAbsoluteToSelfRelativeSD 

RtlAcquirePebLock 

RtlAcquireResourceExclusive 

RtlAcquireResourceShared 

RtlAddAccessAllowedAce 

RtlAddAccessAllowedAceEx 

RtlAddAccessAllowed 0 bjectAce 

RtlAddAccessDeniedAce 

RtlAddAccessDeniedAceEx 

RtlAddAccessDeniedObjectAce 

RtlAddAce 

RtlAddActionToRXact 

RtlAddAtomToAtomTable 

RtlAddAttributeAction ToRXact 

RtlAddAuditAccessAce 

RtlAddAuditAccessAceEx 

RtlAddAuditAccessObjectAce 

RtlAddCompoundAce 

RtlAddRange 

RtlAdjustPrivilege 

RtlAllocateAndlnitializeSid 

RtlAllocateHandle 

RtlAllocateHeap 

RtlAnsiCharToUnicodeChar 

RtlAnsiString To UnicodeSize 

RtlAnsiStringToUnicodeString 

RtlAppendAsciiz To String 

RtlAppendStringToString 

RtlAppendUnicodeStringToString 

RtlAppendUnicodeToString 

RtlApplyRXact 

RtlApplyRXactNoFlush 

ntdll.dll 
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ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

RtlAreAllAccessesGranted 

RdAreAny Accesses Granted 

RdAreBitsClear 

RdAreBitsSet 

RdAssert 

RdCallbackLpcClient NIA 

RdCancelTimer NIA 

RdCaptureContext NIA 

RdCaptureStackBackTrace 

RdCharTointeger 

RdCheckForOrphanedCriticalSections NIA 

RdCheckRegistryKey 

Rd ClearAllBits 

Rd Clear Bits 

RtlCompactHeap NIA 

RdCompareMemory 

RdCompareMemoryUlong 

RdCompareString 

RdCompareUnicodeString 

RdCompressBuffer 

RdCompressChunks NIA 

RdConsoleMultiByteToUnicodeN NIA 

RtlConvertExclusiveToShared NIA 

RtlConvertLong ToLargeinteger 

RdConvertPropertyTo Variant NIA 

RtlConvertSharedToExclusive NIA 

RtlConvertSidToUnicodeString 

Rd ConvertToAutoinheritSecurityO bject NIA 

RtlConvertUiListToApiList NIA 

RtlConvertUlongToLargeinteger 

Rd Convert VariantToProperty NIA 

RtlCopyLuid 

RtlCopyLuidAndAttributesArray NIA 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

Rtl Copy RangeList 

RtlCopySecurityDescriptor NIA 

RtlCopySid 

RtlCopySidAndAttributesArray NIA 

RtlCopyString 

RtlCopyUnicodeString 

RtlCreateAcl 

RtlCreateAndSetSD NIA 

RtlCreateAtomTable 

RtlCreateEnvironment NIA 

RtlCreateHeap 

RtlCreateLpcServer NIA 

RtlCreateProcessParameters NIA 

Rt!CreateQueryDebugBuffer NIA 

Rtl Create Registry Key 

Rt!CreateSecurityDescriptor 

Rt!CreateTagHeap NIA 

Rt!CreateTimer NIA 

Rt! Create TimerQueue NIA 

Rt!CreateUnicodeString 

Rt!CreateUnicodeStringFromAsciiz NIA 

Rt! CreateUserProcess NIA 

Rt!CreateUserSecurityObject NIA 

Rt!CreateUserThread NIA 

Rt!CustomCPToUnicodeN 

Rt!CutoverTimeToSystemTime NIA 

Rt!DebugPrintTimes NIA 

Rt!DecompressBuffer 

Rt!DecompressChunks NIA 

Rt!DecompressF ragment 

Rt!DefaultNpAcl NIA 

Rt!Delete 

Rt!DeleteAce 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

RtlDeleteAtomFromAtomTable 

RtlDeleteCritica!Section NIA 

RtlDeleteElementGeneric Table 

RtlDeleteNoSplay 

RtlDeleteOwnersRanges 

RtlDeleteRange 

RtlDeleteRegistryValue 

RtlDeleteResource NIA 

RtlDeleteSecurityObject NIA 

RtlDeleteTimer NIA 

RtlDeleteTimerQueue NIA 

RtlDeleteTimerQueueEx NIA 

RtlDeNormalizeProcessParams NIA 

RtlDeregisterWait NIA 

RtlDeregisterWaitEx NIA 

RtlDescribeChunk NIA 

RtlDestroy Atom Table 

RtlDestroyEnvironment NIA 

RtlDestroyHandleTable NIA 

RtlDestroyHeap 

RtlDestroyProcessParameters NIA 

RtlDestroyQueryDebugBuffer NIA 

RtlDetermineDosPathName Type_ U NIA 

RtlDnsHostNameToComputerName NIA 

RtlDoesFileExists_U NIA 

RtlDosPathNameToNtPathName_U NIA 

RtlDosSearchPath_ U NIA 

RtlDowncaseUnicodeString 

RtlDumpResource NIA 

RtlEmpty Atom Table 

RtlEnableEarlyCritica!SectionEventCreation NIA 

RtlEnlargedlntegerMultiply 

RtlEnlargedUnsignedDivide 



TABLEB-4. (continued) 

FUNCTION NAME 

RtlEnlargedUnsignedMultiply 

RtlEnterCriticalSection 

RtlEnumerateGenericTable 

RtlEnumerateGenericTable WithoutSplaying 

RtlEnumProcessHeaps 

RtlEqualComputerName 

RtlEqualDomainName 

RtlEqualLuid 

RtlEqualPrefixSid 

RtlEqualSid 

RtlEqualString 

RtlEqualUnicodeString 

RtlEraseUnicodeString 

RtlExpandEnvironmentStrings_ U 

RtlExtendedlntegerMultiply 

RtlExtendedLargelntegerDivide 

RtlExtendedMagicDivide 

RtlExtendHeap 

RtlFillMemory 

RtlFillMemoryUlong 

RtlFindClearBits 

RtlFindClearBitsAndSet 

RtlFindClearRuns 

RtlFindFirstRunClear 

RtlFindLastBackwardRunClear 

RtlFindLeastSignificantBit 

RtlFindLongestRunClear 

RtlFindMessage 

RtlFindMostSignificantBit 

RtlFindNextForwardRunClear 

RtlFindRange 

RtlFindSetBits 

RtlFindSetBitsAndClear 

ntdll.dll 

NIA 

NIA 

APPENDIX B 495 

ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

RtlFindUnicodePrefix NIA 

RtlFirstFreeAce NIA 

RtlFormatCurrentUserKeyPath 

RtlFormatMessage NIA 

RtlFreeAnsiString 

RtlFreeHandle NIA 

RtlFreeHeap 

RtlFreeOemString 

RtlF reeRangeList 

RtlFreeSid NIA 

RdFreeUnicodeString 

RdF ree User ThreadStack NIA 

RdGenerate8dot3Name 

RdGetAce 

Rd GetCallersAddress 

RdGetCompression WorkSpaceSize 

Rd GetContro!Security Descriptor NIA 

Rd GetCurrentDirectory _ U 

RdGetDac!SecurityDescriptor NIA 

RdGetDefaultCodePage NIA 

RdGetElementGenericTable 

Rd GetFirstRange 

RdGetFullPathName_U NIA 

RdGetGroupSecurityDescriptor 

RdGetLongestNtPathLength NIA 

RdGetNextRange 

RdGetNtGloba!Flags 

Rd GetNtProduct Type NIA 

RdGetOwnerSecurityDescriptor 

Rd GetProcessHeaps NIA 

Rd GetSac!Security Descriptor 

RdGetSecurityDescriptorRMControl NIA 

RdGetUserlnfoHeap NIA 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

Rd Get Version NIA 

RtlGUIDFromString 

RtlldentifierAuthoritySid NIA 

RtllmageDirectoryEntry ToData 

RtllmageNtHeader 

RtllmageR va ToSection NIA 

RtllmageRvaToVa NIA 

RtllmpersonateLpcClient NIA 

RtllmpersonateSelf NIA 

RtllnitAnsiString 

RtllnitCodePageTable 

RtllnitializeAtomPackage NIA 

RtllnitializeBitMap 

RtllnitializeContext NIA 

RtllnitializeCriticalSection NIA 

RtllnitializeCriticalSectionAndSpinCount NIA 

RtllnitializeGenericTable 

RtllnitializeHandle Table NIA 

RtllnitializeRangeList 

RtllnitializeResource NIA 

RtllnitializeRXact NIA 

RtllnitializeSid 

RtllnitializeUnicodePrefix NIA 

RtllnitNlsTables NIA 

RtllnitString 

RtllnitUnicodeString 

RtllnsertElementGenericTable 

RtllnsertElementGenericTableFull NIA 

RtllnsertUnicodePrefix NIA 

Rtllnt64ToUnicodeString NIA 

RtllntegerToChar 

RtllntegerToUnicodeString 

RtllnvertRangeList 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

RtllsDosDeviceName_ U NIA 

RtllsGenericTableEmpty 

RtllsNameLegalDOS8Dot3 

RtllsRangeAvailable 

RtllsTextUnicode NIA 

Rtlls ValidHandle NIA 

Rtlls ValidlndexHandle NIA 

RtllsValidOemCharacter NIA 

RtlLargelntegerAdd 

RtlLargelnteger ArithmeticShift 

RtlLargelntegerDivide 

RtlLargelnteger Negate 

RtlLargelntegerShiftLeft 

RtlLargelntegerShiftRight 

RtlLargelntegerSubtract 

RtlLargelntegerToChar NIA 

RtlLeaveCriticalSection NIA 

RtlLengthRequiredSid 

RtlLengthSecurityDescriptor 

RtlLengthSid 

RtlLocalTime ToSystem Time NIA 

RtlLockHeap NIA 

Rt!LookupAtomlnAtomTable 

RtlLookupElementGenericTable 

Rt!LookupElementGenericTableFull NIA 

RtlMakeSelfRelativeSD NIA 

RtlMapGenericMask 

Rt!MergeRangeLists 

Rt!MoveMemory 

RtlMultiByteToUnicodeN 

Rt!MultiByte To UnicodeSize 

RtlNewlnstanceSecurityO bj ect NIA 

RtlNewSecurityGrantedAccess NIA 



TABLEB-4. (continued) 

FUNCTION NAME 

RdNewSecurityObject 

RdN ewSecurityO bjectEx 

RdNextUnicodePrefix 

RdN ormalizeProcessParams 

RtlNtStatusToDosError 

RdNtStatusToDosErrorNoTeb 

RtlNumberGenericTableElements 

RdNumberOfClearBits 

RdNumberOfSetBits 

ntdll.dll 

NIA 

NIA 

RdOemString ToCountedUnicodeString NI A 

RdOemStringToUnicodeSize 

Rt!OemStringToUnicodeString 

RdOemToUnicodeN 

RdOpenCurrentUser 

RtlPcToFileHeader 

RdPinAtomlnAtomTable 

RdpNtCreateKey 

RdpNtEnumerateSubKey 

RtlpNtMakeTemporaryKey 

RdpNtOpenKey 

RdpNtQueryValueKey 

RdpNtSetValueKey 

Rt!PrefixString 

RdPrefixUnicodeString 

RdProtectHea p 

RtlpUn WaitCriticalSection 

Rtlp WaitForCriticalSection 

Rd Query AtomlnAtom Table 

Rd Query Environment Variable_ U 

RdQuerylnformationAcl 

Rd QueryProcessBack Tracelnformation 

Rt!QueryProcessDebuginformation 

RdQueryProcessHeapinformation 
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ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME ntdll.dll ntoskrnl.exe 

Rt! QueryProcessLocklnformation NIA 

Rt!QueryRegistryValues 

Rt!QuerySecurityObject NIA 

Rt!QueryTagHeap NIA 

Rt! Query TimeZonelnforma ti on 

Rt!QueueWorkltem NIA 

Rt!RaiseException 

Rt!RaiseStatus NIA 

Rt!Random 

Rt!ReAllocateHeap NIA 

Rt!Rea!Predecessor 

Rt!Rea!Successor 

Rt!RegisterWait NIA 

Rt!ReleasePebLock NIA 

Rt!ReleaseResource NIA 

Rt!RemoteCall NIA 

Rt!RemoveUnicodePrefix NIA 

Rt!ReserveChunk NIA 

Rt!ResetRt!T ransla tions NIA 

Rt!RunDecodeUnicodeString NIA 

Rt!RunEncodeUnicodeString NIA 

Rt!SecondsSincel970ToTime 

Rt!SecondsSince 19 8 OTo Time 

Rt!SelfRelativeToAbsoluteSD 

Rt!SelfRelative ToAbsol uteSD 2 

Rt!SetAllBits 

Rt!SetAttributesSecurityDescriptor NIA 

Rt!SetBits 

Rt!SetControlSecurityDescriptor NIA 

Rt!SetCritica!SectionSpinCount NIA 

Rt!SetCurrentDirectory _ U NIA 

Rt!SetCurrentEnvironment NIA 

Rt!SetDaclSecurityDescriptor 



TABLEB-4. (continued) 

FUNCTION NAME 

RtlSetEnvironment Variable 

RtlSetGroupSecurityDescriptor 

RtlSetlnformationAcl 

RtlSetloCompletionCallback 

RtlSetOwnerSecurityDescriptor 

RtlSetSaclSecurity Descriptor 

RtlSetSecurityDescriptorRM Control 

RtlSetSecurityO bject 

RtlSetSecurityO bjectEx 

RtlSetThreadPoolStartFunc 

RtlSetTimer 

RtlSetTimeZonelnformation 

RtlSetUnicodeCallouts 

RtlSetUserFlagsHeap 

RtlSetUserValueHeap 

RtlShutdownLpcServer 

RtlSizeHeap 

RtlSplay 

RtlStartRXact 

RtlStringFromGUID 

RtlSubAuthorityCountSid 

RtlSubAuthoritySid 

RtlSubtreePredecessor 

RtlSubtreeSuccessor 

RtlSystemTimeToLocalTime 

RtlTimeFieldsToTime 

Rd Time To Ela psedTimeFields 

Rd Time ToSecondsSince 1970 

RtlTimeToSecondsSince1980 

RtlTimeToTimeFields 

RtlT ry EnterCriticalSection 

RtlUlongByteSwap 

RtlUlonglongByteSwap 

ntdll.dll 
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ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

(continued) 
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TABLEB-4. (continued) 

FUNCTION NAME 

RtlUnicodeStringToAnsiSize 

RtlUnicodeStringToAnsiString 

RtlUnicodeStringToCountedOemString 

RtlUnicodeStringTointeger 

Rt!UnicodeString ToOemSize 

RtlUnicodeStringToOemString 

RtlUnicode ToCustomCPN 

RtlUnicode ToMultiByteN 

Rt!Unicode ToMultiByteSize 

Rt!UnicodeToOemN 

Rd Uniform 

Rt!UnlockHeap 

Rd Unwind 

Rt!UpcaseUnicodeChar 

Rt!UpcaseUnicodeString 

Rt!UpcaseUnicodeStringToAnsiString 

Rt!UpcaseUnicodeStringToCountedOemString 

Rt!U pcase UnicodeString ToOemString 

Rt!UpcaseUnicodeToCustomCPN 

Rt!UpcaseUnicodeToMultiByteN 

Rt!UpcaseUnicodeToOemN 

Rt!UpdateTimer 

Rt!UpperChar 

Rt!UpperString 

Rt!UsageHeap 

Rt!UshortByteSwap 

Rt!ValidAcl 

Rt!ValidateHeap 

Rt!ValidateProcessHeaps 

Rt!ValidRelativeSecurityDescriptor 

Rt!ValidSecurityDescriptor 

Rt!ValidSid 

Rt!Verify Versionlnfo 

ntdll.dll ntoskrnl.exe 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 

NIA 



TABLEB-4. (continued) 

FUNCTION NAME 

Rt!VolumeDeviceToDosName 

Rt!WalkFrameChain 

Rt!WalkHeap 

Rt!WriteRegistryValue 

RtlxAnsiStringToUnicodeSize 

RtlxOemString ToUnicodeSize 

RtlxUnicodeString ToAnsiSize 

RtlxUnicodeStringToOemSize 

Rt!ZeroHeap 

RTIZeroMemory 

APPENDIX B 503 

ntdll.dll ntoskml.exe 

NIA 

NIA 





APPENDIX C 

Constants, 
Enumerations, 
and Structures 

The code samples and descriptions in this book make frequent references to data 
definitions from the Windows 2000 Device Driver Kit (DDK), the Win32 Plat­

form Software Development Kit (SDK), and header files found on the companion 
CD of this book. To allow easy lookup of these definitions, I have compiled the 
most important ones in Appendix C. Most of the definitions are drawn from the 
w2k_def. h header file found in the CD directory \src\comrnon\include. 

CONSTANTS 

This section contains definitions of symbolic constants used throughout the book. 
They are also referred to in subsequent sections of this appendix. 

DISPATCHER OBJECT TYPE CODES 

#define DISP_TYPE_NOTIFICATION_EVENT 0 

#define DISP_TYPE_SYNCHRONIZATION_EVENT 1 
#define DISP_TYPE_MUTANT 2 
#define DISP_TYPE_PROCESS 3 
#define DISP_TYPE_QUEUE 4 
#define DISP_TYPE_SEMAPHORE 5 
#define DISP_TYPE_THREAD 6 
#define DISP_TYPE_NOTIFICATION_TIMER 8 
#define DISP_TYPE_SYNCHRONIZATION_TIMER 9 

505 
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FILE OBJECT FLAGS 

#define FO FILE_OPEN OxOOOOOOOl 
#define FO_SYNCHRONOUS_ IO Ox00000002 
#define FO_ALERTABLE_IO Ox00000004 
#define FO NO INTERMEDIATE_BUFFERING Ox00000008 
#define FO_WRITE_THROUGH OxOOOOOOlO 
#define FO_SEQUENTIAL_ONLY Ox00000020 
#define FO_CACHE_SUPPORTED Ox00000040 
#define FO_NAMED_PIPE Ox00000080 
#define FO_STREAM_FILE OxOOOOOlOO 
#define FO_MAILSLOT Ox00000200 
#define FO_GENERATE_AUDIT_ON_CLOSE Ox00000400 
#define FO_DIRECT_DEVICE_OPEN Ox00000800 
#define FO_FILE_MODIFIED Ox00001000 
#define FO_FILE_SIZE_CHANGED Ox00002000 
#define FO_CLEANUP_COMPLETE Ox00004000 
#define FO_TEMPORARY_FILE Ox00008000 
#define FO_DELETE_ON_CLOSE OxOOOlOOOO 
#define FO_OPENED_CASE_SENSITIVE Ox00020000 
#define FO_HANDLE_CREATED Ox00040000 
#define FO_FILE_FAST_IO_READ Ox00080000 
#define FO_RANDOM_ACCESS OxOOlOOOOO 
#define FO_FILE_OPEN_CANCELLED Ox00200000 
#define FO_VOLUME_OPEN Ox00400000 

PORTABLE EXECUTABLE SECTION DIRECTORY IDs 
#define IMAGE_DIRECTORY_ENTRY_EXPORT 0 
#define IMAGE_DIRECTORY_ENTRY_IMPORT 1 
#define IMAGE_DIRECTORY_ENTRY_RESOURCE 2 
#define IMAGE_DIRECTORY_ENTRY_EXCEPTION 3 
#define IMAGE_DIRECTORY_ENTRY_SECURITY 4 
#define IMAGE_DIRECTORY_ENTRY_BASERELOC 5 
#define IMAGE_DIRECTORY_ENTRY_DEBUG 6 
#define IMAGE_DIRECTORY_ENTRY_COPYRIGHT 7 
#define IMAGE_DIRECTORY_ENTRY_GLOBALPTR 8 
#define IMAGE_DIRECTORY_ENTRY_TLS 9 
#define IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 10 
#define IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 11 
#define IMAGE_DIRECTORY_ENTRY_IAT 12 
#define IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 13 
#define IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 14 

#define IMAGE_NUMBEROF_DIRECTORY_ENTRIES 16 
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1/0 SYSTEM DATA STRUCTURE TYPE CODES 

#define IO_TYPE_ADAPTER 1 
#define IO_TYPE_CONTROLLER 2 
#define IO_TYPE_DEVICE 3 
#define IO_TYPE_DRIVER 4 
#define IO_TYPE_FILE 5 
#define IO_TYPE_IRP 6 
#define IO_TYPE_MASTER_ADAPTER 7 
#define IO_TYPE_OPEN_PACKET 8 
#define IO_TYPE_TIMER 9 
#define IO_TYPE_VPB 10 
#define IO TYPE ERROR_LOG 11 
#define IO_TYPE_ERROR_MESSAGE 12 
#define IO TYPE DEVICE OBJECT_EXTENSION 13 

#define IO_TYPE_APC 18 
#define IO_TYPE_DPC 19 
#define IO_TYPE_DEVICE_QUEUE 20 
#define IO_TYPE_EVENT_PAIR 21 
#define IO_TYPE_INTERRUPT 22 
#define IO_TYPE_PROFILE 23 

1/0 REQUEST PACKET FUNCTIONS 

#define IRP_MJ_CREATE 0 
#define IRP_MJ_CREATE_NAMED_PIPE 1 
#define IRP_MJ_CLOSE 2 
#define IRP_MJ_READ 3 
#define IRP_MJ_WRITE 4 
#define IRP_MJ_QUERY_INFORMATION 5 
#define IRP_MJ_SET_INFORMATION 6 
#define IRP_MJ_QUERY_EA 7 
#define IRP_MJ_SET_EA 8 
#define IRP_MJ_FLUSH_BUFFERS 9 
#define IRP_MJ_QUERY_VOLUME_INFORMATION 10 
#define IRP_MJ_SET_VOLUME_INFORMATION 11 
#define IRP_MJ_DIRECTORY_CONTROL 12 
#define IRP_MJ_FILE_SYSTEM_CONTROL 13 
#define IRP_MJ_DEVICE_CONTROL 14 
#define IRP_MJ_INTERNAL_DEVICE_CONTROL 15 
#define IRP_MJ_SHUTDOWN 16 
#define IRP_MJ_LOCK_CONTROL 17 
#define IRP_MJ_CLEANUP 18 
#define IRP_MJ_CREATE_MAILSLOT 19 
#define IRP_MJ_QUERY_SECURITY 20 
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#define IRP_MJ_SET_SECURITY 21 
#define IRP_MJ_POWER 22 
#define IRP_MJ_SYSTEM_CONTROL 23 
#define IRP_MJ_DEVICE_CHANGE 24 
#define IRP_MJ_QUERY_QUOTA 25 
#define IRP_MJ_SET_QUOTA 26 
#define IRP_MJ_PNP 27 
#define IRP_MJ_MAXIMUM_FUNCTION 27 

#define IRP_MJ_FUNCTIONS (IRP_MJ_MAXIMUM_FUNCTION + 1) 

OBJECT HEADER FLAGS 

#define OB_FLAG_CREATE INFO - OxOl II has OBJECT_CREATE_INFO 
#define OB_FLAG_KERNEL_MODE Ox02 II created by kernel 
#define OB_FLAG_CREATOR_INFO Ox04 II has OBJECT_CREATOR_INFO 
#define OB_FLAG_EXCLUSIVE OxOB II OBJ_EXCLUSIVE 
#define OB_FLAG_PERMANENT OxlO II OBJ_PERMANENT 
#define OB_FLAG_SECURITY Ox20 II has security descriptor 
#define OB_FLAG_SINGLE_PROCESS Ox40 II no HandleDBList 

OBJECT TYPE ARRAY INDEXES 

#define OB_TYPE_INDEX_TYPE 1 II [ObjT] "Type 1' 

#define OB_TYPE_INDEX_DIRECTORY 2 II [Dire] "Directory" 
#define OB_TYPE_INDEX_SYMBOLIC_LINK 3 II [Symb] "SymbolicLink" 
#define OB_TYPE_INDEX_TOKEN 4 II [Toke] "Token" 
#define OB_TYPE_INDEX_PROCESS 5 II [Proc] "Process" 
#define OB_TYPE_INDEX_THREAD 6 II [Thre] "Thread" 
#define OB_TYPE_INDEX_JOB 7 II [Job J "Job" 
#define OB_TYPE_INDEX_EVENT 8 II [Even] "Event" 
#define OB TYPE INDEX EVENT_PAIR 9 II [Even] "EventPair" 
#define OB_TYPE_INDEX_MUTANT 10 II [Muta] "Mutant" 
#define OB_TYPE_INDEX_CALLBACK 11 II [Call] "Callback" 
#define OB_TYPE_INDEX_SEMAPHORE 12 II [Serna] "Semaphore" 
#define OB_TYPE_INDEX_TIMER 13 II [Time] "Timer" 
#define OB_TYPE_INDEX_PROFILE 14 II [Prof] "Profile" 
#define OB_TYPE_INDEX_WINDOW_STATION 15 II [Wind] "WindowStation" 
#define OB_TYPE_INDEX_DESKTOP 16 II tbeskJ "Desktop" 
#define OB_TYPE_INDEX_SECTION 17 II [Sect] "Section" 
#define OB_TYPE_INDEX_KEY 18 II [Key ) "Key" 
#define OB_TYPE_INDEX_PORT 19 II [Port] "Port" 
#define OB_TYPE_INDEX_WAITABLE_PORT 20 II [Wait] "WaitablePort" 
#define OB_TYPE_INDEX_ADAPTER 21 II [Adap] "Adapter" 
#define OB_TYPE_INDEX_CONTROLLER 22 II [Cont) "Controller" 
#define OB_TYPE_INDEX_DEVICE 23 II [Devi] "Device" 



#define OB_TYPE_INDEX_DRIVER 
#define OB_TYPE_INDEX_IO_COMPLETION 
#define OB_TYPE_INDEX_FILE 
#define OB_TYPE_INDEX_WMI_GUID 

OBJECT TYPE TAGS 
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24 11 [Driv] "Driver" 
25 11 [IoCo] "IoCompletion" 
26 II [File] "File" 
27 I I [WmiG] "WmiGuid" 

#define OB TYPE_TAG_TYPE 'TjbO' I I [ObjT] "Type" 
#define OB_TYPE_TAG_DIRECTORY 'eriD' II [Dire] "Directory" 
#define OB_TYPE_TAG_SYMBOLIC_LINK 'bmyS' II [Symb] "SymbolicLink" 
#define OB_TYPE_TAG_TOKEN 'ekoT' II [Toke] "Token" 
#define OB_TYPE_TAG_PROCESS 'corP' II [Proc] "Process" 
#define OB_TYPE_TAG_THREAD 'erhT' II [Thre] "Thread" 
#define OB_TYPE_TAG_JOB ' boJ' II [Job l "Job" 
#define OB_TYPE_TAG_EVENT 'nevE' II [Even] "Event" 
#define OB_TYPE_TAG_EVENT_PAIR 'nevE' II [Even] "EventPair" 
#define OB_TYPE_TAG_MUTANT 'atuM' II [Muta] "Mutant" 
#define OB_TYPE_TAG_CALLBACK 'llaC' I I [Call] "Callback" 
#define OB_TYPE_TAG_SEMAPHORE 'ameS' II [Serna] "Semaphore" 
#define OB_TYPE_TAG_TIMER 'emiT' II [Time] "Timer" 
#define OB_TYPE_TAG_PROFILE 'forP' II [Prof] "Profile" 
#define OB_TYPE_TAG_WINDOW_STATION 'dniW' II [Wind] "WindowStation" 
#define OB_TYPE_TAG_DESKTOP 
#define OB_TYPE_TAG_SECTION 
#define OB_TYPE_TAG_KEY 
#define OB_TYPE_TAG_PORT 
#define OB TYPE TAG WAITABLE_PORT 
#define OB_TYPE_TAG_ADAPTER 
#define OB_TYPE_TAG_CONTROLLER 
#define OB_TYPE_TAG_DEVICE 
#define OB_TYPE_TAG_DRIVER 
#define OB_TYPE_TAG_IO_COMPLETION 
#define OB_TYPE_TAG_FILE 
#define OB_TYPE_TAG_WMI_GUID 

OBJECT ATTRIBUTE FLAGS 

'kseD' 11 [Desk] "Desktop" 
'tceS' II [Sect] "Section" 
' yeK' I I [Key ] "Key" 
'troP' II [Port] "Port" 
'tiaW' I I [Wait] "Wai tablePort" 
'padA' 11 [Adap] "Adapter" 
'tnoC' II [Cont] "Controller" 
'iveD' 11 [Devi] "Device" 
'virD' 11 [Driv] "Driver" 
'oCoI' I I [ IoCo] "IoCompletion" 
'eliF' I I [File] "File" 
'GimW' I I [WmiG] "WmiGuid" 

#define OBJ_INHERIT 
#define OBJ_PERMANENT 
#define OBJ_EXCLUSIVE 

Ox00000002 
OxOOOOOOlO 
Ox00000020 

#define OBJ_CASE_INSENSITIVE Ox00000040 
#define OBJ_OPENIF Ox00000080 
#define OBJ_OPENLINK 
#define OBJ_KERNEL_HANDLE 

OxOOOOOlOO 
Ox00000200 

#define OBJ_VALID_ATTRIBUTES Ox000003F2 
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ENUMERATIONS 

Some Windows 2000 constant definitions come in the form of enumerations. Following 
is an alphabetical collection of the most frequently used ones. The effective values of the 
enumeration members are shown in comments inserted before each definition line. 

IO_ALLOCATION_ACTION 
typedef enum _IO_ALLOCATION_ACTION 

{ 

/*001*/ KeepObject = 1, 
/*002*/ DeallocateObject, 
/*003*/ DeallocateObjectKeepRegisters 

} 

IO_ALLOCATION_ACTION; 

LOOKASlDE_LIST _lD 
typedef enum _LOOKASIDE_LIST_ID 

{ 

/*000*/ SmallirpLookasideList, 
/*001*/ LargeirpLookasideList, 
/*002*/ MdlLookasideList, 
/*003*/ CreateinfoLookasideList, 
/*004*/ NameBufferLookasideList, 
/*005*/ TwilightLookasideList, 
/*006*/ CompletionLookasideList 

} 

LOOKASIDE_LIST_ID; 

MODE (SEE ALSO KPROCESSOR_MODE) 
typedef en um _MODE 

{ 

/*000*/ KernelMode, 
/*001*/ UserMode, 
/*002*/ MaximumMode 

MODE; 

NT _PRODUCT _TYPE 
typedef enum _NT_PRODUCT_TYPE 

{ 

/*000*/ NtProductinvalid, 
/*001*/ NtProductWinNt, 



1*002*1 NtProductLanManNt, 
1*003*1 NtProductServer 

} 

NT_PRODUCT_TYPE; 

POOL_TYPE 
typedef enum _POOL_TYPE 

1*000*1 NonPagedPool, 
1*001*1 PagedPool, 
1*002*1 NonPagedPoolMustSucceed, 
1*003*1 DontUseThisType, 
1*004*1 NonPagedPoolCacheAligned, 
1*005*1 PagedPoolCacheAligned, 
1*006*1 NonPagedPoolCacheAlignedMustS, 
1*007*1 MaxPoolType 

} 

POOL_TYPE; 

STRUCTURES AND ALIASES 
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This section is an alphabetical collection of structure and alias type definitions used 
by kernel-mode drivers and low-level system programs. Parts of them are undocu­
mented. Before the member names, I have inserted comments indicating the offsets of 
all structure members relative to the structure base address. This allows easy read-out 
of member values from a hex dump listing. 

ANSI_STRING 
typedef STRING ANSI_STRING; 

CALLBACK_ OBJECT 

typedef struct CALLBACK_OBJECT 

1*000*1 DWORD Tag; II Ox6C6C6143 ("Call") 
1*004*1 KSPIN_LOCK Lock; 
1*008*1 LIST_ENTRY CallbackList; 
1*010*1 BOOLEAN AllowMultipleCallbacks; 
1*014*1 } 

CALLBACK_OBJECT; 
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CLIENT_ID 
typedef struct _CLIENT_ID 

/*000*/ HANDLE UniqueProcess; 
/*004*/ HANDLE UniqueThread; 
/*008*/ } 

CLIENT_ID; 

CONTEXT 
II base address OxFFDFF13C 

#define MAXIMUM_SUPPORTED_EXTENSION 512 

typedef struct _CONTEXT 

/*000*/ 
/*004*/ 
/*008*/ 
/*OOC*/ 
/*010*/ 
/*014*/ 

DWORD 
DWORD 
DWORD 
DWORD 
DWORD 
DWORD 

ContextFlags; 
DrO; 
Drl; 
Dr2; 
Dr3; 
Dr6; 

/*018*/ DWORD Dr7; 
/*OlC*/ FLOATING_SAVE AREA FloatSave; 
/*08C*/ DWORD 
/*090*/ DWORD 
/*094*/ DWORD 
/*098*/ DWORD 
/*09C*/ DWORD 
/*OAO*/ DWORD 
/*0A4*/ DWORD 
/*0A8*/ DWORD 
/*OAC*/ DWORD 
/*OBO*/ DWORD 
/*OB4*/ DWORD 
/*OB8*/ DWORD 
/*OBC*/ DWORD 
!*OCO*! DWORD 
/*OC4*/ DWORD 
/*0C8*/ DWORD 
!*OCC*/ BYTE 
/*2CC* I } 

CONTEXT; 

SegGs; 
SegFs; 
SegEs; 
SegDs; 
Edi; 
Esi; 
Ebx; 
Edx; 
Ecx; 
Eax; 
Ebp; 
Eip; 
SegCs; 
EFlags; 
Esp; 
SegSs; 
ExtendedRegisters [MAXIMUM_SUPPORTED_EXTENSION]; 
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CONTROLLER_ OBJECT 
typedef struct CONTROLLER_OBJECT 

1*000*1 SHORT Type; II IO_TYPE_CONTROLLER Ox02 
1*002*1 SHORT Size; II number of BYTEs 
1*004*1 PVOID ControllerExtension; 
1*008*1 KDEVICE_QUEUE DeviceWaitQueue; 
l*OlC*I DWORD Sparel; 
1*020*1 LARGE - INTEGER Spare2; 
1*028*1 } 

CONTROLLER_OBJECT; 

CRITICAL_SECTION 

typedef struct RTL CRITICAL_SECTION 

1*000*1 PRTL_CRITICAL_SECTION_DEBUG Debuginfo; 
1*004*1 LONG 
1*008*1 LONG 
l*OOC*I HANDLE 
1*010*1 HANDLE 
1*014*1 DWORD_PTR 
1*018*1 } 

CRITICAL_SECTION; 

DEVICE_ OBJECT 
typedef struct DEVICE_ OBJECT 

1*000*1 SHORT 
1*002*1 WORD 
1*004*1 LONG 
1*008*1 struct - DRIVER_ OBJECT 
l*OOC*I struct - DEVICE_ OBJECT 
1*010*1 struct - DEVICE_ OBJECT 
1*014*1 struct IRP 
1*018*1 struct - PIO_TIMER 
l*OlC*I DWORD 
1*020*1 DWORD 
1*024*1 PVPB 
1*028*1 PVOID 
1*02C*I DEVICE_ TYPE 
1*030*1 CHAR 
1*034*1 union 

LockCount; 
RecursionCount; 
OwningThread; 
LockSemaphore; 
SpinCount; 

Type; II IO_TYPE_DEVICE Ox03 
Size; II number of BYTES 
ReferenceCount; 

*DriverObject; 
*NextDevice; 
*AttachedDevice; 
*Currentirp; 
*Timer; 
Flags; II DO_* 
Characteristics; II FILE_* 
Vpb; 
DeviceExtension; 
DeviceType; 
StackSize; 
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/*034*/ 
/*034*/ 

LIST_ENTRY ListEntry; 
WAIT_CONTEXT_BLOCK Web; 

/*05C*/ } Queue; 
/*05C*/ DWORD 
/*060*/ KDEVICE_QUEUE 
/*074*/ KDPC 
/*094*/ DWORD 
/*098*/ PSECURITY_DESCRIPTOR 
/*09C*/ KEVENT 

AlignmentRequirernent; 
DeviceQueue; 
Dpc; 
ActiveThreadCount; 
SecurityDescriptor; 
DeviceLock; 

/*OAC*/ WORD SectorSize; 
/*DAE*/ WORD Sparel; 
/*OBO*/ struct _DEVOBJ_EXTENSION *DeviceObjectExtension; 
/*0B4*/ PVOID Reserved; 
/*OB8*/ } 

DEVICE_OBJECT; 

DEVOB]_EXTENSION 
typedef struct DEVOBJ_EXTENSION 

/*000*/ SHORT Type; // IO_TYPE_DEVICE_OBJECT_EXTENSION OxOD 
/*002*/ WORD Size; //number of BYTES 
/*004*/ PDEVICE_OBJECT DeviceObject; 
/*008*/ 

DEVOBJ_EXTENSION; 

DISPATCHER_HEADER 
typedef struct _DISPATCHER_HEADER 

{ 

/*000*/ BYTE 
/*001*/ BYTE 
/*002*/ BYTE 
/*003*/ BYTE 
/*004*/ LONG 
/*008*/ LIST_ENTRY 
/*010*/ } 

Type; 
Absolute; 
Size; 
Inserted; 
Signal State; 
WaitListHead; 

DISPATCHER_HEADER; 

DRNER_EXTENSION 
typedef struct _DRIVER_EXTENSION 

II DISP_TYPE_* 

II number of DWORDs 

/*000*/ struct _DRIVER_OBJECT *DriverObject; 
/*004*/ PDRIVER_ADD_DEVICE AddDevice; 
/*008*/ DWORD 
/*OOC*/ UNICODE_STRING 
/*014*/ } 

DRIVER_EXTENSION; 

Count; 
ServiceKeyNarne; 
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DRNER_OB]ECT 
typedef struct DRIVER_OBJECT 

/*000*! SHORT 
/*002*/ SHORT 
/*004*/ PDEVICE_OBJECT 
/*OOS*/ DWORD 
!*OOC*/ PVOID 
/*010*/ DWORD 
/*014* I PVOID 
/*OlS*/ PDRIVER_EXTENSION 
/*OlC*/ UNICODE_STRING 
/*024*/ PUNICODE_STRING 
/*02S*/ PFAST_IO_DISPATCH 
/*02C*/ PDRIVER_INITIALIZE 
/*030*/ PDRIVER_STARTIO 
/*034*/ PDRIVER_UNLOAD 
/*03S*/ PDRIVER_DISPATCH 
/*OAS*/ } 

DRIVER_OBJECT; 

EPROCESS 
typedef struct - EPROCESS 

/*000*/ KPROCESS 
/*06C*/ NT STATUS 
/*070*/ KEVENT 
/*OSO*/ DWORD 
/*OS4*/ DWORD 
/*OBS*/ LARGE_ INTEGER 
/*090*/ LARGE_INTEGER 
/*09S*/ PVOID 
/*09C*/ DWORD 
/*DAO*/ LIST_ENTRY 
/*OAS*/ DWORD 
/*OBO*/ DWORD 
/*OBS*/ DWORD 
/*OBC*/ DWORD 
!*OCO*/ DWORD 
/*OC4*/ DWORD 
/*OCS*/ LARGE_INTEGER 
/*ODO*/ MMSUPPORT 
/*100*/ DWORD 
/*104*/ DWORD 
/*108*/ DWORD 
/*lOC*/ DWORD 
/*110* I DWORD 
/*114* I DWORD 

Type; // IO_TYPE_DRIVER Ox04 
Size; // number of BYTEs 
DeviceObject; 
Flags; 
DriverStart; 
DriverSize; 
DriverSection; 
DriverExtension; 
DriverName; 
HardwareDatabase; 
FastioDispatch; 
Driverinit; 
DriverStartio; 
DriverUnload; 
MajorFunction [IRP_MJ_FUNCTIONS); 

Pcb; 
ExitStatus; 
LockEvent; 
LockCount; 
d084; 
CreateTime; 
ExitTime; 
LockOWner; 
UniqueProcessid; 
ActiveProcessLinks; 
QuotaPeakPoolUsage [2]; //NP, P 
QuotaPoolUsage [2); //NP, P 
PagefileUsage; 
CommitCharge; 
PeakPagefileUsage; 
PeakVirtualSize; 
VirtualSize; 
Vm; 
dlOO; 
dl04; 
dl08; 
dlOC; 
dllO; 
dll4; 
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I * 118 *I DWORD 
/*llC*/ DWORD 
/*120*/ PVOID 
/*124*/ PVOID 
/*128*/ PHANDLE_TABLE 
/*12C*/ PVOID 
/*130*/ FAST_MUTEX 
/*150*/ DWORD 
/*154*/ BOOLEAN 
/*155*/ BOOLEAN 
/*156*/ BOOLEAN 
/*157*/ BOOLEAN 
/*158*/ FAST_MUTEX 
/*178*/ KSPIN_LOCK 
/*17C*/ DWORD 
/*180*/ WORD 
/*182*/ BOOLEAN 
/*183*/ BYTE 
/*184*/ DWORD 
/*188*/ HARDWARE_PTE 
/*18C*/ DWORD 
/*190*/ DWORD 
/*194*/ PVOID 
/*198*/ PVOID 
/*19C*/ PVOID 
/*lAO*/ DWORD 
/*1A4*/ DWORD 
/*1A8*/ WORD 
/*lAA*/ BOOLEAN 
/*lAB*/ BOOLEAN 
/*lAC*/ HANDLE 
/*lBO*/ struct _PEB 
/*1B4*/ PVOID 
/*1B8*/ PQUOTA_BLOCK 
/*lBC*/ NTSTATUS 
/*lCO*/ DWORD 
/*1C4*/ HANDLE 
/*1C8*/ DWORD 
/*lCC*/ ACCESS_MASK 
/*lDO*/ DWORD 
/*1D4*/ DWORD 
/*1D8*/ PVOID 
/*lDC*/ DWORD 
/*lEO*/ PVOID 
/*1E4*/ DWORD 
/*1E8*/ DWORD 
/*lEC*/ DWORD 

dl18; 
dllC; 
DebugPort; 
ExceptionPort; 
ObjectTable; 
Token; 
WorkingSetLock; 
WorkingSetPage; 
ProcessOutswapEnabled; 
ProcessOutswapped; 
AddressSpaceinitialized; 
AddressSpaceDeleted; 
AddressCreationLock; 
HyperSpaceLock; 
ForkinProgress; 
VmOperation; 
ForkWasSuccessful; 
MmAgressiveWsTrirnMask; 
VmOperationEvent; 
PageDirectoryPte; 
LastFaultCount; 
ModifiedPageCount; 
VadRoot; 
VadHint; 
CloneRoot; 
NumberOfPrivatePages; 
NumberOfLockedPages; 
NextPageColor; 
ExitProcessCalled; 
CreateProcessReported; 
SectionHandle; 

*Peb; 
SectionBaseAddress; 
QuotaBlock; 
LastThreadExitStatus; 
WorkingSetWatch; 
Win32WindowStation; 
InheritedFromUniqueProcessid; 
GrantedAccess; 
DefaultHardErrorProcessing; // HEM_* 
Ldtinf ormation; 
VadFreeHint; 
VdmObjects; 
DeviceMap; // Ox24 bytes 
Sessionid; 
d1E8; 
dlEC; 



/*lFO*/ DWORD 
/*1F4*/ DWORD 
/*1F8*/ DWORD 
/*lFC*/ BYTE 
/*20C*/ DWORD 
/*210*/ BYTE 
/*211*/ BYTE 
/*212*/ union 

struct 

/*212* I BYTE 
/*213*/ BYTE 

} ; 

struct 

/*212*/ WORD 
} ; 

} ; 

/*214*/ struct _WIN32 
/*218*/ DWORD 
/*21C*/ DWORD 
/*220*/ DWORD 
/*224*/ DWORD 
/*228*/ DWORD 
/*22C*/ DWORD 
/*230*/ PVOID 
/*234*/ DWORD 
/*238*/ IO_COUNTERS 
/*268*/ DWORD 
/*26C*/ DWORD 
/*270*/ DWORD 
/*274*/ DWORD 
/*278*/ DWORD 
/*27C*/ DWORD 
/*280*/ DWORD 
/*284*/ DWORD 
/*288*/ } 

EPROCESS; 

ERESOURCE 

dlFO; 
dlF4; 
dlF8; 
ImageFileName [16]; 
VmTrimFaultValue; 
SetTimerResolution; 
PriorityClass; 

SubSysternMinorVersion; 
SubSysternMajorVersion; 

SubSystemVersion; 

PROCESS *Win32Process; 
d218; 
d21C; 
d220; 
d224; 
d228; 
d22C; 
Wow64; 
d234; 
IoCounters; 
d268; 
d26C; 
d270; 
d274; 
d278; 
d27C; 
d280; 
d284; 

typedef struct _ERESOURCE 

/*000*/ LIST_ENTRY SystemResourcesList; 
/*008*/ POWNER_ENTRY OwnerTable; 
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/*DOC*/ SHORT ActiveCount; 
/*ODE*/ WORD Flag; 
/*010*/ PKSEMAPHORE SharedWaiters; 
/*014*/ PKEVENT ExclusiveWaiters; 
/*018*/ OWNER_ENTRY OWnerThreads [2]; 
/*028*/ DWORD ContentionCount; 
/*02C*/ WORD NumberOfSharedWaiters; 
/*02E*/ WORD NumberOfExclusiveWaiters; 
/*030*/ union 

/*030*/ 
/*030*/ 

PVOID Address; 
DWORD_PTR CreatorBackTraceindex; 

/*034*/ }; 
/*034*/ KSPIN_LOCK 
/*038*/ } 

SpinLock; 

ERESOURCE; 

ERESOURCE_OLD 

typedef struct ERESOURCE_OLD 

/*000*/ LIST_ENTRY SystemResourcesList; 
/*008*/ PERESOURCE_THREAD OWnerThreads; 
/*DOC*/ PBYTE OWnerCounts; 
/*010*/ WORD TableSize; 
/*012*/ WORD ActiveCount; 
/*014*/ WORD Flag; 
/*016*/ WORD TableRover; 
/*018*/ BYTE InitialOwnercounts 
/*OlC*/ ERESOURCE_THREAD InitialOwnerThreads 
/*02C*/ DWORD Sparel; 
/*030*/ DWORD ContentionCount; 

[4]; 
[4]; 

/*034*/ WORD NumberOfExclusiveWaiters; 
/*036*/ WORD NumberOfSharedWaiters; 
/*038*/ KSEMAPHORE SharedWaiters; 
/*04C*/ KEVENT ExclusiveWaiters; 
/*05C*/ KSPIN_LOCK SpinLock; 
/*060*/ DWORD CreatorBackTraceindex; 
/*064*/ WORD Depth; 
/*066*/ WORD Reserved; 
/*068*/ PVOID OWnerBackTrace [4]; 
/*078*/ } 

ERESOURCE_OLD; 

ERESOURCE_THREAD 

typedef DWORD_PTR ERESOURCE_THREAD; 



ETHREAD 
typedef struct _ETHREAD 

/*000*/ KTHREAD Tcb; 
/*lBO*/ LARGE_INTEGER CreateTime; 
/*1B8*/ union 

/*1B8*/ LARGE_INTEGER ExitTime; 
/*1B8*/ LIST_ENTRY LpcReplyChain; 

} ; 

/*lCO*/ union 

/*lCO*/ NT STATUS ExitStatus; 
/*lCO*/ DWORD Of sChain; 

} ; 

/*1C4*/ LIST_ENTRY PostBlockList; 
/*lCC*/ LIST_ENTRY TerminationPortList; 
/*1D4*/ PVOID ActiveTimerListLock; 
/*1D8*/ LIST_ENTRY ActiveTimerListHead; 
/*lEO*/ CLIENT_ID Cid; 
/*1E8*/ KSEMAPHORE LpcReplySemaphore; 
/*lFC*/ DWORD LpcReplyMessage; 
/*200*/ DWORD LpcReplyMessageid; 
/*204*/ DWORD PerformanceCountLow; 
/*208*/ DWORD Impersonationinfo; 
/*20C*/ LIST_ENTRY IrpList; 
/*214*/ PVOID TopLevelirp; 
/*218*/ PVOID DeviceToVerify; 
/*21C*/ DWORD ReadClusterSize; 
/*220*/ BOOLEAN ForwardClusterOnly; 
/*221*/ BOOLEAN DisablePageFaultClustering; 
/*222*/ BOOLEAN DeadThread; 
/*223*/ BOOLEAN Reserved; 
/*224*/ BOOL HasTerminated; 
/*228*/ ACCESS_MASK GrantedAccess; 
/*22C*/ PEPROCESS ThreadsProcess; 
/*230*/ PVOID StartAddress; 
/*234*/ union 

/*234*/ PVOID Win32StartAddress; 
/*234*/ DWORD LpcReceivedMessageid; 

} ; 

/*238*/ BOOLEAN LpcExitThreadCalled; 
/*239*/ BOOLEAN HardErrorsAreDisabled; 
/*23A*/ BOOLEAN LpcReceivedMsgidValid; 
/*23B*/ BOOLEAN Activeimpersonationinfo; 
/*23C*/ DWORD PerformanceCountHigh; 
/*240*/ DWORD d240; 
/*244*/ DWORD d244; 
/*248*/ } 

ETHREAD; 
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ETIMER 
typedef struct _ET I MER 

/*000*/ KT I MER Tcb; 
/*028*/ KAPC Ape; 
/*058*/ KDPC Dpc; 
/*078*/ LIST_ENTRY ActiveTimerList; 
/*080*/ KSPIN_LOCK Lock; 
/*084*/ LONG Period; 
/*088*/ BOOLEAN Active; 
/*089*/ BOOLEAN Resume; 
/*08C*/ LIST_ENTRY WakeTimerList; 
/*098*/ } 

ETIMER; 

FAST_MUTEX 
typedef struct _FAST_MUTEX 

/*000*/ LONG Count; 
/*004*/ struct _KTHREAD *OWner; 
/*008*/ DWORD Contention; 
/*DOC*/ KEVENT Event; 
/*OlC*/ DWORD Oldirql; 
/*020*/ } 

FAST_MUTEX; 

FILE_ OBJECT 
typedef struct _FILE_OBJECT 

/*000*/ SHORT 
/*002*/ SHORT 
/*004*/ PDEVICE_OBJECT 
/*008*/ PVPB 
/*OOC*/ PVOID 
/*010*/ PVOID 
/*014*/ PSECTION_OBJECT_POINTERS 
/*018*/ PVOID 
/*OlC*/ NT STATUS 
/*020*/ struct FILE_ OBJECT 
/*024*/ BOOLEAN 
/*025*/ BOOLEAN 
/*026*/ BOOLEAN 
/*027*/ BOOLEAN 
/*028*/ BOOLEAN 
/*029*/ BOOLEAN 

Type; II IO_TYPE_FILE Ox05 
Size; // number of BYTEs 
DeviceObject; 
Vpb; 
FsContext; 
FsContext2; 
SectionObjectPointer; 
PrivateCacheMap; 
FinalStatus; 

*RelatedFileObject; 
LockOperation; 
DeletePending; 
ReadAccess; 
WriteAccess; 
DeleteAccess; 
SharedRead; 



1*02A*I BOOLEAN SharedWrite; 
1*02B*I BOOLEAN SharedDelete; 
l*02C*I DWORD Flags; II FO_* 
1*030*1 UNICODE_STRING FileName; 
1*038*1 LARGE_INTEGER CurrentByteOffset; 
1*040*1 DWORD Waiters; 
1*044*1 DWORD Busy; 
/*048*/ PVOID LastLock; 
1*04C*I KEVENT Lock; 
l*OSC*I KEVENT Event; 
1*06C*I PIO COMPLETION_CONTEXT CompletionContext; 
1*070*1 

FILE_OBJECT; 

FLOATlNG_SAVE_AREA 
II base address OxFFDFF158 

#define SIZE OF_80387_REGISTERS 80 

typedef struct _FLOATING_SAVE_AREA 

1*000*/ DWORD ControlWord; 
1*004*1 DWORD StatusWord; 
1*008*1 DWORD TagWord; 
l*OOC*I DWORD ErrorOffset; 
1*010*1 DWORD ErrorSelector; 
1*014*1 DWORD DataOffset; 
1*018*1 DWORD DataSelector; 
l*OlC*I BYTE RegisterArea [SIZE_OF_80387_REGISTERS]; 
1*06C*I DWORD CrONpxState; 
1*070*1 } 

FLOATING_SAVE_AREA; 

HANDLE_ENTRY 
#define HANDLE_ATTRIBUTE_INHERIT Ox00000002 
#define HANDLE_ATTRIBUTE_MASK Ox00000007 
#define HANDLE_OBJECT_MASK OxFFFFFFF8 

APPENDIXC 521 

typedef struct _HANDLE_ENTRY II cf. OBJECT HANDLE_INFORMATION 

1*000*1 union 

1*000*1 
1*000*1 
1*004*1 

DWORD HandleAttributes;ll HANDLE_ATTRIBUTE_MASK 
POBJECT_HEADER ObjectHeader; II HANDLE_OBJECT_MASK 
} ; 
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1*004*1 union 

1*004*1 
1*004*1 

ACCESS_MASK 
DWORD 

1*008*1 }; 
1*008*1 

HANDLE_ENTRY; 

GrantedAccess; 
NextEntry; 

II if used entry 
II if free entry 

HANDLE_LAYER1, HANDLE_LAYER2, HANDLE_LAYER3 
#define HANDLE_LAYER_SIZE OxOOOOOlOO 

typedef struct _HANDLE_LAYERl 

1*000*1 PHANDLE_LAYER2 Layer2 [HANDLE_LAYER_SIZE]; II bits 18 to 25 
1*400*1 } 

HANDLE_LAYERl; 

typedef struct HANDLE_LAYER2 

1*000*1 PHANDLE_LAYER3 Layer3 [HANDLE_LAYER_SIZE]; II bits 10 to 17 
1*400*1 } 

HANDLE_LAYER2; 

typedef struct HANDLE_LAYER3 

1*000*1 HANDLE_ENTRY Entries [HANDLE_LAYER_SIZE]; II bits 2 to 9 
1*800*1 

HANDLE_LAYER3; 

HANDLE_ TABLE 
typedef struct _HANDLE_TABLE 

1*000*1 DWORD 
1*004*1 DWORD 
1*008*1 PHANDLE_LAYERl 
l*OOC*I struct _EPROCESS 
1*010*1 HANDLE 
1*014*1 DWORD 
1*018*1 DWORD 
l*OlC*I ERE SOURCE 
1*054*1 LIST_ENTRY 
1*05C*I KEVENT 
1*06C*I } 

HANDLE_TABLE; 

Reserved; 
HandleCount; 
Layerl; 

*Process; II passed to PsChargePoolQuota () 
UniqueProcessid; 
NextEntry; 
TotalEntries; 
HandleTableLock; 
HandleTableList; 
Event; 



HARDWARE_PTE 
typedef struct HARDWARE_PTE 

/*000*/ unsigned Valid 1; 
unsigned Write 1; 
unsigned OWner 1; 
unsigned WriteThrough 1; 
unsigned CacheDisable 1; 
unsigned Accessed 1; 
unsigned Dirty 1; 
unsigned Large Page 1; 

/*001*/ unsigned Global 1; 
unsigned CopyOnWrite 1; 
unsigned Prototype 1; 
unsigned reserved 1; 
unsigned PageFrameNumber 20; 

/*004*/ } 

HARDWARE_PTE; 

IMAGE_DATA_DIRECTORY 

typedef struct IMAGE_DATA_DIRECTORY 

/*000*/ DWORD VirtualAddress; 
/*004*/ DWORD Size; 
/*008*/ } 

IMAGE_DATA_DIRECTORY; 

IMAGE_EXPORT_DIRECTORY 

typedef struct - IMAGE_EXPORT_DIRECTORY 

/*000*/ DWORD Characteristics; 
/*004*/ DWORD TimeDateStamp; 
/*008*/ WORD MajorVersion; 
/*OOA*/ WORD MinorVersion; 
/*OOC*/ DWORD Name; 
/*010*/ DWORD Base; 
/*014*/ DWORD NumberOfFunctions; 
/*018*/ DWORD NumberOfNames; 
/*OlC*/ DWORD AddressOfFunctions; 
/*020*/ DWORD AddressOfNames; 
/*024*/ DWORD AddressOfNameOrdinals; 
/*028*/ } 

IMAGE_EXPORT_DIRECTORY; 
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IMAGEYILE_HEADER 
typedef struct _IMAGE_FILE_HEADER 

/*000*/ WORD Machine; 
/*002*/ WORD NumberOfSections; 
/*004*/ DWORD TimeDateStamp; 
/*008*/ DWORD PointerToSymbolTable; 
/*OOC*/ DWORD NumberOfSymbols; 
/*010*/ WORD SizeOfOptionalHeader; 
/*012*/ WORD Characteristics; 
/*014*/ } 

IMAGE_FILE_HEADER; 

IMAGE_NT_HEADERS 
typedef struct IMAGE_NT_HEADERS 

/*000*/ DWORD 
/*004*/ IMAGE_FILE HEADER 

Signature; 
FileHeader; 

/*018*/ IMAGE_OPTIONAL_HEADER OptionalHeader; 
/*OF8*/ } 

IMAGE_NT_HEADERS; 

IMAGE_OPTIONAL_HEADER 
#define IMAGE NUMBEROF DIRECTORY_ENTRIES 

typedef struct _IMAGE_OPTIONAL_HEADER 

/*000*/ WORD Magic; 
/*002*/ BYTE MajorLinkerVersion; 
/*003*/ BYTE MinorLinkerVersion; 
/*004*/ DWORD SizeOfCode; 

16 

/*008*/ DWORD SizeOfinitializedData; 
/*OOC*/ DWORD SizeOfUninitializedData; 
/*010*/ DWORD AddressOfEntryPoint; 
/*014*/ DWORD BaseOfCode; 
/*018*/ DWORD BaseOfData; 
/*OlC*/ DWORD ImageBase; 
/*020*/ DWORD SectionAlignment; 
/*024*/ DWORD FileAlignment; 
/*028*/ WORD MajorOperatingSystemVersion; 
/*02A*/ WORD MinorOperatingSystemVersion; 
/*02C*/ WORD MajorimageVersion; 
/*02E*/ WORD MinorimageVersion; 
/*030*/ WORD MajorSubsystemVersion; 
/*032*/ WORD MinorSubsystemVersion; 
/*034*/ DWORD Win32VersionValue; 



1*038*1 DWORD 
1*03C*I DWORD 
1*040*1 DWORD 
1*044*1 WORD 
1*046*1 WORD 
1*048*1 DWORD 
1*04C*I DWORD 
1*050*1 DWORD 
1*054*1 DWORD 
1*058*1 DWORD 
1*05C*I DWORD 

SizeOfimage; 
SizeOfHeaders; 
Checksum; 
Subsystem; 
DllCharacteristics; 
SizeOfStackReserve; 
SizeOfStackCommit; 
SizeOfHeapReserve; 
SizeOfHeapCommit; 
LoaderFlags; 
NumberOfRvaAndSizes; 
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1*060*1 IMAGE_DATA_DIRECTORY DataDirectory 
[IMAGE_NUMBEROF_DIRECTORY_ENTRIES]; 

l*OEO*I 
IMAGE_OPTIONAL_HEADER; 

IO_COMPLETION 
typedef struct IO_COMPLETION 

1*000*1 KQUEUE Queue; 
1*028*1 } 

IO_COMPLETION; 

IO_COMPLETION_CONTEXT 
typedef struct IO COMPLETION_CONTEXT 

l*OOO*I PVOID Port; 
1*004*1 PVOID Key; 
1*008*1 } 

IO_COMPLETION_CONTEXT; 

IO_ERROR_LOG_ENTRY 
typedef struct IO ERROR_LOG_ENTRY 

1*000*1 SHORT Type; II IO_TYPE_ERROR_LOG 
1*002*1 SHORT Size; II number of BYTES 
1*004*1 LIST_ENTRY ErrorLogList; 
l*OOC*I PDEVICE_OBJECT DeviceObject; 
l*OlO*I PDRIVER_OBJECT DriverObject; 
1*014*1 DWORD Reserved; 
1*018*1 LARGE_INTEGER TimeStamp; 
1*020*1 IO_ERROR_LOG_PACKET EntryData; 
1*050*1 } 

IO_ERROR_LOG_ENTRY; 

OxOB 
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IO_ERROR_LOG_MESSAGE 

typedef struct IO ERROR LOG_MESSAGE 

1*000*1 WORD Type; II IO_TYPE_ERROR_MESSAGE OxOC 
1*002*1 WORD Size; II number of BYTEs 
1*004*1 WORD DriverNameLength; 
1*008*1 LARGE - INTEGER TirneStarnp; 
1*010*1 DWORD DriverNarneOffset; 
1*018*1 IO_ERROR_LOG_PACKET EntryData; 
1*048*1 } 

IO_ERROR_LOG_MESSAGE; 

IO_ERROR_LOG_PACKET 
typedef struct _IO_ERROR_LOG_PACKET 

1*000*1 BYTE MajorFunctionCode; 
1*001*1 BYTE RetryCount; 
1*002*1 WORD DurnpDataSize; 
1*004*1 WORD NumberOfStrings; 
1*006*1 WORD StringOffset; 
1*008*1 WORD EventCategory; 
l*OOC*I NTSTATUS ErrorCode; 
1*010*1 DWORD UniqueErrorValue; 
1*014*1 NTSTATUS FinalStatus; 
1*018*1 DWORD SequenceNumber; 
l*OlC*I DWORD IoControlCode; 
1*020*1 LARGE_INTEGER DeviceOffset; 
1*028*1 DWORD DurnpData [1]; 

1*030*1 } 

IO_ERROR_LOG_PACKET; 

IO_STATUS_BLOCK 

typedef struct _IO_STATUS_BLOCK 

1*000*1 NTSTATUS Status; 
1*004*1 ULONG Information; 
1*008*1 } 

IO_STATUS_BLOCK; 

IO_TIMER 

typedef struct IO_TIMER 

1*000*1 SHORT Type; II IO_TYPE_TIMER Ox09 
1*002*1 WORD TirnerState; II 0 = stopped, 1 =started 
1*004*1 LIST_ENTRY TirnerQueue; 
l*OOC*I PIO_TIMER_ROUTINE TirnerRoutine; 



1*010*1 PVOID 
1*014*1 PDEVICE_OBJECT 
1*018*1 

IO_TIMER; 

KAFFINITY 
typedef DWORD KAFFINITY; 

KAPC 
typedef struct _KAPC 

1*000*1 SHORT 
1*002*1 SHORT 
1*004*1 DWORD 
1*008*1 struct KTHREAD 
l*OOC*I LIST_ENTRY 

Context; 
DeviceObject; 

Type; II IO_TYPE_APC Ox12 
Size; II number of BYTEs 
SpareO; 

*Thread; 
ApcListEntry; 

1*014*1 PKKERNEL_ROUTINE KernelRoutine; II KiSuspendNop 
1*018*1 PKRUNDOWN_ROUTINE RundownRoutine; 
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l*OlC*I PKNORMAL_ROUTINE NormalRoutine; II KiSuspendThread 
1*020*1 PVOID 
1*024*1 PVOID 
1*028*1 PVOID 
1*02C*I CHAR 
1*02D*I KPROCESSOR_MODE 
1*02E*I BOOLEAN 
1*030*1 } 

KAPC; 

KAPC_STATE 

NormalContext; 
SystemArgumentl; 
SystemArgument2; 
ApcStateindex; 
ApcMode; 
Inserted; 

typedef struct _KAPC_STATE 

1*000*1 LIST_ENTRY 
1*010*1 struct _KPROCESS 
1*014*1 BOOLEAN 
1*015*1 BOOLEAN 
1*016* I BOOLEAN 
1*018*1 } 

KAPC_STATE; 

KDEVICE_QUEUE 

ApcListHead [2); 
*Process; 
KernelApcinProgress; 
KernelApcPending; 
UserApcPending; 

typedef struct _KDEVICE_QUEUE 

1*000*1 SHORT 
1*002*1 SHORT 

Type; II IO_TYPE_DEVICE_QUEUE Ox14 
Size; II number of BYTEs 
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1*004*1 LIST_ENTRY DeviceListHead; 
l*OOC*I KSPIN_LOCK Lock; 

Busy; 1*010*1 BOOLEAN 
1*014*1 } 

KDEVICE_QUEUE; 

KDEVICE_QUEUE_ENTRY 
typedef struct _KDEVICE_QUEUE_ENTRY 

{ 

1*000*1 LIST_ENTRY DeviceListEntry; 
1*008*1 DWORD 
l*OOC*I BOOLEAN 
1*010*1 } 

SortKey; 
Inserted; 

KDEVICE_QUEUE_ENTRY; 

KDPC 
typedef struct _KDPC 

1*000*1 SHORT Type; II IO_TYPE_DPC 
1*002*1 BYTE Number; 
1*003*1 BYTE Importance; 
1*004*1 LIST_ENTRY DpcListEntry; 
l*OOC*I PKDEFERRED_ROUTINE DeferredRoutine; 
1*010*1 PVOID DeferredContext; 
1*014*1 PVOID SystemArgumentl; 
1*018*1 PVOID SystemArgument2; 
l*OlC*I PDWORD_PTR Lock; 
1*020*1 } 

KDPC; 

KEVENT 
typedef struct _KEVENT 

Ox13 

1*000*1 DISPATCHER_HEADER Header; II DISP_TYPE_*_EVENT OxOO, OxOl 
1*010*1 } 

KEVENT; 

KEVENT _PAIR 
typedef struct _KEVENT_PAIR 

1*000*1 SHORT Type; II IO_TYPE_EVENT PAIR Ox15 



/*002*/ WORD Size; // number of BYTES 
/*004*/ KEVENT Eventl; 
/*014*/ KEVENT Event2; 
/*024*/ } 

KEVENT_PAIR; 

KGDTENTRY 
typedef struct - KGDTENTRY 

/*000*/ WORD LimitLow; 
/*002*/ WORD BaseLow; 
/*004*/ DWORD HighWord; 
/*008*/ } 

KGDTENTRY; 

KIDTENTRY 
typedef struct _KIDTENTRY 

/*000*/ WORD Offset; 
/*002*/ WORD Selector; 
/*004*/ WORD Access; 
/*006*/ WORD ExtendedOffset; 
/*008*/ } 

KIDTENTRY; 

KIRQL 
typedef BYTE KIRQL; 

KMUTANT, KMUTEX 
typedef struct _KMUTANT 

/*000*/ DISPATCHER_HEADER Header; // DISP_TYPE_MUTANT Ox02 
/*010*/ LIST_ENTRY MutantListEntry; 
/*018*/ struct _KTHREAD 
/*OlC*/ BOOLEAN 
/*OlD*/ BYTE 
/*020*/ } 

KMUTANT, KMUTEX; 

*OwnerThread; 
Abandoned; 
ApcDisable; 
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KPCR 
II base address OxFFDFFOOO 

typedef struct _KPCR II processor control region 

1*000*1 NT_TIB NtTib; 
l*OlC*I struct - KPCR *SelfPcr; 
1*020*1 PKPRCB Prcb; 
1*024*1 KIRQL Irql; 
1*028*1 DWORD IRR; 
1*02C*I DWORD IrrActive; 
1*030*1 DWORD IDR; 
1*034*1 DWORD Reserved2; 
1*038*1 struct - KIDTENTRY *IDT; 
1*03C*I struct _KGDTENTRY *GDT; 
1*040*1 struct _KTSS *TSS; 
1*044*1 WORD MajorVersion; 
1*046*1 WORD MinorVersion; 
1*048*1 KAFFINITY SetMember; 
1*04C*I DWORD StallScaleFactor; 
1*050*1 BYTE DebugActive; 
1*051*1 BYTE Number; 
1*054*1 } 

KPCR; 

KPRCB 
II base address OxFFDFF120 

typedef struct _KPRCB II processor control block 

1*000*1 WORD MinorVersion; 
1*002*1 WORD MajorVersion; 
1*004*1 struct _KTHREAD *CurrentThread; 
1*008*1 struct _KTHREAD *Next Thread; 
l*OOC*I struct _KTHREAD *IdleThread; 
1*010*1 CHAR Number; 
1*011*1 CHAR Reserved; 
1*012*1 WORD BuildType; 
1*014*1 KAFFINITY SetMember; 
1*018*1 struct _RESTART_BLOCK *RestartBlock; 
l*OlC*I 

KPRCB; 



KPROCESS 
typedef struct _KPROCESS 

/*000*/ DISPATCHER_HEADER 
/*010*/ LIST_ENTRY 
/*018*/ DWORD 
/*OlC*/ DWORD 
/*020*/ KGDTENTRY 
/*028*/ KIDTENTRY 
/*030*/ WORD 
/*032*/ BYTE 
/*033*/ BOOLEAN 
/*034*/ DWORD 
/*038*/ DWORD 
/*03C*/ DWORD 
/*040*/ LIST_ENTRY 
/*048*/ LIST_ENTRY 
/*050*/ LIST_ENTRY 
/*058*/ PVOID 
/*05C*/ KAFFINITY 
/*060*/ WORD 
/*062*/ BYTE 
/*063*/ BYTE 
/*064*/ BOOLEAN 
/*065*/ BYTE 
/*066*/ BYTE 
/*067*/ BOOLEAN 
/*068*/ DWORD 
/*06C*/ } 

KPROCESS; 

KPROCESSOR_MODE 

Header; // DO_TYPE_PROCESS (OxlB) 
ProfileListHead; 
DirectoryTableBase; 
PageTableBase; 
LdtDescriptor; 
Int21Descriptor; 
IopmOffset; 
Iopl; 
VdmFlag; 
ActiveProcessors; 
KernelTime; // ticks 
UserTime; // ticks 
ReadyListHead; 
SwapListEntry; 
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ThreadListHead; // KTHREAD.ThreadListEntry 
ProcessLock; 
Affinity; 
StackCount; 
BasePriority; 
ThreadQuantum; 
AutoAlignment; 
State; 
ThreadSeed; 
DisableBoost; 
d068; 

typedef CHAR KPROCESSOR_MODE; 

KQUEUE 
typedef struct _KQUEUE 

{ 

/*000*/ DISPATCHER_HEADER Header; // DISP_TYPE_QUEUE Ox04 
/*010*/ LIST_ENTRY 
/*018*/ DWORD 
/*OlC*/ DWORD 
/*020*/ LIST_ENTRY 
/*028*/ } 

KQUEUE; 

EntryListHead; 
CurrentCount; 
MaximumCount; 
ThreadListHead; 
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KSEMAPHORE 
typedef struct _KSEMAPHORE 

/*000*/ DISPATCHER_HEADER Header; // DISP_TYPE_SEMAPHORE Ox05 
/*010*/ LONG 
/*014*/ } 

KSEMAPHORE; 

KTHREAD 
typedef struct _KTHREAD 

/*000*/ DISPATCHER_HEADER 
/*010*/ LIST_ENTRY 
/*018*/ PVOID 
/*OlC*/ PVOID 
/*020*/ struct _TEB 
/*024*/ PVOID 
/*028*/ PVOID 
/*02C*/ BOOLEAN 
/*02D*/ BYTE 
/*02E*/ BOOLEAN 
/*02F*/ BYTE 
/*030*/ BYTE 
/*031*/ BYTE 
/*032*/ BYTE 
/*033*/ BYTE 
/*034*/ KAPC STATE 
/*04C*/ DWORD 
/*050*/ DWORD 
/*054*/ BYTE 
/*055*/ BYTE 
/*056*/ BYTE 
/*057*/ BYTE 
/*058*/ PLIST_ENTRY 
/*05C*/ LIST_ENTRY 
/*064*/ DWORD 
/*068*/ BYTE 
/*069*/ BYTE 
/*06A*/ BYTE 
/*06B*/ BYTE 
/*06C*/ KWAIT_BLOCK 
!*OCC*/ DWORD 
/*ODO*/ DWORD 
/*OD4*/ KAFFINITY 
/*ODS*/ BOOLEAN 
/*OD9*/ BYTE 

Limit; 

Header; // DO_TYPE_THREAD (Ox6C) 
MutantListHead; 
InitialStack; 
StackLimit; 

*Teb; 
TlsArray; 
KernelStack; 
DebugActive; 
State; // THREAD_STATE_* 
Alerted; 
bReservedOl; 
Iopl; 
NpxState; 
Saturation; 
Priority; 
ApcState; 
ContextSwitches; 
WaitStatus; 
Waitirql; 
WaitMode; 
WaitNext; 
WaitReason; 
WaitBlockList; 
WaitListEntry; 
WaitTime; 
BasePriority; 
DecrementCount; 
PriorityDecrement; 
Quantum; 
WaitBlock [4]; 
LegoData; 
KernelApcDisable; 
UserAffinity; 
SystemAffinityActive; 
Pad [3]; 

/*ODC*/ PSERVICE_DESCRIPTOR_TABLE pServiceDescriptorTable; 
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l*OEO*I PVOID Queue; 
l*OE4*1 PVOID ApcQueueLock; 
l*OE8*1 KTIMER Timer; 
l*llO*I LIST_ENTRY QueueListEntry; 
1*118*1 KAFFINITY Affinity; 
l*l1C*I BOOLEAN Preempted; 
l*llD*I BOOLEAN ProcessReadyQueue; 
l*llE*I BOOLEAN KernelStackResident; 
l*llF*I BYTE NextProcessor; 
1*120*1 PVOID CallbackStack; 
1*124*1 struct _WIN32 - THREAD *Win32Thread; 
1*128*1 PVOID TrapFrame; 
l*l2C*I PKAPC STATE ApcStatePointer; 
1*130* I PVOID p130; 
1*134* I BOOLEAN EnableStackSwap; 
1*135*1 BOOLEAN LargeStack; 
1*136*1 BYTE Resourceindex; 
1*137*1 KPROCESSOR_MODE PreviousMode; 
1*138*/ DWORD Kernel Time; II ticks 
l*l3C*I DWORD UserTime; II ticks 
1*140*1 KAPC_STATE SavedApcState; 
1*157*1 BYTE bReserved02; 
1*158*1 BOOLEAN Alertable; 
1*159*1 BYTE ApcStateindex; 
1*15A*I BOOLEAN ApcQueueable; 
l*l5B*I BOOLEAN AutoAlignment; 
l*l5C*I PVOID StackBase; 
1*160*1 KAPC SuspendApc; 
1*190*1 KSEMAPHORE SuspendSemaphore; 
l*lA4*1 LIST_ENTRY ThreadListEntry; II see KPROCESS 
l*lAC*I BYTE FreezeCount; 
l*lAD*I BYTE SuspendCount; 
l*lAE*I BYTE IdealProcessor; 
l*lAF*I BOOLEAN DisableBoost; 
l*lBO*I } 

KTHREAD; 

KTIMER 
typedef struct _KTIMER 

1*000*1 DISPATCHER_HEADER Header; II DISP_TYPE_*_TIMER Ox08, Ox09 
1*010*1 ULARGE_INTEGER 
1*018*1 LIST_ENTRY 
1*020*1 struct _KDPC 
1*024*1 LONG 
1*028*1 } 

KTIMER; 

DueTime; 
TimerListEntry; 

*Dpc; 
Period; 



534 CONSTANTS, ENUMERATIONS, AND STRUCTURES 

KWAJT_BLOCK 
typedef struct _KWAIT_BLOCK 

/*000*/ LIST_ENTRY WaitListEntry; 
/*008*/ struct - KTHREAD *Thread; 
/*DOC*/ PVOID Object; 
/*010*/ struct - KWAIT_BLOCK *NextWaitBlock; 
/*004*/ WORD WaitKey; 
/*006*/ WORD WaitType; 
/*018*/ } 

KWAIT_BLOCK; 

LARGE_INTEGER 
typedef union _LARGE_INTEGER 

/*000*/ struct 

!*000*/ ULONG LowPart; 
/*004*/ LONG HighPart; 
/*008*/ } ; 

/*000*/ LONG LONG QuadPart; 
/*008*/ } 

LARGE_INTEGER; 

LIST_ENTRY 
typedef struct _LIST_ENTRY 

/*000*/ struct _LIST_ENTRY *Flink; 
/*004*/ struct _LIST_ENTRY *Blink; 
/*008*/ 

LIST_ENTRY; 

MNISUPPORT 
typedef struct _MMSUPPORT 

/*000*/ LARGE_INTEGER LastTrimTime; 
/*008*/ DWORD LastTrimFaultCount; 
/*OOC*/ DWORD PageFaultCount; 
/*010*/ DWORD PeakWorkingSetSize; 
/*014*/ DWORD WorkingSetSize; 
/*018*/ DWORD MinimumWorkingSetSize; 
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l*OlC*I DWORD MaximumWorkingSetSize; 
1*020*1 PVOID VmWorkingSetList; 
1*024*1 LIST_ENTRY WorkingSetExpansionLinks; 
1*02C*I BOOLEAN AllowWorkingSetAdjustment; 
l*02D*I BOOLEAN AddressSpaceBeingDeleted; 
l*02E*I BYTE ForegroundSwitchCount; 
1*02F*I BYTE MemoryPriority; 
1*030*1 } 

MMSUPPORT; 

NT _TIB (THREAD INFORMATION BLOCK) 

typedef struct _NT_TIB II see winnt.h I ntddk.h 

1*000*1 struct _EXCEPTION_REGISTRATION RECORD *ExceptionList; 
1*004*1 PVOID StackBase; 
1*008*1 PVOID StackLimit; 
l*OOC*I PVOID 
l*OlO*I union 

1*010*1 
1*010*1 

PVOID FiberData; 
ULONG Version; 

SubSystemTib; 

} ; 

1*014*1 PVOID ArbitraryUserPointer; 
1*018*1 struct _NT_TIB *Self; 
l*OlC*I 

NT_TIB; 

NTSTATUS 
typedef LONG NTSTATUS; 

OB]ECT_ATTRIBUTES 
typedef struct OBJECT_ATTRIBUTES 

1*000*1 DWORD Length; II Ox18 
1*004*1 HANDLE 
1*008*1 PUNICODE_STRING 
l*OOC*I DWORD 

RootDirectory; 
ObjectName; 
Attributes; 

l*OlO*I PSECURITY_DESCRIPTOR SecurityDescriptor; 
1*014*1 PSECURITY_QUAL!TY_OF_SERVICE SecurityQualityOfService; 
1*018*1 } 

OBJECT_ATTRIBUTES; 
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OB]ECT _CREATE_INFO 
typedef struct _OBJECT_CREATE_INFO 

/*000*/ DWORD 
/*004*/ HANDLE 
/*008*/ DWORD 
/*OOC*/ KPROCESSOR_MODE 
/*010*/ DWORD 
/*014*/ DWORD 

Attributes; // OBJ_* 
RootDirectory; 
Reserved; 
AccessMode; 
PagedPoolCharge; 
NonPagedPoolCharge; 

/*018*/ DWORD SecurityCharge; 
/*OlC*/ PSECURITY_DESCRIPTOR SecurityDescriptor; 
/*020*/ PSECURITY_QUALITY_OF_SERVICE SecurityQualityOfService; 
/*024*/ SECURITY_QUALITY_OF_SERVICE SecurityQualityOfServiceBuffer; 
/*030*/ } 

OBJECT_CREATE_INFO; 

OB]ECT _CREATOR_INFO 
typedef struct OBJECT CREATOR_INFO 

/*000*/ LIST_ENTRY ObjectList; // OBJECT_CREATOR_INFO 
/*008*/ HANDLE UniqueProcessid; 
!*OOC*/ WORD 
/*OOE*/ WORD 
/*010*/ } 

Reserved!; 
Reserved2; 

OBJECT_CREATOR_INFO; 

OBJECT _DIRECTORY 
#define OBJECT HASH TABLE_SIZE 37 

typedef struct _OBJECT_DIRECTORY 

/*000*/ POBJECT_DIRECTORY_ENTRY HashTable [OBJECT_HASH_TABLE_SIZE]; 
/*094*/ POBJECT_DIRECTORY_ENTRY CurrentEntry; 
/*098*/ BOOLEAN CurrentEntryValid; 
/*099*/ BYTE 
/*09A* I WORD 
/*09C*/ DWORD 
/*OAO*/ } 

OBJECT_DIRECTORY; 

OB]ECT_DIRECTORY_ENTRY 

Reserved!; 
Reserved2; 
Reserved3; 

typedef struct _OBJECT_DIRECTORY_ENTRY 

/*000*/ struct _OBJECT_DIRECTORY_ENTRY *NextEntry; 



/*004*/ POBJECT 
/*008*/ } 

OBJECT_DIRECTORY_ENTRY; 

OB]ECT _HANDLE_DB 

typedef struct _OBJECT_HANDLE DB 

/*000*/ union 
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Object; 

/*000*/ struct _EPROCESS *Process; 
/*000*/ struct OBJECT HANDLE_DB_LIST *HandleDBList; 
/*004*/ }; 
/*004*/ DWORD HandleCount; 
/*008*/ } 

OBJECT_HANDLE_DB; 

OB]ECT _HANDLE_DB_LIST 

typedef struct OBJECT HANDLE_DB_LIST 

/*000*/ DWORD Count; 
/*004*/ OBJECT_HANDLE_DB Entries []; 
/*???*/ 

OBJECT_HANDLE_DB_LIST; 

OBJECT_HANDLE_INFORMATION 
#define OBJ_HANDLE_TAGBITS Ox00000003 

typedef struct _OBJECT_HANDLE_INFORMATION // cf. HANDLE_ENTRY 

/*000*/ DWORD HandleAttributes; // cf. HANDLE_ATTRIBUTE_MASK 
/*004*/ ACCESS_MASK GrantedAccess; 
/*008*/ } 

OBJECT_HANDLE_INFORMATION; 

OB]ECT_HEADER 
typedef struct _OBJECT_HEADER 

/*000*/ DWORD PointerCount; II nwnber of references 
/*004*/ DWORD HandleCount; II nwnber of open handles 
/*008*/ POBJECT_TYPE ObjectType; 
/*DOC*/ BYTE NameOffset; II -> OBJECT_NAME 
/*ODD*/ BYTE HandleDBOffset; II -> OBJECT_HANDLE_DB 
/*OOE*/ BYTE QuotaChargesOffset; II -> OBJECT_QUOTA_CHARGES 
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l*OOF*I BYTE 
1*010*1 union 

ObjectFlags; II OB_FLAG_* 

II OB_FLAG_CREATE_INFO ? ObjectCreateinfo 
1*010*1 
1*010*1 

PQUOTA_BLOCK QuotaBlock; 
POBJECT_CREATE_INFO ObjectCreateinfo; 

1*014*1 }; 
1*014*1 PSECURITY_DESCRIPTOR SecurityDescriptor; 
1*018*1 } 

OBJECT_HEADER; 

OBJECT _NAME 
typedef struct _OBJECT_NAME 

1*000*1 POBJECT_DIRECTORY Directory; 
1*004*1 UNICODE_STRING 
l*OOC*I DWORD 
1*010*1 } 

OBJECT_NAME; 

Name; 
Reserved; 

OB]ECT_NAME_INFORMATION 
typedef struct _OBJECT_NAME_INFORMATION 

1*000*1 UNICODE_STRING Name; II points to Buffer[] 
1*008*1 WORD Buffer []; 
l*???*I } 

OBJECT_NAME_INFORMATION; 

OBJECT _QUOTA_ CHARGES 
#define OB_SECURITY_CHARGE Ox00000800 

typedef struct _OBJECT_QUOTA_CHARGES 
{ 

1*000*1 DWORD PagedPoolCharge; 
1*004*1 DWORD NonPagedPoolCharge; 
1*008*1 DWORD SecurityCharge; 
l*OOC*I DWORD Reserved; 
1*010*1 } 

OBJECT_QUOTA_CHARGES; 

OBJECT _TYPE 
typedef struct _OBJECT_TYPE 

Lock; 

QuotaBlock 

1*000*1 ERESOURCE 
1*038*1 LIST_ENTRY ObjectListHead; II OBJECT_CREATOR_INFO 



1*040*1 UNICODE_STRING ObjectTypeName; II see above 
1*048*1 union 

1*048*1 PVOID DefaultObject; II ObpDefaultObject 
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1*048*1 DWORD Code; II File: SC, WaitablePort: AO 
} ; 

l*04C*I DWORD 
1*050*1 DWORD 
1*054*1 DWORD 
1*058*1 DWORD 
1*05C*I DWORD 

ObjectTypeindex; II OB_TYPE_INDEX * 
Objectcount; 
HandleCount; 
PeakObjectCount; 
PeakHandleCount; 

1*060*1 OBJECT_TYPE INITIALIZER ObjectTypeinitializer; 
l*OAC*I DWORD ObjectTypeTag; II OB_TYPE TAG* 
l*OBO*I } 

OBJECT_TYPE; 

OB]ECT _TYPE_ARRAY 
typedef struct _OBJECT_TYPE ARRAY 

1*000*1 DWORD ObjectCount; 
1*004*1 POBJECT_CREATOR INFO ObjectList []; 
l*???*I } 

OBJECT_TYPE_ARRAY; 

OB]ECT _TYPE_INFO 
typedef struct _OBJECT_TYPE INFO 

1*000*1 UNICODE_STRING ObjectTypeName; II points to Buffer[] 
1*008*1 DWORD ObjectCount; 
l*OOC*I DWORD HandleCount; 
l*OlO*I DWORD Reservedl [4]; 
1*020*1 DWORD PeakObjectCount; 
1*024*1 DWORD PeakHandleCount; 
1*028*1 DWORD Reserved2 [4]; 
1*038*1 DWORD InvalidAttributes; 
1*03C*I GENERIC_MAPPING GenericMapping; 
1*04C*I ACCESS_MASK ValidAccessMask; 
1*050*1 BOOLEAN 
1*051*1 BOOLEAN 
1*052*1 WORD 
1*054*1 BOOL 
1*058*1 DWORD 
1*05C*I DWORD 
1*060*1 WORD 
l*???*I } 

SecurityRequired; 
MaintainHandleCount; 
Reserved3; 
PagedPool; 
DefaultPagedPoolCharge; 
DefaultNonPagedPoolCharge; 
Buffer []; 

OBJECT_TYPE_INFO; 
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OB]ECT _TYPE_INITIALIZER 
typedef struct _OBJECT_TYPE_INITIALIZER 

/*000*/ WORD 
/*002*/ BOOLEAN 
/*003*/ BOOLEAN 
/*004*/ DWORD 
/*008*/ GENERIC_MAPPING 
/*018*/ ACCESS_MASK 
/*OlC*/ BOOLEAN 
/*OlD*/ BOOLEAN 
/*OlE*/ BOOLEAN 
/*OlF*/ BYTE 
/*020*/ BOOL 
/*024*/ DWORD 
/*028*/ DWORD 
/*02C*/ NTPROC 
/*030*/ NTPROC 
/*034*/ NTPROC 
/*038*/ NTPROC 
/*03C*/ NTPROC_VOID 
/*040*/ NTPROC_VOID 
/*044*/ NTPROC_VOID 
/*048*/ NTPROC_BOOLEAN 
/*04C*/ } 

Length; //Ox004C 
UseDefaultObject;//OBJECT_TYPE.DefaultObject 
Reserved!; 
InvalidAttributes; 
GenericMapping; 
ValidAccessMask; 
SecurityRequired; 
MaintainHandleCount; // OBJECT_HANDLE_DB 
MaintainTypeList; // OBJECT_CREATOR_INFO 
Reserved2; 
PagedPool; 
DefaultPagedPoolCharge; 
Defau+tNonPagedPoolCharge; 
DumpProcedure; 
OpenProcedure; 
CloseProcedure; 
DeleteProcedure; 
ParseProcedure; 
SecurityProcedure; // SeDefaultObjectMethod 
QueryNameProcedure; 
OkayToCloseProcedure; 

OBJECT_TYPE_INITIALIZER; 

OEM_STRJNG 
typedef STRING OEM_STRING; 

OWNER_ENTRY 
typedef struct _OWNER_ENTRY 

/*OOQ*/ ERESOURCE_THREAD OWnerThread; 
/*004*/ union 

/*004*/ LONG OwnerCount; 
/*004*/ DWORD TableSize; 
/*008*/ }; 
/*008*/ 

OWNER_ENTRY; 
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PEB (PROCESS ENVIRONMENT BLOCK) 

II located at Ox7FFDFOOO 

typedef struct _PEB 

1*000*1 BOOLEAN 
1*001*1 BOOLEAN 
1*002*1 BOOLEAN 
1*003*1 BYTE 
1*004*1 DWORD 
1*008*1 PVOID 

InheritedAddressSpace; 
ReadimageFileExecOptions; 
BeingDebugged; 
b003; 
d004; 
SectionBaseAddress; 

l*OOC*/ PPROCESS_MODULE INFO ProcessModuleinfo; 
1*010*1 PPROCESS PARAMETERS 
1*014*1 DWORD 
1*018*1 HANDLE 
l*OlC*I PCRITICAL_SECTION 
1*020*1 PVOID 
1*024*1 PVOID 
1*028*1 DWORD 
1*02C*I PPVOID 
1*030*/ DWORD 
1*034*/ DWORD 
1*038*1 DWORD 
1*03C*/ DWORD 
1*040*1 PRTL_BITMAP 
1*044*1 DWORD 
1*04C*I PVOID 
1*050*1 PVOID 
1*054*1 PTEXT_INFO 
1*058*1 PVOID 
1*05C*/ PVOID 
1*060*/ PVOID 
1*064*1 DWORD 
1*068*1 DWORD 
l*06C*I DWORD 
1*070*/ LARGE_INTEGER 
1*078*/ DWORD 
1*07C*/ DWORD 
1*080*1 DWORD 
1*084*1 DWORD 
1*088*1 DWORD 
l*08C*I DWORD 
1*090*1 PHANDLE 
1*094*/ DWORD 
1*098*1 DWORD 
1*09C*I DWORD 

ProcessParameters; 
SubSystemData; 
ProcessHeap; 
FastPebLock; 
AcquireFastPebLock; II function 
ReleaseFastPebLock; II function 
d028; 
User32Dispatch; 
d030; 
d034; 
d038; 
TlsBitMapSize; 
TlsBitMap; 
TlsBitMapData [2]; 
p04C; 
p050; 

II function 

II number of bits 
II ntdll!TlsBitMap 
II 64 bits 

Textinfo; 
InitAnsiCodePagebata; 
InitOemCodePageData; 
InitUnicodeCaseTableData; 
KeNumberProcessors; 
NtGlobalFlag; 
d6C; 
MmCriticalSectionTimeout; 
MmHeapSegmentReserve; 
MmHeapSegmentCommit; 
MmHeapDeCommitTotalFreeThreshold; 
MmHeapDeCommitFreeBlockThreshold; 
NumberOfHeaps; 
AvailableHeaps; II 16, *2 if exhausted 
ProcessHeapsListBuffer; 
d094; 
d098; 
d09C; 



542 CONSTANTS, ENUMERATIONS, AND STRUCTURES 

/*OAO*/ PCRITICAL_SECTION LoaderLock; 
/*OA4*/ DWORD NtMajorversion; 
/*OAS*/ DWORD NtMinorversion; 
/*OAC*/ WORD NtBuildNumber; 
/*OAE*/ WORD CmNtCSDVersion; 
/*OBO*/ DWORD Platformid; 
/*OB4*/ DWORD Subsystem; 
/*OB8*/ DWORD MajorSubsystemVersion; 
/*OBC*/ DWORD MinorSubsystemVersion; 
l*OCO*/ KAFFINITY Affini tyMask; 
/*OC4*/ DWORD adOC4 [35]; 
/*150*/ PVOID p150; 
/*154*/ DWORD ad154 [32]; 
/*1D4*/ HANDLE Win32WindowStation; 
/*1D8*/ DWORD d1D8; 
/*lDC*/ DWORD dlDC; 
/*lEO*/ PWORD CSDVersion; 
/*1E4*/ DWORD d1E4; 
/*1E8*/ } 

PEB; 

PHYSICAL_ADDRESS 
typedef LARGE_INTEGER PHYSICAL_ADDRESS; 

PROCESS_PARAMETERS 
typedef struct _PROCESS_PARAMETERS 

/*000*/ DWORD Allocated; 
/*004*/ DWORD Size; 
/*008*/ DWORD Flags; II bit 0: all pointers normalized 
/*OOC*I DWORD Reserved!; 
/*010*/ LONG Console; 
/*014*/ DWORD ProcessGroup; 
/*018*/ HANDLE Stdinput; 
/*OlC*/ HANDLE StdOutput; 
/*020*/ HANDLE StdError; 
/*024*/ UNICODE_STRING WorkingDirectoryName; 
/*02C*/ HANDLE WorkingDirectoryHandle; 
/*030*/ UNICODE_STRING SearchPath; 
/*038*/ UNICODE_STRING ImagePath; 
/*040*/ UNICODE_STRING CommandLine; 
/*048*/ PW ORD Environment; 
/*04C*/ DWORD X; 
/*050*/ DWORD Y; 
/*054*/ DWORD XSize; 
/*058*/ DWORD YSize; 
/*05C*/ DWORD XCountChars; 



1*060*1 DWORD YCountChars; 
1*064*1 DWORD FillAttribute; 
1*068*1 DWORD Flags2; 
1*06C*I WORD ShowWindow; 
1*06E*I WORD Reserved2; 
1*070*1 UNICODE_STRING Title; 
1*078*1 UNICODE_STRING Desktop; 
1*080*1 UNICODE_STRING Reserved3; 
1*088*1 UNICODE_STRING Reserved4; 
1*090*1 } 

PROCESS_PARAMETERS; 

QUOTA_BLOCK 

typedef struct _QUOTA_BLOCK 
{ 

1*000*1 DWORD Flags; 
1*004*1 DWORD ChargeCount; 
1*008*1 DWORD PeakPoolUsage 
1*010*1 DWORD Pool Usage 
1*018*1 DWORD Pool Quota 
1*020*1 } 

QUOTA_BLOCK; 

RTL_BITMAP 

typedef struct _RTL_BITMAP 

1*000*1 DWORD SizeOfBitMap; 
1*004*1 PDWORD Buffer; 
1*008*1 } 

RTL_BITMAP; 

[2]; 
[2]; 
[2]; 

RTL_CRITICAL_SECTION_DEBUG 

#define RTL_CRITSECT_TYPE 0 
#define RTL_RESOURCE_TYPE 1 

II 
II 
II 

NonPagedPool, PagedPool 
NonPagedPool, PagedPool 
NonPagedPool, PagedPool 

typedef struct _RTL_CRITICAL_SECTION DEBUG 

1*000*1 WORD 
1*002*1 WORD 

Type; 
CreatorBackTraceindex; 

1*004*1 struct _RTL_CRITICAL_SECTION *CriticalSection; 
1*008*1 LIST_ENTRY ProcessLocksList; 
1*010*1 DWORD EntryCount; 
1*014*1 DWORD 
1*018*1 DWORD 
1*020*1 } 

RTL_CRITICAL_SECTION_DEBUG; 

ContentionCount; 
Spare [2]; 
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SECTION_OB]ECT_POINTERS 
typedef struct SECTION OBJECT_POINTERS 

/*000*1 PVOID DataSectionObject; 
1*004*1 PVOID SharedCacheMap; 
1*008*1 PVOID ImageSectionObject; 
l*OOC*I } 

SECTION_OBJECT_POINTERS; 

SECURITY_DESCRIPTOR 
typedef struct SECURITY_DESCRIPTOR 

1*000*1 BYTE Revision; 
1*001*1 BYTE Sbzl; 
1*002*1 SECURITY_DESCRIPTOR_CONTROL Control; 
1*004*1 PSID Owner; 
1*008*1 PSID Group; 
l*OOC*I PACL Sacl; 
1*010*1 PACL Dael; 
1*014*1 } 

SECURITY_DESCRIPTOR; 

SECURITY_DESCRIPTOR_CONTROL 
typedef WORD SECURITY_DESCRIPTOR_CONTROL; 

SERVICE_DESCRIPTOR_TABLE 
typedef struct _SERVICE_DESCRIPTOR_TABLE 

1*000*1 SYSTEM_SERVICE_TABLE ntoskrnl; 
1*010*1 SYSTEM_SERVICE_TABLE win32k; 
1*020*/ SYSTEM SERVICE TABLE Table3; 
1*030*/ SYSTEM_SERVICE_TABLE Table4; 
1*040*/ } 

SERVICE_DESCRIPTOR_TABLE; 

STRING 
typedef struct _STRING 

{ 

1*000*1 WORD Length; 
1*002*1 WORD MaximwnLength; 

II 
II 
II 
II 

ntoskrnl.exe 
win32k.sys 
not used 
not used 

(native api) 
(gdiluser) 



1*004*1 PBYTE Buffer; 
1*008*1 } 

STRING; 

SYSTEA1._SERVICE_TABLE 
typedef NTSTATUS (NTAPI *NTPROC) (); 
typedef NTPROC *PNTPROC; 

typedef struct _SYSTEM_SERVICE_TABLE 

1*000*1 PNTPROC ServiceTable; 
1*004*1 PDWORD CounterTable; 
1*008*1 DWORD ServiceLimit; 
l*OOC*I PBYTE ArgumentTable; 
1*010*1 } 

SYSTEM_SERVICE_TABLE; 

TEB (THREAD ENVIRONMENT BLOCK) 

II located at Ox7FFDEOOO, Ox7FFDDOOO, 

typedef struct TEB -

1*000*1 NT_TIB Tib; 
l*OlC*I PVOID EnvironmentPointer; 
1*020*1 CLIENT_ID Cid; 
1*028*1 HANDLE RpcHandle; 
1*02C*I PPVOID ThreadLocalStorage; 
1*030*1 PPEB Peb; 
1*034*1 DWORD LastErrorValue; 
1*038*1 } 

TEB; 

TIME_FIELDS 
typedef struct _TIME_FIELDS 

1*000*1 SHORT Year; 
1*002*1 SHORT Month; 
1*004*/ SHORT Day; 
1*006*/ SHORT Hour; 
1*008*1 SHORT Minute; 
l*OOA*I SHORT Second; 
l*OOC*I SHORT Milliseconds; 
l*OOE*I SHORT Weekday; II 0 sunday 
1*010*1 } 

TIME_FIELDS; 
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ULARGE_INTEGER 
typedef union _ULARGE_INTEGER 

{ 

1*000*1 struct 

1*000*1 ULONG LowPart; 
1*004*1 ULONG HighPart; 
1*008*1 } ; 

1*000*1 UL ONG LONG QuadPart; 
1*008*1 } 

ULARGE_INTEGER; 

UNICODE_STRING 

typedef struct _UNICODE_STRING 

1*000*1 WORD Length; 
1*002*1 WORD MaxirnumLength; 
1*004*1 PWORD Buffer; 
1*008*1 } 

UNICODE_STRING; 

VPB (VOLUME PARAMETER BLOCK) 

#define MAXIMUM_VOLUME_LABEL 32 
#define MAXIMUM_VOLUME_LABEL_LENGTH (MAXIMUM_VOLUME_LABEL * WORD_) 

typedef struct _VPB II volume parameter block 

1*000*1 SHORT 
1*002*1 SHORT 
1*004*1 WORD 
1*006*1 WORD 
1*008*1 struct 
l*OOC*I struct 
1*010*1 DWORD 
1*014*1 DWORD 
1*018*1 WORD 
1*058*1 } 

VPB; 

_DEVICE_ OBJECT 

- DEVICE_ OBJECT 

Type; II IO TYPE_VPB OxOA 
Size; II number of BYTES 
Flags; 
VolumeLabelLength; II bytes (no term.) 

*DeviceObject; 
*RealDevice; 
SerialNumber; 
ReferenceCount; 
VolumeLabel [MAXIMUM_VOLUME_LABEL] ; 
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WAIT_CONTEXT_BLOCK 
typedef struct _WAIT_CONTEXT_BLOCK 

/*000*/ KDEVICE_QUEUE_ENTRY WaitQueueEntry; 
/*010*/ PDRIVER_CONTROL DeviceRoutine; 
/*014*/ PVOID DeviceContext; 
/*018*/ DWORD NurnberOfMapRegisters; 
/*OlC*/ PVOID DeviceObject; 
/*020*/ PVOID Currentirp; 
/*024*/ PKDPC BufferChainingDpc; 
/*028*/ } 

WAIT_CONTEXT_BLOCK; 
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@ character, 51, 5 3 
=("equals"), 296 
I (slash), 240 
_(underscore), 51, 53 

A 
+a switch, 237-238 
Address, 165 

base, 344-345, 349-354, 360 
computation, 69, 79-80 
driver load, 8 
exported names, 339-345 
FS, 167, 235-237 
indirect, 23 8 
linear, 165-171, 181-182, 261, 354 
load, 80 
logical, 165-168 
OMAP conversion, 81-89 
physical, 165-166, 170-172, 219-220, 

261 
relative, 237-238 
TEB,234 
virtual, 165-166 
See also Memory management 

Advanced Server, 162 
Alias, 110, 511-547 
_allmu1 symbol, 92 
Allocation bit array, 72, 75 
ANSI character, 29 
CHAR type, 110 

Index 

imagehlp.dll, 47 
object tags, 410 
PSTR and PWSTR types, 111 
strings, 113-114, 381-383 
w2k_img.dll, 5 8 
API call. See Kernel API call; Native API call 
Application descriptor, 185-187 
Argument stack, 277-279, 293, 332-334, 373 
Array 
allocation, 72, 75 
export, 343-344, 354 
Asche, Ruediger R., 125 
Assembly language (ASM), 24, 277-279, 

286,292 
At character (@), 51, 53 

B 
+b switch, 256-257, 260 
Bad pointer, 333 
Bang command, 11, 13-14, 416, 450-458 
Base address, 344-345, 349-354, 360 
Bit array, 72, 75 
Bit field, 172-173 
Bit mask, 181, 185 
Blink,239 
Block, memory, 228-229, 380 
"Blue Screen Of Death" (BSOD), 2 
Body structure, object, 410-411 
Booth, Rick, 165 
Branch prediction, 82 
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Brown, R, 141 
Buffer 

circular, 316 
protocol, 319-321 
size, 155 
string, 381-382 

Buffered I/O, 191, 200 
Bug,12,339,364,370 
"Bugslayer", 82 
Build number, 269 
BYTE, 15 

c 
C bit field, 172-173 
Clanguage,277,279 
C runtime library, 106-107, 486-490 
C source file, 126 
Call interface function, 368-372 
Callback function, 45 
Category, object, 396-398 
CD contents 

driver wizard, 125-130 
hook viewer, 321 
PDB stream reader, 78 
service and driver browser, 156 
SpySearch, 291 
Utility Library, 144 
w2k_call.c, 439 
w2k_call.dll, 364 
w2k_cv.exe, 58 
w2k_dbg.dll, 29-33 
w2k_def.h, 118, 395-396 
w2k_dump.exe, 71 
w2k_img.dll, 58, 69, 83-84 
w2k_load.exe, 153 
w2k_mem.exe, 230 
w2k_obj.exe, 434 
w2k_spy.h & w2k_spy.c, 280, 299 
w2k_spy.sys, 188 
w2k_sym.exe, 29 
_cdecl, 51, 278 
internal symbols, 384 
kernel-mode gate, 333, 337 

CHAR type, 110 
Charge, resource, 404-406 
Checkpoint file, 51 
Circular buffer, 316 

CLIENT_ID, 117 
Cloning, object, 437-440 
Code, IOCTL, 191 
Code View, 58, 63-69 

.dbg files, 70 
directories, 61, 65-66 

Cogswell, Bryce, 265-269, 276, 330 
CommandParse, 249 
Common Object File Format (COFF), 63 
Compound file, 72-73 
Configuration, kernel-mode driver, 129 
Constant, 505-509 

Intel i368, 181-187 
Context, thread/process, 425-429 
Control code, 141 
Control register, 220 
Copying memory blocks, 380 
CPU register, 333-334 
Crash dump, 2-8 
CreateFile, 248, 327 
Custer, H., 93, 414 
CV _PUBSYM, 67-69 
CV _SYMHASH, 67-69 

D 
Data access function, 380-383 
Data structure, 114-117, 511-547 

Intel i368, 172-181 
I/O system, 397-398 

Data type 
integral, 110-112 
strings, 111-114 
structure, 114-117 

Data-copying interface function, 372-375 
db command, 15 
.dbg file, 54-62 

header, 55-58 
linkage, 70-71 
OMAP, 61, 81 

dbghelp.dll, 24-29 
\DBG.HTM file, 9 
dbgSymbolLoad, 4 7 
dd command, 15 
Debugging, 1-92 

crash dump, 2-8 
i368kd.exe, 2 
MFVDasm, 21-22 



PEview, 22-23 
postmortem, 2 
support library, 29-33 
WinDbg.exe, 2 
See also Interface, debugging; Kernel 

Debugger; Symbol file 
Decoration, symbol, 51-54, 84, 92 
.def file, 126, 129 
Demand paging, 162-172 

memory dump utility, 242-243 
X86 data structures, 176-182 
Descriptor 
application, 185-187 
system, 186-187 

Descriptor Privilege Level (DPL), 251 
Device context, 137 
Device Driver Kit (DDK), 1, 94, 111 

constants, 183 
header files, 117-118, 122, 124, 197 
kernel-mode drivers, 122-125 
w2k_def.h, 395-396 

Device 1/0 Control (IOCTL). See IOCTL 
Directory 

debug, 60-61 
handle, 303 
lock, 435 
stream, 75-78 

Dispatch ID 
interrupt handler, 98, 102-103 
Win32K, 104-105 

Dispatcher 
driver, 139 
object, 396-398, 505 
service, 95-98 
spy, 191 

DLL, 340, 363-366 
DOS, 140 
\DosDevices, 189 
Driver 

EnumDeviceDrivers, 33-36 
exception, 18 8 
w2k_kill.sys, 6-8 
See also Kernel-mode driver; Spy device 

Driver skeleton, 130-140 
!drivers, 18-19 
.dsp file, 129 
.dsw file, 125 
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Dump command, 15 
See also Memory dump utility 

Dump Memory, 15 
dw command, 15 
DWORD, 15, 44 

E 
Entry point, 141 
Entry point driver, 136 
EnumDeviceDrivers, 33-36 
Enumeration, 510-511 
EnumProcesses, 37-39 
EnumServicesStatus, 155, 156 
Environment variable, 153 
EPROCESS, 16-18, 416, 420-424 
"Equals" character(=), 296 
ERESOURCE, 435 
Error 

bad arguments, 339 
crash dump, 12 
kernel API calls, 3 70 
last-error code, 3 64 

ETHREAD, 18-19, 416, 420-424, 428 
ExAcquireResourceExclusive, 435 
Examine Symbols, 15-16 
Exception, 188 

SEI-I,299,333,338-339 
Execute, 249, 327 
Exported symbol 

API thunks, 376 
assigning, 335, 340-345 
resolving, 351-356 
SPY_IO_PE_EXPORT, 360 
SPY_IO_PE_SYMBOL, 362 

Extended kernel call interface, 384-393 
Extended runtime library, 106-107, 491-503 
Extension, debugger, 11, 13-14 

F 
+f switch, 235 
_fastcall, 51, 53 

ASM, 278 
internal symbols, 384 
kernel-mode gate, 333-334, 337 

File system, 72-73 
Filter, garbage, 299-303, 315-316 
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Flag 
file object, 401, 506 
fOk, 208 
object attribute, 509 
object header, 508 

Flat memory model, 166 
Flink, 239 
Floating point emulator, 107-108 
fOk flag, 208 
Format control ID, 290-292, 295, 303 
Format string, 290-292, 295, 303 
FS:[<base>]:addressing, 236-237 
FS-relative addressing, 167, 235 
Function 

callback, 45 
categories, 108-110 
IOCTL, 199, 203-230, 244-246, 307-321 
kernel API, 459-503 
names, 151 
wrapper, 144, 152, 244-246 

Function set 
imgTable*, 83-88 
Nt* & Zw*, 93-94, 97, 346-347 

G 
+g option, 252 
Garbage filter, 299-303, 315-316 
Gate 

descriptor, 254 
interrupt, 254-256 
kernel-mode, 332-339 
See also Interrupt handler 

GetModuleHandle, 340 
GetProcAddress, 340 
Gircys, G.R., 63 
Global Descriptor Table (GDT), 168, 

211, 214 
selectors, 252-254 

Graphics Device Interface (GDI), 103 
kernel API functions, 467-486 

H 
+h switch, 237 
HalMakeBeep, 377 
HalQueryRealTimeClock, 377-379 
Handle, 300 
API hook protocol, 299-307 

directory, 303 
handle count, 296-297 
object, 237, 411-416 
process, 39-42, 44 
registered/unregistered, 300-303 
Service Control, 142-144, 151-153 
spy device, 246-249 
Handle database, 403-404 
HANDLE_ TABLE, 411-413 
Hardware, accessing, 6 
Hardware Abstraction Layer (HAL), 377 
Hash table, 436 
Header file 
.dbg, 55-58 
DDK, 117-118, 122, 124, 197 
Drvinfo.h, 136 
ntddk.h/ntdef.h, 94 
ntdll.lib, 117-119 
object, 399-402 
TestDrv.h, 130 
w2k_spy.h, 188, 248, 280, 299 
Hex dump viewer, 71 
HMODULE, 39-41, 44 
Hook,API 
dispatcher, 279-294 
handles, 299-307 
management functions, 307-321 
protocol, 294-299 
reader, 321-330 
system-wide, 266, 276-277 
Hummel, Robert L., 108, 162, 186 

I 
Icon file, 126 
imagehlp.dll, 24-29 
symbols, 44 
undecoration, 52-53 
ImageLoad, 46-49 
IMG_DBG,58 
IMG_FUBSYM union, 79 
imgTable* function set, 83-88 
Importlibrary, 117-119 
DDK, 122-124 
Import thunk, 51-52, 92 
Incremental updating, 77-78 
Index 
object type, 410-411, 508 
page-directory, 181 



Indirect addressing, 238 
Inline assembler, 277 
Inner Loops, 165 
Input buffer, 191, 200 
Inside Windows NT, 6, 93 
Inside Windows 2000, 93 
INT 2Eh service handler. See 

Interrupt handler 
Integral data type, 110-112 
Intel i368 memory management, 161-181 
data structures, 172-181 
80270 CPU, 163 
80368 CPU, 108, 161-164 
80486 CPU, 164 
layout, 162 
macros/constants, 181-187 
segmentation/demand paging, 162-172 
Interface 
GDI, 103 
interface functions, 368-375 
kernel API calls, 331-339, 384-393 
NativeAPI, 117-119 
spy device, 244-249 
Win32K kernel-mode, 103-105 
Interface, debugging, 24-51 
dbghelp.dll, 24-29 
EnumDeviceDrivers, 33-36 
EnumProcesses, 37-39 
EnumProcessModules, 39-42 
imagehlp.dll, 24-29, 44 
process privileges, 42-44 
psapi.dll, 24-29 
Interrupt Descriptor Table (IDT), 96, 168, 252 
gate descriptors, 254 
SPY_IO_INTERRUPT, 214, 218 
X86_GATE, 173-174 
Interrupt handler, 96-98, 214 
gates, 254-256 
KiSystemService, 102-103, 266-268 
Zw* functions, 346 
1/0 object, 397-398 
1/0 Request Packet (IRP), 137, 507 
IOCTL, 141-142 
code, 191 
handler, 191 
hook management functions, 307-321 
kernel API calls, 331-334, 356-368 
spy device functions, 199, 203-230 

spy device handle, 246-249 
type codes, 507 
wrapper functions, 244-246 
IRP handler array, 137 
i368kd.exe, 2, 11 

K 
+k switch, 236 
Kernel API call, 331-393 
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