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Chapter 6 

Review Questions 
1. What is the function of a forward lookup query? A reverse lookup query? 

A forward lookup query resolves a name to an IP address. A reverse 
lookup query resolves an IP address to a name. 

2. What are the advantages of using the Active Directory-integrated zone type? 

Multimaster update and enhanced security are based on the capabilities 
of Active Directory. Zones are replicated and synchronized to new 
domain controllers automatically whenever a new zone is added to an 
Active Directory domain. By integrating storage of your DNS namespace 
in Active Directory, you simplify planning and administration for both 
DNS and Active Directory. Directory replication is faster and more 
efficient than standard DNS replication. 

3. What is the purpose of the SOA resource record? 

The SOA resource record identifies which name server is the authoritative 
source of information for data within this domain. The first record in the 
zone database file must be the SOA record. The SOA resource record also 
stores properties such as version information and timings that affect zone 
renewal or expiration. These properties affect how often transfers of the 
zone are done between servers authoritative for the zone. 

4. What must be done when you delegate zones within a namespace? 

When you delegate zones within a namespace, you must also create SOA 
resource records to point to the authoritative DNS server for the new 
zone. This is necessary both to transfer authority and to provide correct 
referral to other DNS servers and clients of the new servers being made 
authoritative for the new zone. 

5. Why is an IXFR query more efficient than an AFXR query? 

An IFXR query allows the secondary server to pull only those zone 
changes it needs to synchronize its copy of the zone with its source, either a 
primary or secondary copy of the zone maintained by another DNS server. 
An AXFR query provides a full transfer of the entire zone database. 

Practice Questions 
Lesson 1: Configuring Site Settings 

Practice: Configuring a Site 

...,.. To rename a site 

2. Click on the Sites folder. 
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What objects appear in the details pane? 

Default-First-Site-Name (the default site created by the Active Directory 
Installation Wizard), the Inter-Site 'Iransports container, and the Subnets 
container. 

~ To create a site link 

1. Open the Inter-Site Transports folder and click the IP folder. 

What object appears in the details pane? 

DEFAULTIPSITELINK, the default site link created by the Active 
Directory Installation Wizard. 

Review Questions 
1. What four tasks must be completed to configure a site? 

Create a site, associate a subnet with the site, connect the site using site 
links, and select a licensing computer for the site. 

2. What two site configuration objects does the Active Directory Installation 
Wizard create automatically? 

The Active Directory Installation Wizard automatically creates an object 
named Default-First-Site-Name in the Sites container and an object 
named DEFAULTIPSITELINK in the IP container. 

3. Which replication protocol uses RPCs for replication over site links (inter-site) 
and within a site (intra-site)? 

IP replication protocol. 

4. What three tasks must be completed to configure inter-site replication? 

Create site links, configure site link attributes (such as site link cost, repli­
cation frequency, and replication availability), and create site link bridges. 

5. What is the difference between replication frequency and replication availability? 

Replication frequency is the duration between replications on a site link. 
Replication availability is when a site link is available to replicate direc­
tory information. 

6. What is the function of a bridgehead server? 

A bridgehead server provides some ranking or criteria for choosing 
which domain controller should be preferred as the recipient for inter­
site replication. The bridgehead server then distributes the directory 
information via inter-site replication. 
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Chapter 7 
Practice Questions 
Lesson 2: Planning New User Accounts 

Practice: Planning New User Accounts 
Complete Table 7 .3 to determine a naming convention for the users in the new 
hire list by considering the information that is provided in the sections 
"Scenario," "Criteria," and "New Hire List" in this practice. 

Answers may vary. The sample answers use a full name with the department 
name for duplicate names and a user logon name with the first name and 
last initial and additional characters from the last name for duplicate names. 
All user logon names and full names must be unique. 

Complete Table 7.4 to determine logon hours and computer use for the users in 
the new hire list by considering the information that is provided in the sections 
"Scenario," "Criteria," and "New Hire List" in this practice. 

Permanent employees can log on 24 hours a day, seven days a week from 
any computer on the network. Temporary employees share Templ and 
Temp2. Only two temporary workers are able to log on during a shift, so you 
must share two computers between four employees. 

Select the appropriate password setting for each user in Table 7 .5 to determine 
who controls the user's password. 

Temporary employees cannot change their passwords. Permanent employees 
can change their passwords and must change them the next time they log on. 

Lesson 3: Creating User Accounts 

Practice: Creating Domain User Accounts 

.... To create a domain user account 

3. Expand microsoft.com (if you did not use Microsoft as your domain name, 
expand your domain), and then double-click Users. 

In the details pane, notice the default user accounts. 

Which user accounts does the Active Directory Installation Wizard create 
by default? 

Administrator, Cert Publishers, DHCP Administrators, DHCP Users, 
DnsAdmins, DnsUpdateProxy, Domain Admins, Domain Computers, 
Domain Controllers, Domain Guests, Domain Users, Enterprise Admins, 
Group Policy Creator Owners, Guest, IUSR_SERVERl, IWAM_SERVERl, 
krbtgt, RAS and IAS Servers, SchemaAdmins, and Tslnternet User. 
(Answers may vary). 
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4. Right-click Users, point to New, then click User. 

Windows 2000 displays the New Object-User dialog box. 

Where in the Active Directory will the new user account be created? 

Microsoft.com/Users. (Answer may vary if your domain name is not 
microsoft.com.) 

8. In the list to the right of the User Logon Name box, select @microsoft.com. 
(The domain name will vary if you did not use microsoft.com as your DNS 
domain name.) 

The user logon name, combined with the domain name in the box that appears 
to the right of the User Logon Name box, is the user's full Internet logon 
name. This name uniquely identifies the user throughout the directory (for 
example, userl@microsoft.com). 

Notice that Windows 2000 completes the pre-Windows 2000 logon name box 
for you. 

When is the pre-Windows 2000 logon name used? 

The user's pre-Windows 2000 logon name is used to log on to the 
Windows 2000 domain from a computer running a previous version of 
Microsoft Windows. 

11. Specify whether or not the user can change his or her password. 

What are the results of selecting both the User Must Change Password At Next 
Logon check box and the User Cannot Change Password check box? Explain. 

Windows 2000 displays an Active Directory message box with the 
following message: 

You cannot check both User must change password at next logon and 
User cannot change password for the same user. 

The next time that the user attempts to log on, the user would be 
prompted to change his or her password and would not be able to log on 
until the password has been changed. However, Windows 2000 will not 
allow the user to change his or her password, so the user would not be 
able to log on successfully. 

Under what circumstances would you select the Account Is Disabled check 
box when creating a new user account? 

Some possible answers include: If the account is for a user who has not 
yet started at the company. If a user is taking a leave of absence. 

Practice: Modifying User Account Properties 

Exercise 1: Configuring Logan Hours and Account Expiration 

..,.. To specify logon hours 

2. In the details pane, right-click User Three, then click Properties. 
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Windows 2000 displays the User Three Properties dialog box with the 
General tab active. 

In the General tab, what information can you specify for the user account in 
addition to the first and last name? How would this information be useful? 

Display Name, Description, Office, Telephone Number, E-mail, and Web 
Page. Active Directory can store user information that might otherwise 
require a separate application or book. Also, user information that is 
entered here can be used to locate the user when you search Active 
Directory. 

3. Click the Account tab, and then click Logon Hours. 

Windows 2000 displays the Logon Hours For User Three dialog box. 

Currently, when can User Three log on? 

All hours on all days are allowed by default . 

...,. To set account expiration for a user account 

3. Click the Account tab. 

When will the account expire? 

Never. 

Exercise 2: Testing User Accounts 

...,. To test logon capabilities of user accounts 

4. Click OK to close the Change Password message box. 

Were you able to successfully log on? Why or why not? 

No. By default administrators have the right to log on to a domain con­
troller, but regular users, like Userl, do not . 

...,. To test restrictions on logon hours 

1. Attempt to log on as Userl with a password of student. 

Were you able to successfully log on? Why or why not? 

Yes, because Userl has access to the network 24 hours a day, seven days a 
week, and now has the user right to log on interactively. 

3. When prompted, change the password to student. 

Were you able to successfully log on? Why or why not? 

No, because User3 is only allowed to log on between 6 PM and 6 AM. 
(The answer is Yes if the reader is logging on between 6 PM and 6 AM.) 
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...._ To test password restrictions 

1. Attempt to log on as User? with no password. 

Were you able to successfully log on? Why or why not? 

No, because User7 was assigned a password when the user accounts 
were created. 

3. When prompted, change the password to student. 

Were you able to log on? Why or why not? 

Yes, because User7 is the correct password for the User7 user account. 

5. Attempt to log on as User9 with a password of User9. 

Were you able to successfully log on? Why or why not? 

Yes, because User9 is the correct password for the User9 user account. 

~ To test password restrictions by attempting to change a password 

3. In the Old Password box, type the password for the User9 user account; in the 
New Password and Confirm New Password boxes, type student, then click OK. 

Were you able to change the password? Why or why not? 

No, because User9 has been restricted from changing passwords. 

I>- To test account expiration 

2. When prompted, change your password to student. 

Were you successful? Why or why not? 

Yes, because the account for Users does not expire until the end of the 
day today. 

Lesson 4: Creating User Profiles 

Practice: Managing User Profiles 

Exercise 1: Configuring a Local User Profile 

r> To view existing profiles 

3. Click the User Profiles tab. 

Which users' profiles are stored on your computer? 

MICROSOFT\administrator, MICROSOFT\puser, and users who have 
logged on to the computer. 
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~ To define and test a local profile 

5. Log off and log on as the same user, puser. 

Were screen colors saved? Why or why not? 

Yes, because the screen colors are saved in the poser's profile. 

Exercise 2: Defining a Standard Roaming User Profile 

~ To test the roaming profile 

1. Log off and log on as User2. 

Are the screen colors and desktop the same or different from those set in the 
Profile Template? Why or why not? 

The screen colors are the same as the screen colors set in the Profile Tem­
plate because the roaming profile for the User2 account was downloaded 
from the shared folder on the network server and applied to whatever 
computer User2 logs on to. 

~ To determine the type of profile assigned to a user 

2. Double-click System, then click the User Profiles tab. 

What type of profile is listed for the U ser2 account? 

A roaming user profile. 

Lesson 6: Maintaining User Accounts 

Practice: Administering User Accounts 

Exercise 1: Enabling a User Account 

~ To disable a user account 

6. In the details pane of the Active Directory Users and Computers console, right­
click the user account that you just disabled to display the shortcut menu. 

How can you tell that the user account is disabled? 

The Enable Account option appears on the shortcut menu, and a red X 
appears on the user icon in the details pane. 

8. Attempt to log on as puser. 

Were you successful? Why or why not? 

No, because the account is disabled. 

~ To enable a user account 

6. In the details pane of the Active Directory Users and Computers console, 
right-click the user account that you just enabled to display the shortcut menu. 
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How can you tell that the user account is enabled? 

The Disable Account option appears on the shortcut menu, and the red X 
is removed from the user icon in the details pane . 

..., To test account enabling and to change the password for a user account 

1. Log on as puser. 

Were you successful? Why or why not? 

Yes, because the account is enabled. 

Exercise 2: Resetting the Password for a User Account 

..., To test password resetting 

1. Log on as puser and type password as the password. 

Were you successful? Why or why not? 

Not immediately. Because User Must Change Password At Next Logon 
was selected, the Logon Message appears, stating that the password has 
expired and must be changed. Then the Change Password dialog box 
appears where a new password known only to the user must be chosen 
and confirmed. Only then is poser allowed to log on. 

Review Questions 
1. What different capabilities do local user accounts and domain user accounts 

provide to users? 

A local user account allows the user to log on at and gain access to 
re.sources on only the computer where you create the local user account. 
A domain user account allows a user to log on to the domain from any 
computer in the network and to gain access to resources anywhere in the 
domain, provided the user has permission to access these resources. 

2. What should you consider when you plan new user accounts? 

a A naming convention that ensures unique but consistent user 
account names 

a Whether you or the user will determine the user account password 

o The hours when users need to have access to the network or be 
restricted from using the network 

Whether the user account should be disabled 

E:'l The type of user profile to use 

Whether My Documents or home directories will be used 

3. What information is required to create a domain user account? 

A first or last name, logon name, and pre-Windows 2000 logon name. 
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Chapter 8 

4. A user wants to gain access to network resources remotely from home. The 
user does not want to pay the long-distance charges for the telephone call. 
How would you set up the user account to accomplish this? 

In the Dial-In tab of the Properties dialog box for the user account, click 
the Set By Caller (Routing and Remote Access Service Only) option to 
have the RAS server call the user back at a telephone number that he or 
she specifies. You can also click the Always Callback To option to have 
the RAS server use a specified telephone number to call back the user. 
However, the user must be at the specified telephone number to make a 
connection to the server. 

5. What is the difference between a local user profile and a roaming user profile? 

A local user profile is stored on the computer where the user logs on. 
A roaming user profile is stored on a domain server and is copied to the 
client computer where the user logs on. 

6. What do you do to ensure that a user on a client computer running Windows 
2000 has a roaming user profile? 

First, create a shared folder on a network server. Second, for each user 
account, in the Properties dialog box for each user, provide a path to the 
shared folder on the server. The next time that the user logs on, the roam­
ing user profile is created. 

7. How can you ensure that a user has a centrally located home directory? 

First, create and share a parent folder on a server. Second, change the 
permission for the folder to Full Control for the Users group. Third, pro­
vide a path to the shared folder, including the name of the individual 
user's home directory (\\server _name\sharedJolder _name\ 
user _logon_name ). 

8. Why would you rename a user account and what is the advantage of doing so? 

Rename a user account if you want a new user to have all of the proper­
ties of a former user, including permissions, desktop settings, and group 
membership. The advantage of renaming an account is that you do not 
have to rebuild all of the properties as you do for a new user account. · 

Practice Questions 
Lesson 2: Planning a Group strategy 

Practice: Planning New Group Accounts 
Record your planning strategies on the Group Planning Worksheet. Follow these 
instructions to complete the worksheet. This sample presents only one set of 
possible answers. You may have planned your accounts differently. 
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Group Accounts Planning Worksheet 

Group Name Type and Scope 

Testers 

Customer 
Service Reps 

Maint Workers 

Managers 

Sales Reps 

Network Admin 

All Employees 

Topics Employees 

Customer database 

Company policies 

Microsoft Office 

Sales reports 

E-mail 
announcements 

E-mail 
manufacturing topics 

Security, global 

Security, global 

Security, global 

Security, global 

Security, global 

Security, global 

Security, global 

Security, global 

Security, domain local 

Security, domain local 

Security, domain local 

Security, domain local 

Distribution, 
domain local 

Distribution, 
domain local 

1. Does your network require local groups? 

Members 

All product testers 

All customer service 
representatives 

All maintenance workers 

All managers 

All sales reps 

All network administrators 

All employees 

Employees interested in 
manufacturing topics 

Customer service reps, 
managers, sales reps 

All employees 

Testers, customer service reps, 
managers, sales reps, network 
administrators 

Sales reps 

All employees 

Topics employees 

No. The scenario presents no need to create local groups, which you can 
only use on a single computer. 

2. Does your network require universal groups? 

No. The scenario presents no need to create universal groups. Your 
domain has no groups that need to have access to resources in multiple 
domains and also need to have members from multiple domains. 

3. Sales representatives at the company frequently visit the company headquarters 
and other divisions. Therefore, you need to give sales representatives with 
user accounts in other domains the same permissions for resources that sales 
representatives in your domain have. You also want to make it easy for admin­
istrators in other domains to assign permissions to sales representatives in 
your domain. How can you accomplish this? 

Create global groups for sales representatives in all other domains. 
Add these global groups to the appropriate domain local groups in your 
domain. Tell administrators in other domains about the global group that 
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represents sales representatives in your domain. Have the administrators 
add the sales representatives group from your domain to the appropriate 
domain local groups in their domains. 

Review Questions 
1. Why should you use groups? 

Use groups to simplify administration by granting rights and assigning 
permissions once to the group rather than multiple times to each 
individual member. 

2. What is the purpose of adding a group to another group? 

Adding groups to other groups (nesting) creates a consolidated group and 
can reduce the number of times that you need to assign permissions. 

3. When should you use security groups instead of distribution groups? 

Use security groups to assign permissions. Use distribution groups when 
the only function of the group is not security related, such as an e-mail 
distribution list. You cannot use distribution groups to assign permissions. 

4. What strategy should you apply when you use domain local and global groups? 

Place user accounts into global groups, place global groups into domain 
local groups, and then assign permissions to the domain local group. 

5. Why should you not use local groups on a computer after it becomes a 
member of a domain? 

Local groups do not appear in Active Directory, and you must administer 
local groups separately for each computer. 

6. What is the easiest way to give a user complete control over all computers in 
a domain? 

Add his or her user account to the Domain Admins predefined global 
group. Then he or she can perform all administrative tasks on all domain 
computers and in Active Directory. The user receives administrative con­
trol because Windows 2000 makes the Domain Admins predefined global 
group a member of both the Administrators built-in domain local group 
and the Administrators built-in local group on each member server and 
computer running Windows 2000 Professional. The Administrators built­
in domain local group has complete control over all domain controllers 
and Active Directory. Each Administrators built-in local group has 
complete control over the computer on which it exists. 

7. Why shouldn't you run your computer as an administrator? What action 
should you take instead? 

Running Windows 2000 as an administrator makes the system vulnerable 
to Trojan horse attacks and other security risks. For most computer 
activity, you should assign yourself to the Users or Power Users group. 
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Then, if you need to perform an administrator-only task, you should log 
on as an administrator, perform the task, and then log off. If you fre­
quently need to log on as an administrator, you can use Run As to start a 
program as an administrator. 

8. Suppose the headquarters for this chapter's imaginary manufacturing com­
pany has a single domain that is located in Paris. The company has managers 
who need to access the inventory database to perform their jobs. What would 
you do to ensure that the managers have the required access to the inventory 
database? 

Place all of the managers into a global group. Create a domain local 
group for inventory database access. Make the managers global group a 
member of the inventory database domain local group and assign permis­
sions to gain access to the inventory database to the domain local group. 

9. Now suppose the company has a three-domain environment with the root 
domain in Paris and the other two domains in Australia and North America. 
Managers from all three domains need access to the inventory database in 
Paris to perform their jobs. What would you do to ensure that the managers 
have the required access and that there is a minimum of administration? 

In each domain, create a global group and add user accounts for the man­
agers in that domain to the global group. Create a domain local group for 
the inventory database access in the domain where the database is located 
(Paris). Add the managers global groups from each of the domains to the 
inventory database domain local group. Then, assign permissions to gain 
access to the inventory database to the domain local group. 

Practice Questions 
Lesson 2: Assigning NTFS Permissions 

Practice: Planning and Assigning NTFS Permissions 

Exercise 1: Planning NTFS Permissions 
When you apply custom permissions to a folder or file, which default permission 
entry should you remove? 

The Full Control permission for the Everyone group at the volume level. 

Complete Table 9.5 to plan and record your permissions. 
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Table 9.5 Permissions Planning Table for Exercise 1 

User Account NTFS 
Path or Group Permissions 

Apps Administrators Full Control 

Apps\ WordProc Users Read & Execute 

Apps\Spreadsh Accounting Read & Execute 
Managers Read & Execute 
Executives Read & Execute 

Apps\Database Accounting Read & Execute 
Managers Read & Execute 
Executives Read & Execute 

Public Administrators Full Control 
Creator Owner Full Control 
Users Write 

Public\Library Administrators Full Control 
Users Read & Execute 

Public\Manuals Administrators Full Control 
Users Read & Execute 
User81 Full Control 

Block Inheritance 
(Yes/No) 

No 
No 
No 

No 

No 

Yes 

Yes 

Exercise 2: Assigning NTFS Permissions for the Data Folder 

..,.. To remove permissions from the Everyone group 

4. Click the Security tab to display the permissions for the Data folder. 

Windows 2000 displays the Data Properties dialog box with the Security 
tab active. 

What are the existing folder permissions? 

The Everyone group has Full Control. 

5. Under Name, select the Everyone group, then click Remove. 

What do you see? 

Windows 2000 displays a message box, indicating that the folder is inher­
iting the permissions for Everyone from its parent folder. To change per­
missions for Everyone, you must first block inheritance. 

8. Click Remove. 

What are the existing folder permissions? 

No permissions are currently assigned . 

..,_ To assign permissions to the Users group for the Data folder 

4. Click OK to return to the Data Properties dialog box. 

What are the existing allowed folder permissions? 
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The Users group has the following permissions: Read & Execute, List 
Folder Contents, and Read. These are the default permissions that Win­
dows 2000 assigns when you add a user account or group to the list of 
permissions. 

~ To assign permissions to the CREATOR OWNER group for the Data folder 

4. Click OK to return to the Data Properties dialog box. 

What are the existing allowed folder permissions? 

The Users group has the following permissions: Read & Execute, List 
Folder Contents, Read, and Write. The Creator Owner group has no 
permissions. 

5. Make sure that CREATOR OWNER is selected, and next to Full Control, 
select the Allow check box, then click Apply to save your changes. 

What do you see? 

For the Creator Owner group, none of the Allow check boxes are checked 
for any permissions. A note appears next to the Advanced button stating: 
"Additional permissions are present but not viewable here. Press 
Advanced to see them." 

7. Under Name, select CREATOR OWNER. 

What permissions are assigned to the CREATOR OWNER group and where 
do these permissions apply? Why? 

The Creator Owner group has Full Control permission. These permis­
sions apply to subfolders and files only. Permissions that are assigned to 
the Creator Owner group are not applied to the folder but only to new 
files and folders that are created within the folder. The user who creates 
the new file or folder receives the permissions that are assigned to 
Creator Owner for the parent folder and must belong to other groups 
that are capable of writing to the new files and folders. 

~ To test the folder permissions that you assigned for the Data folder 

3. In the Data folder, attempt to create a text file named USER81.TXT. 

Were you successful? Why or why not? 

Yes, because the Users group (of which User81 is a member) is assigned 
the Write permission for the Data folder. 

4. Attempt to perform the following tasks for the file that you just created, and 
then record those tasks that you are able to complete. 

m Open the file 

a Modify the file 

CJ Delete the file 
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The tasks that you can complete are opening, modifying, and deleting the 
file because Creator Owner has been assigned the NTFS Full Control 
permission for the Data folder. 

Exercise 4: Testing NTFS Permissions 

.... To test permissions for the Reports folder while logged on as User81 

3. Attempt to create a file in the Reports folder. 

Were you successful? Why or why not? 

No, because only User82, Managers, and Administrator have permissions 
to create and modify files in the Reports folder. 

II>- To test permissions for the Reports folder while logged on as User82 

3. Attempt to create a file in the Reports folder. 

Were you successful? Why or why not? 

Yes, because User82 has the Modify permission for the folder. 

.... To test permissions for the Sales folder while logged on as Administrator 

3. Attempt to create a file in the Sales folder. 

Were you successful? Why or why not? 

Yes, because the Administrators group has the Full Control permission 
for the Sales folder. 

r:>- To test permissions for the Sales folder while logged on as User81 

3. Attempt to create a file in the Sales folder. 

Were you successful? Why or why not? 

No, because only the Sales group has NTFS permissions to create 
and modify files in the Sales folder. User 81 is not a member of the 
Sales group. 

.... To test permissions for the Sales folder while logged on as User82 

3. Attempt to create a file in the Sales folder. 

Were you successful? Why or why not? 

Yes, because User82 is a member of the Sales group, which has been 
assigned Modify permission for the Sales folder. 
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Lesson 3: Assigning Special Permissions 

Practice: Taking Ownership of a File 

..., To determine the permissions for a file 

4. Click the Security tab to display the permissions for the OWNER. TXT file. 

What are the current allowed permissions for OWNER.TXT? 

The Administrators group has the Full Control permission. The Users 
group has the Read & Execute permission. 

6. Click the Owner tab. 

Who is the current owner of the OWNER.TXT file? 

The Administrators group . 

..., To take ownership of a file 

6. Click Advanced to display the Access Control Settings For OWNER. TXT 
dialog box, then click the Owner tab. 

Who is the current owner of OWNER. TXT? 

The Administrators group. 

7. Under Name, select User83, then click Apply. 

Who is the current owner of OWNER. TXT? 

User83 . 

..., To test permissions for a file as the owner 

3. In the Security dialog box, click Remove to remove permissions from the 
Users group and the Administrators group for the OWNER.TXT file. 

Were you successful? Why or why not? 

Yes, because User83 is the owner of OWNER.TXT, and the owner of a 
folder or file can always change the permissions on folders and files that 
he or she owns. 

Lesson 4: Copying and Moving Folders and Files 

Practice: Copying and Moving Folders 

..., To create a folder while logged on as a user 

1. While you are logged on as User83, in Windows Explorer, in C:\ (where C:\ is 
the name of your system drive), create a folder named Temp 1. 

What are the permissions that are assigned to the folder? 

The Everyone group has Full Control. 
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Who is the owner? Why? 

User83 is the owner because the person who creates a folder or file is 
the owner . 

...,. To create a folder while logged on as Administrator 

2. In C:\ (where C:\ is the name of your system drive), create the following two 
folders: Temp2 and Temp3. 

What are the permissions for the folders that you just created? 

The Everyone group has Full Control. 

Who is the owner of the Temp2 and Temp3 folders? Why? 

The Administrators group is the owner of Temp2 and Temp3 because a 
member of the Administrators group created these folders . 

...,. To copy a folder to another folder within a Windows 2000 NTFS volume 

2. Select C:\Templ\Temp2, then compare the permissions and ownership with 
C:\Temp2. 

Who is the owner of C:\Templ \Temp2 and what are the permissions? Why? 

The owner is still the Administrators group because you are logged on as 
Administrator. When a folder or file is copied within an NTFS volume, 
the person who copies the folder or file becomes the owner. 

The Everyone group has the Full Control permission because when a 
folder or file is copied within an NTFS volume, the folder or file inherits 
the permissions of the folder into which it is copied . 

...,. To move a folder within the same NTFS volume 

2. Select C:\Temp3, then move it to C:\Templ. 

What happens to the permissions and ownership for C:\Templ\Temp3? Why? 

C:\Templ\Temp3 retains the same permissions and owner (the Adminis­
trators group) as C:\Temp3. This is because when a folder or file is 
moved within the same NTFS volume, the folder or file retains its original 
permissions and owner. 

Lesson 5: Troubleshooting Permissions Problems 

Practice: Deleting a File with All Permissions Denied 

...,. To view the result of denying the Full Control permission for a folder 

1. In Windows Explorer, double-click NOACCESS.TXT in C:\Fullaccess to 
open the file. 

Were you successful? Why or why not? 
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No. The Everyone group has been denied the Full Control permission for 
C:\Fullaccess\noaccess.txt. The Administrator user account is a member 
of the Everyone group. 

4. Delete NOACCESS.TXT by typing del noaccess.txt 

Were you successful? Why or why not? 

Yes, because the Full Control permission includes the Delete Subfolders 
and Files special permission for POSIX compliance. This special permis­
sion allows a user to delete files in the root of a folder to which the user 
has been assigned the Full Control permission. This permission overrides 
the file permissions. 

How would you prevent users with Full Control permission for a folder from 
deleting a file in that folder for which they have been denied the Full Control 
permission? 

Allow users all of the individual permissions, and then deny users the 
Delete Subfolders and Files special permission. 

Review Questions 
1. What is the default permission when a volume is formatted with NTFS? Who 

has access to the volume? 

The default permission is Full Control. The Everyone group has access to 
the volume. 

2. If a user has Write permission for a folder and is also a member of a group 
with Read permission for the folder, what are the user's effective permissions 
for the folder? 

The user has both Read permission and Write permission for the folder 
because NTFS permissions are cumulative. 

3. If you assign the Modify permission to a user account for a folder and the 
Read permission for a file, and then copy the file to that folder, what permis­
sion does the user have for the file? 

The user can modify the file because the file inherits the Modify permis­
sion from the folder. 

4. What happens to permissions that are assigned to a file when the file is moved 
from one folder to another folder on the same NTFS volume? What happens 
when the file is moved to a folder on another NTFS volume? 

When the file is moved from one folder to another folder on the same 
NTFS volume, the file retains its permissions. When the file is moved to a 
folder on a different NTFS volume, the file inherits the permissions of the 
destination folder. 

5. If an employee leaves the company, what must you do to transfer ownership 
of his or her files and folders to another employee? 
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You must be logged on as Administrator to take ownership of the 
employee's files and folders. Assign the Take Ownership special permis­
sion to another employee to allow that employee to take ownership of the 
folders and files. Notify the employee to whom you assigned Take Owner­
ship to take ownership of the files and folders. 

6. What three things should you check when a user cannot gain access to 
a resource? 

Check the permissions that are assigned to the user account and to 
groups of which the user is a member. 

Check whether the user account, or a group of which the user is a 
member, has been denied permission for the file or folder. 

Check whether the folder or file has been copied to any other file or folder 
or moved to another volume. If it has, the permissions will have changed. 

Practice Questions 
Lesson 1: Understanding Shared Folders 

Practice: Applied Permissions 
1. Userl is a member of Groupl, Group2, and Group3. Groupl has Read per­

mission and Group3 has Full Control permission for FolderA. Group2 has no 
permissions for FolderA. What are Userl 's effective permissions for Folder A? 

Because Userl has permissions of all groups, Userl 's effective permission 
for Folder A is Full Control, which also includes all capabilities of the 
Read permission. 

2. Userl is also a member of the Sales group, which has Read permission for 
FolderB. User 1 has been denied the shared folder permission Full Control for 
FolderB as an individual user. What are Userl 's effective permissions for 
FolderB? 

User 1 has no access to FolderB. Even though Userl is a member of the 
Sales group, which has Read permission for FolderB, Userl has been 
denied Full Control access to FolderB. Denied permissions override all 
other permissions. 

Lesson 4: Combining Shared Folder Permissions and NTFS Permissions 

Practice: Managing Shared Folders 

Exercise 1 : Combining Permissions 
1. In the first example, the Data folder is shared. The Sales group has the shared 

folder Read permission for the Data folder and the NTFS Full Control 
permission for the Sales subfolder. 
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What are the Sales group's effective permissions for the Sales subfolder when 
Sales group members gain access to the Sales subfolder by making a connec­
tion to the Data shared folder? 

The Sales group has Read permission for the Sales subfolder because 
when shared folder permissions are combined with NTFS permissions, 
the more restrictive permission applies. 

2. In the second example, the Users folder contains user home folders. Each user 
home folder contains data that is only accessible to the user for whom the folder 
is named. The Users folder has been shared, and the Users group has the shared 
folder Full Control permission for the Users folder. Userl and User2 have the 
NTFS Full Control permission for only their home folder and no NTFS permis­
sions for other folders. These users are all members of the Users group. 

What permissions does Userl have when he or she accesses the Userl 
subfolder by making a connection to the Users shared folder? What are 
Userl 's permissions for the User2 subfolder? 

Userl has the Full Control permission for the Userl subfolder because 
both the shared folder permission and the NTFS permission allow full 
control. Userl cannot access the User2 subfolder because he or she has 
no NTFS permissions to gain access to it. The storage of private files on 
the file server is a common scenario. 

Exercise 2: Planning Shared Folders 

Shared Folders and Permissions for Exercise 2 
Record your answers in Table 10.6. 

You have two choices for permissions. You can rely entirely on NTFS 
permissions and assign Full Control for all shared folders to the Everyone 
group, or you can use shared folder permissions according to resource 
needs. The following suggested shared folders include required permis­
sions if you decide to assign shared folder permissions. 

Share the Management Guidelines folder as MgmtGd. Assign the Full 
Control permission to the Managers group. 

Share the Data folder as Data. Assign the Full Control permission to the 
Administrators built-in group. 

Share the Data\Customer Service folder as CustServ. Assign the Change 
permission to the Customer Service group. 

Share the Data\Public folder as Public. Assign the Change permission to 
the Users built-in group and the Full Control permission to the Adminis­
trators built-in group. 

Share the Applications folder as Apps. Assign the Read permission to the 
Users built-in group and the Full Control permission to the Administrators 
built-in group. 
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Share the Project Management folder as ProjMan. Assign the Change per­
mission to the Managers group and the Full Control permission to the Ad­
ministrators built-in group. 

Share the Database\Customers folder as CustDB. Assign the Change 
permission to the CustomerDBFull group, the Read permission to the 
CustomerDBRead group, and the Full Control permission to the 
Administrators built-in group. 

Share the Users folder as Users. Create a folder for every employee below 
this folder. Assign the Full Control permission to each employee for his or 
her own folder. Preferably, have Windows 2000 create the folder and 
assign permissions automatically when you create each user account. 

Exercise 3: Sharing Folders 

..,,.. To share a folder 

4. In the Comment box, type shared productivity applications, then click OK. 

How does Windows Explorer change the appearance of the Apps folder to 
indicate that it is a shared folder? 

Windows Explorer shows a hand icon holding the Apps folder. The hand 
indicates that the folder is shared. 

Exercise 4: Assigning Shared Folder Permissions 

~ To determine the current permissions for the Apps shared folder 

1. Open the Apps Properties dialog box, click the Sharing tab, then click 
Permissions. 

Windows 2000 displays the Permissions For Apps dialog box. 

What are the default permissions for the Apps shared folder? 

The Everyone group has Full Control . 

.,.. To assign Full Control to the Administrators group 

3. Click OK. 

Windows 2000 adds Administrators to the list of names with permissions. 

What type of access does Windows 2000 assign to Administrators by default? 

The Read permission. 

4. In the Permissions box, under Allow, click Full Control. 

Why did Windows Explorer also select the Change permission for you? 

Full Control includes all permissions. 
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Optional Exercise 5: Connecting to a Shared Folder 

~ To connect to a network drive using the Run command 

3. In the Open box, type \\serverl (if you did not use SERVERl as the name of 
your domain controller, use the appropriate name here and in the following 
steps), then click OK. 

Windows 2000 displays the Serverl window. 

Notice that only the folders that are shared appear. 

Which shared folders are currently available? 

In addition to the folders that you shared on your domain controller, the 
following folders are also shared: Printers, Scheduled Tasks, NETLOG­
ON, and SYSVOL. Any printers that you have shared also appear. 

~ To connect a network drive to a shared 
folder using the Map Network Drive command 

7. To confirm that Windows Explorer has successfully completed the drive 
mapping, on your desktop, double-click My Computer. 

Notice that Windows 2000 has added drive Pas Apps On Serverl (P:). 

How does Windows Explorer indicate that this drive points to a remote 
shared folder? 

Windows Explorer uses an icon that shows a network cable attached to 
the drive. The network cable icon indicates a mapped network drive. 

~ To attempt to connect to a shared folder on your domain controller 

3. In the Open box, type \\serverl\apps (if you did not use SERVERl as the 
name of your domain controller, use the appropriate name), then click OK. 

Windows 2000 displays a message stating that access is denied. 

Why were you denied access to the Apps shared folder? 

Because User81, the user account that you used to log on, does not have 
the required permissions to gain access to the shared folder. Only the 
Administrators group can gain access to the Apps shared folder. 

,,... To connect to a shared folder using another user account 

4. Click the link labeled Connect Using A Different User Name. 

The Connect As dialog box appears. This dialog box lets you specify a differ­
ent user account to use to make a connection to the shared folder. It may also 
be a way to connect to other domains on the network (pre-Windows 2000). 
When would you use this option? 

Choose to connect as a different user when the user account that you are 
currently using does not have the necessary permissions for a shared 
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folder and you have another user account that does. In this situation, you 
do not have to log off and log on again to gain access to the shared folder. 

7. Confirm that the Reconnect At Logon check box is cleared, then click Finish. 

In Windows Explorer, can you gain access to drive J? Why or why not? 

Yes. The administrator account has appropriate permissions to gain 
access to the shared folder. 

Optional Exercise 8: Testing NTFS and Shared Folder Permissions 

""" To test permissions for the Manuals 
folder when a user logs on locally as User82 

3. In the Manuals folder, attempt to create a file. 

Were you successful? Why or why not? 

No. Only the Administrators group and User83 have the NTFS 
permission to create and modify files in the Manuals folder. 

""" To test permissions for the Manuals folder 
when a user makes a connection over the network 

5. In the Manuals folder on your domain controller, attempt to create a file. 

Were you successful? Why or why not? 

No. Although the Users group has the Full Control shared folder permis­
sion for \\serverl\public, only the Administrators group and User83 have 
the NTFS permission to create and modify files in the Manuals folder. 

""" To test permissions for the Manuals 
folder when a user logs on locally as User83 

3. In the Manuals folder, attempt to create a file. 

Were you successful? Why or why not? 

Yes. User83 has the Full Control NTFS permission for the folder. 

""" To test permissions for the Manuals folder 
when a user logs on as User83 and connects over the network 

4. In the Manuals folder on your domain controller, attempt to create a file. 

Were you successful? Why or why not? 

Yes. The Users group has Full Control for the Public shared folder. 
User83 also has the Full Control NTFS permission for the 
Manuals folder. 



Appenix A Questions and Answers 623 

Lesson 5: Configuring Dfs to Gain Access to Network Resources 

Practice: Using Dfs 

..,.. To gain access to a Dfs root 

2. Double-click SERVERl. 

Windows Explorer displays a list of all shared folders on your domain 
controller. Notice that one of the shared folders is Shared Apps, your 
Dfs root. 

Does Windows 2000 provide an indication that Shared Apps is a Dfs root and 
not an ordinary shared folder? 

Windows 2000 does not indicate that the share is a Dfs root. 

3. To view the Dfs links, double-click Shared Apps. 

Windows Explorer displays the Shared Apps On Serverl window, which 
shows all the links of Shared Apps. 

Does Windows 2000 indicate that the folders inside Shared Apps are Dfs links 
and not ordinary folders? 

Windows 2000 does not indicate that the folders are Dfs links. 

Review Questions 
1. When a folder is shared on a FAT volume, what does a user with the Full 

Control shared folder permissions for the folder have access to? 

All folders and files in the shared folder. 

2. What are the shared folder permissions? 

Full Control, Change, and Read. 

3. By default, what are the permissions that are assigned to a shared folder? 

The Everyone group is assigned the Full Control permission. 

4. When a folder is shared on an NTFS volume, what does a user with the Full 
Control shared folder permission for the folder have access to? 

Only the folder, not necessarily any of the folder's contents. The user 
would also need NTFS permissions for each file and subfolder in the 
shared folder to gain access to those files and subfolders. 

5. When you share a public folder, why should you use centralized data folders? 

Centralized data folders enable data to be backed up easily. 

6. What is the best way to secure files and folders that you share on NTFS 
partitions? 

Put the files that you want to share in a shared folder and keep the default 
shared folder permission (the Everyone group with the Full Control 
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permission for the shared folder). Assign NTFS permissions to users 
and groups to control access to all contents in the shared folder or to 
individual files. 

7. How does Dfs facilitate network navigation for users? 

A user who navigates a Dfs-managed shared folder does not need to know 
the name of the server where the folder is actually shared. After connect­
ing to the Dfs root, users can browse for and gain access to all of the 
resources that are contained within each link, regardless of the location 
of the server on which the resource is located. 

Practice Questions 
Lesson 1: Locating Active Directory Objects 

Practice: Searching Active Directory 

..,. To find user accounts in the domain 

1. In the console tree, right-click your domain, then click Find. 

Windows 2000 displays the Find dialog box. 

In the Find dialog box, what object type can you select for a search? 

Users, Contacts, and Groups; Computers; Printers; Shared Folders; 
Organizational Units; Custom Search, and Remote Installation Clients 
(if Remote Installation Services (RIS) is installed). 

2. Ensure that Users, Contacts, And Groups is selected in the Find box, then 
click Find Now. What do you see? 

The list of users and groups in the domain. 

Lesson 2: Controlling Access to Active Directory Objects 

Practice: Controlling Access to Active Directory Objects 

...,. To view default Active Directory permissions for an OU 

4. In Table 11.5, list the groups that have permissions for the Security! OU. You 
will need to refer to these permissions in Lesson 5. 

Table 11.5 Groups that Have Permissions for the Securityl OU 

User Account or Group 

Account Operators 

Administrators 

Assigned Permissions 

Advanced permissions 

Inherits the Read, Write, and Create All Child 
Objects permissions and also has advanced 
permissions 



User Account or Group 

Authenticated Users 

Domain Admins 

Enterprise Admins 

Pre-Windows 2000 
Compatible Access 

Print Operators 

SYSTEM 
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Assigned Permissions 

Read 

Full Control 

Inherits Full Control 

Advanced permissions 

Advanced permissions 

Full Control 

How can you tell if any of the default permissions are inherited from the 
domain, which is the parent object? 

The permissions that are assigned to Administrators are inherited from 
the parent object. The check boxes for inherited permissions are shown 
as shaded . 

...., To view special permissions for an OU 

2. To view special permissions for Account Operators, in the Permission Entries 
box, click each entry for Account Operators, then click View/Edit. 

The Permission Entry For Security! dialog box appears. 

What object permissions are assigned to Account Operators? What can 
Account Operators do in this OU? (Hint: Check each permission entry for 
Account Operators in the Permission Entries box in the Access Control 
Settings For Security! dialog box.) 

The permissions that are assigned to Account Operators are Create 
User Objects, Delete User Objects, Create Group Objects, Delete Group 
Objects, Create Computer Objects, and Delete Computer Objects. Account 
operators can only create and delete user accounts, groups, and computers. 

Do any objects within this OU inherit the permissions assigned to the Account 
Operators group? Why or why not? 

No. Objects within this OU do not inherit these permissions. The Apply 
To column in the Permission Entries list in the Access Control Settings 
For Securityl dialog box shows that permissions granted to Account 
Operators are applied to This Object Only. 

~ To view the default Active Directory permissions for a user object 

4. In Table 11.6, list the groups that have permissions for the Secretary! user 
account. You will need to refer to these permissions in Lesson 5. If the dialog 
box indicates that special permissions are present for a group, do not list the 
special permissions to which you can gain access through the Advanced button. 
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Table 11.6 Permissions for the Secretary! User Account 

Group 

Account Operators 

Administrators 

Authenticated Users 

Cert Publishers 

Domain Admins 

Enterprise Admins 

Everyone 

Pre-Windows 2000 
Compatible Access 

RAS and IAS Servers 

SELF 

SYSTEM 

Assigned Permissions 

Full Control 

Inherits all permissions, except the Full Control and Delete 
All Child Objects permissions, and also has advanced 
permissions 

Read permission for General, Personal, Public, and 
Web Information 

Advanced 

Full Control 

Inherits Full Control 

Change Password 

Inherits Read, Read Phone and Mail Options, Read General 
Information, Read Group Membership, Read Personal, 
Public, Remote Access, Logon, and Web Information, and 
Read Account Restrictions 

Read permission for Group Membership, Remote Access 
Information, Account Restrictions, and Logon Information 

Read, Change Password, Receive As, Send As; Read 
permission for Phone and Mail Options, General 
Information, Group Membership, Personal Information, 
Public Information, Remote Access Information, Account 
Restrictions, Logon Information, and Web Information; 
Write permission for Phone and Mail Options, Personal 
Information, and Web Information 

Full Control 

Are the standard permissions for a user object the same as those for an OU 
object? Why or why not? 

No. Standard permissions for each type of object are different. The rea­
son for the differences is that different object types are used for different 
tasks, and therefore the security needs for each object type differ. 

Are any of the standard permissions inherited from Security!, the parent 
object? How can you tell? 

Only the standard permissions that are assigned to Administrators, and 
Enterprise Admins are inherited from the parent object. The check boxes 
for inherited permissions are shown as shaded. 

What do the permissions of the Account Operators group allow its members 
to do with the user object? 

Account Operators have Full Control. A member of the group can make 
any changes to a user object, including deleting it. 
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Lesson 4: Moving Active Directory Objects 

Practice: Moving Objects Within a Domain 

..,. To log on as a user in a nonstandard OU 

1. Log on to your domain by using the U ser21 account. 

Did Windows 2000 require you to specify the OU in which your user account 
is located as part of the logon process? Why or why not? 

No. Windows 2000 automatically locates the user object in Active 
Directory, independent of its exact location. 

Lesson 5: Delegating Administrative Control of Active Directory Objects 

Practice: Delegating Administrative Control in Active Directory 

..,. To test current permissions 

3. In the console tree, expand your domain, then click Securityl. 

What user objects are visible in the Securityl OU? 

The Secretary! and Assistantl user accounts, also User20, User 21, 
and User22. 

Which permissions allow you to see these objects? (Hint: Refer to your 
answers in Lesson 2.) 

The Assistantl user account automatically belongs to the Authenticated 
Users built-in group, which has Read permission for the OU. 

For the user account with the logon name Secretaryl, change the logon hours. 
Were you successful? Why or why not? 

No. The Assistantl user account does not have Write permission for the 
Secretary! object. 

For the Assistantl user account, under which you are currently logged on, 
change the logon hours. Were you successful? Why or why not? 

No. The Assistantl user account does not have Write permission for the 
Assistant 1 object. 

..,.. To test delegated permissions 

4. Attempt to change the logon hours for the Assistant! and Secretaryl user 
accounts in the Securityl OU. 

Were you successful? Why or why not? 

Yes. The Assistantl user account has been assigned Full Control permis­
sion for all user objects in the OU. This includes the permission to change 
the logon hours. 
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5. Attempt to change the logon hours for a user account in the Users container. 

Were you successful? Why or why not? 

No. The Assistant! user account has not been assigned any permissions for 
the Users container. 

Review Questions 
1. How does the global catalog help users locate Active Directory objects? 

The global catalog contains a partial replica of the entire directory, so it 
stores information about every object in a domain tree or forest. Because 
the global catalog contains information about every object, a user can 
find information regardless of which domain in the tree or forest contains 
the data. Active Directory automatically generates the contents of the 
global catalog from the domains that make up the directory. 

2. You want to allow the manager of the Sales department to create, modify, and 
delete only user accounts for sales personnel. How can you accomplish this? 

Place all of the sales personnel user accounts in an OU, and then delegate 
control of the OU to the manager of the Sales department. 

3. What happens to the permissions of an object when you move it from one OU 
to another OU? 

Permissions assigned directly to the object remain the same. The object 
also inherits permissions from the new OU. Any permissions previously 
inherited from the old OU no longer affect the object. 

4. The Delegation Of Control Wizard allows you to set administrative control at 
what level? 

OU or container. 

5. When backing up Active Directory, what type of data must you specify to be 
backed up? What is included in this data type? 

You must indicate that you need to back up System State data. For Win­
dows 2000 Server operating systems, the System State data comprises the 
registry, COM+ Class Registration database, system boot files, and the 
Certificate Services database (if the server is a certificate server). If the 
server is a domain controller, Active Directory and the SYSVOL direc­
tory are also contained in the System State data. 

6. When you restart the computer in Directory Services Restore Mode, what 
logon must you use? Why? 

When you restart the computer in Directory Services Restore Mode, you 
must log on as an Administrator by using a valid Security Accounts 
Manager (SAM) account name and password, not the Active Directory 
Administrator's name and password. This is because Active Directory is 
offline, and account verification cannot occur. Rather, the SAM accounts 
database is used to control access to Active Directory while it is offline. 
You specified this password when you set up Active Directory. 



Chapter 12 

Appendix A Questions and Answers 629 

Practice Questions 
Lesson 3: Implementing Group Policy 

Practice: Implementing a Group Policy 

Exercise 3: Delegating Administrative Control of a GPO 

.... To delegate administrative control for your GPO 

2. Right-click the root node of the console, DispatchPolicy 
[serverl .microsoft.com] Policy, click Properties, then click the Security tab. 

The DispatchPolicy [serverl.microsoft.com] Policy Properties dialog 
box appears. 

What security groups already have administrative control of the 
DispatchPolicy GPO? 

Domain Admins, Enterprise Admins, and SYSTEM. 

Exercise 4: Specifying Group Policy Settings 

t>- To specify group policy settings for your GPO 

3. In the console tree, click Start Menu & Task Bar. 

What appears in the details pane? 

The policies available for the Start Menu & Task Bar category appear in 
the details pane. 

5. Click Enabled, then click OK. 

How can you tell at a glance that this setting is enabled? 

The setting is listed as enabled in the details pane. 

Exercise 9: Testing a GPO 

II>- To test the DispatchPolicy GPO 

2. Press Ctrl+Alt+Delete. 

The Windows Security dialog box appears. 

Are you able to lock the workstation? Why? 

No, the Lock Computer option is not available. Assistant! is unable to lock 
the workstation because the DispatchPolicy GPO was linked to the Secu­
rity! OU in Exercise 8. 

3. Click Cancel, then click Start. 

Does the Search command appear on the Start menu? 

No. 
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Does the Run command appear on the Start menu? 

No. 

7. Press Ctrl+Alt+Delete. 

Are you able to lock the workstation? Why? 

Yes, the Lock Computer option is available. Assistant! is able to lock the 
computer because the Sales group was filtered from the DispatchPolicy 
GPO scope in Exercise 7. 

Review Questions 
1. What is a GPO? 

A GPO is a group policy object. Group policy configuration settings are 
contained within a GPO. Each Windows 2000 computer has one local 
GPO, and may in addition be subject to any number of nonlocal (Active 
Directory-based) GPOs. 

One local GPO is stored on each computer whether or not the computer 
is part of an Active Directory environment or a networked environment. 
Local GPO settings can be overridden by nonlocal GPOs. 

Nonlocal GPOs are linked to Active Directory objects (sites, domains, or 
OUs) and can be applied to either users or computers. To use nonlocal 
GPOs, you must have a Windows 2000 domain controller installed. 
Following the properties of Active Directory, nonlocal GPOs are applied 
hierarchically from the leastrestrictive group (site) to the most restrictive 
group (OU) and are cumulative. 

2. What are the two types of group policy settings and how are they used? 

The two types of group policy settings are computer configuration settings 
and user configuration settings. Computer configuration settings are used 
to set group policies applied to computers, regardless of who logs onto 
them. Computer configuration settings are applied when the operating 
system initializes. User configuration settings are used to set group policies 
applied to users, regardless of which computer the user logs on to. User 
configuration settings are applied when users log on to the computer. 

3. In what order is group policy implemented through the Active Directory 
structure? 

Group policy is implemented in the following order: site, domain, and 
then OU. 

4. Name the tasks for implementing group policy. 

The tasks for implementing group policy are: creating a GPO, creating a 
snap-in for the GPO, delegating administrative control of the GPO, speci­
fying group policy settings for the GPO, disabling unused group policy 
settings, indicating any GPO processing exceptions, filtering the scope of 
the GPO, and linking the GPO to a site, domain, or OU. 
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5. What is the difference between Block Policy Inheritance and No Override? 

Block Policy Inheritance is applied directly to the site, domain, or OU. It 
is not applied to GPOs, nor is it applied to GPO links. Thus Block Policy 
Inheritance deflects all group policy settings that reach the site, domain, 
or OU from above (by way of linkage to parents in the Active Directory 
hierarchy) no matter what GPOs those settings originate from. GPO 
links set to No Override are always applied and cannot be blocked using 
the Block Policy Inheritance option. 

Any GPO linked to a site, domain, or OU (not the local GPO) can be set 
to No Override with respect to that site, domain, or OU, so that none of 
its policy settings can be overwritten. When more than one GPO has been 
set to No Override, the one highest in the Active Directory hierarchy (or 
higher in the hierarchy specified by the administrator at each fixed level 
in Active Directory) takes precedence. No Override is applied to the 
GPO link. 

6. What is the difference between assigning software and publishing software? 

Assign a software application when you want everyone to have the appli­
cation on his or her computer. An application can be published to both 
computers and users. 

Publish a software application when you want the application to be avail­
able to people managed by the GPO, should the person want the applica­
tion. With published applications it is up to each person to decide 
whether or not to install the published application. An application can 
only be published to users. 

7. What folders can be redirected? 

Application Data, Desktop, My Documents, My Pictures, and 
Start Menu. 

Practice Questions 
Lesson 2: Auditing 

Practice: Auditing Resources and Events 

Exercise 1: Planning a Domain Audit Policy 
Record your decisions to audit successful events, failed events, or both for the 
actions listed in Table 13.7. 

Answers may vary. Possible answers include the following: 
Account logon events: Failed (for network access attempts) 
Account management: Successful (for administrator actions) 
Directory service access: Failed (for unauthorized access) 
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Logon events: Failed (for network access attempts) 
Object access: Successful (for printer use) and Failed (for unauthorized access) 
Policy change: Successful (for administrator actions) 
Privilege use: Successful (for administrator actions and backup procedures) 
Process tracking: Nothing (useful primarily for developers) 
System events: Successful and Failed (for attempts to breach the server) 

Exercise 5: Setting Up Auditing of an Active Directory Object 

...._ To review auditing of an Active Directory object 

6. In the Access Control Settings For Users dialog box, click the Auditing tab, 
then double-click Everyone. 

The Auditing Entry For Users dialog box appears. 

Review the default audit settings for object access by members of the Every­
one group. How do the audited types of access differ from the types of access 
that are not audited? 

All types of access that result in a change of the object are audited; types 
of access that do not result in a change of the object are not audited. 

7. Click OK three times to close the Auditing Entry For Users, the Access 
Control Settings For Users, and the Users Properties dialog boxes. 

At which computer or computers does Windows 2000 record log entries for 
Active Directory access? Will you be able to review them? 

Windows 2000 records auditing events for Active Directory access at 
domain controllers, at the OU level. Because you configured auditing for 
a domain controller, you will be able to view auditing events for Active 
Directory access. If you had configured auditing for the Local Computer, 
or the Default Domain Policy, you would not be able to view auditing 
events for Active Directory access. 

Lesson 6: Security Configuration and Analysis 

Practice: Using Security Configuration and Analysis 

Exercise 4: Viewing Security Analysis Results 

...- To view security analysis results 

2. Double-click the Account Policies node, then click the Password Policy 
security area. 

In the details pane, what is indicated in the Policy column? In the Database 
Setting column? In the Computer Setting column? 

The Policy column indicates the policy name for the analysis results. The 
Database Setting column indicates the security value in your template. 
The Computer Setting column indicates the current security level in the 
system. 
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In the Policy column, what does the red X indicate? What does the green 
check mark indicate? 

A red X indicates a difference from the database configuration. A green 
check mark indicates consistency with the database configuration. 

Review Questions 
1. On which computer do you set an audit policy to audit a folder that is located 

on a member server that belongs to a domain? 

You set the audit policy on the member server; the audit policy must be 
set on the computer where the folder is located. 

2. What is the difference between what the audit policy settings track for 
directory service access and object access? 

Directory service access tracks if a user gained access to an Active 
Directory object. Object access tracks if a user gained access to a file, 
folder, or printer. 

3. When you view a security log, how do you determine if an event failed or was 
successful? 

Successful events appear with a key icon. Unsuccessful events appear 
with a lock icon. 

4. How are user rights different from permissions? 

User rights are different from permissions because user rights apply to 
user accounts and permissions are attached to objects. 

5. What is a security template and why is it useful? 

A security template is a physical representation of a security configura­
tion, a single file where a group of security settings is stored. Locating all 
security settings in one place streamlines security administration. 

6. Where does the Security Configuration and Analysis console store informa­
tion for performing configuration and analysis functions? 

The Security Configuration and Analysis console uses a database to per­
form configuration and analysis functions. 

Review Questions 
1. If you experience problems with Active Directory, what item should you 

investigate first? 

You should examine the directory service event logs in Event Viewer. 

2. What is the difference between a performance object and a performance 
counter? 



634 MCSE Training Kit-Microsoft Windows 2000 Active Directory Services 

Chapter 15 

A performance object is a logical connection of performance counters as­
sociated with a resource or service that can be monitored. A performance 
counter is a condition that applies to a performance object. 

3. What is the difference between a counter log and a trace log? 

Counter logs collect performance counter data for a specified interval. 
Trace logs record data collected by the operating system provider or one 
or more nonsystem providers when certain activities such as a disk 1/0 
operation or a page fault occur. When counter logs are in use, the Perfor­
mance Logs and Alerts service obtains data from the system when the 
update interval has elapsed, rather than waiting for a specific event, as 
for trace logs. 

4. What actions can be triggered by an alert? 

Alerts can log an entry in the application event log, send a network 
message to a computer, start a performance data log, or run a program 
when the alert counter's value exceeds or falls below a specified setting. 

5. What does the Active Directory Replication Monitor support tool allow an 
administrator to do and how is this tool accessed? 

The Active Directory Replication Monitor tool enables administrators to 
view the low-level status of Active Directory replication, force synchroni­
zation between domain controllers, view the topology in a graphical for­
mat, and monitor the status and performance of domain controller 
replication through a graphical interface. The Active Directory Replica­
tion Monitor is a graphical tool accessed on the Tools menu within 
Windows 2000 Support Tools. 

6. If you want to find out which files are open in a shared folder and the users 
who have a current connection to those files, what action should you take? 

Click Start, point to Programs, point to Administrative Tools, then click 
Computer Management. In the console tree of Computer Management, 
expand System Tools, then expand Shared Folders. In the console tree, 
click Open Files under Shared Folders. 

Review Questions 
1. What is RIS? What types of remote booting are supported by RIS? 

Remote Installation Services (RIS) are software services that allow an 
administrator to set up new client computers remotely without having to 
visit each client. The target clients must support remote booting. There 
are two types of remote boot-enabled client computers: Computers with 
Pre-Boot eXecution Environment (PXE) DHCP-based remote boot 
ROMS and computers with network cards supported by the RIS 
Boot Disk. 
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2. What does PXE remote boot technology provide? 

Pre-Boot execution Environment (PXE) is a new form of remote boot 
technology that has been created within the computing industry. PXE 
provides companies with the ability to use their existing TCP/IP network 
infrastructure with DHCP to discover RIS servers on the network. Net 
PC/PC98-compliant systems can take advantage of the remote boot 
technology included in the Windows 2000 OS. Net PC/PC98 refers to the 
annual guide for hardware developers co-authored by Microsoft with 
Intel, including contributions from Compaq and other industry hard­
ware manufacturers. PC98 is intended to provide standards for hardware 
development that advance the PC platform and enable Microsoft to 
include advanced features, like RIS, in the Windows platform. 

3. What is the RIS boot disk? 

For computers that do not contain a PXE-based remote boot ROM, 
Windows 2000 provides the administrator with a tool to create a remote 
boot disk for use with RIS. The RIS remote boot disk can be used with a 
variety of PCI-based network adapter cards. Using the RIS boot disk 
eliminates the need to retrofit existing client computers with new network 
cards that contain a PXE-based remote boot ROM to take advantage of 
the Remote OS Installation feature. The RIS boot disk simulates the PXE 
remote boot sequence and supports frequently used network cards. 

4. What is an RIPrep image? 

The Remote Installation Preparation (RIPrep) imaging option allows a 
network administrator to clone a standard corporate desktop configura­
tion, complete with OS configurations, desktop customizations, and 
locally installed applications. After first installing and configuring the 
Windows 2000 Professional OS, its services, and any standard applica­
tions on a computer, the network administrator runs a wizard that 
prepares the installation image and replicates it to an available RIS 
server on the network for installation on other clients. 

5. What is the CIW? 

Users of a remote boot-enabled client use the Client Installation Wizard 
(CIW) to select installation options, OSs, and maintenance and trouble­
shooting tools. The wizard prompts the user for his or her user name, 
password, and domain name. After the user's credentials have been 
validated, the wizard displays the installation options that are available 
for the user. After the user selects an option, the selected OS installation 
image is copied to the client computer's local hard disk. 
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APPENDIX B 

Installing and Configuring the DHCP Service 

Using Remote Installation Services (RIS) requires the installation and configu­
ration of the Dynamic Host Configuration Protocol (DHCP) service on either 
individual servers or on the same server. To install and configure DHCP, com­
plete the following procedures. 

Note This appendix contains only basic instructions for installing and configur­
ing the DHCP service. Installing and configuring DHCP is beyond the scope of 
this course. For detailed instruction and practice, refer to the MCSE Training 
Kit-Microsoft Windows 2000 Network Infrastructure Administration. 

Installing the DHCP Service 
The first step in implementing DHCP is to install the DHCP service. Before you 
install the DHCP service, you should specify a static Internet Protocol (IP) 
address, subnet mask, and default gateway address for the network adapter bound 
to Transmission Control Protocol/Internet Protocol (TCP/IP) in the computer 
designated as the DHCP server. 

~ To install the DHCP service 

1. Click Start, point to Settings, open Control Panel, open Add/Remove Programs, 
then click Add/Remove Windows Components. Click the Components button. 

2. In the Windows Components Wizard dialog box, select Networking Services, 
then click Details. 

3. In the Networking Services dialog box, in the Subcomponents Of Networking 
Services list, click to place a check mark in the box to the left of Dynamic 
Host Configuration Protocol (DHCP), then click OK. 

4. Click Next to install the required components. 

5. Insert the Windows 2000 Server CD-ROM when prompted. 

6. On the Completing The Windows Components Wizard page, click Finish. 

7. Close the Add/Remove Programs dialog box. 

8. Close Control Panel and remove the Windows 2000 Server CD-ROM from 
the drive. 
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Note The DHCP service starts automatically during installation and must be 
running to communicate with DHCP clients. 

Configuring the DHCP Service 
The basic tasks for configuring the DHCP service are creating a DHCP scope, 
configuring a DHCP scope, and configuring a client reservation. 

Creating a DHCP Scope 
Before a DHCP server can lease an address to DHCP clients, you must create a 
scope. A scope is a pool of valid IP addresses available for lease to DHCP 
clients. After you have installed the DHCP service and it is running, the next 
step is to create a scope. 

When creating a DHCP scope, consider the following points: 

• You must create at least one scope for every DHCP server. 

• You must exclude static IP addresses from the scope. 

• You can create multiple scopes on a DHCP server to centralize administration 
and to assign IP addresses specific to a subnet. You can assign only one scope 
to a specific subnet. 

• DHCP servers do not share scope information. As a result, when you create 
scopes on multiple DHCP servers, ensure that the same IP addresses do not 
exist in more than one scope to prevent duplicate IP addressing . 

..., To create a DHCP scope 

1. Click Start, point to Programs, point to Administrative Tools, then click DHCP. 

2. In the DHCP console, right-click the entry for the DHCP server, then click 
New Scope to start the New Scope Wizard. 

3. On the Welcome To The New Scope Wizard page, click Next. 

4. On the Scope Name page, specify a name for the scope in the Name box. You 
can also specify a description for the scope in the Description box. Click Next. 

5. On the IP Address Range page, specify the range of IP addresses included in 
the scope. You can also specify the subnet mask by length or as an IP address. 
Click Next. 

6. On the Add Exclusions page, specify any addresses to be excluded from the 
scope, then click Next. 

Note An exclusion is an address or range of addresses that the server should not 
distribute. You can exclude multiple ranges of addresses. 
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7. On the Lease Duration page, specify how long a client can use an IP address 
from this scope as issued by the DHCP server, then click Next. 

8. On the Configure DHCP Options page, specify if you want to configure 
common DHCP options now or later, then click Next. 

9. If you specified that you want to configure common DHCP options later, skip 
to Step 12. 

10. If you specified that you want to configure common DHCP options now: 

o On the Router (Default Gateway) page, specify the routers, or default 
gateways, to be distributed by this scope, then click Next. 

u On the Domain Name And DNS Servers page, specify the parent domain 
name you want client computers to use for Domain Name System (DNS) 
name resolution. If you want to configure scope clients to use DNS servers 
on your network, enter the server name and IP addresses for those servers. 
Click Next. 

0 On the WINS Servers page, specify the server name and IP address to 
enable clients to query Windows Internet Name Service (WINS) before they 
use broadcasts to register and resolve NetBIOS names, then click Next. 

11. On the Activate Scope page, specify if you want to activate the scope now or 
later, then click Next. 

Note Once you have created the scope, you must activate it to make it available 
for lease assignments. 

12. On the Completing The New Scope Wizard page, click Finish. 

Important You must delete and recreate a scope to specify a new subnet mask or 
range of IP addresses. 

Configuring a DHCP Scope 
Once you have created the DHCP scope, you can configure options for DHCP 
clients. There are two main levels of scope options-global and scope. 

Global Options 
Global options are available to all DHCP clients. Use global options when all 
clients on all subnets require the same configuration information. For example, 
you might want all clients configured to use the same WINS server. Global 
options are always used, unless scope or client options are configured . 

..._ To configure DHCP global options 

1. In the DHCP console, right-click the Server Options icon, then click 
Configure Options. 
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2. In the Server Options dialog box, in the Available Options list, select the 
DHCP option to configure, enter the appropriate value in the Data Entry box, 
then click OK. 

Scope Options 
Scope options are available only to clients who lease an address from the scope. 
For example, if you have a different scope for each subnet, you can define a 
unique default gateway address for each subnet. Scope options override global 
options. 

~ To configure DHCP scope options 

1. In the DHCP console, expand the scope entry if necessary. 

2. Right-click the Scope Options icon, then click Configure Options. 

3. In the Scope Options dialog box, in the Available Options list, select the 
DHCP option to configure, enter the appropriate value in the Data Entry box, 
then click OK. 

Configuring a Client Reservation 
For some DHCP clients, it is important that the same IP address be reassigned 
when their lease expires. For these clients, you can set up a client reservation, 
which configures the DHCP service so that it always assigns the same IP address 
to them. For example, If the server known as SRV 187 is on a network that 
contains clients that are not WINS-enabled, SRV187 should be set up with a 
client reservation. Setting up the reservation ensures that SRV187 always leases 
the same IP address from the DHCP server. The clients that are on that network 
and are not WINS-enabled must use the LMHOSTS file to resolve NetBIOS 
computer names. Because the LMHOSTS file is a static file containing NetBIOS 
name-to-IP-address mappings, name resolution using the LMHOSTS file will fail 
if the IP address of SRVl 87 changes. 

~ To configure a client reservation 

1. In the DHCP console, open the scope entry, right-click Reservations, then 
click New Reservation. 

2. In the New Reservation dialog box, in the Reservation Name box, type a 
name to identify the client. The DHCP console uses a name associated with 
the hardware address of the network adapter card to identify a client. 

3. In the IP Address box, type the IP address that you want to reserve for a 
specific client. 

4. In the MAC Address box, type the hardware address (media access control 
address) of the host's network adapter card. Do not use dashes in the 
hardware address. 
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Important If you type the value for the MAC Address incorrectly, it will not 
match the value sent by the DHCP client, and the DHCP service will assign the 
client any available IP address instead of the IP address reserved for that client. 

5. In the Description box, type an optional description for the client. 

6. Under Supported Types, click to specify which method the client uses: 

Both. Specifies that either DHCP or BOOTP clients are allowed for this 
client reservation. 

DHCP Only. Specifies that only DHCP clients are allowed for this client 
reservation. 

BOOTP Only. Specifies that only BOOTP clients are allowed for this 
client reservation. 

7. To add the reservation to the database, click Add. 





Glossary 

A 
access control list (ACL) The mechanisms for 
limiting access to certain items of information or 
certain controls based on users' identity and their 
membership in various predefined groups. Access 
control is typically used by system administrators 
for controlling user access to network resources 
such as servers, directories, and files and is 
typically implemented by granting permissions to 
users and groups for access to specific objects. 

access token The user's identification for the 
computers in the domain or for that local com­
puter. The access token contains the user's security 
settings, including the user's security ID (SID). 

account lockout A Windows 2000 security fea­
ture that locks a user account if a number of 
failed logon attempts occur within a specified 
amount of time, based on security policy lockout 
settings. Locked accounts cannot log on. 

ACL See access control list (ACL). 

ACPI See Advanced Configuration and Power 
Interface (ACPI). 

active The window or icon that you are currently 
using or that is currently selected. Windows 2000 
always applies the next keystroke or command 
you choose to the active window. Windows or 
icons on the desktop that are not selected are 
inactive. 

Active Directory The directory service included 
with Microsoft Windows 2000 Server. It stores 
information about objects on a network and makes 
this information available to users and network 
administrators. Active Directory gives network 
users access to permitted resources anywhere 
on the network using a single logon process. It 
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provides network administrators with an intuitive 
hierarchical view of the network and a single point 
of administration for all network objects. 

Active Directory Domains and Trusts console An 
administrative tool that allows you to manage trust 
relationships between domains. These domains 
can be Microsoft Windows 2000 domains in the 
same forest, Windows 2000 domains in different 
forests, pre-Windows 2000 domains, and even 
Kerberos VS realms. 

Active Directory schema A description of the 
object classes and attributes stored in Active 
Directory. For each object class, the schema de­
fines the attributes an object class must have, the 
additional attributes it may have, and the object 
class that can be its parent. The Active Directory 
schema can be updated dynamically by creating 
or modifying the schema objects stored in Active 
Directory. Like every object in Active Directory, 
schema objects have an access control list, so 
only authorized users may alter the schema. 

Active Directory Schema console An administra­
tive tool that allows you to view and modify 
Active Directory schema. You must install the 
Active Directory Schema console from the 
Microsoft Windows 2000 Administration tools on 
the Windows 2000 Server compact disc. 

Active Directory Service Interfaces (ADSI) A 
directory service model and a set of COM inter­
faces. Active Directory Service Interfaces enables 
Microsoft Windows 95, Windows 98, Windows 
NT, and Windows 2000 applications to access 
several network directory services, including 
Active Directory. 

Active Directory Sites and Services console An 
administrative tool that contains information 
about the physical structure of your network. 
Active Directory uses this information to deter­
mine how to replicate directory information and 
handle service requests. 
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Active Directory Support Tools Additional admin­
istrative tools that can be used to configure, 
manage, and debug Active Directory; included in 
Microsoft Windows 2000 Support Tools. The 
Windows 2000 Support Tools are included on the 
Windows 2000 CD in the \Support\tools folder. 
These tools are intended for use by Microsoft 
support personnel and experienced users to assist 
in diagnosing and resolving computer problems. 

Active Directory Users and Computers console An 
administrative tool designed to perform day-to­
day Active Directory administration tasks. These 
tasks include creating, deleting, modifying, 
moving, and setting permissions on objects stored 
in the directory. These objects include organiza­
tional units, users, contacts, groups, computers, 
printers, and shared file objects. 

ActiveX A set of technologies that allows software 
components to interact with one another in a net­
worked environment, regardless of the language in 
which the components were created. Certain 
ActiveX controls may act as snap-ins for MMC. 

ActiveX control A reusable software component 
that can be used to incorporate ActiveX technology. 

adapter card See network adapter card. 

administrative alerts Messages that notify users 
about problems in areas such as security and access, 
user sessions, server shutdown due to power loss 
(when a uninterruptible power supply is available), 
directory replication, and printing. When a com­
puter generates an administrative alert, a message is 
sent to a predefined list of users and computers. 

administrator A person responsible for setting up 
and managing domain controllers or local com­
puters and their user and group accounts, assigning 
passwords and permissions, and helping users 
with networking issues. 

ADSI See Active Directory Service Interfaces 
(ADSI). 

Advanced Configuration and Power Interface 
(ACPI) An open industry specification that defines 
power management for a wide range of mobile, 
desktop, and server computers and peripherals. 
ACPI is the foundation for the OnN ow industry 
initiative that allows system manufacturers to 
deliver computers that will start at the touch of a 
keyboard. ACPI design is essential to take full 
advantage of power management and Plug and 
Play in Windows 2000. 

American Standard Code for Information Inter­
change (ASCII) file Also called a text file, a text­
only file, or an ASCII text file, refers to a file in 
the universally recognized text format called 
ASCII (American Standard Code for Information 
Interchange). An ASCII file contains characters, 
spaces, punctuation, carriage returns, and some­
times tabs and an end-of-file marker, but it con­
tains no formatting information. This generic 
format is useful for transferring files between 
programs that could not otherwise understand 
each other's documents. 

API See application programming interface (API). 

application A complete, self-contained set of 
computer instructions that you use to perform a 
specific task, such as word processing, account­
ing, or data management. An application is also 
called a program. 

application assignment . A process that uses Soft­
ware Installation (an extension of group policy) 
to assign programs to groups of users. The 
programs appear to be installed and available on 
the users' desktops when they log on. You assign 
programs to a particular group policy object 
(GPO), which in turn is associated with a selected 
directory object (site, domain, or organizational 
unit). When you assign programs, they are 
advertised to every user managed by the GPO. 
Advertising the program installs only enough 
infor-mation about the program to make program 
shortcuts appear on the Start menu and the neces­
sary file associations appear in the registry. When 



users managed by the GPO log on to a computer 
running Microsoft Windows 2000, the program 
appears on their Start menu. When users select 
the program from the Start menu for the first 
time, the program is installed. You can also install 
advertised programs by clicking a document 
managed by the program (either by file extension 
or by COM-based activation). 

application programming interface (API) A set of 
routines that a program uses to request and carry 
out lower level services performed by another 
component, such as the computer's operating sys­
tem or a service running on a network computer. 
These maintenance chores are performed by the 
computer's operating system, and an API provides 
the program with a means of communicating with 
the system, telling it which system-level task to 
perform and when. 

ASCII file See American Standard Code for 
Information Interchange (ASCII) file. 

Asynchronous Transfer Mode (ATM) A high-speed, 
connection-oriented protocol to transport multiple 
types of traffic across a network. ATM packages 
data in a 53-byte, fixed-length cell that can be 
switched quickly between logical connections on 
a network. 

ATM See Asynchronous Transfer Mode (ATM). 

attribute Information that indicates whether a file 
is read-only, hidden, ready for archiving (backing 
up), compressed, or encrypted, and whether the file 
contents should be indexed for fast file searching. 

audit policy A policy that determines the security 
events to be reported to the network administrator. 

auditing The process that tracks the activities of 
users by recording selected types of events in the 
security log of a server or a workstation. 

authentication The process by which the system 
validates the user's logon information. A user's 
name and password are compared against an 
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authorized list. If the system detects a match, 
access is granted to the extent specified in the per­
missions list for that user. When a user logs on to 
an account on a computer running Microsoft Win­
dows 2000 Professional, the authentication is per­
formed by the workstation. When a user logs on to 
an account on a Windows 2000 Server domain, any 
server in that domain may perform authentication. 

author mode A console mode that enables full 
access to all Microsoft Management Console 
(MMC) functionality, including adding or remov­
ing snap-ins, creating new windows, viewing all 
portions of the console tree, and saving MMCs. 

authoritative restore A type of restore operation 
on a Microsoft Windows 2000 domain controller 
in which the objects in the restored directory are 
treated as authoritative, replacing (through 
replication) all existing copies of those objects. 
Authoritative restore is applicable only to repli­
cated System State data such as Active Directory 
data and File Replication service data. You must 
use the NTDSUTIL.EXE utility to perform an 
authoritative restore. 

authorization A process that verifies that the user 
has the correct rights or permissions to access a 
resource in a domain. 

AXFR See full zone transfer (AXFR). 

8 
backup domain controller (BOC) In Microsoft 
Windows NT Server 4.0 or earlier, a computer run­
ning Windows NT Server that receives a copy of 
the domain's directory database (which contains 
all account and security policy information for the 
domain). The copy is synchronized periodically 
and automatically with the master copy on the pri­
mary domain controller (PDC). BDCs also authen­
ticate user logon information and can be promoted 
to function as PDCs as needed. Multiple BDCs 
can exist in a domain. Windows NT 3.51and4.0 
BDCs can participate in a Windows 2000 domain 
when the domain is configured in mixed mode. 
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backup set A collection of files, folders, and 
other data that have been backed up and stored in 
a file or on one or more tapes. 

backup types Determine which data is backed up 
and how it is backed up. There are five backup 
types: copy, daily, differential, incremental, and 
normal. 

basic input/output system (BIOS) On PC-compat­
ible computers, the set of essential software 
routines that test hardware at startup, start the 
operating system, and support the transfer of data 
among hardware devices. The BIOS is stored in 
read-only memory (ROM) so that it can be ex­
ecuted when the computer is turned on. Although 
critical to performance, the BIOS is usually invis­
ible to computer users. 

BOC See backup domain controller (BDC). 

BINL See Boot Information Negotiation Layer 
(BINL). 

BIOS See basic input/output system (BIOS). 

boot The process of starting or resetting a com­
puter. When first turned on (cold boot) or reset 
(warm boot), the computer executes the software 
that loads and starts the computer's operating 
system, preparing it for use. 

boot disk A floppy disk that contains key system 
files. You use a boot disk to start a computer that 
does not have a bootable CD-ROM drive and is 
unable to start from the hard disk. 

boot files The system files needed to start Micro­
soft Windows 2000. For Intel-based computers, 
this includes NTLDR and NTDETECT.COM. 
For Compaq Alpha-based systems, this is 
OSLO ADER.EXE. 

Boot Information Negotiation Layer (BINL) A 
service that runs on the Microsoft Windows 2000 
Server and acts on client boot requests. 

boot logging A process in which a computer that 
is starting (booting) creates a log file that records 
the loading of each device and service. In 
Microsoft Windows 2000, this log file is called 
NTBTLOG.TXT and is saved in the system root 
directory. 

boot partition The partition that contains the 
Microsoft Windows 2000 operating system and its 
support files. The boot partition can be, but does 
not have to be, the same as the system partition. 

boot volume The volume that contains the 
Microsoft Windows 2000 operating system and its 
support files. The boot volume can be, but does 
not have to be, the same as the system volume. 

bridgehead server The contact point for exchange 
of directory information between sites. You can 
specify a preferred bridgehead server if you have 
a computer with appropriate bandwidth to trans­
mit and receive information. If there is typically a 
high level of directory information exchange, a 
computer with more bandwidth can ensure these 
exchanges are handled promptly. 

built-in groups The default groups provided 
with Microsoft Windows 2000 Professional and 
Windows 2000 Server. Built-in groups have been 
granted useful collections of rights and built-in 
abilities. In most cases, built-in groups provide 
all the capabilities needed by a particular user. 

built-in user account Used to perform administra­
tive tasks or to gain access to network resources. 

c 
cache For Domain Name System (DNS) and 
Windows Internet Name Service (WINS), a local 
information store of resource records for recently 
resolved names of remote hosts. Typically, the 
cache is built dynamically as the computer 
queries and resolves names. It also helps optimize 
the time required to resolve queried names. 



certificate services Software services that 
provide authentication support, including secure 
e-mail, Web-based authentication, and smart card 
authentication. These services contrast with 
Internet Authentication Services (IAS), which 
provide authentication for dial-in users. 

check box A small box in a dialog box or prop­
erty page that can be selected or cleared. Check 
boxes represent an option that you can tum on or 
off. When a check box is selected, an X or a 
check mark appears in the box. 

child domain For Domain Name System (DNS), 
domains located in the namespace tree directly 
beneath another domain name (the parent 
domain). For example, example.microsoft.com 
would be a child domain of the parent domain, 
microsoft.com. A child domain is also called a 
subdomain. 

child object An object that resides in another 
object. For example, a file is a child object that 
resides in a folder, which is the parent object. 

CIW See Client Installation Wizard (CIW). 

clear To tum off an option by removing the X or 
check mark from a check box. To clear a check 
box, you can click it or you can select it and then 
press Spacebar. 

click To press and release a mouse button quickly. 

client Any computer or program connecting to, 
or requesting the services of, another computer or 
program. For example, Microsoft Windows 2000 
Professional is an Active Directory client. Client 
can also refer to the software that enables the 
computer or program to establish the connection. 
For example, to connect a Windows 95-based 
computer to Windows 2000 Active Directory, you 
must install the Windows 95 Active Directory 
client on the computer running Windows 95. 
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Client Installation Wizard (CIW) In Remote 
Installation Services (RIS), the CIW makes 
installation options available to the client. 

close Remove a window or dialog box, or quit a 
program. To close a window, you can click the 
close button icon in the upper right comer of the 
dialog box. When you close an application 
window, you quit the program. 

command A word or phrase, usually found on a 
menu, that you click to carry out an action. You 
click a command on a menu or type a command 
at the command prompt. You can also type a 
command in the Run dialog box, which you open 
by clicking Run in the Start menu. 

Command Prompt window A window displayed 
on the desktop used to interface with the MS-DOS 
operating system. MS-DOS commands are typed 
at an entry point identified by a blinking cursor. 

common groups Groups that appear in the 
program list on the Start menu for all users who 
log on to the computer. Only administrators can 
create or change common groups. 

computer account An account that is created by 
a domain administrator and uniquely identifies 
the computer on the domain. The Microsoft 
Windows 2000 computer account matches the 
name of the computer joining the domain. 

console Collections of administrative tools. 

console mode Determines the Microsoft Manage­
ment Console (MMC) functionality for the person 
who is using a saved MMC. The two available 
console modes are Author mode and User mode. 

console tree The left pane in a Microsoft 
Management Console (MMC) that displays the 
items contained in the console. By default it is 
the left pane of a console window, but it can be 
hidden. The items in the console tree and their 
hierarchical organization determine the capabilities 
of a console. 
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contact Information about a person with a 
connection to the organization. 

container object An object that can logically 
contain other objects. For example, a folder is a 
container object. 

copy backup Copies all selected files, but does 
not mark each file as having been backed up. 
Copying is useful if you want to back up files 
between normal and incremental backups, 
because copying will not invalidate these other 
backup operations. 

counter log Collects performance counter data in 
a comma-separated or tab-separated format for 
easy import to spreadsheet programs. You can 
view logged counter data using System Monitor 
or by exporting the data to spreadsheet programs 
or databases for analysis and report generation. 

D 
DACL See Discretionary Access Control List (DACL). 

daily backup Copies all selected files that have 
been modified the day that the daily backup is 
performed. 

data store (the database file NTDS.DIT) The 
directory database. 

database layer An architectural layer of Active 
Directory that isolates the upper layers of the 
directory service from the underlying database 
system by exposing application programming 
interfaces (APis) to the Directory System Agent 
(DSA) layer so that no calls are made directly to 
the Extensible Storage Engine (ESE). 

DONS See Dynamic DNS (DDNS). 

default groups Groups that have a predetermined 
set of user rights or group membership. Microsoft 
Windows 2000 has four categories of default 
groups: predefined, built-in, built-in local, and 
special identity. 

default user profile The profile that serves as a 
basis for all user profiles. Every user profile begins 
as a copy of the default user profile, which is 
stored on each computer running Microsoft Win­
dows 2000 Professional or Windows 2000 Server. 

defragmentation The process of rewriting parts 
of a file to contiguous sectors on a hard disk to 
increase the speed of access and retrieval. When 
files are updated, the computer tends to save these 
updates on the largest continuous space on the 
hard disk, which is often on a different sector than 
the other parts of the file. When files are thus frag­
mented, the computer must search the hard disk 
each time the file is opened to find all of the file's 
parts, which slows down response time. 

delegation The ability to assign responsibility for 
management and administration of a portion of the 
namespace to another user, group, or organization. 

dependency A relationship of reliance between 
two resources that makes it necessary for them 
to run in the same group on the same node. For 
example, an application is dependent on the disks 
that contain its data resources. 

desktop The on-screen work area on which win­
dows, icons, menus, and dialog boxes appear. 

details pane The pane in the Microsoft Manage­
ment Console (MMC) that displays the details for 
the selected item in the console tree. The details 
can be a list of items or they can be administra­
tive properties, services, and events that are acted 
on by a console or snap-in. 

device driver A program that allows a specific 
device, such as a modem, network card, or 
printer, to communicate with Microsoft Windows 
2000. For example, without serial port drivers, 
network connections cannot use a modem to 
connect to a network. Although a device may be 
installed on your system, Windows 2000 cannot 
use the device until you have installed and 
configured the appropriate driver. If a device is 
listed in the Hardware Compatibility List (HCL), 



a driver is usually included with Windows 2000. 
Device drivers load automatically (for all 
enabled devices) when a computer is started, and 
thereafter run invisibly. 

Dfs See distributed file system (Dfs). 

Dfs link A link from a Dfs root to one or more 
shared files, another Dfs root, or a domain-based 
volume. 

Dfs replication The process of copying data from 
a data store or file system to multiple computers 
to synchronize the data. Active Directory provides 
multimaster replication of the directory between 
domain controllers within a given domain. The 
replicas of the directory on each domain control­
ler are writeable. This allows updates to be 
applied to any replica of a given domain. The rep­
lication service automatically copies the changes 
from a given replica to all other replicas. 

Dfs root A container for files and Dfs links. 

DHCP See Dynamic Host Configuration Protocol 
(DHCP). 

DHCP client Any network-enabled device that 
supports the ability to communicate with a DHCP 
server for the purpose of obtaining dynamic 
leased Internet Protocol (IP) configuration and 
related optional parameters information. 

DHCP scope A range of Internet Protocol (IP) 
addresses that are available to be leased or 
assigned to DHCP clients by the DHCP service. 

DHCP server In Microsoft Windows 2000 Server, 
a computer running the Microsoft DHCP service 
that offers dynamic configuration of Internet Pro­
tocol (IP) addresses and related information to 
DHCP-enabled clients. 

dial-up connection The connection to your 
network if you are using a device that uses the 
telephone network. This includes modems with a 
standard phone line, ISDN cards with high-speed 
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ISDN lines, or X.25 networks. If you are a 
typical user, you may have one or two dial-up 
connections, perhaps to the Internet and to your 
corporate network. In a more complex server 
situation, multiple network modem connections 
might be used to implement advanced routing. 

dialog box A window that is displayed to request 
or supply information. Many dialog boxes have 
options that you must select before Microsoft 
Windows 2000 can carry out a command. 

differential backup Copies files created or 
changed since the last normal (or incremental) 
backup. It does not mark files as having· been 
backed up. 

digital signature A means for originators of a mes­
sage, file, or other digitally encoded information to 
bind their identity to the information. The process 
of signing information entails transforming the in­
formation, as well as some secret information held 
by the sender, into a tag called a signature. 

directory An information source (for example, a 
telephone directory) that contains information 
about people, computer files, or other objects. In 
a file system, a directory stores information about 
files. In a distributed computing environment 
(such as a Microsoft Windows 2000 domain), the 
directory stores information about objects such as 
printers, fax servers, applications, databases, and 
other users. 

directory database The physical storage for each 
replica of Active Directory. Directory database is 
also called the data store. 

directory service Provides the methods for storing 
directory data and making this data available to 
network users and administrators. For example, 
Active Directory stores information about user 
accounts, such as names, passwords, phone num­
bers, and so on, and enables other authorized users 
on the same network to access this information. 
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directory services restore mode A special safe 
mode that allows you to restore the System State 
data on a domain controller. When your computer 
is started in this mode you can restore the 
SYSVOL directory and Active Directory directory 
services database. You can only restore System 
State data on a local computer. You cannot restore 
the System State data on a remote computer. 

Directory System Agent (DSA) Builds a hierarchy 
from the parent-child relationships stored in the 
directory. Provides application programming 
interfaces (APis) for directory access calls. 

disable To make a device nonfunctional. For 
example, if you disable a device in a hardware 
configuration, you will not be able to use the 
device when your computer uses that hardware 
configuration. Disabling a device frees the 
resources that were allocated to the device. 

Discretionary Access Control List (DACL) A list 
that represents part of an object's security 
descriptor that allows or denies permissions to 
specific users and groups. 

disk A physical data storage device attached to a 
computer. 

distinguished name (ON) A name that uniquely 
identifies an object by using the relative distin­
guished name for the object, plus the names of 
container objects and domains that contain the 
object. The distinguished name identifies the 
object as well as its location in a tree. Every 
object in Active Directory has a distinguished 
name. A typical distinguished name might be: 
CN=MyName,CN=U sers,DC=Microsoft,DC=Com 
This identifies the MyName user object in the 
microsoft.com domain. 

distributed file system (Dfs) A service used to 
build a logical structure of file shares from sepa­
rate computers and presented to users and admin­
istrators in a single directory tree. 

distribution group A group that is used solely for 
e-mail distribution and is not security-enabled. 
Distribution groups cannot be listed in discretionary 
access control lists (DACLs) used to define 
permissions on resources and objects. Distribution 
groups can be used only with e-mail applications 
(such as Microsoft Exchange) to send e-mail to 
collections of users. If you do not need a group 
for security purposes, create a distribution group 
instead of a security group. 

DLL See dynamic link library (DLL). 

DN See distinguished name (DN). 

DNS See Domain Name System (DNS). 

DNS name server In the DNS client/server 
model, the server containing information about a 
portion of the DNS database that makes computer 
names available to client resolvers querying for 
name resolution across the Internet. 

domain In Microsoft Windows 2000 and Active 
Directory, a collection of computers defined by 
the administrator of a Windows 2000 Server net­
work that share a common directory database. A 
domain has a unique name and provides access to 
the centralized user accounts and group accounts 
maintained by the domain administrator. Each 
domain has its own security policies and security 
relationships with other domains and represents a 
single security boundary of a Windows 2000 
computer network. Active Directory is made up 
of one or more domains, each of which can span 
more than one physical location. For Domain 
Name System (DNS), a domain is any tree or 
subtree within the DNS namespace. Although the 
names for DNS domains often correspond to 
Active Directory domains, DNS domains should 
not be confused with Windows 2000 and Active 
Directory networking domains. 

domain controller In a Microsoft Windows 2000 
Server domain, a computer running Windows 
2000 Server that manages user access to a net-



work, which includes logging on, authentication, 
and access to the directory and shared resources. 

domain local group A security or distribution 
group that can contain universal groups, global 
groups, and accounts from any domain in the 
domain tree or forest. A domain local group can 
also contain other domain local groups from its 
own domain. Rights and permissions can be 
assigned only at the domain containing the group. 

domain model A grouping of one or more 
domains with administration and communication 
links between them that is arranged for the 
purpose of user and resource management. 

domain name In Microsoft Windows 2000 and 
Active Directory, the name given by an adminis­
trator to a collection of networked computers that 
share a common directory. For Domain Name 
System (DNS), domain names are specific node 
names in the DNS namespace tree. DNS domain 
names use singular node names, joined together 
by periods (.) that indicate each node level in the 
names pace. 

Domain Name System (DNS) A static, hierarchical 
name service for Transmission Control Protocol/ 
Internet Protocol (TCP/IP) hosts. The network 
administrator configures the DNS with a list of host 
names and IP addresses, allowing users of worksta­
tions configured to query the DNS to specify 
remote systems by host names rather than IP 
addresses. DNS domains should not be confused 
with Microsoft Windows 2000 networking domains. 

domain namespace The database structure used 
by the Domain Name System (DNS). 

domain naming master The domain controller 
assigned to control the addition or removal of do­
mains in the forest. At any time, there can be only 
one domain naming master in the forest. 

domain user account Allows a user to log on to 
the domain to gain access to network resources. 
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double-click To rapidly press and release a mouse 
button twice without moving the mouse. Double­
clicking carries out an action, such as starting a 
program. 

drag To move an item on the screen by selecting 
the item and then pressing and holding down the 
mouse button while moving the mouse. 

DSA See Directory System Agent (DSA). 

Dynamic DNS (DONS) Enables clients with 
dynamically assigned addresses to register directly 
with a server running the DNS service and update 
the DNS table dynamically. DDNS eliminates the 
need for other Internet naming services, such as 
Windows Internet Name Service (WINS), in a 
homogeneous environment. 

Dynamic Host Configuration Protocol (DHCP) A 
Transmission Control Protocol/Internet Protocol 
(TCP/IP) service protocol that offers dynamic 
leased configuration of host IP addresses and dis­
tributes other configuration parameters to eligible 
network clients. DHCP provides safe, reliable, 
and simple TCP/IP network configuration, 
prevents address conflicts, and helps conserve the 
use of client IP addresses on the network. DHCP 
uses a client/server model where the DHCP 
server maintains centralized management of IP 
addresses that are used on the network. DHCP­
supporting clients can then request and obtain 
lease of an IP address from a DHCP server as 
part of their network boot process. 

dynamic link library An operating system feature 
that allows executable routines (generally serving 
a specific function or set of functions) to be 
stored separately as files with .dll extensions. 
These routines are loaded only when needed by 
the program that calls them. 

dynamic volume A logical volume that is created 
using Disk Management. Dynamic volumes 
include simple, spanned, striped, mirrored, and 
RAID-5. You must create dynamic volumes on 
dynamic disks. 
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E 
enable To make a device functional. For example, 
if you enable a device in your hardware configura­
tion settings you will be able to use the device when 
your computer uses that hardware configuration. 

environment subsystems One of the components 
of the Microsoft Windows 2000 User mode; emu­
late different operating systems by presenting the 
application programming interfaces (APis) that 
the applications expect to be available. The 
environment subsystems accept the API calls 
made by the application, convert the API calls 
into a format understood by Windows 2000, and 
then pass the converted API to the Executive 
Services for processing. 

ESE See Extensible Storage Engine (ESE). 

event Any significant occurrence in the system, 
or an application that requires users to be 
notified or an entry to be added to a log. 

Event Log service A service that records events 
in the system, security, and application logs. The 
Event Log service is located in Event Viewer. 

event logging The Microsoft Windows 2000 
process of recording an audit entry in the audit 
trail whenever certain events occur, such as 
services starting and stopping or users logging on 
and off and accessing resources. You can use 
Event Viewer to review AppleTalk network inte­
gration (formerly Services for Macintosh) events 
as well as Windows 2000 events. 

Event Viewer Maintains logs about application, 
security, and system events on your computer. 

Everyone group In Microsoft Windows NT, 
includes all local and remote users who have 
connected to the computer, including those who 
connect as guests. You cannot control who 
becomes a member of the Everyone group; 
however, you can assign permissions and rights. 

expand To show hidden directory levels in the 
directory tree. 

explicit one-way nontransitive trust A type of trust 
relationship in which only one of the two domains 
trusts the other domain. For example, Domain A 
trusts Domain B and Domain B does not trust 
Domain A. All one-way trusts are nontransitive. 

Extensible Storage Engine (ESE) The Active 
Directory database engine. ESE (ESENT.DLL) 
is an improved version of the Jet database that is 
used in Microsoft Exchange Server versions 4.x 
and 5 .5. It implements a transacted database sys­
tem, which means that it uses log files to ensure 
that committed transactions are safe. 

extension snap-ins Usually referred to simply 
as extensions. They are snap-ins that provide 
additional administrative functionality to another 
snap-in. 

F 
fault tolerance The ability of a computer or 
operating system to ensure data integrity when 
hardware failures occur. 

file A collection of information that has been 
given a name and is stored on a disk. This infor­
mation can be a document or a program. 

file replication service A service used by the 
Microsoft distributed file system (Dfs) to auto­
matically synchronize content between assigned 
replicas, and by Active Directory Sites and 
Services to replicate topological and global 
catalog information across domain controllers. 

file sharing The ability of a computer running 
Microsoft Windows 2000 to share parts (or all) of 
its local file system(s) with remote computers. 

file system In an operating system, the overall 
structure in which files are named, stored, and 
organized. NTFS, FAT, and FAT32 are types of 
file systems. 



firewall A combination of hardware and software 
that provides a security system, usually to 
prevent unauthorized access from outside to an 
internal network or intranet. A firewall prevents 
direct communication between network and 
external computers by routing communication 
through a proxy server outside of the network. 
The proxy server determines whether it is safe to 
let a file pass through to the network. 

folder A grouping of files or other folders, graphi­
cally represented by a folder icon, in both Micro­
soft Windows 2000 and Macintosh environments. 
A folder is analogous to a PC's file system direc­
tory, and many folders are, in fact, directories. 

folder redirection An extension within group 
policy that allows you to redirect the following 
Windows 2000 special folders to network 
locations: Application Data, Desktop, My 
Documents, My Pictures, and Start Menu. 

forest A collection of one or more Microsoft 
Windows 2000 domains that share a common 
schema, configuration, and global catalog, and 
are linked with two-way transitive trusts. 

forward lookup In Domain Name System (DNS), 
a query process in which the friendly DNS 
domain name of a host computer is searched to 
find its Internet Protocol (IP) address. 

FQDN See fully qualified domain name (FQDN). 

full zone transfer (AXFR) The standard query type 
supported by all Domain Name System (DNS) 
servers to update and synchronize zone data when 
the zone has been changed. When a DNS query is 
made using AXFR as the specified query type, the 
entire zone is transferred as the response. 

fully qualified domain name (FQDN) A Domain 
Name System (DNS) domain name that has been 
stated unambiguously so as to indicate with abso­
lute certainty its location in the domain name­
space tree. Fully qualified domain names differ 
from relative names in that they are typically 
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stated with a trailing period(.), for example, 
host.example.microsoft.com., to qualify their 
position to the root of the namespace. 

G 
global account For Microsoft Windows 2000 
Server, a normal user account in a user's domain. 
Most user accounts are global accounts. If there 
are multiple domains in the network, it is best if 
each user in the network has only one user 
account in only one domain, and each user's 
access to other domains is accomplished through 
the establishment of domain trust relationships. 

global catalog A domain controller that contains a 
partial replica of every domain in Active Directory. 
A global catalog holds a replica of every object in 
Active Directory, but with a limited number of 
each object's attributes. The global catalog stores 
those attributes most frequently used in search 
operations (such as a user's first and last name) 
and those attributes required to locate a full 
replica of the object. The Active Directory 
replication system builds the global catalog auto­
matically. The attributes replicated into the global 
catalog include a base set defined by Microsoft. 
Administrators can specify additional properties 
to meet the needs of their installation. 

global catalog server A Microsoft Windows 2000 
domain controller that holds a copy of the global 
catalog for the forest. 

global group For Microsoft Windows 2000 
Server, a group that can be granted rights and 
permissions and can become a member of local 
groups in its own domain, the member servers and 
workstations thereof, and trusting domains. How­
ever, a global group can contain user accounts only 
from its own domain. Global groups provide a way 
to create sets of users from inside the domain, 
available for use both in and out of the domain. 
Global groups cannot be created or maintained on 
computers running Windows 2000 Professional. 
However, for Windows 2000 Professional comput-
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ers that participate in a domain, domain global 
groups can be granted rights and permissions at 
those workstations and can become members of 
local groups at those workstations. 

globally unique identifier (GUID) A 128-bit number 
that is guaranteed to be unique. GUIDs are assigned 
to objects when the objects are created. The 
GUID never changes, even if you move or rename 
the object. Applications can store the GUID of an 
object and use the GUID to retrieve that object 
regardless of its current distinguished name. 

GPO See group policy object (GPO). 

group A collection of users, computers, contacts, 
and other groups. Groups can be used as security 
or as e-mail distribution collections. Distribution 
groups are used only for e-mail. Security groups 
are used to grant access to resources. 

group account A collection of user accounts. By 
making a user account a member of a group, you 
give the related user all the rights and permissions 
granted to the group. 

group memberships The groups to which a user 
account belongs. Permissions and rights granted 
to a group are also provided to its members. In 
most cases, the actions a user can perform in 
Microsoft Windows 2000 are determined by the 
group memberships of the user account that has 
been logged on to. 

group policy The Microsoft Windows 2000 
Microsoft Management Console (MMC) snap-in 
used to specify the behavior of users' desktops. A 
group policy object (GPO), which an administrator 
creates using the Group Policy snap-in, is the 
mechanism for configuring desktop settings. 

group policy object (GPO) A collection of group 
policy settings. GPOs are essentially the documents 
created by the Group Policy snap-in. GPOs are 
stored at the domain level and they affect users 
and computers contained in sites, domains, and 
organizational units. In addition, each Microsoft 

Windows 2000 computer has exactly one group 
of settings stored locally, called the local GPO. 

group scopes Allow you to use groups in different 
ways to assign permissions. The scope of a group 
determines where in the network you are able to 
use the group to assign permissions to the group. 
The three group scopes are global, 
domain local, and universal. 

guest account A built-in account used to log on 
to a computer running Microsoft Windows 2000 
when a user does not have an account on the 
computer or domain or in any of the domains 
trusted by the computer's domain. 

GUID See globally unique identifier (GUID). 

H 
HAL See Hardware Abstraction Layer (HAL). 

Hardware Abstraction Layer (HAL) Virtualizes, or 
hides, the hardware interface details, making 
Microsoft Windows 2000 more portable across 
different hardware architectures. The HAL 
contains the hardware-specific code that handles 
input/output (1/0) interfaces, interrupt controllers, 
and multiprocessor communication mechanisms. 
This layer allows Windows 2000 to run on both 
Intel-based and Alpha-based systems without 
having to maintain two separate versions of 
Windows 2000 Executive. 

Hardware Compatibility List (HCL) A list of the 
devices supported by Microsoft Windows 2000. 
The latest version of the HCL can be downloaded 
from the Hardware Compatibility List Web page 
at http :/lwww.microsoft.com/hwtest/hcl/. 

HCL See Hardware Compatibility List (HCL). 

hierarchical namespace A namespace, such as 
the Domain Name System (DNS) namespace and 
the Active Directory namespace, that is hierarchi­
cally structured and provides rules that allow the 
namespace to be partitioned. 



histogram A chart consisting of horizontal or 
vertical bars, the widths or heights of which 
represent the values of certain data. 

home directory Specified in Active Directory 
Users and Computers or Local Users and Groups, 
the home directory is a folder that is accessible to 
the user and can contain files and programs for 
that user. A home directory can be assigned to an 
individual user or can be shared by many users. 
Some programs use the home directory as the 
default folder for the Open and Save As dialog 
boxes. Other programs use My Documents. 

host name The name of a device on a network. 
For a device on a Microsoft Windows NT or Win­
dows 2000 network, this can be the same as the 
computer name, but it may not be. The host name 
must be in the Hosts file, or it must be known by 
a Domain Name System (DNS) server, for that 
host to be found by another computer attempting 
to communicate with it. 

HTTP See Hypertext Transfer Protocol (HTTP). 

HTTP Uniform Resource Locator (URL) Takes the 
form of http://domain/path-to-page and is familiar 
to users with Web browsers. 

Hypertext Transfer Protocol (HTTP) The standard 
protocol for displaying pages on the World 
Wide Web. 

IETF See Internet Engineering Task Force (IETF). 

llS See Internet Information Services (IIS). 

implicit two-way transitive trust A type of trust 
relationship in which both of the domains in the 
relationship trust each other. In a two-way trust 
relationship, each domain has established a one­
way trust with the other domain. For example, 
Domain A trusts Domain B and Domain B trusts 
Domain A. 'Two-way trusts can be transitive or 
nontransitive. All two-way trusts between 
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Microsoft Windows 2000 domains in the same 
domain tree or forest are transitive. 

in-addr.arpa domain A special top-level Domain 
Name System (DNS) domain reserved for reverse 
mapping of Internet Protocol (IP) addresses to 
DNS host names. 

incremental backup Backs up only the files 
created or changed since the last normal (or 
incremental) backup, marking the files as having 
been backed up. 

incremental zone transfer (IXFR) An alternate 
query type that can be used by some Domain 
Name System (DNS) servers to update and 
synchronize zone data when a zone is changed. 
When IXFR is supported between DNS servers, 
servers can keep track of and transfer only those 
incremental resource rec~rd changes between 
each version of the zone. 

Indexing service Software that provides search 
functions for documents stored on disk, allowing 
users to search for specific document text or 
properties. 

infrastructure master The domain controller 
assigned to update group-to-user references 
whenever group memberships are changed, and 
to replicate these changes to any other domain 
controllers in the domain. At any time, there can 
be only one infrastructure master in a particular 
domain. 

initial master A shared folder whose existing files 
and folders are replicated to other shared folders 
when replication is initially configured. After rep­
lication is complete, there is no initial master, as 
any of the replicas can accept changes and propa­
gate them to the other replicas. The initial master 
then becomes another replica. 

integral subsystems One of the components of 
the Microsoft Windows 2000 User mode; perform 
essential operating system functions, such as 
security, workstation service, and server service. 
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lntelliMirror A set of powerful features native to 
Microsoft Windows 2000 for desktop change and 
configuration management technology. Intelli­
Mirror combines the advantages of centralized 
computing with the performance and flexibility 
of distributed computing. 

interactive logon A network logon from a com­
puter keyboard, when the user types information 
in the Log On To Windows dialog box displayed 
by the computer's operating system. 

Internet The global network of networks. 

Internet Engineering Task Force (IETF) A large, 
open community of network designers, operators, 
vendors, and researchers concerned with the 
evolution of Internet architecture and the smooth 
operation of the Internet. Technical work is 
performed by working groups organized by topic 
areas (such as routing, transport, and security) 
and through mailing lists. Internet standards are 
developed in IETF Requests for Comments 
(RFCs), which are a series of notes that discuss 
many aspects of computing and computer com­
munication, focusing on networking protocols, 
programs, and concepts. 

Internet Information Services (llS) Software ser­
vices that support Web site creation, configura­
tion, and management, along with other Internet 
functions. Microsoft Internet Information Ser­
vices include Network News Transfer Protocol 
(NNTP), File Transfer Protocol (FTP), and 
Simple Mail Transfer Protocol (SMTP). 

Internet Protocol (IP) The messenger protocol of 
Transmission Control Protocol/Internet Protocol 
(TCP/IP) that is responsible for addressing and 
sending IP packets over the network. IP provides a 
best-effort, connectionless delivery system that 
does not guarantee that packets arrive at their desti­
nation or in the sequence in which they were sent. 

inter-site replication Replication traffic that 
occurs between sites. 

intranet A Transmission Control Protocol/Internet 
Protocol (TCP/IP) network that uses Internet 
technology. May be connected to the Internet. 

intra-site replication Replication traffic that 
occurs within a site. 

IP See Internet Protocol (IP). 

IP address A 32-bit address used to identify a 
node on an Internet Protocol (IP) internetwork. 
Each node on the IP internetwork must be 
assigned a unique IP address, which is made up 
of a network identifier and a host identifier. This 
address is typically represented in dotted-decimal 
notation, with the decimal value of each octet 
separated by a period, for example, 192.168.7.27. 
In Microsoft Windows 2000, you can configure 
the IP address statically or dynamically through 
Dynamic Host Configuration Protocol (DHCP). 

IP replication Uses remote procedure calls 
(RPCs) for replication over site links (inter-site) 
and within a site (intra-site). By default, inter-site 
IP replication does adhere to replication 
schedules, although you may configure Active 
Directory to ignore schedules. 

IXFR See Incremental Zone Transfer (IXFR). 

K 
KCC See Knowledge Consistency Checker (KCC). 

Kerberos VS An Internet standard security protocol 
for handling authentication of user or system 
identity. With Kerberos VS, passwords that are 
sent across network lines are encrypted, not sent 
as plain text. Kerberos VS also includes other 
security features. 

kernel mode Provides direct access to memory 
and executes in an isolated memory area. Kernel 
mode consists of four components: Microsoft 
Windows 2000 Executive, Device Drivers, the 
Microkernel, and the Hardware Abstraction Layer 
(HAL). 



Knowledge Consistency Checker (KCC) A built-in 
service that runs on all domain controllers and 
automatically establishes connections between 
individual machines in the same site. These are 
known as Windows 2000 Directory Service con­
nection objects. An administrator may establish 
additional connection objects or remove connec­
tion objects. At any point where replication 
within a site becomes impossible or has a single 
point of failure, the KCC will step in and estab­
lish as many new connection objects as necessary 
to resume Active Directory replication. 

L 
L2TP See Layer 2 Tunneling Protocol (L2TP). 

LAN See local area network (LAN). 

Layer 2 Tunneling Protocol (L2TP) An industry­
standard Internet tunneling protocol. Unlike 
Point-to-Point Tunneling Protocol (PPTP), L2TP 
does not require Internet Protocol (IP) connectivity 
between the client workstation and the server. 
L2TP requires only that the tunnel medium pro­
vide packet-oriented point-to-point connectivity. 
The protocol can be used over media such as 
Asynchronous Transfer Mode (ATM), Frame 
Relay, and X.25. L2TP provides the same 
functionality as PPTP. Based on Layer 2 
Forwarding (L2F) and PPTP specifications, L2TP 
allows clients to set up tunnels across intervening 
networks. 

LDAP See Lightweight Directory Access Protocol 
(LDAP). 

Lightweight Directory Access Protocol 
(LDAP) The primary access protocol for Active 
Directory. LDAP version 3 is defined by a set of 
Proposed Standard documents in Internet 
Engineering Task Force (IETF) RFC 2251. 

list In a dialog box, a type of box that lists 
available choices. If all the choices do not fit in 
the box, there is a scroll bar. 
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load balancing A technique used to scale the 
performance of a server-based program (such as a 
Web server) by distributing its client requests 
across multiple servers within the cluster. Each host 
can specify the load percentage that it will handle, 
or the load can be equally distributed across all the 
hosts. If a host fails, the load is dynamically 
redistributed among the remaining hosts. 

local area network (LAN) A group of computers 
and other devices dispersed over a relatively 
limited area and connected by a communications 
link that allows one device to interact with any 
other on the network. 

local computer A computer that you can access 
directly without using a communications line or a 
communications device, such as a network card 
or a modem. 

local group For computers running Microsoft 
Windows 2000 Professional and member servers, 
a group that can be granted permissions and rights 
from its own computer and (if the computer 
participates in a domain) user accounts and 
global groups both from its own domain and from 
trusted domains. 

local group policy object One group policy object 
(GPO) stored on each computer whether or not 
the computer is part of an Active Directory 
environment or a networked environment. Local 
GPO settings can be overridden by nonlocal 
GPOs and are the least influential if the computer 
is in an Active Directory environment. In a 
nonnetworked environment (or in a networked 
environment lacking a Microsoft Windows 2000 
domain controller), the local GPO's settings are 
more important because they are not overridden 
by nonlocal GPOs. 

local security database A list of user accounts 
and resource security information for the 
computer on which the list resides. 

local user account For Microsoft Windows 2000 
Server, a user account provided in a domain for a 
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user whose global account is not in a trusted 
domain. A local account is not required where 
trust relationships exist between domains. 

local user profile A user profile that is created 
automatically on the computer the first time a user 
logs on to a computer running Microsoft Windows 
2000 Professional or Windows 2000 Server. 

log file A file that stores messages generated by 
an application, service, or operating system. 
These messages are used to track the operations 
performed. Log files are usually plain text 
(ASCII) files and often have a .log extension. In 
Backup, a file that contains a record of the date 
the tapes were created and the names of files and 
directories successfully backed up and restored. 
The Performance Logs and Alerts service also 
creates log files. 

log off To stop using the network and remove your 
user name from active use until you log on again. 

log on To provide a user name and password that 
identifies you to the network. 

logon rights User Rights that are assigned to a 
user and specify the ways in which a user can log 
on to a system. An example of a logon right is the 
right to log on to a system remotely. 

logon workstations In Microsoft Windows 2000 
Server, the computers from which a user is 
allowed to log on. 

M 
mandatory user profile A user profile that is not 
updated when the user logs off. It is downloaded 
to the user's desktop each time the user logs on 
and is created by an administrator and assigned 
to one or more users to create consistent or 
job-specific user profiles. Only members of the 
Administrators group can change profiles. 

MAPI See Messaging API (MAPI). 

master server An authoritative Domain Name 
System (DNS) server for a zone. Master servers 
can vary and will be one of two types (either 
primary or secondary masters), depending on 
how the server obtains its zone data. 

maximize To enlarge a window to its maximum 
size by using the Maximize button (at the right of 
the title bar). 

member server A computer that runs Microsoft 
Windows 2000 Server but is not a domain 
controller of a Windows 2000 domain. Member 
servers participate in a domain, but do not store a 
copy of the directory database. For a member 
server, permissions can be set on resources that 
allow users to connect to the server and use its 
resources. Resource permissions can be granted 
for domain global groups and users as well as for 
local groups and users. 

menu A list of available commands in a program 
window. 

Message Queuing A message queuing and routing 
system for Microsoft Windows 2000 that enables 
distributed applications running at different times 
to communicate across heterogeneous networks 
and with computers that may be offline. Message 
Queuing provides guaranteed message delivery, 
efficient routing, security, and priority-based 
messaging. 

Messaging API (MAPI) The application program­
ming interface (API) for which Active Directory 
provides support for backward compatibility with 
Microsoft Exchange applications. New applications 
should use Active Directory Service Interfaces 
for accessing Active Directory. 

metadata Information about the properties of 
data, such as the type of data in a column 
(numeric, text, and so on) or the length of a 
column. Information about the structure of data. 
Information that specifies the design of objects 
such as cubes or dimensions. 



Microkernel Manages the microprocessor only. 
The kernel coordinates all input/output (I/O) 
functions and synchronizes the activities of the 
Executive Services. 

Microsoft Management Console (MMC) A frame­
work for hosting administrative tools, called 
consoles. A console may contain tools, folders or 
other containers, World Wide Web pages, and 
other administrative items. These items are 
displayed in the left pane of the console, called a 
console tree. A console has one or more windows 
that can provide views of the console tree. The 
main MMC window provides commands and 
tools for authoring consoles. The authoring 
features of MMC and the console tree itself may 
be hidden when a console is in User mode. 

minimize To reduce a window to a button on the 
taskbar by using the Minimize button (at the right 
of the title bar). 

mixed mode The default domain mode setting on 
Microsoft Windows 2000 domain controllers. 
Mixed mode allows Windows NT and Windows 
2000 backup domain controllers to coexist in a 
domain. Mixed mode does not support the universal 
and nested group enhancements of Windows 2000. 
The domain mode setting can be changed to Win­
dows 2000 native mode when all Windows NT 
domain controllers are removed from a domain. 

MMC See Microsoft Management Console (MMC). 

modifications .mst files that allow you to custom­
ize Windows Installer packages (which have the 
.msi extension). Modifications are also called 
transforms. The Microsoft Windows Installer 
package format provides for customization by 
allowing you to "transform" the original package 
using authoring and repackaging tools. Some 
applications also provide wizards or templates 
that permit a user to create modifications. 

multimaster replication A replication model in 
which any domain controller accepts and repli­
cates directory changes to any other domain con-
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troller. This differs from other replication models 
in which one computer stores the single modifiable 
copy of the directory and other computers store 
backup copies .. 

N 
name resolution The process of translating a 
name into some object or information that the 
name represents. A telephone book forms a 
namespace in which the names of telephone 
subscribers can be resolved to telephone numbers. 
The Microsoft Windows NT file system (NTFS) 
forms a namespace in which the name of a file 
can be resolved to the file itself. The Active 
Directory forms a namespace in which the name 
of an object in the directory can be resolved to 
the object itself. 

Name Server (NS) resource record A resource 
record used in a zone to designate the Domain 
Name System (DNS) domain names for authori­
tative DNS servers for the zone. 

namespace A set of unique names for resources 
or items used in a shared computing environment. 
For Microsoft Management Console (MMC), the 
namespace is represented by the console tree, 
which displays all of the snap-ins and resources 
that are accessible to a console. For Domain 
Name System (DNS), namespace is the vertical 
or hierarchical structure of the domain name tree. 

native mode The condition in which all domain 
controllers in the domain have been upgraded to 
Microsoft Windows 2000 and an administrator 
has enabled native mode operation (through 
Active Directory Users and Computers). 

Net PC/PC98 The annual guide for hardware 
developers co-authored by Microsoft with Intel, 
including contributions from Compaq and other 
industry hardware manufacturers. PC98 is 
intended to provide standards for hardware 
development that advance the PC platform and 
enable Microsoft to include advanced features, 
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like Remote Installation Services (RIS), in the 
Windows platform. 

NetBIOS See network basic input/output system 
(NetBIOS). 

network adapter card A printed circuit board that 
allows a computer to use a peripheral device for 
which it does not already have the connections or 
circuit boards. A network adapter card is also called 
a network adapter, an adapter card, or a card. 

network basic input/output system (NetBIOS) An 
application programming interface (API) that can be 
used by programs on a local area network (LAN). 
NetBIOS provides programs with a uniform set of 
commands for requesting the lower level services 
required to manage names, conduct sessions, and 
send datagrams between nodes on a network. 

node For tree structures, a location on the tree 
that can have links to one or more items below it. 
For local area networks (LANs), a device that is 
connected to the network and is capable of 
communicating with other network devices. 

nonauthoritative restore A restore of a backup 
copy of a Microsoft Windows 2000 domain con­
troller in which the objects in the restored direc­
tory are not treated as authoritative. The restored 
objects are updated with changes held in other 
replicas of the restored domain. 

noncontainer object An object that cannot logi­
cally contain other objects. For example, a file is 
a noncontainer object. 

nonlocal group policy object A group policy 
object (GPO) linked to Active Directory objects 
(sites, domains, or organizational units) that can 
be applied to either users or computers. To use 
nonlocal GPOs, you must have a Microsoft Win­
dows 2000 domain controller installed. Following 
the properties of Active Directory, nonlocal GPOs 
are applied hierarchically from the least restrictive 
group (site) to the most restrictive group 
(organizational unit) and are cumulative. 

nontransitive trust See explicit one-way 
nontransitive trust. 

normal backup Copies all selected files and 
marks each as having been backed up. Normal 
backups give you the ability to restore files 
quickly because files on the last tape are the 
most current. 

notify list A list maintained by the primary 
master for a zone of other Domain Name System 
(DNS) servers that should be notified when zone 
changes occur. The notify list is made up of 
Internet Protocol (IP) addresses for DNS servers 
configured as secondary masters for the zone. 
When the listed servers are notified of a change 
to the zone, they will initiate a zone transfer with 
another DNS server and update the zone. 

NSLOOKUP A command-line utility that allows 
you to make Domain Name System (DNS) 
queries for testing and troubleshooting your DNS 
installation. 

NTFS See NTFS file system. 

NTFS file system An advanced file system 
designed for use specifically within the Microsoft 
Windows 2000 operating system. It supports file 
system recovery, extremely large storage media, 
long filenames, and various features for the 
Portable Operating System Interface for UNIX 
(POSIX) subsystem. It also supports object-ori­
ented applications by treating all files as objects 
with user-defined and system-defined attributes. 

0 
object An entity such as a file, folder, shared 
folder, printer, or Active Directory object 
described by a distinct, named set of attributes. 
For example, the attributes of a file object include 
its name, location, and size; the attributes of an 
Active Directory user object might include the 
user's first name, last name, and e-mail address. 

object class A logical grouping of objects. 



object identifier A label that uniquely identifies 
an object class or attribute. An object identifier is 
represented as a dotted-decimal string (for ex­
ample, 1.2.3.4). Object identifiers form a hierar­
chy with the root object identifier being issued by 
a national registration authority responsible for 
issuing object identifiers. In the United States, 
this is the American National Standards Institute 
(ANSI). Organizations or individuals obtain a 
root object identifier from an issuing authority 
and use it to allocate additional object identifiers 
as they develop new classes and attributes. For 
example, Microsoft has been issued the root ob­
ject identifier of 1.2.840.113556. Microsoft uses 
one of the branches from this root object identi­
fier to allocate object identifiers for Active Direc­
tory classes and another branch 
for Active Directory attributes. 

open To display the contents of a directory, a 
document, or a data file in a window. 

Open Systems Interconnection Model (OSI) A 
four-layered conceptual model (consisting of 
Application, Transport, Internet, and Network 
Interface layers) to which Transmission Control 
Protocol/Internet Protocol (TCP/IP) protocols 
map. Each layer in this TCP/IP model corresponds 
to one or more layers of the International Stan­
dards Organization (ISO) seven-layer OSI model 
consisting of Application, Presentation, Session, 
Transport, Network, Data-link, and Physical. 

operations master roles A domain controller that 
has been assigned one or more special roles in an 
Active Directory domain. The domain controllers 
assigned these roles perform operations that are 
single master (not permitted to occur at different 
places on the network at the same time). Examples 
of these operations include resource identifier 
allocation, schema modification, primary domain 
controller (PDC) election, and certain infrastruc­
ture changes. The domain controller that controls 
the particular operation owns the operations 
master role for that operation. The ownership of 
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these operations master roles can be transferred 
to other domain controllers. 

optimize To improve performance. 

organizational unit (OU) An Active Directory 
container object used within domains. OU s are 
logical containers into which you can place users, 
groups, computers, and other OUs. It can contain 
objects only from its parent domain. An OU is 
the smallest scope to which you can apply a 
group policy or delegate authority. 

OS/2 subsystem Provides a set of application 
programming interfaces (APis) for 16-bit, 
character mode OS/2 applications. 

OSI See Open Systems Interconnection Model (OSI). 

OU See organizational unit (OU). 

owner In Microsoft Windows 2000, the person 
who controls how permissions are set on objects 
and can grant permissions to others. 

p 
packet An Open Systems Interconnection (OSI) 
network layer transmission unit that consists of 
binary information representing both data and a 
header containing an identification number, source 
and destination addresses, and error-control data. 

parent domain For Domain Name System (DNS), 
a domain that is located in the namespace tree 
directly above other derivative domain names 
(child domains). For example, microsoft.com 
would be the parent domain for example. 
microsoft.com, a child domain. 

parent object The object in which another object 
resides. A parent object implies relation. For 
example, a folder is a parent object in which a 
file, or child object, resides. An object can be 
both a parent and a child object. For example, a 
subfolder that contains files is both the child of 
the parent folder and the parent folder of the files. 



662 MCSE Training Kit-Microsoft Windows 2000 Active Directory Services 

partition A portion of a physical disk that func­
tions as though it were a physically separate disk. 
Partitions can be created only on basic disks. 

password A security measure used to restrict 
logon names to user accounts and access to 
computer systems and resources. A password is a 
unique string of characters that must be provided 
before a logon name or an access is authorized. 
For Microsoft Windows 2000, a password for a 
user account can be up to 14 characters and is 
case-sensitive. 

path A sequence of directory (or folder) names 
that specifies the location of a directory, file, or 
folder within the directory tree. Each directory 
name and filename within the path (except for the 
first) must be preceded by a backslash(\). 

PDC See primary domain controller (PDC). 

PDC emulator master The domain controller 
assigned to act as a Microsoft Windows NT 4.0 
primary domain controller (PDC) to service net­
work clients that do not have Active Directory 
client software installed, and to replicate directory 
changes to any Windows NT backup domain 
controllers (BDCs) in the domain. For a Windows 
2000 domain operating in native mode, the PDC 
emulator master receives preferential replication 
of password changes performed by other domain 
controllers in the domain and handles any pass­
word authentication requests that fail at the local 
domain controller. At any time, there can be only 
one PDC emulator in a particular domain. 

peer Any of the devices on a layered communi­
cations network that operate on the same protocol 
level. 

per seat licensing A licensing mode that requires 
a separate client access license for each client 
computer that accesses Microsoft Windows 2000 
Server, regardless of whether all the clients 
access the server at the same time. 

per server licensing A licensing mode that 
requires a separate client access license for each 
concurrent connection to the server, regardless 
of whether there are other client computers on 
the network that do not happen to connect 
concurrently. 

performance alert A feature that detects when a 
predefined counter value rises above or falls 
below the configured threshold, and notifies a 
user by means of the Messenger service. 

performance counter In System Monitor, a data 
item associated with a performance object. For 
each counter selected, System Monitor presents a 
value corresponding to a particular aspect of the 
performance defined for the performance object. 

Performance Logs and Alerts A tool that provides 
you with the ability to create counter logs, trace 
logs, and system alerts automatically from local 
or remote computers. 

performance object In System Monitor, a logical 
collection of counters that is associated with a 
resource or service that can be monitored. 

performance object instance In System Monitor, 
a term used to distinguish between multiple per­
formance objects of the same type on a computer. 

permission A rule associated with an object to 
regulate which users can gain access to the object 
and in what manner. 

permissions inheritance A mechanism that 
allows a given access control entry (ACE) to be 
copied from the container where it was applied to 
all children of the container. Inheritance can be 
combined with delegation to grant administrative 
rights to a whole subtree of the directory in a 
single update operation. 

PKI See public key infrastructure (PKI). 

Plug and Play A set of specifications developed 
by Intel that allows a computer to automatically 



detect and configure a device and install the 
appropriate device drivers. 

Point-to-Point Tunneling Protocol (PPTP) Network­
ing technology that supports multiprotocol virtual 
private networks (VPNs), enabling remote users 
to access corporate networks securely across the 
Internet or other networks by dialing into an 
Internet service provider (ISP) or by connecting 
directly to the Internet. The PPTP tunnels, or 
encapsulates, Internet Protocol (IP), IPX, or 
NetBEUI traffic inside of IP packets. This means 
that users can remotely run applications that are 
dependent on particular network protocols. 

pointer The arrow-shaped cursor on the screen 
that follows the movement of a mouse (or other 
pointing device) and indicates which area of the 
screen will be affected when you press the mouse 
button. The pointer changes shape during 
certain tasks. 

pointer (PTR) resource record A resource record 
used in a reverse lookup zone created within the 
in-addr.arpa domain to designate a reverse map­
ping of a host Internet Protocol (IP) address to a 
host Domain Name System (DNS) domain name. 

policy The mechanism by which desktop settings 
are configured automatically, as defined by the 
administrator. Depending on context, this can 
refer to Microsoft Windows 2000 group policy, 
Windows NT 4.0 system policy, or a specific 
setting in a group policy object (GPO). 

Portable Operating System Interface for UNIX 
(POSIX) An Institute of Electrical and Electronics 
Engineers (IEEE) standard that defines a set of 
operating system services. Programs that adhere 
to the POSIX standard can be easily ported from 
one system to another. POSIX was based on 
UNIX system services, but was created in a way 
that allows it to be implemented by other 
operating systems. 

POSIX See Portable Operating System Interface 
for UNIX (POSIX). 
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PPTP See Point-to-Point Tunneling Protocol 
(PPTP). 

Pre-Boot execution Environment (PXE) A new 
form of remote boot technology that has been 
created within the computing industry. PXE 
provides companies with the ability to use their 
existing Transmission Control Protocol/Internet 
Protocol (TCP/IP) network infrastructure with 
Dynamic Host Configuration Protocol (DHCP) to 
discover Remote Installation Services (RIS) 
servers on the network. Net PC/PC98-compliant 
systems can take advantage of the remote boot 
technology included in the Microsoft Windows 
2000 operating system. 

prestage To predetermine a specific client com­
puter network account identification for the pur­
pose of identifying and routing a client computer 
during the network service boot request. 

primary domain controller (PDC) In a Microsoft 
Windows NT Server 4.0 or earlier domain, the 
computer running Windows NT Server that 
authenticates domain logons and maintains the 
directory database for a domain. The PDC tracks 
changes made to accounts of all computers on a 
domain. It is the only computer to receive these 
changes directly. A domain has only one PDC. In 
Windows 2000, one of the domain controllers in 
each domain is identified as the PDC for compat­
ibility with Windows NT 4.0 and earlier versions 
of Windows NT. 

primary master An authoritative Domain Name 
System (DNS) server for a zone that can be used 
as a point of update for the zone. Only primary 
masters have the ability to be updated directly to 
process zone updates, which include adding, 
removing, or modifying resource records that are 
stored as zone data. Primary masters are also 
used as the first sources for replicating the zone 
to other DNS servers. 

primary zone database file The master zone 
database file. Changes to a zone, such as adding 
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domains or hosts, are performed on the server 
that contains the primary zone database file. 

privileges A user right that is assigned to a user 
and specifies allowable actions on the network. 
An example of a privilege is the right to shut 
down a system. 

program A complete, self-contained set of 
computer instructions that you use to perform a 
specific task, such as word processing, accounting, 
or data management. A program is also called an 
application. 

protocol A set of rules and conventions for 
sending information over a network. These rules 
govern the content, format, timing, sequencing, 
and error control of messages exchanged among 
network devices. 

public key infrastructure (PKI) The term generally 
used to describe the laws, policies, standards, and 
software that regulate or manipulate certificates 
and public and private keys. In practice, it is a 
system of digital certificates, certification 
authorities, and other registration authorities that 
verify and authenticate the validity of each party 
involved in an electronic transaction. Standards 
for PK.I are still evolving, even though they are 
being widely implemented as a necessary element 
of electronic commerce. 

publish To make data available for replication. 

PXE See Pre-Boot eXecution Environment 
(PXE). 

Q 
QoS See Quality of Service (QoS). 

Quality of Service (QoS) A set of quality 
assurance standards and mechanisms for data 
transmission, implemented in Microsoft 
Windows 2000. 

query A specific request for data retrieval, 
modification, or deletion. 

R 
RAM See random access memory (RAM). 

random access memory (RAM) Memory that can 
be read from or written to by a computer or other 
devices. Information stored in RAM is lost when 
you turn off the computer. 

RAS See Remote Access Server (RAS). 

RON See relative distinguished name (RDN). 

read-only memory (ROM) A semiconductor circuit 
that contains information that cannot be modified. 

refresh To update displayed information with 
current data. 

refresh interval An interval of time used by sec­
ondary masters of a zone to determine how often 
to check if their zone data needs to be refreshed. 
When the refresh interval expires, the secondary 
master checks with its source for the zone to see 
if its zone data is still current or if it needs to be 
updated using a zone transfer. This interval is set 
in the SOA (start-of-authority) resource record 
for each zone. 

relative distinguished name (RON) The part of 
an object's distinguished name that is an attribute 
of the object itself. For most objects this is the 
Common Name attribute. For security principals, 
the default common name is the security princi­
pal name, also referred to as the SAM 
account name. For the distinguished name 
CN=MyName,CN=U sers,DC=Microsoft,DC=Com 
the relative distinguished name of the My Name 
user object is CN=MyName. The relative distin­
guished name of the parent object is CN=Users. 

relative ID An identifier assigned by domain 
controllers to security principals (user, group, or 
computer objects) created by that domain 
controller. The relative ID is combined with the 



domain security ID to create a security ID that is 
unique in the forest. A series of relative IDs is 
assigned (by the relative ID master) to each 
domain controller in the forest. When a domain 
controller uses most of the relative IDs assigned 
to it, it requests additional relative IDs from the 
domain controller that is the relative ID master. 

relative ID master The domain controller assigned 
to allocate sequences of relative IDs to each do­
main controller in its domain. Whenever a domain 
controller creates a security principal (user, group, 
or computer object), the domain controller assigns 
the object a unique security ID. The security ID 
consists of a domain security ID that is the same 
for all security IDs created in a particular domain, 
and a relative ID that is unique for each security 
ID created in the domain. At any time, there can be 
only one relative ID master in a particular domain. 

relative name The partial Domain Name System 
(DNS) domain name configured in individual 
resource records to locate and qualify the record 
within a zone. The relative name is joined to the 
front of the parent domain (domain of origin) for 
each resource record to form a fully qualified 
domain name (FQDN) within the zone. 

remote access Part of the integrated Routing and 
Remote Access service that provides remote net­
working for telecommuters, mobile workers, and 
system administrators who monitor and manage 
servers at multiple branch offices. Users with a 
computer running Microsoft Windows 2000 and 
Network and Dial-up Connections can dial in to 
remotely access their networks for services such 
as file and printer sharing, electronic mail, sched­
uling, and SQL database access. 

Remote Access Server (RAS) Any Microsoft 
Windows 2000-based computer configured to 
accept remote access connections. 

remote administration The management of one 
computer by an administrator working at another 
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computer connected to the first computer across a 
network. 

remote computer A computer that you can access 
only by using a communications line or a com­
munications device, such as a network card or a 
modem .. 

Remote Installation Services (RIS) Software 
services that allow an administrator to set up new 
client computers remotely, without having to visit 
each client. The target clients must support 
remote booting. 

remote procedure call (RPC) A message-passing 
facility that allows a distributed application to 
call services available on various computers on a 
network. Used during remote administration of 
computers. 

replication The process of copying data from a 
data store or file system to multiple computers to 
synchronize the data. Active Directory provides 
multimaster replication of the directory between 
domain controllers within a given domain. The 
replicas of the directory on each domain controller 
are writeable. This allows updates to be applied 
to any replica of a given domain. The replication 
service automatically copies the changes from a 
given replica to all other replicas. 

replication policy Rules that define how and 
when replication is performed. 

replication topology A description of the physical 
connections between replicas and sites. In contrast, 
Dfs topologies describe the logical connections. 

Request for Comments (RFC) The official 
documents of the Internet Engineering Task 
Force (IETF) that specify the details for protocols 
included in the Transmission Control Protocol/ 
Internet Protocol (TCP/IP) family. 

reservation A specific Internet Protocol (IP) 
address within a scope permanently reserved for 
leased use to a specific Dynamic Host Configura-
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tion Protocol (DHCP) client. Client reservations 
are made in the DHCP database using the DHCP 
console and based on a unique client device 
identifier for each reserved entry. 

resolver Domain Name System (DNS) client 
programs used to look up DNS name information. 

resource Any part of a computer system or a 
network, such as a disk drive, printer, or memory, 
that can be allotted to a program or a process 
while it is running or shared over a local area 
network. 

resource record Standard database record types 
used in zones to associate Domain Name System 
(DNS) domain names to related data for a given 
type of network resource, such as a host Internet 
Protocol (IP) address. Most of the basic resource 
record types are defined in RFC 1035, but addi­
tional resource record types have been defined in 
other Requests for Comments (RFCs) and 
approved for use with DNS. 

reverse lookup In Domain Name System (DNS), 
a query process by which the Internet Protocol 
(IP) address of a host computer is searched to 
find its friendly DNS domain name. 

RFC See Request for Comments (RFC). 

RIPrep image A clone of a standard corporate 
desktop configuration, complete with operating 
system configurations, desktop customizations, 
and locally installed applications. After first install­
ing and configuring the Microsoft Windows 2000 
Professional operating system, its services, and any 
standard applications on a computer, the network 
administrator runs a wizard that prepares the 
RIPrep installation image and replicates it to an 
available Remote Installation Services (RIS) server 
on the network for installation on other clients. 

RIS See Remote Installation Services (RIS). 

RIS boot disk Simulates the Pre-Boot execution 
Environment (PXE) remote boot sequence and 

supports frequently used network cards for com­
puters that do not contain a PXE-based remote 
boot ROM. The RIS boot disk can be used with a 
variety of Peripheral Component Interconnect 
(PCI)-based network adapter cards. Using the 
RIS boot disk eliminates the need to retrofit 
existing client computers with new network cards 
that contain a PXE-based remote boot ROM to 
take advantage of the Remote Operating System 
Installation feature. 

roaming user profile A server-based user profile 
that is downloaded to the local computer when a 
user logs on, and is updated both locally and on 
the server when the user logs off. A roaming user 
profile is available from the server when logging 
on to any computer running Microsoft Windows 
2000 Professional or Windows 2000 Server. When 
logging on, the user can use the local user profile 
if it is more current than the copy on the server. 

ROM See read-only memory (ROM). 

root domain The domain at the top of the hierarchy, 
represented as a period(.). The Internet root 
domain is managed by several organizations, 
including Network Solutions, Inc. 

RPC See remote procedure call (RPC). 

Run As program Allows you to run administrative 
tools with either local or domain administrator 
rights and permissions while logged on as a 
normal user. 

s 
safe mode A method of starting Microsoft 
Windows 2000 using basic files and drivers only, 
without networking. Safe mode is available by 
pressing the F8 key when prompted during startup. 
This allows you to start your computer when a 
problem prevents it from starting normally. 

SAM See Security Accounts Manager (SAM). 



scalability A measure of how well a computer, 
service, or application can grow to meet increas­
ing performance demands. 

schema master The domain controller assigned 
to control all updates to the schema within a 
forest. At any time, there can be only one schema 
master in the forest. 

scroll To move through text or graphics (up, 
down, left, or right) to see parts of the file that 
cannot fit on the screen. 

scroll bar A bar that appears at the right and/or 
bottom edge of a window or list whose contents 
are not completely visible. Each scroll bar con­
tains two scroll arrows and a scroll box, which 
enable you to scroll through the contents of the 
window or list. 

SOK See Software Development Kit (SDK). 

second-level domains Domain names that are 
rooted hierarchically at the second tier of the 
domain namespace directly beneath the top-level 
domain names such as .com and .org. When 
Domain Name System (DNS) is used on the 
Internet, second-level domains are names such as 
microsoft.com that are registered and delegated 
to individual organizations and businesses ac­
cording to their top-level classification. The orga­
nization then assumes further responsibility for 
parenting management and growth of its name 
into additional subdomains. 

secondary master An authoritative Domain 
Name System (DNS) server for a zone that is 
used as a source for replication of the zone to 
other servers. Secondary masters update their 
zone data only by transferring zone data from 
other DNS servers. They do not have the ability 
to perform zone updates. 

Security Accounts Manager (SAM) A Microsoft 
Windows 2000 service used during the logon pro­
cess. SAM maintains user account information, 
including groups to which a user belongs. 
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Security Configuration and Analysis A console 
that uses a database to perform security configu­
ration and analysis functions. 

security group Used to assign permissions to 
gain access to resources. Programs that are 
designed to search Active Directory can also use 
security groups for nonsecurity-related purposes, 
such as retrieving user information for use in a 
Web application. A security group also has all the 
capabilities of a distribution group. Microsoft 
Windows 2000 uses only security groups. 

security ID See security identifier (SID). 

security identifier (SID) A unique number that 
identifies user, group, and computer accounts. 
Every account on your network is issued a unique 
SID when the account is first created. Internal 
processes in Microsoft Windows 2000 refer to an 
account's SID rather than the account's user or 
group name. If you create an account, delete it, 
and then create an account with the same user 
name, the new account will not have the rights or 
permissions previously granted to the old account 
because the accounts have different SID numbers. 

security log An event log containing information 
on security events that are specified in the audit 
policy. 

security template A physical representation of a 
security configuration; a single file where a group 
of security settings is stored. Locating all security 
settings in one place eases security administration. 
Each template is saved as a text-based .inf file. 
This allows you to copy, paste, import, or export 
some or all of the template attributes. 

select To mark an item so that a subsequent 
action can be carried out on that item. You usually 
select an item by clicking it with a mouse or 
pressing a key. After selecting an item, you 
choose the action that you want to affect the item. 

server In general, a computer that provides 
shared resources to network users. 
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service A program, routine, or process that 
performs a specific system function to support 
other programs, particularly at a low (close to the 
hardware) level. When services are provided over 
a network, they can be published in Active Direc­
tory, facilitating service-centric administration 
and usage. Some examples of Microsoft 
Windows 2000 services are Security Accounts 
Manager service, File Replication service, and 
Routing and Remote Access service. 

service (SRV) resource record A resource record 
used in a zone to register and locate well-known 
Transmission Control Protocol/Internet Protocol 
(TCP/IP) services. The SRV resource record is 
specified in RFC 2052 and is used in Microsoft 
Windows 2000 or later to locate domain controllers 
for Active Directory service. 

share To make resources, such as folders and 
printers, available to others. 

shared folder A folder on another computer that 
has been made available for others to use on the 
network. 

shared folder permissions Permissions that 
restrict a shared resource's availability over the 
network to only certain users. 

shared resource Any device, data, or program 
that is used by more than one other device or 
program. For Microsoft Windows 2000, shared 
resources refer to any resource that is made 
available to network users, such as folders, files, 
printers, and named pipes. A shared resource can 
also refer to a resource on a server that is 
available to network users. 

shortcut A link to any item accessible on your 
computer or on a network, such as a program, file, 
folder, disk drive, Web page, printer, or another 
computer. You can put shortcuts in various areas, 
such as on the desktop, on the Start menu, or in 
specific folders. 

SID See security identifier (SID). 

Simple Mail Transport Protocol (SMTP) 
replication Used only for replic~tion over site 
links (inter-site) and not for replication within a 
site (intra-site). Because SMTP is asynchronous, 
it typically ignores all schedules. 

Single Instance Store (SIS) The service respon­
sible for reducing disk space requirements on the 
volumes used for storing Remote Installation Ser­
vices (RIS) installation images. When you install 
RIS as an optional component, you are prompted 
for a drive and directory where you would like to 
install RIS: This is the RIS volume. The SIS 
service attaches itself to the RIS volume and 
looks for any duplicate files that are placed on 
that volume. If duplicate files are found, SIS 
creates a link to the duplicates, thus reducing the 
disk space required. 

SIS See Single Instance Store (SIS). 

site One or more well-connected (highly reliable 
and fast) Transmission Control Protocol/Internet 
Protocol (TCP/IP) subnets. A site allows adminis­
trators to configure Active Directory access and 
replication topology quickly and easily to take 
advantage of the physical network. When users 
log on, Active Directory clients locate Active 
Directory servers in the same site as the user. 

site link A link between two sites that allows 
replication to occur. Each site link contains the 
schedule that determines when replication can 
occur between the sites that it connects. 

site link bridge The linking of more than two 
sites for replication and using the same transport. 
When site links are bridged, they are transitive­
that is, all site links for a specific transport 
implicitly belong to a single site link bridge for 
that transport. A site link bridge is the equivalent 
of a disjoint network; all site links within the 
bridge can route transitively, but they do not route 
outside of the bridge. 

smart card A credit-card-sized device used to 
securely store public and private keys, passwords, 



and other types of personal information. To use a 
smart card, you need a smart card reader attached 
to the computer and a personal identification 
number (PIN) for the smart card. In Microsoft 
Windows 2000, smart cards can be used to enable 
certificate-based authentication and single 
sign-on to the enterprise. 

SMTP See Simple Mail Transport Protocol (SMTP). 

snap-in A type of tool you can add to a console 
supported by Microsoft Management Console 
(MMC). A stand-alone snap-in can be added by 
itself; an extension snap-in can only be added to 
extend the function of another snap-in. 

software distribution point In Software Installa­
tion, a network location from which users are 
able to get the software that they need. 

Software Installation An extension within group 
policy that is the administrator's primary tool for 
managing software within an organization. Soft­
ware Installation works in conjunction with group 
policy and Active Directory, establishing a group 
policy-based software management system that 
allows you to centrally manage the initial deploy­
ment of software, mandatory and nonmandatory 
upgrades, patches, quick fixes, and the removal 
of software. 

special permissions On Microsoft Windows NT 
file system (NTFS) volumes, a custom set of 
permissions. You can customize permissions on 
files and directories by selecting the individual 
components of the standard sets of permissions. 

stand-alone server A computer that runs 
Microsoft Windows 2000 Server but does not 
participate in a domain. A stand-alone server has 
only its own database of users, and it processes 
logon requests by itself. It does not share account 
information with any other computer and cannot 
provide access to domain accounts. 

Start-of-Authority (SOA) resource record A record 
that indicates the starting point or original point 
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of authority for information stored in a zone. The 
SOA resource record (RR) is the first RR created 
when adding a new zone. It also contains several 
parameters used by other computers that use 
Domain Name System (DNS) to determine how 
long they will use information for the zone and 
how often updates are required. 

status bar A line of information related to the pro­
gram in the window, usually located at the bottom 
of a window. Not all windows have a status bar. 

subdirectory A directory within a directory. Also 
called a/older within a folder. 

subdomain A Domain Name System (DNS) 
domain located directly beneath another domain 
name (the parent domain) in the namespace tree. 
For example, example.microsoft.com would be a 
subdomain of the domain microsoft.com. A 
subdomain is also called a child domain. 

subnet A portion of a network, which may be a 
physically independent network segment, that 
shares a network address with other portions of 
the network and is distinguished by a subnet 
number. A subnet is to a network what a network 
is to an internet. 

subnet mask A 32-bit value that allows the 
recipient of Internet Protocol (IP) packets to dis­
tinguish the network ID portion of the IP address 
from the host ID. 

support tools Additional tools intended for use 
by Microsoft support personnel and experienced 
users to assist in diagnosing and resolving 
computer problems. The Windows 2000 Support 
Tools are included on the Windows 2000 
CD-ROM in the \Support\Tools folder. 

subtree Any node within a tree, along with any 
selection of connected descendant nodes. In the 
registry structure, subtrees are the primary node 
and contain keys, subkeys, and value entries. 
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support tools Additional tools intended for use 
by Microsoft support personnel and experienced 
users to assist in diagnosing and resolving com­
puter problems. The Windows 2000 Support 
Tools are included on the Windows 2000 CD­
ROM in the \Support\Tools folder. 

syntax The order in which you must type a com­
mand and the elements that follow the command. 

system files Files used by Microsoft Windows to 
load, configure, and run the operating system. 
Generally, system files must never be deleted or 
moved. 

System menu A menu that contains commands 
you can use to manipulate a window or close a 
program. You click the program icon at the left of 
the title bar to open the System menu. 

System Monitor A tool that allows you to collect 
and view extensive data about the usage of hard­
ware resources and the activity of system services 
on computers you administer. 

system partition The partition that contains the 
hardware-specific files needed to load Microsoft 
Windows 2000 (for example, NTLDR, 
OSLOADER, BOOT.IN!, NTDETECT.COM). 
The system partition can be, but does not have to 
be, the same as the boot partition. 

systemroot The path and folder name where 
the Microsoft Windows 2000 system files are 
located. Typically, this is C:\Winnt, although you 
can designate a different drive or folder when you 
install Windows 2000. You can use the value 
%systemroot% to replace the actual location of 
the folder that contains the Windows 2000 system 
files. To identify your systemroot folder, click 
Start, click Run, then type % systemroot % . 

system volume The volume that contains the hard­
ware-specific files needed to load Microsoft Win­
dows 2000. The system volume can be, but does not 
have to be, the same volume as the boot volume. 

SYSVOL A shared directory that stores the server 
copy of the domain's public files, which are repli­
cated among all domain controllers in the domain. 

T 
TAPI See Telephony API (TAPI). 

Task Manager A Microsoft Windows 2000 utility 
that provides information about programs and 
processes running on the computer. Using Task 
Manager, you can end or run programs, end 
processes, and display a dynamic overview of 
your computer's performance. 

Task Scheduler A tool used to schedule programs 
and batch files to run once, at regular intervals, or 
at specific times. 

TCO See total cost of ownership (TCO). 

TCP/IP See Transmission Control Protocol/ 
Internet Protocol (TCP/IP). 

Telephony API (TAPI) An application programming 
interface (API) used by communications programs 
to work with telephony and network services. 
Communications programs like HyperTerminal 
and Phone Dialer use TAPI to dial, answer, and 
route telephone calls on conventional telephony 
devices, including PBXs, modems, and fax 
machines. TAPI 3.0 also provides Internet Protocol 
(IP) telephony support, which Phone Dialer and 
other programs use to transmit, route, and control 
real-time audio and video signals over IP-based 
networks such as the Internet. 

Terminal services Software services that allow 
client applications to be run on a server so that 
client computers can function as terminals rather 
than independent systems. The server provides a 
multisession environment and runs the Microsoft 
Windows-based programs being used on the clients. 

text file A file containing text characters (letters, 
numbers, and symbols) but no formatting 
information. A text file can be a "plain" ASCII 



file that most computers can read. A text file can 
also refer to a word processing file. 

TFTPD See Trivial File Transfer Protocol 
Daemon (TFTPD) service. 

thread A specific set of commands within a 
program. 

Time-To-Live (TIL) A timer value included in 
packets sent over Transmission Control Protocol/ 
Internet Protocol(TCP/IP)-based networks that 
tells the recipients how long to hold or use the 
packet or any of its included data before expiring 
and discarding the packet or data. For Domain 
Name System (DNS), TTL values are used in 
resource records within a zone to determine how 
long requesting clients should cache and use this 
information when it appears in a query response 
answered by a DNS server for the zone. 

title bar The horizontal bar (at the top of a 
window) that contains the title of the window or 
dialog box. On many windows, the title bar also 
contains the program icon and the Maximize, 
Minimize, and Close buttons. 

top-level domain Domain names that are rooted 
hierarchically at the first tier of the domain 
namespace directly beneath the root(.) of the 
Domain Name System (DNS) namespace. On the 
Internet, top-level domain names such as .com 
and .org are used to classify and assign second­
level domain names (such as microsoft.com) to 
individual organizations and businesses accord­
ing to their organizational purpose. 

topology In Microsoft Windows, the relationships 
among a set of network components. In the context 
of Active Directory replication, topology refers to 
the set of connections that domain controllers use 
to replicate information among themselves. 

total cost of ownership (TCO) The total amount 
of money and time associated with purchasing 
computer hardware and software and deploying, 
configuring, and maintaining the hardware and 
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software. TCO includes hardware and software 
updates, training, maintenance, administration, 
and technical support. 

trace log A type of log generated when the user 
selects a trace data provider using the Performance 
console. Trace logs differ from counter logs in 
that they measure data continuously rather than 
taking periodic samples. 

transforms See modifications. 

transitive trust See implicit two-way transitive trust. 

Transmission Control Protocol/Internet Protocol 
(TCP/IP) A set of networking protocols used on 
the Internet that provides communications across 
interconnected networks made up of computers 
with diverse hardware architectures and various 
operating systems. TCP/IP includes standards for 
how computers communicate and conventions for 
connecting networks and routing traffic. 

tree A set of Microsoft Windows 2000 domains 
connected together via a two-way transitive trust, 
sharing a common schema, configuration, and glo­
bal catalog. The domains must form a contiguous 
hierarchical names pace· such that if microsoft.com 
is the root of the tree, example.microsoft.com is a 
child of microsoft.com, another.example.micro­
soft.com is a child of example.microsoft.com, 
and so on. 

Trivial File Transfer Protocol Daemon (TFTPD) 
service The service responsible for hosting spe­
cific file download requests made by the client 
computer. The TFTPD service is used to down­
load the Client Installation Wizard (CIW) and all 
client dialog boxes contained within the CIW for 
a given session. 

Trojan horse A program that masquerades as 
another common program in an attempt to receive 
information. An example of a Trojan horse is a 
program that behaves like a system logon to 
retrieve user names and password information 
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that the writers of the Trojan horse can later use 
to break into the system. 

trust relationship A logical relationship estab­
lished between domains to allow pass-through 
authentication, in which a trusting domain honors 
the logon authentications of a trusted domain. 
User accounts and global groups defined in a 
trusted domain can be given rights and permis­
sions in a trusting domain, even though the user 
accounts or groups do not exist in the trusting 
domain's directory. · 

TTL See Time-To-Live (TTL). 

tunnel A logical connection over which data is 
encapsulated. Typically, both encapsulation and 
encryption are performed and the tunnel is a 
private, secure link between a remote user or host 
and a private network. 

u 
UNC See Universal Naming Convention (UNC) 
name. 

Unicode A standard encoding scheme used for 
computer-text-based data. Unicode uses 2 bytes 
(16 bits) to represent each character, which allows 
65,536 possible unique characters to be assigned. 
This number of possible character values enables 
almost all of the written languages of the world to 
be represented using a single character set. 

universal group A security or distribution group 
that can be used anywhere in the domain tree or 
forest. A universal group can have members from 
any Microsoft Windows 2000 domain in the 
domain tree or forest. It can also include other 
universal groups, global groups, and accounts 
from any domain in the domain tree or forest. 
Rights and permissions must be assigned on a 
per-domain basis, but can be assigned at any 
domain in the domain tree or forest. Universal 
groups can be members of domain local groups 
and other universal groups but cannot be members 

of global groups. Universal groups appear in the 
global catalog and should contain primarily 
global groups. 

Universal Naming Convention (UNC) name The 
full Microsoft Windows 2000 name of a resource 
on a network. It conforms to the \\servername\ 
sharename syntax, where servemame is the name 
of the server and sharename is the name of the 
shared resource. UNC names of directories or 
files can also include the directory path under the 
share name, with the following syntax: \\server­
name\sharename\directory\filename. 

UPN See user principal name (UPN). 

user account A record that consists of all the 
information that defines a user to Microsoft 
Windows 2000. This includes the user name and 
password required for the user to log on, the 
groups in which the user account has membership, 
and the rights and permissions the user has for 
using the computer and network and accessing 
their resources. For Windows 2000 Professional 
and member servers, user accounts are managed 
with the Local Users and Groups console. For 
Windows 2000 Server domain controllers, user 
accounts are managed with the Active Directory 
Users and Computers console. 

user mode A console mode that does not enable 
full access to all Microsoft Management Console 
(MMC) functionality. There are three types of user 
modes that allow different levels of access and 
functionality: Full Access; Limited Access, Multiple 
Windows; and Limited Access, Single Window. 

user name A unique name identifying a user 
account to Microsoft Windows 2000. An account's 
user name must be unique among the other group 
names and user names within its own domain or 
workgroup. . 
user principal name (UPN) This consists of a user 
account name (sometimes referred to as the user 
logon name) and a domain name identifying the 



domain in which the user account is located. This 
is the standard usage for logging on to a 
Microsoft Windows 2000 domain. The format is: 
user@domain.com (as for an e-mail address). 

user profile A profile that defines the Microsoft 
Windows 2000 environment that is loaded by the 
system when a user logs on. It includes all the 
user-specific settings of a user's Windows 2000 
environment, such as program items, screen 
colors, network connections, printer connections, 
mouse settings, and window size and position. 

user rights Tasks a user is permitted to perform 
on a computer system or domain, such as backing 
up files and folders, adding or deleting users in a 
workstation or domain, and shutting down a com­
puter system. Rights can be granted to groups or 
to user accounts, but are best reserved for use by 
groups. User rights are set in group policy. 

user rights policy Security settings that manage the 
assignment of rights to groups and user accounts. 

v 
Virtual Private Networking (VPN) The extension of 
a private network that encompasses encapsulated, 
encrypted, and authenticated links across shared 
or public networks. VPN connections can provide 
remote access and routed connections to private 
networks over the Internet. 

volume A portion of a physical disk that functions 
as though it were a physically separate disk. In My 
Computer and Microsoft Windows Explorer, vol­
umes appear as local disks such as C: or D:. 

volume set A partition consisting of disk space 
on one or more physical disks that was created 
with Microsoft Windows NT 4.0 or earlier. You 
can delete volume sets only with Windows 2000. 
To create new volumes that span multiple disks, 
use spanned volumes on dynamic disks. 

VPN See Virtual Private Networking (VPN). 
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w 
WAN See wide area network (WAN). 

Web server A computer that is maintained by a 
system administrator or Internet service provider 
(ISP) and that responds to requests from a user's 
browser. 

well-connected Sufficient connectivity to make 
your network and Active Directory useful to 
clients on your network. The precise meaning of 
it is determined by your particular needs. 

wide area network (WAN) The extension of a data 
network that uses telecommunication links to 
connect to geographically separated areas. 

Windows 2000 Advanced Server A powerful 
departmental and application server that provides 
rich network operations system (NOS) and Inter­
net services. Advanced Server supports large phy­
sical memories, clustering, and load balancing. 

Windows 2000 Datacenter Server The most 
powerful and functional server operating system 
in. the Microsoft Windows 2000 family. It is opti­
mized for large data warehouses, econometric 
analysis, large-scale simulations in science and 
engineering, and server consolidation projects. 

Windows 2000 Executive This component per­
forms most of the input/output (I/O) and object 
management, including security. It does not 
perform screen and keyboard I/O; the Microsoft 
Win32 subsystem performs these functions. The 
Windows 2000 Executive contains the Windows 
2000 kernel mode components. 

Windows 2000 Professional A high-performance, 
secure network client computer and corporate 
desktop operating system that includes the best 
features of Microsoft Windows 98, significantly 
extending the manageability, reliability, security, 
and performance of Windows NT Workstation 
4.0. Windows 2000 Professional can be used 
alone as a desktop operating system, networked 
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in a peer-to-peer workgroup environment, or used 
as a workstation in a Windows 2000 Server 
domain environment. 

Windows 2000 Server A file, print, and applica­
tions server, as well as a Web server platform that 
contains all of the features of Microsoft Windows 
2000 Professional plus many new server-specific 
functions. This product is ideal for small- to me­
dium-sized enterprise application deployments, 
Web servers, workgroups, and branch offices. 

Windows Installer Installs software packaged in 
Microsoft Windows Installer files. 

Windows Internet Naming Service (WINS) A 
software service that dynamically maps Internet 
Protocol (IP) addresses to computer names 
(NetBIOS names). This allows users to access 
resources by name instead of requiring them to 
use IP addresses that are difficult to recognize 
and remember. WINS servers support clients 
running Microsoft Windows NT 4.0 and earlier 
versions of Microsoft operating systems. 

WINS See Windows Internet Naming Service 
(WINS). 

workgroup A simple grouping of computers, 
intended only to help users find such things as 

printers and shared folders within that group. 
Workgroups in Windows 2000 do not offer the 
centralized user accounts and authentication 
offered by domains. 

workstation Any networked Macintosh or PC 
using server resources. 

z 
zone In a Domain Name System (DNS) data­
base, a zone is a subtree of the DNS database that 
is administered as a single separate entity, a DNS 
server. This administrative unit can consist of a 
single domain or a domain with subdomains. A 
DNS zone administrator sets up one or more 
name servers for the zone. 

zone database file The file where name-to-IP­
address mappings for a zone are stored. 

zone transfer The process by which Domain Name 
System (DNS) servers interact to maintain and 
synchronize authoritative name data. When a DNS 
server is configured as a secondary master for a 
zone, it periodically queries another DNS server 
configured as its source for the zone. If the version 
of the zone kept by the source is different, the 
secondary master server will pull zone data from 
its source DNS server to synchronize zone data. 
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accumulative counters, 524 

ACEs (access control entries), 265, 458 

ACLDIAG.EXE (ACL Diagnostics), 
544-545 

ACLs. See access control lists (ACLs) 

Action tab, alert's dialog box 

illustration of, 536 
options of, 535 

Active Directory, 17-24, 36-57 

architecture of, 22-24 

components of, 23-24, 37 

DNS and, 20, 49-53 

global catalog and, 44-45 

LDAP and HTTP support in, 20 

logical structure of, 38-41 

name servers and, 53-54 

Active Directory (continued) 

naming conventions and, 54-56 

objects and, 36-37 

open standards support for, 20 

physical structure of, 41-43 

replication and, 45-48 

scalability of, 19 

simplified administration in, 19 

standard name formats and, 21 

trust relationships and, 48-49 

Windows 2000 architecture and, 
21-22 

Windows 2000 new features and, 3-4 
Active Directory, administering, 

342-391 

access control in, 349-357 

backing up, 376-381 

delegating control in, 371-375 

guidelines for, 372-373 

locating Active Directory objects, 
343-348 

moving Active Directory objects, 
362-370 

publishing resources in, 358-361 

restoring, 382-388 

troubleshooting, 389-390 

Active Directory, administrative tools, 
59-72 

Active Directory Domains and 
Trusts console, 62-63 

Active Directory Schema snap-in, 63 

Active Directory Sites and Services 
console, 63 

Active Directory Support Tools, 
64-66 

Active Directory Users and 
Computers console, 63 

ADSI and, 66 

MMC and, 66-71 

task categories and, 60-61 

user profiles and, 208 

Active Directory, DNS in. See Domain 
Name System (DNS), 
integrating with Active 
Directory 

Active Directory, installing, 103-110 

Active Directory Installation Wizard 
and, 103-104 

Index 675 

Active Directory, installing (continued) 

configuring DNS and, 104 

database and shared system 
volume and, 104-105 

domain modes and, 105-106 

promoting stand-alone servers to 
domain controllers, 107-108 

removing Active Directory from a 
domain controller and, 106 

testing DNS server and, 109-110 

viewing domain and, 108-109 

Active Directory, performance 
monitoring tools, 519-539 

Events Viewer console, 520-521 

overview of, 520 

Performance console, 522 

Performance Logs and Alerts, 
528-536 

System Monitor, 522-528, 
536-538 

Active Directory, planning, 88-102 

domain namespace and, 92-97 

domain structure and, 88-92 

OU structure and, 97-99 

site structure and, 100-101 

Active Directory Administration Tool 
(LOP.EXE), 540-541 

Active Directory Diagnostic Tool 
(DSASTAT.EXE), 543 

Active Directory Domains and Trusts 
console, 62-63 

Active Directory Installation Wizard, 
103-104 

adding domain controller to existing 
domain, 103 

creating first domain controller, 104 

DEFAULTSITELINK and, 159 

tasks performed with, 103 

Active Directory objects 

access control lists (ACLs) and, 349 

assigning permissions to, 351-352, 
373-374 

auditing access to, 475-476 
controlling access to, 354-357 

delegating control of, 371-375 

Find dialog box and, 344-345 

locating, 343-348 
moving between domains, 363-367 
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Active Directory objects (continued) 

moving domain controllers between 
sites, 368-369 

moving within a domain, 362-363, 
369-370 

moving workstations or member 
servers between domains, 
367-368 

objects permissions and, 349-350 
permissions inheritance for, 353-354 

setting up auditing for, 482-483 

special permissions and, 350-353 

standard permissions and, 350-352 
table of common types, 343-344 

Active Directory Replication Monitor 
(REPLMON.EXE), 541-542 

Active Directory Schema snap-in, 37, 
63-64 

Active Directory Service Interfaces 
(ADSI) 

functions of, 66 

Windows 2000 new features and, 3 

Active Directory Sites and Services 
console, 63 

moving domain controllers between 
sites, 368-369 

opening Group Policy snap-in, 397 

publishing services, 360-361 

Active Directory Support Tools. See 
Support Tools, Active 
Directory 

Active Directory Users and Computers 
console, 63 

assigning permissions with, 373-374 
creating GPO with, 412-413 

creating groups with, 241 

creating user accounts with, 190 

moving objects within domains 
with, 369-370 

opening Group Policy snap-in 
with, 397 

publishing resources with, 358 

setting permissions with, 
350-351, 351 

setting processing order with, 417 

setting RIS server properties with, 565 

using as domain administrator, 259 

viewing domains with, 109 
viewing printers in, 347 

Add A Group Policy Object Link 
dialog box, 420 

Add A New Replica dialog box, 
332-333,333 

Add Counters dialog box, 527 

Add Installation Image Wizard, 578 

Add Network Place Wizard, 316 
Add/Remove Programs 

software management and, 427 

specifying application categories 
with, 441-442 

Add Wizard, 578-579 

administrative control 
delegating, 373-374, 414-415 

Delegation Of Control Wizard and, 
371-372 

guidelines for delegating, 371-372 

administrative requirements, 90-91 

administrative shared folders, 310-311. 
See also shared folders 

Administrative Templates 

computer configuration settings and, 
399-400 

illustration of, 400 

registry-based group policy settings 
and, 399-400 

user configuration settings and, 
399-400 

administrative tools. See Active 
Directory, administrative tools 

Administrative Tools menu, 520 

Administrator account, 182 

Administrators group 

Full Control permission and, 322 

RUNAS command and, 257-259 

Run As program and, 256-257 

running computer as an 
administrator and, 255 

sharing folders and, 310 

stopping folder sharing and, 324 

Users and Power Users groups and, 
255-256 

ADSI (Active Directory Service 
Interfaces) 

functions of, 66 

Windows 2000 new features and, 3 

Advanced Server version, Windows 
2000,3 

alerts, creating, 534-536, 538 

AMD network adapters, 560 

American Standard Code for 
Information Exchange 
(ASCII), 96 

application logs, 484, 521 

application programming 
interfaces (APis) 

environment subsystems and, 13 

Windows Installer and, 428 

applications 

assigning, 428, 434 

automatic installation options for, 
437-438 

categories for, 438-439, 441-442 

creating and sharing application 
folders, 306-307 

editing options for, 439-441 

line of business (LOB) applications 
and, 572 

modifications and, 436-437 

permissions for, 442 

publishing, 428, 435 
removing, 444-445 

upgrading, 443-444 

applied permissions exercise 

illustration of, 305 

shared folders and, 304-305 

Apps shared folder, 322 

architecture, Windows 2000, 12-16 

Active Directory and, 21-22 

illustration of, 12 
kernel mode and, 14-16 
user mode and, 12-14 

ASCII (American Standard Code for 
Information Exchange), 96 

Asynchronous Tran sf er Mode, 3 

attributes 

illustration of, 36 
objects and, 36 

auditing, 466-483 

access to Active Directory objects 
and,475-476 

access to files and folders and, 
472-475 

access to printers and, 477-478 

configuring, 468 



auditing (continued) 

guidelines for audit policies, 467-468 

overview of, 466 

planning domain audit policy, 479 

recommended practices for, 478 

resources and events and, 479-483 

setting up Active Directory object 
auditing, 482-483 

setting up audit policies, 
469-472,480 

setting up file auditing, 480-481 

setting up printer auditing, 481-482 

types of events audited, 469 
using audit policies, 466-467 

Auditing Entry For dialog box, 473, 
476, 477 

audit policies 

guidelines for, 467-468 

planning domain audit policy, 479 

setting up, 469-472, 480 

using, 466-467 

authentication 

illustration of, 27 

process of, 27-28 

workstations and, 98 

authoritative restore, 382-383, 
386-388 

Author mode, MMC, 71 

AXFR (full zone transfer), 143 

8 
backing up, Active Directory, 376-381 

advanced settings for, 379-380 

Backup Wizard and, 376-381, 377 

media options for, 378 

preliminary tasks for, 376 

scheduling, 380-381 

specifying what to back up, 377 

specifying where to store, 377-378 

backup domain controllers (BDCs), 112 

Basic (BASIC* .INF) security level, 500 

BDCs (backup domain controllers), 112 

binding information, publishing, 359 

Block Policy Inheritance, 403, 418, 457 

Boot Information Negotiation Layer 
(BINL), 555 

bridgehead servers, 171-172 

B uiltin containers, 251 

built-in groups, 251-252 

built-in local groups, 252-253 

built-in user accounts 

c 

Administrator account, 182 

Guest account, 183 

central control design, GPO, 410, 411 

Certificate Services, 3 

Change Permissions, 283, 305 

child objects, 353-354 

classes, 36 

Client Installation Wizard (CIW), 
558-559,559,568-571 

Automatic Setup option, 568-569 

Custom Setup option, 569 

Maintenance And Troubleshooting 
option, 569-580 

Restart A Previous Setup Attempt 
option, 569 

setting installation options with, 
570-571 

clients 

adding new client installation 
images, 578-579 

client reservations and, 642-643 

Domain Model and, 11 

finding client computers, 582 

hardware requirements for, 560 

installation options, 568-571 

installing client components, 555-557 

locating GUID for client computers, 
582-583 

logon failures and, 390 

prestaging client computers, 5 
80-582 

resource access failures and, 390 

Compaq network adapters, 560 

Compatible (COMPAT*.INF) security 
level, 500-501 

Component Services, 4 

computer configuration settings 

disabling unused settings and, 
416-417 

group policies and, 397 

Index 677 

computers 

Active Directory objects and, 343 

joining computer accounts to 
domain, 585-586 

locking, 30-31 

moving computer objects with 
NETDOM utility, 364 

publishing computer accounts, 358 

remote computers and, 338 

setting logon workstations and, 200 

setting permissions for computer 
accounts, 584 

shutting down, 33 

configuration information 

publishing, 360 

replication and, 46 

Configure Your Server dialog 
box,563 

connections, 170,389-390 

console messages, sending, 550 

consoles, definition of, 66 

console trees, definition of, 69 

contact, Active Directory objects, 343 

containers 

Builtin container and, 251 

definition of, 37 

domain user accounts and, 181 

user containers and, 241 

counter logs 

creating, 530-532, 537 

logging requirements for, 529 

options of, 529 
overview of, 528 

Create A New Dfs Link dialog 
box,332 

CREATOR OWNER group, 276 

Customization Wizard, 429 

D 
database files, Active Directory, 

104-105 
database layer, Active Directory 

service components, 23 

database log files, Active Directory, 
104-105 

Datacenter Server version, Windows 
2000,3 
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data folders 

public data, 307-308 

working data, 308 

data store, Active Directory service 
components, 23-24 

DDNS. See Dynamic DNS (DDNS) 

debug options, DNS server, 149-150 

dedicated policy type, GPO, 407 

default groups, 250-254 

built-in groups, 251-252 

built-in local groups, 252-253 

predefined groups, 250-251 

special identity groups, 253-254 
DEFAULTSITELINK, 159 

Delegation of Control Wizard, 
371-372, 585 

Deploy Software dialog box, 433, 435 

device drivers component, 16 

Dfs. See distributed file system (Dfs) 

dial-in settings, user accounts, 201 

dialog boxes 

Access Control Settings For dialog 
box,284,352 

Add A Group Policy Object Link 
dialog box, 420 

Add A New Replica dialog box, 
332-333,333 

Add Counters dialog box, 527 

Auditing Entry For dialog box, 473, 
476,477 

Configure Your Server dialog 
box, 563 

Create A New Dfs Link dialog 
box, 332 

Deploy Software dialog box, 433, 435 

Export Policy To dialog box, 505 

Find dialog box, 344-345 

Find In dialog box, 486, 487 

Find Printers dialog box, 347 

Find Remote Installation Clients 
dialog box, 583 

High Screen Saver Tab Properties 
dialog box, 416 

Host Server dialog box, 581 

Import Policy From dialog box, 504 

Local Security Policy Setting dialog 
box, 472 

Logan Hours dialog box, 199 

dialog boxes (continued) 

Log On To Windows dialog box, 
25-26 

Logan Workstations dialog box, 200 

Manage Authorized Servers dialog 
box,564-565 

Managed dialog box, 581 

Move Server dialog box, 369 

Networking Services dialog box, 639 

New Group dialog box, 245-246 

New Object-Computer dialog 
box,580 

New Object-Group dialog box, 242 

New Object-Organizational Unit 
dialog box, 120 

New Object-Printer dialog box, 359 

New Object-Shared Folder dialog 
box,358 

New Object-Site dialog box, 157 

New Object-Site Link Bridge dialog 
box, 169 

New Object-Site Link dialog box, 160 

New Object-Subnet dialog box, 158 

New Object-User dialog box, 
192-193 

Organizational Unit Properties 
dialog box, 120-121 

Permission Entry For dialog box, 
282,285 

Permission Entry For Users dialog 
box, 353 

Permissions For dialog box, 
312-313,313 

Properties dialog box, 159, 166, 
201,312,350-351 

Remote Boot Disk Generator dialog 
box,576 

Remote Installation Services 
Properties dialog box, 565-568 

Replication Policy dialog box, 335 

Reset Password dialog box, 224 

Run As Other User dialog box, 256 

Security dialog box, 295 

Security Log Properties dialog box, 
488,489 

Select Users, Computers, Or Groups 
dialog box, 313 

Select Users Or Groups dialog 
box,246 

dialog boxes (continued) 

Software Installation Properties 
dialog box, 432, 438-439 

Specified Group And Location 
dialog box, 449 

Template Security Policy Setting 
dialog box, 471, 498 

Windows Security dialog box, 30 

Digital Equipment Corp (DEC) 
network adapters, 560 

directories 

definition of, 17 

partitions for, 45-46 

replication of, 100 

directory database, Domain Model 
and, 10 

directory services 

definition of, 17 

Directory Service logs and, 521 

Directory Services Restore Mode 
and,383,386-388 

uses of, 18-19 

Directory System Agent (DSA), 23 

Disk Management, 4 

disk quotas, 4 

distinguished names (DNs), 54, 
55, 189 

distributed control design, GPO, 
410-411, 411 

distributed file system (Dfs), 328-339 

accessing Dfs root, 338-339 

adding shared folders, 332-333, 336 

creating Dfs link, 331-332, 338 
creating Dfs root, 330-331, 

336-337 

Dfs shares and, 329 

file sharing and, 329 

overview of, 328 

reasons for using, 330 

replication policy of, 333-335 

sharing existing folders, 336 

topology of, 330 

troubleshooting and, 458 

Distributed File System console, 332 

distribution groups, 231 

DNS. See Domain Name System 
(DNS) 



domain controllers 

Active Directory and, 19 

Active Directory objects and, 344 

adding to existing domains, 103 

audit policies and, 468, 469-471 

connecting to shared folders, 323-324 

creating first domain controller, 104 

Dfs links and, 338 
Domain Model and, 10-11 

functions of, 42 

moving between sites, 368-369 

removing Active Directory from, 106 

replication and, 46, 543 

domain data, 46 

domain local groups, 232 

adding members to, 246, 248-249 

built-in, 251-252 

changing scope of, 244 

creating, 245-246, 248 

deleting, 246 

distinguishing from local groups, 234 

planning strategy for, 236-237 

Domain Manager support tool. See 
NETDOM utility 

Domain Model, 10-11 

benefits of, 10-11 

client computers and, 11 

directory database and, 10 

domain controller and, 10-11 

member servers and, 11 

domain modes, 105-106 

mixed mode, 105 
native mode, 105-106 

domain namespace, 50-53, 92-97. 
See also namespaces 

choosing DNS domain name, 92 

host names and, 52 

illustration of, 50, 97 

internal vs. external namespaces, 
93-96 

planning, 92-97 

requirements and guidelines for, 
96-97 

structure of, 51-52 

types of namespace and, 50-51 

zones and, 52 

Domain Name System (DNS) 

Active Directory and, 20 

choosing domain name, 92 

configuring for Active Directory, 104 

DNS characters and, 96 

trees and forests and, 92 

Windows 2000 new features and, 4 

Domain Name System (DNS), 
integrating with Active 
Directory, 125-153 

DNS name resolution and, 126-130 

DNS notification and, 146-148 

monitoring and troubleshooting, 
149-153 

zone configuration and, 130-142 

zone replication and transfer and, 
143-146 

Domain Name System (DNS), name 
resolution 

forward lookup queries and, 127-128 

IP addressing and, 126-127 

name server caching and, 128-129 

overview of, 125 
reverse lookup queries and, 129-130 

Domain Name System (DNS), 
namespace, 49-53 

domain namespace and, 50 

host names and, 52 

name resolution and, 49 

root domain and, 51 

second-level domains and, 51-52 

top-level domains and, 51 

types of namespace, 50-51 

zones and, 52-53 

Domain Name System (DNS), servers 

forward lookup zones and, 134 

reverse lookout zones and, 135 

testing, 109-110 

domain naming master roles 

availability problems and, 389 

forests and, 112 

identifying, 116 
responding to failures in, 118-119 

transferring, 117 

domains 

Active Directory and, 19 

Index 679 

domains (continued) 

Active Directory logical structures 
and,38-39 

audit policy for, 479 

creating, 104 

DNS database and, 50 

Domain Model and, 10 

infrastructure master role for, 113 

joining computer accounts to, 
585-586 

operations master role assignments 
and, 114-115 

PDC emulator role for, 112-113 

planning domain structure and, 91 

relative ID master role for, 112 

troubleshooting, 389 

viewing with Active Directory Users 
and Computers console, 109 

viewing with My Network Places, 
108-109 

domains, planning, 88-92 

administrative requirements and, 
90-91 

domain organization needs and, 
90-92 

domain requirements and, 91 

logical environment and, 88-89 

physical environment and, 89-90 

Domains and Trusts console, Active 
Directory, 62-63 

domain user accounts, 181-182 

creating, 191-195 

illustration of, 182 

DSA (Directory System Agent), 23 

DSASTAT.EXE, 543 

Dynamic DNS (DONS), 138-139, 
141-142 

Active Directory and, 20 

configuring, 141-142 

DHCP, 138-139 

domain names and, 49 

dynamic updates with, 138 
zones for, 139 

Dynamic Host Configuration Protocol 
(DHCP), 4, 639-643 

configuring client reservations for, 
642-643 
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Dynamic Host Configuration Protocol 
(DHCP) (continued) 

configuring global options for, 
641-642 

configuring scope options for, 642 

creating scope for, 
640-641 

installing, 639-640 

RIS and, 639-643 

dynamic updates, 152 

E 
effective permissions, 266, 303 

Encrypting File System, 4 

environment subsystems, 13 

eventlogging,464 

Active Directory performance 
and, 521 

DNS server and, 149 

settings for, 463--464 

events 

Active Directory events and 
triggers, 475--476 

auditing, 479--483 

definition of, 466 

printer events and triggers, 478 

recommended audit events, 478 

user events and triggers, 473--474 

Event Viewer console, 485, 520-521 

adding to consoles, 76-77 

archiving security log with, 490, 492 

clearing security log with, 490, 492 
configuring security logs with, 

488--490,491 

Directory Service log and, 521 

event logs and, 521 

filtering events with, 487--488 

finding events with, 486 

viewing events with, 467 

viewing security log on remote 
computer, 486 

viewing security log with, 485, 491 

Windows 2000 logs and, 484 

Everyone group, 275 

Executive components, Windows 
2000, 14-15 

explicit one-way nontransitive trust, 49 

Export Policy To dialog box, 505 

extensible storage engine, 23-24 

extensions 

Folder Redirection, 446--453 

MMC, 70, 400--401 

removing from snap-ins, 77-79 

Software Installation, 427--428 

external namespaces, 93-96 

F 
FAT32 file system, 264 

FAT file system, 264, 301 

file name extensions, 437 

file permissions 

associating with special 
permissions, 282 

NTFS and, 265 

File Replication Service (FRS), 334 

files 

auditing, 472--475, 480--481 

controlling access to, 295 

copying, 289-290 
moving between NTFS volumes, 291 

moving within single NTFS 
volume, 290 

permissions, assigning, 286-287 

permissions, changing, 481 

permissions, determining, 286 

permissions, testing, 287-288 

replication logs for, 521 

sharing files with Dfs, 329 

taking ownership of, 287 

Filter tab, Event Viewer 

illustration of, 488 

options of, 487 

Find dialog box 
illustration of, 344 

options of, 345 

using with Active Directory, 
344-345 

Find In dialog box 

illustration of, 487 

options of, 486 

Find Printers dialog box, 347 

Find Remote Installation Clients 
dialog box, 583 

folder permissions 

assigning, 277-278 

associating with special 
permissions, 282 

NTFS and, 264-265 

testing, 276-277 

Folder Redirection 

advantages of, 446--447 

best practices and, 459 

group policy settings for, 399 

overview of, 446 

redirecting by security group 
membership, 447--450 

redirecting My Picture folder to 
follow My Documents 
folder, 452 

redirecting to a single location, 
450--452 

folders 

auditing access to, 472--475 

copying, 289-290, 292 

creating, 291-292 

moving, 292 

moving between NTFS volumes, 291 

moving within single NTFS 
volume, 290 

taking ownership of, 286 

folders, special, 446--460 

default locations of, 447 

Folder Redirection and, 446--447 

policy removal and, 452--453 

setting up Folder Redirection for 
447--452 ' 

types of, 446 

forests 

Active Directory logical structures 
and,41 

DNS name structure and, 92 
domain naming master role for, 112 

illustration of, 41 

operations master role assignments 
and, 114-115 

schema master role for, 112 

forward lookup queries 

DNS name resolution and, 127-128 

illustration of, 127 

forward lookup zones, 132-134, 
139-140 



FQDNs (fully qualified domain 
names), 52 

FRS (File Replication Service), 334 

Full Control permission 

assigning, 354 

assigning to Administrators 
group, 322 

assigning to a folder, 295 

shared folder permissions and, 301 

fully qualified domain names 
(FQDNs), 52 

full zone transfer (AXFR), 143 

functional roles design, GPO, 409, 410 

G 
GDI (Graphical Device Interface), 15 

global catalogs, 44-45 

directory roles of, 45 

enabling/disabling on sites, 177 

illustration of, 44 

replication and, 46 

trees and, 40 
global catalog server, 44 

global groups 

adding members to, 247-248 

creating, 247 

group scopes and, 232 

moving users and, 365 

planning strategy for, 236-237 

predefined, 250-251 

globally unique identifiers (GUIDs), 
55, 363,582-583 

global options, scope, 641-642 

GPOs. See group policy objects (GPOs) 

Graphical Device Interface (GDI), 15 

Graphical User Interface (GUI) tools, 64 
group accounts, 229-261 

Active Directory objects and, 343 

adding members to, 242-244 

administrator groups and, 255-259 

built-in groups and, 251-252 

built-in local groups and, 252-253 

changing group type, 244 

creating, 241-242 

default groups and, 250-254 

definition of, 230 

group .accounts (continued) 

deleting, 242 

distribution groups and, 231 

global groups and, 247-248 

group scopes and, 231-232, 244 

local groups and, 234, 245-246, 
248-249 

membership rules for, 233 

nesting and, 233 

overview of, 230-235 

permissions and, 230-231 

planning strategy for, 236-240 

planning worksheet for, 239 
predefined groups and, 250-251 

security groups and, 231 

simplified administration with, 230 

special identity groups and, 253-254 

troubleshooting, 390 

group policies, 394-405 

administrative templates for, 399-400 

best practices for, 457-459 

computer configuration settings 
for, 397 

definition of, 394 

delegating control of, 395 

filtering with security groups, 
404-405 

GPOs and, 394-395 

inheritance and, 404 

MMC snap-ins and, 400-401 

namespace syntax and, 401 

new features and, 4 

processing sequence and, 402-404 

removing, 452-453 

snap-in for, 395-397 

software settings for, 398 

startup and logon and, 401-402 

user configuration settings for, 397 

Windows settings for, 398-399 

group policies, implementing, 412-426 

Block Policy Inheritance option 
and,418 

creating a GPO, 412, 422 

creating GPO console, 413-414, 
422-423 

delegating administrative control of 
a GPO, 414-415, 423 

Index 681 

group policies, implementing 
(continued) 

deleting a GPO, 421 

disabling unused group policy 
settings, 424 

editing a GPO and GPO settings, 421 

enabling loopback, 418-419 

filtering GPO scope, 419, 425 

GPO links and, 420, 421, 425 

GPO processing exceptions and, 424 

GPO processing order and, 417 

group policy settings and, 415-417, 
420,423-424 

No Override option and, 418 

testing a GPO, 425-426 

group policies, managing software. 
See software management 

group policies, managing special 
folders. See folders, special 

group policies, planning, 406-411 

central control design and, 410 

designing based on setting type, 
406-407 

distributed control design and, 
410-411 

functional roles design and, 409, 410 

layered GPO design and, 407-408 

monolithic GPO design and, 408 

team design and, 409-410, 410 

group policies, troubleshooting, 
454-459 

best practices and, 457-459 

Folder Redirection and, 459 
Group Policy snap-in problems, 

454-455 

settings problems, 455-456 

software installation problems, 
456-457 

group policy objects (GPOs) 

central control design and, 410 

creating, 412, 422 

default permissions of, 414 
delegating control of, 414-415, 423 

deleting, 421 

distributed control design and, 
410-411 

editing, 421 

filtering scope of, 419, 425 
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group policy objects (GPOs) 
(continued) 

Folder Redirection and, 452-453 

functional roles design and, 409, 410 

GPO console and, 413-414, 422-423 

importing security templates into, 
503-504 

layered GPO design and, 407-408 

linking to sites, domains, or OUs, 
420-421,425 

modifying group policy of, 420 

monolithic GPO design and, 408 

MOVETREE utility and, 364 

names pace and, 401 

overview of, 394-395 

processing sequence for, 417, 424 

settings for, 415-417, 423-424 

setting types for, 406 

team design and, 409-410, 410 

testing, 425-426 

Group Policy snap-in, 395, 415 

delegating administrative control 
with, 414-415 

filtering GPO scope with, 419 

Folder Redirection extension to, 
446-453 

loopback setting and, 418-419 

opening local Group Policy 
snap-in, 396 

opening with Active Directory Sites 
and Services, 397 

opening with Active Directory Users 
and Computers, 397 

specifying group settings with, 
415-416 

group scopes, 231-232 

changing, 244 

domain local groups and, 232 

global groups and, 232 

illustration of, 232 

membership rules for, 233 

universal groups and, 232 

Guest accounts, 183 

GUI (Graphical User Interface) tools, 64 

GUID (globally unique identifiers), 
55, 363 

H 
hardware abstraction layer (HAL), 

16,574 

Hardware Compatibility List (HCL), 376 

hardware requirements 

clients, 560 

servers and, 559-560 

Hewlett-Packard network adapters, 561 

Highly Secure (HISEC* .INF), security 
levels, 501 

High Screen Saver Tab Properties 
dialog box, 416 

home directories 

creating, 220-221 

overview of, 220 

Host (A), 135 

host ID, 126 

Host Information (HINFO), 135 

host names, DNS, 52 

Host Server dialog box, 581 

Hypertext Transfer Protocol (HTTP) 

Active Directory and, 20 

URLs and, 21 

IAS (Internet Authentication Service), 5 

IIS (Internet Information Services) 

reverse lookout zones and, 134 

Windows 2000 new features and, 5 

implicit two-way transitive trust, 48 

Import Policy From dialog box, 504 

incremental zone transfer (IXFR), 
143-144 

Indexing Service, 4 

infrastructure master roles 

availability problems and, 390 

domains and, 113 

identifying, 115-116 

responding to failures in, 119 

transferring, 116-117 

inheritance 

group policies and, 404 

illustration of, 267 

NTFS permissions and, 267-268 

overview of, 267-268 

inheritance (continued) 

preventing, 268, 271-272, 354 

using with Active Directory, 353, 
353-354 

integral subsystems, 14 

IntelliMirror, 5 

Intel network adapters, 560 

internal namespaces, 93-96 

Internet Authentication Service (IAS), 5 

Internet connection sharing, 5 
Internet Export Maintenance, 399 

Internet Information Services (IIS) 

reverse lookout zones and, 134 

Windows 2000 new features and, 5 

Interprocess Communication Manager 
(IPC), 15 

inter-site replication, 165-173 

configuring, 172-173 

designating preferred bridgehead 
server for, 171-172 

forcing replication over a 
connection, 170 

manually configuring connections 
for, 169-170 

replication availability and, 167-168 

replication frequency and, 166-167 

site link bridges and, 168-169 

site link cost and, 165-166 

inter-site transport, 168 

1/0 Manager, 15 

IP addressing, 126-127 

IPC (Interprocess Communication 
Manager), 15 

IP replication, 159-160 

IP Security (IPSec) 

policies for, 465 

Windows 2000 support for, 5 

IXFR (incremental zone transfer), 
143-144 

K 
Kerberos 

policies for, 463 

Windows 2000 support for, 5 

kernel mode, Windows 2000, 14-16 

device drivers component, 16 

executive component, 14-15 



kernel mode, Windows 2000 
(continued) 

L 

HAL component, 16 
microkernel component, 16 

LANs (local area networks), 100-101 

Layer 2 Tunneling Protocol (L2TP), 5 

layered GPO design, 407-408 

LDAP. See Lightweight Directory 
Access Protocol (LDAP) 

LDAP/ADSI, 23 
LDP.EXE, 540-541 

licensing, sites, 161-164 

Lightweight Directory Access Protocol 
(LDAP) 

Active Directory and, 20 

LDP.EXE and, 540-541 

querying and updating Active 
Directory with, 104 

URL for, 21 

Windows 2000 new features and, 6 

line of business (LOB) applications, 572 

local area networks (LANs), 100-101 

local GPOs, 394 

local groups 

built-in, 252-253 

distinguishing from domain local 
groups, 234 

local policies, 463 

local security database, 8 

Local Security Policy Setting dialog 
box, 472 

local user accounts, 180-181 

creating, 190-191 

illustration of, 181 

options of, 191 

local user profiles 

changing, 210 

creating, 214 

definition of, 208 
testing, 215 

viewing, 214 

Local Users and Groups snap-in 

creating local groups with, 245 

creating user accounts and, 190 

Log Files tab, counter log dialog box 

illustration of, 531 

options of, 530-531 
trace log options and, 534 

logical environment, 88-89 

logical structures, Active Directory, 
38-41 

domains, 38-39 
forests, 41 

illustration of, 38 

organizational units, 39-40 

trees, 40-41 

logon 
authentication process and, 27-28 

domains and, 25-26 

group policies and, 401-402 

local computers and, 26 

stand-alone server and, 28 

logon hours 

restrictions on, 204 

testing, 203-204 

Logon Hours dialog box, 199 

logon hours option, 186, 199, 202-203 

logon rights, 497 

Log On To Windows dialog box, 25-26 

illustration of, 25 

options of, 26 

logon traffic, optimizing, 100 

logon workstation option, 186, 200 

Logon Workstations dialog box, 200 

logs. See application logs; security 
logs; system logs 

lookup queries, 127-130 

forward lookup queries, 127-128 

reverse lookup queries, 129-130 

loopback setting 
enabling, 418-419 

processing sequence and, 403-404 

troubleshooting and, 458 

M 
Mail Exchanger (MX), 136 

Manage Authorized Servers dialog 
box,564-565 

Managed dialog box, 581 

Index 683 

mandatory user profiles 

creating, 213 

definition of, 208 

Manuals folder, 326-327 

MAPI (Messaging API), 23 

Map Network Drive Wizard, 315 

master roles. See operations master roles 

member servers 

audit policy for, 472 

Domain Model and, 11 

moving between domains, 367-368 

Messaging API (MAPI), 23 

metadata, 37 

microkemel component, 16 

Microsoft Management Console 
(MMC), 66-71, 73-79 

accessing customized console, 75 

adding Event Viewer snap-in to, 
76-77 

console menu options, 73 

console options, 71 

console trees and details pane of, 69 
custom MMCs, 68-69, 73, 75 

determining last time computer was 
started with, 77 

extensions of, 70 

group policies and, 400-401 

group policy settings and, 395 

illustration of, 69 

preconfigured MMCs, 67-68, 73, 
74-75 

remote administration with, 74 
removing extensions with, 77-79 

snap-ins of, 70 

Windows 2000 new features and, 6 

Microsoft Windows 2000 files system 
(NTFS). See NTFS 

migration, 6 

mixed mode, 105-106 

monitoring, DNS servers 

debug options, 149-150 

event logging and, 149 

monolithic GPO design, 408 

Move Server dialog box, 369 

MOVETREE utility, 363-367 

command syntax of, 367 
log files of, 367 
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MOVETREE utility (continued) 

moving objects between domains 
with, 366-367 

overview of, 363 

supported operations, 364 

unsupported operations, 364-365 

.msi files, 429 

.msp files, 429 

.mst files, 435-436 

multiple permissions, 266-267 

illustration of, 267 

order of priority for, 266-267 

shared folders and, 303 
multiple policy type, GPO, 407 

Multiple Universal Naming Convention 
Provider (MUP), 401 

MX (Mail Exchanger), 136 

My Documents folder 

My Pictures folder and, 452 

redirecting, 446-447 

My Network Places 

sharing folders and, 316 

viewing domains with, 108-109 
My Pictures folder, 452 

N 
name formats. See standard name 

formats 

name resolution. See also Domain 
Name System (DNS), name 
resolution 

definition of, 49 

DNS name resolution and, 126 

Name Server (NS), 136 

name servers 

caching, 128-129 

overview of, 53-54 

namespaces. See also Domain Name 
System (DNS), namespace; 
domain namespace 

Active Directory and, 20 

definition of, 49 

group policies and, 401 

internal vs. external namespaces, 
93-96 

naming conventions, 54-56 

distinguished names and, 54 

globally unique identifiers and, 55 

relative distinguished names and, 55 
shared folders and, 304 

user accounts and, 184-185 

user principal names and, 55 

native mode, 105-106 
nesting, group accounts, 233 

NETDOM utility 

command syntax of, 368 

moving computer objects with, 364 

moving workstations or member 
servers with, 367-368 

network administration, Dfs, 329 

network cards, 560-561 

Network Connection Wizard, 201 

network connectivity problems, 389-390 

network drive 

connecting to with Run command, 323 

disconnecting using Windows 
Explorer, 323 

network environments, 8-11 

Domain Model, 10-11 

Workgroup Model, 8-9 

network ID, 126 

Networking Services dialog box, 639 

network navigation, Dfs, 329 

network operating system (NOS), 3 

network permissions, Dfs, 329 

network resources, securing. See 
security, network resources 

network services, publishing 

example of, 360-361 

service information categories, 
359-360 

service information 
characteristics, 360 

New Dfs Root Wizard, 331, 335-336 

New Group dialog box, 245-246 

New Object-Computer dialog box, 580 

New Object-Group dialog box, 242 

New Object-Organizational Unit 
dialog box, 120 

New Object-Printer dialog box, 359 

New Object-Shared Folder dialog 
box,358 

New Object-Site dialog box, 157 

New Object-Site Link Bridge dialog 
box, 169 

New Object-Site Link dialog box, 160 

New Object-Subnet dialog box, 158 

New Object-User dialog box, 192-193 

New Scope Wizard, 640 

NLTEST.EXE, 544 
nonauthoritative restore, 382, 383-384 

nonlocal GPOs, 394 

No Override option, 418, 457 

NOS (network operating system), 3 

NS (Name Server), 136 

NSLOOKUP utility, 134 

NT Directory Service (NTDS), 523-527 

NTDSUTIL utility, 382-383, 386 

NTFS permissions, 264-297 

ACLs and, 265 

assigning, 270-271, 277-278, 325 

avoiding problems with, 294 

copying and moving folders and 
files and, 289-292 

deleting files and, 295 

file permissions and, 265 

folder permissions and, 264-265 

inheritance and, 267-268, 271-272 

modifying, 270-271 

multiple permissions and, 266-267 

NTFS volumes and, 303 

overview of, 264 

planning, 269-270, 272-274 

problems and solutions list for, 293 

setting, 274-277 

shared folders and, 317:-327 

special permissions and, 280-288 

testing, 278-279, 325-326 

troubleshooting, 293-295 

NTFS volumes, 264, 303 

0 
object-based security, 349 

object classes. See objects 

Object Manager, 15 

objects 

Active Directory and, 19, 36 

attributes of, 36-37 



objects (continued) 

classes of, 36-37 

illustration of, 36 

schema of, 37 

troubleshooting, 389 

user object permissions and, 356-357 

objects, Active Directory. See Active 
Directory objects 

open files 

disconnecting users from, 549, 551 

monitoring, 548-549 

viewing, 551 

operating system (OS) 

migration of, 6 

RIS installation of, 554, 557-559 

operations master roles, 111-119 

domain-wide, 112-113 

forest-wide, 111-112 

illustration of, 114 

overview of, 111 

planning, 113-115 

responding to failures in, 118-119 

transferring role assignments, 116-117 

viewing role assignments, 115-116 

Organizational Unit Properties dialog 
box, 120, 121 

organizational units (OUs) 

Active Directory logical structures 
and,39-40 

Active Directory objects and, 344 

business function-based OUs, 98 

creating, 120, 122-123, 354-355 

creating groups and, 241 

domain user accounts and, 181 

functions of, 97-98 

geographical-based OUs, 99 

illustration of, 39 

OU structure and, 123, 409 

planning, 97-99 

setting properties of, 120-121 

viewing default permissions for, 355 
viewing special permissions for, 

355-356 

orphaned objects, 364 

OS (operating system) 

migration of, 6 

RIS installation and, 554, 557-559 

OS/2, 13 

OUs. See organizational units (OUs) 

p 
parent objects, 353-354 

parsing tools, 529 

password policy, 462, 511 

passwords 

changing, 31 

resetting, 223-224, 225-226 

setting password options, 193-194 

testing restrictions on, 204-205 
user account requirements for, 185 

PDC emulator master roles 

availability problems and, 390 

domains and, 112-113 

identifying, 115-116 

responding to failures in, 119 

transferring, 116-117 

peer-to-peer networks, 8 

Performance console, 522. See also 
Performance Logs and Alerts; 
System Monitor 

performance counters 

definition of, 523 

monitoring, 527-528 

table of NTDS counters, 524-527 

types of, 524 

Performance Logs and Alerts, 528-536 

alerts and, 534-536 

counter logs and, 528, 530-532 

logging options of, 529 

logging requirements of, 529 

trace logs and, 528-529, 533-534 

performance monitoring tools. See 
Active Directory, performance 
monitoring tools 

performance objects, definition of, 523 

Permission Entry For dialog box, 
282,285 

Permission Entry For Users dialog 
box,353 

permissions. See also NTFS 
permissions 

assigning to domain local groups, 236 

compared with user rights, 493 

Index 685 

permissions (continued) 

deleting groups and, 241 

group accounts and, 230-231 

preserving network permissions, 329 

removing for a group, 322 

software installation and, 442 

testing current permissions, 373 

Permissions For dialog box, 
312-313,313 

permissions inheritance. See inheritance 

personal properties, 197 

physical environment 

illustration of, 90 

planning domain structure and, 89-90 

physical structure, Active Directory, 
41-43 

domain controllers, 42 

sites, 41-42 

PID (product identification number), 575 

PKI (public key infrastructure), 6 

Plug and Play, 6, 15 

Pointer (PTR) 

adding for a zone, 142 

resource record types and, 136 

policies. See group policies 

Portable Operating System Interface 
for Unix (POSIX), 13 

Power Manager, 15 

Power Users group 

administrator groups and, 255-256 

Restricted Groups security and, 464 

sharing folders and, 310 

predefined groups, 250-251 

primary domain controllers (PDCs). 
See PDC emulator master roles 

primary zone database file, 53 

printers 
Active Directory objects and, 343 

auditing access to, 477-478 

printer events and triggers, 478 

publishing, 359 

setting up auditing for, 481-482 
viewing, 347 

Print Operators group, 204 

privileges 

permissions and, 496-497 

table of, 494-496 
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processing sequence 

group policies and, 402--404, 417 

illustration of, 403 

Process Manager, 15 

product identification number (PID), 575 

Professional version, Windows 2000, 2 

Properties dialog box 

Active Directory objects and, 
350-351 

dial-in connections and, 201 

shared folders and, 312-313 

site links and, 166 

subnets and, 159 

user accounts and, 196-198 

PTR (Pointer) 

adding for a zone, 142 

resource record types, 136 

public data shared folders, 307-308 
public key infrastructure (PKI), 6 

public key policies, 465 

PXE Remote Boot Technology, 
555-557,557 

CD-based installation of, 555 

functioning of, 556-557 

RIPrep image format and, 556 

Q 
Quality of Service (QoS), 7 

queries 

R 

forward lookup queries, 127-128 

reverse lookup queries, 129-130 

RAS (Remote Access Server), 201 

ratio counters, 524 

RDNs (relative distinguished names), 
55,55, 189 

Read permissions, 305 

redundancy, 101 

registry 

group policy settings and, 399--400 

security configuration and, 465 

relative distinguished names (RDNs), 
55,55, 189 

relative ID master roles 

availability problems and, 389 

domains and, 112 

identifying, 115-116 

responding to failures in, 119 

transferring, 116-117 

Remote Access Server (RAS), 201 

Remote Boot Disk Generator dialog 
box,576 

remote computers, adding Dfs 
links to, 338 

Remote Installation Preparation 
Wizard, 573-575 

Remote Installation Services (RIS), 
553-561 

architecture of, 558 

client components and, 555-557 

client hardware requirements and, 560 

DHCP and, 639 

frequently asked questions and, 
587-590 

group policy settings fc:>r, 399 

network cards and, 560-561 

OS installation process and, 554, 
557-559 

RIS boot disk and, 557 

server components and, 555 

server hardware requirements and, 
559-560 

server software requirements and, 560 

troubleshooting, 587-591 

Windows 2000 new features and, 7 

Remote Installation Services (RIS), 
administering, 578-586 

managing client computers, 579-583 

managing client installation images, 
578-579 

managing security, 583-586 

Remote Installation Services (RIS), 
implementing, 562-577 

adding the RIS component, 562-563 

client installation options, 568-571 

installing RIS, 563-564 

RIPrep Images and, 572-575 

RIS boot disk and, 575-576 

server authorization and, 564-565 

server properties and, 565-568 
verifying RIS configuration, 576-577 

Remote Installation Services Properties 
dialog box 

New Clients tab, 566 

Remote Install tab, 565 

Tools tab, 568 

Remote OS Installation, 554. See also 
Remote Installation 
Services (RIS) 

Remote Procedure Call System Service 
(RPCSS), 401 

Remote Storage, 7 

Removable Storage, 7 

REPADMIN.EXE, 543 

replication, 45--48, 165-17 5. 
See also inter-site replication 

Dfs and, 333-335 

protocols for, 159-160 

REPADMIN.EXE and, 543 

replication availability and, 167, 172 

replication frequency and, 
166-167, 172 

REPLMON.EXE and, 541-542 

within sites, 47 

between sites, 47--48, 165-173 

topology of, 47, 175 

troubleshooting, 174-175 

replication (REPL), 23 

Replication Diagnostics Tool 
(REPADMIN.EXE), 543 

Replication Policy dialog box, 335 

REPLMON.EXE, 541-542 

reservations, 642 

Reset Password dialog box, 224 

resource auditing, 479--483 

resource records, 135-136 

adding, 136, 142 

types of, 135-136 

viewing, 136 

Restore Wizard 

advanced options of, 385-386 

What To Restore page, 384 

restoring, Active Directory, 382-388 
advance settings for, 385-386 
authoritative restore and, 382-383, 

386-388 
nonauthoritative restore and, 382, 

383-384 
preparation for, 382 



Restricted Groups security, 464 

reverse lookout zones 

Active Directory-integrated zones 
and, 132-134 

creating, 134-135, 140-141 

reverse lookup queries, 129-130 

RFC 822, standard name formats, 21 

rights, group accounts, 230-231 

RIPrep Images 

configuring the workstation for, 
572-573 

creating a RIPrep Image, 573-574 

creating source computer for, 572 

installing image sources for, 575 

limitations of, 574-575 

requirements of, 574 

setting permissions for, 571-572 

RIS. See Remote Installation 
Services (RIS) 

roaming user profiles, 210-213 

creating, 211-213 

definition of, 208 

specifying path to, 217-218 

standard roaming user profiles, 211 

storing, 215 

testing, 218 

rogue servers, preventing, 564 

RPCSS (Remote Procedure Call 
System Service), 401 

RUNAS command, 257-259 

examples of, 258 

syntax for, 257-258 

Run As Other User dialog box, 256 

Run As program, 256-257, 259 

Run command 

s 

connecting to network drive with, 323 

sharing folders and, 316 

safe mode startup 

Directory Services Restore Mode 
and,386-388 

Windows 2000 new features and, 7 

Scheduled Task Wizard, 80-84 

advanced properties of, 80-81 

configuring advanced options, 83-84 

Scheduled Task Wizard (continued) 

illustration of, 82 

options of, 80-81 

scheduling a task to start 
automatically, 82-83 

schedules, inter-site transport, 168 

Schedule tab, counter log dialog box 

illustration of, 532 

options of, 532 

schema information, 46 

schema master roles 

forests and, 112 

identifying, 116 

responding to failures in, 118 

transferring, 117 

troubleshooting, 389 

schema objects, 37, 51 

scopes 
configuring, 641 

DHCP and, 640-641 

filtering, 419, 425 

group scopes and, 231-232 

scope options and, 642 

Scripts Settings, Group Policies, 398 

SDCHECK.EXE, 543-544 

SDP (software distribution point) 

setting up, 431-432 
troubleshooting, 458 

second-level domains, 51-52 

Secure (SECURE* .INF) security 
level, 501 

security 
deleting groups and, 241 

managing RIS security, 583-586 

object-based, 349 

zone transfers and, 146 

security, network resources, 263-297 

assigning NTFS permissions, 
269-279 

assigning special permissions, 
280-288 

copying and moving folders and 
files, 289-292 

monitoring network resources and, 
546-547 

NTFS permissions overview and, 
263-268 

Index 687 

security, network resources (continued) 

troubleshooting permission 
problems, 293-295 

Security Accounts Manager (SAM) 

Active Directory service 
components and, 23 

moving users and, 365 

restoring Active Directory and, 384 

security configuration, 462-465 

account policies and, 462-463 

events logs and, 463-464 

IP Security policies and, 465 

local policies and, 463 

public key policies and, 465 

registry and, 465 

Restricted Groups security and, 464 

system services and, 465 

troubleshooting, 516-517 

Security Configuration and Analysis 
console, 507-515, 509 

accessing, 508, 513-514 

analyzing system security, 507-508, 
510-511, 514 

configuring system security, 507, 512 

editing database security 
configuration, 512-513 

exporting security templates, 513 

importing security templates, 510 

overview of, 507 

setting working security database, 
509-510, 514 

viewing security analysis results, 
511, 514-515 

viewing security configuration 
results, 513 

Security Descriptor Check Utility 
(SDCHECK.EXE), 543-544 

security descriptors, 458 

Security dialog box, 295 

security groups, 231, 404-405 

security ID (SID) 

authentication process and, 27-28 

group accounts and, 242 

moving objects and, 363-364 

Security Log Properties dialog box 

Filter tab of, 488 

General tab of, 489 
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security logs, 467, 484-492. See also 
event logging 

archiving, 490-491, 492 

configuring, 488-490, 491 

filtering events and, 487-488 

finding events and, 486-487 

overview of, 484 

viewing, 485-486, 491 

Security Reference Monitor, 15, 21-22 

Security Settings, Group Policies, 399 

Security subsystem, 14 

security templates, 499-506 

accessing console for, 501, 505 

customizing predefined templates, 
502-503,505-506 

defining new templates, 503 

exporting, 504-505 

importing, 503-504 

overview of, 499 

predefined templates and, 499-501 

security levels and, 500-501 

uses of, 499 

Security Templates console, 502 

Select Users, Computers, Or Groups 
dialog box, 313 

Select Users Or Groups dialog box, 246 

Server Operators group, 310 

servers 

creating server objects in sites, 
176-177 

hardware requirements for, 559-560 

maintaining server settings for sites, 
176-177 

moving server objects between sites, 
176-177 

preventing rogue servers, 564 

removing inoperative server objects 
from sites, 177 

RIS installation and, 564-565 

server components and, 555 

setting server properties, 565-568 

software requirements for, 560 
Server service, 14 

Server version, Windows 2000, 3, 49 

Service (SRV) 

DNS name resolution and, 125 

resource record types and, 136 

shared folder permissions 

applying, 303 

assigning, 322, 325 

Change permission and, 305 

combining with NTFS permissions, 
317-327 

Full Control permission and, 301 

guidelines for, 303-304 

Read permission and, 305 

table of, 302 

testing, 325-327 

shared folders, 299-340 

Active Directory objects and, 343 
administrative shared folders and, 

310-311 

application folders and, 306-307 

assigning permissions to, 312-314 

connecting to, 315-316, 322-324 

data folders and, 307-308 

Dfs and, 328-339 

modifying, 314 

naming conventions for, 304 

overview of, 299-305 
planning, 306-309, 319-321 

publishing, 358-359 

requirements for, 310 

sharing process, 311-312, 321 

stopping folder sharing, 324 

storing user profiles in, 215 

shared folders, monitoring access, 
546-551 

disconnecting users from open files, 
549,551 

maximum users and, 548 

modifying properties on, 548 

monitoring open files, 548-549 

reasons for, 546 

requirements for, 547 

sending console messages, 550 

viewing open files, 551 

viewing shared folders, 550-551 

Shared Folders snap-in, 547 

shared system volume, 104-105 

SIDHistory, 363-364 

Single Instance Store (SIS), 555 

single policy type, GPO, 407 

site link bridges 

bridging site links for inter-site 
transport, 169 

creating, 168-169, 172 

definition of, 101 

site links. See also inter-site replication 

adding sites to, 161 

costs of, 165-166, 172 

creating, 160-161, 163 

definition of, 101 

GPO and, 420 

Properties dialog box, 166 

replication availability and, 172 
replication frequency and, 172 

replication protocols and, 159-160 

sites, 100-101, 155-178 

Active Directory physical structures 
and,41-42 

configuring inter-site replication for, 
165-173 

configuring site settings, 156-164 

creating, 157, 162 

creating server objects in, 176 
designing site structure, 100-101 

global catalogs and, 177 

licensing, 161-162, 163-164 

maintaining server settings for, 
176-177 

moving domain controllers between, 
368-369 

moving server objects between, 
176-177 

optimizing directory replication 
and, 100 

optimizing workstation logon traffic 
and, 100 

overview of, 156 

removing inoperative server objects 
from, 177 

renaming, 157, 162 

replication and, 47-48, 174-175 

site links and, 159-161 

subnets and, 157-159 

Windows 2000 and, 100 

Sites and Services console, Active 
Directory, 63 

SMC network adapters, 560 

SMS (Systems Management Server), 458 



SMTP replication, 160 

software distribution point (SDP) 

setting up, 431-432 

troubleshooting, 458 

Software Installation and Maintenance 
tools, Windows 2000, 427 

Software Installation extension, 427-431. 
See also software management 

files of, 429 

functioning of, 428-429 

overview of, 427-428 

Windows Installer and, 428-430 

Software Installation Properties dialog 
box,432,438-4-39 

software management, 427-445 

assigning/publishing 
applications, 428 

deploying applications, 433-437 
installation and maintenance tools 

for, 427 

installation preparation and, 430-431 

installing applications, 427-431, 
458-459 

maintaining applications, 442-445 

setting application properties, 
439-442 

setting automatic installation 
options, 437-438 

setting up application categories, 
438-439 

setting up SDP, 431-432 

specifying installation defaults, 
432-433 

Windows Installer and, 428-430 

software requirements, servers, 560 

Software Settings, 398 

special folders. See folders, special 

special identity groups, 253-254 

special permissions 

Active Directory objects and, 350 

associated with file and folder 
permissions, 282 

Change Permission and, 283 
list of, 280-281 

organizational units and, 355-356 

overview of, 280 

Permission Entry For dialog box 
and, 282 

special permissions (continued) 

setting, 284-285 

Take Ownership and, 283, 286-288 

viewing, 352-353 

Specified Group And Location dialog 
box,449 

SRV (Service) 

DNS name resolution and, 125 

resource record types and, 136 

stand-alone servers 

definition of, 9 

log on and, 28 

promoting to domain controllers, 
107-108 

standard name formats, 21 

standard permissions, 350, 351-352 
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IMPORTANT-READ CAREFULLY: This Microsoft End-User License Agreement ("EULA") is a legal agreement between you 
(either an individual or an entity) and Microsoft Corporation for the Microsoft product identified above, which includes computer 
software and may include associated media, printed materials, and "online" or electronic documentation ("SOFlWARE PROD­
UCT'). Any component included within the SOFlWARE PRODUCT that is accompanied by a separate End-User License 
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SOFlWARE PRODUCT, you agree to be bound by the terms of this EULA. If you do not agree to the terms of this EULA, you are 
not authorized to install, copy, or otherwise use the SOFlWARE PRODUCT; you may, however, return the SOFlWARE PROD­
UCT, along with all printed materials and other items that form a part of the Microsoft product that includes the SOFlWARE 
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SOFTWARE PRODUCT LICENSE 

The SOFTWARE PRODUCT is protected by United States copyright laws and international copyright treaties, as well as other intellec­
tual property laws and treaties. The SOFTWARE PRODUCT is licensed, not sold. 

1. GRANT OF LICENSE. This EULA grants you the following rights: 

a. Software Product. You may install and use one copy of the SOFTWARE PRODUCT on a single computer. The primary user 
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computer use as specified above. 

d. Sample Code. Solely with respect to portions, if any, of the SOFTWARE PRODUCT that are identified within the SOFT­
WARE PRODUCT as sample code (the "SAMPLE CODE"): 

i. Use and Modification. Microsoft grants you the right to use and modify the source code version of the SAMPLE CODE, 
provided you comply with subsection ( d)(iii) below. You may not distribute the SAMPLE CODE, or any modified version 
of the SAMPLE CODE, in source code form. 

ii. Redistributable Files. Provided you comply with subsection (d)(iii) below, Microsoft grants you a nonexclusive, royalty­
free right to reproduce and distribute the object code version of the SAMPLE CODE and of any modified SAMPLE CODE, 
other than SAMPLE CODE, or any modified version thereof, designated as not redistributable in the Readme file that forms 
a part of the SOFTWARE PRODUCT (the "Non-Redistributable Sample Code"). All SAMPLE CODE other than the Non­
Redistributable Sample Code is collectively referred to as the "REDISTRIBUTABLES." 

iii. Redistribution Requirements. If you redistribute the REDISTRIBUTABLES, you agree to: (i) distribute the 
REDISTRIBUT ABLES in object code form only in conjunction with and as a part of your software application product; 
(ii) not use Microsoft's name, logo, or trademarks to market your software application product; (iii) include a valid 
copyright notice on your software application product; (iv) indemnify, hold harmless, and defend Microsoft from and 
against any claims or lawsuits, including attorney's fees, that arise or result from the use or distribution of your software 
application product; and (v) not permit further distribution of the REDISTRIBUT ABLES by your end user. Contact 
Microsoft for the applicable royalties due and other licensing terms for all other uses and/or distribution of the 
REDISTRIBUTABLES. 

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS. 
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disassemble the SOFTWARE PRODUCT, except and only to the extent that such activity is expressly permitted by applicable 
law notwithstanding this limitation. 

• Separation of Components. The SOFTWARE PRODUCT is licensed as a single product. Its component parts may not be 
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• Rental. You may not rent, lease, or lend the SOFTWARE PRODUCT. 



• Support Services. Microsoft may, but is not obligated to, provide you with support services related to the SOFTWARE 
PRODUCT ("Support Services"). Use of Support Services is governed by the Microsoft policies and programs described in the 
user manual, in "online" documentation, and/or in other Microsoft-provided materials. Any supplemental software code 
provided to you as part of the Support Services shall be considered part of the SOFTWARE PRODUCT and subject to the terms 
and conditions of this EULA. With respect to technical information you provide to Microsoft as part of the Support Services, 
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transfer all of the SOFTWARE PRODUCT (including all component parts, the media and printed materials, any upgrades, this 
EULA, and, if applicable, the Certificate of Authenticity), and the recipient agrees to the terms of this EULA. 

• Termination. Without prejudice to any other rights, Microsoft may terminate this EULA if you fail to comply with the terms 
and conditions of this EULA. In such event, you must destroy all copies of the SOFTWARE PRODUCT and all of its 
component parts. 

3. COPYRIGHT. All title and copyrights in and to the SOFTWARE PRODUCT (including but not limited to any images, 
photographs, animations, video, audio, music, text, SAMPLE CODE, REDISTRIBUTABLES, and "applets" incorporated into the 
SOFTWARE PRODUCT) and any copies of the SOFTWARE PRODUCT are owned by Microsoft or its suppliers. The SOFT­
WARE PRODUCT is protected by copyright laws and international treaty provisions. Therefore, you must treat the SOFTWARE 
PRODUCT like any other copyrighted material except that you may install the SOFTWARE PRODUCT on a single computer 
provided you keep the original solely for backup or archival purposes. You may not copy the printed materials accompanying the 
SOFTWARE PRODUCT. 

4. U.S. GOVERNMENT RESTRICTED RIGHTS. The SOFTWARE PRODUCT and documentation are provided with 
RESTRICTED RIGHTS. Use, duplication, or disclosure by the Government is subject to restrictions as set forth in subparagraph 
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DISCLAIMER OF WARRANTY 

NO WARRANTIES OR CONDITIONS. MICROSOFT EXPRESSLY DISCLAIMS ANY WARRANTY OR CONDITION FOR THE 
SOFTWARE PRODUCT. THE SOFTWARE PRODUCT AND ANY RELATED DOCUMENTATION ARE PROVIDED "AS IS" 
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This EULA is governed by the laws of the State of Washington USA, except and only to the extent that applicable law mandates govern­
ing law of a different jurisdiction. 

Should you have any questions concerning this EULA, or if you desire to contact Microsoft for any reason, please contact the Microsoft 
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System Requirements 
To use the online version of this book from the Supplemental Course Materials CD­
ROM, you need a computer equipped with the following minimum configuration: 

133 MHz or higher Pentium-compatible CPU 

Microsoft Windows 95, Windows 98, or Windows NT 4.0 or later 

16MB of RAM 

500 MB hard drive with 15 MB of available disk space 

• 24x CD-ROM drive 

Microsoft mouse or compatible pointing device (recommended) 

Internet Explorer 5.0 

To use the Evaluation Edition of the Microsoft Windows 2000 Server software in­
cluded with this book, you need a computer equipped with the following minimum 
configuration: 

133 MHz or higher Pentium-compatible CPU 

256MB of RAM 

2 GB hard disk with a minimum of 1.0 GB free space 

12X CD-ROM drive 


