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Volume 3 RPC and WNet

.-

Windows NT/2000: Requires Windows N
Windows 95/98: Requires Windows 95 or later.
Header: Declared in Winnetwk.h.

Library: Use Mpr.lib.

Unicode: Implemented as Unicode and ANSI versions on Windows NT/2000.

NETRESOURCE, WNetCloseEnum, WNetEnumResource

etUseConnection

The WNetUseConnection function makes a connection to a network resource. The
function can redirect a local device to a network resource.

The WNetUseConnection function is similar to the WNetAddConnection3 function.
The main difference is that WNetUseConnection can automatically select an unused
local device to redirect to the network resource.

Windows NT/2000: The parameter order is as follows.

Windows 95/98: The |[pUserID and [pPassword parameters are in reverse order from

the order used on Windows NT/Windows 2000. Therefore, the parameter order is as
follows.
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Parameters

hwndOwner

[in] Specifies the handie to a window that the provider of network resources can use
as an owner window for dialog boxes. Use this parameter if you set the
CONNECT_INTERACTIVE value in the dwFlags parameter.

IpNetResource

[in] Pointer to a NETRESOURCE structure that specifies details of the proposed
connection. The structure contains information about the network resource, the local
device, and the network resource provider.

You must specify the following members of the NETRESOURCE structure.

Member

Description

dwType

IpLocalName

IpRemoteName

Specifies the type of resource to connect to.

It is most efficient to specify a resource type in this member,
such as RESOURCETYPE_DISK or RESOURCETYPE_PRINT.
However, if the IpLocalName member is NULL, or if it points to
an empty string and CONNECT_REDIRECT is not set, dwType
can be RESOURCETYPE_ANY.

This method works only if the function does not automatically
choose a device to redirect to the network resource.

Pointer to a null-terminated string that specifies the name of a
local device to be redirected, such as “F:” or “LPT1”. The string
is treated in a case-insensitive manner.

If the string is empty, or if IpLocalName is NULL, a connection
to the network occurs without redirection.

If the CONNECT_REDIRECT value is set in the dwFlags
parameter, or if the network requires a redirected local device,
the function chooses a local device to redirect and returns the
name of the device in the [pAccessName parameter.

Pointer to a null-terminated string that specifies the network
resource to connect to. The string can be up to MAX_PATH
characters in length, and it must follow the network provider’s
naming conventions.

(continued)
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(continued)
Member Description
IpProvider Pointer to a null-terminated string that specifies the network

provider to connect to. If IpProvider is NULL, or if it points to an
empty string, the operating system attempts to determine the
correct provider by parsing the string pointed to by the
IpPRemoteName member.

If this member is not NULL, the operating system attempts to
make a connection only to the named network provider.

You should set this member only if you know the network
provider you want to use. Otherwise, let the operating system
determine which provider the network name maps to.

The WNetUseConnection function ignores the other members of the
NETRESOURCE structure. For more information, see the descriptions following for
the dwFlags parameter.

IpUserID

[in] Pointer to a constant null-terminated string that specifies a user name for making
the connection.

if IpUserID is NULL, the function uses the default user name. (The user context for the
process provides the default user name.)

The IpUserlD parameter is specified when users want to connect to a network
resource for which they have been assigned a user name or account other than the
default user name or account.

The user-name string represents a security context. It may be specific to a network
provider.

IpPassword

[in] Pointer to a constant null-terminated string that specifies a password to be used in
making the network connection.

If [IpPassword is NULL, the function uses the current default password associated with
the user specified by lpUserID.
If IpPassword points to an empty string, the function does not use a password.

If the connection fails because of an invalid password and the
CONNECT_INTERACTIVE value is set in the dwFlags parameter, the function
displays a dialog box asking the user to type the password.

dwFlags

[in] Specifies a DWORD value that contains a set of bit flags describing the
connection. This parameter can be any combination of the following values.
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Value

Meaning

CONNECT_INTERACTIVE

CONNECT_PROMPT

CONNECT_REDIRECT

CONNECT_UPDATE_PROFILE

If this flag is set, the operating system may
interact with the user for authentication
purposes.

This flag instructs the system not to use any
default settings for user names or passwords
without offering the user the opportunity to
supply an alternative. This flag is ignored unless
CONNECT_INTERACTIVE is also set.

This flag forces the redirection of a local device
when making the connection.

If the IpLocalName member of -
NETRESOURCE specifies a local device to
redirect, this flag has no effect, because the
operating system still attempts to redirect the
specified device. When the operating system
automatically chooses a local device, the
IpAccessName parameter must point to a return
buffer and the dwType member must not be
equal to RESOURCETYPE_ANY.

If this flag is not set, a local device is
automatically chosen for redirection only if the
network requires a local device to be redirected.

This flag instructs the operating system to store
the network resource connection.

If this bit flag is set, the operating system
automatically attempts to restore the connection
when the user logs on. The system remembers
only successful connections that redirect local
devices. It does not remember connections that
are unsuccessful or deviceless connections. (A
deviceless connection occurs when
IpLocalName is NULL or when it points to an
empty string.)

If this bit flag is clear, the operating system does
not automatically restore the connection at
logon.
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IpAccessName

[out] Pointer to a buffer that receives system requests on the connection.

If the IpLocalName member of the NETRESOURCE structure specifies a local
device, this buffer is optional, and will have the local device name copied into it. If
IpLocalName does not specify a device and the network requires a local device
redirection, or if the CONNECT_REDIRECT value is set, this buffer is required and
the name of the redirected local device is returned here.

Otherwise, the name copied into the buffer is that of a remote resource. If specified,
this buffer must be at least as large as the string pointed to by the IpPRemoteName

member.
IpBufferSize

[in/out] Pointer to a variable that specifies the size, in characters, of the
IpAccessName buffer. If the call fails because the buffer is not large enough, the
function returns the required buffer size in this location.

IpResult

[out] Pointer to a variable that receives additional information about the connection.
This parameter can be the following value.

Value

Meaning

CONNECT_LOCALDRIVE

Return Values

If this flag is set, the connection was made using
a local device redirection. If the IpAccessName
parameter points to a buffer, the local device
name is copied to the buffer.

If the function succeeds, the return value is NO_ERROR.

If the function fails, the return value is one of the following error codes.

Value

Meaning

ERROR_ACCESS_DENIED
ERROR_ALREADY_ASSIGNED

ERROR_BAD_DEVICE
ERROR_BAD_NET_NAME

ERROR_BAD_PROVIDER

Access to the network resource was denied.

The local device specified by the IpLocalName
member is already connected to a network
resource.

The value specified by IpLocalName is invalid.

The value specified by the IpRemoteName
member is not acceptable to any network
resource provider because the resource name is
invalid, or because the named resource cannot
be located.

The value specified by the IpProvider member
does not match any provider.
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Value

Meaning

ERROR_CANCELLED

ERROR_EXTENDED_ERROR

ERROR_INVALID_ADDRESS

ERROR_INVALID_PARAMETER

ERROR_INVALID_PASSWORD

ERROR_MORE_DATA

ERROR_NO_MORE_ITEMS

ERROR_NO_NET_OR_BAD_PATH

ERROR_NO_NETWORK

The attempt to make the connection was
canceled by the user through a dialog box from
one of the network resource providers, or by a
called resource.

A network-specific error occurred. To obtain a
description of the error, call the
WNetGetLastError function.

The caller passed in a pointer to a buffer that
could not be accessed.

This error is a result of one of the following
conditions:

1. The IpRemoteName member is NULL. In
addition, IpAccessName is not NULL, but
IpBufferSize is either NULL or points to zero.

2. The dwType member is neither
RESOURCETYPE_DISK nor
RESOURCETYPE_PRINT. In addition, either
CONNECT_REDIRECT is set in dwFlags and
IpLocalName is NULL, or the connection is
to a network that requires the redirecting of a
local device. ‘ :

The specified password is invalid and the
CONNECT_INTERACTIVE flag is not set.

The IpAccessName buffer is too small.

If a local device is redirected, the buffer needs to
be large enough to contain the local device
name. Otherwise, the buffer needs to be large
enough to contain either the string pointed to by
IpRemoteName, or the name of the
connectable resource whose alias is pointed to
by IpPRemoteName. If this error is returned, then
no connection has been made.

The operating system cannot automatically
choose a local redirection because all the valid
local devices are in use.

The operation could not be completed, either
because a network component is not started, or
because the specified resource name is not
recognized.

The network is unavailable.
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Windows NT/2000: Requires Windows NT 4.0 or later.
Windows 95/98: Requires Windows 95 or later.
Header: Declared in Winnetwk.h.

Library: Use Mpr.lib.

Unicode: Implemented as Unicode and ANSI versions on Windows NT/2000.

Windows Networking (WNet) Overview, Windows Networking Functions,

WNetAddConnection2, WNetAddConnection3, WnetCancelConnection,
. WNetGetConnection

Windows Networking Structures

The following structures are used in Windows networking:

CONNECTDLGSTRUCT
DISCDLGSTRUCT
NETCONNECTINFOSTRUCT
NETINFOSTRUCT
NETRESOURCE
REMOTE_NAME_INFO
UNIVERSAL_NAME_INFO

CONNECTDLGSTRUCT

The CONNECTDLGSTRUCT structure is used by the WNetConnectionDialog1
function to establish browsing dialog box parameters.

Members

cbStructure

Specifies, in bytes, the size of the CONNECTDLGSTRUCT structure. The caller must
supply this value.

hwndOwner
Specifies a handle to the owner window for the dialog box.
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IpConnRes

Pointer to a NETRESOURCE structure.

If the IpPRemoteName member of NETRESOURCE is specified, it will be entered into
the path field of the dialog box. With the exception of the dwType member, all other
members of the NETRESOURCE structure must be set to NULL. The dwType
member must be equal to RESOURCETYPE_DISK.

Windows NT/2000: The system does not support the RESOURCETYPE_PRINT flag
for browsing and connecting to print resources.

dwFlags

Specifies a DWORD value that contains a set of bit flags describing variations in the
dialog box display. This member can be a combination of the following values.

Value

Meaning

SidTypeUser
CONNDLG_RO_PATH

CONNDLG_CONN_POINT
CONNDLG_USE_MRU
CONNDLG_HIDE_BOX

CONNDLG_PERSIST
CONNDLG_NOT_PERSIST

The account is a user account.

Display a read-only path instead of allowing the user
to type in a path.

This flag should be set only if the IpRemoteName
member of the NETRESOURCE structure pointed to
by IpConnRes is not NULL (or an empty string), and
the CONNDLG_USE_MRU flag is not set.

Internal flag. Do not use.

Enter the most recently used paths into the
combination box. Set this value to simulate the
WNetConnectionDialog function.

Show the check box allowing the user to restore the
connection at logon.

Restore the connection at logon.
Do not restore the connection at logon.

For more information, see the following Remarks section.

dwDevNum

If the call to the WNetConnectionDialog1 function is successful, this member returns
the number of the connected device. The value is 1 for A:, 2 for B:, 3 for C:, and so
on. If the user made a deviceless connection, the value is —1.

Remarks

If neither the CONNDLG_RO_PATH nor the CONNDLG_USE_MRU flag is set, and the
IpRemoteName member of the NETRESOURCE structure does not specify a remote
path, the request defaults to the CONNDLG_RO_PATH dialog display type.

The CONNDLG_PERSIST and CONNDLG_NOT_PERSIST values cannot both be set.
If neither is set, the dialog box defaults to the last option that was selected in this dialog
box for the particular type of device connection.
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WlndowsNTIZOOO Requures Wmdows NT 4 0 oi' Iaterk
Windows 95/98: Requires Windows 95 or later.
Header: Declared in Winnetwk.h.

Unicode: Declared as Unicode and ANSI structures.

Windows Networking (WNet) Overview, Windows Networking Structures
NETRESOURCE, WNetConnectionDialog1

DISCDLGSTRUCT

The DISCDLGSTRUCT structure is used in the WNetDisconnectDialog1 function. The
structure contains required information for the disconnect attempt.

Members

cbStructure
Specifies the size, in bytes, of the DISCDLGSTRUCT structure. The caller must
supply this value.

hwndOwner _
Specifies a handle to the owner window of the dialog box.

IpLocalName
Pointer to a null-terminated character string that specifies the local device name that
is redirected to the network resource, such as “F:” or “LPT1”.

IpPRemoteName

Pointer to a null-terminated character string that specifies the name of the network
resource to disconnect. This member can be NULL if the IpLocalName member is

specified. When IpLocalName is specified, the connection to the network resource
redirected from IpLocalName is disconnected.
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dwFlags
Specifies a DWORD value that contains a set of bit flags describing the connection.
This member can be a combination of the following values.

Value ‘ Meaning

DISC_UPDATE_PROFILE If this value is set, the specified connection is no
longer a persistent one (automatically restored every
time the user logs on). This flag is valid only if the
IpLocalName member specifies a local device.

DISC_NO_FORCE If this value is not set, the system applies force when
attempting to disconnect from the network resource.

This situation typically occurs when the user has files
open over the connection. This value means that the
user will be informed if there are open files on the
connection, and asked if he or she still wants to
disconnect. If the user wants to proceed, the
disconnect procedure re-attempts with additional
force.

Windows NT/2000: Requires Windows NT 4.0 or later.
Windows 95/98: Requires Windows 95 or later.
Header: Declared in Winnetwk.h.

Unicode: Declared as Unicode and ANSI structures.

Windows Networking (WNet) Ovérwew, Windows Nétworking Structures,
WNetDisconnectDialog1

NETCONNECTINFOSTRUCT

The NETCONNECTINFOSTRUCT structure contains information about the expected
performance of a connection used to access a network resource. The structure is used
in the MultinetGetConnectionPerformance function.
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Members

cbStructure
Specifies the size, in bytes, of the NETCONNECTINFOSTRUCT structure. The caller
must supply this value.

dwFlags
Specifies a DWORD value that contains a set of bit flags describing the connection.
This member can be one or more of the following values.

Value Meaning

WNCON_FORNETCARD In the absence of information about the actual
connection, the information returned applies to the
performance of the network card.

If this flag is not set, information is being returned for the
current connection with the resource, with any routing
degradation taken into consideration.

WNCON_NOTROUTED  The connection is not being routed.

If this flag is not set, the connection may be going
through routers that limit performance. Consequently, if
WNCON_FORNETCARD is set, actual performance
may be much less than the information returned.

WNCON_SLOWLINK The connection is over a medium that is typically slow
(for example, over a modem using a normal quality
phone line). You should not set the
WNCON_SLOWLINK bit if the dwSpeed member is set
to a nonzero value.

WNCON_DYNAMIC Some of the information returned is calculated
dynamically, so reissuing this request may return
different (and more current) information.

dwSpeed
Specifies a DWORD value that contains the speed of the media to the network
resource in units of 100 bits per second (bps).

For example, a 1200 baud point-to-point link returns 12. A value of zero indicates that
no information is available. A value of one indicates that the actual value is greater
than the maximum that can be represented by the member.

dwDelay
Specifies a DWORD value that contains the one-way delay time, in milliseconds, that
the network introduces when sending information. (The delay is the time between
when the network begins sending data and the time that the data starts being
received.) This delay is in addition to any latency incorporated in the calculation of the
dwSpeed member; therefore the value of this member is zero for most resources.

A value of zero indicates that no information is available. A value of one indicates that
the actual value is greater than the maximum that can be represented by the member.
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dwOptDataSize

Specifies a DWORD value that contains a recommendation for the size of data, in

bytes, that an application should use when making a single request to the network
resource. '

For example, for a disk network resource, this value might be 2048 or 512 when
writing a block of data. A value of zero indicates that no information is available.

Windows NT/2000: Requires W
Header: Declared in Npapi.h.

Structures,

MultinetGetConnectionPerformance

NETINFOSTRUCT

The NETINFOSTRUCT structure is used in the WNetGetNetworkinformation function.
The structure contains information describing the network, such as the version of the
network provider software and the network’s current status.

Members

cbStructure

Specifies the size, in bytes, of the NETINFOSTRUCT structure. The caller must

supply this value to indicate the size of the structure passed in. Upon return, it has the
size of the structure filled in.

dwProviderVersion

Specifies a DWORD value that contains the version number of the network provider
software.
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dwStatus :
Specifies a DWORD value that contains the current status of the network provider
software. This member can be one of the following values.

Value Meaning
NO_ERROR The network is running.
. ERROR_NO_NETWORK  The network is unavailable.
ERROR_BUSY The network is not currently able to service requests,

but it should become available shortly. (This value
typically indicates that the network is starting up.)

dwCharacteristics
Specifies a DWORD value that contains characteristics of the network provider
software.

Windows NT/2000: This value is always set to zero.
Windows 95/98: This member can be one or more of the following values.

Value Meaning

NETINFO_DLL16 The network provider is running as a 16-bit Windows
network driver.

NETINFO_DISKRED The network provider requires a redirected local disk

drive device to access server file systems.

NETINFO_PRINTERRED  The network provider requires a redirected local printer
port to access server file systems.

dwHandle
Specifies an instance handle for the network provider or for the 16-bit Windows
network driver.

wNetType
Specifies a network type unique to the running network. This value associates
resources with a specific network when the resources are persistent or stored in links.
You can find a complete list of network types in the header file WinNetwk.h.

dwPrinters
Specifies a DWORD value that contains a set of bit flags indicating the valid print
numbers for redirecting local printer devices, with the low-order bit corresponding to
LPTH1.

‘Windows 95/98: This value is always set to —1.

dwDrives
Specifies a DWORD value that contains a set of bit flags indicating the valid local disk
devices for redirecting disk drives, with the low-order bit corresponding to A: .

Windows 95/98: This value is always set to —1.
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indows NT/2000: Requires Windows NT 4.0 or later.
Windows 95/98: Requires Windows 95 or later.
Header: Declared in Winnetwk.h.

-+

Windows Networking (WNet) Overview, Windows Networking Structures,
WNetGetNetworkinformation

NETRESOURCE

The NETRESOURCE structure contains information about a network resource. The
structure is returned during enumeration of network resources. NETRESOURCE is also
specified when making or querying a network connection with calls to various Windows
Networking functions.

Members

dwScope
Specifies a DWORD value that contains the scope of the enumeration. This member
can be one of the following values.

Value Meaning

RESOURCE_CONNECTED Enumerate currently connected resources. The
dwUsage member cannot be specified.

RESOURCE_GLOBALNET Enumerate all resources on the network. The
dwUsage member is specified.

RESOURCE_REMEMBERED Enumerate remembered (persistent) connections.
The dwUsage member cannot be specified.

dwType
Specifies a DWORD value that contains a set of bit flags identifying the type of
resource. This member can be one of the following values.
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Value Meaning
RESOURCETYPE_ANY All resources
RESOURCETYPE_DISK Disk resources

RESOURCETYPE_PRINT Print resources

The WNetEnumResource function can also return the value

RESOURCETYPE_UNKNOWN if a resource is neither a disk nor a print resource.
dwDisplayType

Specifies a DWORD value that indicates how the network object should be displayed

in a network browsing user interface. This member can be one of the following values.

Value Meaning
RESOURCEDISPLAYTYPE_ The object should be displayed as a domain.
DOMAIN
RESOURCEDISPLAYTYPE_ The object should be displayed as a server.
SERVER
RESOURCEDISPLAYTYPE_ The object should be displayed as a share.
SHARE
RESOURCEDISPLAYTYPE_ The method used to display the object does not
GENERIC matter.

dwUsage

. Specifies a DWORD value that contains a set of bit flags describing how the resource
can be used.

Note that this member can be specified only if the dwScope member is equal to
RESOURCE_GLOBALNET. This member can be one of the following values.

Value Meaning
RESOURCEUSAGE_ The resource is a connectable resource; the name
CONNECTABLE pointed to by the IpDRemoteName member can be

passed to the WNetAddConnection function to
make a network connection.

RESOURCEUSAGE_ The resource is a container resource; the name

CONTAINER pointed to by the IpRemoteName member can be
passed to the WNetOpenEnum function to
enumerate the resources in the container.

IpLocalName
If the dwScope member is equal to RESOURCE_CONNECTED or
RESOURCE_REMEMBERED, this member is a pointer to a null-terminated character
string that specifies the name of a local device. This member is NULL if the
connection does not use a device.
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IpPRemoteName
If the entry is a network resource, this member is a pointer to a null-terminated
character string that specifies the remote network name.

If the entry is a current or persistent connection, IpPRemoteName points to the
network name associated with the name pointed to by the IpLocalName member.

The string can be MAX_PATH characters in length, and it must follow the network
provider’s naming conventions.

IpComment
Pointer to a null-terminated character string that contains a comment supplied by the
network provider.

IpProvider
Pointer to a null-terminated character string that contains the name of the provider
that owns the resource. This member can be NULL if the provider name is unknown.
To retrieve the provider name, you can call the WNetGetProviderName function.

Remarks

For more information about setting the values of the dwType, IpLocalName,
IpPRemoteName, and IpProvider members, see MultinetGetConnectionPerformance,
WNetAddConnection2, WNetAddConnection3, WNetGetResourcelnformation,
WNetGetResourceParent, and WNetUseConnection.

Windows NT/2000: Requires Windows NT 3.51 or later.
Header: Declared in Npapi.h.

Windows Networking (WNet) Overview, Windows Networking Structures,
MultinetGetConnectionPerformance, WNetAddConnection2,
WNetAddConnection3, WNetUseConnection, WNetCloseEnum,
WNetEnumResource, WNetGetProviderName, WNetGetResourcelnformation,
WNetGetResourceParent, WNetOpenEnum

REMOTE_NAME_INFO

The REMOTE_NAME_INFO structure contains path and name information for a network
resource. The structure contains a member that points to a Universal Naming
Convention (UNC) name string for the resource, and two members that point to
additional network connection information strings.
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Members

IpUniversalName
Pointer to the null-terminated UNC name string that identifies a network resource.

IpConnectionName
Pointer to a null-terminated string that is the name of a network connection. For more
information, see the following Remarks section.

IpRemainingPath
Pointer to a null-terminated name string. For more information, see the following
Remarks section.

Remarks

The REMOTE_NAME_INFO structure contains a pointer to a Universal Naming
Convention (UNC) name string. A UNC path identifies a network resource in an
unambiguous, computer-independent manner. You can pass the path to processes on
other computers, allowing those processes to obtain access to the network resource.

UNC names look like this:

In addition, if you pass the value of the IpConnectionName member to the
WNetAddConnection2 function, it enables you to connect a local device to a network
resource. You can do this by passing the value of IpConnectionName in the
IpRemoteName member of the NETRESOURCE structure pointed to by the function’s
IpNetResource parameter.

If you append the string pointed to by the IpRemainingPath member of
REMOTE_NAME_INFO to the local device string, you can pass the resulting string to
Win32 functions that require a drive-based path.

indows NT/2000: Requires Windows NT 3.51 or later.
Header: Declared in Npapi.h.

Windows Networking (WNet) Overview, Windows Networking Structures,
WNetAddConnection2, NETRESOURCE, UNIVERSAL_NAME_INFO
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UNIVERSAL_NAME_INFO

The UNIVERSAL_NAME_INFO structure contains a pointer to a Universal Naming
Convention (UNC) name string for a network resource.

Members

IpUniversalName
Pointer to the null-terminated UNC name string that identifies a network resource.

Remarks

A UNC path identifies a network resource in an unambiguous, computer-independent
manner. You can pass the path to processes on other computers, allowing those
processes to obtain access to the network resource.

Universal Naming Convention (UNC

) names look like this:

ame\path\file

Winows N2 eﬁnres Windows NTN3.S‘i 6r Iater
Header: Declared in Npapi.h.

Windows Networking (WNet) Overview, Windows Networking Structures,
WNetGetUniversalName, REMOTE_NAME_INFO
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Glossary

This final part of Volume 3 of the Networking Services Library includes a glossary of RPC terms
and a comprehensive programming element index, both of which have been designed to make

your network programming life easier.

Rather than cluttering the TOCs of each individual volume in this library with the names of
programming elements, I've relegated such per-element information to a central location: the back
of each volume. This index points you to the volume that has the information you need, and
organizes the information in a way that lends itself to easy use.

Also, to keep you as informed and up-to-date as possible about Microsoft technologies, I've
created (and maintain) a live Web-based document that maps Microsoft technologies to the
locations where you can get more information about them. The following link gets you to the live

index of technologies:

www.iseminger.com/winprs/technologies

The format of this index is in a constant state of improvement. I've designed it to be as useful as
possible, but the real test comes when you put it to use. If you can think of ways to make
improvements, send me feedback at winprs @ microsoft.com. While | can't guarantee a reply, I'll
read the input, and if others can benefit, | will incorporate the idea into future libraries.

A
ADSP See AppleTalk Data Stream Protocol.

aliasing In RPC, having two or more pointers
to the same data object.

AppleTalk Data Stream Protocol (ADSP)
A network protocol for interprocess
communication between Apple Macintosh
computers and other platforms.

attribute Any keyword of the Interface
Definition Language that describes a property of
a data type or remote procedure call.

B

bind In RPC, the process through which a
logical connection is established between a
client and a server to direct a remote procedure
call to that server.

binding A relationship between a client and a
server established over a specific protocol
sequence to a specific host system and
endpoint. Also used as a short form of binding
handle. '

binding handle A data structure that
represents the logical connection between a
client and a server.

binding vector An RPC data structure that
contains a list of binding handies over which a
server application can receive remote
procedure calls.

C

CDS See Cell Directory Service.

Cell Directory Service (CDS) The name-
service provider for the Open Software
Foundation’s Distributed Computing
Environment.
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client stub MIDL-generated C-language
source code. It contains all the functions
necessary for the client application to make
remote procedure calls using the model of a
traditional function call in a standalone
application. The client stub is responsible for
marshaling input parameters and unmarshaling
output parameters. See also server stub, proxy
stub.

conformant array In RPC, an array whose
size is determined at run time by another
parameter, structure field, or expression.

connection-oriented Describes a
communications protocol or transport that
provides a virtual circuit through which data
packets are received in the same order as they
were transmitted. If the connection between
computers fails, the application is notified. TCP
and SPX are examples of connection-oriented
protocols. See also datagram.

connectionless See datagram.

context rundown A server notification that
results from an unexpected termination of the
binding between client and server applications.

D

datagram Describes a communications
protocol or transport in which data packets are
routed independently. They may follow different
routes and arrive in a different order from which
they were sent. UDP and IPX are examples of
transport layer—datagram protocols. See also
connection-oriented.

DCE See Distributed Computing
Environment.

discriminant A variable that specifies the
data types that can be stored in a union.

discriminated union (or variant record)

A union that includes a discriminator as part of
the data structure so that the currently valid
data type is transmitted along with the union.
See also encapsulated union, nonencapsulated
union.

Distributed Computing Environment (DCE)
The Open Software Foundation’s specification
for a set of integrated services, including remote
procedure calls, distributed file systems, and
security services. The OSF-DCE RPC standard
is the basis for Microsoft RPC.

dynamic endpoint An endpoint (network
specific-server address) that is requested and
assigned at run time. See also well-known
endpoint.

dynamic identity tracking Dynamic identity
tracking specifies that the RPC run-time library
will use the credentials of the calling thread,
rather than the binding handle, for
authentication each time the client calls a
remote procedure. See also static identity
tracking.

E

embedded pointer A pointer embedded in a
parameter that is a data structure such as an
array, structure, or union. See also top-level
pointer.

encoding services MIDL-generated stub
routines that provide support for data encoding
and decoding (also known as pickling or
serialization). Allow programmers to control
buffers containing data to be marshaled and
unmarshaled. See also type serialization,
procedure serialization.

’ endpoint A network-specific address of a

server process for remote procedure calls. The
actual name of the endpoint depends on the
protocol sequence being used. See also
dynamic endpoint and well-known endpoint.
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endpoint mapper Also, endpoint-mapping
service. Part of the RPC subsystem (RPCSS)
that allows the run-time library to dynamically
assign and resolve endpoints. See also
endpoint.

encapsulated union A MIDL construct that
allows unions to be passed as part of a remote
procedure call by embedding the union in a
structure in which the discriminant is the first
field of the structure, and the union is the -
second (and final) field of the structure. The IDL
keyword switch specifies that a union is

encapsulated. See also nonencapsulated union.

entry point vector (EPV) An array of pointers
to functions that implement the operations
specified in the interface. Each element in the
array corresponds to a function defined in the
IDL file. Entry-point vectors allow distributed
applications to support more than one
implementation of the functions defined in the
IDL file. .

EPV See entry point vector.

F

firewall A control system that prevents
unauthorized users from gaining access to a
local network that is connected to the Internet.

full pointer In RPC, a pointer that has all the
capabilities normally associated with pointers in
C/C++. Specifically, a full pointer can be null
and can be aliased to another pointer
parameter. The [ptr] attribute designates a full
pointer. See also unique pointer and reference
pointer. .

fullsic A principal name in Full Subject Issuer
Chain format as defined in RFC1779.

fully bound handle A binding handle that
includes endpoint information. See also partially
bound handle.

idempotent In RPC, describes a remote
procedure call that does not change a state and
returns the same information each time it is
called with the same input parameters.

IDL See Interface Definition Language.

input parameter In a remote procedure call,
a parameter containing data that the client
application is transmitting to the server
application. The in attribute designates an input
parameter.

Interface Definition Language (IDL) The
OSF-DCE standard language for specifying the
interface for remote procedure calls. See also
MIDL.

Internet Protocol (IP) A connectionless
network-layer communications protocol. See
also datagram.

Internetwork Packet Exchange (IPX)

A Novell NetWare communication protocol that

uses datagram sockets to route information
packets over local area networks and wide area
networks.

intranet A private network that uses Internet
products and technologies (for example, web
servers), but is not available to external Internet
users.

IP  See Internet Protocol.

IPX See Internetwork Packet Exchange

L

local remote procedure call (LRPC) In RPC,
describes a remote procedure call to another
process on the same computer as the calling
process.
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Locator The Microsoft Windows NT/
Windows 2000 name-service provider. See also
name service.

LRPC See local remote procedure call.

major version number See version number.

manager In RPC, a set of server routines that
implements the interface operations.

marshaling The process through which
operation parameters are packaged into NDR
format so that they may be transmitted across
process boundaries.

memory leak Allocated memory that is no
longer in use, but that has not been freed.

Message Queue Information Service (MQIS)
A Microsoft SQL Server database that stores
information for Microsoft Message Queuing.
See also Microsoft Message Queuing (MSMQ).

Microsoft Interface Definition Language
(MIDL) The Microsoft implementation and
extension of OSF-DCE Interface Definition
Language.

Microsoft Message Queuing (MSMQ)

A group of Microsoft services that allow users to
communicate across networks and systems
regardless of the current state of the
communicating applications and systems.

MIDL See Microsoft Interface Definition
Language.

minor version number See version number.
MSMQ See Microsoft Message Queuing.

MQIS See Message Queue Information
Service.

msstd A principal name in Microsoft-standard
form.

N

name service A service that maps names to
objects and stores the name/object pairs in a
database. For example, the RPC name service
maps a logical name to a binding handle so
client applications can refer to that logical
name, rather than a protocol sequence and
network address. See also name setrvice—
interface daemon (NSID), Client Directory
Service (CDS), Locator.

NCA See Network Computing Architecture.

NetBEUI
Interface.

See NetBIOS Extended User

NetBIOS See Network Basic Input/Output
System. ‘

Network Computing Architecture (NCA)

A collection of guidelines for distributed
computing. The RPC communication protocols
follow these guidelines.

Name Service Independent (NSI)

A standard for API functions that allows a
distributed application to access RPC name-
service database elements through various
name-service providers, such as OSF-DCE Cell
Directory Service or Microsoft Locator. See also
name service—interface daemon (NSID).

name service—interface daemon (NSID)

A service that provides an interface between
Microsoft Locator and the OSF-DCE Cell
Directory Service name service databases for
RPC name-service functions.

named pipe A connection-oriented protocol,
based on Server Message Blocks (SMBs) and
NetBIOS, used for communication between a
server process and one or more client
processes.

NDR See Network Data Representation.
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NetBIOS Extended User Interface (NetBEUI)
The LAN Manager native transport protocol and
network device driver. See also NetBIOS.

Network Basic Input/Output System
(NetBIOS) A software interface between the
Microsoft MS-DOS operating system, the 1/O
bus, and a local area network.

Network Data Representation (NDR)

A standard format used during network
transmission that is independent of the data-
type format on any particular computer
architecture. Transmitted data includes
information that specifies its NDR format.

network address An address that identifies a
server on a network.

nonencapsulated union A discriminated
union that is less restrictive than an
encapsulated union in that the discriminant and
the union are not tightly bound. If the union is a
parameter, the discriminant is another
parameter; if the union is a structure field, the
discriminant is another structure field. The IDL
keywords [switch_is] and [switch_type]
identify the discriminant and its type. See also
encapsulated union. ~

nonidempotent In RPC, indicates that a
remote procedure call cannot be executed more
than once because it will return a different value
or change a state.

NSI

0

Object Description Language (ODL)

A subset of MIDL attributes, keywords,
statements, and directives used to define type
libraries for OLE Automation applications.

See Name Service Independent.

ODL See Object Description Language.

open array In RPC, an array that is both
conformant and varying; that is, both its size
and range of transmitted elements are
determined at run time by other parameters,
structures, or expressions.

Open Software Foundation (OSF)
A consortium of companies, formed to define
the distributed computing environment (DCE).

orphaned memory Memory on a client
previously refererred to by a pointer parameter
that has been reset to null by the server.

OSF See Open Software Foundation.

output parameter In a remote procedure call,
a parameter containing data that the server
application is transmitting to the client
application. The [out] attribute designates an
output parameter.

P

partially bound handle A binding handle that
does not include endpoint information. See also
fully bound handle.

pickling See serialization.

pipe An IDL-type constructor that supports
transmission of an open-ended stream of data
between client and server applications.

primary enterprise controller The master
Message Queue Information Service (MQIS)
database for a network. See also Message
Queue Information Service (MQIS).

primary site controller A Message Queue
Information Service (MQIS) database for a
particular site within an enterprise. See also
Message Queue Information Service (MQIS).
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procedure serialization Data serialization
that uses a MIDL-generated serialization stub to
accomplish the encoding and decoding of one
or more types with a single procedure call.
Procedure serialization is accomplished by
applying the [encode] and [decode] attributes
to a function prototype in the ACF file. See also
type serialization.

protocol sequence A character string that
represents a valid combination of an RPC
protocol, a network layer protocol, and a
transport layer protocol. For example, the
protocol sequence NCACN_IP_TCP describes
an NCA connection over an Internet Protocol
(IP) with a Transmission Control Protocol (TCP)
as transport.

proxy stub MIDL-generated C or C++
language—source code that contains all the
functions necessary for a custom OLE interface.

Q

queue An ordered list of tasks to be
performed or messages to be transmitted.

queue manager In Microsoft Message
Queuing (MSMQ), a service running on a client
computer that manages messages for that
client.

R

'RPC object Server instances or other
resources, such as devices, databases, and
queues, that are operated on and managed by
RPC-server applications. Each object is
uniquely identified by one or more object
UUIDs.

RPC Subsystem (RPCSS) A Windows NT/
Windows 2000 subsystem that includes a
variety of RPC and OLE services, including the
endpoint mapper, OLE Service Control
Manager (SCM), and the DCOM Object
Resolver. Do not confuse this with the RPC-
specific memory allocator package, RpcSs.

reference pointer In RPC, the simplest
pointer type. A reference pointer always points
to valid storage and that storage does not
change (although the contents may change).

A reference pointer cannot be aliased. The [ref]
attribute designates a reference pointer. See
also unique pointer and full pointer.

RPCSS See RPC Subsystem.

S

Sequenced Packet Protocol (SPP) Banyan
Vines connection-oriented communication
protocol for routing information packets over
local area networks.

Sequenced Packet Exchange (SPX)

A Novell NetWare connection-oriented
communication protocol for routing information
packets over local area networks and wide area
networks.

serialization In RPC, the process of
marshaling data to (encoding) and
unmarshaling data from (decoding) buffers that
you control. This is in contrast to traditional
RPC usage, where the stubs and the RPC run
time control the marshaling buffers. Also called
pickling. See also procedure serialization, type
serialization.

server stub MIDL-generated C-language
source code that contains all the functions
necessary for the server application to handle
remote requests using local procedure calls.
See also client stub.
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session In RPC, an established relationship
between a client application and a server
- application. See also bind, binding handle.

SPP See Sequenced Packet Protocol.
SPX See Sequenced Packet Exchange.

static callback function A remote procedure
that is part of the client side of a distributed
application, that a server can call to obtain
information from the client. The [callback]
attribute designates a static callback function.

static identity tracking Static identity
tracking specifies that the RPC run-time uses
the security credentials in the client’s binding
handle for all RPC calls. See also dynamic
identity tracking.

string binding A character string that
consists of the object UUID, protocol sequence,
network address, endpoint, and endpoint
options, all of which can be used to create a
binding handle to the specified server.

strong typing Compiler enforcement of strict
control over data types. In MIDL and RPC,
strong typing is used to ensure that data is
interpreted consistently by different computers
in a distributed environment.

T

TCP See Transmission Control Protocol.

top-level pointer A pointer that is specified
as the name of a parameter in a function
prototype. See also embedded pointer.

Transmission Control Protocol (TCP)
A connection-oriented network transport layered
on top of the Internet Protocol (IP).

tunneling A TCP/IP protocol for transmitting
data from a content-server application to a
broadcast router.

type serialization Data serialization that uses
MIDL-generated routines to size, encode, and
decode objects of a specified type. The client
application calls these routines to serialize the
data. Type serialization is accomplished by
applying the [encode] and [decode] attributes
to a single data type, or to an interface, in the
ACF file. See also procedure serialization.

U

UDP See User Datagram Protocol.

unbind In RPC, to terminate the logical
connection between a client and server.

unique pointer In RPC, a pointer that can be
null or point to existing data, and whose value
can change during a remote procedure call.

A unique pointer cannot be aliased. The
[unique] attribute designates a unique pointer.
See also full pointer, reference pointer.

Universal Unique Identifier (UUID) Also,
Global Unique Identifier (GUID). A 128-bit value
used in cross-process communication to identify
entities such as client and server interfaces,
manager entry-point vectors, and RPC objects.
See also uuidgen.

unmarshaling The process of unpackaging
parameters that have been sent across process
boundaries.

User Datagram Protocol (UDP) A network
transport that uses connectionless datagram
sockets and is layered on top of the Internet
Protocol (IP).

UUID See Universal Unique Identifer.

uuidgen A utility program, provided with the
Win32 SDK, that uses a time value and your
machine’s network card ID to generate UUIDs
that are guaranteed to be unique.
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vV

varying array In RPC, an array whose range
of transmitted elements is determined at run
time by another parameter, structure, or
expression. See also conformant array and
open array.

version number In RPC, two numbers,
separated by a decimal point, that identify the
version of an interface. To be compatible, the
major version number (the number to the left of
the decimal point) must be the same for both
client and server, and the minor version number
of the server must be greater than or equal to
the minor version number of the client.

w

well-known endpoint An endpoint that does
not change. Well-known endpoint information is
stored as part of the binding handle, or within
the name service—database server entry. See
also dynamic endpoint.
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