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AveragePacketslnSequencer 
Average number of packets that have been queued in the packet sequencer for the 
flow or interface. 

NonconformingPacketsTransmitted 
Number of nonconforming packets that have been transmitted for the flow or 
interface. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Ntddpsch.h. 

Traffic Control Objects 
Applications that require specific or granular traffic control, beyond what is available in 
the TC API, can use traffic control objects. The use of traffic control objects with the TC 
API is similar to the use of QOS Objects with the QOS API. 

Like QOS objects, traffic control object follow a stringent structure. Traffic control objects 
always include an information header that specifies the type and length of the traffic 
control object to which it is attached, followed by the object itself. 

Some objects are shared by QOS and traffic control. Those objects are defined in the 
QOS Objects section, and are the following: 

• �Q�O�S�~�O�B�J�E�C�T�_�S�D�.�.�.�.�:�M�O�D�E� 

• QOS_OBJECT_SHAPING_RATE 

This section describes the following traffic control objects: 

• QOS_OBJECT_TRAFFIC_CLASS 

• QOS_OBJECT_DS_CLASS 

• QOS_OBJECT_DIFFSERV 

As with QOS objects, traffic control objects begin each object with the 
QOS_OBJECT_I-IDR, which is used by QOS components that interrogate QOS objects 
to ascertain the type of object that follows the header. 
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QOS_OBJECT _TRAFFIC_CLASS 
The traffic control object QOS_OBJECT_TRAFFIC_CLASS is used to override the 
default UserPriority value ascribed to packets that classify to (are associated with) a 
given flow. By default, the UserPriority value of a flow is derived from the ServiceType; 
the capability to override the default UserPriority is necessary because packets can be 
tagged in their Layer 2 headers (such as an 802.1 p header) to specify their priority to 
Layer-2 devices. Using QOS_OBJECT _TRAFFIC_CLASS enables application 
developers to override the default UserPriority setting. 

Members 
ObjectHdr 

The QOS object QOS_OBJECT_HDR. The object type for this traffic control object 
should be QOS_OBJECT_TRAFFIC_CLASS. 

TrafficClass 
User priority value of the flow. The valid range is zero through seven. The following 
settings are chosen (by default) when the QOS_OBJECT _TRAFFIC_CLASS traffic 
control object is not used. 

Service Types Traffic Class Default Value 

ServiceTypeBestEffort, 0 
Service TypeQualitative 

ServiceTypeControlledLoad 4 

ServiceTypeGuaranteed 5 

ServiceTypeNetworkControl 7 

Non Conformant traffic 1 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Traffic.h. 
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The traffic control object QOS_OBJECT_DS_CLASS enables application developers to 
override the default DiffseN code point (DSCP) value for the IP packets associated with 
a given flow. By default, the DSCP value is derived from the flow's SeNiceType. 

Members 
ObjectHdr 

The OOS object QOS_OBJECT _HDR. The object type for this traffic control object 
should be QOS_OBJECT_DS_CLASS. 

DSFieid 
User priority value for the flow. The valid range is OxOO through Ox3F. The following 
settings are chosen (by default) when the OOS_OBJECT _DS_CLASS traffic control 
object is not used. 

Service types Traffic class default value 

SeNiceTypeBestEffort, 0 
SeNice TypeOualitative 

SeNiceTypeControliedLoad Ox18 

SeNiceTypeGuaranteed 0X28 

SeNice TypeNetworkControl Ox30 

Non Conformant traffic oxOO 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Traffic.h. 

QOS_DIFFSERV _RULE, QOS_OBJECT _DIFFSERV, 
QOS_OBJECT _TRAFFIC_CLASS 
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QOS_ OBJECT _DIFFSERV 
The QOS_OBJECT _DIFFSERV traffic control object is used to specify filters for the 
packet scheduler when it operates in Differentiated Services Mode. 

Members 
ObjectHdr 

The aos object QOS_OBJECT_HDR. The object type for this traffic control object 
should be QOS_OBJECT _DIFFSERV. 

DSFieldCount 
Number of Diffserv Rules in on this object. 

OiffservRule 
Array of QOS_DIFFSERV _RULE structures. 

Remarks 
The QOS_OBJECT_DIFFSERVobject is used to specify the set of Diffserv rules that 
apply to the specified flow, all of which are specified in the DiffservRule member. Each 
Diffserv rule has an InboundDSField, which signifies the DSCP on the Inbound packet. 
The Diffserv Rules also have an OutboundDSCP and UserPriority values for conforming 
and non conforming packets. These indicate the DSCP and 802.1 p values that go out on 
the forwarded packet. Note that the DSCP or UserPriority mapping based on 
ServiceType or aOS_OBJECT_DS_CLASS or QOS_OBJECT_TRAFFIC_CLASS is­
not- used in this mode. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Traffic.h. 

QOS_DIFFSERV _RULE, QOS_OBJECT _DS_CLASS, 
QOS_OBJECT _TRAFFIC_CLASS 



859 

CHAPTER 17 

Local Policy Module API Reference 

The Local Policy Module (LPM) API is a set of functions that the Policy Control Module 
(PCM) uses to interact with one or more LPMs. LPM API functions must be exported by 
LPMs to allow the PCM to invoke the LPM. This approach enables multiple LPMs to 
interact with the PCM, and subsequently, allows the PCM to return policy based­
admission control decisions from one or more LPMs to the Admission Control Service 
(ACS). This concept is similar to a three-tiered approach, and enables multiple LPMs to 
easily coexist on a single system. Note, too, that LPMs may selectively accept or reject 
individual flows within a given policy based-decision request. 

LPM Functions 
The following functions are exposed by the Microsoft-provided LPM, Msidlpm.dll. 

• cbpAdmitRsvpMsg 

• cbpGetRsvpObjects 

The following functions must be exposed by each LPM; they allow the PCM to 
communicate requests from the Subnet Bandwidth Manager (SBM) (through the PCM). 
The Microsoft-supplied LPM, implemented as a DLL in Msidlpm.dll, also uses this API. 
Note that callback functions, identified by their cbp prefix, should not be exposed by 
LPMs; these callback functions, which are exposed by the PCM, facilitate deferred 
response from LPMs to PCM requests. 

• LPM_AdmitRsvpMsg 

• LPM_CommitResv 

• LPM_Deinitialize 

• LPM_DeleteState 

• LPM_GetRsvpObjects 

• LPM_lnitialize 

• Lpm_lpAddressTable 
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cbpAdmitRsvpMsg 
The cbpAdmitRsvpMsg function is used by LPMs to return results for the 
LPM_AdmitRsvpMsg request. LPMs should only use this function if they have returned 
LPM_RESUL T _DEFER to the LPM_AdmitRsvpMsg function call. The PCM will only 
accept results from this function within the result-time limit established by each LPM 
through the ResultTimeUmit parameter of the LPM_lnitialize function. 

Parameters 
LpmHandle 

[in] Unique handle for the LPM, as supplied in LPM_lnitialize. The PCM will ignore 
any result that is not accompanied by a valid LPM handle. 

RequestHandle 
[in] Unique handle that distinguishes this request from all other requests. LPMs must 
pass this handle to the PCM when returning results asynchronously for an individual 
request by calling cbpAdmitRsvpMsg. RequestHandles become invalid once results 
are returned, requiring each request to get its own unique RequestHandle from 
the PCM. 

LpmPriorityValue 
[in] LPM Priority Value assigned to the request. The PCM assumes 
LPV _DONT _CARE if LpmPriorityValue is invalid. 

PolicyErrorCode 
[in] Policy error code value. PolicyErrorCode must be a nonzero value; the SBM will 
copy this value, in combination with PolicyErrorValue, into the RSVP Error Object 
when sending PATHERR or RES ERR messages (as the result of policy based­
admission control failure, to provide a reason for rejecting the request). 

PolicyErrorValue 
[in] Policy error value. PolicyErrorValue must be a nonzero value; the SBM will copy 
this value, in combination with POlicyErrorCode, into the RSVP Error Object when 
sending PATHERR or RESERR messages (as the result of policy based-admission 
control failure, to provide a reason for rejecting the request). 

Reserved 
[in] This parameter is reserved for future use. 
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Remarks 
When a request has been rejected, the PCM will call the LPM to instruct it to delete the 
request's state. The LPM can choose to delete the request's state at any time during the 
rejection process. If the LPM deletes a request's state shortly after its rejection of the 
request, the LPM must be prepared to handle subsequent calls (by the PCM, through 
the LPM_DeleteState function) to delete the (already deleted) state. 

The LPM does not need to maintain state for requests to which it returns 
LPV _DONT _CARE. However, the LPM must be prepared to handle LPM_DeleteState 
requests for this (nonexisting) state. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 

cbpGetRsvpObjects 
The cbpGetRsvpObjects function is a callback function for LPMs to asynchronously 
return results for LPM_GetRsvpObjects requests. LPMs call the cbpGetRsvpObjects 
function to asynchronously return policy data objects to the PCM for an 
LPM_GetRsvpObjects request. An LPM should only use the cbpGetRsvpObjects 
function if it returned LPM..c.RESULTS_DEFER to the PCM's LPM_GetRsvpObjects 
request. 

Parameters 
LpmHandle 

[in] Unique handle for the LPM, as supplied in LPM_lnitialize. The PCM will ignore 
any result that is not accompanied by a valid handle. 

RequestHandle 
[in] Unique handle that distinguishes this request from all other requests, provided 
from the corresponding LPM_GetRsvpObjects request. 

LpmError 
[in] Error value, used by the PCM to determine whether the policy data objects 
returned with this function should be used. Any value other than LPM_OK will result in 
the PCM ignoring the contents of *RsvpObjects. 
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Note that if an LPM is returning an error, it should free buffers allocated during the 
LPM_GetRsvpObjects request processing; these buffers should have been allocated 
using the MemoryAliocator function, supplied within the LPM_lnitialize function as 
its FreeMemory parameter. 

If no policy data objects are being returned, LpmError must be set to LPM_OK, 
RsvpObjectsCount must be set to zero, and *RsvpObjects must be set to NULL. The 
LPM can force the SBM to stop sending out the RSVP message by setting the value 
of LpmErrorto LPV_DROP _MSG. 

RsvpObjectsCount 
[in] Number of policy data objects being returned. If no policy data objects are being 
returned, LpmError must be set to LPM_OK, RsvpObjectsCount must be set to zero, 
and *RsvpObjects must be set to NULL. 

RsvpObjects 
[in] Array of pointers to policy data object. The buffer containing the policy data 
objects should be allocated using the MemoryAllocatorfunction supplied within the 
LPM_lnitialize function. The Subnet Bandwidth Manager (SBM) will free the policy 
data objects when they are no longer needed. 

If no policy data objects are being returned, LpmError must be set to LPM_OK, 
RsvpObjectsCount must be set to zero, and *RsvpObjects must be set to NULL. 

Remarks 
LPMs do not need to send policy data options if only default options are required. Since 
the content of policy data objects are opaque to the peM, no host-to-network order 
conversion of policy element headers and contents will be done by the peM; the peM 
expects LPMs to generate policy elements in the network order such that the receiver of 
the policy elements can correctly parse them. However, the policy data object header 
must be in host order to allow the peM to merge policy elements (if possible or 
applicable). 

From LPMs that support all PE types, the peM expects complete policy data objects and 
their required policy data options. Furthermore, the peM expects the policy data object 
header to be in host order; it is the responsibility of the LPM to process the host-to­
network order conversions of policy options and policy elements. 

If any LPM returns LPV _DROP _MSG, the SBM will not send out an RSVP refresh 
message, but will free the policy data objects returned by other LPMs (those that did not 
return LPV _DROP _MSG, if any). By not sending out RSVP refresh messages, a flow's 
RSVP state both upstream and downstream will begin to age, and eventually get 
deleted. 

Note The SBM will send out the RSVP refresh message even if some or all LPMs fail to 
return policy data objects in a timely fashion, even though such an outgoing RSVP 
message may not contain all policy data objects it should. 
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Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 

LPM_AdmitRsvpMsg 
The LPM_AdmitRsvpMsg function is called by the peM to pass RSVP messages to the 
LPM for policy based-admission control decisions. Results from calling 
LPM_AdmitRsvpMsg can be passed back to the peM either synchronously or 
asynchronously by setting the return value appropriately. Asynchronous results should 
be returned by calling the cbpAdmitRsvpMsg function. 

Parameters 
PcmReqHandle 

[in] Unique handle that identifies this request from all other requests. LPMs must pass 
this handle to the peM when returning results asynchronously for an individual 
request by calling cbpAdmitRsvpMsg. PcmReqHandlOS become invalid once results 
are returned, requiring each request to get its own unique PcmReqHandle from 
the peM. 

pRecvdlntf 
[in] Pointer to the interface on which the message was received. The received 
interface IP address is supplied as the RSVP HOP object, and the Logical Interface 
Handle is set to the SNMP Index. Note that interface index numbers can change with 
the addition and deletion of interfaces, due to the Plug and Play features of 
Windows 2000. 

pRsvpMsgObjs 
[in] Objects received from RSVP. The. S8M unpacks received RSVP messages into 
individual objects and converts the contents of such RSVP objects into host order, 
and supplies them in the RSVP _MSG_OBJS structure, which is defined in IpmapLh. 
The following objects are supplied. 
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RcvdRsvpMsgLength 
Value 

RsvpMsgType 

RsvpSession 

RsvpFromHop 

RsvpScope 

RsvpStyle 

FlowDescListCount 

FlowDescList 

PolicyDataCount 

PolicyDataObjects 

ErrorSpec 

RcvdRsvpMsgLength 

Meaning 

RSVP message type, as defined by the RSVP protocol. 

Pointer to the RSVP session, as defined by the RSVP 
protocol. Note that contents are in host order. 

Pointer to the hop from which the RSVP message was 
received. Note that contents are in host order. 

Pointer to the RSVP scope object. 

Pointer to the RSVP reservation style, as defined by the 
RSVP protocol. Note that contents are in host order. 

Number of flow descriptors. 

Array of flow descriptor pointers. 

Number of policy data objects. 

Array of policy data object pOinters. Note that only the RSVP 
object header and the policy options are converted to host 
order, but policy element headers as well as contents are left 
in network order; the PCM cannot convert the latter to host 
order, because the PCM cannot parse policy elements. Note 
that the Microsoft-provided LPM, Msidlpm.dll, does reorder 
policy element conte~t into host order. 

Pointer to the received RSVP ERROR_SPEC object. 

[in] Length of the received RSVP message, in bytes. 

RcvdRsvpMsg 
[in] RSVP message, in network order. 

pulPcmActionFlags 
[out] Flags used to specify an action requested of the PCM. The LPM can currently 
set this parameter to FORCE_IMMEDIATE_REFRESH to request an immediate 
refresh of the message being admitted. An LPM can set this flag if a change in policy 
data is detected that it wants to forward immediately. Before sending, the SBM asks 
the LPM to supply policy information for the outgoing refresh message. 
Note that LPMs do not need to set this flag when a new PATH message is being 
accepted; SBMs automatically send the new PATH message toward receivers. 

pPolicyDecisions 
[out] Pointer to policy decisions. An LPM must allocate this buffer using the memory 
allocator supplied in the LPM_lnitialize function call; the SBM frees the buffer after 
acting on pPolicyDecisions. The PCM looks at pPolicyDecisions only when the 
function returns LPM_RESUL T _READY. Synchronous policy decisions must be 

c returned for each flow in FlowDescList, and the number of entries in the 
pPolicyOecisions array must be equal to FlowDescListCount. Each policy decision 
consists of the following. 
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Value Meaning 

LpmPriorityValue Pointer to a buffer to receive the LPM Priority Value from the 
LPM. Note that the PCM will only look at this parameter if the 
return value of LPM_AdmitRsvpMsg is set to 
LPM_RESUL T _READY. If the LPM is returning results 
synChronously, this parameter must be set to a valid priority 
value. See Local Policy Module for more information. 

PolicyErrorCode Pointer to a policy error code. If the request is being rejected 
synchronously, LPMs must provide a nonzero value for this 
parameter; the S8M will copy this value, in combination with 
PolicyErrorValue, into the RSVP error object when sending 
PATHERR or RESVERR messages (as the result of policy 
based-admission control failure, to provide a reason for 
rejecting the request). 

PolicyErrorValue Pointer to a policy error value. If the request is being rejected 
synchronously, LPMs must provide a nonzero value for this 
parameter; the S8M will copy this value, in combination with 
POlicyErrorCode, into the RSVP error object when sending 
PATHERR or RESVERR messages (as the result of policy 
based-admission control failure, to provide a reason for 
rejecting the request). 

Since an LPMs return POLICY_DECISION is an array, an LPM can accept a subset 
of flows in FlowDescListand reject the rest of them,if appropriate. For example, since 
FF style RESV messages can contain multiple flows, when an LPM rejects some 
flows and accepts others, the S8M generates a separate RESVERR message for 
each rejected flow; before sending the RESVERR message, PCM calls each LPM to 
supply policy data objects for each outgoing RESVERR message. 

Reserved 
[out] Reserved for future use. 

Return Values 
LPM_RESULT_READY 

The LPM has made a policy decision. The result is available in LpmPriorityValue. 

LPM_RESUL T _DEFER 
The LPM was unable to return a decision immediately, but will do so using the 
callback function cbpAdmitRsvpMsg. The LPM· must. call the callback within the time 
period specified by the ResultTimeLimit parameter of LPM~lnitialize, otherwise the 
PCM will assume LPV _REJECT. 

Any other value 
The PCM assumes LPV _DONT _CARE. In addition, the PCM will assume the return 
value to be synchronous, and thus will not expect the LPM to call the 
cbpAdmitRsvpMsg callback function; even if the LPM calls the function later, the 
result will be rejected. 
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Remarks 
The Subnet Bandwidth Manager (SBM) forwards RSVP PATH, RESV, PATHERR, 
RESVERR, PATH_TEAR, and RESV _TEAR messages to the PCM. If a request passes 
LPM policy-based admission (in which case the success status is passed up through the 
PCM to the SBM), the SBM performs resource based-admission control as part of its 
RSVP processing; if resource based-admission control fails, the SBM will instruct the 
PCM to instruct each LPM to delete its state through the LPM_CommitResv function. In 
such circumstances, the SBM (and not the LPMs) will create the requisite RSVP error 
message. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 

LPM_ CommitResv 
The LPM_CommitResv function is called by the PCM to obtain reservation commitment 
decisions from the LPM. 

Parameters 
RsvpSession 

[in] Pointer to the RSVP session object for which the reservation commitment is being 
requested. 

Flowlnstalledlntf 
[in] Pointer to the interface on which the message was received. The received 
interface IP address is supplied as the RSVP HOP object, and the Logical Interface 
Handle is set to the SNMP Index. Note that interface index numbers can change with 
the addition and deletion of interfaces, due to the Plug and Play features of 
Windows 2000. 

RsvpStyle 
[in] RSVP reservation style being requested. 
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FilterSpecCount 
[in] Number of filter specs in ppFilterSpecList. 

ppFilterSpecList 
[in] Array of filter specs, listing the senders for whom the flow is created. 

pAfergedFlowSpec 
[in] Flow spec installed on the specified interface. The flow spec is a merged flow for 
all receivers that can be reached by Flowlnstalledlntf. 

CommitDecision 
[in] Value of the commitment decision reached by the LPM. The following list indicates 
possible values: 

RESOURCES_ALLOCATED 
RESOURCES_MODIFIED 

Remarks 
When the resources are allocated by the SBM for a new reservation, it calls LPMs with 
CommitDecision set to RESOURCES_ALLOCATED. When resources allocated for an 
existing reservation are changed, the SBM calls the LPM_CommitResv function with 
CommitDecision set to RESOURCES_MODIFIED. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 

LPM_Deinitialize 
The LPM_Deinitialize function allows the PCM to instruct LPMs to deinitialize, whether 
due to system shutdown or a change in Designated Subnet Bandwidth Manager (DSBM) 
status. This occurs when the Admission Control Service no longer needs to do policy 
based-admission control, such as when a demotion from DSBM status occurs. LPMs 
should free res()urces, close connections to external entities such as policy servers, 
directory services, and perform any other cleanup necessary to properly relinquish LPM 
activities. The PCM will unload the DLL after LPM_Deinitializereturns. 

Parameters 
LpmHandle 

Unique handle to the LPM, as supplied through LPM_lnitialize during initialization. 
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Return Values 
LPM_OK 

The LPM deinitialized successfully. 

If another value is returned from LPM_Deinitialize, the PCM will record the name of this 
DLL (implementations of LPMs are always in the form of a DLL), as well as this return 
value, in the Event Log. 

Remarks 
LPMs do not need to return errors for outstanding requests when LPM_Deinitialize is 
called; PCM assumes LPV _REJECT for outstanding requests. LPMs should deinitialize 
synchronously before returning. If an LPM has been loaded and initialized multiple times 
to facilitate the handling of multiple PE types, the PCM will call LPM_Deinitialize 
multiple times as well. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 

LPM_DeleteState 
The LPM_DeleteState function is called by the PCM to delete LPMs' RSVP state 
information. RSVP states are deleted on various occasions, including when the S8M 
receives RSVP TEAR/ERR messages, or when an RSVP state times out. The 
LPM_DeleteState function call is synchronous. The PCM does not expect any results 
from the LPM for this request. 



Parameters 
RsvpSession 
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[in] Pointer to the RSVP session object for which the LPM should delete its state. This 
value is never NULL. 

ReceivedlntfAddress 
[in] Pointer to the interface on which the RSVP TEAR message was received. The 
received interface IP address is supplied as the RSVP HOP object, and the Logical 
Interface Handle is set to the SNMP Index. If the PCM is calling the LPM_DeleteState 
function for any reason other than an RSVP TEAR message, this argument can be 
NULL. Note that interface index numbers can change with the addition and deletion of 
interfaces, due to the Plug and Play features of Windows 2000. 

RsvpMsgType 
[in] RSVP message type for which the LPM should delete its state. 

RsvpHop 
[in] Pointer to an RSVP HOP object identifying the node that sent the TEAR message. 
LPMs can use this argument to locate state information. 

RsvpStyle 
[in] Pointer to an argument that specifies the RSVP reservation style for RSVP 
RESV _TEAR messages. LPMs can use this argument to locate state information. 

FilterSpecCount 
[in] Specifies the number of FilterSpecs in FilterSpecList. For RESV messages, 
FilterSpecCount is dependent on RsvpStyle. For PATH messages, this value will 
always be 1. 

FilterSpecList 
[in] Array of FilterSpec pointers. Note that the contents of Fi/terSpecList is dependent 
on RsvpStyle; if RsvpMsgType is RSVP_PATH then FilterSpecListspecifies the 
SenderTemplate, if RsvpMsgType is RSVP _RESV then FHterSpecList is the list of 
filters for which the RESV state needs to be deleted. 

DeleteReason 
[in] Reason for deleting the state. Possible values are: 

RCVD_PATH_TEAR 
RCVD_RESV_TEAR 
ADM_CTRL_FAILED 
STATE_TIMEOUT 
FLOW_DURATION 

LPMs can use DeleteReason for statistic gathering or any other use. 

Remarks 
The PCM will call the LPM_DeleteState function for each LPM; LPMs should be 
prepared to handle LPM_DeleteState for a nonexistent state, as described further in the 
Remarks section of the cbpAdmitRsvpMsg function. 
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Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Lpmapi.h. 

LPM_ GetRsvpObjects 
The LPM_GetRsvpObjects function allows the PCM to query LPMs for policy data. The 
data is forwarded by the PCM to the S8M for inclusion in RSVP refresh messages that 
require policy data. 

Results from the LPM_GetRsvpObjects function can be returned synchronously or 
asynchronously. Asynchronous results are returned by calling the cbpGetRsvpObjects 
callback function. 

Parameters 
PcmReqHandle 

[in] Unique handle that distinguishes this request from all other requests. LPMs should 
use this PcmReqHandle when returning results asynchronously using the 
cbpGetRsvpObjects callback function. 

MaxPdSize 
[in] Maximum allowable size of the returned policy data. 

$endinglntfAddr 
[in] Pointer to the interface on which the RSVP message will be sent out. The sending 
interface IP address is supplied as the RSVP HOP object, which equates to PHOP for 
PATH messages and NHOP for RESV messages. The Logical Interface Handle is set 
to the SNMP Index. Note that interface index numbers can change with the addition 
and deletion of interfaces, due to the Plug and Play features of Windows 2000. 

pRsvpMsgObjs 
[in] RSVP objects generated by the S8M. All RSVP objects are in host order. The 
following objects are supplied. 



Value 

RsvpMsgType 

RsvpSession 

RsvpHop 

RsvpStyle 

RsvpScope 

FlowDescCount 

FlowDescUst 

pRsvpObjectsCount 
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Meaning 

RSVP message type, as defined in the RSVP protocol. This can 
be used by an LPM to locate the state from which it can 
generate policy data objects. 

RSVP session for which the S8M requires policy information. 
This can be used by an LPM to locate the state from which it 
can generate policy data objects. 

The HOP to which the RSVP message is being forwarded. 
Since a PATH message is sent directory to the session address, 
this HOP pointer is NULL for PATH messages. For all other 
messages, the address in the HOP object is the node address 
and the LlH is unused. 

RSVP reservation style, as defined in the RSVP protocol. If an 
RESV message is being sent out by the S8M, RsvpStyle 
specifies the reservation style. If a PATH message is being 
sent, RsvpStyle is NULL. 

The RSVP scope of an outgoing RESV message, as long as the 
SCOPE object is not NULL. Used only for WF-style 
reservations. For all other RSVP reservation styles, RsvpScope 
is NULL. 

Number of flow descriptors. 

Array of flow descriptor pOinters in the outgoing RSVP 
message. For PATH messages, there will be only one 
FlowDescriptor containing sender template and sender TSPEC. 

[out] Pointer to the number of policy objects being returned. When an LPM is 
immediately returning results, the pRsvpObjectsCount and pppRsvpObjects 
parameters should be used to return policy data objects. Note that the buffer 
containing the policy data objects should be allocated using the memory allocation 
function PALLOCMEM, supplied within the LPM_lnitialize function. 

pppRsvpObjects 
[out] Pointer to an array of policy data object pointers returned in response to the 
request. Note that the buffer containing the policy data objects, and this array of policy 
data object pointers, should be allocated using the memory allocation function 
PALLOCMEM, supplied within the LPM_lnitialize function. 

Reserved 
[out] Reserved for future use. 

Return Values 
LPM_RESULT_READY 

The LPM has returned the policy data using pRsvpObjectsCount and pppRsvpObjects 
parameters. 
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LPM_RESUL T _DEFER 
The LPM is unable to return the policy data objects synchronously, and will return the 
policy data objects with a subsequent call to cbpGetRsvpObjects. 

LPM_DROP _MSG 
The LPM can return this value when it does not want to refresh the outgoing 
message. 

LPM_ERROR 
The LPM has encountered an error. 

Remarks 
If an LPM doesn't have policy data to return from the LPM_GetRsvpObjects function 
call, it should synchronously return LPM_RESUL T _READY, set pppRsvpObjects to 
NULL, and set pRsvpObjectsCountto zero. If a synchronous return isn't possible, an 
LPM should return LPM_RESUL T _DEFER, and return the result by calling the 
cbpGetRsvpObjects callback function. If the LPM does not have any policy data objects 
to return, it can set pppRsvpObjects to NULL and pRsvpObjectsCountto zero. 

If any LPM returns LPV _DROP _MSG, the SBM will not send out an RSVP refresh 
message, and will free the policy data objects returned by other LPMs (those that did not 
return LPM_DROP _MSG, if any). By not sending out RSVP refresh messages, a flow's 
RSVP state both upstream and downstream will begin to age, and eventually get 
deleted. 

Note The SBM will send out the RSVP refresh message even if some or all LPMs fail to 
return policy data objects in a timely fashion, even though such an outgoing RSVP 
message may not contain all policy data objects it should. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 

LPM_lnitialize 
The LPM_lnitialize function initializes a local policy module (LPM). This occurs when the 
Admission Control Service needs to do policy based-admission control, such as when 
an SBM becomes the Designated Subnet Bandwidth Manager (DSBM). LPMs should 
initialize themselves, synchronously, before returning. 
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LpmHandle 
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[in] Unique handle for the LPM, assigned by the peM. 

ResultTimeUmit 
[in] Represents the value, in seconds, within which the LPM must respond to peM 
requests. An LPM's failure to respond to peM requests within ResultTimeUmit results 
in assumed rejection of the peM request. The peM will ignore responses provided 
after ResultTimeUmit. 

MemoryA lIoca tor 
[in] peM provided-memory allocation routine PALLOCMEM. This function call must 
be used by LPMs when returning policy information to the peM. This function, 
combined with the PFREEMEM function, allows the S8M to use different memory 
management schemes without requiring the recompilation of LPMs. Its use is 
recommended. LPMs do not need to use this function to manage their local buffers. 

FreeMemory 
[in] peM provided-memory freeing routine PFREEMEM. This function, combined with 
the function PALLOCMEM, allows the S8M to use different memory-management 
schemes without requiring the recompilation of LPMs. Its use is recommended. If 
memory allocated with MemoryAllocator is not returned to peM, nor freed with this 
call, a memory leak will result. LPMs do not need to use this function to manage their 
local buffers. The S8M will free this buffer when it is no longer needed. This function 
call must be used by LPMs when returning policy information to the peM. 

cbpAdmitRsvpMsg 
[in] Pointer to the function used to asynchronously return results to the 
LPM_AdmitRsvpMsg request. 

cbpGetRsvpObjects 
[in] Pointer to the function used to asynchronously return policy data objects from calls 
to the LPM_GetRsvpObjects request. 
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ConfiguredLpmCount 
[in] Number of LPMs configured for use with the peM. Note that this value does not 
indicate whether LPMs have been successfully loaded or initialized. This value is a 
useful indication that the peM will attempt to load multiple LPMs on the system. 

SupportedPe Type 
[out] Valid Policy Element (PE) type that the LPM uses to make policy based­
admission control decisions. Each LPM can only support one PE type, though future 
versions may allow an LPM to support multiple PE types. Reserved PE types are 
defined in LpmapLh. 

It is possible for a single DLL to support multiple PE types by having the DLL name 
entered multiple times in the peM configuration data. Under such circumstances, the 
peM will load and call the same LPM_lnitia/ize routine multiple times; it is the LPM's 
responsibility to return different PE types for these additional calls. 

LPMs can return a special PE type, LPM_ALL_PE_ TYPES, to indicate that it will 
make policy based-admission control decisions based on all policy data objects. In 
this scenario, the peM will assume that this LPM understands how to generate policy 
data objects for outgoing messages that the peM is not able to understand. 

Reserved 
[in, out] Reserved for future use. 

Return Values 
If the LPM is initialized successfully, and a valid PE type is returned in 
SupportedPeType, the return value will be LPM_OK. The peM treats any value other 
than LPM_OK as an error, and unloads the DLL (LPMs are always implemented as 
DLLs). If a value other than LPM_OK is returned or SupportedPeType is invalid, the 
peM writes a record to the Event Log and includes the name of the DLL and the 
returned error value. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 

Lpm_lpAddressTable 
The Lpm_lpAddressTable function is used by the peM to pass a list of IP addresses 
assigned to the Windows 2000 Server upon which the LPM is initialized. The peM calls 
this routine after the LPM has successfully initialized, but before making any requests. 
The peM also uses the Lpm_lpAddressTable function to update LPMs regarding IP 
address changes. LPMs are expected to detect IP address changes and update their 
states appropriately. 



Parameters 
clpAddrTable 
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[in] Number of addresses in the IP table. 

plpAddrTable 
[in] Pointer to an LPMIPTABLE structure that contains the IP addresses assigned to 
the Windows 2000 Server on which the LPM resides. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Lpmapi.h. 

LPM Structures 
The following structures are exposed by the Microsoft-provided LPM: 

• LPMIPT ABLE 

• PALLOCMEM 

• PFREEMEM 

LPMIPTABLE 
The LPMIPTABLE structure contains IP information, including the SNMP index, IP 
address, and subnet mask for each interface. The LPMIPTABLE structure is supplied as 
an argument for the LPM_lpAddressTable function. 

Members 
Ullflndex 

SNMP index for the interface. 

IflpAddr 
IP address for the interface. 
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IfNetMask 
IP subnet mask for the interface. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Lpmapi.h. 

PALLOCMEM 
The PALLOCMEM function is a memory allocation function provided by the peM, used 
for allocating memory when returning policy information to the peM. The PALLOCMEM 
function is supplied as a parameter of the LPM_lnitialize function, and allows the S8M 
to experiment with different memory-management schemes without requiring 
recompilation of LPMs. 

Parameters 
Size 

Size of the memory buffer required by the LPM. 

Remarks 
LPMs do not need to use this function to manage their local buffers. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in Lpmapi.h. 

PFREEMEM 
The PFREEMEM function is a memory-freeing function provided by the peM. 
PFREEMEM frees memory buffers that were allocated using PALLOCMEM. The 
PFREEMEM function is supplied as a parameter of the LPM_lnitialize function. The 
combination of PALLOCMEM and PFREEMEM allows the S8M to experiment with 
different memory-management schemes without requiring recompilation of LPMs. 



Parameters 
pv 

Pointer to the memory buffer to free. 

Remarks 
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LPMs do not need to use this function to manage their local buffers. LPMs need to use 
this function to free buffers that were allocated, but were not sent to the PCM. For 
example, if a buffer is allocated in anticipation of a PCM's response to a request, but a 
response is never returned (perhaps the remote policy store is unavailable or 
unresponsive), that buffer must be freed with this function, or a memory leak will ensue. 

Windows NT/2000: Requires Windows 2000. 
Windows 95/98: Unsupported. 
Header: Declared in LpmapLh. 
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IN 0 E X 

Networking Services Programming Elements -
Alphabetical Listing 

This final part, found in each volume in the Networking Services Library, provides a 
comprehensive programming element index that has been designed to make your life 
easier. 

Rather than cluttering the TOGs of each individual volume in this library with the names 
of programming elements, I've relegated such per-element information to a central 
location: the back of each volume. This index points you to the volume that has the 
information you need, and organizes the information in a way that lends itself to easy 
use. 

Also, to keep you as informed and up-to-date as possible about Microsoft technologies, 
I've created (and maintain) a live Web-based document that maps Microsoft 
technologies to the locations where you can get more information about them. The 
following link gets you to the live index of technolqgies: 

www.iseminger.com/Winprs/technologies 

The format of this index is in a constant state of improvement. I've designed it to be as 
useful as possible, but the real test comes when you put it to use. If you can think of 
ways to make improvements, send me feedback at winprs@microsoft.com. While I can't 
guarantee a reply, I'll read the input, and if others can benefit, I will incorporate the idea 
into future libraries. 

Locators are arranged by Volume Number followed by Page Number. 

A B 
accept ............................................... Vol. 1, 133 bind ................................................... Vol. 1, 139 
AcceptEx ........................................... Vol. 1, 135 Binding Option Constants ................. Vol. 3, 333 
ACTION_HEADER ........................... Vol. 2,147 Binding Time-out Constants ............. Vol. 3, 333 
ADAPTER_STATUS ........................ Vol. 2,148 BLOB ................................................ Vol. 1, 378 
Addlnterface ..................................... Vol. 5, 266 BlockConvertServicesToStatic ......... Vol. 5, 316 
AddlPAddress .................................. Vol. 2, 239 BlockDeleteStaticServices ................ Vol. 5, 317 
ADDRESS_LIST _DESCRIPTOR. .... Vol. 1, 835 
AFPROTOCOLS .............................. Vol. 1, 377 
AsnAny ......................... , ................... Vol. 2, 336 c 
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AsnObjectldentifier ........................... Vol. 2, 339 
AsnOctetString ................................. Vol. 2, 339 
Authentication-Level Constants ....... Vol. 3, 330 
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cbpAdmitRsvpMsg ............................ Vol. 1, 860 
cbpGetRsvpObjects .......................... Vol. 1,861 
Change Notification Flags ................. Vol. 5, 505 
CIAddFlowComplete ......................... Vol. 1, 830 
CIDeleteFlowComplete ..................... Vol. 1,831 
CIModifyFlowComplete ..................... VoI.1, 831 
CINotifyHandler. ................................ Vol. 1,832 
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D G 
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GetNetworkParams .......................... Vol. 2, 258 
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