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u.AsyncRead.nBlockSize 
Specifies the size of each individual block within the data stream that is read as a whole 
from the 1394 node. If this parameter is zero, the maximum packet size for the device and 
speed selected is used to issue these read requests. 

u.AsyncRead.fuIFlags 
Specifies any non-default settings for this operation. The following flags are provided: 

Flag 

ASYNC_FLAGS_ 
NONINCREMENTING 

ASYNC_FLAGS_PING 

u.AsyncRead.Mdl 

Description 

When the bus driver splits the request into blocks, begin the 
operation for each block at the same address, rather than treating 
each block as consecutive sections of the device's address space. 
Used only in asynchronous requests larger than u.AsyncRead. 
nBlockSize or the maximum packet size for the current speed 

The bus driver returns the elapsed time of the operation in 
u.AsyncRead.ElapsedTime. 

Pointer to an MDL that describes the device driver's buffer, which receives data from the 
1394 node. 

u.AsyncRead.uIGeneration 
Specifies the bus reset generation as known by the device driver that submits this asynch­
ronous request. If the generation count specified does not match the actual generation of 
the bus, this request is returned with an error of STATUS_INVALID_GENERATION. 

u.AsyncRead.chPriority 
Reserved. 

u.AsyncRead.nSpeed 
Reserved. 

u.AsyncRead.tCode 
Reserved. 

u.AsyncRead.Reserved 
Reserved. 



IRB Output 
u.AsyncRead.ElapsedTime 
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If the driver specifies the ASYNC_FLAGS_PING flag, the bus driver returns the time 
required, in nanoseconds, to complete the read request. 

1/0 Status Block 
If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. If u.Async­
Lock.ulGeneration does not match the current bus reset generation count, the bus driver 
sets Irp->IoStatus.Status as STATUS_INVALID_GENERATION. 

Operation 
A REQUEST_ASYNC_READ request will read from the device's address space, beginning 
at the AddressOffset member of u.AsyncRead.DestinationAddress. The buffer will be 
broken up into blocks, and one block will be read per transaction. If the ASYNC_FLAGS_ 
NONINCREMENTING flag is set, the driver reads each block beginning at u.AsyncRead. 
DestinationAddress; otherwise it will read each block from successive regions in the de­
vice's memory address space. 

The IEEE 1394-1995 Specification constrains the size of reads to be ASYNC_PA YLOAD_ 
xxx_RATE, where xxx is the approximate connection speed in megabits per second. (The 
speeds allowed at the time of this writing are 100,200, and 400 Mb/s.) If the block size 
exceeds the maximum payload size, the payload size will be used as the block size. 

The size of packets may also be constrained by the device itself. The device reports the 
maximum packet size in the MAX_REC field of its configuration ROM. If this value is 
smaller than requested block size and the maximum payload size, the bus driver uses this 
as the block size. 

REQUEST _ASVNC_STREAM 
The REQUEST_ASYNC_STREAM request writes packets to an isochronous channel, 
during the asynchronous phase of the IEEE 1394 bus. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 
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union { 

} u; 
I RB; 

IRB Input 

struct 
ULONG 
ULONG 
PMDL 
ULONG 
ULONG 
ULONG 
ULONG 
UCHAR 

AsyncStream; 

nNumberOfBytesToStream; 
fulFlags; 
Mdl; 
ulTag; 
nChannel ; 
ulSynch; 
Reserved; 
nSpeed; 

FunctionNumber 
REQUEST_ASYNC_STREAM. 

u.AsyncStream.nNumberOfBytesToStream 
Specifies the number of bytes to write. 

u.AsyncStream. fulFlags 
Reserved. Drivers must set this to zero. 

u.AsyncStream.Mdl 
Specifies the source buffer. 

u.AsyncStream.uITag 
Specifies the Tag field for any packets generated from this request. 

u.AsyncStream.nChannel 
Specifies the channel to which the data will be written. 

u.AsyncStream.uISynch 
Specifies the Sy field for any packets generated from this request. 

u.AsyncStream.Reserved 
Reserved. 
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u.AsyncStream.nSpeed 
Specifies the transfer rate. The possible speed values are SPEED_FLAGS_xxx, where xxx 
is the (approximate) transfer rate in megabits per second. At the time of this writing, existing 
hardware currently supports transfer rates of 100,200, and 400 Mb/sec. 

110 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 

Operation 
Since the packet is sent during the asynchronous phase of the bus cycle, it does not have a 
guaranteed bandwidth and, therefore, it lacks a guaranteed delivery time. 

REQUEST _ASVNC _ WRITE 
The REQUEST_ASYNC_ WRITE request performs an asynchronous write operation to the 
device specified. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

u; 

} IRB; 

struct { 
IO_ADDRESS 
ULONG 
ULONG 
ULONG 
PMDL 
ULONG 
UCHAR 
UCHAR 
UCHAR 
ULONG 

} AsyncWrite; 

DestinationAddress; 
nNumberOfBytesToWrite; 
nBlockSize; 
ful Fl ags; 
Mdl; 
ulGeneration; 
chPriority; 
nSpeed; 
tCode; 
Reserved; 
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IRB Input 
FunctionNumber 
REQUEST _ASYNC_ WRITE 

u.AsyncWrite.DestinationAddress 
Specifies the 1394 64-bit destination address for this read operation. The driver only must 
fill in the IA_Destination_Offset member ofu.AsyncWrite.DestinationAddress; the bus 
driver will fill in the IA_Destination_ID member. See IO_ADDRESS for the structure 
description. 

u.AsyncWrite.nNumberOfBytesToWrite 
Specifies the number of bytes to write to the 1394 node. 

u.AsyncWrite.nBlockSize 
Specifies the size of each individual block within the data stream that is written as a whole 
to the node. If this parameter is zero, then the maximum packet size for the speed selected is 
used in breaking up these write requests. 

u.AsyncWrite.fuIFlags 
Specifies any non-default settings for this operation. The following flags are provided: 

Flag 

ASYNC_FLAGS 
NONINCREMENTING 

Description 

Do not increment 1394 address during asynchronous operation. 
This flag is set only in large asynchronous requests (that is, 
those greater than asynchronous packet size). 

Always return success from the write operation, whether the 
write succeeds or fails. 

Use the bit-wise operator OR to combine the settings. 

u.AsyncWrite.Mdl 
Pointer to an MDL that describes the device driver's buffer, which receives data from the 
1394 node. 

u.AsyncWrite.uIGeneration 
Specifies the bus reset generation as known by the device driver that submitted this asyn­
chronous request. If the generation count specified does not match the actual generation of 
the bus, this request is returned with an error. 

u.AsyncWrite.chPriority 
Reserved. 



u.AsyncWrite.nSpeed 
Reserved. 

u.AsyncWrite.tCode 
Reserved. 

u.AsyncWrite.Reserved 
Reserved. 

1/0 Status Block 
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If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. If u.Async­
Lock.ulGeneration does not match the current bus reset generation count, the bus driver 
sets Irp->IoStatus.Status to STATUS_INVALID_GENERATION. 

Operation 
The REQUEST_ASYNC_ WRITE request writes the data buffer into the device's ad-
dress space, beginning at the u.AsyncWrite.AddressOffset member of u.AsyncWrite. 
DestinationAddress. The buffer is broken up into blocks, and one block is written for each 
transaction. If the ASYNC_FLAGS_NONINCREMENTING flag is set, the bus driver will 
write each block beginning at u.AsyncWrite.DestinationAddress, otherwise it will write 
the buffer to consecutive addresses in the memory space of the device. 

The IEEE 1394-1995 Specification constrains the size of write operations to be ASYNC_ 
PAYLOAD _xxx_RATE, where xxx is the approximate connection speed in megabits per 
second. (The speeds allowed at the time of this writing are 100,200, and 400 Mb/s.). If 
the block size exceeds the maximum payload size, the payload size will be used as the 
block size. 

The size of packets may also be constrained by the device itself. The device reports the 
maximum packet size in the MAX_REC field of its configuration ROM. If this value is 
smaller than requested block size and the maximum payload size, the bus driver uses this 
as the block size. 

The ASYNC_FLAGS_NO_STATUS flag should only be set if the driver has a higher-level 
error recovery protocol, and should only be used for quadlet-sized writes. 

The REQUEST_BUS_RESET request initiates an IEEE 1394 bus reset. 
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The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 

} u; 
} I RB; 

IRB Input 

struct { 
ULONG 

BusReset; 
ful Fl ags; 

FunctionNumber 
REQUEST_BUS_RESET. 

u.BusReset.fuIFlags 
Specifies flags for the bus reset. Set the flag BUS_RESET_FLAGS_FORCE_ROOT to 
make the local node the root node. 

REQUEST _BUS_RESET _NOTIFICATION 
The REQUEST_BUS_RESET_NOTIFICATION request registers (or de-registers) a 
notification routine to be executed for IEEE 1394 bus resets. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct 

ULONG fulFlags; 

} u; 
} I RB; 

PBUS_BUS_RESET_NOTIFICATION ResetRoutine; 
PVOID -ResetContext; 

BusResetNotification; 



IRB Input 
FunctionNumber 
REQUEST _BUS_RESET _NOTIFICATION. 

u.BusResetNotification.fuIFlags 
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Specifies whether a callback should be registered or deactivated. Use REGISTER_ 
NOTIFICATION_ROUTINE to register ResetRoutine as the callback. Use 
DEREGISTER_NOTIFICATION_ROUTINE to deactivate any previously registered 
callback. 

u.BusResetNotification.ResetRoutine 
Pointer to the notification routine for bus resets. The notification routine parameters follow 
this prototype: 

void BusResetNotificationRoutine(IN PVOID Context); 

u.BusResetNotification.ResetContext 
Specifies the argument to be passed to the notification routine. 

110 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

Operation 
The notification routine is called at DISPATCH_LEVEL. 

REQUEST_CONTROL 
The REQUEST_CONTROL request submits a vendor-specific control request to the port 
driver. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
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u; 
IRB; 

IRB Input 

struct { 
ULONG 
PMDL 
ULONG 
PMDL 
ULONG 
ULONG 

} Control; 

ulIoControlCode; 
pInBuffer; 
ulInBufferLength; 
pOutBuffer; 
ulOutBufferLength; 
BytesReturned; 

FunctionNumber 
REQUEST_CONTROL. 

u.Control.ulloControICode 
Specifies the control code used in this request. Vendors should make these control codes 
unique, so that they do not overlap. 

u.Control.plnBuffer 
Pointer to an MDL that describes the input buffer. The input buffer contains user-defined 
information. 

u.Control.ullnBufferLength 
Specifies the length of the input buffer. 

u.Control.pOutBuffer 
Pointer to an MDL that describes the output buffer. The output buffer contains user-defined 
information. 

u.Control.uIOutBufferLength 
Specifies the length of the output buffer. 

IRB Output 
u.Control.pOutBuffer 
The bus driver puts the output of the control request in the buffer described by this MDL. 

u.Control.BytesReturned 
The length of any data that is returned in pOutBuffer. 
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1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

Operation 
Vendors interested in defining their own control codes for their host controller should 
contact Microsoft for a unique IoControlCode. This ensures that the IoControlCode 
will not overlap with the control codes used by other hardware and software vendors. 

Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 

REQUEST_FREE_ADDRESS_RANGE 
The REQUEST_FREE_ADDRESS_RANGE request releases a 1394 address allocated by 
REQUEST_ALLOCATE_ADDRESS_RANGE. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 

} u; 
} IRB; 

IRB Input 

struct { 
ULONG 
PADDRESS_RANGE 
PHANDLE 
PVOID 

} FreeAddressRange; 

nAddressesToFree; 
p1394AddressRange; 
pAddressRange; 
Reserved; 

FunctionNumber 
REQUEST_FREE_ADDRESS_RANGE. 

u. FreeAddressRange. nAddressesToFree 
Specifies the number of entries in pAddressRange. 
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u.FreeAddressRange.p1394AddressRange 
Specifies a pointer to an array of ADDRESS_RANGE data structures to be released. These 
address ranges were returned in a prior successful call to AllocateAddressRange. 

u.FreeAddressRange.pAddressRange 
Pointer to the array of handles to free. These handles were returned in a prior successful call 
to AllocateAddressRange. 

110 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 

REQUEST_GET _ADDR_FROM_DEVICE_ OBJECT 
The REQUEST_GET_ADDR_FROM_DEVICE_OBJECT request returns a 1394 node 
address. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

ULONG fulFlags; 
NodeAddress; 

Get1394AddressFromDeviceObject; 

u; 

I RB; 

IRB Input 
FunctionNumber 
REQUEST_GET_ADDR_FROM_DEVICE_OBJECT. 

u.Get1394AddressFromDeviceObject.fuIFlags 
Specifies which device's node address we are querying. Zero indicates the calling device. 
USE_LOCAL_NODE indicates the local host controller. 
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IRB Output 
u.Get1394AddressFromDeviceObject.NodeAddress ' 
Contains the NODE_ADDRESS structure describing the device's node address. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 

REQUEST_GET_CONFIGURATION_INFO 
The REQUEST_GET_CONFIGURATION_INFO request retrieves configuration infor­
mation for a device. This information is gathered from the device's IEEE 1394 standard 
configuration ROM. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct { 

PCONFIG_ROM 
ULONG 
PVOID 
IO_ADDRESS 
ULONG 
PVOID 
IO_ADDRESS 
ULONG 
PTEXTUAL_LEAF 
ULONG 
PTEXTUAL_LEAF 

ConfigRom; 
UnitDirectoryBufferSize; 
UnitDirectory; 
UnitDirectoryLocation; 
UnitDependentDirectoryBufferSize; 
UnitDependentDirectory; 
UnitDependentDirectoryLocation; 
VendorLeafBufferSize; 
VendorLeaf; 
Model LeafBufferSize; 
Model Leaf; 

} GetConfigurationlnformation; 

u; 

I RB; 
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IRB Input 
FunctionNumber 
REQUEST_GET_CONFIGURATION_INFO. 

u.GetConfigurationlnformation.ConfigRom 
Pointer to the buffer that the bus driver will use to store a copy of the device's configuration 
ROM. The configuration ROM is defined by the IEEE 1394 Specification. 

u.GetConfigurationlnformation.UnitDirectoryBufferSize 
Specifies the size of the buffer pointed to by the UnitDirectory member of u.Get­
ConfigurationInformation. If the UnitDirectoryBufferSize, UnitDependentDirectory­
BufferSize, VendorLeafBufferSize, and ModelLeafBufferSize members of u.Get 
ConfigurationInformation are all zero, on completion the bus driver fills in this member 
with the minimum buffer size needed to hold all the information. 

u.GetConfigurationlnformation.UnitDirectory 
Pointer to where the bus driver will return the unit directory. See the IEEE 1394-1995 
Specification for a description of the internals of the unit directory. 

u.GetConfigurationlnformation.UnitDependentDirectoryBufferSize 
Specifies the size of the buffer pointed to by UnitDependentDirectory member of 
u.GetConfigurationInformation. If the UnitDirectoryBufferSize, UnitDependent­
DirectoryBufferSize, VendorLeafBufferSize, and ModelLeafBufferSize members of 
u.GetConfigurationInformation are all zero, on completion the bus driver fills in this 
member with the minimum buffer size needed to hold all the information. 

u.GetConfigurationlnformation.UnitDependentDirectory 
Pointer to a buffer that will receives the unit dependent directory, as defined by the IEEE 
1394-1995 Specification. See the specification for a description of the internals of the unit 
directory. 

u.GetConfigurationlnformation.VendorLeafBufferSize 
Specifies the size of the buffer pointed to by Vendor Leaf member of u.GetConfiguration­
Information. If the UnitDirectoryBufferSize, UnitDependentDirectoryBufferSize, 
VendorLeafBufferSize, and ModelLeafBufferSize members of u.GetConfiguration­
Information are all zero, on completion the bus driver fills in this member with the 
minimum buffer size needed to hold all the information. 

u.GetConfigurationlnformation.VendorLeaf 
Pointer to a buffer to receive the vendor leaf TEXTUAL_LEAF structure, which describes 
the device vendor. 
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u.GetConfigurationlnformation.ModeILeafBufferSize 
Specifies the size of the buffer pointed to by ModelLeaf member of u.GetConfiguration­
Information. If the UnitDirectoryBufferSize, UnitDependentDirectoryBufferSize, 
VendorLeamufferSize, and ModelLeamufferSize members of u.GetConfiguration­
Information are all zero, on completion the bus driver fills in this member with the 
minimum buffer size needed to hold all the information. 

u.GetConfigurationlnformation.ModeILeaf 
Pointer to a buffer to receive the model leaf TEXTUAL_LEAF structure, which describes 
the device model type. 

IRB Output 
u.GetConfigurationlnformation.ConfigRom 
If successful, the bus driver returns the configuration ROM in this buffer. If the Unit­
DirectoryBufferSize, UnitDependentDirectoryBufferSize, VendorLeamufferSize, 
and ModelLeamufferSize members of u.GetConfigurationInformation are all zero, 
the bus driver does not use this member. 

u.GetConfigurationlnformation.UnitDirectoryBufferSize 
If the device driver passed zero for the UnitDirectoryBufferSize, UnitDependent­
DirectoryBufferSize, VendorLeamufferSize, and ModelLeaffiufferSize members of 
u.GetConfigurationInformation, the bus driver returns the size of the unit directory in 
this member. 

u.GetConfigurationlnformation.UnitDirectory 
The bus driver returns the unit directory in this buffer, up the number of bytes specified by 
the device driver in u.GetConfigurationInformation.UnitDirectoryBufferSize. 

u.GetConfigurationlnformation.UnitDirectoryLocation 
Specifies the address in the device's memory space where the unit directory begins. This 
parameter is useful when pointers are embedded within the unit directory, as these pointers 
are expressed in quadlet offsets from the current position. Only the IA_Destination_ Offset 
member of the 10_ADDRESS data structure is valid. 

u.GetConfigurationlnformation.UnitDependentDirectoryBufferSize 
If the device driver passed zero for the UnitDirectoryBufferSize, UnitDependent­
DirectoryBufferSize, VendorLeamufferSize, and ModelLeaffiufferSize members of 
u.GetConfigurationInformation, the bus driver returns the size of the unit dependent 
directory in this member. 
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u.GetConfigurationlnformation.UnitDependentDirectory 
The bus driver returns the unit dependent directory in this buffer, up the number of bytes 
specified by the device driver in u.GetConfigurationlnformation.UnitDependent-
Directory BufferSize. . 

u.GetConfigurationlnformation.UnitDependentDirectoryLocation 
Specifies the 48-bit address where the unit-dependent directory begins. This parameter is 
useful when pointers are embedded in the unit-dependent directory, since these pointers are 
expressed in quadlet offsets from the current position. See 10_ADDRESS for the structure 
description. 

u.GetConfigurationlnformation.VendorLeafBufferSize 
If the device driver passed zero for the UnitDirectoryBufferSize, UnitDependent­
DirectoryBufferSize, VendorLeafBufferSize, and ModelLeafBufferSize members 
of u.GetConfigurationlnformation, the bus driver returns the size of the vendor leaf 
in this member. 

u.GetConfigurationlnformation.VendorLeaf 
The bus driver returns the unit directory in this buffer, up the number of bytes specified by 
the device driver in u.GetConfigurationlnformation. VendorLeafBufferSize. 

u.GetConfigurationlnformation.ModeILeafBufferSize 
If the device driver passed zero for the UnitDirectoryBufferSize, UnitDependent­
DirectoryBufferSize, VendorLeafBufferSize, and ModelLeafBufferSize members 
of u.GetConfigurationlnformation, the bus driver returns the size of the model leaf 
in this member. 

u.GetConfigurationlnformation.ModeILeaf 
The bus driver returns the unit directory in this buffer, up the number of bytes specified by 
the device driver in u.GetConfigurationlnformation.ModeILeafBufferSize. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

REQUEST_GET_GENERATION_COUNT 
The REQUEST_GET_GENERATION_COUNT request retrieves the current bus reset 
generation. This count is incremented every time the bus is reset. This generation count 
must be passed in each asynchronous read, write, and lock request that a device driver 
submits to the 1394 bus driver. 
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The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber: 

union 
struct 

ULONG GenerationCount: 
GetGenerationCount: 

u: 
I RB: 

IRB Input 
FunctionNumber 
REQUEST_GET_GENERATION_COUNT. 

IRB Output 
u.GetGenerationCount.GenerationCount 
Specifies the current generation count. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

The REQUEST_GET_LOCAL_HOST_INFO request returns information about the local 
node's host controller. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber: 

union 
struct { 

ULONG nLevel: 
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PVOID Information; 
} GetLocalHostInformation; 

} u; 
IRB; 

IRB Input 
FunctionNumber 
REQUEST_GET_LOCAL_HOST_INFO. 

u.GetLocaIHostlnformation.nLevel 
Specifies what level of information is desired from this call. The following flags are 
provided. 

Flag 

GET_HOST_UNIQUE_ID 

GET_HOST_CAPABILITIES 

GET_POWER_SUPPLIED 

GET_PHYS_ADDR_ROUTINE 

Description 

Requests the port driver to return the 64-bit unique identifier. 

Requests the port driver to return the host controller's capability 
flags. 

Requests the port driver to return the bus' power characteristics. 

Requests the port driver to return the host controller's physical 
address mapping function. 

Requests the port driver to return the host controller's 
configuration ROM. 

Requests the port driver to return the speed or topology maps 
from the host controller's CSR. See the IEEE 1394 
Specification for a description of CSRs. 

u.GetLocaIHostlnformation.lnformation 
Pointer to an information block to be filled in, depending on what level of information is 
desired. Each block has its own particular structure: 

Flag 

GET_HOST_UNIQUE_ID 

GET_HOST_CAPABILITIES 

GET_POWER_SUPPLIED 

GET_PHYS~DDR_ROUTINE 

GET_HOST_CONFIG_ROM 

GET_HOST_CSR_CONTENTS 

Structure 

GET J-OCAL_HOST _INFO 1 

GET _LOCAL_HOST_INF02 

GET_LOCAL_HOST_INF03 

GET_LOCAL_HOST_INF04 

GET_LOCAL_HOST_INF05 

GET_LOCAL_HOST_INF06 



Chapter 1 IEEE 1394 Bus I/O Requests 1045 

IRB Output 
u.GetLocal Hostlnformation.l nformation 
Pointer to the information block, with the requested information filled in. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 

REQUEST_GET _SPEED_BETWEEN_DEVICES 
The REQUEST_GET_SPEED_BETWEEN_DEVICES request returns the maximum 
(simultaneous) transfer speed that can be used from one source device to a set of destination 
devices. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

u; 

I RB; 

struct 
ULONG fulFlags; 
ULONG ulNumberOfDestinations; 
PDEVICE_OBJECT hDestinationDeviceObjects[64]; 
ULONG fulSpeed; 

GetMaxSpeedBetweenDevices; 

IRB Input 
FunctionNumber 
REQUEST_GET _SPEED _BETWEEN_DEVICES 

u.GetMaxSpeedBetweenDevices.fuIFlags 
Specifies the source device. Zero indicates the calling device. USE_LOCAL_NODE 
indicates the computer itself. 
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u.GetMaxSpeedBetweenDevices.uINumberOfDestinations 
Specifies the number of destination devices. 

u.GetMaxSpeedBetween Devices.h DestinationDeviceObjects 
Pointer to an array of the device objects of the destination devices. 

IRS Output 
u.GetMaxSpeedBetweenDevices.fuISpeed 
Specifies the maximum possible transaction speed between the source device and the set of 
destination devices. The value returned is the maximum speed supported by all the devices 
simultaneously. The possible speed values are SPEED_FLAGS_xxx, where xxx is the (ap­
proximate) transfer rate in megabits per second. At the time of this writing, existing hard­
ware supports transfer rates of 100, 200, and 400 Mb/sec. 

110 Status Block 
If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. 

REQUEST_GET_SPEED_TOPOLOGY_MAPS 
The REQUEST_GET_SPEED_TOPOLOGY_MAPS request returns the IEEE 1394 bus 
speed and topology maps. On Windows 2000, this request is obsolete. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

} u; 
I RB; 

IRS Input 

struct { 
PSPEED_MAP SpeedMap; 
PTOPOLOGY_MAP TopologyMap; 

} GetSpeedTopologyMaps; 

Function Number 
REQUEST_GET _SPEED_TOPOLOGY _MAPS. 



IRB Output 
u.GetSpeedTopologyMaps.SpeedMap 
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Pointer to the bus' SPEED_MAP structure. This member is filled on completion. 

u.GetSpeedTopologyMaps. TopologyMap 
Pointer to the bus' TOPOLOGY_MAP structure. The topology map will be in big-endian, 
irrespective of the byte order of the local node. This member is filled on completion. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

Operation 
On Windows 2000, use GET_LOCAL_HOST_INFO with u.GetLocaIHostInformation. 
nLevel = GET _HOST_CSR_CONTENTS. 

REQUEST _ISOCH_ALLOCATE_BANDWIDTH 
The REQUEST _ISOCH_ALLOCATE_BANDWIDTH request allocates isochronous 
bandwidth to be used in subsequent operations. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

} u; 
IRB; 

struct 
ULONG nMaxBytesPerFrameRequested; 
ULONG fulSpeed; 
HANDLE hBandwidth; 
ULONG BytesPerFrameAvailable; 
ULONG SpeedSelected; 

} IsochAllocateBandwidth; 
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IRB Input 
FunctionNumber 
REQUEST _ISOCH_ALLOCATE_BANDWIDTH 

u.lsochAllocateBandwidth.nMaxBytesPerFrameRequested 
Specifies the bandwidth requested, in bytes per isochronous frame. If the host controller is 
configured to strip away the packet headers, the device driver does not need to include the 
packet header size in the number of bytes requested. The driver also does not need to round 
the value up to the nearest quadlet. 

u.lsochAllocateBandwidth.fuISpeed 
Specifies the connection speed to use in allocating bandwidth. The possible speed values are 
SPEED_FLAGS_xxx, where xxx is the (approximate) transfer rate in megabits per second. 
Currently, existing hardware supports transfer rates of 100, 200, and 400 Mb/sec. 

IRB Output 
u.lsochAllocateBandwidth.hBandwidth 
Specifies the handle to use to refer to the bandwidth resource. 

u.lsochAllocateBandwidth.BytesPerFrameAvailable 
Specifies the bytes per frame that are available after the allocation attempt. Drivers should 
not rely on this bandwidth being available, since another device may allocate or deallocate 
bandwidth at any time. The bus driver fills in this member, even if the request fails. 

u.lsochAllocateBandwidth.SpeedSelected 
Specifies the actual speed selected in allocating bandwidth. The value is one of SPEED_ 
FLAGS_xxx (see the fulSpeed member description above). 

1/0 Status Block 
If the bus driver successfully allocates the bandwidth, it sets Irp->IoStatus.Status to 
STATUS_SUCCESS. If it defers the request, it returns STATUS_PENDING. Otherwise 
it sets the appropriate error status. 

Operation 
Once the device driver no longer needs allocated bandwidth, it must deallocate it with the 
REQUEST _ISOCH_FREE_BANDWIDTH request. 

On Windows 98 RTM, the caller must be running at IRQL PASSIVE_LEVEL. On 
Windows 98 SPl, Windows 2000, or later, this request may be submitted at all IRQL 
levels. 
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The REQUEST _ISOCH_ALLOCATE_ CHANNEL request allocates an isochronous 
channel to be used in subsequent operations. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

ULONG 
ULONG 
LARGE_INTEGER 

nRequestedChannel ; 
Channel; 
ChannelsAvailable; 

IsochAllocateChannel; 

} u; 

I RB; 

IRB Input 
FunctionNumber 
REQUEST _ISOCH_ALLOCATE_ CHANNEL 

u.lsochAllocateChannel.nRequestedChannel 
Specifies the particular channel to allocate, or ISOCH_ANY_CHANNEL for an arbitrary 
channel. Most drivers should use ISOCH_ANY_CHANNEL. 

IRB Output 
u.lsochAllocateChannel.Channel 
Specifies the channel allocated, if the request succeeds. 

u.lsochAllocateChannel.ChannelsAvailable 
Specifies a bitmap of the available isochronous channels after the channel allocation 
attempt. Drivers should not rely on this information, since another device may allocate 
or deallocate channels at any time. The bus driver fills in this member, even if the 
request fails. 
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1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS if it successfully allocates 
the channel, or otherwise to the appropriate error status. 

Operation 
Once a channel is no longer needed, it should be deallocated using the REQUEST _ISOCH_ 
FREE_CHANNEL request. 

Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 

REQUEST _ISOCH_ALLOCATE_RESOU RCES 
The REQUEST _ISOCH_ALLOCATE_RESOURCES request allocates a resource handle 
for transactions over a given isochronous channel. The device driver will use the resource 
handle to attach and detach data buffers for isochronous transactions on that channel. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
HANDLE 

fulSpeed; 
ful Fl ags; 
nChannel ; 
nMaxBytesPerFrame; 
nNumberOfBuffers; 
nMaxBufferSize; 
nQuadletsToStrip; 
hResource; 

} IsochAllocateResources; 

} u; 

} IRB; 



IRB Input 
FunctionNumber 
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REQUEST _ISOCH_ALLOCATE_RESOURCES 

u.lsochAllocateResources.fuISpeed 
Specifies the connection speed to use for communication on the channel. The possible 
speed values are SPEED_FLAGS_xxx, where xxx is the (approximate) transfer rate in 
megabits per second. Currently, existing hardware supports transfer rates of 100, 200, 
and 400 Mb/sec. 

u.lsochAllocateResources.fuIFlags 
Specifies how the bus driver should use any buffers attached to the resource handle. Many 
of the flags specify how the bus driver should configure the IEEE host controller for DMA 
from or to attached buffers. 

Flag 

RESOURCE_BUFFERS_CIRCULAR 

RESOURCE_STRIP _ADDITIONAL_ 
QUADLETS 

Description 

Attached buffers will be used to read data from an 
isochronous channel. Set this if the resource handle will 
be used in a REQUEST_ISOCR_LISTEN request. 

Attached buffers will be used to write data to an 
isochronous channel. Set this if the resource handle will 
be used in a REQUEST_ISOCR_TALK request. 

When the host controller uses up the current supply of 
attached buffers, it will continue the operation beginning 
again with the first buffer attached. When the 
isochronous transaction is in progress, the device driver 
must not attach or detach buffers on the resource handle. 

The bus driver will configure the host controller to strip 
additional quadlets from incoming isochronous packets. 
The number of quadlets to be stripped is specified in 
nQuadletsToStrip. 

The bus driver will configure the host controller to 
synchronize the beginning of the isochronous 
transaction to the CYCLE_TIME specified in the 
StartTime member of the request's IRB. See 
REQUEST _ISOCR_LISTEN or REQUEST_ 
IS OCR_TALK. 

Used to switch to packet-based transfer, rather than the 
default. The default is stream-based transfer, unless the 
host controller only supports packet-based DMA. 
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u.lsochAllocateResources.nChannel 
Specifies the isochronous channel for all transactions involving the resource handle 
allocated by this request. 

u.lsochAllocateResources.nMaxBytesPerFrame 
Specifies the expected maximum isochronous frame size while transmitting and receiving 
on the channel. 

u.lsochAllocateResources.nNumberOfBuffers 
Specifies one more than the maximum expected number of buffers that are attached to 
the resource handle at any given time. If the RESOURCE_BUFFERS_CIRCULAR flag is 
specified, then nNumberOffiuffers specifies the total number of buffers attached to the 
resource handle, instead of the average number at any given time. 

u.lsochAllocateResources.nMaxBufferSize 
Specifies the maximum size of the buffers that are attached to the resource handle. 

u.lsochAllocateResources.nQuadletsToStrip 
Specifies the number of quadlets to strip from the beginning of every packet in an 
incoming isochronous stream. This parameter is ignored unless the device driver sets the 
RESOURCE_STRIP _ADDITIONAL_QUADLETS flag in fulFlags. 

IRB Output 
u.lsochAllocateResources.hResource 
Specifies the resource handle the device driver uses to attach or detach data buffers for 
isochronous transactions on the channel specified in nChannel. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS, if it processes the request 
successfully, or to the appropriate error code. 

Operation 
Not all RESOURCE_XXX flags are supported. Some require hardware support from 
the IEEE 1394 host controller. The device driver can use the REQUEST_GET_LOCAL_ 
HOST_INFO request, with nLevel = GET_HOST_CAPABILITIES, to determine which 
RESOURCE_XXX flags are supported. The bus driver returns a pointer to a GET_ 
LOCAL_HOST_INF02 structure, whose HostCapabilities member contains flags 
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that determine which flags the host controller supports. The following table lists which 
RESOURCE_XXX flags require hardware support, and the corresponding HostCapabilities 
flag the driver should check: 

RESOURCE_XXX flags 

RESOURCE_STRIP _ADDITIONAL_ 
QUADLETS 

RESOURCE_SYNCH_ON_TIME 

HostCapabilities flag 

HOST_INFO _SUPPORTS_ISOCH_STRIPPING 

HOST_INFO_SUPPORTS_START_ON_ 
CYCLE 

HOST_INFO_PACKET_BASED 

The default method of transmission for isochronous reads is stream-based: data is read until 
it fills the buffer, and then the bus driver begins filling the next buffer. If the RESOURCE_ 
USE_PACKET_BASED flag is set, the bus driver uses a packet-based method of storing 
data: each packet is put in its own buffer and no attempt is made to fill each buffer. A par­
ticular host controller may only support packet-based or stream-based reads. Drivers should 
use the REQUEST_GET_LOCAL_HOST_INFO request to determine what the host con­
troller supports. 

Not all host controllers automatically strip off the packet header. Use the REQUEST_ 
GET _LOCAL_HOST _INFO request to determine if the host controller automatically strips 
the packet header. This request will also determine if the host controller can be configured to 
strip quadlets from the beginning of each packet. Many host controllers can be configured 
to automatically strip off the packet header. Try setting the RESOURCE_STRIP _ 
ADDITIONAL_QUADLETS flag and setting nQuadletsToStrip to 1. 

Set the RESOURCE_SYNCH_ON_TIME to synchronize the beginning of I/O to the 
StartTime member of the REQUEST_ISOCH_LISTEN or REQUEST_ISOCH_ TALK 
request. Use the REQUEST_GET_LOCAL_HOST_INFO request to determine if the host 
controller supports synchronization on an isochronous cycle time. Additional synchroniza­
tion options can be set with each buffer attached; see the ISOCH_DESCRIPTOR member 
of the REQUEST _ISOCH_ATT ACH_BUFFERS for details. 

Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 

The REQUEST_ISOCH_ATTACH_BUFFERS request attaches an array of buffers to an 
isochronous resource handle. 
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The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

u; 

I RB; 

IRB Input 

struct { 
HANDLE 
ULONG 
PISOCH_DESCRIPTOR 

} IsochAttachBuffers; 

hResource; 
nNumberOfDescriptors; 
pIsochDescriptor; 

FunctionNumber 
REQUEST_ISOCH_ATTACH_BUFFERS 

u.lsochAttachBuffers.hResource 
Specifies the resource handle to attach buffers to. 

u.lsochAllocateResources.nNumberOfDescriptors 
Specifies the number of elements in the pIsochDescriptor array. 

u.lsochAllocateResources.plsochDescriptor 
Pointer to an array of ISOCH_DESCRIPTOR structures that describe the buffers to be 
attached, and the parameters that specify how each buffer is to be used. 

I/O Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS, if it processes the request 
successfully, or to the appropriate error code. 

Operation 
Once a buffer is no longer in use, the device driver can detach it from the resource handle by 
using the REQUEST_ISOCH_DETACH_BUFFERS request. 
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REQUEST _ISOCH_DETACH_BUFFERS 
The REQUEST_ISOCR_DETACR_BUFFERS request detaches an array of buffers from an 
isochronous resource handle. 

The relevant members of the IRB for this request are: 

typedef struct _IRS { 
ULONG FunctionNumber; 

union 

u; 

IRS; 

struct { 
HANDLE 
ULONG 
PISOCH_DESCRIPTOR 

} IsochDetachSuffers; 

IRB Input 
FunctionNumber 

hResource; 
nNumberOfDescriptors; 
pIsochDescriptor; 

REQUEST_IS OCR_DETACR_B UFFERS 

u.lsochAttachBuffers.hResource 
Specifies the resource handle to detach buffers from. 

u.lsochAllocateResources.nNumberOfDescriptors 
Specifies the number of elements in the pIsochDescriptor array. 

u.lsochAllocateResources.plsochDescriptor 
Pointer to an array of ISOCR_DESCRIPTOR structures that describe the buffers to be 
detached. The device driver should use the same ISOCR_DESCRIPTOR structure for a 
buffer that it used to attach the buffer. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS, if it processes the request 
successfully, or to the appropriate error code. 
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The REQUEST _ISOCH_FREE_BANDWIDTH request releases isochronous bandwidth 
that was allocated through a REQUEST_ISOCH_ALLOCATE_BANDWIDTH request. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

HANDLE hBandwidth; 
} IsochFreeBandwidth; 

} u; 
I RB; 

IRB Input 
FunctionNumber 
REQUEST _IS OCH_FREE_B AND WIDTH 

u.lsochFreeBandwidth.hBandwidth 
Specifies the bandwidth handle to release. 

1/0 Status Block 
If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS, and the 
isochronous bandwidth is returned to the pool of available bandwidth. 

Operation 
Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 
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The REQUEST_ISOCH_FREE_CHANNEL request releases an isochronous channel that 
was allocated through a REQUEST _ISOCH_ALLOCATE_ CHANNEL request. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber: 

union 
struct 

ULONG nChannel : 
IsochFreeChannel: 

u: 
I RB: 

IRB Input 
FunctionNumber 
REQUEST _ISOCH_FREE_ CHANNEL 

u.lsochFreeChannel.nChannel 
Specifies which allocated channel to release. 

1/0 Status Block 
If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS, and the 
isochronous channel is returned to the pool of available channels. 

Operation 
Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 
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REQUEST _ISOCH FREE_RESOURCES 
The REQUEST _ISOCH_FREE_RESOURCES request releases the resource handle that was 
allocated through the REQUEST _ISOCH_ALLOCATE_RESOURCES request. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct 

HANDLE hResource; 
IsochFreeResources; 

u; 

IRB; 

IRB Input 
FunctionNumber 
REQUEST _IS OCH_FREE_RES OURCES 

u.lsochFreeResources.hResource 
Specifies the resource handle to release. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success. All isochro­
nous buffers that were attached to this resource must be detached prior to issuing this call. If 
a device driver attempts to free a resource handle with isochronous buffers still attached to 
it, the handle is not freed and the bus driver returns STATUS_INVALID_PARAMETER 
instead. 

Operation 
Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 
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The device driver issues a REQUEST_ISOCH_LISTEN request to read from an isochro­
nous channel. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 

} u; 
} IRB; 

IRB Input 

struct { 
HANDLE 
ULONG 
CYCLE_TIME 

IsochListen; 

hResource; 
fulFlags; 
StartTime 

FunctionNumber 
REQUEST_ISOCH_LISTEN 

u.lsochListen.hResource 
Specifies the resource handle to use in reading data. 

u.lsoch Listen.fulFlags 
Reserved. Device drivers must set this to zero. 

u.lsochListen.StartTime 
Specifies the cycle time to begin reading data. This member is used only if the driver 
specified the RESOURCE_SYNCH_ON_TIME flag when it allocated the resource handle 
passed in u.IsochListen.hResource. (The timing resolution is per isochronous cycle, so 
the Cycle Offset member of StartTime is not used.) 



1060 Part 5 IEEE 1394 Drivers 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS when it has successfully 
processed the request, or to the appropriate error code. 

Operation 
The bus driver completes this request once it has successfully scheduled the isochronous 
listen operation. It does not wait for the data transfer to finish, or even begin, before it 
completes the request. 

Listening on a channel may begin immediately, or it may be synchronized to an event. 
If the driver set the RESOURCE_SYNCH_ON_TIME flag on the REQUEST_ISOCH_ 
ALLOCATE_RESOURCES request that returned the resource handle, then the listen will 
begin on the cycle count specified in StartTime. Additional synchronization options may be 
set for each buffer within that buffer's ISOCH_DESCRIPTOR structure. 

REQUEST _ISOCH_QUERY _CYCLE_TIME 
The ISOCH_QUERY _CURRENT_CYCLE_TIME request returns the current isochronous 
cycle time. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

u; 
I RB; 

CYCLE_TIME CycleTime; 
IsochQueryCurrentCycleTime; 

IRB Input 
FunctionNumber 
REQUEST _ISOCH_ QUERY _ CYCLE_TIME 



IRB Output 
u.lsochQueryCurrentCycleTime.CycleTime 
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On success, specifies the current isochronous cycle time. See the CYCLE_TIME entry for 
details. 

1/0 Status Block 
If successful, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. 

REQUEST _ISOCH_QUERY _RESOURCES 
The ISOCH_QUERY_RESOURCES request returns the bandwidth and channels currently 
available on the IEEE 1394 bus. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 
struct 

ULONG 
ULONG 
LARGE_I NTEGER 

fulSpeed; 
BytesPerFrameAvailable; 
ChannelsAvailable; 

IsochQueryResources; 

} u; 

IRB; 

IRB Input 
FunctionNumber 
REQUEST _ISOCH_ QUERY_RESOURCES 

u.lsochQueryResources.fulSpeed 
Specifies the speed flag to use in allocating bandwidth. The possible speed values are 
SPEED_FLAGS_xxx, where xxx is the approximate transfer rate in megabits per second. 
Currently, existing hardware supports transfer rates of 100, 200, and 400 MBps. 
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IRB Output 
u.lsochQueryResources.BytesPerFrameAvailable 
On success, specifies the returned available bandwidth as expressed in bytes per isochronous 
frame. 

u.lsochQueryResources.ChannelsAvailable 
On success, points to a bitmap of available channels. 

1/0 Status Block 
On success, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. 

Operation 
The information returned by this request should not be relied upon; a node on the bus may 
request or release channels or bandwidth at any time. 

Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 

REQUEST _ISOCH_SET _CHANNEL_BANDWIDTH 
The REQUEST_ISOCH_SET_CHANNEL_BANDWIDTH request resets the bandwidth on 
an already-allocated bandwidth handle. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct { 

HANDLE hBandwidth; 
ULONG nMaxBytesPerFrame; 

} u; 
I RB; 

} IsochSetChannelBandwidth; 

IRB Input 
FunctionNumber 
REQUEST _ISOCH_SET _CHANNEL_BANDWIDTH 



u.lsochSetChanneIBandwidth.hBandwidth 
Bandwidth handle to reset. 
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u.lsochSetChanneIBandwidth.nMaxBytesPerFrame 
Specifies the new bandwidth for hBandwidth. 

1/0 Status Block 
If the bus driver successfully resets the bandwidth on hBandwidth, the bus driver sets Irp-> 
IoStatus.Status to STATUS_SUCCESS. 

Operation 
This request does not require the caller to know the bandwidth that was allocated when a 
handle was generated. REQUEST _ISOCH_SET_CHANNEL_BANDWIDTH can be used 
to readjust the bandwidth on a bandwidth handle whose bytes per frame setting is unknown. 
Despite its name, this request does not involve isochronous channels in any way. 

Drivers that submit this request must be running at an IRQL of PASSIVE_LEVEL. 

The IsochStop request stops all isochronous operations on an isochronous channel. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 

} u; 
I RB; 

IRB Input 

struct { 
HANDLE 
ULONG 

IsochStop; 

hResource; 
ful Fl ags; 

FunctionNumber 
REQUEST_ISOCH_STOP 
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u.lsochStop.hResource 
Specifies the resource handle for the channel on which to stop isochronous operations. 

u.lsochStop.fuIFlags 
Reserved. Device drivers should set this member to zero. 

1/0 Status Block 
On success, the bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS. 

The REQUEST _ISOCH_ TALK request begins data transfer on a isochronous channel. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union 

} u; 

I RB; 

IRS Input 

struct { 
HANDLE 
ULONG 
CYCLE_TIME 

IsochTalk; 

FunctionNumber 
REQUEST _ISOCH_ TALK 

u.lsochTalk.hResource 

hResource; 
fulFlags; 
StartTime; 

Specifies the resource handle to use for this operation. Resources are acquired through the 
REQUEST_ISOCH_ALLOCATE_RESOURCES request. 

u.lsochTalk.fulFlags 
Reserved. Drivers should set this to zero. 
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u.lsochTalk.StartTime 
Specifies the cycle time to begin operation. This member is used only if the driver specified 
the RESOURCE_SYNCH_ON_TIME flag when it allocated the resource handle passed in 
u.IsochTalk.hResource. (The timing resolution is per isochronous cycle, so the Cycle­
Offset member of StartTime is not used.) 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS when the listening 
operation has begun, or to the appropriate error status. 

Operation 
Talking on a channel may begin immediately, or it may be synchronized to an event. 
If the driver set the RESOURCE_SYNCH_ON_TIME flag on the REQUEST_ISOCH_ 
ALLOCATE_RESOURCES request that returned the resource handle, then the write 
operation will begin on the specified cycle count. Additional synchronization options 
can be set for each buffer in the ISOCH_DESCRIPTOR structure. 

If successful, the request returns a STATUS_SUCCESS value. The call returns immediately, 
and does not wait for any synchronization events. The bus driver calls the callback the driver 
provides in ISOCH_DESCRIPTOR to signal that it has finished processing an attached 
buffer. 

The REQUEST_SEND_PHY_CONFIG_PACKET request sends a Phy configuration packet 
to the bus. A raw packet is sent out, with no checks performed. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 

u; 

I RB; 

struct 
PHY_CONFIGURATION_PACKET 

SendPhyConfigurationPacket; 
PhyConfigurationPacket; 
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IRB Input 
FunctionNumber 
REQUEST_SEND~PRY_CONFIG_PACKET. 

u.SendPhyConfigurationPacket.PhyConfigurationPacket 
Pointer to the PRY _ CONFIGURATION_PACKET structure. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 

Operation 
The packet is sent to all nodes on the bus. See the IEEE 1394 Specification for a description 
of Phy packets. 

REQUEST_SET _DEVICE_XMIT _PROPERTIES 
The REQUEST_SET_DEVICE_XMIT_PROPERTIES request sets the maximum speed that 
is used to transmit requests to a particular device. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct { 

ULONG 
ULONG 

fulSpeed; 
fulPriority; 

SetDeviceXmitProperties; 

} u; 
I RB; 

IRB Input 
FunctionNumber 
REQUEST_SET_DEVICE_XMIT_PROPERTIES. 
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u.SetDeviceXmitProperties.fuISpeed 
Specifies the maximum speed for transactions to the device. The possible speed values are 
SPEED_FLAGS_xxx, where xxx is the (approximate) transfer rate in megabits per second. 
At the time of this writing, the existing hardware supports transfer rates of 100, 200, and 
400 Mb/sec. 

u.SetDeviceXmitProperties.fuIPriority 
Reserved. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the 
appropriate error code on failure. 

Operation 
By default, the maximum permitted transmission speed is the physical maximum. A driver 
should use this request to lower the maximum permitted speed. 

REQUEST _SET _LOCAL_HOST _PROPERTIES 
The REQUEST_SET_LOCAL_HOST_PROPERTIES request sets properties of the 
local host. 

The relevant members of the IRB for this request are: 

typedef struct _IRB { 
ULONG FunctionNumber; 

union { 
struct { 

ULONG nLevel; 
PVOID Information; 

} u; 
IRB; 

GetLocalHostInformation; 

IRB Input 
FunctionNumber 
REQUEST _SET _LOCAL_HOST _PROPERTIES. 
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u.GetLocaIHostlnformation.n Level 
Specifies the request level. Currently the only supported option is SET_LOCAL_HOST_ 
PROPERTIES_GAP _COUNT. 

u.GetLocaIHostlnformation.lnformation 
Pointer to arguments for the u.GetLocalHostlnformation.nLevel option. For u.GetLocal­
Hostlnformation.nLevel equal to SET_LOCAL_HOST_PROPERTIES_GAP _COUNT, 
u.GetLocalHostlnformation.lnformation must point to this structure: 

struct _SET_LOCAL_HOST_PROPS2 { 
ULONG GapCountLowerBound; 

} SET_LOCAL_HOST_PROPS2. *PSET_LOCAL_HOST_PROPS2; 

GapCountLowerBound sets a lower bound on the value the bus will use for its gap count. 
See the IEEE 1394-1995 Specification for a description of the gap count. 

1/0 Status Block 
The bus driver sets Irp->IoStatus.Status to STATUS_SUCCESS on success, or the appro­
priate error code on failure. 



CHAPTER 2 

IEEE 1394 Structures 

This chapter describes structures used by IEEE 1394 device drivers. 

To use these structures, include the 1394.h header file that is shipped with the Win­
dows® 2000 DDK. 

ADDRESS_FIFO 
typedef struct _ADDRESS_FIFO 

SINGLE_LIST_ENTRY FifoList; II Singly linked list 
PMDL Fi foMdl ; II Mdl for this FIFO element 

ADDRESS_FIFO, *PADDRESS_FIFO; 

The ADDRESS_FIFO structure is an entry in a singly-linked list of MDLs used by the 
REQUEST _ALLOCATE_ADDRESS_RANGE IEEE 1394 bus request. 

Members 
FifoList 
Specifies the rest of the list. 

FifoMdl 
Specifies the MDL for this entry of the list. 

ADDRESS_OFFSET 
typedef struct _ADDRESS_OFFSET { 

USHORT Off_High; 
ULONG Off_Low; 

} ADDRESS_OFFSET, *PADDRESS_OFFSET; 

1069 

The ADDRESS_OFFSET structure specifies the 48-bit address within a device's IEEE 1394 
address space. 
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Members 
Off_High 
Specifies the high order offset for a IEEE 1394 address. 

Off_Low 
Specifies the low order offset for a IEEE 1394 address. 

ADDRESS_RANGE 
typedef struct _ADDRESS_RANGE 

USHORT AR_Off_High; 
USHORT AR-Length; 
ULONG AR_Off_Low; 

ADDRESS_RANGE. *PADDRESS_RANGE; 

The ADDRESS_RANGE structure describes a range in a IEEE 1394 device's address space. 

Members 
AR_ Offset_High 
Specifies the high order bits of the 1394 address within the buffer. 

AR_Length 
Specifies the length, in bytes, of a 1394 address buffer. 

AR_ Offset_Low 
Specifies the low order bits of the 1394 address within the buffer. 

typedef struct _CON FIG_ROM 
{ 

ULONG CR_Info; 
ULONG CR_Signiture; 
ULONG CR_BusInfoBlockCaps; 
ULONG CR_Node_UniqueID[2J; 
ULONG CR-Root_Info; 

II Other information may be provided by vendor 
CON FIG_ROM. *PCONFIG_ROM; 

The CONFIG_ROM structure is used to contain the first 24 bytes of a IEEE 1394 device's 
configuration ROM. 



Members 
CRJnfo 
Specifies the first 4 bytes of the configuration ROM. 

CR_Signiture 
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Specifies a signature that will be the same for all 1394 devices. 

CR_BuslnfoBlockCaps 
Specifies the bus capabilities of the device. 

CR_Node_ UniquelD 
Specifies the node's 64-bit vendor-assigned unique ID. 

CR_RootJnfo 
Specifies the first 4 bytes of the root directory information. 

Context 
See the IEEE 1394-1995 Specification for more details about the layout of the standard 
configuration ROM. 

CYCLE_TIME 
typedef struct _CYCLE_TIME 

ULONG CL_CycleOffset:12; 
ULONG CL_CycleCount:13; 
ULONG CL-SecondCount:7; 

CYCLE_TIME, *PCYCLE_TIME; 

The CYCLE_TIME structure contains the IEEE 1394 isochronous cycle time. 

Members 
CycleOffset 
Specifies the number of clock ticks (based on a 24.576 MHz clock) since the current 
isochronous cycle began. 

CycleCount 
Specifies the number of isochronous cycles in the current second. 

SecondCount 
Specifies the number of seconds. This count wraps to zero every 128 seconds. 
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Comments 
The layout of this structure matches that of the CYCLE_TIME register in the IEEE 1394-
1995 Specification. 

typedef struct _GET_LOCAL_HOST_INFOI { 
LARGE_INTEGER UniqueId; 

} GET_LOCAL_HOST_INFOl, *PGET_LOCAL_HOST_INFOl; 

The GET_LOCAL_HOST_INFOI structure contains the data returned by a REQUEST_ 
GET _LOCAL_HOST _INFO request using u.GetLocalHostlnformation.nLevel GET_ 
HOST_UNIQUE_ID. 

Members 
Uniqueld 
The bus driver fills in this member with the IEEE 1394 globally unique device ID for the 
host controller. 

typedef struct _GET_LOCAL_HOST_INF02 { 
ULONG HostCapabilities; 
ULONG MaxAsyncReadRequest; 
ULONG MaxAsyncWriteRequest; 

GET_LOCAL_HOST_INF02, *PGET_LOCAL_HOST_INF02; 

The GET_LOCAL_HOST_INF02 structure contains the data returned by a REQUEST_ 
GET _LOCAL_HOST _INFO request using u.GetLocalHostlnformation.nLevel GET_ 
HOST_CAPABILITIES. 

Members 
HostCapabilities 
Flag 

HOST_INFO_SUPPORTS_ISOCH_ 
STRIPPING 

Description 

The host controller supports packet-based 
isochronous transactions. 

The host controller supports stream-based 
isochronous transactions. 

The host controller supports configurable stripping 
of header information. 



Flag 

HOST_INFO_SUPPORTS_START_ON 
CYCLE 

HOST_INFO_SUPPORTS_RETURNING_ 
ISO_HDR 

HOST_INFO_SUPPORTS_ISO_HDR_ 
INSERTION 

MaxAsyncReadRequest 
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Description 

The host controller supports synchronizing start on 
specific isochronous cycle times. 

The host controller does not automatically strip off 
the isochronous packet header. 

The host controller supports the DESCRIPTOR_ 
HEADER_SCATTER_GATHER flag in ISOCH_ 
DESCRIPTOR. 

The bus driver fills in this member with the maximum size asynchronous read request that 
the host controller supports. 

MaxAsyncWriteRequest 
The bus driver fills in this member with the maximum size asynchronous write request that 
the host controller supports. 

Comments 
Port drivers that return the HOST_INFO_PACKET_BASED flag support the Isoch­
AllocateResources request's RESOURCE_USE_PACKET_BASED flag. Port drivers that 
return the HOST_STREAM_PACKET_BASED flag support stream-based I/O. If the host 
controller does not support stream-based I/O, the driver must use packet-based I/O, and set 
the RESOURCE_USE_PACKET_BASED flag when issuing the REQUEST _ISOCH_ 
ALLOCATE_RESOURCES. 

Some host controllers automatically strip the packet header off an isochronous packet. 
If a host controller does not automatically strip the header, the port driver will return the 
HOST_INFO_SUPPORTS_ISO_HDR flag. Some host controllers allow a driver to con­
figure the host controller to strip off a given number of quadlets; for such controllers the 
port driver will return the HOST_INFO_SUPPORTS_ISOCH_STRIPPING flag. The driver 
should check this flag before calling REQUEST_ISOCH_ALLOCATE_RESOURCES with 
the RESOURCE_STRIP _ADDITIONAL_QUADLETS flag. 

If a host controller supports synchronizing REQUEST_ISOCH_LISTEN and REQUEST_ 
ISOCH_ TALK requests to the isochronous cycle time, the port driver will return the 
HOST_INFO_SUPPORTS_START_ON_CYCLE. Drivers should check this flag before 
attempting to issue an REQUEST _IS OCH_ALLOCATE_RES OURCES request using the 
RESOURCE_SYNCH_ON_TIME flag, or before attaching a buffer whose ISOCH_ 
DESCRIPTOR has the DESCRIPTOR_SYNCH_ON_TIME flag set. 
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typedef struct _GET_LOCAL_HOST_INF03 { 
ULONG deciWattsSupplied; 
ULONG Voltage; II x10 -> +3.3 == 33 

II +5.0 == 50,+12.0 == 120 
II etc. 

} GET_LOCAL_HOST_INF03, *PGET_LOCAL_HOST_INF03; 

The GET_LOCAL_HOST_INF03 structure contains the data returned by a REQUEST_ 
GET _LOCAL_HOST _INFO request using u.GetLocaIHostlnformation.nLevel = GET_ 
POWER_SUPPLIED. 

Members 
deciWattsSupplied 
Specifies the wattage supplied, in tenths of a watt. 

Voltage 
Specifies the voltage, in tenths of a volt. 

typedef struct _GET_LOCAL_HOST_INF04 { 
PPORT_PHYS_ADDR_ROUTINE PhysAddrMappingRoutine; 
PVOID Context; 

GET_LOCAL_HOST_INF04, *PGET_LOCAL_HOST_INF04; 

The GET_LOCAL_HOST_INF04 structure contains the data returned by a REQUEST_ 
GET _LOCAL_HOST _INFO request using u.GetLocaIHostlnformation.nLevel = GET_ 
PHYS_ADDR_ROUTINE. 

Members 
PhysAddrMappingRoutine 
Pointer to the physical address mapping routine, which is of type: 

NTSTATUS 
PhysAddrMappingRoutine 

) ; 

IN PVOID Context, 
IN OUT PIRB Irb 

The physical mapping routine is invoked on an REQUEST_ALLOCATE_ADDRESS_ 
RANGE IRB.1t fills in the u.AllocateAddressRange.pAddressRange member with the 
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physical addresses that the u.AllocateAddressRange.Mdl member of the IRB are mapped 
to. The proper value for the Context parameter is the Context member below. 

Context 
Specifies the argument that should be passed as the Context argument of the physical 
address mapping routine. 

typedef struct _GET_LOCAL_HOST_INF05 { 
PVOID ConfigRom; 
ULONG ConfigRomLength; 

} GET_LOCAL_HOST_INF05, *PGET_LOCAL_HOST_INF05; 

The GET_LOCAL_HOST_INF05 structure contains the data returned by a REQUEST_ 
GET_LOCAL_HOST_INFO request using u.GetLocalHostlnformation.nLevel = GET_ 
HOST_CONFIG_ROM. 

Members 
ConfigRom 
Pointer to the beginning of the buffer to be filled with the local host's configuration ROM. 

ConfigRomLength 
Specifies the length of the buffer pointed to by ConfigRom. 

Comments 
When submitted in a REQUEST_GET_LOCAL_HOST_INFO request, if the Config­
RomLength is smaller than the size of the Configuration ROM, a status code of STATUS_ 
INVALID_BUFFER_SIZE is returned. In this case, the correct buffer size will be filled in 
the ConfigRomLength member. 

typedef struct _GET_LOCAL_HOST_INF06 { 
ADDRESS_OFFSET CsrBaseAddress; 
ULONG CsrDataLength; 
PVOID CsrDataBuffer; 

} GET_LOCAL_HOST_INF06, *PGET_LOCAL_HOST_INF06; 

The GET_LOCAL_HOST_INF06 structure contains the data returned by a REQUEST_ 
GET _LOCAL_HOST _INFO request using u.GetLocalHostlnformation.nLevel = GET_ 
HOST_CSR_CONTENTS. 
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Members 
CsrBaseAddress 
Specifies the base address to examine in the CSR. CsrBaseAddress.Off_High must be 
INITIAL_REGISTER_SP ACE_HI. The possible values of CsrBaseAddress.Off_Low are: 

CsrBaseAddress.OfCLow 

TOPOLOGY _MAP_LOCATION 

CsrDataLength 

Type of Data 

The current speed map. The bus driver converts this from 
big-endian to machine-native format before it returns the 
data. 

The current topology map. The bus driver converts this 
from big-endian to machine-native format before it returns 
the data. 

Specifies the length in bytes of the buffer that CsrDataBuffer points to. 

CsrDataBuffer 
Pointer to the buffer where the bus driver returns the requested CSR data. 

Comments 
When submitted in a REQUEST_GET_LOCAL_HOST_INFO request, if the CsrData­
Length is smaller than the size of the requested data, STATUS_INVALID_BUFFER_SIZE 
is returned. In this case, the correct buffer size will be filled in the CsrDataLength member. 

10_ADDRESS 
typedef struct _IO_ADDRESS { 

NODE_ADDRESS IA_Destination_ID; 
ADDRESS_OFFSET IA_Destination_Offset; 

la_ADDRESS, *PIO_ADDRESS; 

The IO_ADDRESS structure specifies the 1394 64-bit destination address for read, write 
and lock operations. 

Members 
IA_DestinationJD 
Pointer to the destination node address. 

IA_Destination_ Offset 
Specifies the index of the 1394 address within the address array. 



IRB 
typedef struct _IRB { 

ULONG FunctionNumber; 
ULONG Flags; 

} 

ULONG BusReserved[IRB_BUS_RESERVED_SZ]; 
ULONG PortReserved[IRB_PORT_RESERVED_SZ]; 
union { 

u; 
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Drivers use this structure to pass requests to IEEE 1394 bus driver. 

Members 
FunctionNumber 
Determines the type of request. Each request type is documented under the value of 
FunctionNumber in IEEE 1394 Bus I/O requests. 

Flags 
Reserved. Drivers must set this member to zero. 

BusReserved 
Reserved. 

Port Reserved 
Reserved. 

U 

Specifies a union of structures, one for each value of FunctionNumber. The applicable 
submembers of u for each request are described with each request type inChapter 1, IEEE 
1394 Bus I/O Requests. 

FunctionNumber 

REQUEST_ALLOCATE_ADDRESS_RANGE 

REQUEST_ASYNC_LOCK 

REQUEST_ASYNC_READ 

REQUEST_ASYNC_STREAM 

REQUEST_ASYNC_ WRITE 

REQUEST_BUS_RESET 

Associated member 

AllocateAddressRange 

AsyncLock 

AsyncRead 

AsyncStream 

AsyncWrite 

BusReset 

Continued 
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FunctionNumber 

REQUEST_BUS_RESET_NOTIFICATION 

REQUEST_CONTROL 

REQUEST_ISOCH_ALLOCATE_BANDWIDTH 

REQUEST_ISOCH_ALLOCATE_CHANNEL 

REQUEST_ISOCH_ALLOCATE_RESOURCES 

REQUEST_ISOCH_ATTACH_BUFFERS 

REQUEST_ISOCH_DETACH_BUFFERS 

REQUEST_ISOCH_FREE_BANDWIDTH 

REQUEST_ISOCH_FREE_CHANNEL 

REQUEST_ISOCH_FREE_RESOURCES 

REQUEST _ISOCH_LISTEN 

REQUEST_ISOCH_QUERY _CYCLE_TIME 

REQUEST_IS OCH_QUERY_RES OURCES 

REQUEST_ISOCH_SET_CHANNEL_BANDWIDTH 

REQUEST_ISOCH_STOP 

REQUEST_ISOCH_TALK 

REQUEST_FREE_ADDRESS_RANGE 

REQUEST_GET_ADDR_FROM_DEVICE_OBJECT 

REQUEST_GET_CONFIGURATION_INFO 

REQUEST_GET_GENERATION_COUNT 

REQUEST_GET_LOCAL_HOST_INFO 

REQUEST_GET_SPEED_BETWEEN_DEVICES 

REQUEST_GET_SPEED_TOPOLOGY_MAPS 

REQUEST_SEND_PHY_CONFIG_PACKET 

REQUEST_SET_LOCAL_HOST_PROPERTIES 

REQUEST_SET _DEVICE_XMIT _PROPERTIES 

Comments 

Associated member 

BusResetN otification 

Control 

IsochAllocateBandwidth 

IsochAllocateChannel 

IsochAllocateResources 

IsochAttachB uffers 

IsochDetachB uffers 

IsochFreeBandwidth 

IsochFreeChannel 

IsochFreeResources 

IsochListen 

IsochQueryCurrentCycleTime 

IsochQueryResources 

IsochSetChannelBandwidth 

IsochStop 

IsochTalk 

FreeAddressRange 

Getl394AddressFromDeviceObject 

GetConfigurationInformation 

GetGenerationCount 

GetLocalHostlnformation 

GetMaxSpeedBetweenDevices 

GetSpeedTopology Maps 

SendPhyConfigurationPacket 

SetLocalHostProperties 

SetDeviceXmitProperties 

The Parameters->Others.Argumentsl member of an IOCTL_CLASS_1394 IRP points to 
an IRB structure. The bus driver uses the IRB to determine the type of request made by the 
device driver, and also to return the results of the operation. See Chapter 1, IEEE 1394 Bus 
liD Requests for a description of the behavior of each request. 
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ISOCH_DESCRIPTOR 
typedef struct _ISOCH_DESCRIPTOR 

ULONG fulFlags; 
PMDL Mdl ; 
ULONG ulLength; 
ULONG nMaxBytesPerFrame; 
ULONG ulSynch; 
ULONG ulTag; 
CYCLE_TIME CycleTime; 
PBUS_ISOCH_DESCRIPTOR_ROUTINE Callback; 
PVOID Contextl; 
PVOID Context2; 
NTSTATUS status; 
ULONG DeviceReserved[8]; 
ULONG BusReserved[8]; 
ULONG PortReserved[16]; 

} ISOCH_DESCRIPTOR, *PISOCH_DESCRIPTOR; 

The ISOCH_DESCRIPTOR structure describes a buffer to be attached or detailed from 
a resource handle, using the REQUEST_ISOCH_ATTACH_BUFFERS and REQUEST_ 
ISOCH_DETACH_BUFFERS requests. 

Members 
fulFlags 
Specifies various flags for this isochronous descriptor: 

Flag 

DESCRIPTOR_SYNCH_ 
ON_SY 

DESCRIPTOR_SYNCH_ 
ON_TAG 

DES CRIPTOR_S YNCH_ 
ON_TIME 

DESCRIPTOR_USE_SY _ 
TAG_IN_FIRST 

Isochronous 
Transaction Description 

Listen The host controller waits for a particular Sy value 
that is embedded in the isochronous packet header 
before continuing to read data. The Sy value is 
specified in ulSynch. 

Listen The host controller waits for a particular Tag value 
that is embedded in the isochronous packet header 
before continuing to read data. The tag value is 
specified in ulTag. 

Listen, Talk The host controller waits for a particular isochro­
nous cycle time before continuing the operation. 
The cycle time is specified in the CycieTime 
member. 

Listen Synchronization on the Sy or Tag members occurs 
only for the first packet received. 

Continued 
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Flag 

DESCRIPTOR_ TIME_ 
STAMP _ON_COMPLETION 

DESCRIPTOR_PRIORITY -
TIME_DELIVERY 

DESCRIPTOR_HEADER_ 
SCATTER_GATHER 

Mdl 

Isochronous 
Transaction 

Listen, Talk 

Talk 

Talk 

Description 

Once the host controller completes its DMA to or 
from this buffer, store the cycle time in the Cycle­
Time member of the ISOCH_DESCRIPTOR. 

If the local host controller is not ready for a write, 
do not retry the write later. (The default behavior 
is to retry until the host controller is ready.) 

The host controller treats the data in this buffer as 
a sequence of headers. The host controller will 
prepend a header from this buffer to each packet it 
assembles from the data in the next buffer 
attached. 

Specifies the MDL representing a buffer in which the data is, or will be, contained. 

ulLength 
Specifies the length of the Mdl. 

nMaxBytesPerFrame 
Specifies the maximum bytes contained in each isochronous frame. On writes, the data in 
the buffer will be split into isochronous packets of this size. 

ulSynch 
For IsochTalk requests, this member specifies the Sy field of the outgoing packet. For 
REQUEST_ISOCH_LISTEN requests, if the DESCIPTOR_SYNCH_ON_SY flag is set, 
this member specifies the value the host controller will match against the Sy field in 
isochronous packet headers. 

ulTag 
For IsochTalk requests, this member specifies the Tag field of the outgoing packet. For 
REQUEST_ISOCH_LISTEN requests, if the DESCIPTOR_SYNCH_ON_SY flag is set, 
this member specifies the value the host controller will match against the Tag field in 
isochronous packet headers. 

CycleTime 
If the DESCRIPTOR_SYNCH_ON_TIME flag is set, this member specifies the isochronous 
cycle time to synchronize on. (The timing resolution is per isochronous cycle. The Cycle­
Offset member of the cycle time is not used.) If the DESCRIPTOR_TIME_STAMP _ ON_ 
COMPLETION flag is set, the bus driver will fill this member with the isochronous cycle 
time on completion of the operation that used this buffer. 
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Callback 
Pointer to a callback routine. If non-NULL, the bus driver calls this routine when DMA 
to the buffer has completed. The callback executes at IRQL DISPATCH_LEVEL. The call­
back is of the following type: 

void Callback(IN PVOID Contextl, IN PVOID Context2); 

Context1 
Specifies the first parameter when the bus driver calls the routine passed in Callback. 

Context2 
Specifies the second parameter when the bus driver calls the routine passed in Callback. 

status 
Specifies the final status of the operation on this buffer. The bus driver fills in status when 
D MA to or from this buffer is finished. 

DeviceReserved 
Reserved. 

BusReserved 
Reserved. 

PortReserved 
Reserved. 

Comments 
Not all DESCRIPTOR_XXX flags are supported on all hardware. The device driver can 
use the REQUEST_GET _LOCAL_HOST _INFO request, with nLevel = GET_HOST_ 
CAPABILITIES, to determine which DESCRIPTOR_XXX flags are supported. The 
bus driver returns a pointer to a GET_LOCAL_HOST_INF02 structure, whose Host­
Capabilities member contains flags that determine which flags the host controller supports. 
The following table lists which DESCRIPTOR_XXX flags require hardware support, and 
the corresponding HostCapabilities flag the driver should check: 

DESCRIPTOR_XXX flags 

DESCRIPTOR_HEADER_SCATTER_ 
GATHER 

HostCapabilities 

HOST_INFO_SUPPORTS_START_ON_ 
CYCLE 

HOST_INFO_SUPPORTS_ISO_HDR_ 
INSERTION 
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If the driver sets the DESCRIPTOR_HEADER_SCATTER_GATHER flag, the host con­
troller will combine the data of the buffer specified in Mdl with the data of the next buffer 
attached. (Subsequent buffers are unaffected.) Each frame of the buffer will be prepended to 
a frame of the next buffer (in the order the data in the buffer is split into frames), and sent as 
the data of the next isochronous packet. The number of frames of each buffer must match, 
or the bus driver returns STATUS_INVALID_PARAMETER for the next REQUEST_ 
ISOCH_ATTACH_BUFFER request. 

The DESCRIPTOR_HEADER_SCATTER_GATHER flag is not supported on Windows 
98. It is supported on Windows 2000, and later. 

typedef struct _NODE_ADDRESS 
USHORT NA_Node_Number:6; 
USHORT NA_Bus_Number:10; 

NODE_ADDRESS, *PNODE_ADDRESS; 

II Bits 10-15 
I I Bits 0-9 

The NODE_ADDRESS structure specifies the 10-bit bus number and 6-bit node number 
that serve as the node address for a 1394 node. 

Members 
NA_Node_Number 
Specifies the 6-bit node number. 

NA_Bus_Number 
Specifies the 10-bit bus number. 

NOTIFICATION_INFO 
typedef struct _NOTIFICATION_INFO 

PMDL Mdl ; 
ULONG ulOffset; 
ULONG nLength; 
ULONG fulNotificationOptions; 
PVOID Context; 
PADDRESS_FIFO Fifo; 
PVOID RequestPacket; 
PMDL ResponseMdl ; 
PVOID * ResponsePacket; 
PULONG ResponseLength; 
PKEVENT * ResponseEvent; 

NOTIFICATION_INFO, *PNOTIFICATION_INFO; 
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The bus driver passes NOTIFICATION_INFO to pass information to the driver-provided 
notification routine for a driver-allocated address range in the computer's IEEE 1394 address 
space. The bus driver calls the notification routine when it receives an asynchronous I/O 
request packet for that address. 

Members 
Mdl 
If non-NULL, Mdl specifies the MDL for the allocated address range. 

ulOffset 
Specifies the byte offset with the MDL that corresponds to the address that received a re­
quest packet. Only used when Mdl is non-NULL. 

nLength 
Specifies the number of bytes affected by the request packet. Only used when Mdl is 
non-NULL. 

fulNotificationOptions 
Specifies which type of event triggered the bus driver to call the notification routine. The 
possible events the bus driver can return are: NOTIFY _FLAGS_AFTER_READ, NOTIFY_ 
FLAGS_AFTER_ WRITE, or NOTIFY _FLAGS_AFTER_LOCK. Only used when Mdl is 
non-NULL. 

Context 
Pointer to specific context data for this allocated address range. The driver supplies this 
data through the u.AllocateAddressRange.Context member of the IRB for the original 
REQUEST ..:...ALLOCATE_ADDRESS_RANGE request. 

Fifo 
Pointer to the ADDRESS_FIFO structure containing the FIFO element just completed. Only used 
if the driver submitted an ADDRESS_FIFO list in the original REQUEST_ALLOCATE_ 
ADDRESS_RANGE request. 

RequestPacket 
If non-NULL, RequestPacket points to the original request packet. The bus driver only 
supplies this if the device driver did not supply an MDL or an ADDRESS_FIFO list in the 
original REQUEST_ALLOCATE_ADDRESS_RANGE request. 

ResponseMdl 
If non-NULL, ResponseMdl points to an uninitialized MDL. The driver must initialize this 
MDL for a non-page able buffer, and fill the buffer with the response packet. The bus driver 
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only supplies this if the device driver did not supply an MDL or an ADDRESS_FIFO list in 
the original REQUEST_ALLOCATE_ADDRESS_RANGE request. 

ResponsePacket 
If non-NULL, ResponsePacket points to a memory location that the driver fills in with a 
pointer to the beginning of its response packet. The bus driver only supplies this if the de­
vice driver did not supply an MDL or an ADDRESS_FIFO list in the original REQUEST_ 
ALLOCATE_ADDRESS_RANGE request. 

ResponseLength 
If non-NULL, ResponseLength points to a memory location that the driver fills in with 
the length of its response packet. The bus driver only supplies this if the device driver did 
not supply an MDL or an ADDRESS_FIFO list in the original REQUEST_ALLOCATE_ 
ADDRESS_RANGE request. 

ResponseEvent 
If non-NULL, ResponseEvent points to a memory location that the driver fills in with the 
kernel event the bus driver should use to signal that it has completed sending the response 
packet. The bus driver only supplies this if the device driver did not supply an MDL or an 
ADDRESS_FIFO list in the original REQUEST_ALLOCATE_ADDRESS_RANGE 
request. 

Comments 
When a driver allocates an address range on the computer's IEEE 1394 address space, it 
may require the bus driver to notify it for some or all request packets sent to the allocated 
addresses. As part of the original allocate request, the driver may either require the bus 
driver to forward each packet to the driver for handling, or it may require the bus driver 
to handle the packet and merely notify the device driver when it has finished. See 
REQUEST_ALLOCATE_ADDRESS_RANGE in Chapter 1 for details. 

If the device driver provides no backing store, the bus driver forwards each packet to 
the device driver to handle. The bus driver passes NULL for Mdl, and passes the packet 
in RequestPacket. The bus driver also passes pointers to memory locations that the device 
driver must fill in with the buffer for the response packet (in ResponsePacket), the buffer 
length (in ResponseLength), and an MDL for the buffer (in ResponseMdl). The bus 
driver also supplies a memory location the driver can use to pass a kernel event object in 
ResponseEvent. If the device driver provides an event object, the bus driver will use it to 
signal the driver when it has finished sending the response packet. 

The request packet is in whatever form returned by the host controller, and the response 
packet must be in the same form. This makes it difficult to write portable code that does 
not depend on the host controller. 
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If the driver provides backing store in the original allocate address range request, the bus 
driver uses the driver's notification routine to signal that it has completed reading or writing 
data from the backing store. It passes the MDL of the backing store in the Mdl member, and 
the starting location and size within the associated buffer in ulOffset and nLength. The bus 
driver also passes the type of event that led to notification in fulNotificationOptions. 

If the device driver is using a linked list of ADDRESS_FIFO's as backing store, the bus 
driver returns the list element it popped off in Fifo. 

typedef struct _PHY_CONFIGURATION_PACKET 
ULONG PCP_Phys_ID:6; II Byte 0 - Bits 0-5 
ULONG PCP_Packet_ID:2; II Byte 0 - Bits 6-7 
ULONG PCP_Gap_Count:6; II Byte - Bits 0-5 
ULONG PCP_Set_Gap_Count:l; II Byte - Bit 6 
ULONG PCP_Force_Root:l; II Byte - Bit 7 
ULONG PCP_Reservedl:8; II Byte 2 - Bits 0-7 
ULONG PCP_Reserved2:8; II Byte 3 - Bits 0-7 
ULONG PCP_Inverse; II Inverse quadlet 

} PHY_CONFIGURATION_PACKET. *PPHY_CONFIGURATION_PACKET; 

The PRY_CONFIGURATION_PACKET structure contains a raw PRY configuration 
packet. See the IEEE 1394 specification for details. 

Members 
PCP_PhysJD 
Specifies the node address of the root. 

PCP _PacketJD 
This member must be PRY_PACKET_ID_CONFIGURATION to indicate it is a PRY 
configuration packet. 

PCP _Gap_Count 
If the PCP _Set_Gap_Count bit is set, the PRY register gap_count field is set to this value. 

PCP _Set_Gap_Count 
If this bit is set, the PRY register gap_count field is set to PCP _Gap_Count. 

PCP _Force_Root 
If set, the caller will become the root node. 

PCP _Reserved 1 
Reserved. 
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SELF 

PCP _Reserved2 
Reserved. 

PCP Jnverse 
Specifies the logical inverse of the first quadlet of the packet. 

10 -
typedef struct _SELF_ID { 

ULONG SID_Phys_ID:6; II Byte o - Bits 0-5 
ULONG SID_Packet_ID:2; II Byte o - Bits 6-7 
ULONG SID_Gap_Count:6; II Byte 1 - Bits 0-5 
ULONG SID_Link_Active:1; II Byte 1 - Bit 6 
ULONG SID_Zero:1; II Byte 1 - Bit 7 
ULONG SID_Power_Class:3; II Byte 2 - Bits 0-2 
ULONG SID_Contender:1; II Byte 2 - Bit 3 
ULONG SID_Delay:2; II Byte 2 - Bits 4-5 
ULONG SID_Speed:2; II Byte 2 - Bits 6-7 
ULONG SID_More_Packets:1; II Byte 3 - Bit 0 
ULONG SID_Initiated_Rst:1; II Byte 3 - Bit 1 
ULONG SID_Port3: 2; II Byte 3 - Bits 2-3 
ULONG SID_Port2: 2; II Byte 3 - Bits 4-5 
ULONG SID_Port1:2; II Byte 3 - Bits 6-7 

SELF_ID. *PSELF_ID; 

The SELF _ID structure contains a raw packet zero self-ID packet. See the IEEE 1394 
specification for details. 

SID_PhysJD 
Specifies the device node number. 

SID _PacketJD 
Must be PRY _PACKET_ID _SELF _ID. 

SID_Gap_Count 
Specifies the current value of the node's PRY_CONFIGURATION register's gap_count 
member. 

SID _Link_Active 
One if the device's link and transaction layers are active, zero otherwise. 

SID_Zero 
Always zero. 
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SID_Power _Class 
The possible power classes are: 

POWER_ CLASS_NOT _NEED _NOT_REPEAT 
POWER_CLASS_SELF _POWER_PROVIDE_15W 
POWER_CLASS_SELF _POWER_PROVIDE_30W 
POWER_CLASS_SELF _POWER_PRO VIDE_ 45W 
POWER_CLASS_MA YBE_POWERED_UPTO_l W 
POWER_ CLASS_IS_POWERED _ UPTO _1 W _NEEDS_2W 
POWER_ CLASS_IS_POWERED _ UPTO _1 W.:.-NEEDS_5W 
POWER_ CLASS_IS_POWERED _ UPTO _1 W _NEEDS_9W 

SID_Contender 
One if this node is a contender for bus or isochronous resource manager, zero otherwise. 

SID_Delay 
Currently always zero. 

SID_More_Packets 
One if this packet will be followed by SELF _ID _MORE packets, zero otherwise. 

SID Jnitiated_Rst 
One if this node initiated the most recent bus reset, zero otherwise. 

SID_PorU 

SID_Port2 
SID_porta 
Specifies port status. Possible values are: 

SELF _ID_CONNECTED_TO_CHILD 
SELF _ID _CONNECTED_TO _PARENT 
SELF _ID_NOT_CONNECTED 
SELF _ID_NOT_PRESENT 

typedef struct _SELF_ID_MORE { 
ULONG SID_Phys_ID:6; 
ULONG SID_Packet_ID:2; 
ULONG SID_PortA:2; 
ULONG 
ULONG 
ULONG 
ULONG 

SID_Reserved2:2; 
SID_Sequence:2; 
SID_One:1; 
SID_Reserved1:1; 

II Byte 0 - Bits 0-5 
II Byte 0 - Bits 6-7 
II Byte 1 - Bits 0-1 
II Byte 1 - Bits 2-3 
II Byte 1 - Bits 4-5 
II Byte 1 - Bit 6 
II Byte 1 - Bit 7 
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ULONG SID_PortE:2; II Byte 2 - Bits 0-1 
ULONG SID_PortD:2; II Byte 2 - Bits 2-3 
ULONG SID_PortC:2; II Byte 2 - Bits 4-5 
ULONG SID_PortB:2; II Byte 2 - Bits 6-7 
ULONG SID_More_Packets:1; II Byte 3 - Bit 0 
ULONG SID_Reserved3:1; II Byte 3 - Bit 1 
ULONG SID_PortH:2; II Byte 3 - Bits 2-3 
ULONG SID_PortG:2; II Byte 3 - Bits 4-5 
ULONG SID_PortF:2; II Byte 3 - Bits 6-7 

SELF_ID_MORE. *PSELF_ID_MORE; 

The SELF _ID _MORE structure contains a raw packet one, two, or three self-ID packet. See 
the IEEE 1394 Specification for details. 

Members 
SID_PhysJD 
Specifies the device node number. 

SID_PacketJD 
Must be PRY _PACKET_ID _SELF _ID. 

SID_PortA 

SID_Porta 

SID_Porte 

SID_PortD 

SID_PortE 

SID_PortF 

SID_PortG 

SID_PortH 
Specifies port status. Possible values are: 

SELF _ID_CONNECTED_TO_CRILD 
SELF _ID_CONNECTED_TO_PARENT 
SELF _ID _NOT_CONNECTED 
SELF _ID_NOT_PRESENT 

SID _Reserved1 

SID _Reserved2 

SID _Reserved3 
Reserved. 
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SI~_Sequence 

Specifies the packet number in sequence (the first SELF _ID_MORE packet is packet zero). 

SID_One 
Always a 1. 

SID_Mare_Packets 
One if this packet will be followed by more SELF _ID_MORE packets, zero otherwise. 

SPEED_MAP 
typedef struct _SPEED_MAP 

USHORT SPD_Length; 
USHORT SPD_CRC; 
ULONG SPD_Generation; 
UCHAR SPD_Speed_Code[4032]; 

SPEED_MAP. *PSPEED_MAP; 

The SPEED_MAP structure is used to store a IEEE 1394 bus speed map. It describes the 
maximum speed obtainable by the devices on the bus. 

Members 
SPO_Length 
Specifies the number of quadlets in the speed map. 

SPO_CRC 
Specifies the CRC value for the speed map. 

SPO _Generation 
Specifies the bus reset generation for which the speed map was created. 

SPO_Speed_Code 
Specifies an array of speed codes. Currently, the possible values are: 

SCODE_I00_RATE 
SCODE_200_RATE 
SCODE_400_RATE 

Comments 
All data will be in big -endian format. 
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typedef struct _TEXTUAL_LEAF 
{ 

USHORT 
USHORT TL_Length; 
ULONG TL_Spec_Id; 
ULONG TL_Language_Id; 
UCHAR TL_Data; 

TEXTUAL_LEAF, *PTEXTUAL_LEAF; 

The TEXTUAL_LEAF structure describes the device description that can be stored in the 
Configuration ROM of devices that satisfy the PC 98 or PC 99 specifications. 

Members 
TL_CRC 
Specifies the CRC of the text string. 

TL_Length 
Specifies the length of the text string, in bytes. 

TL_SpecJd 
Specifies which specification describes the meaning of the TL_Language_ID member. 

TL_LanguageJd 
Specifies the language of the TL_Data member. 

TL_Data 
Specifies a vendor-specified textual description of the device. 

TOPOLOGY_MAP 
typedef struct _TOPOLOGY_MAP 

USHORT TOP_Length; 
USHORT TOP_CRC; 
ULONG TOP_Generation; 
USHORT TOP_Node_Count; 
USHORT TOP_Self_ID_Count; 
SELF_ID TOP_Self_ID_Array[]; 

TOPOLOGY_MAP, *PTOPOLOGY_MAP; 

The TOPOLOGY_MAP structure is used to store an IEEE 1394 bus topology map. The 
relations between devices are found in the port members of the entries in TOP _Self_ID_ 
Array. 



Members 
TOP_Length 
Specifies the length in quadlets of the topology map. 

TOP_CRC 
Specifies the CRC value for the topology map. 

TOP_Generation 
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Specifies the bus reset generation for which the topology map was created. 

TOP _Node_Count 
Specifies the number of nodes in the topology map. 

TOP _SelfJD_Count 
Specifies the number of entries in TOP _Self_ID_Array. 

TOP _SelfJD_Array 
Pointer to an array of SELF _ID and SELF _ID_MORE structures (the two structures are the 
same size). 

Comments 
All data will be in big -endian format. 
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CHAPTER 1 

PCMCIA_INTERFACE_STANDARD Interface 
Memory Card Routines 

1095 

This chapter describes the PCMCIA_INTERFACE_STANDARD interface routines pro­
vided by the Microsoft® Windows® 2000 system PCMCIA bus driver. PCMCIA memory 
card drivers can call these routines to perform the following operations: 

• Modify the attributes of the memory window that is mapped by the PCMCIA bus driver 

• Set the Vpp (secondary power source) level for the device 

• Determine if the card memory is write-protected 

To obtain pointers to these interface routines, a driver sends the PCMCIA bus driver an 
IRP _MJ_PNP request that specifies a IRP _MN_QUERY_INTERFACE minor function. The 
bus driver returns the interface information in a PCMCIA_INTERFACE_ST ANDARD 
structure: 

typedef struct _PCMCIA_INTERFACE_STANDARD 
USHORT Size; 
USHORT Version; 
PINTERFACE_REFERENCE InterfaceReference; 
PINTERFACE_DEREFERENCE InterfaceDereference; 
PVOID Context; 
PPCMCIA_MODIFY_MEMORY_WINDOW Modi fyMemoryWi ndow; 
PPCMCIA_SET_VPP SetVpp; 
PPCMCIA_IS_WRITE_PROTECTED IsWriteProtected; 

} PCMCIA_INTERFACE_STANDARD; 

For more information on how to obtain a PCMCIA_INTERFACE_STANDARD interface, 
see PCMICA_INTERFACE_STANDARD Interface for Memory Cards in the Kernel-Mode 
Drivers Design Guide in the online DDK. 

The routines in this chapter are listed in alphabetical order. 
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PCMCIA_IS_ WRITE_PROTECTED 
BOOLEAN 
(*PPCMCIA_IS_WRITE_PROTECTED) 

IN PVOID Context 
) ; 

The PCMCIA_IS_ WRITE_PROTECTED interface routine returns the write-protect 
condition of a PCMCIA memory card. 

Parameters 
Context 
Pointer to the context for the interface routine. 

Include 
ntddpcm.h 

Return Value 
The PCMCIA_IS_ WRITE_PROTECTED interface routine returns TRUE if the memory 
card is write-protected, otherwise it returns FALSE. 

Comments 
A caller must set the Context parameter to the context that is specified by the PCMCIA bus 
driver. The PCMCIA bus driver returns the context for the interface routines in the Context 
member of the same PCMCIA_INTERFACE_STANDARD structure that contains the 
pointers to the interface routines. If the Context parameter is not valid, system behavior is 
not defined, and the system might halt. 

Callers of this routine must be running at IRQL <= DISPATCH_LEVEL. To maintain 
overall system performance, it is recommended that drivers call this routine at IRQL < 
DISPATCH_LEVEL. 

See Also 
PCMCIA_MODIFY _MEMORY_WINDOW, PCMCIA_SET_ VPP 
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PCMCIA_MODIFY _MEMORY _WINDOW 
BOOLEAN 
(*PPCMCIA_MODIFY_MEMORY_WINDOW) 

IN PVOID Context, 
IN PHYSICAL_MEMORY HostBase, 
IN PHYSICAL_MEMORY CardBase, 
IN BOOLEAN Enable, 
IN ULONG WindowSize, 
IN UCHAR AccessSpeed, 
IN UCHAR BusWidth, 
IN BOOLEAN AttributeMemory 
) ; 

The PCMCIA_MODIFY _MEMORY_WINDOW interface routine sets the attributes of a 
memory window for a PCMCIA memory card. The memory window is mapped by the 
PCMCIA bus driver. 

Parameters 
Context 
Pointer to the context for the interface routine. 

HostBase 
Specifies the physical memory window to map. HostBase is the base address for the 
memory card in the system's physical address space. 

Card Base 
Specifies the byte offset in the PCMCIA card's memory where the memory mapping begins. 

Enable 
Specifies permission to access the memory window. If Enable is TRUE, memory access is 
permitted, otherwise memory access is not permitted. 

WindowSize 
Specifies the size, in bytes, of the memory window that is mapped. The value of Window­
Size cannot exceed the memory window granted to the driver in its assigned resources. If 
the value of Enable is TRUE and the value of WindowSize is zero, the size of the memory 
window granted to the driver in its assigned resources is used. If Enable is FALSE, 
WindowSize is not used. 
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AccessSpeed 
Specifies the access speed of the PCMCIA card. The value of AccessSpeed is encoded 
as specified by the PC Card Standard, Release 6.1. If Enable is FALSE, AccessSpeed is 
not used. 

BusWidth 
Specifies the width of bus access to the PCMCIA memory card. Bus Width must be one of 
the following values: 

PCMCIA_MEMORY _881T _ACCESS 

PCMCIA_MEMORY _1681T _ACCESS 
If Enable is FALSE, Bus Width is not used. 

AttributeMemory 
Must be FALSE. 

Include 
ntddpcm.h 

Return Value 
The PCMCIA_MODIFY _MEMORY _WINDOW interface routine returns TRUE if the 
memory window is successfully enabled or disabled, as specified by the Enable parameter. 

Comments 
A caller must set the Context parameter to the context that is specified by the PCMCIA bus 
driver. The PCMCIA bus driver returns the context for the interface routines in the Context 
member of the same PCMCIA_INTERF ACE_STANDARD structure that contains the 
pointers to the interface routines. If the Context parameter is not valid, system behavior is 
not defined, and the system might halt. 

Callers of this routine must be running at IRQL <= DISPATCH_LEVEL. To maintain 
overall system performance, it is recommended that drivers call this routine at IRQL < 
DISPATCH_LEVEL. 

See Also 
PCMCIA_IS_ WRITE_PROTECTED, PCMCIA_SET_ VPP, PCMCIA_INTERFACE_ 
STANDARD 
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BOOLEAN 
(*PPCMCIA_SET_VPP) 
IN PVOID Context, 
IN UCHAR VppLeve7 
) ; 

The PCMCIA_SET_ VPP interface routine sets the power level of the Vpp PCMCIA pin 
(secondary power source). 

Parameters 
Context 
Pointer to the context for the interface routine. 

VppLevel 
Specifies the voltage level to set on the Vpp pin. VppLevel must be one of the following 
values: 

PCMCIA_ VPP _OV 
Specifies that the voltage on the Vpp pin be set to zero volts and that the Vpp pin be 
disabled. 

PCMCIA_ VPP _12V 
Specifies that the voltage on the Vpp pin be set to twelve volts. 

PCMCIA_ VPP JS_ VCC 
Specifies that the voltage on the Vpp pin be set to equal the voltage on the Vcc (primary 
card power) pin. 

Include 
ntddpcm.h 

Return Value 
The PCMCIA_SET_ VPP interface routine returns TRUE after the requested voltage 
level is set. 

Comments 
The PCMCIA_SET_ VPP interface routine returns control to the caller after the requested 
voltage is established in a stable state for the card. 
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A caller must set the Context parameter to the context that is specified by the PCMCIA bus 
driver. The PCMCIA bus driver returns the context for the interface routines in the Context 
member of the same PCMCIA_INTERFACE_STANDARD structure that contains the 
pointers to the interface routines. If the Context parameter is not valid, system behavior is 
not defined, and the system might halt. 

Callers of this routine can run at IRQL <= DISPATCH_LEVEL. To maintain overall system 
performance, it is recommended that drivers call this routine at IRQL < 
DISPATCH_LEVEL. 

See Also 
PCMCIA_IS_ WRITE_PROTECTED, PCMCIA_MODIFY _MEMORY_WINDOW 
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CHAPTER 1 

5MB IOCTLS 

This chapter describes the internal 110 control codes defined for Windows 2000 System 
Management Bus (SMB) drivers. Windows 98 does not provide support for 5MB drivers. 

An 5MB miniport driver or a client of such a driver can send IRP _MJ_INTERNAL_ 
DEVICE_CONTROL requests that specify the following 110 control codes: 

5MB_BUS_REQUEST 
5MB_REGISTER_ALARM_NOTIFY 
5MB_DEREGISTER_ALARM_NOTIFY 

When the 5MB class driver receives the IRP that contains the IOCTL, it either performs 
the requested action or calls the miniport driver to perform the action. 

Drivers that send or handle IRPs that contain these IOCTLs must include the header 
file 5mb.h. 

5MB_BUS_REQUEST 

Operation 

Input 

The class driver performs the requested action. If the device is idle, the class driver starts 110 
on the device. Otherwise, the driver puts the request in the device 110 queue, where it might 
be handled by the miniport driver. 

Irp->Parameters.DeviceIoControl.Type3InputBuffer points to an 5MB_REQUEST 
structure that describes the 110 request. 

Irp->Parameters.DeviceIoControl.InputBufferLength specifies the length of the 
5MB_REQUEST structure. 

Output 
None. 
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1/0 Status Block 
IoStatus.Status is set as follows: 

Set to 

STATUS_SUCCESS 

STATUS_PENDING 

STATUS_BUFFER_TOO_SMALL or 
STATUS_INVALID_PARAMETER. 

If 

The operation succeeded. 

The operation has been queued. 

An error occurred. 

IoStatus.Information is set to the size of the returned 5MB_REQUEST structure when 
the IRP completes. If the IRP is pending, Information is set to zero. If the input buffer is 
too small, Information is set to the required length of the input buffer. 

See Also 
5MB_REQUEST 

5MB_DEREGISTER_ALARM_NOTIFY 

Operation 

Input 

The 5MB class driver deletes the requested alarm notification. 

Parameters.DeviceIoControl. Type3InputBuffer points to a handle previously returned by 
5MB_REGISTER_ALARM_NOTIFY. 

Parameters.DeviceIoControl.InputBufferLength specifies the size of the handle. 

Output 
None. 

1/0 Status Block 
IoStatus.Status is set to STATUS_SUCCESS if the operation succeeded, or to an error 
status such as STATUS_INVALID_PARAMETER otherwise. 

See Also 
5MB_REGISTER_ALARM_NOTIFY 



Chapter 1 5MB IOCllS 1105 

5MB_REGISTER_ALARM_NOTIFY 

Operation 

Input 

The 5MB class driver registers an alarm notification function for alarms that occur within 
a specified range of bus addresses. 

When the miniport driver calls 5mbClassAlarm to notify the 5MB class driver that a device 
has signaled an alarm, the class driver calls the notification function. 

Parameters.DeviceloControl. Type3InputBuffer points to an 5MB _REGISTER_ALARM 
structure. 

Parameters.DeviceloControl.lnputBufferLength specifies the length of the 5MB_ 
REGISTER_ALARM structure. 

Parameters.DeviceloControl.OutputBufferLength specifies the number of bytes allo­
cated for the returned handle (sizeof(PVOID». 

Output 
Irp->UserBuffer points to a handle to be used when unregistering the alarm. 

1/0 Status Block 
IoStatus.Status is set to STATUS_SUCCESS if the operation succeeded, or to an error 
status such as STATUS_INVALID_PARAMETER or STATUS_INSUFFICIENT_ 
RESOURCES otherwise. 

IoStatus.lnformation is set to the length of the handle returned in Irp->UserBuffer. 

See Also 
5MB_REGISTER_ALARM, 5MB_DEREGISTER_ALARM_NOTIFY 
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CHAPTER 2 

5MB Structures 

This chapter describes structures used by Windows 2000 5MB miniport clients, 5MB 
miniport drivers, their support routines, and related IOCTLs. The following structures are 
described in alphabetical order: 

5MB_CLASS 
5MB_REGISTER_ALARM 
5MB_REQUEST 

These structures are defined in the header file 5mb.h. 

typedef struct _SMB_CLASS 
USHORT MajorVersion; 
USHORT 
PVOID 
PDEVICE_OBJECT 
PDEVICE_OBJECT 
PDEVICE_OBJECT 
PIRP 
PSMB_REQUEST 
5MB_RESET _DEVI CE 
5MB_START_IO 

MinorVersion; 
Miniport; 
DeviceObject; 
PD~; 

LowerDeviceObject; 
Currentlrp; 
CurrentSmb; 
ResetDevice; 
Startlo; 

5MB_STOP_DEVICE StopDevice; 
} 5MB_CLASS, *PSMB_CLASS; 

5MB_CLASS contains data shared by the 5MB class driver and a miniport driver. 
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Members 
MajorVersion 
Major version number of the class driver. Must be 5MB_CLASS_MAJOR_ VERSION. 

MinorVersion 
Minor version number of the class driver. Must be 5MB_CLASS_MINOR_ VERSION. 

Miniport 
Pointer to extension data for the mini port driver. 

DeviceObject 
Pointer to the functional device object (FDO) for the miniport driver. 

PD~ 

Pointer to the physical device object (PDO) for the miniport driver. 

LowerDeviceObject 
Pointer to the next lower device object in the device stack. 

Currentlrp 
Pointer to the current IRP request, if any; otherwise, NULL. 

CurrentSmb 
Pointer to the current 5MB_REQUEST in the current IRP request, if any; otherwise, NULL. 

ResetDevice 
Pointer to the miniport driver's 5mbMiniResetDevice routine. 

Startlo 
Pointer to the miniport driver's 5mbMiniStartIo routine. 

StopDevice 
Pointer to the miniport driver's 5mbMiniStopDevice routine. 

Comments 
The class driver passes this structure in calls to the miniport driver's 5mbMiniInitialize­
Miniport routine. 

The miniport driver passes this structure in calls to any of the class driver's routines. 



typedef struct 
UCHAR 
UCHAR 

MinAddress; 
MaxAddress; 

5MB_ALARM_NOTIFY NotifyFunction; 
PVOID NotifyContext; 
5MB_REGISTER_ALARM, *PSMB_REGISTER_ALARM; 
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5MB_REGISTER_ALARM provides information required by the 5MB class driver to 
register an alarm notification function. 

Members 
MinAddress 
Specifies the lower limit of a range of bus addresses to which the notification function 
applies. 

MaxAddress 
Specifies the upper limit of a range of bus addresses to which the notification function 
applies. 

NotifyFunction 
Points to a notification function to be called when a miniport driver calls 5mbClassAlarm 
to report an alarm. The function is declared as follows: 

VOID 
(*SMB_ALARM_NOTIFY) ( 

PVOID Context, 
UCHAR Address, 
USHORT Data 
) ; 

Context 
Context information passed through from the miniport driver. 

Address 
Bus address of the device that signaled the alarm. 

Data 
Alarm data passed through from the miniport driver. 

NotifyContext 
Points to the context data to be passed to the notification function. 



1110 Part 7 5MB Client Drivers 

Comments 
An 5MB miniport driver or the client of a miniport driver passes this structure when it 
requests alarm notification through the 5MB_REGISTER_ALARM_NOTIFY 10CTL. 

The values in MinAddress and MaxAddress define a range of bus addresses. If a device 
within the range signals an alarm, the 5MB class driver calls the notification function. 

See Also 
5MB_REGISTER_ALARM_NOTIFY 

typedef struct 
UCHAR Status; 
UCHAR Protocol; 
UCHAR Address; 
UCHAR Command; 
UCHAR BlockLength; 
UCHAR Data[SMB_MAX_DATA_SIZE]; 
5MB_REQUEST. *PSMB_REQUEST; 

5MB_REQUEST provides information required to perform a specific 110 request on an 
5MB device. 

Members 
Status 
Completion status of the 5MB request. 

Protocol 
Specifies the bus protocol that applies to the current request. Possible values are: 

5MB_ WRITE_QUICK 
5MB_READ_QUICK 
5MB_SEND_BYTE 
5MB_RECEIVE_BYTE 
5MB_ WRITE_BYTE 
5MB_READ_BYTE 
5MB_ WRITE_WORD 
5MB_READ_ WORD 
5MB_ WRITE_BLOCK 
5MB_READ_BLOCK 
5MB_PROCESS_CALL 



Chapter 2 5MB Structures 1111 

Address 
Bus address of the device to which this request applies. 

Command 
Device-specific command to perform. 

BlockLength 
Number of bytes of data to which this request applies. This value is input for a write request 
and output for a read request. 

Data 
Array of data input or returned by this request. 

Comments 
Each client of an 5MB miniport driver should define command codes that apply to its 
device. 

See Also 
5MB_BUS_REQUEST 
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CHAPTER 1 

WMllRPs 

This chapter describes the Windows Management Instrumentation IRPs that are part of 
the WMI extensions to WDM. All WMI IRPs use the major code IRP _MJ_SYSTEM_ 
CONTROL and a minor code that indicates the specific WMI request. The WMI kernel­
mode component can send WMI IRPs any time following a driver's successful registration 
as a supplier of WMI data. WMI IRPs typically get sent when a user-mode data consumer 
has requested WMI data. 

All drivers must set a dispatch table entry point that can be used by a DispatchSystem­
Control routine to handle WMI requests. If a driver registers as a WMI data provider by 
calling 10 WMIRegistrationControl, it must handle such requests in one of the follow­
ing ways: 

• Call the kernel-mode WMI library routines declared in the wmilib.h header file. Drivers 
can use these routines only if they base static instance names on a single base name string 
or the device instance ID of a PD~. Drivers that use dynamic instance names can not use 
the WMI library routines. 

• Process and complete any request that was tagged with a pointer to the driver's device 
object. Such a request is passed by the driver in its call to 10WMIRegistrationControi. 
Other IRP _MJ_SYSTEM_CONTROL requests must be forwarded to the next-lower 
driver. 

The WMI library routines simplify the handling of WMI requests. Instead of processing 
each WMI request, a driver calls WmiSystemControl with a pointer to its device object, 
the IRP, and a WMILIB_CONTEXT structure. This WMILIB_CONTEXT structure 
contains pointers to a set of DpWmiXxx callback routines that are defined by the driver. 
The WMI library validates the IRP parameters and calls the driver provided DpWmiXxx 
routine for driver-specific processing. WMI library then packages any output in an 
appropriate WNODE_XXX structure. The output and status are returned to the caller. 
Drivers that use dynamic instance names must handle WMI requests by filling in the 
WNODE_XXX structure directly. 
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Drivers that do not register as WMI data providers must forward all WMI requests to the 
next-lower driver. 

For information about registering as a WMI data provider, handling WMI IRPs, and using 
the WMI kernel-mode library routines, see the Kernel-Mode Drivers Design Guide in the 
online DDK. 

All drivers that support WMI must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to change all data items in a single instance of a data block. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is found in the driver's 110 stack location in the IRP. 

Parameters. WMI.DataPath points to a GUID that identifies the data block associated with 
the instance to be changed. 

Parameters.WMI.BufferSize indicates the size of the nonpaged buffer at Parameters. 
WMI.Buffer. 

Parameters.WMI.Buffer points to a WNODE_SINGLE_INSTANCE structure that identi­
fies the instance and specifies new data values. 

Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp->IoStatus.lnformation in the 110 status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_ WMI_INSTANCE_NOT _FOUND 
STATUS_WMI_GUID_NOT_FOUND 
STATUS_ WMI_READ_ONLY 
STATUS_ WMI_SET_FAILURE 

On success, the driver sets Irp->IoStatus.lnformation to zero. 
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Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls WmiSystem­
Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its device object, 
and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiSetDataBlock 
routine, or returns STATUS_ WMI_READ_ONLY to the caller if the driver does not define 
an entry point for such a routine. 

A driver that handles an IRP _MN_CHANGE_SINGLE_INSTANCE request does so only 
if the device object pointer at Parameters.WMI.Providerld matches the pointer passed by 
the driver in its call to IoWMIRegistrationControl. Otherwise, the driver forwards the 
request to the next-lower driver. 

If the driver handles the request, it first checks the GUID at Parameters.WMI.DataPath 
to determine whether it identifies a data block supported by the driver. If not, the driver fails 
the IRP and returns STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the data block, it checks the input WNODE_SINGLE_INSTANCE at 
Parameters.WMI.Buffer for the instance name, as follows: 

• IfWNODE_FLAG_STATIC_INSTANCE_NAMES is set in WnodeHeader.Flags, the 
driver uses Instancelndex as an index into the driver's list of static instance names for 
that block. WMI obtains the index from registration data provided by the driver when it 
registered the block. 

• IfWNODE_FLAG_STATIC_INSTANCE_NAMES is clear in WnodeHeader.Flags, 
the driver uses the offset at OffsetlnstanceName to locate the instance name string in the 
input WNODE_SINGLE_INSTANCE. OffsetlnstanceName is the offset in bytes from 
the beginning of the structure to a USHORT which is the length of the instance name 
string in bytes (not characters), including the NUL terminator if present, followed by 
the instance name string in Unicode. 

If the driver cannot locate the specified instance, it must fail the IRP and return a STATUS_ 
WMI_INSTANCE_NOT_FOUND. In the case of an instance that has a dynamic instance 
name, this status indicates that the driver does not "own" the instance. WMI can therefore 
continue to query other data providers and return an appropriate error to the data consumer 
if another provider finds the instance but cannot handle the request for some other reason. 

If the driver locates the instance and can handle the request, it sets the read/write data items 
in the instance to the values in the WNODE_SINGLE_INSTANCE, leaving any read-only 
items unchanged. If the entire data block is read-only, the driver should fail the IRP and 
return STATUS_ WMI_READ_ONLY. 

If the instance is valid but the driver cannot handle the request, it can return any appropriate 
error status. 
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See Also 
Dp WmiSetDataBlock, 10 WMIRegistrationControl, WMILIB _CONTEXT, WmiSystem­
Control, WNODE_SINGLE_INSTANCE 

All drivers that support WMI must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to change a single data item in a single instance of a data block. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's 110 stack location in the IRP. 

Parameters. WMI.DataPath points to a GUID that identifies the data block to be set. 

Parameters. WMI.BufferSize indicates the size of the nonpaged buffer at 
Parameters. WMI.Buffer. 

Parameters.WMI.Buffer, points to a WNODE_SINGLE_ITEM structure that identifies the 
instance of the data block, the ID of the item to set, and a new data value. 

Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->loStatus. 
Status and Irp->loStatus.lnformation in the 110 status block. 

Otherwise, the driver sets Irp->loStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

ST ATUS_ WMI_INST ANCE_NOT _FOUND 
STATUS_ WMI_INSTANCE_ID _NOT_FOUND 
STATUS_ WMI_GUID_NOT_FOUND 
STATUS_WMI_READ_ONLY 
STATUS_ WMI_SET_FAILURE 

On success, a driver sets Irp->loStatus.lnformation to zero. 
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Operation 
A driver that handles WMI IRPS by calling WMI library support routines calls Wmi­
SystemControl with a pointer to its WMILIB_CONTEXT structure, a pointer to its device 
object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiSetDataltem 
routine, or returns STATUS_ WMI_READ_ONLY to the caller if the driver does not define 
an entry point for such a routine. 

A driver should handles an IRP _MN_CHANGE_SINGLE_ITEM request only if 
Parameters.WMI.ProviderId points to the same device object as the pointer that the 
driver passed to IoWMIRegistrationControl. Otherwise, the driver forwards the request 
to the next-lower driver. 

Before handling a request, the driver determines whether Parameters.WMI.DataPath 
points to a GUID that the driver supports. If it does not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the data block, it checks the input WNODE_SINGLE_ITEM structure 
that Parameters.WMI.Buffer points to for the instance name, as follows: 

• IfWNODE_FLAG_STATIC_INSTANCE_NAMES is set in WnodeHeader.Flags, the 
driver uses InstanceIndex as an index into the driver's list of static instance names for 
that block. WMI obtains the index from registration data provided by the driver when it 
registered the block. 

• If WNODE_FLAG_STATIC_INSTANCE_NAMES is clear in WnodeHeader.Flags, 
the driver uses the offset at OffsetlnstanceName to locate the instance name string in 
the input WNODE_SINGLE_ITEM. OffsetlnstanceName is the offset in bytes from the 
beginning of the structure to a USHORT which is the length of the instance name string 
in bytes (not characters). This length includes the NULL terminator if present, followed 
by the instance name string in Unicode. 

If the driver cannot locate the specified instance, it must fail the IRP and return STATUS_ 
WMI_INSTANCE_NOT_FOUND. In the case of an instance with a dynamic instance 
name, this status indicates that the driver does not "own" the instance. WMI can therefore 
continue to query other data providers and return an appropriate error to the data consumer 
if another provider finds the instance but cannot handle the request for some other reason. 

If the driver locates the instance and can handle the request, it sets the data item in the in­
stance to the value in the WNODE_SINGLE_ITEM . .If the data item is read-only, the driver 
leaves the item unchanged, fails the IRP and returns STATUS_ WMI_READ_ONLY. 

If the instance is valid but the driver cannot handle the request, it can return any appropriate 
error status. 
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See Also 
DpWmiSetDataltem, IoWMIRegistrationControl, WMILIB_CONTEXT, WmiSystem­
Control, WNODE_SINGLE_ITEM 

IRP _MN DISABLE_COLLECTION 
Any WMI driver that registers one or more of its data blocks as expensive to collect must 
handle this IRP. 

When Sent 

Input 

WMI sends this IRP to request the driver to stop accumulating data for a data block that the 
driver registered as expensive to collect and for which data collection has been enabled. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.ProviderId points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's I/O stack location in the IRP. 

Parameters.WMI.DataPath points to a GUID that identifies the data block for which data 
accumulation should be stopped. 

Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp->IoStatus.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_ WMI_GUID_NOT_FOUND 
STATUS_INV ALID_DEVICE_REQUEST 

On success, a driver sets Irp->IoStatus.lnformation to zero. 

Operation 
A driver registers a data block as expensive to collect by setting WMIREG_FLAG_ 
EXPENSIVE in the Flags member of the WMIREGGUID or WMIGUIDREGINFO 
structure that the driver passes to WMI when it registers or updates the data block. 
A driver need not accumulate data for such a block until it receives an explicit request 
to enable collection. 
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A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
System Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its device 
object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiFunction­
Control routine, or simply returns STATUS_SUCCESS to the caller if the driver does not 
define an entry point for such a routine. 

A driver handles an IRP _MN_DISABLE_COLLECTION request only if Parameters. 
WMI.ProviderId points to the same device object as the pointer that the driver passed to 
10WMIRegistrationControi. Otherwise, the driver forwards the request to the next-lower 
driver. 

Before handling the request, the driver determines whether Parameters.WMI.Data­
Path points to a GUID that the driver supports. If not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. If the data block is valid but was not registered 
with WMlREG_FLAG_EXPENSIVE, the driver can return STATUS_SUCCESS and 
take no further action. 

It is unnecessary for the driver to check whether data collection is already disabled because 
WMI sends a single disable request for the data block when the last data consumer disables 
collection for that block. WMI will not send another disable request without an intervening 
request to enable. 

See Also 
Dp WmiFunctionControl, 10 WMIRegistrationControl, IRP _MN_ENABLE_ 
COLLECTION, WMILIB_CONTEXT, WMlREGGUID, WMIGUIDREGINFO, 
WmiSystemControl 

Any WMI driver that registers one or more event blocks must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to inform the driver that a data consumer has requested no further 
notification of an event. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's 110 stack location in the IRP. 

Parameters. WMI.DataPath points to a GUID that identifies the event block to disable. 
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Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->loStatus. 
Status and Irp-> 10Status.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->loStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_ WMI_GUID_NOT_FOUND 
STATUS_INV ALID _DEVICE_REQUEST 

On success, a driver sets Irp->loStatus.lnformation to zero. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
SystemControl with a pointer to its WMILIB_CONTEXT structure, a pointer to its device 
object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiFunction­
Control routine, or simply returns STATUS_SUCCESS to the caller if the driver does not 
define an entry point for such a routine. 

A driver handles an IRP _MN_DISABLE_EVENTS request only if Parameters.WMI. 
Providerld points to the same device object as the pointer that the driver passed to 10WMI­
RegistrationControl. Otherwise, the driver forwards the request to the next-lower driver. 

Before handling a request, the driver determines whether Parameters.WMI.DataPath 
points to a GUID the driver supports. If not, the driver fails the IRP and returns STATUS_ 
WMI_GUID_NOT_FOUND. 

If the driver supports the event block, it disables the event for all instances of that block. 

It is unnecessary for the driver to check whether events are already disabled for the event 
block because WMI sends a single disable request for that event block when the last data 
consumer disables the event. WMI will not send another disable request without an inter­
vening request to enable. 

For details about defining event blocks, see the Kernel-Mode Drivers Design Guide in the 
online DDK. 

See Also 
Dp WmiFunctionControl, 10 WMIRegistrationControl, IRP _MN_ENABLE_EVENTS, 
WMILIB_CONTEXT, WmiSystemControl 
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Any WMI driver that registers one or more of its data blocks as expensive to collect must 
handle this IRP. 

When Sent 

Input 

WMI sends this IRP to request the driver to start accumulating data for a data block that the 
driver registered as expensive to collect. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters. WMI.Provider Id points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's I/O stack location in the IRP. 

Parameters. WMI.DataPath points to a GUID that identifies the data block for which data 
is accumulated. 

Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp-> IoStatus.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_ WMI_GUID_NOT_FOUND 
ST ATUS_INV ALID _DEVICE_REQUEST 

On success, a driver sets Irp->IoStatus.lnformation to zero. 

Operation 
A driver registers a data block as expensive to collect by setting WMIREG_FLAG_ 
EXPENSIVE in the Flags member of the WMIREGGUID or WMIGUIDREGINFO 
structure. The driver passes these structures to WMI when it registers or updates the data 
block. A driver need not accumulate data for such a block until it receives an explicit 
request to start data collection. 

A driver that handles WMI IRPs by calling WMI library support routines calls WmiSystem­
Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its device object, 
and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiFunctionControl 
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routine, or simply returns STATUS_SUCCESS to the caller if the driver does not define an 
entry point for such a routine. 

A driver handles an IRP _MN_ENABLE_COLLECTION request only if Parameters. 
WMI.Providerld points to the same device object as the pointer that the driver passed to 
10WMIRegistrationControi. Otherwise, the driver forwards the request to the next-lower 
driver. 

Before handling a request, the driver should make sure that Parameters.WMI.DataPath 
points to a GUID that the driver supports. If it does not, the driver should fails the IRP and 
return STATUS_ WMI_GUID_NOT_FOUND. If the data block is valid but was not regis­
tered with WMlREG_FLAG_EXPENSIVE, the driver can return STATUS_SUCCESS 
and take no further action. 

If the block is valid and was registered with WMlREG_FLAG_EXPENSIVE, the driver 
enables data collection for all instances of that data block. 

It is unnecessary for the driver to check whether data collection is already enabled for 
the data block. WMI sends only a single request to enable a data block after the first data 
consumer enables the block. WMI will not send another request to enable without an 
intervening disable request. 

See Also 
Dp WmiFunctionControl, 10 WMIRegistrationControl, IRP _MN_DISABLE_ 
COLLECTION, WMILIB_CONTEXT, WMIREGGUID, WmiSystemControl 

Any WMI driver that registers one or more event blocks must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to inform the driver that a data consumer has requested notification of 
an event. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's 110 stack location in the IRP. 

Parameters.WMI.DataPath points to a GUID that identifies the event block to enable. 

Parameters. WMI.BufferSize indicates the size of the nonpaged buffer at Parameters. 
WMI.Buffer, which must be greater than or equal to the sizeof(WNODE_HEADER). 
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A driver that does not register trace blocks (WMIREG_FLAG_TRACED_GUID) can ignore 
this parameter. 

Parameters.WMI.Buffer points to a WNODE_HEADER that indicates whether the event 
should be traced (WMI_FLAGS_TRACED_GUID) and provides a handle to the system 
logger. A driver that does not register trace blocks (WMIREG_FLAG_TRACED_GUID) 
can ignore this parameter. 

Output 
None. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp-> IoStatus.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_ WMI_GUID_NOT_FOUND 
STATUS _INV ALID _DEVICE_REQUEST 

On success, a driver sets Irp->IoStatus.lnformation to zero. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
SystemControl with a pointer to its WMILIB_CONTEXT structure, a pointer to its device 
object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiFunction­
Control routine, or simply returns STATUS_SUCCESS to the caller if the driver does not 
define an entry point for such a routine. 

A driver handles an IRP _MN_ENABLE_EVENTS request only if Parameters.WMI. 
Providerld points to the same device object as the pointer that the driver passed to 
IoWMIRegistrationControl. Otherwise, the driver forwards the request to the next­
lower driver. 

Before the driver handles the request, it should determine whether Parameters.WMI.Data­
Path points to a GUID that the driver supports. If not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the event block, it enables the event for all instances of that data block. 

It is unnecessary for the driver to check whether events are already enabled for the event 
block because WMI sends a single request to enable for the event block when the first data 
consumer enables the event. WMI will not send another request to enable without an inter­
vening disable request. 



1126 Part 8 WMI Kernel-Mode Data Providers 

A driver that registers trace blocks (WMIREG_FLAG_TRACED_GUID) must also deter­
mine whether to send the event to WMI or to the system logger for tracing. If tracing is 
requested, Parameters. WMI.Buffer points to a WNODE_HEADER structure in which 
Flags is set withWNODE_FLAG_TRACED_GUID and HistoricalContext contains a 
handle to the logger. 

For details about defining event blocks, sending events, and tracing, see the Kernel-Mode 
Drivers Design Guide in the online DDK. 

See Also 
Dp WmiFunctionControl, 10 WMIRegistrationControl, IRP _MN_DISABLE_EVENTS, 
WMILIB_CONTEXT, WmiSystemControl, WNODE_EVENT_ITEM, WNODE_ 
HEADER 

All drivers that support methods within data blocks must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to execute a method associated with a data block. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

WMI will send an IRP _MN_QUERY_SINGLE_INSTANCE prior to sending an IRP _MN_ 
EXECUTE_METHOD. If a driver supports IRP _MN_EXECUTE_METHOD it must have a 
IRP _MN_QUERY_SINGLE_INSTANCE handler for the same data block whose method is 
being executed. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's 110 stack location in the IRP. 

Parameters. WMI.DataPath points to a GUID that identifies the data block associated with 
the method to execute. 

Parameters.WMI.BufferSize indicates the size of the nonpaged buffer at Parameters. 
WMI.Buffer which must be >= sizeof(WNODE_METHOD _ITEM) plus the size of any 
output data for the method. 

Parameters.WMI.Buffer points to a WNODE_METHOD_ITEM structure in which 
MethodID indicates the identifier of the method to execute and DataBlockOffset indicates 
the offset in bytes from the beginning of the structure to the first byte of input data, if any. 
Parameters. WMI.Buffer->SizeDataBlock indicates the size in bytes of the input 
WNODE_METHOD_ITEM including input data, or zero if there is no input. 
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Output 
If the driver handles WMI IRPs by calling WmiSystemControl, WMI fills in the WNODE_ 
METHOD_ITEM with data returned by the driver's DpWmiExecuteMethod routine. 

Otherwise, the driver fills in the WNODE_METHOD_ITEM structure that Parameters. 
WMI.Buffer points to as follows: 

• Updates WnodeHeader.BufferSize with the size of the output WNODE_METHOD_ 
ITEM, including any output data. 

• Updates SizeDataBlock with the size of the output data, or zero if there is no output data. 

• Checks Parameters. WMI.Buffersize to determine whether the buffer is large enough 
to receive the output WNODE_METHOD_ITEM including any output data. If the 
buffer is not large enough, the driver fills in the needed size in a WNODE_TOO_ 
SMALL structure pointed to by Parameters.WMI.Buffer. If the buffer is smaller than 
sizeof(WNODE_TOO_SMALL), the driver fails the IRP and returns STATUS_ 
BUFFER_TOO _SMALL. 

• Writes output data, if any, over input data starting at DataBlockOffset. The driver must 
not change the input value of DataBlockOffset. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp-> IoStatus.Information in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_BUFFER_TOO_SMALL 
STATUS_ WMI_GUID_NOT_FOUND 
ST ATUS_ WMI_INST ANCE_NOT _FOUND 
STATUS_ WMI_ITEM_ID_NOT_FOUND 

On success, a driver sets Irp->IoStatus.Information to the number of bytes written to the 
buffer at Parameters. WMI.Buffer. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls WmiSystem­
Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its device object, 
and a pointer to the IRP. WmiSystemControl calls the driver's DpWmiExecuteMethod 
routine, or returns STATUS_INVALID_DEVICE_REQUEST to the caller if the driver 
does not define an entry point for such a routine. 
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A driver handles an IRP _MN_EXECUTE_METHOD request only if Parameters.WMI. 
ProviderId points to the same device object as the pointer that the driver passed to IoWMI­
RegistrationControl. Otherwise, the driver forwards the request to the next-lower driver. 

Before handling the request, the driver determines whether Parameters.WMI.Data-
Path points to a GUID supported by the driver. If not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the data block, it checks the input WNODE_METHOD _ITEM at 
Parameters.WMI.Buffer for the instance name, as follows: 

• IfWNODE_FLAG_STATIC_INSTANCE_NAMES is set in WnodeHeader.Flags, the 
driver uses InstanceIndex as an index into the driver's list of static instance names for 
that block. WMI obtains the index from registration data that was provided by the driver 
when it registered the block. 

• If WNODE_FLAG_ST ATIC_INST ANCE_NAMES is clear in WnodeHeader .Flags, 
the driver uses the offset at OffsetlnstanceName to locate the instance name string in the 
input WNODE_METHOD_ITEM. OffsetlnstanceName is the offset in bytes from the 
beginning of the structure to a USHORT which is the length of the instance name string 
in bytes (not characters), including the NUL terminator if present, followed by the 
instance name string in Unicode. 

If the driver cannot locate the specified instance, it must fail the IRP and return ST A TUS_ 
WMCINSTANCE_NOT_FOUND. In the case of a driver with a dynamic instance name, 
this status indicates that the driver does not "own" the instance. WMI can therefore continue 
to query other data providers and return an appropriate error to the data consumer if another 
provider finds the instance but cannot handle the request for some other reason. 

The driver then checks the method ID in the input WNODE_METHOD_ITEM to determine 
whether it is a valid method for that data block. If not, the driver fails the IRP and returns 
STATUS_ WMI_ITEM_ID_NOT_FOUND. 

If the method generates output, the driver should check the size of the output buffer in 
Parameters. WMI.BufferSize before performing any operation that might have side effects 
or that should not be performed twice. For example, if a method returns the values of a 
group of counters and then resets the counters, the driver should check the buffer size (and 
fail the IRP if the buffer is too small) before resetting the counters. This ensures that WMI 
can safely resend the request with a larger buffer. 

If the instance and method ID are valid and the buffer is adequate in size, the driver executes 
the method. If SizeDataBlock in the input WNODE_METHOD _ITEM is non-zero, the 
driver uses the data starting at DataBlockOffset as input for the method. 

If the method generates output, the driver writes the output data to the buffer starting at 
DataBlockOffset and sets SizeDataBlock in the output WNODE_METHOD_ITEM to the 
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number of bytes of output data. If the method has no output data, the driver sets SizeData­
Block to zero. The driver must not change the input value of DataBlockOffset. 

If the instance is valid but the driver cannot handle the request, it can return any appropriate 
error status. 

See Also 
Dp WmiExecuteMethod, 10 WMIRegistrationControl, WMILIB_ CONTEXT, 
WmiSystemControl, .WNODE_METHOD _ITEM 

IRP_MN_QUERV_ALL_DATA 
All drivers that support WMI must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to query for all instances of a given data block. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld in the driver's 110 stack location in the IRP points to the 
device object of the driver that should respond to the request. 

Parameters.WMI.DataPath points to a GUID that identifies the data block. 

Parameters. WMI.BufferSize indicates the maximum size of the nonpaged buffer at 
Parameters.WMI.Buffer, which receives output data from the request. The buffer size 
must be greater than or equal to sizeof(WNODE_ALL_DAT A) plus the sizes of instance 
names and data for all instances to be returned. 

Output 
If the driver handles WMI IRPs by calling WmiSystemControl, WMI fills in a WNODE_ 
ALL_DATA by calling the driver's DpWmiQueryDataBlock routine once for each block 
registered by the driver. 

Otherwise, the driver fills in a WNODE_ALL_DATA structure at 
Parameters.WMI.Buffer as follows: 

• Sets WnodeHeader.BufferSize to the number of bytes of the entire WNODE_ALL_ 
DATA to be returned, sets WnodeHeader.Timestamp to the value returned by 
KeQuerySystemTime, and sets WnodeHeader.Flags as appropriate for the data to 
be returned. 

• Sets InstanceCount to the number of instances to be returned. 
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• If the block uses dynamic instance names, sets OffsetlnstanceN ameOffsets to the offset in 
bytes from the beginning of the WNODE_ALL_DATA to an array of offsets to dynamic 
instance names. 

• If all instances are the same size: 

• Sets WNODE_FLAG_FIXED_INSTANCE_SIZE in WnodeHeader.Flags and sets 
FixedInstanceSize to that size, in bytes. 

• Writes instance data starting at DataBlockOffset, with padding so that each instance is 
aligned to an 8-byte boundary. For example, if FixedInstanceSize is 6, the driver adds 
2 bytes of padding between instances. 

• If instances vary in size: 

• Clears WNODE_FLAG_FIXED_INSTANCE_SIZE in WnodeHeader.Flags and 
writes an array of InstanceCount OFFSETINSTANCEDATAANDLENGTH 
structures starting at OffsetInstanceDataAndLength. Each OFFSETINSTANCE­
DATA-ANDLENGTH structure specifies the offset in bytes from the beginning of the 
WNODE_ALL_DATA structure to the beginning of the data for each instance, and 
the length of the data. DataBlockOffset is not used. 

• Writes instance data following the last element of the OffsetInstanceDataAndLength 
array, plus padding so that each instance is aligned to an 8-byte boundary. 

• If the block uses dynamic instance names, writes the instance names at the offsets 
specified in the array at OffsetInstanceNameOffsets, with each dynamic name string 
aligned to a USHORT boundary. 

If the buffer at Parameters.WMI.Buffer is too small to receive all of the data, a driver 
fills in the needed size in a WNODE_TOO_SMALL structure at Parameters.WMI.Buffer. 
If the buffer is smaller than sizeof(WNODE_TOO_SMALL), the driver fails the IRP and 
returns STATUS_BUFFER_TOO_SMALL. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp->IoStatus.Information in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_BUFFER_TOO_SMALL 
STATUS_ WMI_GUID _NOT_FOUND 



Chapter 1 WMllRPs 1131 

On success, a driver sets Irp->loStatus.lnformation to the number of bytes written to the 
buffer at Parameters. WMI.Buffer. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
System Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its 
device object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmi­
QueryDataBlock routine. 

A driver handles an IRP _MN_QUERY_ALL_DATA request only ifParameters.WMI. 
Providerld points to the same device object that the driver passed to 10WMIRegistration­
Control. Otherwise, the driver forwards the request to the next-lower driver. 

Before handling the request, the driver determines whether Parameters.WMI.Data­
Path points to a GUID that the driver supports. If not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the data block, it fills in a WNODE_ALL_DATA structure at 
Parameters.WMI.Buffer with data for all instances of that data block. 

See Also 
Dp WmiQueryDataBlock, 10 WMIRegistrationControl, KeQuerySystemTime, 
WMILIB_CONTEXT, WmiSystemControl, WNODE_ALL_DATA 

All drivers that support WMI must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to query for a single instance of a given data block. 

WMI will send an IRP _MN_QUERY_SINGLE_INSTANCE prior to sending an IRP _MN_ 
EXECUTE_METHOD. If a driver supports IRP _MN_EXECUTE_METHOD it must have a 
IRP _MN_QUERY_SINGLE_INSTANCE handler-for the same data block whose method is 
being executed. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in an arbitrary thread context. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's I/O stack location in the IRP. 

Parameters.WMI.DataPath points to a GUID that identifies the data block to query. 
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Parameters. WMI.BufferSize indicates the maximum size of the nonpaged buffer at 
Parameters.WMI.Buffer, which points to a WNODE_SINGLE_INSTANCE structure 
that identifies the instance to query. 

Output 
If the driver handles WMI IRPs by calling WmiSystemControl, WMI fills in a WNODE_ 
SINGLE_INSTANCE structure with data provided by the driver's DpWmiQueryDataBlock 
routine. 

Otherwise, the driver fills in the WNODE_SINGLE_INST ANCE structure at Parameters. 
WMI.Buffer as follows: 

• Updates WnodeHeader.BufferSize with the size in bytes of the output WNODE_ 
SINGLE_INSTANCE, including instance data. 

• Sets SizeDataBlock to the size in bytes of the instance data. 

• Writes the instance data to Parameters.WMI.Buffer starting at DataBlockOffset. 
The driver must not change the input value of DataBlockOffset. 

If the buffer at Parameters. WMI.Buffer is too small to receive all of the data, the driver 
fills in the needed size in a WNODE_TOO_SMALL structure at Parameters.WMI.Buffer. 
If the buffer is smaller than sizeof(WNODE_TOO_SMALL), the driver fails the IRP and 
returns STATUS_BUFFER_TOO_SMALL. 

1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp-> IoStatus.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

STATUS_BUFFER_TOO_SMALL 
STATUS_ WMI_GUID_NOT_FOUND 
STATUS_ WMI_INSTANCE_NOT _FOUND 

On success, a driver sets Irp->IoStatus.lnformation to the number of bytes written to the 
buffer at Parameters. WMI.Buffer. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
SystemControl with a pointer to its WMILIB_CONTEXT structure, a pointer to its device 
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object, and a pointer to the IRP. WmiSystemControi calls the driver's DpWmiQueryData­
Block routine. 

A driver handles an IRP _MN_QUERY _SINGLE_INSTANCE request only if Parameters. 
WMI.Providerld points to the same device object as the pointer that the driver passed in its 
call to IoWMIRegistrationControl. Otherwise, the driver forwards the request to the next­
lower driver. 

Before handling the request, the driver determines whether Parameters. WMI.Data­
Path points to a GUID that the driver supports. If not, the driver fails the IRP and returns 
STATUS_ WMI_GUID_NOT_FOUND. 

If the driver supports the data block, it checks the input WNODE_SINGLE_INSTANCE at 
Parameters. WMI.Buffer for the instance name, as follows: 

• IfWNODE_FLAG_STATIC_INSTANCE_NAMES is set in WnodeHeader.Fiags, the 
driver uses Instancelndex as an index into the driver's list of static instance names for 
that block. WMI obtains the index from registration data provided by the driver when it 
registered the block. 

• If WNODE_FLAG_STATIC_INSTANCE_NAMES is clear in WnodeHeader.Fiags, 
the driver uses the offset at OffsetlnstanceName to locate the instance name string in the 
input WNODE_SINGLE_INSTANCE. OffsetlnstanceName is the offset in bytes from 
the beginning of the structure to a USHORT which is the length of the instance name 
string in bytes (not characters), including the NULL terminator if present, followed by the 
instance name string in Unicode. 

If the driver cannot locate the specified instance, it must fail the IRP and return STATUS_ 
WMI_INSTANCE_NOT_FOUND. In the case of an instance with a dynamic instance 
name, this status indicates that the driver does not "own" the instance. WMI can therefore 
continue to query other data providers and return an appropriate error to the data consumer 
if another provider finds the instance but cannot handle the request for some other reason. 

If the driver locates the instance and can handle the request, it fills in the WNODE_ 
SINGLE_INSTANCE structure at Parameters.WMI.Buffer with data for the instance. 

If the instance is valid but the driver cannot handle the request, it can return any appropriate 
error status. 

See Also 
DpWmiQueryDataBlock, IoWMIRegistrationControi, WMILIB_CONTEXT, 
WmiSystemControi, WNODE_SINGLE_INSTANCE 
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All drivers that support WMI must handle this IRP. 

When Sent 

Input 

WMI sends this IRP to query or update a driver's registration information after the driver has 
called 10 WMIRegistrationControl. 

WMI sends this IRP at IRQL PASSIVE_LEVEL in the context of a system thread. 

Parameters.WMI.Providerld points to the device object of the driver that should respond 
to the request. This pointer is located in the driver's I/O stack location in the IRP. 

Parameters.WMI.DataPath is set to WMIREGISTER to query registration information or 
WMIUPDATE to update it. 

Parameters. WMI.BufferSize indicates the maximum size of the nonpaged buffer at 
Parameters.WMI.Buffer. The size must be greater than or equal to the total of (sizeof 
(WMIREGINFO) + (GuidCount * sizeof(WMIREGGUID», where GuidCount is the 
number of data blocks and event blocks being registered by the driver, plus space for 
static instance names, if any. 

Output 
If the driver handles WMI IRPs by calling WmiSystemControi, WMI gets registration 
information for a driver's data blocks by calling its DpWmiQueryReginfo routine. 

Otherwise, the driver fills in a WMIREGINFO structure at Parameters.WMI.Buffer as 
follows: 

• Sets BufferSize to the size in bytes of the WMIREGINFO structure plus associated 
registration data. 

• If the driver handles WMI requests on behalf of another driver, sets NextWmiReglnfo to 
the offset in bytes from the beginning of this WMIREGINFO to the beginning of another 
WMIREGINFO structure that contains registration information from the other driver. 

• Sets RegistryPath to the registry path that was passed to the driver's DriverEntry 
routine. 

• If Parameters.WMI.Datapath is set to WMIREGISTER, sets MofResourceName 
to the offset from the beginning of this WMIREGINFO to a counted Unicode string that 
contains the name of the driver's MOF resource in its image file. 
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• Sets GuidCount to the number of data blocks and event blocks to register or update. 

• Writes an array of WMIREGGUID structures, one for each data block or event block 
exposed by the driver, at WmiRegGuid. 

The driver fills in each WMIREGGUID structure as follows: 

• Sets Guid to the GUID that identifies the block. 

• Sets Flags to provide information about instance names and other characteristics of the 
block. For example, if a block is being registered with static instance names, the driver 
sets Flags with the appropriate WMIREG_FLAG_INST ANCE_XXX flag. 

If the block is being registered with static instance names, the driver: 

• Sets InstanceCount to the number of instances. 

• Sets one of the following members to an offset in bytes to static instance name data for 
the block: 

• If the driver sets Flags with WMIREG_FLAG_INSTANCE_LIST, it sets Instance­
NameList to an offset to a list of static instance name strings. WMI specifies instances 
in subsequent requests by index into this list. 

• If the driver sets Flags with WMIREG_FLAG_INST ANCE_BASENAME, it sets 
BaseNameOffset to an offset to a base name string. WMI uses this string to generate 
static instance names for the block. 

• If the driver sets Flags with WMIREG_FLAG_INSTANCE_PDO, it sets Pdo to an 
offset to a pointer to the PD~ passed to the driver's AddDevice routine. WMI uses the 
device instance path of the PD~ to generate static instance names for the block. 

• Writes the instance name strings, the base name string, or a pointer to the PD~ at the 
offset indicated by InstanceNameList, BaseName, or PD~, respectively. 

If the driver handles WMI registration on behalf of another driver (such as a miniclass or 
miniport driver), it fills in another WMIREGINFO structure with the other driver's registra­
tion information and writes it at NextWmiRegInfo in the previous structure. 

If the buffer at Parameters. WMI.Buffer is too small to receive all of the data, a driver 
writes the needed size in bytes as a ULONG to Parameters.WMI.Buffer and fails the IRP 
and returns STATUS_BUFFER_TOO_SMALL. 
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1/0 Status Block 
If the driver handles the IRP by calling WmiSystemControl, WMI sets Irp->IoStatus. 
Status and Irp->IoStatus.lnformation in the I/O status block. 

Otherwise, the driver sets Irp->IoStatus.Status to STATUS_SUCCESS or to an appro­
priate error status such as the following: 

On success, a driver sets Irp->IoStatus.lnformation to the number of bytes written to the 
buffer at Parameters. WMI.Buffer. 

Operation 
A driver that handles WMI IRPs by calling WMI library support routines calls Wmi­
SystemControl with a pointer to its WMILIB_CONTEXT structure, a pointer to its 
device object, and a pointer to the IRP. WmiSystemControl calls the driver's DpWmi­
QueryReginfo routine. 

A driver handles an IRP _MN_REGINFO request only ifParameters.WMI.Provider-
Id points to the same device object as the pointer that the driver passed to IoWMI­
RegistrationControl. Otherwise, the driver forwards the request to the next-lower driver. 

Before handling the request, the driver checks Parameters.WMI.DataPath to determine 
whether WMI is querying registration information (WMIREGISTER) or requesting an 
update (WMIUPDATE). 

WMI sends this IRP with WMIREGISTER after a driver calls IoWMIRegistrationControl 
with WMIREG_ACTION_REGISTER or WMIREG_ACTION_REREGISTER. In re­
sponse, a driver should fill in the buffer at Parameters.WMI.Buffer with the following: 

• A WMIREGINFO structure that indicates the driver's registry path, the name of its MOF 
resource, and the number of blocks to register. 

• One WMIREGGUID structure for each block to register. If a block is to be regis­
tered with static instance names, the driver sets the appropriate WMIREG_FLAG_ 
INSTANCE_XXX flag in the WMIREGGUID structure for that block. 

• Any strings WMI needs to generate static instance names. 

WMI sends this IRP with WMIUPDATE after a driver calls IoWmiRegistrationControl 
with WMIREG_ACTION_UPDATE_GUID. In response, a driver should fill in the buffer at 
Parameters.WMI.Buffer with a WMIREGINFO structure as follows: 

• To remove a block, the driver sets WMIREG_FLAG_REMOVE_GUID in its 
WMIREGGUID structure. 
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• To add or update a block (for example, to change its static instance names), the driver 
clears WMIREG_FLAG_REMOVE_GUID and provides new or updated registration 
values for the block. 

• To register a new or existing block with static instance names, the driver sets the appro­
priate WMIREG_FLAG_INSTANCE_XXX and supplies any strings WMI needs to 
generate static instance names. 

A driver can use the same WMIREGINFO structures to remove, add, or update blocks as 
it used initially to register all of its blocks, changing only the flags and data for the blocks 
to be updated. If a WMIREGGUID in such a WMIREGINFO structure matches exactly 
the WMIREGGUID passed by the driver when it first registered that block, WMI skips 
the processing involved in updating the block. 

WMI does not send an IRP _MN_REGINFO request after a driver calls 10WMI­
RegistrationControl with WMIREG_ACTION_DEREGISTER, because WMI requires 
no further information from the driver. A driver typically deregisters its blocks in response 
to an IRP _MN_REMOVE_DEVICE request. 

See Also 
Dp WmiQueryReglnfo, 10 WMIRegistrationControl, WMILIB_ CONTEXT, 
WMIREGGUID, WMlREGINFO, WmiSystemControl 





CHAPTER 2 

WMI Library Support Routines 

This chapter describes the WMI library support routines that a driver can call to handle 
WMI IRPs. For information about handling WMI IRPs, see the Kernel-Mode Drivers 
Design Guide in the online DDK. 

For information about WMI library callback routines, see Chapter 3. 

WmiCompleteRequest 
NTSTATUS 

WmiCompleteRequest( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN NTSTATUS Status, 
IN ULONG BufferUsed, 
IN CCHAR PriorityBoost 
) ; 

1139 

WmiCompleteRequest indicates that a driver has finished processing a WMI request in a 
DpWmiXxx routine. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 

Status 
Specifies the status to return for the IRP. 
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BufferUsed 
Specifies the number of bytes needed in the buffer passed to the driver's DpWmiXxx 
routine. If the buffer is too small, the driver sets Status to STATUS_BUFFER_TOO_ 
SMALL and sets BufferUsed to the number of bytes needed for the data to be returned. 
If the buffer passed is large enough, the driver sets BufferUsed to the number of bytes 
actually used. 

PriorityBoost 
Specifies a system-defined constant by which to increment the runtime priority of the 
original thread that requested the operation. WMI calls IoCompleteRequest with 
PriorityBoost when it completes the IRP. 

Return Value 
WmiCompleteRequest returns the value that was passed to it in the Status parameter 
unless Status was set to STATUS_BUFFER_TOO_SMALL.. If the driver set Status equal 
to STATUS_BUFFER_TOO_SMALL, WmiCompleteRequest builds a WNODE_TOO_ 
SMALL structure and returns STATUS_SUCCESS. The return value from WmiComplete­
Request should be returned by the driver in its DpWmiXxx routine. 

Comments 
A driver calls WmiCompleteRequest from a DpWmiXxx routine after it finishes all 
other processing in that routine, or after the driver finishes all processing for a pending IRP. 
WmiCompleteRequest fills in a WNODE_XXX with any data returned by the driver and 
calls IoCompleteRequest to complete the IRP. 

A driver should always return the return value from WmiCompleteRequest in its 
DpWmiXxx routine. 

A driver must not call WmiCompleteRequest from its DpWmiQueryReglnfo routine. 

Callers ofWmiCompleteRequest must be running at IRQL <= DISPATCH_LEVEL. 

See Also 
Dp WmiExecuteMethod, Dp WmiFunctionControl, Dp WmiQueryDataBlock, Dp Wmi­
QueryReginfo, Dp WmiSetDataBlock, Dp WmiSetDataltem, IoCompleteRequest, 
WmiSystemControl 



WmiFireEvent 
NTSTATUS 

WmiFireEvent( 
IN PDEVICE_OBJECT DeviceObject, 
IN LPGUID Guid, 
IN ULONG Instancelndex, 
IN ULONG EventDataSize, 
IN PVOID EventData 
) ; 
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WmiFireEvent sends an event to WMI for delivery to data consumers that have requested 
notification of the event. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Guid 
Points to the GUID that represents the event block. 

Instancelndex 
If the event block has multiple instances, specifies the index of the instance. 

EventDataSize 
Specifies the number of bytes of data at EventData. If no data is generated for an event, 
EventData must be zero. 

EventData 
Points to a driver-allocated nonpaged buffer containing data generated by the driver for the 
event. If no data is generated for an event, EventData must be NULL. WMI frees the buffer 
without further intervention by the driver. 

Return Value 
WmiFireEvent propagates the status returned by IoWmiWriteEvent, or returns STATUS_ 
INSUFFICIENT_RESOURCES if it could not allocate memory for the event. 
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Comments 
A driver calls WmiFireEvent to send an event to WMI for delivery to all data consumers 
that have requested notification of the event. All parameters passed to WmiFireEvent must 
be allocated from nonpaged pool. 

The driver sends an event only if it has been previously enabled by the driver's DpWmi­
FunctionControl routine, which WMI calls to process an IRP _MN_ENABLE_EVENT 
request. 

The driver writes any data associated with the event to the buffer at EventData. WMI fills in 
a WNODE_SINGLE_INSTANCE structure with the data and calls IoWmiWriteEvent to 
deliver the event. 

Callers of WmiFireEvent must be running at IRQL <= DISPATCH_LEVEL. 

See Also 
Dp WmiFunctionControl, IRP _MN_ENABLE_EVENTS, WmiSystemControl 

WmiSystemControl 
NTSTATUS 

WmiSystemControl( 
IN PWMILIB_CONTEXT WmiLiblnfo, 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
OUT PSYSCTL_IRP_DISPOSITION IrpDisposition 
) ; 

.. 

WmiSystemControl is a dispatch routine for drivers that use WMI library support routines 
to handle WMI IRPs. 

Parameters 
WmiLiblnfo 
Points to a WMILIB_CONTEXT structure that contains registration information for a 
driver's data blocks and event blocks and defines entry points for the driver's WMI library 
callback routines. 

De vice Object 
Points to the driver's device object. 

Irp 
Points to the IRP. 
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IrpDisposition 
After WmiSystemControl returns, IrpDisposition indicates how the IRP was handled: 

IrpProcessed 
The IRP was processed and possibly completed. If the driver's DpWmiXxx routine called by 
WMISystemControl did not complete the IRP, the driver must call WmiCompleteRequest 
to complete the IRP after WmiSystemControl returns. 

IrpNotCompleted 
The IRP was processed but not completed, either because WMI detected an error and set 
up the IRP with an appropriate error code, or processed an IRP _MN_REGINFO request. 
The driver must complete the IRP by calling IoCompleteRequest. 

IrpNotWmi 
The IRP is not a WMI request (that is, WMI does not recognize the IRP's minor code). If the 
driver handles IRP _MJ_SYSTEM_CONTROL requests with this IRP _MN_XXX, it should 
handle the IRP; otherwise the driver should forward the IRP to the next lower driver. 

IrpForward 
The IRP is targeted to another device object (that is, the device object pointer at 
Parameters. WMI.ProviderId in the IRP does not match the pointer passed by the driver 
in its call to IoWMIRegistrationControl). The driver must forward the IRP to the next 
lower driver. 

Return Value 
WmiSystemControl returns STATUS_SUCCESS or one of the following error codes: 

STATUS_INV ALID_DEVICE_REQUEST 
ST ATUS_ WMI_ GUID _NOT_FOUND 
STATUS_ WMI_INSTANCE_NOT _FOUND 

Comments 
When a driver receives an IRP _MJ_SYSTEM_CONTROL request with a WMI IRP minor 
code, it calls WmiSystemControl with a pointer to the driver's WMILIB_CONTEXT struc­
ture, a pointer to its device object, and a pointer to the IRP. The WMILIB_CONTEXT 
structure contains registration information for the driver's data blocks and event blocks and 
defines entry points for its WMI library callback routines. 

WmiSystemControl confirms that the IRP is a WMI request and determines whether the 
block specified by the request is valid for the driver. If so, it processes the IRP by calling the 
appropriate DpWmiXxx entry point in the driver's WMILIB_CONTEXT structure. WMI is 
running at IRQL PASSIVE_LEVEL when it calls the driver's DpWmiXxx routine. 
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Callers of WmiSystemControl must be running at IRQL PASSIVE_LEVEL. 

A driver must be running at IRQL PASSIVE_LEVEL when it forwards an IRP _MJ_ 
SYSTEM_CONTROL request to the next-lower driver. 

See Also 
Dp WmiExecuteMethod, Dp WmiFunctionControl, Dp WmiQueryDataBlock, Dp WmiQuery­
Reg info , DpWmiSetDataBlock, DpWmiSetDataltem, WMILIB_CONTEXT 
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CHAPTER 3 

WMI Library Callback Routines 

This describes required and optional routines that a driver must implement to handle WMI 
IRPs by calling WMI library support routines. A driver sets entry points to its DpWmiXxx 
routines in the WMILIB_CONTEXT structure the driver passes to WmiSystemControl. 

A driver's DpWmiXxx routines can have any names chosen by the driver writer. 

For information about WMI library support routines, see Chapter 2. For information about 
handling WMI IRPs, see the Kernel-Mode Drivers Design Guide in the online DDK. 

DpWmiExecuteMethod 
NTSTATUS 

DpWmiExecuteMethod( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN ULONG Guidlndex, 
IN ULONG Instancelndex, 
IN ULONG Methodld, 
IN ULONG InBufferSize, 
IN ULONG OutBufferSize, 
IN OUT PUCHAR Buffer 
) ; 

A driver's DpWmiExecuteMethod routine executes a method associated with a data block. 
This routine is optional. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 
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Guidlndex 
Specifies the data block by its index into the list of GUIDs provided by the driver in the 
WMILIB_CONTEXT structure it passed to WmiSystemControl. 

Instancelndex 
If the block specified by Guidlndex has multiple instances, Instancelndex specifies the 
instance. 

Methodld 
Specifies the ID of the method to execute. The driver defines the method ID as an item in a 
data block. 

InBufferSize 
Indicates the size in bytes of the input data. If there is no input data, InBuJferSize is zero. 

OutBufferSize 
Indicates the number of bytes available in the buffer for output data. 

Buffer 
Points to a buffer that holds the input data and receives the output data, if any, from the 
method. If the buffer is too small to receive all of the output, the driver returns STATUS_ 
BUFFER_TOO_SMALL and calls WmiCompleteRequest with the size required. 

Return Value 
DpWmiExecuteMethod returns STATUS_SUCCESS or an appropriate error code such as 
the following: 

STATUS_BUFFER_TOO_SMALL 
ST ATUS_INV ALID _DEVICE_REQUEST 
ST ATUS_ WMI_INST ANCE_NOT _FOUND 
STATUS_ WMI_ITEM_ID_NOT_FOUND 

Comments 
WMI calls a driver's DpWmiExecuteMethod routine after the driver calls WmiSystem­
Control in response to an IRP _MN_EXECUTE_METHOD request. 

If a driver does not implement a DpWmiExecuteMethod routine, it must set ExecuteWmi­
Method to NULL in the WMILIB_CONTEXT the driver passes to WmiSystemControl. In 
this case, WMI returns STATUS_INVALID_DEVICE_REQUEST to the caller in response 
to any IRP _MN_EXECUTE_METHOD request. 

If the method generates output, the driver should check the size of the output buffer in 
OutBuJferSize before performing any operation that might have side effects or that should 
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not be performed twice. For example, if a method returns the values of a group of counters 
and then resets the counters, the driver should check the buffer size (and possibly return 
STATUS_BUFFER_TOO_SMALL) before resetting the counters. This ensures that WMI 
can safely re-send the request with a larger buffer. 

After executing the method and writing output, if any, to the buffer, the driver calls Wmi­
CompleteRequest to complete the request. 

This routine can be pageable. 

See Also 
IRP _MN_EXECUTE_METHOD, WMILIB_CONTEXT, WmiCompleteRequest, 
WmiSystemControl 

DpWmiFunctionControl 
NTSTATUS 

DpWmiFunctionControl( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN ULONG Guidlndex, 
IN WMIENABLEDISABLECONTROL Function, 
IN BOOLEAN Enable 
) ; 

A driver's DpWmiFunctionControl routine enables or disables notification of events. It also 
enables or disables data collection for data blocks that the driver registered as expensive to 
collect. This routine is optional. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 

Guidlndex 
Specifies the block by its index into the list of GUIDs provided by the driver in the 
WMILIB_CONTEXT structure it passed to WmiSystemControl. 

Function 
Specifies WmiEventControl to enable or disable an event, or WrniDataBlockControl to 
enable or disable data collection for a block that was registered as expensive to collect 
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(that is, a block for which the driver set WMIREG_FLAG_EXPENSIVE in Flags of the 
WMIGUIDREGINFO structure used to register the block). 

Enable 
Specifies TRUE to enable the event or data collection, or FALSE to disable it. 

Return Value 
DpWmiFunctionControl returns STATUS_SUCCESS or an appropriate error status such as: 

STATUS_WMI_GUID_NOT_FOUND 
STATUS_INV ALID_DEVICE_REQUEST 

Comments 
WMI calls a driver's DpWmiFunctionControl routine after the driver calls WmiSystem­
Control in response to one of the following requests: 

IRP _MN_ENABLE_COLLECTION 
IRP _MN_DISABLE_COLLECTION 
IRP _MN_ENABLE_EVENTS 
IRP _MN_DISABLE_EVENTS 

If a driver does not implement a DpWmiFunctionControl routine, it must set Wmi­
FunctionControl to NULL in the WMILIB_CONTEXT the driver passes to WmiSystem­
Control. WMI returns STATUS_SUCCESS to the caller. 

It is unnecessary for the driver to check whether events or data collection are already en­
abled for a block because WMI sends a single enable request when the first data consumer 
enables the block, and sends a single disable request when the last data consumer disables 
the block. WMI will not call DpWmiFunctionControl to enable a block without an inter­
vening call to disable it. 

After enabling or disabling the event or data collection for the block, the driver calls 
WmiCompleteRequest to complete the request. 

This routine can be pageable. 

See Also 
IRP _MN_ENABLE_COLLECTION, IRP _MN_DISABLE_COLLECTION, IRP _MN_ 
ENABLE_EVENTS, IRP_MN_DISABLE_EVENTS, WMILIB_CONTEXT, Wmi­
System Control 



DpWmiQueryDataBlock 
NTSTATUS 

DpWmiQueryDataBlock( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN ULONG Guidlndex, 
IN ULONG Instancelndex, 
IN ULONG InstanceCount, 
IN OUT PULONG InstanceLengthArray, 
IN ULONG BufferAvail, 
OUT PUCHAR Buffer 
) ; 
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A driver's DpWmiQueryDataBlock routine returns either a single instance or all instances of 
a data block. This routine is required. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 

Guidlndex 
Specifies the data block by its index into the list of GUIDs provided by the driver in the 
WMILIB_CONTEXT structure it passed to WmiSystemControl. 

Instancelndex 
If DpWmiQueryDataBlock is called in response to an IRP _MN_QUERY_SINGLE_ 
INSTANCE request, Instancelndex specifies the instance to be queried. If DpWmiQuery­
DataBlock is called in response to an IRP _MN_QUERY_ALL_DATA REQUEST, 
Instancelndex is zero. 

InstanceCount 
If DpWmiQueryDataBlock is called in response to an IRP _MN_QUERY_SINGLE_ 
INSTANCE request, InstanceCount is 1. If Dp WmiQueryDataBlock is called in response 
to an IRP _MN_QUERY_ALL_DATA REQUEST, InstanceCount is the number of 
instances to be returned. 
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InstanceLengthArray 
Points to an array of ULONGs that indicate the length of each instance to be returned. If the 
buffer at Buffer is too small to receive all of the data, the driver sets InstanceLengthArray 
to NULL. 

BufferA vail 
Specifies the maximum number of bytes available to receive data in the buffer at Buffer. 

Buffer 
Points to the buffer to receive instance data. If the buffer is large enough to receive all 
of the data, the driver writes instance data to the buffer with each instance aligned on an 
8-byte boundary. If the buffer is too small to receive all of the data, the driver calls 
WmiCompleteRequest with BufferUsed set to the size required. 

Return Value 
DpWmiQueryDataBlock returns STATUS_SUCCESS or an error status such as the 
following: 

STATUS_BUFFER_TOO_SMALL 
STATUS_ WMI_GUID_NOT_FOUND 
STATUS_ WMI_INSTANCE_NOT _FOUND 

If the driver cannot complete the request immediately, it can return STATUS_PENDING. 

Comments 
WMI calls a driver's DpWmiQueryDataBlock routine after the driver calls WmiSystem­
Control in response to an IRP _MN_QUERY_DATA_BLOCK or IRP _MN_QUERY_ 
ALL_DATA request. 

After writing instance data to the buffer, the driver calls WmiCompleteRequest to com­
plete the request. 

This routine can be pageable. 

See Also 
IRP _MN_QUERY_ALL_DATA, IRP _MN_QUERY_SINGLE_INSTANCE, WMILIB_ 
CONTEXT, WmiCompleteRequest, WmiSystemControl 



OpWmiQueryReginfo 
NTSTATUS 

DpWmiQueryReginfo( 
IN PDEVICE_OBJECT DeviceObject. 
OUT PULONG RegF7ags. 
OUT PUNICODE_STRING InstanceName. 
OUT PUNICODE_STRING *RegistryPath. 
OUT PUNICODE_STRING MofResourceName. 
OUT PDEVICE_OBJECT *Pdo 
) ; 
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A driver's DpWmiQueryReginfo routine provides information about the data blocks and 
event blocks to be registered by a driver. This routine is required. 

Parameters 
DeviceObject 
Points to the driver's device object. 

RegFlags 
Indicates common characteristics of all blocks being registered. Any flag set in RegFlags 
is applied to all blocks. A driver can supplement RegFlags for a given block by setting 
Flags in the block's WMIGUIDREGINFO structure. For example, a driver might clear 
WMIREG_FLAG_EXPENSIVE in RegFlags, but set it in Flags to register a given block 
as expensive to collect. 

The driver sets one of the following flags in RegFlags: 

WMIREG_FLAGJNSTANCE_BASENAME 
Requests WMI to generate static instance names from a base name provided by the driver at 
the InstanceName. WMI generates instance names by appending a counter to the base name. 

WMIREG_FLAGJNSTANCE_PDO 
Requests WMI to generate static instance names from the device instance ID for the PD~. 
If the driver sets this flag, it must also set Pdo to the PD~ passed to the driver's AddDevice 
routine. WMI generates instance names from the device instance path of the PD~. Using the 
device instance path as a base for static instance names is efficient because such names are 
guaranteed to be unique. WMI automatically supplies a "friendly" name for the instance as 
an item in a data block that can be queried by data consumers. 
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A driver might also set one or more of the following flags in RegFlags, but more typically 
would set them in Flags of a block's WMIGUIDREGINFO structure: 

WMIREG_FLAG_EVENT _ONLY _GUID 
The blocks can be enabled or disabled as events only, and cannot be queried or set. If this 
flag is clear, the blocks can also be queried or set. 

WMIREG_FLAG_EXPENSIVE 
Requests WMI to send an IRP _MN_ENABLE_COLLECTION request the first time a data 
consumer opens a data block and an IRP _MN_DISABLE_COLLECTION request when the 
last data consumer closes the data block. This is recommended if collecting such data affects 
performance, because a driver need not collect the data until a data consumer explicitly 
requests it by opening the block. 

WMIREG_FLAG_REMOVE_ GUID 
Requests WMI to remove support for the blocks. This flag is valid only in response to a 
request to update registration information (IRP _MN_REGINFO with DataPath set to 
WMIUPDATE). 

InstanceName 
Points to a single counted Unicode string that serves as the base name for all instances of all 
blocks to be registered by the driver. WMI frees the string with ExFreePool. If WMIREG_ 
FLAG_INSTANCE_BASENAME is clear, InstanceName is ignored. 

RegistryPath 
Points to a counted Unicode string that specifies the registry path passed to the driver's 
DriverEntry routine. 

MofResourceName 
Points to a single counted Unicode string that indicates the name of the MOF resource 
attached to the driver's binary image file. Typically this string would be a static defined by 
the driver. WMI makes a copy of this string after the driver returns from this routine. This 
string can be dynamically allocated by the driver. In the case of an allocated string, the 
driver is responsible for freeing the string which should be done after WmiSystemControl 
returns. If the driver does not have a MOF resource attached, it can leave MofResourceName 
unchanged. 

Pdo 
Points to the physical device object (PDO) passed to the driver's AddDevice routine. 
IfWMIREG_FLAG_INSTANCE_PDO is set, WMI uses the device instance path of this 
PD~ as a base from which to generate static instance names. If WMIREG_FLAG_ 
INSTANCE_PDO is clear, WMI ignores Pdo. 
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Return Value 
DpWmiQueryReginfo always returns STATUS_SUCCESS 

Comments 
WMI calls a driver's DpWmiQueryReginfo after the driver calls WmiSystemControl 
in response to an IRP _MN_REGINFO request. WMI sends this IRP after a driver calls 
IoWMIRegistrationControl with WMIREG_ACTION_REGISTER, WMIREG_ 
ACTION_REREGISTER, or WMIREG_ACTION_UPDATE. 

WMI does not send an IRP _MN_REGINFO request after a driver calls IoWMI­
RegistrationControl with WMIREG_ACTION_DEREGISTER, because WMI requires 
no further information from the driver. A driver typically deregisters its blocks in response 
to an IRP _MN_REMOVE_DEVICE request. 

The driver provides new or updated registration information about individual blocks, or 
indicates blocks to remove, in the WMILIB_CONTEXT structure it passes to WmiSystem­
Control. After the initial call, which establishes the driver's registry path and MOF resource 
name, a driver's DpWmiQueryReginfo routine can change flags common to all of a driver's 
blocks, provide a different base name string used to generate instance names, or change the 
basis for instance names from a string to the device instance path of the PD~. 

The driver must not return STATUS_PENDING or block the request. The driver must 
not complete the request by calling WmiCompleteRequest from its DpWmiQueryReginfo 
routine or by calling IoCompleteRequest after WmiSystemControl returns. 

This routine can be pageable. 

See Also 
IoWMIRegistrationControl,IRP _MN_REGINFO, WMILIB_CONTEXT, 
WMIGUIDREGINFO, WmiSystemControl 

DpWmiSetDataBlock 
NTSTATUS 

DpWmiSetDataBlock( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN ULONG Guidlndex, 
IN ULONG Instancelndex, 
IN ULONG BufferSize, 
IN PUCHAR Buffer 
) ; 

A driver's DpWmiSetDataBlock routine changes all data items in a single instance of a data 
block. This routine is optional. 
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Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 

Guidlndex 
Specifies the data block by its index into the list of GUIDs provided by the driver in the 
WMILIB_CONTEXT structure it passed to WmiSystemControl. 

Instancelndex 
If the block specified by Guidlndex has multiple instances, Instancelndex specifies the 
instance. 

BufferSize 
Specifies the size in bytes of the buffer at Buffer. 

Buffer 
Points to a buffer that contains new values for the instance. 

Return Value 
DpWmiSetDataBlock returns STATUS_SUCCESS or an appropriate error status such as the 
following: 

STA TUS_ WMI_INST ANCE_NOT _FOUND 
-STATUS_WMI_GUID_NOT_FOUND 
STATUS_ WMI_READ_ONLY 
STATUS_ WMI_SET_FAILURE 

If the driver cannot complete the request immediately, it can return STATUS_PENDING. 

Comments 
WMI calls a driver's DpWmiSetDataItem routine after the driver calls WmiSystemControl 
in response to an IRP _MN_CHANGE_SINGLE_INSTANCE request. If a driver does not 
implement a DpWmiSetDataItem routine, it must set SetWmiDataBlock to NULL in the 
WMILIB_CONTEXT the driver passes to WmiSystemControl. WMI returns STATUS_ 
READ_ONLY to the caller. 

This routine can be pageable. 
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See Also 
IRP _MN_ CHANGE_SINGLE_INSTANCE, WMILIB_CONTEXT, WmiSystemControl 

DpWmiSetDataltem 
NTSTATUS 

DpWmiSetDataltem( 
IN PDEVICE_OBJECT DeviceObject, 
IN PIRP Irp, 
IN ULONG Guidlndex, 
IN ULONG Instancelndex, 
IN ULONG Dataltemld, 
IN ULONG BufferSize, 
IN PUCHAR Buffer 
) ; 

A driver's DpWmiSetDataltem changes a single data item in an instance of a data block. 
This routine is optional. 

Parameters 
DeviceObject 
Points to the driver's device object. 

Irp 
Points to the IRP. 

Guidlndex 
Specifies the data block by its index into the list of GUIDs provided by the driver in the 
WMILIB_CONTEXT structure it passed to WmiSystemControl. 

Instancelndex 
If the block specified by Guidlndex has multiple instances, Instancelndex specifies the 
instance. 

Dataltemld 
Specifies the ID of the data item to set. 

BufferSize 
Specifies the size in bytes of the buffer at Buffer. 

Buffer 
Points to a buffer that contains the new value for the data item. 
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Return Value 
DpWmiSetDataItem returns STATUS_SUCCESS or an appropriate error code such as the 
following: 

ST ATUS_ WMI_INST ANCE_NOT _FOUND 
STA TUS_ WMI_INSTANCE_ID _NOT_FOUND 
STATUS_WMI_GUID_NOT_FOUND 
STATUS_WMI_READ_ONLY 
STATUS_ WMI_SET_FAILURE 

Comments 
WMI calls a driver's DpWmiSetDataItem routine after the driver calls WmiSystemControl 
in response to an IRP _MN_CHANGE_SINGLE_ITEM request. 

If a driver does not implement a DpWmiSetDataItem routine, it must set SetWmiData­
Item to NULL in the WMILIB_CONTEXT the driver passes to WmiSystemControl. WMI 
returns STATUS_READ_ONLY to the caller. 

This routine can be pageable. 

See Also 
IRP _MN_CHANGE_SINGLE_ITEM, WMILIB_CONTEXT, WmiSystemControl 



CHAPTER 4 

WMI Structures 

This describes, in alphabetic order, the structures that are used to pass WMI information 
between WMI and drivers that are kernel-mode data providers. 

WMILIB_CONTEXT 
typedef struct _WMILIB_CONTEXT 

ULONG GuidCount; 
PWMIGUIDREGINFO GuidList; 
PWMI_OUERY_REGINFO OueryWmiReglnfo; 
PWMI_OUERY_DATABLOCK OueryWmiDataBlock; 
PWMI_SET_DATABLOCK SetWmiDataBlock; 
PWMI_SET_DATAITEM SetWmiDataltem; 
PWMI_EXECUTE_METHOD ExecuteWmiMethod; 
PWMI_FUNCTION_CONTROL WmiFunctionControl; 

} WMILIB_CONTEXT, *PWMILIB_CONTEXT; 

A WMILIB_CONTEXT structure provides registration information for a driver's data 
blocks and event blocks and defines entry points for the driver's WMI library callback 
routines. 

Members 
GuidCount 
Specifies the number of blocks registered by the driver. 

GuidList 

1157 

Points to an array of GuidCount WMIGUIDREGINFO structures that contain registration 
information for each block. 

QueryWmiReglnfo 
Points to the driver's DpWmiQueryReginfo routine, which is a required entry point for 
drivers that call WMI library support routines. 
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QueryWmiDataBlock 
Points to the driver's DpWmiQueryDataBlock routine, which is a required entry point for 
drivers that call WMI library support routines. 

SetWmiDataBlock 
Points to the driver's DpWmiSetDataBlock routine, which is an optional entry point for 
drivers that call WMI library support routines. If the driver does not implement this routine, 
it must set this member to NULL. In this case, WMI returns STATUS_ WMI_READ_ONLY 
to the caller in response to any IRP _MN_CHANGE_SINGLE_INSTANCE request. 

SetWmi Dataltem 
Points to the driver's DpWmiSetDataItem routine, which is an optional entry point for 
drivers that call WMI library support routines. If the driver does not implement this routine, 
it must set this member to NULL. In this case, WMI returns STATUS_ WMI_READ_ 
ONLY to the caller in response to any IRP _MN_CHANGE_SINGLE_ITEM request. 

ExecuteWmiMethod 
Points to the driver's DpWmiExecuteMethod routine, which is an optional entry point 
for drivers that call WMI library support routines. If the driver does not implement this 
routine, it must set this member to NULL. In this case, WMI returns STATUS_INV ALID_ 
DEVICE_REQUEST to the caller in response to any IRP _MN_EXECUTE_METHOD 
request. 

Wmi FunctionControl 
Points to the driver's DpWmiFunctionControl routine, which is an optional entry point for 
drivers that call WMI library support routines. If the driver does not implement this routine, 
it must set this member to NULL. In this case, WMI returns STATUS_SUCCESS to the 
caller in response to any IRP _MN_ENABLE_XXX or IRP _MN_DISABLE_XXX request. 

Comments 
A driver that handles WMI IRPs by calling WMI library support routines stores an 
initialized WMILIB_CONTEXT structure (or a pointer to such a structure) in its device 
extension. A driver can use the same WMILIB_CONTEXT structure for multiple device 
objects if each device object supplies the same set of data blocks. 

When the driver receives an IRP _MJ_SYSTEM_CONTROL request, it calls WmiSystem­
Control with a pointer to its WMILIB_CONTEXT structure, a pointer to its device object, 
and a pointer to the IRP. WmiSystemControl determines whether the IRP contains a WMI 
request and, if so, handles the request by calling the driver's appropriate DpWmiXxx 
routine. 

Memory for this structure can be allocated from paged pool. 
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See Also 
Dp WmiExecuteMethod, Dp WmiFunctionControl, Dp WmiQueryReginfo, 
Dp WmiQueryDataBlock, Dp WmiSetDataBlock, Dp WmiSetDataltem, WMIGUIDREGINFO, 
WmiSystemControl 

WMIGUIDREGINFO 
typedef struct { 

LPCGUID Guid; 
ULONG InstanceCount; 
ULONG Flags; 

} WMIGUIDREGINFO, *PWMIGUIDREGINFO; 

A WMIGUIDREGINFO structure contains registration information for a given data block or 
event block exposed by a driver that uses the WMI library support routines. 

Members 
Guid 
Points to the GUID that identifies the block. The memory that contains the GUID can be 
paged unless it is also used to call WmiFireEvent. 

InstanceCount 
Specifies the number of instances defined for the block. 

Flags 
Indicates characteristics of the block. WMI ORs Flags with the flags set by the driver in the 
RegFlags parameter of its DpWmiQueryReginfo routine, which apply to all of the data 
blocks and event blocks registered by the driver. Flags therefore supplements the driver's 
default settings for a given block. 

A driver might set the following flag in Flags: 

WMIREG_FLAGJNSTANCE_PDO 
Requests WMI to generate static instance names from the device instance ID for the PDO. If 
this flag is set, the Pdo parameter of the driver's DpWmiQueryReginfo routine points to the 
PD~ passed to the driver's AddDevice routine. WMI generates instance names from the 
device instance path of the PD~. Using the device instance path as a base for static instance 
names is efficient because such names are guaranteed to be unique. WMI automatically 
supplies a "friendly" name for the instance as an item in a data block that can be queried by 
data consumers. 



1160 Part 8 WMI Kernel-Mode Data Providers 

A driver might also set one or more of the following flags: 

WMIREG_FLAG_EVENT _ONLY _GUID 
The block can be enabled or disabled as an event only, and cannot be queried or set. If this 
flag is clear, the block can also be queried or set. 

WMIREG_FLAG_EXPENSIVE 
Requests WMI to send an IRP _MN_ENABLE_COLLECTION request the first time a data 
consumer opens the data block and an IRP _MN_DISABLE_COLLECTION request when 
the last data consumer closes the data block. This is recommended if collecting such data 
affects performance, because a driver need not collect the data until a data consumer ex­
plicitly requests it by opening the block. 

WMIREG_FLAG_REMOVE_GUID 
Requests WMI to remove support for this block. This flag is valid only in response to a 
request to update registration information (lRP _MN_REGINFO with DataPath set to 
WMIUPDATE). 

Comments 
A driver that handles WMI IRPs by calling WMI library support routines builds An array of 
WMIGUIDREGINFO structures, one for each data block and event block to be registered. 
The driver sets the GuidList member of its WMILIB_CONTEXT structure to point to the 
first WMIGUIDREGINFO in the series. 

Memory for this structure can be allocated from paged pool. 

See Also 
DpWmiQueryReginJo, IRP _MN_DISABLE_COLLECTION, IRP _MN_ENABLE_ 
COLLECTION, IRP _MN_REGINFO, WmiFireEvent, WMILIB_CONTEXT 

WMIREGGUID 
typedef struct 

GUID Guid; 
ULONG Flags; 
ULONG InstanceCount; 
union { 

} ; 

ULONG InstanceNameList; 
ULONG BaseNameOffset; 
U LONG_PTR Pdo; 
ULONG_PTR Instancelnfo; 

WMIREGGUID. *PWMIREGGUID 
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A WMIREGGUID contains new or updated registration information for a data block or 
event block. 

Members 
Guid 
Specifies the GUID that represents the block to register or update. 

Flags 
Indicates characteristics of the block to register or update. 

If a block is being registered with static instance names, a driver sets one of the following 
flags: 

WMIREG_FLAGJNSTANCE_LlST 
Indicates that the driver provides static instance names for this block in a static list following 
the WMIREGINFO structure in the buffer at IrpStack->Parameters.WMI. Buffer. If this 
flag is set, InstanceNameList is the offset in bytes from the beginning of the WMIREG­
INFO structure that contains this WMIREGGUID to a contiguous series of InstanceCount 
counted UNICODE strings. 

WMIREG_FLAGJNSTANCE_BASENAME 
Requests WMI to generate static instance names from a base name provided by the driver 
following the WMIREGINFO structure in the buffer at IrpStack->Parameters.WMI.­
Buffer. WMI generates instance names by appending a counter to the base name. If this flag 
is set, BaseNameOffset is the offset in bytes from the beginning of the WMIREGINFO 
structure that contains this WMIREGGUID to a single counted UNICODE string that serves 
as the base name. 

WMIREG_FLAGJNSTANCE_PDO 
Requests WMI to generate static instance names from the device instance ID for the PD~. 
If this flag is set, Instancelnfo points to the PD~ passed to the driver's AddDevice routine. 
WMI generates instance names from the device instance path of the PD~. Using the device 
instance path as a base for static instance names is efficient because such names are guaran­
teed to be unique. WMI automatically supplies a "friendly" name for the instance as an item 
in a data block that can be queried by data consumers. 

If a block is being registered with dynamic instance names, WMIREG_FLAG_ 
INSTANCE_LIST, WMIREG_FLAG_INSTANCE_BASENAME, and WMIREG_ 
FLAG_INSTANCE_PDO must be clear. 
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A driver might also set one or more of the following flags: 

WMIREG_FLAG_EVENT _ONLY _GUID 
The block can be enabled or disabled as an event only, and cannot be queried or set. If this 
flag is clear, the block can also be queried or set. 

WMIREG_FLAG_EXPENSIVE 
Requests WMI to send an IRP _MN_ENABLE_COLLECTION request the first time a 
data consumer opens the data block and an IRP _MN_DISABLE_COLLECTION request 
when the last data consumer closes the data block. This is recommended if collecting such 
data affects performance, because a driver need not collect the data until a data consumer 
explicitly requests it by opening the block. 

WMIREG_FLAG_REMOVE_ GUID 
Requests WMI to remove support for this block. This flag is valid only in response to a 
request to update registration information (IRP _MN_REGINFO with DataPath set to 
WMIUPDATE). 

WMIREG_FLAG_ TRACED _ GUID 
The block can be written only to a log file and can be accessed only through user-mode 
routines declared in evntrace.h. Only NT kernel-mode data providers set this flag. 

WMIREG_FLAG_ TRACE_ CONTROL_ GUID 
The GUID acts as the control GUID for enabling or disabling the trace GUIDs associated 
with it in the MOF file. This flag is valid only if WMIREG_FLAG_TRACED_GUID is also 
set. Only NT kernel-mode data providers set this flag. 

InstanceCount 
Specifies the number of static instance names to be defined for this block. If the block is 
being registered with dynamic instance names, WMI ignores InstanceCount. 

InstanceNameList 
Indicates the offset in bytes from the beginning of the WMIREGINFO structure that 
contains this WMIREGGUID to a contiguous series of InstanceCount counted Unicode 
strings. This member is valid only if WMIREG_FLAG_INSTANCE_LIST is set in Flags. If 
the block is being registered with dynamic instance names, WMI ignores Instance­
NameList. 

BaseNameOffset 
Indicates the offset in bytes from the beginning of the WMIREGINFO structure that con­
tains this WMlREGGUID to a single counted UNICODE string that serves as a base for 
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WMI to generate static instance names. This member is valid only if WMIREG_FLAG_ 
INSTANCE_BASENAME is set in Flags. If the block is being registered with dynamic 
instance names, WMI ignores BaseNameOffset. 

Pdo 
Points to the physical device object (PDO) passed to the driver's AddDevice routine. WMI 
uses the device instance path of this PD~ as a base from which to generate static instance 
names. This member is valid only if WMIREG_FLAG_INSTANCE_PDO is set in Flags. If 
the block is being registered with dynamic instance names, WMI ignores Pdo. 

Instancelnfo 
Reserved for use by WMI. 

Comments 
A driver builds one or more WMIREGGUID structures in response to an IRP _MN_ 
REGINFO request to register or update its blocks. The driver passes an array of such 
structures at the WmiRegGuid member of a WMIREGINFO structure, which the driver 
writes to the buffer at IrpStack->Parameters.WMI.Buffer. 

A driver can register or update a block with either static or dynamic instance names. Static 
instance names provide best performance; however, dynamic instance names are preferred 
for data blocks if the number of instances or instance names change frequently. For more 
information about instance names, see the Kernel-Mode Drivers Design Guide in the 
online DDK. 

See Also 
IRP _MN_REGINFO, WMIREGINFO 

WMIREGINFO 
typedef struct 

ULONG BufferSize; 
ULONG NextWmiReglnfo; 
ULONG RegistryPath; 
ULONG MofResourceName; 
ULONG GuidCount; 
WMIREGGUIDW WmiRegGuid[]; 

} WMIREGINFO, *PWMIREGINFO; 

A WMIREGINFO structure contains information provided by a driver to register or update 
its data blocks and event blocks. 
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Members 
BufferSize 
Indicates the total size of the WMI registration data associated with this WMIREGINFO 
structure, calculated as follows: (sizeof(WMIREGINFO) + (GuidCount * sizeof­
(WMIREGGUID) + additionaldata). Additional data might include items such as the 
MOF resource name, registry path, and static instance names for blocks. 

NextWmiReglnfo 
If a driver handles WMI requests on behalf of another driver, as a class driver might 
on behalf of a miniclass driver, NextWmiReglnfo indicates the offset in bytes from the 
beginning of this WMIREGINFO to the next WMIREGINFO structure that contains WMI 
registration information for the other driver. Otherwise, NextWmiRegInfo is zero. 

RegistryPath 
Indicates the offset in bytes from the beginning of this structure to a counted Unicode string 
that specifies the registry path passed to the driver's DriverEntry routine. The string must 
be aligned on a USHORT boundary. This member should be set only in response to a WMI 
registration request (IRP _MN_REGINFO with DataPath set to WMIREGISTER). 

MofResourceName 
Indicates the offset in bytes from the beginning of this structure to a counted Unicode string 
that specifies the name of the MOF resource in the driver's image file. The string must be 
aligned on a USHORT boundary. This member should be set only in response to a WMI 
registration request (IRP _MN_REGINFO with DataPath set to WMIREGISTER). 

GuidCount 
Indicates the number of WMIREGGUID structures in the array at WmiRegGuid. 

WmiRegGuid 
Is an array of GuidCount WMIREGGUID structures. 

Comments 
In response to a registration request (IRP _MN_REGINFO with DataPath set to 
WMIREGISTER), a driver builds at least one WMIREGINFO structure and writes 
the WMIREGINFO structure to the buffer at IrpStack->Parameters.WMI.Buffer. 
The WMIREGINFO structure contains an array of WMIREGGUID structures, one for 
each data block or event block exposed by the driver. 

If the driver handles WMI requests on behalf of another driver, it builds another 
WMIREGINFO containing an array of WMIREGGUID structures for each block exposed 
by the other driver, sets the NextWmiReglnfo member of the first WMIREGINFO to an 
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offset in bytes from the beginning of the first WMIREGINFO to the beginning of the next 
WMIREGINFO in the buffer, and writes both structures to the buffer. The driver indicates 
the total size of both WMIREGINFO structures and associated data when calls IoComplete­
Request to complete the IRP. 

A driver can use the same WMIREGINFO structure(s) to remove or update blocks in 
response to an update request (IRP _MN_REGINFO with DataPath set to WMIUPDATE). 
IfWMIREG_FLAG_REMOVE_GUID is set in the Flags member of a WMIREGGUID, 
WMI removes that block from the list of blocks previously registered by the driver. If 
WMIREG_FLAG_REMOVE_GUID is clear, WMI updates registration information for that 
block only if other WMIREGGUID members have changed-otherwise, WMI does not 
change to its registration information for that block. 

See Also 
IoCompleteRequest, IRP _MN_REGINFO, WMIREGGUID 

typedef struct tagWNODE_ALL_DATA 
struct _WNODE_HEADER WnodeHeader; 
ULONG DataBlockOffset; 
ULONG InstanceCount; 
ULONG OffsetlnstanceNameOffsets; 
union { 

ULONG FixedlnstanceSize; 
OFFSETINSTANCEDATAANDLENGTH OffsetlnstanceDataAndLength[]; 

} ; 

A WNODE_ALL_DATA structure contains data for all instances of a data block or event 
block. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

DataBlockOffset 
Indicates the offset in bytes from the beginning of the WNODE_ALL_DATA structure to 
the beginning of data for the first instance. 



1166 Part 8 WMI Kernel-Mode Data Providers 

InstanceCount 
Indicates the number of instances whose data follows the fixed members of the WNODE_ 
ALL_DATA in the buffer at IrpStack->Parameters.WMI.Buffer. 

OffsetlnstanceNameOffsets 
Indicates the offset in bytes from the beginning of the WNODE_ALL_DATA to an array 
of offsets to dynamic instance names. Each instance name must be aligned on a USHORT 
boundary. If all instances to be returned have static instance names, WMI ignores Offset­
InstanceNameOffsets. 

FixedlnstanceSize 
Indicates the size of each instance to be returned if all such instances are the same size. This 
member is valid only if the driver sets WNODE_FLAG_FIXED_INSTANCE_SIZE in 
WnodeHeader .Flags. 

OffsetlnstanceDataAndLength 
If instances to be returned vary in size, OffsetlnstanceDataAndLength is an array of 
InstanceCount OFFSETINSTANCEDATAANDLENGTH structures that specify the offset 
in bytes from the beginning of the WNODE_ALL_DATA to the beginning of each instance 
and its length. OFFSETINSTANCEDATAANDLENGTH is defined as follows: 

typedef struct { 
ULONG OffsetInstanceData; 
ULONG LengthInstanceData; 

OFFSETINSTANCEDATAANDLENGTH, *POFFSETINSTANCEDATAANDLENGTH 

OffsetlnstanceData 
Indicates the offset in bytes from the beginning of the WNODE_ALL_DATA to the 
instance data. 

LengthlnstanceData 
Indicates the length in bytes of the instance data. 

Each instance must be aligned on a USHORT boundary. The OffsetlnstanceDataAnd­
Length member is valid only if the driver clears WNODE_FLAG_FIXED_INSTANCE_ 
SIZE in WnodeHeader.Flags. 

Comments 
A driver fills in a WNODE_ALL_DATA structure in response to an IRP _MN_QUERY_ 
ALL_DATA request. A driver might also generate a WNODE_ALL_DATA as an event. 

After filling in the fixed members of the structure, a driver writes instance data and 
dynamic instance names (if any) at DataBlockOffset and OffsetlnstanceNameOffsets, 
respectively, in the buffer at IrpStack->Parameters.WMI.Buffer. IfWNODE_FLAG_ 
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FIXED_INSTANCE_SIZE is clear, the first offset follows the last element of the Offset­
InstanceDataAndLength array, plus padding so the data begins on an 8-byte boundary. 

Instance names must be USHORT aligned. Instance data must be QUADWORD aligned. 

See Also 
IRP_MN_QUERY_ALL_DATA, WNODE_EVENT_ITEM, WNODE_HEADER 

typedef struct tagWNODE_EVENT_ITEM 
struct _WNODE_HEADER WnodeHeader; 
II Rest of WNODE data indicated by flags in WnodeHeader 

WNODE_EVENT_ITEM, *PWNODE_EVENT_ITEM; 

A WNODE_EVENT_ITEM contains data generated by a driver for an event. 

WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

Comments 
A WNODE_EVENT_ITEM contains whatever data the driver determines is appropriate for 
an event, in a WNODE_XXX structure that is appropriate for that data. 

A driver generates only events that it has previously enabled in response to an IRP _MN_ 
ENABLE_EVENTS request. To generate an event, a driver calls IoWMIWriteEvent and 
passes a pointer to the WNODE_EVENT _ITEM. WMI queues the event for delivery to all 
data consumers registered for that event. 

For best performance, events should be small in size. However, if the amount of data for an 
event exceeds the maximum size defined in the registry, a driver can pass a WNODE_ 
EVENT_REFERENCE, which WMI uses to query for the related WNODE_EVENT_ 
ITEM. For more information about defining and generating WMI events, see the Kernel­
mode Drivers Design Guide in the online DDK. 

See Also 
IoWMIWriteEvent, IRP_MN_ENABLE_EVENTS, WNODE_ALL_DATA, WNODE_ 
EVENT_REFERENCE, WNODE_HEADER, WNODE_SINGLE_INSTANCE, WNODE_ 
SINGLE_ITEM 
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typedef struct tagWNODE_EVENT_REFERENCE 
struct _WNODE_HEADER WnodeHeader; 
GUID TargetGuid; 
ULONG TargetDataBlockSize; 
union 

} ; 

ULONG Targetlnstancelndex; 
WCHAR TargetlnstanceName[]; 

A WNODE_EVENT _REFERENCE contains information that WMI can use to query for an 
event that exceeds the event size limit set in the registry. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

TargetGuid 
Indicates the GUID that represents the event to query. 

TargetDataBlockSize 
Indicates the size of the event. 

Targetlnstancelndex 
Indicates the index into the driver's list of static instance names for the event. This member 
is valid only if the event block was registered with static instance names and WNODE_ 
FLAGS_STATIC_INSTANCE_NAMES is set in WnodeHeader.Flags. 

TargetlnstanceName 
Indicates the dynamic instance name of the event as a counted Unicode string. This member 
is valid only ifWNODE_FLAGS_STATIC_INSTANCE_NAMES is clear in Wnode­
Header.Flags and the event block was registered with dynamic instance names. 

Comments 
If the amount of data for an event exceeds the maximum size set in the registry, a driver can 
generate a WNODE_EVENT_REFERENCE that specifies a WNODE_EVENT_ITEM that 
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WMI can query to obtain the event. For more information about defining and generating 
WMI events, see the Kernel-Mode Drivers Design in the online DDK. 

See Also 
WNODE_EVENT_ITEM, WNODE_HEADER 

typedef struct _WNODE_HEADER 
ULONG BufferSize; 
UINT_PTR ProviderId; 
union { 

} ; 

ULONG64 HistoricalContext; 
struct { 

} ; 

ULONG Version; 
ULONG Linkage; 

union { 

} ; 

HANDLE KernelHandle; 
LARGE_INTEGER TimeStamp; 

GUID Guid; 
ULONG ClientContext; 
ULONG Flags; 

WNODE_HEADER, *PWNODE_HEADER; 

A WNODE_HEADER is the first member of all other WNODE---XXX structures. It contains 
information common to all such structures. 

Members 
BufferSize 
Specifies the size in bytes of the nonpaged buffer to receive any WNODE_XXX data to 
be returned, including this WNODE_HEADER, additional members of a WNODE_XXX 
structure of the type indicated by Flags, and any WMI- or driver-determined data that 
accompanies that structure. 

Providerld 
Reserved for WMI. 

HistoricalContext 
Reserved for WMI. 
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Version 
Reserved for WMI. 

Linkage 
Reserved for WMI. 

TimeStamp 
Indicates the system time a driver collected the WNODE_XXX data, in units of 100 nano­
seconds since 11111601. A driver can call KeQuerySystemTime to obtain this value. If the 
block is to be written to a log file (WNODE_FLAG_LOG_ WNODE), an NT driver might 
also set WNODE_FLAG_VSE_TIMESTAMP in Flags to request the system logger to leave 
the value of TimeStamp unchanged. 

KernelHandle 
Reserved for WMI. 

Guid 
Indicates the GVID that represents the data block associated with the WNODE_XXX to be 
returned. 

ClientContext 
Reserved for WMI. 

Flags 
Indicates the type of WNODE_XXX structure that contains the WNODE_HEADER: 

WNODE_FLAG_ALL_DATA 
The rest of a WNODE_ALL_DATA structure follows the WNODE_HEADER in the buffer. 

WMI sets this flag in the WNODE_HEADER it passes with an IRP _MN_QVERY _ALL_ 
DATA request. 

A driver sets this flag in the WNODE_HEADER of an event that consists of all instances of 
a data block. If the data block size is identical for all instances, a driver also sets WNODE_ 
FLAG_FIXED _INSTANCE_SIZE. 

WNODE_FLAG_EVENT JTEM 
A driver sets this flag to indicate that the WNODE_XXX structure was generated as an 
event. This flag is valid only ifWNODE_FLAG_ALL_DATA, WNODE_FLAG_ 
SINGLE_INSTANCE, or WNODE_FLAG_SINGLE_ITEM is also set. 

WNODE_FLAG_EVENT_REFERENCE 
The rest of a WNODEJ;VENT_REFERENCE structure follows the WNODE_HEADER in 
the buffer. 
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A driver sets this flag when it generates an event that is larger than the maximum size 
specified in the registry for an event. WMI uses the information in the WNODE_EVENT_ 
REFERENCE to request the event data and schedules such a request according to the value 
of WNODE_FLAG_SEVERITY _MASK. 

WNODE_FLAG_METHODJTEM 
The rest of a WNODE_METHOD_ITEM structure follows the WNODE_HEADER in the 
buffer. 

WMI sets this flag in the WNODE_HEADER it passes with an IRP _MN_EXECUTE_ 
METHOD request. 

WNODE_FLAG_SINGLEJNSTANCE 
The rest of a WNODE_SINGLE_INSTANCE structure follows the WNODE_HEADER in 
the buffer. 

WMI sets this flag in the WNODE_HEADER it passes with a request to query or change an 
instance. 

A driver sets this flag in the WNODE_HEADER of an event that consists of a single 
instance of a data block. 

WNODE_FLAG_SINGLEJTEM 
The rest of a WNODE_SINGLE_ITEM structure follows the WNODE_HEADER in the 
buffer. 

WMI sets this flag in the WNODE_HEADER it passes with a request to change an item. 

A driver sets this flag in the WNODE_HEADER of an event that consists of a single data 
item. 

WNODE_FLAG_ TOO_SMALL 
The rest of a WNODE_TOO_SMALL structure follows the WNODE_HEADER in the 
buffer. 

A driver sets this flag when it passes a WNODE_TOO_SMALL, indicating that the buffer is 
too small for all of the WNODE_XXX data to be returned. 

In addition, Flags might be set with one or more of the following flags that provide 
additional information about the WNODE_XXX: 

WNODE_FLAG_FIXED JNSTANCE_SIZE 
All instances of a data block are the same size. This flag is valid only if WNODE_FLAG_ 
ALL_DATA is also set. 
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WNODE_FLAGJNSTANCES_SAME 
The number of instances and the dynamic instance names in a WNODE_ALL_DATA to 
be returned are identical to those returned from the previous WNODE_ALL_DATA query. 
This flag is valid only ifWNODE_FLAG_ALL_DATA is also set. This flag is ignored for 
data blocks registered with static instance names. 

For optimized performance, a driver should set this flag if it can track changes to the number 
or names of its data blocks. WMI can then skip the processing required to detect and update 
dynamic instance names. 

WNODE_FLAG_STATICJNSTANCE_NAMES 
The WNODE_XXX data to be returned does not include instance names. 

WMI sets this flag before requesting WNODE_XXX data for data blocks registered with 
static instance names. After receiving the returned WNODE_XXX from the driver, WMI 
fills in the static instance names specified at registration before passing the returned 
WNODE_XXX to a data consumer. 

WNODE_FLAG_PDOJNSTANCE_NAMES 
Static instance names are based on the device instance ID of the PD~ for the device. 
A driver requests such names by setting WMIREG_FLAG_INSTANCE_PDO in the 
WMIREGGUID it uses to register the block. 

WMI sets this flag before requesting WNODE_XXX data for data blocks registered with 
PDO-based instance names. 

WNODE_FLAG_SEVERITY _MASK 
The driver-determined severity level of the event associated with a returned WNODE_ 
EVENT_REFERENCE, with OxOO indicating the least severe and Oxff indicating the most 
severe level. 

WMI uses the value of this flag to prioritize its requests for the event data. 

WNODE_FLAG_USE_ TIMESTAMP 
The system logger should not modify the value of TimeStamp set by the driver. 

An NT driver might also set Flags to one or more of the following values for event blocks to 
be written to a system log file: 

WNODE_FLAG_LOG_ WNODE 
An event block is to be sent to the system logger. The event header is a standard WNODE_ 
HEADER structure. If the driver clears WNODE_FLAG_TRACED_GUID, the block will 
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also be sent to WMI for delivery to any data consumers that have enabled the event. The 
driver must allocate the WNODE_XXX from pool memory. WMI frees the memory after 
delivering the event to data consumers. 

WNODE_FLAG_ TRACED _ GUID 
An event block is to be sent only to the system logger. It does not get sent to WMI data 
consumers. The event header is an EVENT_TRACE_HEADER structure, declared in 
evntrace.h, instead of a WNODE_HEADER. The driver must allocate memory for the 
WNODE_XXX and free it after IoWMIWriteEvent returns. The driver can allocate such 
memory either from the stack or, to minimize the overhead of allocating and freeing the 
memory, from the driver's thread local storage if the driver creates and maintains its own 
thread pool. 

WNODE_FLAG_ USE_ GUID _PTR 
The Guid member points to a GUID in memory, rather than containing the GUID itself. 
The system logger dereferences the pointer before passing the data to the consumer. This 
flag is valid only if WNODE_FLAG_LOG_ WNODE or WNODE_FLAG_TRACED_ 
GUID are also set. 

WNODE_FLAG_USE_MOF _PTR 
Data that follows the fixed members of a WNODE_XXX structure consists of an array of 
MOF _FIELD structures, defined in evntrace.h, that contain pointers to data and sizes rather 
than the data itself. The array can contain up to MAX_MOF _FIELD elements. The system 
logger dereferences the pointers before passing the data to the consumer This flag is valid 
only for blocks registered with WMIREG_FLAG_TRACED_GUID. 

Comments 
In an IRP _MN_CHANGE_XXX or IRP _MN_EXECUTE_METHOD request, BufferSize 
in the IRP indicates the maximum size in bytes of the output buffer, while BufferSize in the 
input WNODE_HEADER for such a request indicates the size in bytes of the input data in 
the buffer. 

See Also 
IoWMIWriteEvent, KeQuerySystemTime, WNODE_ALL_DATA, WNODE_ 
EVENT_ITEM, WNODE_EVENT_REFERENCE, WNODE_METHOD_ITEM, 
WNODE_SINGLE_INST ANCE, WNODE_SINGLE_ITEM, WNODE_ TOO_SMALL 
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typedef struct tagWNODE_METHOD_ITEM 
struct _WNODE_HEADER WnodeHeader; 
ULONG OffsetlnstanceName; 
ULONG Instancelndex; 
ULONG Methodld; 
ULONG DataBlockOffset; 
ULONG SizeDataBlock; 
UCHAR VariableData[]; 

WNODE_METHOD_ITEM, *PWNODE_METHOD_ITEM; 

A WNODE_METHOD _ITEM indicates a method associated with an instance of a data 
block and contains any input data for the method. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

OffsetlnstanceName 
Indicates the offset in bytes from the beginning of this structure to the dynamic instance 
name of this instance, aligned on a USHORT boundary. This member is valid only if 
WNODE_FLAG_STATIC_INSTANCE_NAMES is clear in WnodeHeader.Flags. If the 
data block was registered with static instance names, WMI ignores OffsetlnstanceName. 

Instancelndex 
Indicates the index of this instance into the driver's list of static instance names for this data 
block. This member is valid only if the data block was registered with static instance names 
and WNODE_FLAG_STATIC_INSTANCE_NAME is set in WnodeHeader.Flags. If the 
data block was registered with dynamic instance names, WMI ignores Instancelndex. 

Methodld 
Specifies the ID of the method to execute. 

DataBlockOffset 
Indicates the offset from the beginning of an input WNODE_METHOD _ITEM to input data 
for the method, or the offset from the beginning of an output WNODE_METHOD_ 
ITEM to output data from the method. 
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SizeDataBlock 
Indicates the size of the input data in an input WNODE_METHOD _ITEM, or zero if there 
is no input. In an output WNODE_METHOD_ITEM, SizeDataBlock indicates the size of 
the output data, or zero if there is no output. 

VariableData 
Contains additional data, including the dynamic instance name if any, and the input for or 
output from the method aligned on an 8-byte boundary. 

Comments 
WMI passes a WNODE_METHOD _ITEM with an IRP _MN_EXECUTE_METHOD 
request to specify a method to execute in an instance of a data block, plus any input data 
required by the method. 

If a method generates output, a driver overwrites the input data with the output at Data­
BlockOffset in the buffer at IrpStack->Parameters.WMI.Buffer, and sets SizeDataBlock 
in the WNODE_METHOD_ITEM to specify the size of the output data. 

See Also 
WNODE_HEADER 

typedef struct tagWNODE_SINGLE_INSTANCE { 
struct _WNODE_HEADER WnodeHeader; 
ULONG OffsetlnstanceName; 
ULONG Instancelndex; 
ULONG DataBlockOffset; 
ULONG SizeDataBlock; 
UCHAR VariableData[]; 

WNODE_SINGLE_INSTANCE. *PWNODE_SINGLE_INSTANCE; 

A WNODE_SINGLE_INST ANCE contains values for all data items in one instance of a 
data block. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 
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OffsetlnstanceName 
Indicates the offset from the beginning of this structure to the dynamic instance name of this 
instance, aligned on a USHORT boundary. This member is valid only if WNODE_FLAG_ 
STATIC_INSTANCE_NAMES is clear in WnodeHeader.Flags. If the data block was 
registered with static instance names, WMI ignores OffsetlnstanceName. 

Instancelndex 
Indicates the index of an instance registered with static instance names. This member is 
valid only ifWNODE_FLAG_STATIC_INSTANCE_NAME is set in WnodeHeader. 
Flags. If the data block was registered with dynamic instance names, WMI ignores 
InstanceIndex. 

DataBlockOffset 
Indicates the offset from the beginning of this structure to the beginning of the instance. 

SizeDataBlock 
Indicates the size of the data block for this instance. 

VariableData 
Contains additional data, including the dynamic instance name if any, padding so the 
instance begins on an 8-byte boundary, and the instance of the data block to be returned. 

Comments 
WMI passes a WNODE_SINGLE_INSTANCE with an IRP _MN_CHANGE_SINGLE_ 
INSTANCE request to set read-write data items in an instance of a data block. A driver can 
ignore values passed for read-only data items in the instance. 

A driver fills in a WNODE_SINGLE_INSTANCE in response to an IRP _MN_QUERY_ 
SINGLE_INSTANCE request or to generate an event that consists of a single instance. 

See Also 
WNODE_EVENT_ITEM, WNODE_HEADER 

typedef struct tagWNODE_SINGLE_ITEM 
struct _WNODE_HEADER WnodeHeader; 
ULONG OffsetInstanceName; 
ULONG InstanceIndex; 
ULONG ltemId; 
ULONG DataBlockOffset; 



ULONG SizeDataltem; 
UCHAR VariableData[]; 

} WNODE_SINGLE_ITEM, *PWNODE_SINGLE_ITEM; 
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A WNODE_SINGLE_ITEM contains the value of a single data item in an instance of a data block. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

OffsetlnstanceName 
Indicates the offset from the beginning of this structure to the dynamic instance name, if 
any, aligned on a USHORT boundary. This member is valid only ifWNODE_FLAG_ 
STATIC_INSTANCE_NAMES is clear in WnodeHeader.Flags. If the data block was 
registered with static instance names, WMI ignores OffsetInstanceName. 

Instancelndex 
Indicates the index into the driver's list of static instance names of this instance. This 
member is valid only if the data block was registered with static instance names and 
WNODE_FLAG_STATIC_INSTANCE_NAME is set in WnodeHeader.Flags. If the 
data block was registered with dynamic instance names, WMI ignores InstanceIndex. 

Itemld 
Specifies the ID of the data item to set. 

DataBlockOffset 
Indicates the offset from the beginning of this structure to the new value for the data item. 

SizeDataltem 
Indicates the size of the data item. 

VariableData 
Contains additional data, including the dynamic instance name if any, padding so the data 
value begins on an 8-byte boundary, and the new value for the data item. 

Comments 
WMI passes a WNODE_SINGLE_ITEM with an IRP _MN_CHANGE_SINGLE_ITEM 
request to set the value of a data item in an instance of a data block. 
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A driver builds a WNODE_SINGLE_ITEM to generate an event that consists of a single 
data item. 

See Also 
WNODE_EVENT_ITEM, WNODE_HEADER 

typedef struct tagWNODE_TOO_SMALL 
struct _WNODE_HEADER WnodeHeader; 
ULONG SizeNeeded; 

} WNODE_TOO_SMALL, *PWNODE_TOO_SMALL; 

A WNODE_TOO_SMALL indicates the size of the buffer needed to receive output from a 
request. 

Members 
WnodeHeader 
Is a WNODE_HEADER structure that contains information common to all WNODE_XXX 
structures, such as the buffer size, the GUID that represents a data block associated with a 
request, and flags that provide information about the WNODE_XXX data being passed or 
returned. 

SizeNeeded 
Specifies the size of the buffer needed to receive all of the WNODE_XXX data to be 
returned. 

Comments 
When the buffer for a WMI request is too small to receive all of the data to be returned, 
a driver fills in a WNODE_TOO_SMALL structure to indicate the required buffer size. 
WMI can then increase the buffer to the recommended size and issue the request again. A 
driver is responsible for managing any side effects caused by handling the same request 
more than once. 

See Also 
WNODE_HEADER 



CHAPTER 5 

WMI Event Trace Structures 

This section describes the structure that is used to send WMI events to the WMI event 
logger. 

typedef struct _EVENT_TRACE_HEADER 
USHORT Size; 
UCHAR HeaderType; 
UCHAR MarkerFlags; 
union { 

} ; 

ULONG Version; 
struct { 

UCHAR Type; 
UCHAR Level; 
USHORT Version; 

Class; 

ULONGLONG ThreadId; 
LARGE_INTEGER TimeStamp; 
union { 

} ; 

GUID Guid; 
ULONGULONG GuidPtr; 

union { 
struct { 

} ; 

ULONG ClientContext; 
ULONG Flags; 

struct { 

} ; 

ULONG KernelTime; 
ULONG UserTime; 

ULONG64 ProcessorTime; 
EVENT_TRACE_HEADER; *PEVENT_TRACE_HEADER; 

1179 
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An EVENT_TRACE_HEADER structure is used to pass a WMI event to the WMI event 
logger. It is overlaid on the WNODE_HEADER portion of the WNODE_EVENT_ITEM 
passed to IoWMIFireEvent. Information contained in the EVENT_TRACE_HEADER is 
written to the WMI log file. 

Members 
Size 
Specifies the size in bytes of this structure. This value should be set to - SIZEOF(EVENT_ 
TRACE_HEADER) plus the size of any driver data appended to the end of this structure. 
(Note: The size of this member is smaller than the size of the Size member of the WNODE_ 
HEADER structure on which this structure is overlaid.) 

HeaderType 
Reserved for internal use. 

MarkerFlags 
Reserved for internal use. 

Version 
Drivers can use this member to store version information. This information is not interpreted 
by the event logger. 

Class 
Type 
Trace event type. This can be one of the predefined EVENT _ TRACE_ TYPE_Xxx values 
contained in evntrace.h or can be a driver defined value. Callers are free to define private 
event types with values greater than the reserved values in evntrace.h. 

Level 
Trace instrumentation level. A driver defined value meant to represent the degree of detail 
of the trace instrumentation. Drivers are free to give this value meaning. This value should 
be zero by default. More information on how consumers can request different levels of trace 
information will be provided in a future version of the documentation. 

Version 
Version of trace record. Version information that can be used by the driver to track different 
event formats. 

Threadld 
Reserved for internal use. 
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TimeStamp 
Indicates the time the driver event occurred. This time is indicated in units of 100 nano­
seconds since 111/1601. If the WNODE_FLAG_USE_TIMESTAMP is set in Flags, the 
system logger will leave the value of TimeStamp unchanged. Otherwise, the system logger 
will set the value of TimeStamp at the time it receives the event. A driver can call 
KeQuerySystemTime to set the value of TimeStamp. 

Guid 
Indicates the GUID that identifies the data block for the event. 

GuidPtr 
If the WNODE_FLAG_USE_GUID_PTR is set in Flags, GuidPtr points to the GUID that 
identifies the data block for the event. 

ClientContext 
Reserved for internal use. 

Flags 
Provides information about the structure's contents. For information on EVENT_TRACE_ 
HEADER Flags values, see the Flags description in WNODE_HEADER in Chapter 4. 

KernelTime 
Reserved for internal use. 

UserTime 
Reserved. 

ProcessorTime 
Reserved for internal use. 

Comments 
A driver which supports trace events will use this structure to report events to the WMI 
event logger. Trace events should not be reported until the driver receives a request to 
enable events and the control GUID is one the driver supports. The driver should initialize 
an EVENT_TRACE_HEADER structure, fill in any user defined event data at the end and 
pass a pointer to the EVENT_TRACE_HEADER to IoWmiWriteEvent.. The driver 
should continue reporting trace events until it receives a request to disable the control GUID 
for the trace events. 

See Also 
WNODE_HEADER, WNODE_EVENT_ITEM, IoWMIWriteEvent 
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