





























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































684 ideal processor

ideal processor A processor associated with a
thread containing a default value assigned by the
system, or specified by the program developer in
the application code. In Windows 2000, the
scheduler favors running a thread on the ideal
processor that is assigned to the thread as part of
the soft affinity algorithm.

import media pool A repository where
Removable Storage puts media when it recognizes
the on-media identifier (OMID), but does not
have the media cataloged in the current
Removable Storage database.

imported state A state that indicates media whose
label types are recognized by Removable Storage,
but whose label IDs are not cataloged by
Removable Storage.

inaccessible state A state that indicates that a
side of a multi-cartridge drive is in a drive, but is
not in the accessible state.

incompatible state A state that indicates that
media are not compatible with the library in
which they were classified. This media should be
immediately ejected from the library hardware
unit.

independent software vendors (ISVs)

A third-party software developer; an individual or
an organization that independently creates
computer software.

input/output (I/0) port A channel through which
data is transferred between a device and the
microprocessor. The port appears to the
microprocessor as one or more memory addresses
that it can use to send or receive data.

instantaneous counter A type of counter that
displays the most recent measurement taken by
the Performance console.

Integrated Services Digital Network (ISDN)

A type of phone line used to enhance WAN
speeds. ISDN lines can transmit at speeds of 64 or
128 kilobits per second, as opposed to standard
phone lines, which typically transmit at 28.8
kilobits per second. An ISDN line must be
installed by the phone company at both the server
site and the remote site. See also wide area
network (WAN).

Internet Information Services (lIS)

Software services that support Web site creation,
configuration, and management, along with other
Internet functions. Internet Information Services
include Network News Transfer Protocol
(NNTP), File Transfer Protocol (FTP), and
Simple Mail Transfer Protocol (SMTP). See also
File Transfer Protocol (FTP); Network News
Transfer Protocol (NNTP); Simple Mail Transfer
Protocol (SMTP).

Internetwork Packet Exchange (IPX)

A network protocol native to NetWare that
controls addressing and routing of packets within
and between LANs. IPX does not guarantee that a
message will be complete (no lost packets). See
also Internetwork Packet Exchange/Sequenced
Packet Exchange (IPX/SPX).

Internetwork Packet Exchange/Sequenced Packet
Exchange (IPX/SPX)

Transport protocols used in Novell NetWare and
other networks.

interprocess interrupt A high Interrupt-Request
Level (IRQL) interrupt that can send an interrupt
from one processor to another, allowing
processors to communicate.
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interrupt avoidance A feature of device adapters
that allows a processor to continue processing
interrupts without new interrupts being queued
until all pending interrupts are complete.

interrupt moderation A feature of device adapters
that allows a processor to process interrupts more
efficiently by grouping several interrupts to a
single hardware interrupt.

interrupt request (IRQ) A signal sent by a device
to get the attention of the processor when the
device is ready to accept or send information.
Each device sends its interrupt requests over a
specific hardware line, numbered from O to 15.
Each device must be assigned a unique IRQ
number.

IP address A 32-bit address used to identify a
node on an IP internetwork. Each node on the IP
internetwork must be assigned a unique IP
address, which is made up of the network ID, plus
a unique host ID. This address is typically
represented with the decimal value of each octet
separated by a period (for example,
192.168.7.27). In Windows 2000, the IP address
can be configured manually or dynamically
through DHCP. See also Dynamic Host
Configuration Protocol (DHCP); node.

ISDN See Integrated Services Digital Network.

J

job object A feature in the Win32 API set that
makes it possible for groups of processes to be
managed with respect to their processor usage and
other factors.

K

kernel The core of layered architecture that
manages the most basic operations of the
operating system and the computer's processor for
Windows NT and Windows 2000. The kernel
schedules different blocks of executing code,
called threads, for the processor to keep it as busy
as possible and coordinates multiple processors to
optimize performance. The kernel also
synchronizes activities among Executive-level
subcomponents, such as I/O Manager and Process
Manager, and handles hardware exceptions and
other hardware-dependent functions. The kernel
works closely with the hardware abstraction layer.

L

library A data-storage system, usually managed
by Removable Storage. A library consists of
removable media (such as tapes or discs) and a
hardware device that can read from or write to the
media. There are two major types of libraries:
robotic libraries (automated multiple-media,
multidrive devices) and stand-alone drive libraries
(manually operated, single-drive devices). A
robotic library is also called a jukebox or changer.
See also Removable Storage.

library request A request for an online library or
stand-alone drive to perform a task. This request
can be issued by an application or by Removable
Storage.

Line Printer Daemon (LPD) A service on the print
server that receives documents (print jobs) from
line printer remote (LPR) tools running on client
systems. See also Line Printer Remote (LPR).
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Line Printer Remote (LPR) A connectivity tool
that runs on client systems and is used to print
files to a computer running an LPD server. See
also Line Printer Daemon (LPD).

local area network (LAN) A communications
network connecting a group of computers,
printers, and other devices located within a
relatively limited area (for example, a building).
A LAN allows any connected device to interact
with any other on the network. See also wide area
network (WAN).

local group For computers running

Windows 2000 Professional and member servers,
a group that is granted permissions and rights
from its own computer to only those resources on
its own computer on which the group resides. See
also global group.

local printer A printer that is directly connected
to one of the ports on your computer.

local storage For Windows 2000 Server, NTFS
disk volumes used as primary data storage. Such
disk volumes can be managed by Remote Storage
by copying infrequently accessed files to remote,
or secondary, storage. See also Remote Storage.

LocalTalk The Apple networking hardware built
into every Macintosh computer. LocalTalk
includes the cables and connector boxes to
connect components and network devices that are
part of the AppleTalk network system. LocalTalk
was formerly known as the AppleTalk Personal
Network.

logical printer The software interface between the
operating system and the printer in

Windows 2000. While a printer is the device that
does the actual printing, a logical printer is its
software interface on the print server. This
software interface determines how a print job is
processed and how it is routed to its destination
(to a local or network port, to a file, or to a remote
print share). When a document is printed, it is
spooled (or stored) on the logical printer before it
is sent to the printer itself. See also spooling.

Master Boot Record (MBR) The data structure that
starts the process of booting the computer. The
most important area on a hard disk. The MBR
contains the partition table for the disk and a
small amount of executable code.

master file table (MFT) The database that tracks
the contents of an NTFS volume. The MFT is a
table whose rows correspond to files on the
volume and whose columns correspond to the
attributes of each file.

media access control A layer in the network
architecture of Windows NT and Windows 2000
that deals with network access and collision
detection.

media label library A dynamic-link library (DLL)
that can interpret the format of a media label
written by a Removable Storage application.

memory address A portion of computer memory
that can be allocated to a device or used by a
program or the operating system. Devices are
usually allocated a range of memory addresses.
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memory leak A condition that occurs when
applications allocate memory for use but do not
free allocated memory when finished.

metadata Stored data that describes and controls
the functioning of the Remote Storage system.

Microsoft Management Console (MMC)

A framework for hosting administrative consoles.
A console is defined by the items on its console
tree, which might include folders or other
containers, World Wide Web pages, and other
administrative items. A console has one or more
windows that can provide views of the console
tree and the administrative properties, services,
and events that are acted on by the items in the
console tree. The main MMC window provides
commands and tools for authoring consoles. The
authoring features of MMC and the console tree
might be hidden when a console is in User Mode.
See also console tree.

migration The process of copying an object from
local storage to remote storage.

minimum TTL A default Time To Live (TTL)
value set in seconds for use with all resource
records in a zone. This value is set in the start of
authority (SOA) resource record for each zone.
By default, the DNS server includes this value in
query answers to inform recipients how long it
can store and use resource records provided in the
query answer before they must expire the stored
records data. When TTL values are set for
individual resource records, those values will
override the minimum TTL. See also Time To
Live (TTL).

mirrored volume A fault-tolerant volume that
duplicates data on two physical disks. The mirror
is always located on a different disk. If one of the
physical disks fails, the data on the failed disk
becomes unavailable, but the system continues to
operate by using the unaffected disk. A mirrored
volume is slower than a RAID-5 volume in read
operations but faster in write operations. Mirrored
volumes can only be created on dynamic disks. In
Windows NT 4.0, a mirrored volume was known
as a mirror set. See also dynamic disk; dynamic
volume; fault tolerance; redundant array of
independent disks (RAID); volume.

MMC See Microsoft Management Console.

N

namespace A set of unique names for resources
or items used in a shared computing environment.
The names in a namespace can be resolved to the
objects they represent. For Microsoft
Management Console (MMC), the namespace is
represented by the console tree, which displays all
of the snap-ins and resources that are accessible to
a console. For Domain Name System (DNS),
namespace is the vertical or hierarchical structure
of the domain name tree. For example, each
domain label, such as “host1” or “example,” used
in a fully qualified domain name, such as
“hostl.example.microsoft.com,” indicates a
branch in the domain namespace tree. For Active
Directory, namespace corresponds to the DNS
namespace in structure, but resolves Active
Directory object names.

naming service A service, such as that provided
by WINS or DNS, that allows friendly names to
be resolved to an address or other specially
defined resource data that is used to locate
network resources of various types and purposes.
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NetBEUI See NetBIOS Enhanced User Interface.

NetBIOS Enhanced User Interface (NetBEUI)

A network protocol native to Microsoft
Networking, that is usually used in local area
networks of one to 200 clients. NetBEUI uses
Token Ring source routing as its only method of
routing. It is the Microsoft implementation of the
NetBIOS standard.

NetBIOS over TCP/IP (NetBT) A feature that
provides the NetBIOS programming interface
over the TCP/IP protocol. It is used for
monitoring routed servers that use NetBIOS name
resolution.

NetWare Core Protocol (NCP) The file-sharing
protocol that governs communications about
resource (such as disk and printer), bindery, and
NDS operations between server and client
computers on a Novell NetWare network.
Requests from client computers are transmitted by
the IPX protocol. Servers respond according to
NCP guidelines. See also bindery; Internetwork
Packet Exchange (IPX); Novell Directory
Services (NDS).

network administrator A person responsible for
setting up and managing domain controllers or
local computers and their user and group
accounts, assigning passwords and permissions,
and helping users with networking issues.
Administrators are members of the Administrators
group and have full control over the domain or
computer.

network data stream The total amount of data
transferred over a network at any given time.

Network News Transfer Protocol (NNTP)

A member of the TCP/IP suite of protocols, used
to distribute network news messages to NNTP
servers and clients, or news-readers, on the
Internet. NNTP is designed so that news articles
are stored on a server in a central database, and
the user selects specific items to read. See also
Transmission Control Protocol/Internet Protocol
(TCP/TP).

NNTP See Network News Transfer Protocol.

node In tree structures, a location on the tree that
can have links to one or more items below it. In
local area networks (LANSs), a device that is
connected to the network and is capable of
communicating with other network devices. In a
server cluster, a server that has Cluster service
software installed and is a member of a cluster.
See also local area network (LAN).

noncontainer object An object that cannot
logically contain other objects. A file is a
noncontainer object. See also container object;
object.

Novell Directory Services (NDS) On networks
running Novell NetWare 4.x and NetWare 5.x, a
distributed database that maintains information
about every resource on the network and provides
access to these resources.

NTFS file system A recoverable file system
designed for use specifically with Windows NT
and Windows 2000. NTFS uses database,
transaction-processing, and object paradigms to
provide data security, file system reliability, and
other advanced features. It supports file system
recovery, large storage media, and various
features for the POSIX subsystem. It also supports
object-oriented applications by treating all files as
objects with user-defined and system-defined
attributes.
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NWLink An implementation of the Internetwork
Packet Exchange (IPX), Sequenced Packet
Exchange (SPX), and NetBIOS protocols used in
Novell networks. NWLink is a standard network
protocol that supports routing and can support
NetWare client/server applications, where
NetWare-aware Sockets-based applications
communicate with IPX/SPX Sockets-based
applications. See also Internetwork Packet
Exchange (IPX).

o)

object An entity, such as a file, folder, shared
folder, printer, or Active Directory object,
described by a distinct, named set of attributes.
For example, the attributes of a File object include
its name, location, and size; the attributes of an
Active Directory User object might include the
user's first name, last name, and e-mail address.
For OLE and ActiveX objects, an object can also
be any piece of information that can be linked to,
or embedded into, another object. See also
attribute; container object; noncontainer object;
parent object; child object.

object linking and embedding (OLE)

A method for sharing information among
applications. Linking an object, such as a graphic,
from one document to another inserts a reference
to the object into the second document. Any
changes you make in the object in the first
document will also be made in the second
document. Embedding an object inserts a copy of
an object from one document into another
document. Changes you make in the object in the
first document will not be updated in the second
unless the embedded object is explicitly updated.
See also ActiveX.

offline media Media that are not connected to the
computer and require external assistance to be
accessed.

offset When defining a pattern match within a
filter using Network Monitor, the number of bytes
from the beginning of the frame where the pattern
occurs in a frame.

on-media identifier (OMID) A label that is
electronically recorded on each medium in a
Removable Storage system. Removable Storage
uses on-media identifiers to track media in the
Removable Storage database. An application on-
media identifier is a subset of the media label.

online library A robotic library unit, sometimes
referred to as a jukebox.

operator request A request for the operator to
perform a task. This request can be issued by an
application or by Removable Storage.

original equipment manufacturer (OEM)

The maker of a piece of equipment. In making
computers and computer-related equipment,
manufacturers of original equipment typically
purchase components from other manufacturers of
original equipment and then integrate them into
their own products.

overclocking Setting a microprocessor to run at
speeds above the rated specification.

P
page-description language (PDL)

A computer language that describes the
arrangement of text and graphics on a printed
page. See also printer control language (PCL);
PostScript.

paper source The location (such as Upper Paper
Tray or Envelope Feeder) of the paper at the
printer.
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parent object The object in which another object
resides. A parent object implies relation. For
example, a folder is a parent object in which a
file, or child object, resides. An object can also be
both a parent and a child object. See also child
object; object.

partition A logical division of a hard disk.
Partitions make it easier to organize information.
Each partition can be formatted for a different file
system. A partition must be completely contained
on one physical disk, and the partition table in the
Master Boot Record for a physical disk can
contain up to four entries for partitions.

pattern match In Network Monitor, specific
pattern of ASCII or hexadecimal data. A pattern
match can be used in setting a filter or capture
trigger. See also offset.

paused The state of a node that is a fully active
member in the server cluster but cannot host
groups. The paused state is provided for an
administrator to perform maintenance. See also;
failback; failover; node.

performance counter In System Monitor, a data
item associated with a performance object. For
each counter selected, System Monitor presents a
value corresponding to a particular aspect of the
performance that is defined for the performance
object. See also performance object.

Performance Monitor A Windows NT
administrative tool that monitors performance on
local or remote machines. Performance Monitor is
replaced by the Performance console in

Windows 2000. See also System Monitor.

performance object In System Monitor, a logical
collection of counters that is associated with a
resource or service that can be monitored. See
also performance counter.

peripheral component interconnect (PCI)

A specification introduced by Intel Corporation
that defines a local bus system that allows up to
10 PCI-compliant expansion cards to be installed
in the computer.

physical media A storage object that data can be
written to, such as a disk or magnetic tape. A
physical medium is referenced by its physical
media ID (PMID).

placeholder A Remote Storage identifier for an
NTES volume. See also Remote Storage.

Plug and Play A set of specifications developed
by Intel that allows a computer to automatically
detect and configure a device and install the
appropriate device drivers.

port A mechanism that allows multiple sessions.
A refinement to an IP address. In Device
Manager, a connection point on a computer where
devices that pass data in and out of a computer
can be connected. For example, a printer is
typically connected to a parallel port (also known
as an LPT port), and a modem is typically
connected to a serial port (also known as a COM
port).

port monitor A device that controls the computer
port that provides connectivity to a local or
remote print device.

Portable Operating System Interface for UNIX
(POSIX)

An IEEE (Institute of Electrical and Electronics
Engineers) standard that defines a set of
operating-system services. Programs that adhere
to the POSIX standard can be easily ported from
one system to another. POSIX was based on
UNIX system services, but it was created in a way
that allows it to be implemented by other
operating systems.
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POSIX See Portable Operating System Interface
for UNIX.

PostScript A page-description language (PDL)
developed by Adobe Systems for printing with
laser printers. PostScript offers flexible font
capability and high-quality graphics. It is the
standard for desktop publishing because it is
supported by imagesetters, the high-resolution
printers used by printing services for commercial
typesetting. See also printer control language
(PCL); page-description language (PDL).

PostScript printer A printer that uses the
PostScript page-description language (PDL) to
create text and graphics on the output medium,
such as paper or overhead transparency. See also
page-description language (PDL); PostScript.

power-on self test (POST) A set of routines stored
in read-only memory (ROM) that tests various
system components such as RAM, the disk drives,
and the keyboard, to see if they are properly
connected and operating. If problems are found,
these routines alert the user with a series of beeps
or a message, often accompanied by a diagnostic
numeric value. If the POST is successful, it passes
control to the bootstrap loader.

premigrated file An object that has been copied to
remote storage in preparation for truncation, but
remains on the managed volume. When it is
truncated, it will become a placeholder for the
file.

print device A hardware device used for printing
that is commonly called a printer. See also logical
printer.

print processor A PostScript program that
understands the format of a document's image file
and how to print the file to a specific printer or
class of printers. See also PostScript.

print server A computer that is dedicated to
managing the printers on a network. The print
server can be any computer on the network.

Print Server for Macintosh A Services for
Macintosh service that enables Macintosh clients
to send and spool documents to printers attached
to a computer running Windows 2000 Server, and
allows clients to send documents to printers on an
AppleTalk network. Print Server for Macintosh is
also called MacPrint.

print server service A service that receives print
jobs from remote print clients. Different services
are provided for different clients.

Print Services for UNIX A print server service for
UNIX clients. See also print server service.

print spooler Software that accepts a document
sent to a printer and then stores it on disk or in
memory until the printer is ready for it. This
collection of dynamic-link libraries (DLLs)
receives, processes, schedules, and distributes
documents for printing. The term spooler is an
acronym created from “simultaneous print
operations online.” See also spooling.

printer control language (PCL) The page-
description language (PDL) developed by Hewlett
Packard for their laser and inkjet printers. Because
of the widespread use of laser printers, this
command language has become a standard in
many printers. See also page-description language
(PDL); PostScript.

printer driver A program designed to allow other
programs to work with a ‘particular printer without
concerning themselves with the specifics of the
printer's hardware and internal language. By using
printer drivers that handle the subtleties of each
printer, programs can communicate properly with
a variety of printers. See also printer control
language (PCL); PostScript.
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printer fonts Fonts residing in or intended for a
printer. A printer font, usually located in the
printer's read-only memory (ROM), can be
internal, downloaded, or on a font cartridge. See
also font.

printer job language (PJL) The printer command
language developed by Hewlett Packard that
provides printer control at the print-job level.
Using PJL commands, default printer settings
such as the number of copies to print can be
changed. PJL. commands also permit switching
printer languages between print jobs without
action by the user. If bi-directional
communication is supported, a PJL-compatible
printer can send information such as printer model
and job status to the print server. See also printer
control language (PCL); page-description
language (PDL); PostScript.

printer permissions Permissions that specify the
type of access that a user or group has to a printer.
The printer permissions are Print, Manage
Printers, and Manage Documents.

printers folder The folder in Control Panel that
contains the Add Printer wizard and icons for all
the printers installed on your computer.

priority inversion The mechanism that allows
low-priority threads to run and complete
execution rather than being preempted and
locking up a resource such as an I/O device.

pruning A process that removes unavailable
printers from Active Directory listing. An orphan
pruner program running on the domain controller
periodically checks for orphaned printers, that is,
printers that are offline or powered down, and
deletes the printer objects of the printers it cannot
find.

pull partner A Windows Internet Name Service
(WINS) feature that pulls in replicas from its push
partner by requesting them and then accepting the
pushed replicas. See also push partner.

push partner A Windows Internet Name Service
(WINS) feature that sends replicas to its pull
partner upon receiving a request from the pull
partner. See also pull partner.

Q

quantum A feature of a network adapter that
supports its detection of all frames sent on the
network.

queue A list of programs or tasks waiting for
execution. In Windows 2000 printing
terminology, a queue refers to a group of
documents waiting to be printed. In NetWare and
0S/2 environments, queues are the primary
software interface between the application and
print device; users submit documents to a queue.
In Windows 2000, however, the printer is that
interface; the document is sent to a printer, not a
queue.

quorum resource A quorum-capable resource
(usually a Physical Disk resource) that has been
configured to manage the quorum log and cluster
database checkpoints, which comprise the
configuration data necessary for recovery of the
cluster.
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R

RAID See redundant array of independent disks.

RAID-5 volume A fault-tolerant volume with data
and parity striped intermittently across three or
more physical disks. Parity is a calculated value
that is used to reconstruct data after a failure. If a
portion of a physical disk fails, you can recreate
the data that was on the failed portion from the
remaining data and parity. Also known as a
striped volume with parity.

recall An operation that retrieves the removed,
unnamed data attribute from remote storage and
places it on the managed volume. The placeholder
is replaced on the managed volume with a copy of
the file from remote storage. Upon completion of
the recall, the file becomes a premigrated file.

redundant array of independent disks (RAID)

A method used to standardize and categorize
fault-tolerant disk systems. Six levels gauge
various mixes of performance, reliability, and
cost. Windows 2000 provides three of the RAID
levels: Level O (striping) which is not fault-
tolerant, Level 1 (mirroring), and Level 5 (striped
volume with parity). See also fault tolerance;
mirrored volume; RAID-5 volume; striped
volume.

registry In Windows 2000, Windows NT,
Windows 98, and Windows 95, a database of
information about a computer's configuration. The
registry is organized in a hierarchical structure
and consists of subtrees and their keys, hives, and
entries.

registry key An identifier for a record or group of
records in the registry.

remote procedure call (RPC) A message-passing
facility that allows a distributed application to call
services that are available on various machines in
a network. Used during remote administration of
computers.

Remote Storage A hierarchical storage
management application that migrates data from
primary storage to secondary storage. Hierarchical
storage management makes sure that data is stored
in the most cost-effective method possible.
Frequently accessed data is stored on high-
performance disks, while data that is not accessed
as often is migrated to cheaper media until it is
needed again.

remote storage For Windows 2000 Server,
removable tapes in a library used for secondary
data storage. Specified tapes used for secondary
data storage are managed by Remote Storage and
contain data that is either stored on, or has been
removed from, local storage to free up disk space.
See also local storage.

Removable Storage A service used for managing
removable media (such as tapes and discs) and
storage devices (libraries). Removable Storage
allows applications to access and share the same
media resources. See also library.

reparse points New NTFS file system objects
that have a definable attribute containing user-
controlled data and are used to extend
functionality in the input/output (I/O) subsystem.

replication The process of copying data from a
data store or file system to multiple computers
that store the same data for the purpose of
synchronizing the data. In Windows 2000,
replication of Active Directory occurs through the
Directory Replicator Service and replication of
the file system occurs through Dfs replication.
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Request for Comments (RFC) A document that
defines a standard. RFCs are published by the
Internet Engineering Task Force (IETF) and other
working groups.

reserved state A state that indicates that a side is
the second side of a two-sided medium. It is
unavailable for allocation to all but the
application that has already allocated the first
side.

resolver DNS client programs used to look up
DNS name information. Resolvers can be either a
small “stub” (a limited set of programming
routines that provide basic query functionality) or
larger programs that provide additional lookup
DNS client functions, such as caching. See also
caching, caching resolver.

resource Any part of a computer system or
network, such as a disk drive, printer, or memory,
that can be allotted to a program or a process
while it is running. For Device Manager, any of
four system components that control how the
devices on a computer work. These four system
resources are: interrupt request (IRQ) lines, direct
memory access (DMA) channels, input/output
(I/0) ports, and memory addresses. In a server
cluster, an instance of a resource type; the Cluster
service manages various physical or logical items
as resources. See also direct memory access
(DMA); input/output (I0) port; interrupt request
(IRQ) lines; memory address.

resource record (RR) Information in the DNS
database that can be used to process client
queries. Each DNS server contains the resource
records it needs to answer queries for the portion
of the DNS namespace for which it is
authoritative.

response time The amount of time required to do
work from start to finish. In a client/server
environment, this is typically measured on the
client side.

RFC See Request for Comments.

S

scaling The process of adding processors to a
system to achieve higher throughput.

secondary storage A storage device used to store
data that has been migrated from managed
volumes. Secondary storage includes the part of
the hard disk that is used for a migration staging
area.

security descriptor A set of information attached
to an object that specifies the permissions granted
to users and groups, as well as the security events
to be audited. See also discretionary access
control list (DACL); object; system access control
list (SACL).

security identifier (SID) A unique name that
identifies a user who is logged on to a

Windows NT or Windows 2000 security system.
A security identifier can represent an individual
user, a group of users, or a computer.

Server Message Block (SMB) A file-sharing
protocol designed to allow networked computers
to transparently access files that reside on remote
systems over a variety of networks. The SMB
protocol defines a series of commands that pass
information between computers. SMB uses four
message types: session control, file, printer, and
message.
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shared nothing A scalability concept in clusters
and SMP systems whereby a workload is
partitioned among available hardware resources.
These resources are used on the workload
independently, without sharing of processors,
disks, or other hardware resources.

shared printer A printer that receives input from
more than one computer. For example, a printer
attached to another computer on the network can
be shared so that it is available for many users.
Also called a network printer.

Simple Mail Transfer Protocol (SMTP)

A protocol used on the Internet to transfer mail.
SMTP is independent of the particular
transmission subsystem and requires only a
reliable, ordered, data stream channel.

Simple Network Management Protocol (SNMP)

A network management protocol installed with
TCP/IP and widely used on TCP/IP and Internet
Package Exchange (IPX) networks. SNMP
transports management information and
commands between a management program run
by an administrator and the network management
agent running on a host. The SNMP agent sends
status information to one or more hosts when the
host requests it or when a significant event occurs.

Small Computer System Interface (SCSI)

A standard high-speed parallel interface defined
by the X3T9.2 committee of the American
National Standards Institute (ANSI). A SCSI
interface is used for connecting microcomputers
to peripheral devices, such as hard disks and
printers, and to other computers and local area
networks.

SMTP See Simple Mail Transfer Protocol.

SNMP See Simple Network Management
Protocol.

soft affinity A mechanism designed to optimize
performance in a multiprocessor environment.
Soft affinity favors scheduling threads on the
processor in which they recently ran or the ideal
processor for the thread. With soft affinity, the
efficiency of the processor cache is higher
because threads often run on the processor on
which they previously ran. Soft affinity does not
restrict a thread to run on a given processor.

software trap In programming, an event that
occurs when a microprocessor detects a problem
with executing an instruction, which causes it to
stop.

sparse file A file that is handled in a way that
requires less disk space than would otherwise be
needed by allocating only meaningful non-zero
data. Sparse support allows an application to
create very large files without committing disk
space for every byte.

spooling A process on a server in which print
documents are stored on a disk until a printer is
ready to process them. A spooler accepts each
document from each client, stores it, and sends it
to a printer when the printer is ready.

Standard TCP/IP Port Monitor A port monitor that
connects a Windows 2000 print server to
network-interface printers that use the TCP/IP
protocol. It replaces LPRMON for TCP/IP
printers connected directly to the network through
a network adapter. Printers connected to a UNIX
or VAX host that requires RFC 1179 compliance
may still require LPRMON on the print server.

Stop error A serious error that affects the
operating system and that could place data at risk.
The operating system generates an obvious
message, a screen with the Stop message, rather
than continuing on and possibly corrupting data.
Also known as a fatal system error. See also Stop
message.
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Stop message A character-based, full-screen
error message displayed on a blue background. A
Stop message indicates that the Windows 2000
kernel detected a condition from which it cannot
recover. Each message is uniquely identified by a
Stop error code (a hexadecimal number) and a
string indicating the error’s symbolic name. Stop
messages are usually followed by up to four
additional hexadecimal numbers, enclosed in
parentheses, which identify developer-defined
error parameters. A driver or device may be
identified as the cause of the error. A series of
troubleshooting tips are also displayed, along with
an indication that, if the system was configured to
do so, a memory dump file was saved for later use
by a kernel debugger. See also Stop error.

storage hierarchy A directed cyclic graph of
linked storage pools.

storage pool A unit of storage administered by
Removable Storage and composed of
homogenous storage media. A storage pool is a
self-contained storage area with homogenous
characteristics (for example, random access,
sequential access, read/write, and write-once).

stream A sequence of bits, bytes, or other small
structurally uniform units.

striped volume A volume that stores data in
stripes on two or more physical disks. Data in a
striped volume is allocated alternately and evenly
(in stripes) to these disks. Striped volumes offer
the best performance of all volumes available in
Windows 2000, but they do not provide fault
tolerance. If a disk in a striped volume fails, the
data in the entire volume is lost. You can create
striped volumes only on dynamic disks. Striped
volumes cannot be mirrored or extended. In
Windows NT 4.0, a striped volume was known as
a stripe set. See also dynamic disk, dynamic
volume, fault tolerance, volume.

symmetric interrupt distribution A mechanism for
distributing interrupts across available processors.

system access control list (SACL)

The part of an object's security descriptor that
specifies which events are to be audited per user
or group. Examples of auditing events are file
access, logon attempts, and system shutdowns.
See also access control entry (ACE); discretionary
access control list (DACL); object; security
descriptor.

System Monitor A tool that supports detailed
monitoring of the use of operating system
resources. System Monitor is hosted, along with
Performance Logs and Alerts, in the Performance
console. The functionality of System Monitor is
based on Windows NT Performance Monitor, not
Windows 98 System Monitor.

System State A collection of system-specific data
that can be backed up and restored. For all
Windows 2000 operating systems, the System
State data includes the registry, the class
registration database, and the system boot files.
For Windows 2000 Server, the system state data
also includes the Certificate Services database (if
the server is operating as a certificate server). If
the server is a domain controller, the system state
data also includes Active Directory and the
Sysvol directory. See also Active Directory;
domain controller; Sysvol.

systemroot The path and folder name where the
Windows 2000 system files are located.
Typically, this is C:\Winnt, although a different
drive or folder can be designated when
Windows 2000 is installed. The value
%systemroot% can be used to replace the actual
location of the folder that contains the Window
2000 system files. To identify your systemroot
folder, click Start, click Run, and then type
osystemroot%e.



Unicode 697

Sysvol A shared directory that stores the server's
copy of the domain's public files, which are
replicated among all domain controllers in the
domain. See also domain controller.

T

T1 A wide-area carrier that transmits data at
1.544 Mbps.

TCP/IP See Transmission Control
Protocol/Internet Protocol.

thread A type of object within a process that runs
program instructions. Using multiple threads
allows concurrent operations within a process and
enables one process to run different parts of its
program on different processors simultaneously.
A thread has its own set of registers, its own
kernel stack, a thread environment block, and a
user stack in the address space of its process.

thread state A numeric value indicating the
execution state of the thread. Numbered O through
5, the states seen most often are 1 for ready, 2 for
running, and 5 for waiting.

Time To Live (TTL) A timer value included in
packets sent over TCP/IP-based networks that
tells the recipients how long to hold or use the
packet or any of its included data before expiring
and discarding the packet or data. For DNS, TTL
values are used in resource records within a zone
to determine how long requesting clients should
cache and use this information when it appears in
a query response answered by a DNS server for
the zone.

Token Ring A type of network media that
connects clients in a closed ring and uses token
passing to allow clients to use the network. See
also LocalTalk.

total instance A unique instance that contains the
performance counters that represent the sum of all
active instances of an object.

Transmission Control Protocol/Internet Protocol
(TCP/IP)

A set of software networking protocols widely
used on the Internet that provide communications
across interconnected networks of computers with
diverse hardware architectures and operating
systems. TCP/IP includes standards for how
computers communicate and conventions for
connecting networks and routing traffic.

TrueType fonts Fonts that are scalable and
sometimes generated as bitmaps or soft fonts,
depending on the capabilities of your printer.
TrueType fonts are device-independent fonts that
are stored as outlines. They can be sized to any
height, and they can be printed exactly as they
appear on the screen. See also font.

truncate To remove files that are in remote
storage from local storage, reclaiming space in
local storage. When a premigrated file is truncated
it is converted to a remote storage identifier or
placeholder.

U

UNC See Universal Naming Convention.

Unicode A fixed-width, 16-bit character-
encoding standard capable of representing the
letters and characters of the majority of the
world's languages. Unicode was developed by a
consortium of U.S. computer companies.
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Uniform Resource Locator (URL)

An address that uniquely identifies a location on
the Internet. A URL for a World Wide Web site is
preceded with http://, as in the fictitious URL
http://www.example.microsoft.com/. A URL can
contain more detail, such as the name of a page of
hypertext, usually identified by the file name
extension .html or .htm. See also HTML; HTTP;
IP address.

Universal Naming Convention (UNC)

A convention for naming files and other resources
beginning with two backslashes (\), indicating that
the resource exists on a network computer. UNC
names conform to the
W\SERVERNAME\SHARENAME syntax, where
SERVERNAME is the server's name and
SHARENAME is the name of the shared
resource. The UNC name of a directory or file can
also include the directory path after the share
name, with the following syntax:
\SERVERNAME\SHARENAME\DIRECTORY\
FILENAME.

Universal Serial Bus (USB) A serial bus with a
bandwidth of 1.5 megabits per second (Mbps) for
connecting peripherals to a microcomputer. USB
can connect up to 127 peripherals, such as
external CD-ROM drives, printers, modems,
mice, and keyboards, to the system through a
single, general-purpose port. This is accomplished
by daisy chaining peripherals together. USB
supports hot plugging and multiple data streams.

unnamed data attribute The default data stream of
an NTFS file, sometimes referred to as $DATA.

unprepared state A state that indicates a side of a
medium that is not claimed or used by any
application, but which does not have a free label
on it. Applications cannot allocate unprepared
media. This is a temporary state.

unrecognized media pool A repository of blank
media and media that are not recognized by
Removable Storage.

unrecognized state A state that indicates that the
label types and label IDs of a medium are not
recognized by Removable Storage.

V'

value bar The area of the System Monitor graph
or histogram display that shows last, average,
minimum and maximum statistics for the selected
counter.

virtual memory The space on the hard disk that
Windows 2000 uses as memory. Because of
virtual memory, the amount of memory taken
from the perspective of a process can be much
greater than the actual physical memory in the
computer. The operating system does this in a
way that is transparent to the application, by
paging data that does not fit in physical memory
to and from the disk at any given instant.

volume A portion of a physical disk that
functions as though it were a physically separate
disk. In My Computer and Windows Explorer,
volumes appear as local disks, such as drive C or
drive D.

volume decommission A process that occurs
when a managed volume is no longer accessible.
The data in remote storage is no longer associated
with a placeholder or a premigrated file. This
space is available for space reclamation.

volume mount points New system objects in the
version of NTFS included with Windows 2000
that represent storage volumes in a persistent,
robust manner. Volume mount points allow the
operating system to graft the root of a volume
onto a directory.
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w

WAN See wide area network.

wide area network (WAN) A communications
network connecting geographically separated
computers, printers, and other devices. A WAN
allows any connected device to interact with any
other on the network. See also local area network
(LAN).

WINS database The database used to register and
resolve computer names to IP addresses on
Windows-based networks. The contents of this
database are replicated at regular intervals
throughout the network. See also push partner,
pull partner, replication.

working set For a process, the amount of physical
memory assigned to a process by the operating
system.
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Index

Symbols

12-month and 12-week schedules, backups 505 — 506
16-bit applications
monitoring 278 — 281
output destination rules 192 — 193
printing from 192
running in separate processes 281
24-hour schedules, backups 503
512-byte sector maximum cluster size 17

A

Access control lists (ACLs)
Cacls tool 152 - 153
Removable Storage 67
setting permissions 138 — 140
Access is denied error message 530
Accessing random and sequential data 391
ACL See Access control lists
Active Directory
backing up database 512, 514
print integration See Print servers; Printers
restoring database from backup 514, 544 — 545
Active Directory Replicator service, logon scripts 519
Active partitions, startup disks 617
Active sessions counter, troubleshooting Event ID 2009 411
ActiveX control, System Monitor 282 — 288
Activity rates, deferred procedure calls and interrupts 437
Adapters, network See Network adapters
Adapters, SCSI 43, 663
Add counters option 239
Add Port Wizard 195 — 196
Add Printer Wizard 165, 178 — 179
Add Standard TCP/IP Port Wizard 183 — 184
Adding network adapters 427 — 428
Address Filter item 422

Addresses
files, clusters as 114
loopback, instances 399
printer share, entering 179, 195 — 196
Administering
disk quotas 105 — 106
network printing resources 217 —219
Removable Storage 65— 78
Administrative Tools menu 233
Affinity
hard processor 439
soft processor 439
sort 438
Alerts See Performance Logs and Alerts
Algorithms
compression, NTFS 146
hard processor 439
soft processor 439
sort affinity 438
Alignment, disk 370
Allocated state 61
Allocation of sides in media 64
Allow Pruning of Published Printers policy setting 208
Allow Publishing policy setting 208
Alternate data streams 118
Analyzing
disk usage See Performance
memory usage See Memory
processor performance See Processors, monitoring
SMP system performance See Symmetric
multiprocessing
symptoms of problems 597, 599 — 600
Antivirus programs See Viruses
Apf.sys, Stop 0x24 message 651
ApiMon (Application Monitor) 315
AppleTalk
drivers, Stop 0x24 message 651
monitoring network performance 402
printing 200 — 203
Application layer 397
Application log 582
Application Monitor (ApiMon) 315
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Application pools Attributes (continued)
holding media with 64 changing Ntdetect.com file attributes 628
moving tapes to 72 duplicate media 59
overview 56 files, NTFS volumes 126
Application-Layer objects counter 404 — 409 NTFS files 85
Applications reparse 150
See also Tools Audit Object Access option 216
16-bit Auditing
monitoring 278 — 281 disk space 107
output destination rules 192 — 193 printing events 214
printing from 192 spooler events 216 —217
running in separate processes 281 Authentication, choosing methods for printing from
antivirus See Viruses Internet 188 — 189
Application Monitor (ApiMon) 315 Auto Refresh 588
backing up on local computers 519 Autochk, Stop message 658
bugs, hardware malfunction messages 672 Auto-configuration, Removable Storage 69
compatibility 604 Autoexec.nt 541
creating using the Job Object 329 Automatic File Truncation, Remote Storage 83 — 84
design, optimizing performance 443 — 445 Automatically Publish policy setting 208
disk and cache usage 390 — 392 Automating display of long and short file names 129
disk defragmentation 453 Auvailability of logon scripts 519
external, sharing libraries with 91 Available Bytes counter 257, 263
LeakyApp tool Available state 61
counter activity during memory leaks 314 AVBoot tool
paging file usage during memory shortages 300 Remote Storage considerations 99
legacy, monitoring 278 — 282 startup disk 37, 575
MS-DOS, monitoring 282 updating 575
printer drivers as 161 using 37, 575
processor bottlenecks caused by 342 Averaging counters 232
profiling 342 Avg. Disk Bytes/Read counter 380
Remote Storage-aware 98 — 99 Avg. Disk Bytes/Transfer counter 371
Removable Storage-aware 65 — 66 Avg. Disk Bytes/Write counter 380
third-party Avg. Disk Queue Length counter 372
backup programs 546 Avg. Disk sec/Read counter 380
remote control, Stop Ox1E message 649 Avg. Disk sec/Transfer counter 372
Stop 0xCO00021A message 668 Avg. Disk sec/Write counter 380
upgrades, planning 453 — 454
vendor support for failures 452
Virtual Address Dump (Vadump) 315 B
V'Vorking Set .T.uner (WST) 315 Backup Boot Sector field 29
Application-specific media states 64 Backup option, Emergency Repair Disk (ERD) 540 — 543
Archived data, backing up 519 BackupPeriodicity parameter 406
Arrays, RAID 467 Backups
Attr%b com{nand, Recovery Console 531 applications 519
Attqbute List attribute type 126 backup plan
Adtributes backup strategies 496 — 498
attribute bytes, FAT volumes 114 example backup scenarios 501 — 505
attribute definitions file 125 guidelines 501, 507 - 510

changing Boot.ini file attributes 621
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Backups (continued)

backup plan (continued)
scheduling backups 505 — 507
security considerations 498 — 501
testing and documenting 510
backup types 516
boot and system files 514
encrypted files 518
Exchange service 522 — 523
FAT volumes 139
local computers 497 — 498, 518, 519
locked files 518
logical volumes 523
logon scripts 518 — 519
NTES volumes 139, 520
overview 515 -516
placeholders 86
registry files 540, 515
remote computers 497 — 498, 520
Remote Storage files 520 — 522
Remote Storage-aware backup programs 98 — 99
Removable Storage databases 71 —72
restoring
Active Directory database 514
Exchange 523
file security settings 546
files from backup sets 546
managed files 557, 557 — 558
placeholders 87
registry 544 — 545
system state data 512, 544 — 545
tapes 558 — 559
third-party backup programs 546
selecting backup media 517
skipped files 517 — 518
SQL databases 523
Stop 0xA message 647
storage devices and media types 495 —496
system state data [begin] 511, 515
types of 495

Backward Compatibility policy setting 208
Bad blocks

hard disks 650

Base file record 125
Base priorities
changing, processes 358
monitoring 357
Base Priority measure 252
Baselines
description 381, 398
disk usage monitoring 381 — 384
memory monitoring 300 — 301
processor performance 330 — 331
setting, servers 277
using 261
Basic authentication option 189
Basic disks
converting to dynamic 7, 468
features 8, 10
Ftdisk tool 102
moving between computers 468 — 469
overview 5-6
partitions 7, 8
upgrading to dynamic 5, 7
volumes 5, 6
Basic input/output system (BIOS)
disabling 481
Power-On Self Test (POST) routine 616
role in initial Windows 2000 startup 616
Stop Ox1E message 649
Stop message 647
Batch command, Recovery Console 531
Begin Logon dialog box 615
Bi-directional printing, language monitors 176
Binary PostScript print jobs 202
Binding rates, TCP/IP 399
BIOS See Basic input/output system
BIOS parameter block (BPB)
boot sector components 24
description 22
FAT16 volumes 25 —27
FAT32 volumes 29 — 31
NTES volumes 31 -33
Bitmap attribute type 126
Blocking Requests Rejected counter 408
Blue screen messages 637

paging files 658, 661
Bad cluster file 125
Bad media, recovering from 558 — 559, 515 —
Balancing network load 445 — 446
Bar code labels, physical media 59
Bar code readers 53

Boot configurations, formatting system partitions 134
Boot device errors 41, 663

Boot files, backing up 514

Boot Indicator field 14

Boot partitions 155, 475

Boot record See Master boot record
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Boot sector
converting from FAT to NTFS 155 - 156
Emergency Repair Process 543
location 10
NTFS volumes 124
overview 21-33
repairing damaged 38 —41
viruses 35 —38,42
Boot volume 7
Boot.ini
/MAXMEM switch 628
/SOS switch 624, 628
bootstrap loader screen 618, 619
default operating system setting 619
editing 621 — 622
example 619
parameters 619 — 620
recreating using Recovery Console 540
sections 619
signature syntax 617 — 618
starting shadow drive from startup floppy 482
switches 620 — 621
Bootstrap loader
choosing operating systems from 619
role in Windows 2000 startup 617 — 618
troubleshooting 626 — 627
Bottlenecks
See also Performance
cache 317
causes of 308, 309
counters for monitoring 259 — 260
disk 291, 389
identifying 263 — 264
investigating 265 — 266
memory 302 -323
network 425 -428
processor See Processors, bottlenecks
Bound traps 665
BPB See BIOS parameter blocks
Bridges as cause of disrupted connections 490 — 491
Broadcast Frames Received/second counter 400
Browser object 227, 404 — 405
Browser Service 405 —406
Browsers, viewing and managing printers 166
B-tree structures 125
Buffer Space Then Pattern Match trigger 420
Buffer Space trigger 420
Bugs, hardware malfunction messages 672
Buttons, hiding 251

Bytes Per Sector field 25 —29

Bytes Printed/sec counter 213

Bytes Total/sec counter
description 407 — 408
monitoring network performance with 400
recommended threshold for 264

Bytes Transferred/sec counter 410

Bytes, attribute 114

C

Cables
cabling disks 661
network, as cause of disrupted connections 490
troubleshooting 43
Cache Bytes counter 257
Cache object 227
Caches
controller, deciding to enable 149
counters 318 — 321
data recovery and 149
evaluating effectiveness of 289 — 323
evaluating usage by applications 390 — 392
monitoring 316 — 323
Cacls tool 152 -153
Calls, deferred See Deferred procedure calls
Cartridges, cleaning 75
Case, file names 140 — 141
Catalogs for backup and restore 558, 511
Categorizing failures 455
CDEFS (Compact disc file system) 130
CD-ROM
creating for use on Windows 2000 130
moving among media pools 74
on-media identifier handling 59
Central processing units (CPUs)
avoiding failures 486
improving response time 332

monitoring processing time See Processes, monitoring

overlocking, Stop 0x7F message 667
Centronix parallel ports 180
Certificate Services database

backing up 512, 514

restoring from backup set 544
Change journal

description 119

sparse stream 119

using in Windows NT 122, 123
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Changes in media, detecting 60
Characterizing server workloads 275 — 277
Chdir command, Recovery Console 532
Check Publish State policy setting 208
Checking hard disk integrity
Stop 0x77 message 658
Stop 0x7A message 661
Stop 0x7B message 664
Checking system resources 78
Chkdsk command, Recovery Console 532
Classes, Priority 354 — 355
Cleaning drives, Removable Storage 75
Client connectivity, testing NUL port 177
Client read, write, and memory map requests 85
Client Service for NetWare 173, 199 — 200
Climate control system 451
Closing searches, MS-DOS 420
Cls command, Recovery Console 532
Cluster bitmap file 125
Cluster remapping 149
Cluster service, printing with 210 —213
Clusters
as file addresses 114
size
changing 112
compression limitations 141
decreasing 115
maximum 17
on FAT16, FAT32, and NTFS volumes 123
CMOS, troubleshooting 42 —43
Collecting data, architecture for 226 — 232
Colors property, System Monitor 240
Colors, compressed files and folders 143
COM + registration database
backing up 512, 514
COM-+ registration database
restoring from backups 544 — 545
Command files, running during power failures 489
Command line
changing attributes at 621
entering long file names 128
installing printers 217 — 218
Commands, Recovery Console 531 — 538
Commit Charge counter 257
Commit Limit counter 257
Committed Bytes counter 256, 257
Compact disc file system (CDFS) 130
Compact tool 143, 153 — 154
Company policies, backup planning in 509

Comparing file systems 130 — 141
Comparison testing, preparing for 377 — 378
Compatibility
applications 604
hardware 604
Remote Storage with third-party remote storage
products 98
Completed state 57, 61
Compliance with POSIX 140 — 141
Component Services Class Registration database
backing up 512, 515
restoring from backups 544 — 545
Components category, System Information tool 570
Compress tool 154 — 155
Compressing files and folders See File compression
Config.nt 541
Configuration planning
avoiding single points of failure 485 —491
contingency planning, system recovery 454 —456
data recovery and restoration 454
developing system recovery plans 459 — 461
fault-tolerant disks 465 — 485
hardware and software upgrades 453 — 454

maintaining configuration and system information 457

security 453

system maintenance 452 —453

top-down and bottom-up execution 452

training personnel for system recovery 462
Configuring

data collection and reporting 231 —232

disks and files for optimal performance 367 — 370

mass storage 482

mirrored volumes 479

multiple network adapters 427

RAID-5 volumes 479

Removable Storage-aware applications 65 — 66

storage devices and media, Remote Storage 95

System Monitor 236 —241

Task Manager 250 — 251

TCP/IP ports 183 — 184

volumes, local storage 94

Windows 2000 588

Windows 2000 UPS service 489

write-back cache 149
Connections

clients, testing with NUL port 177

continuous 190

disrupted network connections 490 — 491
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Connections (continued)
job-based 190- 191
NetWare printer shares 200
print servers, adding with rundll32 217
printer 165
troubleshooting 578, 607
troubleshooting cables and connectors 43
Consistency
databases, maintaining 71
logon scripts 519
Context Blocks Queued/sec counter 408
Context switches
monitoring 338 — 339, 438
running threads 348 — 349
Context Switches/sec counter 328 — 329

Contingency planning, system recovery 454 — 456

Continuous connections 190
Control registry subkey 593 — 595
Conitrol sets, selecting 623 — 624
Controller caches, deciding to enable 149
Controls, ActiveX 282 — 288
Convert tool 155 - 156
Copy backup 495
Copy command
Recovery Console 533
using wildcards with 128
Copying files
effects of compression upon 143 — 146
NTES, to floppy disks 118
premigrated 86 — 87
preserving permissions 139
Recovery Console 530
to volumes almost full 146
wildcards 128
Copying placeholders 86 — 87
Costs, replacement 456
Counters
% Disk Read Time 373
% Disk Time 263, 373
% Disk Write Time 373
% Free Space 263, 371
% Idle Time 373
% Net Utilization 263
% Processor Time 253, 256, 263
% Usage 263
analyzing memory usage 302
Application-Layer objects 404 — 409
Available Bytes 257, 263
averaging 232

Counters (continued)
Avg. Disk Bytes/Read 380
Avg. Disk Bytes/Transfer 371
Avg. Disk Bytes/Write 380
Avg. Disk Queue Length 372
Avg. Disk sec/Read 380
Avg. Disk sec/Transfer 372
Avg. Disk sec/Write 380
Browser object 404 — 405
Bytes Printed/sec 213
Bytes Total/sec 264
cache 318 - 321
Cache Bytes 257
choosing groups of for monitoring 242
Commit Limit 257
Committed Bytes 256 — 257
Current Disk Queue Length 263, 372
Disk Bytes/sec 372
Disk Read Bytes/sec 380
Disk Reads/sec 263, 380
Disk Transfers/sec 372
disk usage monitoring 387
Disk Write Bytes/sec 380
Disk Writes/sec 263, 380
disks 370 — 380
Free Megabytes 372
Handle Count 256
Handle Count measure 253
highlighting data for 242
ID Process 255
instantaneous 232
Interrupts/sec 264
IO Other Bytes/sec 253
IO Other Operations/sec 253
10 Read Operations/sec 253
IO Write Bytes/sec 254
10 Write Operations/sec 254
IP Read Bytes/sec 253
Job Errors 213
Memory 312
Memory\Available Bytes 305, 311
Memory\Pages/sec 305
missing, troubleshooting 268
monitoring performance with 433
monitoring printer performance 213

monitoring processor activity with 331, 333 — 334

NBT Connection object 404
Network Interface objects 399 — 400
Network Protocol objects 401 — 403
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Counters (continued)
Network Segment objects 400 — 401
Pages/sec 263
paging activity monitoring 386
performance monitoring 230 — 232, 259 — 260
Performance, backing up configurations 515
Pool Nonpaged Bytes 254, 257
Pool Paged Bytes 254, 257
Priority Base 252
Private Bytes 255
Process 305, 311 — 312, 328
Processes 257
processor 328
Processor Queue Length 264, 334 — 337
Processor\% Processor Time 434 — 435
Queue Length 264, 388
read and write measurements 380, 386
recommended thresholds 263 — 264
Redirector object 406
Server object 407 — 409
Server Work Queues object 409 — 412
Server Work Queues\Queue Length 337
Split I0/sec 373
system 328
System\ Interrupts/sec counter 332
System Monitor, counterparts to Task Manager

counts 256 — 257

System\Processor Queue Length 435 —436
Task Manager Process measures 252 — 255
Task Manager, System Monitor counterparts 256 — 257
testing maximum throughput 378
thread 328, 329
Thread Count 255, 257
using to establish baselines for disk usage 382
viewing descriptions, System Monitor 241
Work Item Shortages 264
Working Set 254
zero values, troubleshooting 267

CPU See Central processing units

CPU gauge 250

CPU Time measure 253

CPU Usage count 256

CPU Usage measure 253

CPUStres tool 330

Ctrlist.exe 258

Current Bandwidth counter 400

Current Commands counter 407

Current Disk Queue Length counter 263, 372

Current entry 591
Customizing Windows 2000 588

D

Daily backup 495
Damaged boot sectors 38 — 41
Damaged data, recovery and restoration planning 454
Damaged disk Stop messages 650, 654
Damaged drivers
finding with /SOS switch 628
Stop 0x24 message 650
Stop 0x7A message 661
Stop 0xC0000221 message 669
Damaged files
Stop 0x24 message 650
Stop 0x50 message 656
Stop 0xC0000221 message 669 — 671
Damaged Master Boot Record
running Recovery Console 528
troubleshooting 38 —41
viruses 35 —38
Data
backing up See Backups
collecting, architecture for 226 —232
compression See File compression
missing, troubleshooting 267
random and sequential access 391

recovery
mirrored volumes 476
NTFS 148 — 149

recovery and restoration planning 454
Remote Storage 100 — 101, 551 — 559
restoring from backups 546
storage
Disk Management snap-in 49, 101 — 102
disk quotas See Disk quotas
overview 47 —49
Remote Storage See Remote Storage
Removable Storage See Removable Storage
Data attribute type 126
Data Link layer 397
Data property 240
Data streams
description 414
NTFS 118
Data types
LPD utility 194 — 195
NT EMF 1.00x, print processors 175
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Data types (continued)
Print Server for Macintosh 201 — 202
PSCRIPT1, Print Server for Macintosh 201
RAW
print processors 175
Print Server for Macintosh 201
printer server service 172
TEXT, print processors 176
DATA_BUS_ERROR Stop message 652 — 654
Databases
COM-+ registration database, restoring 544 — 545
Exchange, backing up and restoring 522 — 523
Jet, restoring 552
registration, backing up 515
Remote Storage, backing up 521
Removable Storage
backing up and restoring 71 — 72
overview 51
Date stamp, disabling NTFS 368
Decision tree 422
Decommissioned state 61
Decommissioning volumes 87
Decreasing cluster size, FAT32 volumes 115
Defects, hardware 658
Deferred procedure calls (DPCs)
activity rates, monitoring 437
description 431
partitioning 440 — 442
Defragmentation of disks 453, 375
Del command
Recovery Console 533
using wildcards with 128
Delegating backup-and-restore operations 508
Delete command, Recovery Console 533
Deleting
audit entries for printers 214
files
preventing 140
with wildcards 128
multiple disk sets 8
orphans, printers 206 — 207
placeholders 86
premigrated files 86
third-party remote control programs 649
DependOnGroup registry entry 594
DependOnService registry entry 594

Designing applications for optimal performance 443 — 445

Desired Free Space 79, 82

Detail pane 421
Device drivers
Dmio.sys disk driver 101
finding missing or corrupt 628
Ftdisk.sys disk driver 101
initializing 624
loaded at startup
displaying while loading 628
drivers in Boot.ini 620 — 621
drivers in partition table 14
errors 625
kernel load phase 623
loading process 624
printer See Printer drivers
protected mode disk drivers 36
Remote Storage 91
SCSI See Small computer system interface
troubleshooting
boot device driver errors 41
device initialization failures 628 — 629
Device Manager 574 — 575
Drivers utility 612
failed boot device driver 663
Hardware wizard 572
kernel drivers 296, 316
Knowledge Base 586
Removable Storage 77 — 78
resolving Stop message errors 647
startup problems 628 — 629
Stop Ox1E message 649
Stop 0x2E message 653
Stop Ox7F message 667
Stop 0xA message 647
Stop 0xC000021A message 668
testing in safe mode 629 — 633, 645
Windows 2000 compatibility 604
uninstalling 577
video cards 487

viewing in Computer Management snap-in 567 — 570

viewing order loaded and initialized 594
Windows Update 577

Device Manager tool 574 — 575

Dfs (Distributed file system) 374

DHCP (Dynamic Host Configuration Protocol) 610

Differential backups 495, 516 — 517

Digital signature, system files 573

Digital video disk (DVD) 130, 59

Dir command, Recovery Console 533
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Directing output Disk space
16-bit applications 192 — 193 auditing 107
LPR (line printer remote) utility 194 checking amount available 78
NetWare clients 199 checking compressed file disk usage 157
Directories See Folders counters for measuring 371 - 373
Directory encryption, NTFS 119 free, quotas and 103 — 104
Directory records, NTFS 125 mirrored volumes 476
Directory services, restoring backup 546 monitoring 374 — 375
DirectX Diagnostic tool, troubleshooting with 572 querying 121
DirUse tool 157 quotas See Disk quotas
Disable command, Recovery Console 534 requirements for converting FAT to NTFS 156
Disabling BIOS 481 servers, planning for 278
Disabling disk counters 371 Disk Transfers/sec counter 372
Disaster planning, data recovery 454 Disk Write Bytes/sec counter 380
Disk bottlenecks 291 Disk Writes/sec counter 263, 380
Disk Bytes/sec counter 372 DiskMap tool 34
Disk cabling, Stop 0x7A message 661 Diskpart command, Recovery Console 534
Disk Cleanup tool 571 Diskperf command, Recovery Console 370
Disk controllers DiskProbe tool 10, 34
avoiding failures 487 Disks
deciding to enable 149 accessing with Recovery Console 529
Disk Groups alignment 370
adding new disk to group 469 —471 basic See Basic disks
description 467 configuring for optimal performance 367 — 370
moving disks between computers 468 — 469 controller errors 658, 663
Disk Management attribute, Remote Storage 82 — 83 corruption errors 650, 654
Disk Management snap-in defragmenting 453, 375
configuring striped volumes 472 —473 dynamic See Dynamic disks
creating mirrored and RAID-5 volumes 479 — 480 effects of page faults upon 309 — 310
disk configuration database 10, 12 effects of symmetric multiprocessing 433
displaying volume status 465 — 467 Emergency Repair Process 540 — 543
dynamic disk management See Dynamic disks failures
formatting NTFS volumes, cluster sizes 123 avoiding 487
legacy volume support 8 mirrored volumes 476, 482
managing data storage 49, 101 — 102 RAID-5 volumes 477
moving disks between computers 468 — 469 fault-tolerant See Fault-tolerant systems
outputting disk configuration information 457 initializing 6
unknown volumes 42 magneto-optic (MO) 52
volume property sheets 94 monitoring
Disk paging file See Memory application usage 390 — 392
Disk quotas counters for 259, 370 — 373, 371 — 380
disk space queries 120 — 121 disk usage 387
implementing 102 — 107 efficiency 376 — 380
limit exceeded 107 establishing baselines 381 — 384
overview 49 I/0 requests queued for service 388
using in Windows NT 122 investigating problems 385 — 388
using to tracking disk space 107 recommended counter thresholds 263
Disk Read Bytes/sec counter 380 resolving bottlenecks 389

Disk Reads/sec counter 263, 380 space 374 -375
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Disks (continued) Dynamic disks (continued)
recovering and restoring configurations 546 managing data storage with 102
sectors critical to startup 10 — 33 overview 5-7
space See Disk space simple volumes 471
spreading paging files across 299 spanned volumes 471 —472
startup 616, 617 starting Windows 2000 from 22
storage 331 upgrading basic disks to 5, 7
troubleshooting 34 — 43, 385 — 388 Dynamic Host Configuration Protocol (DHCP) 610
unsupported, Stop message 663 Dynamic priorities, monitoring 357
verifying integrity 658, 661, 664
Disrupted network connections, causes of 490 —491
Distributed file system (Dfs) 374 E
Distributed link tracking 121 EBR (extended boot record) 19 — 21
Distributed Transaction Coordinator object 228 Efficiency of disks, monitoring 376 — 380
DLL files, corrupt 669 EFS (Encrypting File System) 119
Dmio.sys disk driver 101 EIDE (Enhanced Integrated Drive Electronics) devices 43,
Document management programs, Remote Storage-aware 99 481
Documenting backup-and-restore procedures 511 EISA volumes 482

Documenting recovery procedures 461
DOS See MS-DOS

DoubleSpace tool 141, 147

DPC See Deferred procedure calls

Dr. Watson for Windows 2000 tool 571

Ejecting media in Removable Storage 73 — 74
Emergency Repair Process
Emergency Repair Disk, creating 541 — 542
Emergency Repair Disk, using 634
moving disks between computers 635

Drive is too small message, mirrored volumes 481 overview 540 — 541

Driver Verifier for testing kernel drivers 296 registry files 541

Dnvers. . . repairing damaged boot sectors 39
et e repairing Windows 2000 installations 542 — 544
Network Monitor See Network Monitor Setup floppy disks 462

printer See Printer drivers

. . Empty disks, initializing 6
Drivers utility 612

Enable command, Recovery Console 535

Drives . ‘ Encrypted files
cleaning, Removable Storage 75 not valid in Windows NT 122
in libraries 53 restoring 518
mappir‘lgs 539 Encrypting File System (EFS) 119
spreading paging files across 299 End of sector markers 21
stand-alone 54 Ending Cylinder field 15— 18
states of 77 Enhanced Integrated Drive Electronics (EIDE) devices 43,
DriveSpace tool 141, 147 481
Duplexed mirrored volumes 474, 475 Enum registry subkey 593
Duplicate media, handling with Removable Storage 59 Enumerating volumes 158
DVD-ROM 130, 59 Error and Event Messages Help 584 — 585
Dynamic disks Error detection, RAM 486 — 487
converting basic disks 468 Error events 583
Disk Groups ) Error messages
adding new disk to group 469 —471 Access is denied 530
description 467 Error and Event Messages Help 584 — 585

moving disks between computers 468 — 469

Stop messages See Stop messages
features 8 — 10 P g P &

troubleshooting 604
ErrorControl registry entry 594
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Error-corrective coding (ECC) 486
Errors System counter 408
Estimating replacement costs 456
Event ID 410 -412, 427
Event Viewer 582 — 584
Events
Application log 582
auditing print events 214
Error and Event Messages Help 584 — 585
logging disk quota limits 107
logging spooler events 216 — 217
Security log 583
starting Event Viewer 582
System log 582
tracing 231
Troubleshooters 585 — 586
types of 583
viewing in Event Viewer 583 — 584
Exceeding disk quota limits 107
Excel, placing System Monitor ActiveX control in
spreadsheets 283 — 286
Exchange, backing up and restoring 522 — 523
Exctrlst.exe 258
Execute Command Line trigger 420
Exit command, Recovery Console 535
Expand command, Recovery Console 535
Expand tool 157
Explorer integration with Remote Storage 93
Exporting logs to spreadsheets 249
Extended BIOS parameter block
boot sector 22, 24
FAT16 volumes 24
FAT32 volumes 27, 29
NTES volumes 31 —33
Extended boot record (EBR) 19 —21
Extended Boot Signature field 27 — 31
Extended Flags field 29

Extended Industry Standard Architecture (EISA) volume 482

Extended partitions
basic disks 8
dynamic disks 9,9 - 10
extended partition table 19 —21
partition table information 12
upgraded from basic storage 7
Extended volumes
limitations of 10
External application libraries 91

F

Failed entry 591
Failed state 57
Failovers, Print Spooler resources 213
Failure Audit events 583
Failures
boot devices, Stop 0x7B message 663
categorizing 455
disk
mirrored volumes 474, 482
RAID-5 volumes 477
recovery from, mirrored volumes 476
hardware
avoiding 486 — 487
Stop 0x50 message 655
Stop 0x7F message 666 — 667
mean time between 455
memory
Stop 0x77 message 658
Stop 0xC0000221 message 671
motherboard 486
MTBF 487
probabilities of 455
RAM 661
recovery plans
developing 459 — 461
training personnel 462
single points of, avoiding 485 — 491
Windows 2000 startup 615

Fast Repair option, Emergency Repair Process 542 — 543

Fastfat driver 115

FAT12 file system 112

FAT16 file system
boot sectors 24 —25
cluster sizes 17, 112
compared to FAT32 130-133
compared to NTFS See NTFS file system
converting to NTFS 121, 155 - 156
file names 116 —117
floppy disks 112
maximum cluster size 17
maximum volume size 112, 136

moving and copying files to NTFS volumes 145

operating system compatibility 111
overview 111 -114

scalability 115

using in Windows 2000 117
volume structure 113 —114



712 Index

FAT32 file system File allocation table (FAT) (continued)
BIOS parameter block (BPB) structure disabled 115 . Stop 0x7A message 661
boot sectors 27 — 29 Stop 0x7B message 664
cluster sizes 17, 115 File and Print Services 173, 198 — 199
compared to FAT16 130 - 133 File attributes, NTFS 126
compared to NTFS See NTFS file system File compression
converting to NTFS 121, 155 - 156 Compact tool 143, 153 — 154
extended attributes disabled 115 Compress tool 154 — 155
file names 116 — 117 compressed object color 143
logical drive size 115 compressing files 142
maximum cluster size 17 compression algorithm 141, 146
maximum file size 115 compression utilities 147
maximum volume size 114, 115, 136 — 137 copying compressed files 143, 145 — 146
moving and copying files to NTES volumes 145 decompressing files 142
operating system compatibility 111 determining disk space usage 157
overview 114-116 determining file size 157
scalability 115 disk quotas 104
using in Windows 2000 117 DoubleSpace tool 141, 147
volume structure 115-116 DriveSpace tool 141, 147
Faults, page 291, 306 - 310 effect on disk space 104
Fault-tolerant systems effect on performance 147
backups 523 Expand tool 157
climate control system 451 moving compressed files 143 — 146
Disk Groups NTES support 133, 141
adding new disk to group 469 —471 page files 142
description 467 reading compressed files 141
moving disks between computers 468 — 469 setting folder compression state 141 — 142
dynamic storage 6, 8 volumes low on free disk space 154
Ftdisk tool 102 File encryption, NTFS 119
hardware vs. software 484 — 485 File name attribute type 126
mass storage systems 482 — 484 File names
mirrored volumes See Mirrored volumes CD-ROM 130
page file location 482 disabling short 368
planning considerations 451 — 452, 485 — 486 FAT volumes 116 - 117
RAID configurations 465 —467 generating short 128 — 129
RAID-5 volumes See RAID-5 volumes log files (Performance Logs and Alerts) 249
testing 485 long names
Fdisk command Stop 0x77 message 658
setting partitions 39 Stop 0x7A message 661
troubleshooting viruses with 38 Stop 0x7B message 664
Fields using 127 - 129
FAT16 volume partition tables 25 NTES volumes 127
FAT32 volume partition tables 29 POSIX 140 - 141
NTES volume partition tables 32 spaces in 127 — 128
File allocation table (FAT) viewing 129
FAT16 See FAT16 file system FILE port 177
FAT32 See FAT32 file system File records, NTFS 125
Stop 0x77 message 658 File Selection Criteria 79

File Signature Verification Utility 573
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File System Information Sector Number field 29
File System Type field 27 - 31
File System Version field 29
File systems
compact disc file system (CDFES) 130
compared 130 — 141
FATI16 See FATI6 file system
FAT32 See FAT32 file system
NTFS See NTFS file system
operating system compatibility 111
supported in Windows 2000 109 — 111
tools for working with
Cacls 152 -153
Compact 153 — 154
Compress 154 - 155
Convert 155 -156
DirUse 157
Expand 157
Mountvol 158
Universal Disk Format (UDF) 130
FILE_FLAG_BACKUP_SEMANTICS flag 80

FILE_FLAG_OPEN_BACKUP_SEMANTICS parameter 98

FILE_FLAG_OPEN_NO_RECALL flag 80, 85 - 86
FILE_OPEN_NO_RECALL parameter 99
Files

backing up See Backups

Boot.ini See Boot.ini

command files, running during power failures 489

compressing See File compression

controlling access to See Access control lists

copy command

Recovery Console 530
wildcards 128

databases See Databases

deleting with wildcards 128

encrypted, restoring 518

grouping 88

location in FAT16 volumes 114

locked 518

managing using Remote Storage See Remote Storage

managing using Removable Storage See Removable

Storage

names See File names

NTFS See NTES file system

optimizing performance 367 — 370

POSIX 140 - 141

preventing deletion of 140

Files (continued)
printcap, viewing 196
replicating 88
required to start Windows 2000 615, 617
restoring from backups 546
signature files, antivirus programs 37
sizes 115
sparse
NTFS support 119 - 120
using in Windows NT 122, 123
speed of reading and writing in Windows 2000 135
stored in MFT 124
system mismatches, Stop 0xCO00021A message 669
Filter Item options 422
Filtering events 583
Filtering frames 422
Fixboot command, Recovery Console 536
Fixmbr command, Recovery Console 38, 536
Flow meter capacity metric, Remote Storage 88 — 89
Flushing caches 320
Folders
accessing in Recovery Console 530
Active Directory, backing up 514
cataloging and viewing those available 558
compressing See File compression
controlling access to 138 — 140
in registry editor 588
MFT records 125
Repair 541
structure
FAT16 volumes 113 -114
FAT32 and NTFS volumes 115-116
volume mount points 150
Fonts property, System Monitor 240
Forcing printer restart 207
Foreground process scheduling 356
Format command, Recovery Console 536
Formatting
FAT16 volumes 112
FAT32 volumes 115
NTFS volumes 124 — 125
System Monitor ActiveX controls in documents 286 —
288
Forwarding local print jobs 181
Fragmentation of disks 375, 391
Frame Viewer window 421
Free media 63 — 65
Free Megabytes counter 372
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Free pools 55, 64

FrontPage, inserting System Monitor ActiveX control in 286
Ftdisk tool 102, 474

Ftdisk.sys disk driver 101

Full partitioning 438

Full Remote Storage 90

G

Gateway Service for NetWare 173, 199 — 200
Gauges, CPU 250
GDI (Graphical Device Interface) 169
GDI objects measure 253
General property 240
Globally unique identifiers (GUID)

description 558

naming media with, Removable Storage 58
Graph pane 417
Graph property 241
Graphical Device Interface (GDI) 169
Graphing processor time in privileged and kernel modes 256
Graphs, System Monitor 242
Group policy printer settings 208 — 209
Grouping files 88
Groups, choosing for monitoring 242
GUID See Globally unique identifiers

H

HAL See Hardware abstraction layer
Hal.dll, Stop 0x79 message 659
Handle Count counter 253, 256
Hard disks
accessing with Recovery Console 40
bad blocks, Stop 0x24 message 650
integrity
Stop 0x77 message 658
Stop 0x7A message 661
Stop 0x7B message 664
startup disks as 616
Hard page faults 291, 306 — 310
Hard processor affinity 439
Hard quota limit, disk quotas 104
Hardware
compatibility 604
components, avoiding failures 486 — 487
defective 658

Hardware (continued)
detecting at startup 622
failures
Stop 0x50 message 655
Stop 0x7F message 666 — 667
incompatibility
Stop 0x1E message 649
Stop 0x7B message 663
Stop 0x7F message 666 — 667
installing, Stop message 649
media-moving 50
Stop 0x2E message 652 — 653
troubleshooting startup problems with 628 — 629
upgrade planning 453 — 454
Hardware abstraction layer (HAL)
error messages 672
mismatched 659 — 660
Hardware Compatibility List (HCL) 606 — 607
Hardware interrupt partitioning 442
Hardware malfunction messages 639, 672 — 673
Hardware Profiles subkey 593
Hardware RAID, Windows 2000 compatibility 467
HARDWARE registry key 589
Hardware Resources, System Information tool 568
Hardware troubleshooter 575
Hardware Wizard 572
HCL (Hardware Compatibility List) 606 — 607
Head field 15-18
Headers, protocol 397
Heartbeat thread 279
Hex pane 421
Hidden Sectors field 25 —29
Hiding Task Manager button 251
High class 354
Highlighting data 242
Histograms, System Monitor 236
HKEY_CLASSES_ROOT subtree 587
HKEY_CURRENT_CONFIG subtree 587
HKEY_CURRENT_USER subtree 587
HKEY_LOCAL_MACHINE subtree
description 587
keysin 589 - 591
HKEY_USERS subtree 587
Holes 146
Host names, entering printer addresses 196
Hot fixes, uninstalling 577
HP Network Print Monitor (Hpmon) 190 — 191
HP-GL/2 Plotter Driver 171
Hpmon See HP Network Print Monitor
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HTML See Hypertext Markup Language Incompatible state 61
HTTP Indexing Service object 228 Incremental backups 495, 516 — 517
Hubs as cause of disrupted network connections 490 — 491 Index Allocation attribute type 126
Hypertext Markup Language (HTML) Index Root attribute type 126

displaying printing information 187 Indexing Service Filter object 228

installing printers 186 — 187 Indexing Service object 228

Information events 583
I Inheritable permissions 138
Initial sizes of paging files, setting 298

I/O See Input/output Initializing
1/O Other Bytes measure 253 device drivers 624
/O Other measure 253 kernels 624 - 625
/O Read Bytes measure 253 new and empty disks 6
/O Reads measure 253 InoculateIT AntiVirus AVBoot program 575
VO status code Input/output (I/0), sizes of requests 391 — 392

Stop 0x77 message 657, 658 Insert{eject (I]?Z) ports in libraries 54

Stop 0x7A message 661 Inserting media, Removable Storage 73 — 74
1/O Write Bytes measure 254 Inspect Boot Sector option 543
/O Writes measure 254 Inspect Startup Environment option 543
IAS Accounting Clients object 228 Installed memory, determining amount of 292 — 293
TAS Accounting Servers object 228 Installing
IAS Authentication Clients object 228 applications 604
IAS Authentication Servers object 228 client drivers, Windows 95 and 98 191
ICMP object 228 device drivers, Stop 0x2E message 653
Icons, CPU gauge 250 hardware, Stop Ox1E message 649
ID Process counter 255 Hpmon 190 — 191
IDE drivers, corruption 650 Network Monitor 415 -416
Ideal processor 438 Print Server for Macintosh 193, 201
Identifiers, GUID 558 print shares 178 — 179, 181

Idle priority class 354 printers See Printers, installing
Idle process 330 PrnAdmin tool 219
Idle state 61 Remote Storage 95
Removable Storage-aware applications 65 — 66
standard TCP/IP port with SPM 183 — 184
Windows 2000
limitations of dynamic disks when 9
Stop messages 642, 647
Instances
_Total 231
choosing groups of for monitoring 242
loopback addresses 399
missing, troubleshooting 268

IE ports See Insert/eject ports

IIS See Internet Information Service
Image Name measure 254
ImagePath registry entry 594
Import pools 56, 64

Imported state 61

In Process state 57

In Use state 61

Inaccessible boot device error 41
Inaccessible state 61

INACCESSIBLE_BOOT_DEVICE Stop message 662 — 664 performance monitoring 230 — 232
Incompatible hardware tracking totals of, System Monitor 242

Stop Ox1E message 649 Instantaneous counters 232
Stop 0x7B message 663 Integrated Windows authentication option 189
Stop 0x7F message 666 — 667 Integrating ActiveX control into applications 282 — 288



716 Index

Integrity
hard disks, verifying 658, 661, 664
NTES volumes 148
Intermediary devices 490 — 491
Internet
printing 166, 185 — 189
‘Web pages, placing System Monitor ActiveX control
into 283 —286
Internet Explorer
System Information tool 571
viewing and managing printers 166
Internet Information Service (IIS) 166, 173
Interprocessor interrupt 437
Interrupt avoidance 338
Interrupt moderation 338, 441 — 442
Interrupt Request Level (IRQL)
deferred procedure calls 431
Stop message 646
Interrupts
activity rates 437
effects upon bottlenecks 332
monitoring 337 — 338
software See Deferred procedure calls
Interrupts/sec counter 264, 328
Inventories, Removable Storage 75
IO Other Bytes/sec counter 253
10 Other Operations/sec counter 253
IO Read Operations/sec counter 253
IO Write Bytes/sec counter 254
IO Write Operations/sec counter 254
IP object 228
IP Read Bytes/sec counter 253
IPConfig tool 578 — 579, 609 — 610
IPI See Interprocessor interrupt
IPSecMon tool 581
IrDA (Infrared) ports 180
IRQL (Interrupt Request Level)
deferred procedure calls 431
Stop message 646
IRQL_NOT_LESS_OR_EQUAL Stop message 646 — 648
Isolating sources of problems 602

J

Jet databases, restoring 552
Job Errors counter 213
Job Object 228, 329

Job Object Details object 229
Job-based connections 190 — 191

K

Kernel mode See Privileged mode
Kernel Stop messages 584
KERNEL_DATA_INPAGE_ERROR Stop message 660 —
662
KERNEL_STACK_INPAGE_ERROR Stop message 657 —
659
Kernel-level drivers, Remote Storage support 91
Kernel-mode memory leaks 316
Kernels
context switches, monitoring 338 — 339
displaying 628
initializing 624 — 625
loading 623 - 625
mismatches 659 — 660
KMODE_EXCEPTION_NOT_HANDLED Stop
message 648 — 650
Knowledge Base 586, 608

L

LAN backups 501
Language monitors 176
Laptop computers
dynamic disk support 9
troubleshooting problems with 613
Large backups 503
Large Sectors field 25 — 29
Large sites, granting rights at 499
LargeSystemCache registry entry
changing 294
optimizing memory 296
values 295
Last Known Good Configuration 633, 647
LastKnownGood configuration 591 — 592
Lazy-write technique 149
Leaks (memory)
identifying 310 — 315
kernel-mode 316
nonpaged pools 312 -313
LeakyApp tool
counter activity during memory leaks 314
paging file usage during memory shortages 300
Legacy applications, monitoring 278 — 282
Legacy network interfaces, printing 190 — 191
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Legacy volumes 8
Legends, System Monitor 235, 241
Libraries
overview 53 —54
Remote Storage, upgrading 90
robotic, configuring 69
sharing with external applications 91
single and multiple tape, Remote Storage 78
states of 77
technical reference, creating 457
troubleshooting 78
License management, Remote Storage 95
Limiting log size 249
Line printer daemon (LPD) utility 193 — 198
Line printer remote (LPR) utility 193 — 198
Links, slow 402 — 403
Links, tracking in NTFS 121
Listsvc command, Recovery Console 536
Load balancing and scaling 445 — 446
Local area networks (LANs), backups 501
Local computers
backups 496 — 497, 518
enabling disk quotas on 106
Local only mode 415
Local port monitors (Localspl.dll) 177 — 178
Local print providers, Windows 2000 servers 173 — 175
Local printing
forwarding print jobs 181
installing print shares 178 — 179
overview 162 —165
Local Stop files, creating 598
Local storage
configuring and managing volumes 94
managing with Remote Storage 82
monitoring management of 95
NTEFS files 85— 88
Localspl.dll See Local port monitor
Locked files, backing up 518
Log File Service, redo and undo information 149
Log files, backup-and-restore procedures 511
Log services, scheduling monitoring with 331
Logged Tool Stream attribute type 126
Logging
Application log 582
processor usage per thread 347 — 348
Security log 583
spooler events 216 —217
System log 582
time used by processes 340 — 344

Logging (continued)
transactions, NTFS 148 — 149
viewing event logs in Event Viewer 582, 583 — 584
Logging on to finish Windows 2000 startup 615
Logical Disk counter 331
Logical Disk Manager 102
Logical identifiers 52
Logical printer 161
Logical volumes 523
LogicalDisk object
counters 371 —373
description 229, 370 — 371
Logon command, Recovery Console 536
Logon process 625
Logon scripts, backing up 518 — 519
Logs
event See Events
Performance Logs and Alerts See Performance Logs and
Alerts
Long file names
FAT volumes 116 -117
generating short names from 128 — 129
overview 127 —129
spaces in 127 — 128
Stop 0x77 message 658
Stop 0x7A message 661
Stop 0x7B message 664
viewing 129
Loopback addresses 399
Loss of data, recovery and restoration planning 454
LPD (line printer daemon) utility 193 — 198
LPR (line printer remote) utility 193 — 198
LPR protocol, remote printing 182 — 183
LPT, detecting print device on 180

Machine types, mismatches 659 — 660
Macintosh computers

Printer Server for 173

printing from clients 200 — 203

SFM volumes, Stop 0x24 message 651
Magneto-optic (MO) disks 52
Mailslot Allocations Failed counter 404
Mailslot Opens Failed/sec counter 404
Mailslot Receives Failed counter 404
Mailslot Writes Failed counter 405
Managed files, recovering 557 — 558
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Managing data storage
Disk Management tool 49, 101 — 102
disk quotas See Disk quotas
overview 47 —49
Remote Storage See Remote Storage
Removable Storage See Removable Storage
Managing volumes 94
Manual configuration, Removable Storage 69 — 70
Manual publishing, printers 206
Manual Repair option, repairing system files 542 — 543
Map command, Recovery Console 537
Map requests, NTFS files 85
Mapping, volumes 530
Mass storage, configuring 482
Master boot code 11
Master boot record (MBR)
extended boot record (EBR) 19 —21
location 10
overview 11-21
repairing damaged 38 —41
role in initial Windows 2000 startup 616
running Recovery Console when damaged 528
viruses 35 -38
Master File Table (MFT)
moving 31
NTFS volumes 124 — 125
Master media, recreating 558
MasterPeriodicity parameter 406
MaxGlobalOpenSearch counter 412
MaxHashTableSize registry subkey 420
Maximize Data Throughput for File Sharing option 306
Maximum throughput testing 378 — 379
MaxKeepSearch counter 412
MaxUserPort registry subkey 420
MBR See Master boot record
Md command, Recovery Console 537
Meantime between failures (MTBF) 455, 487
Measuring processor performance See Processors, monitoring
Measuring SMP performance See Symmetric multiprocessing
Media
backup 500 - 501, 517
free 63 - 65
handling 60
identifying and naming 58 — 60
labels, backup-and-restore procedures 511
offline, physical locations of 54

Media (continued)
preparing 66
protecting tape cartridges 100
recovering 558 — 559
Remote Storage
configuring and managing 95
protecting 521 — 522
purpose of 520
status and location 90
Removable Storage
backup media 71— 72
inserting and ejecting 73 — 74
overview 52 -53
troubleshooting 78
types 495 — 496
Media Descriptor field 25 —29
Media pools 55 — 56, 64 — 65
Media states 61
Media-moving hardware 50
Media-sense network adapters 395
MEM Usage count 256
Memory
bottlenecks, resolving 322 — 323
checking amount available 78
checking installed 293
determining amount of installed 292 — 293
effects of SMP on 433
effects of virtual memory on 301
error detection 486 — 487
error-corrective coding (ECC) 486
failures
Stop 0x77 message 658
Stop 0x7A message 661
Stop 0xC0000221 message 671
file system cache
bottlenecks 322 — 323
cache counters, analyzing values 320 - 321
cache counters, described 318 —320
description 293, 316
memory and cache usage 289 — 323
monitoring, overview 316 — 318
optimizing 322
setting size 293 — 295
leaks
description 310
kernel-mode 316
nonpaged pools 312 — 315
user-mode memory leaks 310 —-315
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Memory (continued)
monitoring
baseline, establishing 300 — 302
counters for analyzing memory usage 302 — 304
counters for monitoring performance 259 — 260
counters for monitoring processor activity 331
overview 289 — 292
paging activity 385 — 387
recommended counter thresholds 263
shortages 304 — 306
virtual memory usage 301
nonpaged pool, Stop 0x24 message 651
nonparity 486
optimizing 296 — 297
paging file
bad blocks messages 658, 661
compressing 142
default size 300
description 293
hard page faults 307 — 310
monitoring paging activity 385 — 387
moving 299
multiple 299
recommended counter thresholds 263
setting size 297 — 300
parity 486
RAID-5 volumes 479
reserved 293
services usage 301 — 302
setting Windows RAM usage 628
Windows 2000 requirements 292
Memory dump files 482
Memory map requests, NTFES files 85
Memory objects
counters, function of 312
description 229
Memory Usage Delta measure 254
Memory Usage measure 254
Memory.dmp, writing Stop information to 598
Memory\Available Bytes counter 305, 311
Memory\Pages/sec counter 305 — 306
Memsnap 313
Messages
Access is denied 530
drive is too small 481
hardware malfunction 639, 672 — 673
Stop See Stop messages
system 639

Metadata

NTEFS volumes 124 — 125

overhead, converting FAT volumes to NTFS 156

protecting, Remote Storage 101
MFT See Master file tables
Microsoft TechNet 566
Migrating files

between NTFS folders, preserving permissions 139

effects of compression upon 143 — 146
Minimizing video card failures 487
MinKeepSearch counter 412
Mirrored volumes

compared to RAID-5 475

configuring system partition 480 — 482

costs 475

creating 15, 479

deleting 549

disk reads and writes 380

disk space utilization 476

duplexing 474, 475

mass storage configurations 482 — 484

moving between Disk Groups 469 —471

overview 474 - 476

recovering 547 — 549

replacing failed 548 — 549

resynchronizing 549

viewing status in Disk Management 465 — 467
Mirroring partitions 475
MISMATCHED_HAL Stop message 659 — 660
Missed Mailslot Datagrams counter 405
Missed Server Announcements counter 405
Missed Server List Requests counter 405
Missing drivers, finding with /SOS switch 628
Mixing processor files, Stop 0x79 message 659 — 660
Mkdir command, Recovery Console 537
MO (magneto-optic) disks 52
Monitoring

disks See Disks, monitoring

file system cache usage See Memory

1/O requests queued for service 388

jobs, Remote Storage 95

local storage, management of 95

memory See Memory, monitoring

paging activity 385 — 387

performance See Performance, monitoring

processors See Processors, monitoring

remote computers 272 - 275

Remote Storage 95

servers 275 -278
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Monitors
Hpmon, installing 190 — 191
language 176
port
overview 177 -178
Sfmmon, printing documents from 203
print
overview 176 — 178
More command, Recovery Console 537
Motherboards, avoiding failures 486
Mounted state 61
Mounting volume mount points 150
Mountvol tool 158
Moving files
between NTFS folders, preserving permissions 139
between Remote Storage installations 97
effects of compression upon 143 — 146
paging 299
premigrated 86 — 87
Moving MFT 31
Moving placeholders 86 — 87, 88
MPS (Multiprocessor Specification) 441
MS-DOS
accessing volumes, System IDs and 15
closing searches 412
DoubleSpace and DriveSpace compression 141
entering long file names in 128
Expand tool 157
file names on FAT volumes 116 — 117
forbidden file naming characters in 128
monitoring MS-DOS applications 282
printing from clients 191 — 193
readable file names on NTFS volumes 127
MTBF See Meantime between failure
Multiple data streams in NTFS 118
Multiple disk sets, creating 8
Multiple network adapters, configuring 427
Multiple processors
improving performance 332
recommended counter thresholds for 264
Multiple tape libraries 78
Multiple-boot configurations
FAT16 volumes 17
formatting system partitions 134
Multiprocessor Specification (MPS) 441
Multiprocessors
mixing files, Stop 0x79 message 659 — 660
queue lengths 336

Multiprocessors (continued)
SMP system performance
application design and 443 — 444
monitoring activity 433 —438
Network Load Balancing and scaling 445 — 446
optimizing and tuning installations 438 — 443
overview 431 -433
Multithreaded applications, adding processors 342
My Computer
changing attributes in 621
vs. Compact tool 154

N

Name resolution, NetBIOS 580
Named streams, changing 107
Names
file See File names
host, entering printer addresses 196
media 58 - 60
NTVDM processes 282
print queue 196
Natural disaster planning, data recovery 454
NBT Connection object 229, 404
NBTStat tool 580
NetBEUI protocol
multiple network adapters 427 — 428
NetBEUI resource objects 402
NetBIOS name resolution 580
NetDiag tool 578, 610
NetWare
Client Service for 173
File and Print Services for 173
Gateway Service for 173
NetDiag tool 578
printing from clients and servers 198 — 200
Network adapters
adding 427 — 428, 441, 420
media-sense 395
monitoring performance 399 — 400
promiscuous mode 415
speed 396
switching between 420
upgrading 441
Network cards, avoiding failures 487
Network components, effects of SMP upon 433
Network Connections tool 572
Network Errors/sec counter 407
Network Interface object 229, 399 — 400
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Network layer 397
Network Load Balancing 445 - 446
Network Monitor
captured data
analyzing 416
capture buffer 415, 425
capture offset 419
displaying 421 — 423
filters 418 —419
frame data 416 — 421
reviewing 423 — 424
driver 396
installing 415 -416
overview 413 —415
Network Monitor Capture window 417
Network Protocol objects counter 401 — 403
Network Segment objects counter 400 — 401
Networks
bottlenecks, troubleshooting 425 — 428
counters for monitoring performance 260
disrupted network connections 490 — 491
improving performance over slow links 402 — 403
LAN, backups 501
monitoring performance 393 — 428
printers
Active Directory and 204 — 209
architecture 166 — 178
Cluster service 210 -213
monitoring performance 213 - 219
non-Windows 2000 operating systems 191 — 203
overview 161 — 166
sharing 178 — 191
recommended counter thresholds for 263
sessions, viewing 418
traffic, monitoring processor activity affected by 331
troubleshooting 609 — 610
New disks, initializing 6
Newsgroups, receiving technical support through 566
No Action trigger 420
Nonpaged Pool measure 254
Nonpaged pools
description 293
memory leaks 312 —313
Stop 0x24 message 651
Stop 0x77 message 658
Stop 0x7A message 661
Nonparity random access memory (RAM) 486
Normal backups 495, 516 — 517

Normal priority class 354
Nothing trigger 420
NT EMF 1.00x data type, print processors 175
NT Virtual DOS Machine (NTVDM)
monitoring 16-bit applications 278 — 280
monitoring MS-DOS applications 282
running 16-bit applications in separate processes 281
Ntdetect.chk 622, 627 — 628
NTES file system
adding files to volumes almost full 146
boot sector 31 —-32, 124
caching 149
change journal
description 119
sparse stream 119
using in Windows NT 122, 123
cluster remapping 149
cluster sizes 123
compared to FAT
access control features 138 — 140
choosing a file system 130
compression support 133
file access speed 135
multiple-boot systems 134
NFTS advantages 133 — 134
NFTS disadvantages 134
recoverability 133
volume sizes 136 — 137
compressing files and folders See File compression
converting FAT volumes 121
converting volumes to FAT 155 - 156
copying files and folders 143, 145 — 146
corruption
Stop 0x24 message 650
Stop 0x2E message 654
Stop 0x50 message 656
disk quotas See disk quotas
encryption
Encrypting File System (EFS) 119
using in Windows NT 122, 123
enumerating volumes 158
file attributes 126 — 127
file system tools, list of 151
files copied to floppy disks 118
formatting volumes 124 — 125
improving performance 368 — 369
link-tracking service 121
local file storage 85 — 88
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NTES file system (continued)
Master File Table (MFT) 124 - 125
maximum volume size 137
metadata 124 — 125
monitoring disk space 374
moving files and folders 143 — 145
MS-DOS file names 127
multiple data streams 118
multiple-boot systems 122, 134
object identifiers
tracking links between files 121
using in Windows NT 122, 123
operating system compatibility 111
overview 117 -127
POSIX compliance 140 - 141
recovering data 148 — 149
reparse points See Reparse points
sparse files
description 119 — 120
using in Windows NT 122, 123
upgrading to on-disk format 121
volume integrity 148
volume structure 123
Windows NT compatibility 122 — 123
NTFS_FILE_SYSTEM Stop message 650 — 652
NTLDR
choosing operating systems from 619
displaying kernels and device drivers 628
loading kernels 623 — 625
role in Windows 2000 startup 617 — 618
troubleshooting startup problems 627
Ntoskrnl.exe
initializing kernels 624 — 625
Stop 0x79 message 659
NTVDM See NT Virtual DOS Machine
NUL port, testing client connectivity with 177
Null sessions, forwarding print jobs 181
Number of FATs field 25 -29
Number of Heads field 25 -29
NUMPROC=x switch 620
NWLink protocol 401
Nwprovau print providers 200

0

Object ID attribute type 126
Object identifiers, NTFS 121, 122, 123

Objects

Browser 227, 404 — 405
Cache 227
Distributed Transaction Coordinator 228
HTTP Indexing Service 228
IAS Accounting Clients 228
IAS Accounting Servers 228
IAS Authentication Clients 228
IAS Authentication Servers 228
ICMP 228
Indexing Service 228
Indexing Service Filter 228
1P 228
Job Object 228, 329
Job Object Details 229
LogicalDisk
counters 371 — 373
description 229, 370 - 371
Memory 229, 312
missing, troubleshooting 268
monitoring server workload 275 - 276
NBT Connection 229, 404
NetBEUI resource objects 402
Network Interface 229, 399 — 400
Network Segment 400 — 401
Objects 229
Paging File 229
performance monitoring 227 — 230
PhysicalDisk
counters 371 —373
description 229, 370 — 371
Print Queue 229
Process
counters, function of 312
description 229
Task Manager Process measures 252 — 255
Processor 229
Redirector 229
Server 230
Server Work Queues 230
System 230
TCP 230
Telephony 230
Thread 230
UDP 230

Objects object 229

Offline media, physical locations of 54
Off-site storage, backup media 500 — 501
OLE links, tracking 121
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OMID See On-media identifiers
Online UPS 488
On-media identifiers (OMIDs) 58
On-site storage, backup media 500
Open files counter 411
Open requests, NTFS volumes 85 — 86
Open searches counter 412
Operating system, choosing from NTLDR 619 - 621
Operator requests, Removable Storage 57, 66, 76
Optical media, moving among media pools 74
Optimizing
cache usage 322
memory 296 — 297, 300
multiprocessor installations 438 — 443
paging files 297 — 300
performance, application design 443 — 445
Original disks, mirrored volume failures 482
Orphans
partitions 547
printers, pruning 206 — 207
0S/2, printing from 191 - 193
OSI layers 397
Out-of-date files, Stop 0x79 message 659
Output destination rules, 16-bit applications 192 — 193
Output Queue Length counter 399
Output redirection
LPR utility 194
NetWare clients 199
Overhead
controlling performance monitoring 272
converting FAT volumes to NTFS 156
frequent processor monitoring 331
protocol headers and transmission rates 397
Overlocking CPUs, Stop 0x7F message 667

P

Packets 414, 580

Packets Outbound Discarded counter 399

Page Fault Monitor (Pfmon.exe) 308

Page faults 291, 306 — 310

Page Faults Delta measure 254

Page Faults measure 254

Page file, RAID-5 volumes 482

PAGE_FAULT_IN_NONPAGED_AREA Stop
message 655 - 656

Paged Pool measure 254

Paged pools 293

Pages/sec counter 263

Paging file See Memory
Paging File object 229
Parallel ports (LPTs), detecting print devices on 180
Parity random access memory (RAM) 486
Parity strips 477
Partition boot sector file 125
Partition tables
description 12
extended boot record (EBR) 19 - 21
fields 12-19
size limitations of 137
Partitioning
deferred procedure calls (DPCs) 440 — 442
full 438
hardware interrupt 442
threads 439 — 440
Partitions
active 617
basic disks 8
boot 475
dynamic disks 471
mirroring 475
orphaning 547
restoring configurations 546
setting, Fdisk command 39
starting sectors 15
Stop 0x7B message 663
system 475
troubleshooting 6
upgrading to dynamic disks 7
walking 10
Password, Recovery Console 529
PathPing tool 580
Pattern Match Then Buffer Space trigger 420
Pattern Match trigger 420
Peak committed memory 301
Peak Memory Usage measure 254
Peer Web Services 173
Peer-to-peer networks 163
Perfmon4.exe 234
Perfmtr.exe 258, 289
Performance
application 443 — 445
FATI16, FAT32, and NTFS speed 135
file and folder compression 147
monitoring
analyzing results of 261 — 264
baseline, establishing 261, 277
counters 230 — 232
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Performance (continued)
monitoring (continued)
data collection architecture 226 — 232
definitions of terms used in 225 — 226
disks See Disks
event tracing 231
instances 230 — 231
investigating bottlenecks 265 — 266
legacy applications 278 — 282
network printers 213 —219
networks 393 — 428
overhead 272

Performance Logs and Alerts tool See Performance

Logs and Alerts

performance object minimum configuration 258 —

261
performance object thresholds 263 — 264
performance objects 227 — 230
processors See Processors, monitoring
queues, description 226
remote computers 272 — 275
response time, description 226
scheduling data collection 231
servers 275 —278

SMP systems See symmetric multiprocessing

throughput, description 226
tools for 232 — 258
troubleshooting 267 — 272
using System Monitor See System Monitor
using Task Manager See Task Manager
striped volumes 473
Performance baseline 398
Performance Console 232, 233
Performance Counter 515
Performance Logs and Alerts
creating logs and alerts 245 — 248
exporting log data 249
log file names 249
log file size 249
monitoring performance with 243 — 249
recording transient data 249
sample settings file 245
starting 244 — 245
starting or stopping logs and alerts 249
starting Performance Console 232 — 233
trace data providers 249
trace logs 413
troubleshooting logs 270 — 271

Performance Monitor
checking nonpaged pools for memory leaks 312
description 258
evaluating memory and cache usage 289 — 323
monitoring thread and process priorities 357
Performance Options dialog box 359
Permissions
backup and restore 499
backup and restore operations 499 — 500
Cacls tool 152
inheritable 138
moved and copied files 139
setting
FAT volumes 140
Macintosh clients 202
NTES volumes 138
share permissions 138, 140
Personal Online Support 566
Pfmon.exe See Page Fault Monitor (Pfmon.exe)
Phase 0 initialization Stop messages 642
Phase 1 initialization Stop messages 642
Physical Drive Number field 27 — 31
Physical layer 397
Physical media 52
Physical Memory counter 257
PhysicalDisk object
counters 371 —373
description 229, 370 - 371
Physically full Remote Storage 90
PID measure See Process Identifier measure
Pjilmon.dll See Printer Job Language
PIL See Printer Job Language
Placeholders
deleting 86
moving and copying 86 — 87, 88
opening 85 — 86, 98, 99
premigrated files as 79
renaming 80, 86 — 87
restoring 87
volume mount points and symbolic links 88
Planning
backups 501 - 511
configurations
avoiding single points of failure 485 —491

contingency planning, system recovery 454 —456

data recovery and restoration 454
developing system recovery plans 459 — 461
fault-tolerant disks 465 — 485

hardware and software upgrades 453 — 454
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Planning (continued)
configurations (continued)
maintaining configuration and system
information 457
security 453
system maintenance 452 —453
top-down and bottom-up execution 452
training personnel for system recovery 462
for troubleshooting problems 605
Plotter devices 171
Plug and Play devices
default settings 574
installing local printers 180
Plug and Play specification 603
print devices 180
pmon.exe See Process Monitor (pmon.exe)
Pool memory 651
Pool Monitor (Poolmon.exe) 316
Pool Nonpaged Bytes counter 254, 257
Pool Nonpaged Failures counter 408
Pool Nonpaged Peak counter 408
Pool Paged Bytes counter 254, 257
Pool Paged Failures counter 409
Pool Paged Peak counter 409
Pool tags 316
Pooling printers 161
Poolmon.exe (Pool Monitor) 316
Pools
creating in Removable Storage 557
nonpaged
description 293
memory leaks 312 - 313
Stop 0x77 message 658
Stop 0x7A message 661
paged 293
Removable Storage and 55 — 56
Port monitors
See also Monitors
overview 177 —-178
preferred types for Windows 2000 162
Sfmmon, printing documents from 203
Portable computers
dynamic disk support 9
troubleshooting problems 613
Ports
administering remotely 178
choosing 177
FILE 177
Hpmon 190 - 191

Ports (continued)
IE, in libraries 54
ItDA (Infrared) ports 180
LPT, detecting print devices on 180
NUL, testing client connectivity with 177
POSIX 140 - 141
POST See Power-On Self Test routine
PostScript
binary jobs 202
troubleshooting scanner output 197
PostScript Printer Driver (PPD) 170 - 171, 197
Power supply, UPC 486 — 488
Power-On Self Test (POST) routine 616
PPD See PostScript Printer Driver
Premigrated files
converted to placeholders 79
deleting 86
premigration schedule 83
read, write, and memory map requests 85
renaming, moving, and copying 80, 107
system files excluded 83
truncated 82, 83 — 84
Presentation layer 397
Print jobs 161
Print monitors 176 — 178
Print processors 175 —176
Print Queue object 229
Print Server for Macintosh 200 — 202
Print servers
Active Directory sites
Computer object 205, 206
directory service integration 204 — 205
Group Policy settings 208 — 209
non-Windows 2000 printers 208
printer location tracking 209
printQueue object 205
publishing printers 205 — 207
site topology 204
sites without domain controllers 207
description 162
forwarding print jobs 181
HP Network Print Monitor (Hpmon) 190 — 191
Internet printing 185 — 189
NetWare 199
network architecture 162 — 165
non-Windows 2000 clients
AppleTalk protocol 203
LPR/LPD utility 193 — 198
Macintosh clients 200 — 203
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Print servers (continued)
non-Windows 2000 clients (continued)
MS-DOS clients 191 —193
NetWare clients 198 — 200
0S/2 clients 191 —193
UNIX clients 193 — 198
Windows 3.1 clients 191 — 193
Windows 95 clients 191
Windows 98 clients 191
print router 172
print server services 172 —173
printing process 166
remote print provider 171 — 172
remote printing 181
spooler 173 - 175
URLs 185 - 186
Print Services for Unix
default data types 194 — 195
installing 193
purpose of 173
Printcap files 196
Printer drivers
16-bit applications 169
description 161, 169 — 170
Graphical Device Interface (GDI) 169
HP-GL/2 Plotter Driver 171
included with Windows 2000 169 — 171
print processors 175
Universal Printer Driver (Unidriver) 170

viewing in Computer Management snap-in 567 — 570

Windows 2000 PostScript driver 170 — 171, 197
Printer Job Language (PJL) 176
Printer pooling 161
Printer Pruning policy setting 208
Printers
Active Directory directory service
default print behavior 205
Group Policy settings 208 — 209
non-Windows 2000 printers 208
printer location tracking 209
printer searches 191
pruning orphans 206 — 207
publishing printers 205 — 207
Windows 2000 print subsystem 204
auditing events 214 —216
bi-directional printing 176
Cluster service 210 - 213
connecting to 165

Printers (continued)
device drivers See Printer drivers
Hardware Compatibility List 169
installing
Add Printer Wizard 165, 178 — 180
from Web page 166, 186 — 187
in clusters 212
unattended setup 217 — 218
logical 161
monitoring performance 213 —-219
network architecture 166 — 178
non-Windows 2000 operating systems 191 — 203
overview 161 — 166
Plug and Play 180
scripts 218 — 216
sharing 178 — 191
spooler
auditing events 216 —217
client 171
server 173 - 175
Printing System Monitor data 241
Priority Base counter 252, 328, 329
Priority classes, thread 329, 354 — 355
Priority Current counter 329
Priority inversion 356
Private Bytes counter 255
Privileged mode
graphing processor time in 256
processes and threads 349 — 350
PrnAdmin tool 218 —219
Probabilities of failure, assessing 455
Process Identifier (PID) measure 255
Process Monitor (pmon.exe) 313
Process object
description 229
monitoring memory 304, 311 —-312
monitoring nonpaged pool space 312 —313
monitoring processor activity 328, 331
Task Manager Process measures 252 — 255
Process Viewer (Pviewer.exe) 350, 359
Processes
changing priorities 358 — 360
finding number of threads in 345 — 347
in user mode or privileged mode 349 — 350
monitoring 340
monitoring priorities 357
priority classes 329
process identifiers 329
process throttling 329
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Processes (continued)
Process Viewer utility 350, 359
Processes counter 257
processor bottlenecks 340 — 344
thread context switches 348 — 349
tracking processor usage per thread 347 — 348
viewing running processes 251 — 255
Processor object counters 328, 331
Processor Queue Length counter
description 328
monitoring 334 - 337
recommended threshold 264
Processor Time counter 333 — 334
Processor\% Processor Time counter 434 —435
Processors
adding 443
bottlenecks
analyzing counter values 332
common causes 332
context switches 338 — 339
eliminating 362 — 363
improving CPU response time 332 — 333
monitoring interrupts 337 — 338
monitoring threads 345
privileged mode 349 — 350
process consumption 340 — 344
Process Viewer utility 350
processor queue length 334 — 337
Processor Time counter 333 — 334
processor-intensive workloads 341 — 342
thread context switches 348 — 349
user mode 349 — 350
monitoring
establishing baselines 330 — 331
Idle process 330
overview 325 -327
process monitoring in Task Manager 251 — 255
processor counters 260, 328 — 329
Resource Kit tools 330
print 175 -176
process throttling 329
RIP 201
symmetric multiprocessing (SMP)
application design and 443 — 444
monitoring activity 433 —438
Network Load Balancing and scaling 445 — 446
optimizing and tuning installations 438 — 443
overview 431 —433

Processors (continued)
thread priority
monitoring thread dispatch states 351 — 353
priority classes 354 — 355
testing 360 — 362
thread scheduling 355 — 356
tools for 356 — 360
upgrading 443
Product Support Services
information to gather before contacting 605
questions used to analyze symptoms of problems 600
sending Memory.dmp files to 598
Profiling applications 342
Programs See Applications
Programs menu, adding Administrative Tools menu 233
Project Ascent 565
Promiscuous mode 415
Properties
description 422
protocol
description 423
System Monitor
ActiveX control 287 —288
colors 240
data 240
fonts 240
general 240
graph 241
Source 241
Properties option 239
Property filter item 422
Protecting boot sectors 33
Protecting Remote Storage data 100 — 101, 521 — 522
Protocol filter item 422
Protocol header overhead, effect on transmission rates 397
Protocols
AppleTalk 420
DHCEP, troubleshooting 610
frames sent by specific, viewing 423
LPR, remote printing 182 — 183
NetBEUI 420
NWLink 404
originating from specific computers, viewing 423
properties 423
Raw, remote printing 182 — 183
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Protocols (continued)
SNMP and SPM 185
TCP/IP See TCP/IP
Providers
local print servers 173 — 175
Nwprovau, print processing 200
remote print clients 171 —172
Pruning Interval policy setting 208
Pruning orphans, printers 206 — 207
Pruning Retries policy setting 208

PSCRIPT1 data type, Print Server for Macintosh 201

Publishing Windows 2000 printers 205 — 207
Pubprn.vbs 208
Pviewer.exe See Process Viewer

Q

Qslice tool 330

Quantums, scheduling threads 355
Querying available disk space 121
Queue Length counter 264, 410
Queue length, monitoring 435 — 436
Queued state 57

Quota disabled state 105

Quota tab 103

Quota tracked state 105

Quota, disk See Disk quotas
Quotation marks in long file names 127 — 128

R

RAID arrays 467

RAID-5 volumes
advantages of 478
compared to mirrored volumes 475
creating 15, 479, 480
deleting 551
disadvantages of 478 —479
disk reads and writes 380
mass storage configurations 482 — 484
moving between Disk Groups 469 —470
page file location 482
recovering 547, 550 — 551
replacing stripes 550
resolving disk bottlenecks with 389
structure 476 — 478

viewing status in Disk Management 465 — 467

Random access memory (RAM)
4-GB RAM Tuning option (4GT) 300
error-corrective coding (ECC) 486
failure 661
nonparity 487
parity 486
RAID-5 volumes 479
setting Windows RAM usage 628
Random data access 391
Raster driver See Universal Printer Driver
Raster image processors (RIP) 201
RAW data type
print processors 175
Print Server for Macintosh 201
printer server service 172
Raw protocol, remote printing 182 — 183
Rd command, Recovery Console 537
Read failures, mirrored volumes 474
Read map requests, NTES files 85
Reads
orphaning partitions 547
random data access 391
speed of in Windows 2000 135
testing 379 — 380
Reads Denied/sec counter 407
Real Time class 354
Recall notification, Remote Storage 92, 97
Recalling unnamed data attributes 80
Reconfiguring TCP/IP ports 184
Recordkeeping for troubleshooting 596
Records, file and directory 125
Recoverability in NTFS 133
Recovering
disk configurations 546
encrypted files 518
mirrored volumes 476, 547 — 549
NTFES data 148 — 149
placeholders 87
RAID-5 volumes 476, 547, 550 — 551

recovery and restoration planning 454, 459 — 462

Remote Storage data 100 — 101, 551 — 559
Remote Storage database 552, 554 — 556

Removable Storage databases 71 — 72, 552 — 554
restoring data from backups See Backups, restoring

Recovery Console
commands 531 — 538
password 529
recreating Boot.ini 540

repairing damaged MBRs and boot sectors 39 — 41
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Recovery Console (continued)
repairing Windows 2000 installations 527 — 530
replacing registry 540
Setup floppy disks 462
troubleshooting Windows 2000 startup 633 — 634
Recreating master media 558
Redirecting printing
for printing from Windows 3.x, MS-DOS, and OS/2 192
output destination rules 192 — 193
Redirecting screen output, IPConfig tool 578
Redirector object 229, 406
Redo information 149
Reduction in cache size 320
Redundant array of independent disks (RAID) See Fault-
tolerant systems
Redundant array of independent disks level 5 (RAID-5) See
RAID-5 volumes
Reference libraries, creating 457
Reference points See Baselines
Refresh Active 588
Refresh All 588
Refused state 57
Registration databases, backing up 515
Registry
backups
backing up registry 540, 515
restoring 544 — 545
Emergency Repair Disk (ERD) 541
memory management settings 294 — 296
registry editors 587 — 589
Remote Registry Service 274
structure 586 — 587
subkeys, monitoring network connections with 403
TCP/IP entries 402
troubleshooting 589 — 595
Reinstalling Windows 2000 543
Relative Sectors field, partition tables 18 — 19, 21
Reliability, striped volumes 473
Remote backups 497
Remote computers
backing up files 520
enabling disk quotas on 106
monitoring 272 — 275
Remote control programs, Stop message 649
Remote port monitors 178
Remote ports, administering 178
Remote print providers 171 - 172

Remote printing
installing print shares 181
overview 162 - 165
redirectors 192
Remote Registry Service 274
Remote Storage
backing up files 519
Disk Management attribute 82 — 83
managing data storage 49, 78 — 101
monitoring disk space with 374
recovering data 551 — 559
removable media 90
reparse points 150
restoring database 552, 554 — 556
Remote Storage Engine 88 — 90
Removable Storage
backups 516
creating pools 557
managing data storage 47 —48, 50— 78
restoring databases 552 — 554
troubleshooting 77 — 78
Ren command, Recovery Console 537
Rename command, Recovery Console 537
Renaming
files on FAT volumes 116 —117
placeholders 86 — 87
placeholders and premigrated files 80
premigrated files 86 — 87
Reparse Point attribute type 126
Reparse points
changing into placeholders 88
description 119, 150
Remote Storage 150
reparse attribute 150
using in Windows NT 122, 123
Repartitioning errors, Stop 0x7B message 663
Replacement costs, estimating 456
Replicating
files 88
Reports, System Monitor 236, 241
Requests, I/O 391 — 392
Reserved field 27 - 31, 29
Reserved memory 293
Reserved Sectors field 25 —29
Reserved state 61
Resets, causes of 424
Resetting statistics 418
Resource connections counter 411
Resource settings, changing 574
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Response time 226, 332
Respooling, LPR utility 197
Restarts, forcing for printers 207
Restoration planning, data 454
Restoring damaged data See Recovering
Restoring data from backups See Backups, restoring
Restricting log size 249
Resynchronizing mirrored volumes 549
Rewritable media, moving among media pools 74
Rmdir command, Recovery Console 537
Robotic libraries 54, 69
Root Cluster Number field 29
Root Entries field 25 —29
Root file name index 125
Root folders
FAT16 volumes 113
spooling to 174
Rotating media 100
Routers, disrupted network connections 490 — 491
Routing print documents 172
RsTore.exe 552
Runaway recalls 86
Rundl132 command 217
Running command files during power failures 489
Running processes, viewing 251 — 255

S

Sabotages, data recovery planning 454, 454
Safe mode 629 — 633, 653
SAM registry key 589
Save As option 239
Scale factor 431
Scaling
benefits of 431
FAT volumes 116
network load 445 — 446
Scandisk 658, 661, 664
Scanners 197, 647
Scheduled File Truncation, Remote Storage 84
Scheduling
backup 505 - 506
monitoring with log services 331
threads 336, 355 — 356
Screen output, redirecting with IPConfig tool 578
Screen savers, processor time 341
Scripting in Removable Storage 77
Scripts, logon 518 — 519
Scripts, printer 218

SCSI See Small computer system interface
Scsi() syntax, Boot.ini 617
Searches, closing in MS-DOS 420
SecondLevelDataCache registry entry 297
Sector field 15— 18
Sector Per Track field 25 —29
Sectors
512-byte, maximum cluster size 17
boot See Boot sector
critical to startup 10— 33
formatting multiple-boot configurations 134
size limitations 137
Sectors Per Cluster field 25 - 29
Sectors Per FAT field 25 -29
Security
access control lists 67, 152 — 153
access permissions 138 — 140
backups 498 - 501, 509
installing printers from Internet 187 — 189
Macintosh clients 202
monitoring remote computers 274 — 275
planning 453
Remote Storage support 88
Security Configuration and Analysis snap-in 538
Security Descriptor attribute type 126
Security file 125
Security log 583
SECURITY registry key 589
Seek operation 391
Select registry subkey 593
Sequencing, TCP 424
Sequential data access 391
Server Announce Allocations Failed/sec counter 405
Server Message Block (SMB) 424
Server object 230, 407 — 409
Server Service, troubleshooting 410 — 412
Server Sessions Hung counter 407
Server Work Queues object 230, 409 — 412
Server Work Queues\Queue Length counter 337
Server-only backups 496 — 497
Servers

counters for establishing baselines for disk usage 382

monitoring 275 — 278

NetWare, printing from 198 — 200

print 217

Print for Macintosh 200 — 202
recommended counter thresholds for 264
running remote backups 497



Index

731

Servers (continued)
spoolers, network printers 173
Unix, printing from 193 — 198
Windows 2000 memory recommendations 292
Service packs
checking version 648
downloading from Windows Update 577
ServiceGroupOrder registry subkey 594 — 595
Services
Active Directory Replicator, logon scripts 519
Browser, troubleshooting performance 405 — 406
certificate, backing up 514
Client, printing documents 199 — 200
Cluster, printing with 210 - 213
Component, backing up registration databases 515
Exchange, backing up and restoring 522 — 523
File and Print for NetWare, printing 198 — 199
Gateway, printing 199 — 200
link-tracking 121
loaded at startup 625
Log File, redo and undo information 149
log, scheduling monitoring with 331
memory consumption 301, 302
monitoring 275 — 278
Print for Unix 193
print server 172 -173
Server, troubleshooting performance 410 —412
Srv.sys 172
stopping 340
system
Stop Ox1E message 649
Stop 0x50 message 655
Stop 0xC000021A message 668
Stop message 647
troubleshooting 611 — 612
Windows 2000 UPS 489
Windows 2000, backing up features 520
Services for Macintosh volumes, Stop message 651
Services registry subkey 594 — 595
Session layer 397
Session Stats pane 417
Sessions Errored Out counter 409
Set Affinity command 439
SET parameters, displaying 538
Setup
disk set for Windows 2000 462
Remote Storage 95
troubleshooting 608
Setup.log 541

SFC See System File Checker tool
Sfmmon port monitor 203
Sfmpsprt.dll 175
Share permissions 138, 140
Shared nothing 446
Shares, Dfs 374
Sharing
libraries with external applications 91
network printers 178 — 191
Shelf media, Remote Storage 90
Shells, integration with Remote Storage 94
Short file names 128 — 129
Showperf.exe 258
Side states, Removable Storage 61
Sides
allocation of in media 64
state transitions and 62
unrecognized 63
Signature files, antivirus programs 575
Signature files, updating 37
Signature words 21
Signed system files, verifying 573
Simple Network Management Protocol (SNMP) 185
Simplifying graphs, System Monitor 242
Single points of failure, avoiding 485 — 491
Single processors, mixing files 659 — 660
Single tape libraries, Remote Storage 78
Single-threaded applications, adding processors 342
Size
clusters
changing, FAT16 volumes 112
compression limitations, NTFS 141
decreasing, FAT32 volumes 115
NTFS volumes 123
file system cache 293 - 295, 320
files, FAT32 volumes 115
I/O requests 391 — 392
logs, limiting 249
maximum for volumes
FATI16 136
FAT32 136 -137
NTES 137
paging files, setting 298 — 300
Skipping files during backups 517 — 518
Slots in libraries 53
Slow links, improving performance over 402 — 403
Small computer system interface (SCSI)
adapter errors 43, 647, 663
cables, troubleshooting 607
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Small computer system interface (SCSI) (continued)
controllers, setting translation mode 480
corrupt drivers 650, 661, 663
devices, troubleshooting 607
multiple controllers in mirrored volumes 481
signature() Boot.ini entry 617 — 618
Stop messages

Stop 0x24 message 650
Stop 0x7A message 661
Stop 0x7B message 663

Small Sectors field 25 -29

SMB See Server Message Block

SNMP (Simple Network Management Protocol) 185

Soft processor affinity 439

Software See Applications

Software interrupt See Deferred procedure calls

SOFTWARE registry key 589

Software traps, Stop messages 644

Sorting events 583

Sorting items in legends, System Monitor 241

Source property, System Monitor 241

Spanned volumes 22, 471 — 472

Sparse files
NTFS support 119 — 120
using in Windows NT 122, 123

Spikes
establishing baselines for disk usage and 384
excluding from baselines 331

Split IO/sec counter 373

SPM See Standard TCP/IP Port Monitor

Spool folders 174

Spoolers
client, network printers 171
creating 210 -211
failovers 213
logging events 216 —217
LPR utility 197
server, network printers 173

Spreadsheets
exporting logs to 249

inserting System Monitor ActiveX control 283 — 286

Standalone drives 54

Standalone printers 163

Standard Information file attribute type 126
Standard TCP/IP Port Monitor (SPM) 181 — 186
Standby UPS 488

Start command, changing priority classes 359
Start registry entry 595

Starting Cylinder field 15-18

Startup
boot sectors and 22 — 23
Boot.ini file See Boot.ini
bootstrap loader process 617 — 618
detecting hardware 622
disk sectors critical to 10 - 33
Emergency Repair Disk (ERD) 634 — 635
initial startup process 616
LastKnownGood configuration 591 — 592
loading kernels 623 — 625
loading operating system 619 — 622
log on 625
Power-On Self Test (POST) routine 616
Recovery Console 629, 633 — 634
Removable Storage 68
restoring startup files 544 — 545
reverting to Last Known Good Configuration 647
safe mode 629 — 633
Setup floppy disk set 462 —463
Startup disk
active partitions 617
floppy disk 464 — 465
Stop messages 642 — 643
troubleshooting 625 - 635, 609
Windows 2000 requirements 615 — 616
State transitions 62 — 63
Station Stats pane 417
Statistics
displaying, NBTStat tool 580
resetting 418
Status codes, Stop 0x77 message 657 — 661
Status reporting, LPR utility 198
STATUS_IMAGE_CHECKSUM_MISMATCH Stop
message 669 — 672
STATUS_SYSTEM_PROCESS_TERMINATED Stop
message 668 — 669
Stop 0x0000000A message 646 — 648
Stop 0x0000001E message 648 — 650
Stop 0x00000024 message 650 — 652
Stop 0x0000002E message 652 — 654
Stop 0x00000050 message 655 — 656
Stop 0x00000077 message 657 — 659
Stop 0x00000079 message 659 — 660
Stop 0x0000007A message 660 — 662
Stop 0x0000007B message 662 — 664
Stop 0x0000007F message 665 — 667
Stop 0x1E message 648 — 650
Stop 0x24 message 650 — 652
Stop 0x2E message 652 - 654
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Stop 0x50 message 655 — 656

Stop 0x77 message 657 — 659

Stop 0x79 message 659 — 660

Stop 0x7A message 660 — 662

Stop 0x7B message 41, 662 — 664

Stop 0x7F message 665 — 667

Stop OxA message 646

Stop 0xC000021A message 668 — 669

Stop 0xC0000221 message 669 — 672

Stop Capture trigger 420

Stop messages
at Windows installation 642
at Windows startup initialization 642 — 643
blue screen messages 637
bugcheck information 640
caused by software traps 644
DATA_BUS_ERROR 652 - 654
debug port information section 641
diagnosing Stop errors 644 — 646
Error and Event Messages Help 584
INACCESSIBLE_BOOT_DEVICE 662 - 664
IRQL_NOT_LESS_OR_EQUAL 646 — 648
KERNEL_DATA_INPAGE_ERROR 660 — 662
KERNEL_STACK_INPAGE_ERROR 657 - 659
KMODE_EXCEPTION_NOT_HANDLED 648 - 650
MISMATCHED_HAL 659 — 660
NTFS_FILE_SYSTEM 650 — 652
occurrence of 639
overview 581 — 582, 639 — 640
PAGE_FAULT_IN_NONPAGED_AREA 655 - 656
parts of 640
recommended action section 641
STATUS_IMAGE_CHECKSUM_MISMATCH 669 —

672
STATUS_SYSTEM_PROCESS_TERMINATED 668 —
669

Stop 0x0000000A 646 — 648
Stop 0x0000001E 648 — 650
Stop 0x00000024 650 — 652
Stop 0x0000002E 652 — 654
Stop 0x00000050 655 — 656
Stop 0x00000077 657 — 659
Stop 0x00000079 659 — 660
Stop 0x0000007A 660 — 662
Stop 0x0000007B 662 — 664
Stop 0x0000007F 665 — 667
Stop 0x1E 648 — 650
Stop 0x24 650 — 652

Stop messages (continued)
Stop 0x2E 652 — 654
Stop 0x50 655 — 656
Stop 0x77 657 — 659
Stop 0x79 659 — 660
Stop 0x7A 660 — 662
Stop 0x7B 662 — 664
Stop 0x7F 665 — 667
Stop OxA 646
Stop 0xC000021A 668 — 669
Stop 0xC0000221 669 — 672
troubleshooting 672
types of 639, 641
UNEXPECTED_KERNEL_MODE_TRAP 665 — 667
writing memory dump files 482
writing to Memory.dmp 598
Storage devices 495 — 496
Storage pools 89
Storage, data See Managing data storage
Storing backup media 500 — 501
Streams, data 414
Streams, named 107
Strings, %systemroot% 616
Striped volumes
disk reads and writes 380
overview 472 —473
resolving disk bottlenecks with 389
starting Windows 2000 from 22
Subkeys, registry 403
Submitted state 57
Subtrees, Registry 587
Success Audit events 583
Summary pane 421
Swap files See Memory, paging files
Switching between adapters 420
Symbolic links, changing into placeholders 88
Symmetric interrupt distribution 442
Symmetric multiprocessing (SMP)
application design and 443 — 444
monitoring activity 433 —438
Network Load Balancing and scaling 445 — 446
optimizing and tuning installations 438 — 443
overview 431 —433
Symmetric multiprocessing (SMP) performance
monitoring activity 433 —438
Network Load Balancing and scaling 445 — 446
optimizing and tuning installations 438 — 443
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Symmetric multiprocessing (SMP) performance (continued)
optimizing applications 443 — 445
overview 431 -433

Synchronizing restored database files 72

System checklists 599

System File Checker (SFC) tool 575 — 576, 611

System files
backing up 514
mismatches, Stop 0xC000021A message 669
restoring previous version 573
verifying signature 573
version checking 575 - 576

System ID field 14 — 15

System Information tool 567 —573

System log 582

System messages 639

System Monitor
cache and memory counters 318 — 321
compared with Task Manager 250
counterparts to Task Manager counts 256 — 257
displaying percentages above 100% 232
Idle process calculations 330
monitoring 16-bit applications 279 — 281
monitoring memory leaks 312 — 313
monitoring network activity

Application-Layer objects 404 — 409
NBT Connection object 404
Network Interface object 399 — 400
network layer performance objects 397 — 398
Network Protocol objects 401 —403
Network Segment objects 400 — 401
overview 396 — 398
Server Work Queues object 409 — 412
monitoring printer performance 213
overview 233 —234
printing data 241
Processor Queue Length counter 334 — 337
setting display options 236 — 241
starting 234 —235
starting Performance Console 232 —233
System Monitor ActiveX control
formatting 286 — 288
inserting in documents 282 — 285
inserting in Visual Basic programs 286
inserting in Web pages 283, 286
tips for using effectively 241 — 242
troubleshooting 267 — 272
using 235 — 243

System object 230
System partitions
description 475
formatting 134
System patches, uninstalling 577
System pools 55 — 56
SYSTEM registry key 589 — 591
System services
Stop 0x1E message 649
Stop 0x50 message 655
Stop 0xC000021A message 668
Stop message 647
System state data
backing up 511 - 515
restoring 544
System Summary category, System Information tool 568
System volumes, extending 7
System\Interrupts/sec counter 332
System\Processor Queue Length counter 334 — 337, 435 —
436
Systemroot command, Recovery Console 538

T

Tapes

See also Media

cleaning drives 75

moving among media pools 74

moving to application pools 72

protecting with media copies 100

recovering backups 558 — 559

sides of 52

Task Manager

checking installed memory 293

checking virtual memory 301

compared with System Monitor 250

description 232

monitoring 16-bit applications 280 — 281

monitoring processes
bypassing I/O counts 369
changing base priorities 358
Idle process calculations 330
Processes tab 251 —255

monitoring system performance 255 — 257

nonpaged pool size value 312

Set Affinity command 439

starting 250

user interface 250 — 251
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Tasks, delegating 508
TCP sequencing 424
TCP/IP
IPConfig tool 578
NBT Connection object 404
NetBIOS name resolution 580
NetDiag tool 578
Network Interface object 399 — 400
Network Segment object 401
print servers
Cluster service 212
installing 162
LPD utility 194
LPR utility 195
NetWare 198
Standard TCP/IP Port Monitor (SPM) 181 — 186
registry entries 402 — 403, 590
trace logs 413
TcpMaxDataRetransmissions registry subkey 420
TcpWindowSize registry subkey 420
Technical reference libraries, creating 457
Technical support
training personnel for system recovery 462
troubleshooting Windows 2000 565 — 566
Telephony object 230
Testing
backup-and-restore procedures 510
client connectivity, NUL port 177
components causing problems 605
data recovery plans 454
disk efficiency, preparing for 377 — 378
fault-tolerant systems 485
priority changes 360 — 362
reads and writes 379 — 380
recovery procedures 460 — 461
system limits, counters recommended for 260
throughput 378 — 379
TEXT data type, print processors 176
Third-party applications
backup programs 546
compatibility with Remote Storage 98
remote control, Stop Ox1E message 649
Stop 0xC000021A message 668
Thread Count counter 255, 257
Thread object counters 328 — 329, 331
Thread priority, changing 349
Thread scheduling 336
Thread State counter 328

Threads
bottlenecks, monitoring effects upon 345 — 350
changing priority
priority classes 354 — 355
testing 360 — 362
thread dispatch states 351 — 353
thread scheduling 355 - 356
tools for 356 — 360
displayed by Processor Queue Length counter 334
finding number of threads in processes 345 — 347
Idle process, measuring 330
in user mode or privileged mode 349 — 350
monitoring 438
partitioning 439 — 440
scheduling 355 - 356
thread context switches 348 — 349
tracking processor usage per thread 347 — 348
Thresholds recommended for counters 263 — 264
Throughput
counters for monitoring 260
description 226, 367
disks, counters for measuring 371 — 373
improving 332
testing 378 — 379
Time response
description 226
improving 332
Time slices See Quantums
Time stamp
compared to NTFS change journal 119
disabling in NTFS 368
FAT volumes 114
Time, tracking processor 340 — 344
Timeout parameter 619
Timer bar, System Monitor 235
Time-sensitive backups 508
Toolbars, configuring System Monitor with 236
Tools
See also Applications
Application Monitor (ApiMon) 315
Autochk 658
AVBoot See AVBoot tool
Backup See Backups
Cacls 152 - 153
Compact 143, 153
Compress 154 — 155
Convert 155-156
CPUStres 330
Ctrlist.exe 258
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Tools (continued)

Device Manager 574 — 575

DirectX Diagnostic 572

DirUse 157

Disk Cleanup 571

DiskMap 34

DiskProbe 10, 34

DoubleSpace 141, 147

Dr. Watson 571

Drivers utility 612

DriveSpace 141, 147

Exctrlst.exe 258

Expand 157

File Signature Verification Utility 573

FIDisk 102, 474

IPConfig 578 - 610

IPSecMon 581

LeakyApp 300, 314

LPD and LPR 193 - 198

Memsnap 313

Mountvol 158

NBTStat 580

NetDiag 578, 610

Network Connections 572

Network Monitor See Network Monitor

Page Fault Monitor (Pfmon.exe) 308

PathPing 580

Performance console 232 — 234

Performance Logs and Alerts See Performance Logs and
Alerts

Performance Monitor (Perfmtr.exe) See Performance
Monitor

performance monitoring 232 — 258, 267

Pool Monitor (Poolmon.exe) 316

PrnAdmin 218 -219

Process Monitor (pmon.exe) 313

Process Viewer (Pviewer.exe) 350, 359

Qslice 330

Recovery Console See Recovery Console

Safe mode 630 — 633

Scandisk 658, 661, 664

Showperf.exe 258

System File Checker 575 — 611

System Information 567 — 573

System Monitor See System Monitor

Task Manager See Task Manager

Typeperf.exe 258

Update Wizard Uninstall 573

Virtual Address Dump (Vadump) 315

Tools (continued)
Windows Report 573
Working Set Tuner (WST) 315
Total Bytes/sec counter 410
Total Frames Received/second counter 401
Total Handles count 256
Total Operations/sec counter 410
Total Processes count 257
Total Sectors field 18 — 19
Total Stats pane 417
Total Threads count 257
Trace logs
configuring 246
file names 249
monitoring network performance 413
properties 248
trace data providers 249
Tracing events 231
Tracking file modifications See Change journal
Tracking OLE links 121
Training personnel for system recovery 462
Transaction logging and recovery 148 — 149
Transient data, recording in logs 249
Translation mode, setting 480
Transmission Control Protocol/Internet Protocol (TCP/IP)
See TCP/TP
Transport layer 397
Transports
description 50
in libraries 53
Traps, bound 665
Traps, software 644
Trees, decision 422
Triggers, for Network Monitor captures 420
Troubleshooters 585 — 586
Troubleshooting
backups, planning for 508
bottlenecks
disk 389
memory 322 -323
network 425 -428
overview 264 — 266
processor 362 — 363
Browser Service 405 — 406
disks 15,34 -43
hard page faults 306 — 310
memory usage problems 302 - 323
partitions 6
processor bottlenecks See Processors, bottlenecks
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Troubleshooting (continued)
Removable Storage 77 — 78
restored database files 72
scanner output, Windows 2000 PostScript drivers 197
Server Service 410 —412
Stop messages See Stop messages
video card failures 487
volumes 6
Windows 2000 startup 625 — 629
Windows 2000, general strategies 563 — 613
with performance tools 267 — 272
Truncation
placeholders 86 — 87
premigrated files 86 — 87
Remote Storage files 83 — 84
unnamed data attributes 79
Tuning disks
configuring for optimal performance 367 — 370
counters 370 — 380
establishing baselines 381 — 384
evaluating usage by applications 390 — 392
investigating problems 385 — 388
resolving bottlenecks 389
Type command, Recovery Console 537
Type registry entry 595
Typeperf.exe 258

U

UDF (Universal Disk Format) 130
UDP object 230
Unattended setup for printers 217 — 218
Undo information, Log File Service 149
UNEXPECTED_KERNEL_MODE_TRAP Stop
message 665 — 667
Unicode, file names 116, 128
Unidriver See Universal Printer Driver
Uniform Resource Locator (URL), print jobs 166
Uninstalling device drivers, system patches, and hot
fixes 577
Uninterruptible power supplies (UPSs) 486 — 488
Unique Sequence Number (USN) 119
Universal Disk Format (UDF) 130
Universal Printer Driver (Unidriver) 170
Universal Serial Bus (USB)
detecting print devices on 180
publishing Windows 2000 printers 205

Unix
Portable Operating System Interface (POSIX)
compliance 140 — 141
Print Service for 173
printing from clients and servers 193 — 198
Unknown volumes, troubleshooting 42
Unloaded state 61
Unnamed data attributes 79, 80
Unprepared state 61
Unrecognized pools 55, 64
Unrecognized state 61
Unsupported disks, Stop 0x7B message 663
Upcase table file 125
Update Wizard Uninstall tool 573
Updating OLE links 121
Upgrading
hardware and software, planning 453 — 454
network adapters 441
partitions and volumes to dynamic disks 7
processors 443
Remote Storage libraries 90
servers 278
Windows, Stop OxA message 647
UPS See Uninterruptible power supplies
USB See Universal Serial Bus
User data, backing up on local computers 519
User mode, processes and threads 349 — 350
USER Objects measure 255
User permissions See Permissions
USN (Unique Sequence Number) 119

vV

Vadump (Virtual Address Dump) 315
Validate Managed Files, Remote Storage 84
Value bars, System Monitor 235
Vendor software failure support 452
Verify Windows 2000 System Files option 543
Version checking, system files 575 — 576
Version compatibility, Remote Storage with third-party
remote storage products 98
Video cards, avoiding failures 487
Videos, troubleshooting 610 — 611
Virtual Address Dump (Vadump) 315
Virtual memory
description 293
effects upon RAM consumption 301
monitoring usage 301
Virtual Memory Manager 305
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Virtual Memory Size measure 255
Virus scanners, Stop OxA message 647
Viruses
AVBoot antivirus tool See AVBoot tool
backups and 498
boot sector viruses 35 — 38, 42
Fdisk command 38
Master Boot Record viruses 35 — 38
Remote Storage-aware antivirus programs 99
Stop 0x77 message 658
Stop 0x7A message 661
troubleshooting 604
updating antivirus programs 575

Visual Basic programs, inserting System Monitor ActiveX

control 285
Volume file 125
Volume Information attribute type 126
Volume Label field 27 — 31
Volume mount points
changing into placeholders 88
Mountvol tool 158
overview 150
Volume Name attribute type 126
Volume Serial Number field 27 - 31
Volumes
basic 6
boot sectors, running Recovery Console when
damaged 528
configuring and managing, local storage 94

converting from FAT to NTFS, Convert tool 155 - 156

creating on dynamic disks 6
decommissioning 87
description 150
dynamic See Dynamic volumes
enumerating 158
extending 7, 10
FAT16 See FATI6 file system
FAT16, FAT32, and NTFS speed 135
FAT32 See FAT32 file system
legacy, Disk Management support 8
logical 523
mappings, Recovery Console 530
maximum sizes

FAT16 136

FAT32 136 - 137

NTES 137
mirrored See Mirrored volumes
NTFS See NTFS file system

Volumes (continued)

w

RAID-5 See RAID-5 volumes

restoring configurations 546

spanned 471 -472

spreading paging files across 299

starting Windows 2000 from 22

troubleshooting 6

unknown 42

upgrading to dynamic disks 7

Windows NT volume clean-up operations 122 — 123

Waiting state 57

Walking partitions 10

WAN See Wide area networks

Warning events 583

Warning threshold limit, disk quotas 104
Web pages

inserting System Monitor ActiveX control 283 — 286
printing 166 — 189

WEFP See Windows File Protection
Wide area networks (WANSs), slow links 402 — 403
Wildcards

Cacls tool 152
deleting and copying files with 128

Win32k.sys

Stop Ox1E message 649

Windows 2000

installing
limitations of dynamic disks when 9
reinstalling 543
Stop messages 642, 647

minimum memory requirement 292

process priority 359 — 360

services, backing up features 520

Setup floppy disk set 462

startup
Boot.ini file See Boot.ini
bootstrap loader process 617 — 618
detecting hardware 622
Emergency Repair Disk 634 — 635
initial startup process 616
LastKnownGood configuration 591 — 592
loading kernels 623 — 625
loading operating system 619 — 622
Power-On Self Test (POST) routine 616
Recovery Console 629, 633 — 634
requirements for 615 - 616
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Windows 2000 (continued)
startup (continued)
restoring startup files 544 — 545
reverting to Last Known Good Configuration 647
safe mode 629 — 633
Startup floppy disk 464 — 465
troubleshooting 625 — 635
user log on 625
troubleshooting, general strategies for 563 — 613
Windows 2000 Advanced Server, paging files 300
Windows 2000 Server Service (Srv.sys) 172
Windows 2000 shell, integration with Remote Storage 94
Windows 2000 UPS service 489
Windows Driver Library (WDL), controller support 663
Windows Explorer, integration with Remote Storage 93
Windows File Protection (WFP) 575 — 576
Windows Frame Viewer 421
Windows Management Infrastructure (WMI) interface 227
Windows Network Monitor Capture 417
Windows Report tool 573
Windows Update 577
Wizards
Add Port 195 -196
Add Printer 165, 178 — 179, 205
Add Standard TCP/IP Port 183 — 184
Hardware Wizard 572
Update Wizard Uninstall tool 573
WMI (Windows Management Infrastructure) 227
Word, placing System Monitor ActiveX control in
documents 283 — 286
Work Item Shortages counter 264, 409 — 410
Work queues
Removable Storage and 56 — 57, 76
troubleshooting 78
Working Set counter, Memory Usage measure 254
Working Set Tuner (WST) 315
Workloads, servers 275 —277
World Wide Web
placing System Monitor ActiveX control into Web
pages 283 —286
printing 166 — 189
Wrappers 399
Write map requests, NTFS files 85
Write-back cache, configuring 149

Writes Denied/sec counter 407
WST (Working Set Tuner) 315

V4

Zero idle time 330
Zero values, troubleshooting 267
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