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three-tier architecture

Divides a networked application into
three logical areas: the user interface
layer, the business logic layer, and
the database layer. Layers may have
one or more components. For
example, there can be one or more
user interfaces in the top tier, each
user interface may communicate
with more than one application in the
middle tier at the same time, and the
applications in the middle tier may
use more than one database at a time.
Components in a tier may run on a
computer that is separate from the
other tiers, communicating with the
other components over a network.

throttling

Controlling the maximum amount
of bandwidth dedicated to Internet
traffic on a server. This feature is
useful if there are other services
(such as e-mail) sharing the server
over a busy link.

thumbnail

A small version of a graphic with a
hyperlink to a larger version of the
same graphic.

time-out

A setting that automatically cancels
an unanswered client request after
a certain period of time.

token ring

A type of network with nodes wired
into a ring. Each node constantly
passes a control message (token) on
to the next; whichever node has the
token can send a message. Often,
“token ring” is used to refer to the
Institute of Electrical and Electronics
Engineers (IEEE) 802.5 token ring
standard, which is the most common
type of token ring. See also local
area network.

See transaction processing.

transaction context object

An object used to allow a client to
dynamically include one or more
objects in one transaction.

transaction manager

A system service responsible for
coordinating the outcome of
transactions in order to achieve
atomicity. The transaction manager
ensures that the resource managers
reach a consistent decision on
whether the transaction should
commit or fail.

transaction processing (TP)

The real-time handling of
computerized business transactions
as they are received by the system.
Also called online transaction
processing (OLTP).



Transmission Control

Protocol/Internet Protocol (TCP/IP)
A communications standard for all
computers on the Internet. On the
sending end, TCP breaks the data to
be sent into data segments. IP
assembles segments into packets that
contain data segments, as well as
sender and destination addresses.
IP then sends packets to the router
for delivery. On the receiving end,
IP receives the packets and breaks
them down into data segments. TCP
assembles the data segments into the
original data set. See also packet.

tree, directory
A conceptual model used to describe
the directory structure of a file
directory or a Web site.

two-phase commit
A protocol that ensures that
transactions that apply to more than
one server are completed on all
servers or none at all. Two-phase
commit is coordinated by the
transaction manager and supported
by resource managers.

two-tier architecture
See client/server architecture.

type library
A binary file that describes a
component’s methods, properties,
and data structure.

U

UNC

See Universal Naming Convention.

Glossary

Uniform Resource Locator (URL)
A naming convention that uniquely
identifies the location of a computer,
directory, or file on the Internet. The
URL also specifies the appropriate
Internet protocol, such as HTTP or
FTP. For example:
http://www.microsoft.com.

universal naming convention (UNC)
The naming convention used for
physical directories.

upload
In communications, the process of
transferring a copy of a file from a
local computer to a remote computer
by means of a modem or network.
With a modem-based
communications link, the process
generally involves instructing the
remote computer to prepare to
receive the file on its disk and then
wait for the transmission to begin.

URL
See Uniform Resource Locator.

URL directory
See virtual directory.

URL mapping
A term sometimes used for the
process of associating a URL with
a physical directory. See virtual
directory.

usage data
Information the administrator can
use to learn how other people are
accessing and using a site. Analyzing
this data helps an administrator
identify a site’s most popular (or
unpopular) areas and clarifies the
most common navigational paths
through the site.
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Usenet
The most popular news group
hierarchy on the Internet.

user type
Assigned to an identifier in the

metabase, a DWORD that specifies

how data is used.

v

VB
See Microsoft Visual Basic for
Applications.

VBScript
See Microsoft Visual Basic
Scripting Edition.

virtual directory
A directory name, used in an
address, which corresponds to a
physical directory on the server;
sometimes called URL mapping.

virtual document
A term sometimes used for a

document created automatically in
response to information provided by

the user; also called a dynamic
document. A virtual document is

created only in answer to a browser

request, and is not permanently
stored in a physical directory. An

ASP page is an example of a virtual

document.

virtual machine
Software that mimics the

performance of a hardware device,

such as a program that allows
applications written for an Intel

processor to be run on a Motorola

processor.

Virtual Reality Modeling Language
(VRML)
A language for coding three-
dimensional HTML applications.

virtual server
Also called a Web site. A virtual
computer that resides on an HTTP
server but appears to the user as a
separate HTTP server. Several
virtual servers can reside on one
computer, each capable of running
its own programs and each with
individualized access to input and
peripheral devices. Each virtual
server has its own domain name and
IP address and appears to the user as
an individual Web site or FTP site.
Some Internet service providers use
virtual servers for those clients who
want to use their own domain names.

volatile objects
Typically, files that the Web site
administrator updates frequently.

volume set
A combination of partitions on a
physical disk that appear as one
logical drive. See also logical drive.

VRML
See Virtual Reality Modeling
Language.

\\%

W3C
See World Wide Web Consortium.

WAN
See wide area network.



Web application
A software program that uses HTTP
for its core communication protocol
and delivers Web-based information
to the user in the HTML language.
Also called a Web-based application.

WebDAV
See Distributed Authoring and
Versioning.

Web page
A World Wide Web document.
A Web page typically consists of an
HTML file, with associated files for
graphics and scripts, in a particular
directory on a particular computer
(and thus identifiable by a URL).

Web server
In general terms, a computer
equipped with the server software
that uses Internet protocols such as
HTTP and FTP to respond to Web
client requests on a TCP/IP network.

wide area network (WAN)
A communications network that
connects geographically separated
areas.

Windows Internet Name Service
(WINS) server
A server that uses the WINS protocol
to map Internet Protocol (IP)
addresses to user-friendly names.
See also Domain Name System.

Windows Open Services Architecture
(WOSA)
Standards for creating cross-platform
applications that utilize Windows
services.

Windows Script Host (WSH)
A language-independent scripting
host for ActiveX scripting engines
on 32-bit Windows platforms.

Glossary

worker thread
A thread that is created by a
component or ISAPI extension or
filter to perform asynchronous
processing. Using worker threads
frees up IIS I/O threads to process
additional requests.

working directory
A term sometimes used to describe
the directory in which the Web
server software is installed.

working set
The RAM allocated to a process
in the Windows operating system.

World Wide Web (WWW)
The most graphical service on the
Internet, the Web also has the most
sophisticated linking abilities. It is a
set of services that run on top of the
Internet providing a cost-effective
way of publishing information,
supporting collaboration and
workflow, and delivering business
applications to connected users all
over the world. The Web is a
collection of Internet host systems
that make these services available
on the Internet using the HTTP
protocol. Web-based information is
usually delivered in the form of
hypertext and hypermedia using
HTML.
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World Wide Web Consortium (W3C)
Founded in 1994 to develop common
standards for the World Wide Web,
the W3C is an international industry
consortium jointly hosted by the
Massachusetts Institute of
Technology Laboratory for
Computer Science (MIT/LCS) in
North America, by the Institut
National de Recherche en
Informatique et en Automatique
(INRIA) in Europe, and by the Keio
University Shonan Fujisawa Campus
in Asia. Initially, the W3C was
established in collaboration with
CERN, where the Web originated,
with support from DARPA and the
European Commission. For more
information, see http://www.w3.org/.

WOSA
See Windows Open Services
Architecture.

WSH
See Windows Script Host.

WWW
See World Wide Web.

X

XML
See eXtensible Markup Language.

XSL
See eXtensible Stylesheet
Language.



Special Characters

<!-- #include --!> statements 514

<% @ TRANSACTION=value %> directive 572
<%= expression %> scripting delimiter 262

= (equal sign), errors 297

216-color palettes, HTML standards 579

A

AbsolutePage property, Recordset object 353
Accept-Language HTTP header 261
access
auditing with IIS logs 524
determining
custom authentication 510
IIS access control 510
IP address access control 509
NTFS permissions 510
overview 508
user access control 509
troubleshooting 510
access configuration directives, Apache
access.conf directives and IIS properties
(table) 96-97
Access Control Entries (ACEs) 471, 472
Access databases
See also data access
accessing remotely (table) 500
security 81
access permissions, setting 78-79
Access this computer from network privilege 469
access.conf Apache directives, IIS properties
(table) 96-97
AccessConfig Apache server directive 86
AccessFileName Apache resource configuration
directive 92
AccessFlags (IISAO) property 525
accessing data See data access
accessing legacy applications and data See legacy
applications and data
AccessSSLFlags (IISAO) property 525
Account Logon audit event 479
Account Management audit event 479

ACEs (Access Control Entries) 471, 472
ACID (Atomicity, Consistency, Isolation, and
Durability) transaction properties, defined 15,
359
ACTION attribute of HTML tags 286
action pages, defined 286
Active Directory
client authentication certificates 493
clustering features 389
Active Directory Service Interfaces (ADSI) See
ADSI (Active Directory Service Interfaces)
Active Directory Services provider,
ADSDSOObject (OLE DB provider) 331
Active Scripting standard 66
Active Scripting 14, 266
Active Server Pages (ASP) See ASP (Active
Server Pages)
Active Server Pages counters
Errors During Script Run Time 242
Errors/sec 240
Memory Allocated 242
Request Not Found 240
Request Queued 246
Request Wait Time 246
Requests Queued 238, 242
Requests Rejected 240
Requests/sec 240, 244
Script Engines Cached 219
Template Cache Hit Rate 219
Templates Cached 219
Transactions/sec 246
ActiveConnection property 340, 584
ActiveX controls 254, 325, 385
ActiveX Data Objects (ADO) See ADO (ActiveX
Data Objects)
ActiveX DLLs, RDS Data Factory and custom
business objects 327
ActiveX scripting engines 397
ADC (Advanced Data Connector) vs. RDS 315
ADCLaunch registry key 325
Add Counters dialog box (PerfMon) 229
Add to Chart dialog box 217

Index



AddDescription Apache resource configuration
directive 92
AddEncoding Apache resource configuration
directive 92
AddIcon Apache resource configuration
directive 92
Additional Document Directories (URL Prefix,
Map to Directory) NES 3.5 configuration
setting 104
AddLanguage Apache resource configuration
directive 92
AddOnServices registry key 426
AddType Apache resource configuration
directive 92
ADISAPI (Advanced Data ISAPI) 326
adLockBatchOptimistic locking 346, 347
adLockOptimistic locking 346
adLockPessimistic locking 346
adLockReadOnly locking 343, 346
administration
administering sites remotely 404407
automating See ISP installations, automating
administration
components (sample setup) 440
Cookie.asp (sample code) 441
ISP installations See ISP installations
monitoring and tuning servers See monitoring
and tuning servers
Munge.asp (sample code) 441
Redirect.asp (sample code) 442
administration interfaces, Apache vs. IIS 83
Administration Objects See IIS Admin Objects
administrative networks, sample installations 456
Administrator accounts 48, 78, 501
administrators
See also ISPs (Internet service providers)
capacity planning See capacity planning
IIS 5.0 vs. IIS 4.0, tuning ASP queuing and
thread pools 219
IIS administrative architecture 9
IIS new features (list) 3
ADO (ActiveX Data Objects)
accessing
data with ASP and COM components 328
databases 314
information 267
legacy VSAM and AS/400 files 544
client-side data access 318
Cursors See cursors
data partitioning with RDS 322
database access 125
database connections 335-342
designing custom business objects 328
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ADO (ActiveX Data Objects) (continued)
IIS architecture 8
MDAC interactions 312
preparing databases 329-334
Recordset objects See Recordsets
stored procedures 356
vs. ODBC, TPS (transactions per second)
(table) 317

ADO components, performance 338

ADO Connection object See Connection object
(ADO)

ADO Recordset objects, using with ADO and
RDS See ADO (ActiveX Data Objects); RDS
(Remote Data Services); Recordsets

ADO type libraries, importing constants 278

ADODB .Recordset object 322, 328

adOpenDynamic ADO cursor 343

adOpenForwardOnly ADO cursor 343

adOpenKeyset ADO cursor 343

adOpenStatic ADO cursor 343

ADOR.Recordset object 322, 328

ADSDSOObject (Active Directory Services
provider) 331

ADSI (Active Directory Service Interfaces)

administering sites remotely 405
automating

administration 397

tasks with command-line scripts 10
security-related settings (list) 524
troubleshooting (example) 520
using the metabase 283

ADSI 2.0, new features 4

ADSI codes, changing cache time 495

ADSI scripts (examples) 400403

Adsutil.exe, changing permissions 400

Advanced Data Connector (ADC) vs. RDS 315

Advanced Data ISAPI (ADISAPI) 326

Agents and Search NES 3.5 configuration
setting 106

agile threading models 154

Alias Apache resource configuration directive 93

aliases, Apache vs. IIS 85

AliasMatch Apache resource configuration
directive 93

Allow access permission, Apache vs. IIS 84

Allow IIS to control password option

accessing remote resources (table) 501
Anonymous authentication 483
file and directory security 498
IISAO property settings 525
AllowOverride access configuration directive 96



anonymous access
NTFS/IIS directory security (table) 80
setting IIS permissions 79
Anonymous authentication
IIS configurations, accessing remote resources
(table) 501
Web authentication summary (table) 495
anonymous connections
monitoring counters (table) 225
tracking with PerfMon 224
anonymous passwords, IIS controlling 483
anonymous user accounts, creating 376
Anonymous User counters, defined 226
anonymous users 74, 78
Anonymous Web authentication 481
AnonymousPasswordSync (IISAO) property 525
AnonymousUserName (IISAO) property 525
AnonymousUserPass (IISAO) property 525
Apache custom modules, migrating 98, 116
Apache HTTP Server, migrating to IIS 5.0 See
migrating from Apache HTTP Server
application architecture, migration 113
Application Configuration dialog
box 301, 302
application errors, recovering from 396
Application events, debugging 300
application gateways, security 604
Application Layer (OSI) 207, 208, 212
application logic 113, 120
application mapping, setting 115
application namespaces, defined 275
Application object (ASP)
building ASP applications 274-278
functionality 267
management 270
overview 269
restricting connections across pages 341
selecting object scope 279
application root directories 561
application roots 275
application scope 562, 581
Application Service Providers, administering
installations See ISP installations
application tiers 113, 249
Application_OnEnd event 276
Application_OnStart event 276
applications
See also Web applications
default for home pages 562
future on Internet 252
legacy See legacy applications and data

Index

applications (continued)
migration process management
application tests (table) 50
testing 46
NES 3.5 configuration settings and IIS
properties (table) 102
pages per second performance tests
(table) 149
protection features 3
replicating and configuring 74
testing with
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
three-tiers 555
architecture
applications 113, 250
IS 5-16
Windows DNA family of technologies 251
Archive Log NES 3.5 configuration setting 102
arrays, minimizing re-dimensioning 582
AS/400 (IBM)
legacy applications and data See legacy
applications and data
OLE DB provider See OLE DB provider for
AS/400 and VSAM
ASP (Active Server Pages)
accessing
form input/decoding HTML 121
unprocessed input stream 123
accessing legacy applications and data
accessing host files (example) 545-548
extending transactions with COMTI
(example) 540-542
integrating transaction processing data
(example) 536-540
overview 531
using OLE DB and ADO 544
analyzing connection data 201
Application object See Application object
(ASP)
changing HTML to .asp 262
combining HTML and server-side scripts 128
database access, ASP vs. Perl Dbperl/DBI 126
formatting HTML output 129
IIS architecture 6
migrating applications 111
migrating from CGI
accessing the file system 131
analyzing applications 120
ASP scripting support 120
business logic 125
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ASP (Active Server Pages) (continued)
migrating from CGI (continued)
external gateways/database logic 125
handling output 128
maintaining state 127
overview 120
processing input 121
monitoring caching scripts 186
new features (list) 4
NTEFS/IIS directory security 80
parsing input 123
programmability architecture 14
queuing, IIS 5.0 vs. IIS 4.0 218
reproducing CGI services 132-135
Request object See Request object
requesting files from IIS 264
Response object See Response object (ASP)
Session object See Session object (ASP)
scripts
debugging See debugging
developing middle-tier Web
applications 261-269
IIS Admin Objects architecture 9
migrating applications 111
optimizing 220
security planning 601
tuning 221
vs. browser scripts 560
vs. business objects 362
vs. CGI scripts 128
viewing errors 296
VSs.
CGI 560
ISAPI/CGl/static HTML pages
performance tests 148
Visual Basic code 114
Web applications performance 148
ASP applications
debugging See debugging
deciding to port or rewrite CGI
applications 112
developing middle-tier Web applications
Application and Session events 276
application boundaries 275
ASP session IDs 272
ASP session management 270
ASP session security 274
building applications 274
cookie-based ASP sessions 270
ending ASP sessions 277
Global.asa 276,278
overview 269
selecting object scope 279
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ASP applications (continued)
migrating to IIS 5.0 110
porting CGI applications 114
relocating with Server.MapPath method 574
running
in out-of-process pooling 396
on second tiers 452
testing with WCAT 391
ASP best practices
additional resources 586
HTML standards 578
overview 559
project directories and files 561-564
scripting for performance 581-585
style guide for scripts in ASP (list) 565
when to use/not use 560
ASP code, extending IIS security 497
ASP collections, obtaining list of values 124
ASP components, ADO data See ADO (ActiveX
Data Objects); Recordsets
ASP delimiters, style guide 570
.asp files
HTML 262, 560, 564
layout order, style guide 571
security 601
ASP in-process, performance (table) 149
ASP intrinsic objects 111
ASP objects 98, 267
ASP out-of-process, performance (table) 149
ASP Page Counter Component 135
ASP page includes, NTFS/IIS directory
security 80
ASP Session object See Session object (ASP)
/ASP subdirectory of /Content directory 562
AspAllowOutOfProcComponents property,
IISWebService object 283
AspAllowOutOfProcComponents property,
IISWebVirtualDir object 283
ASPProcessorThreadMax metabase property 219
assets, creating inventories 589
Async input/output counters (table) 214
atomicity (ACID property), defined 15, 359
Attach to Process command 303
attacks
defending against malicious 522
preventing, Windows 2000 Server 470
security (list) 464
threat assessment See threat assessment
planning
audit logs, caching security tokens 495
audit settings, replicating 67



auditing
access with IIS logs 524
defined 463
events, Windows 2000 Server (list) 478
security 594, 603
user logons, troubleshooting 510
AuthDBGroupFile access configuration
directive 96
AuthDBMGroupFile access configuration
directive 96
AuthDBMUserFile access configuration
directive 96
AuthDBUserFile access configuration
directive 96
authenticated access 79
authenticated connections vs. nonanonymous
connections 224
authentication
accessing remote resources (table) 501
creating ISAPI authentication filters 381
hidden form fields risks 291
IIS modes
Allow IIS to control password option 483
Anonymous Web authentication 481
Basic authentication 484
Certificate Services 491
client certificate mapping 489
Digest authentication 487
FTP authentication 496
functionality 481
integrated Windows authentication 486
Web authentication summary (table) 495
Web/FTP authentication (list) 480
Kerberos v5 authentication protocol See
Kerberos v5 authentication protocol
security 462, 592, 602
Windows 2000 Server
authentication methods 472
DACLs 471
impersonation 471
IPSec 475
LocalSystem account 470
logon and token types 468
overview 467
privileges and attack prevention 470
services and service security 470
SIDs 468
AuthFlags (IISAO) property 525
AuthName access configuration directive 96
authorization 462, 472, 593, 602
AuthType access configuration directive 96
Auto Catalog NES 3.5 configuration setting 106

Index

availability
defined 463
security 594, 603
Windows 2000 Server 477

back-end networks, sample installations 456
backing up
metabase 109
source servers 63
Web/FTP site contents 109
backlog monitors, disabling 221
bandwidth
capacity planning issues
network servers 144, 156
static vs. dynamic pages 142
traffic 140
measuring capacity 206
network input/output
lengthening connection queues 216
limiting bandwidth 214
monitoring bandwidth throttling
(table) 214
monitoring bandwidth 213
monitoring connections 206
monitoring file transfers 207, 211
monitoring TCP connections 207, 212
monitoring transmissions rates
(tables) 207-210
optimizing network connections 215
overview 206
requirements IIS-based servers 206
bandwidth throttling
enabling 214, 430
monitoring with counters (table) 214
baseline logging 247
Basic authentication, IIS configurations
accessing remote resources (table) 501
file and directory security 498
functionality 484
‘Web authentication summary (table) 495
batch logon, Windows 2000 Server 469
Binary Large Object (BLOB) 345, 355
binary modes, migrating UNIX Perl scripts 117
Bind To Address NES 3.5 configuration
setting 100
BindAddress Apache server directive 86
bindings, disabling 459
blank lines in files, style guide 566
Blat.exe, migrating UNIX mail scripts 134
BLOB (Binary Large Object) 345, 355
Both threading model 338
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both-threaded objects 155
bottlenecks
building three-tier Web clusters 450
checklist 154
firewalls 458
lengthening connection queues 216
memory allocation 177
ODBC connection pooling 583
performance testing with counters See
counters
preventing processor bottlenecks
analyzing activity data 196
analyzing connection data 200
improving processor usage and
performance (list) 204
monitoring connections 198
monitoring processor activity 196
monitoring server processors 195
monitoring threads 201
process throttling 198
static vs. dynamic pages 142
stress testing See Web Application Stress Tool
upgrading and adding processors 227
browser access, permissions 420
browser cache 444
Browser Capabilities component 258
browser connections 584
browser scripts vs. scripts in ASP pages 560
browsers
capacity planning for download time 143
security 603
supporting non-HTTP 1.1 compliant 438
supporting text-only, HTML standards 578
technologies supported (list) 258
vs. applications on Internet 252
bugs, scripts and programs 423
bugtraq (UNIX) 600
built-in ASP objects (list) 267
built-in scripts, administrative architecture 10
business logic 125, 249, 268
business objects
custom
RDS.DataSpace object 325, 327
RDSServer.DataFactory object 327
vs. scripts in ASP pages 362
bytes, available in Inetinfo working sets 185
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C

Cache Control Directives NES 3.5 configuration
setting 104
Cache counters
Copy Reads/sec 189
Data Maps/sec 190
Fast Reads/sec 190
MDL Read Hits % 190
MDL Reads/sec 190
Pin Read Hits % 190
Pin Reads/sec 190
Read Aheads/sec 190
Cache Manager, memory shortages 192
CacheNegotiatedDocs Apache server directive 86
caches
comparing size and performance data 192
content expiration (example) 443
File System Cache See File System Cache
IIS Object Cache See Object Cache
security tokens 495
upgrading L2 cache 204
CacheSize property, Recordset
object 342, 345
caching
capacity planning issues 147
data using RDS 324
IS 5.0 vs. IIS 4.0 218
scripts, monitoring in ASP 186
Cacls command (FrontPage) 421
capacity planning
additional resources 174
checklist 154-156
determining installation requirements 153
guidelines 174
microsoft.com (example) 166-174
Network Load Balancing 152
overview 139
reliability 150
Secure Sockets Layer (SSL) 147
server clustering 150
server-side/client-side bandwidth 146
traffic 140-145
WCAT See WCAT (Web Capacity Analysis
Tool)
Web Application Stress Tool See Web
Application Stress Tool
Web applications performance 148
Web site scenarios
Internet commerce Web sites 163
Internet marketing Web sites 159
Internet transactional Web sites 161



capacity planning (continued)
Web site scenarios (continued)
intranet Web sites 157
overview 156
cascading style sheets (CSS) 256
case sensitivity, UNIX vs. Windows file
systems 71
CDO (Collaboration Data Objects) 132
CDONTS object (IIS) 132
certificate authentication 602
Certificate Manager Export Wizard 492
Certificate mapping (tables) 495, 501
Certificate Services 7, 8, 491, 492
Certificate Trust Lists (CTLs) 494
certificate types (list) 491
certificates
backing up
Web servers 507
when migrating to IIS 109
installing 82
mapping client certificates 489
storage, new features 2
using CryptoAPI 506
CGI (Common Gateway Interface) applications
accessing form input/decoding HTML 121
configuring script interpreters 116
converting
to ISAPI 119
Visual Basic applications 119
deciding to port or rewrite 112
developing middle-tier Web applications 260
IIS support 110
migrating to ASP
accessing the file system 131
analyzing applications 120
ASP scripting support 120
business logic 125
external gateways/database logic 125
handling output 128
maintaining state 127
overview 120
processing input 121
migrating to IIS 5.0 110
migrating UNIX mail scripts 134
optimizing memory usage 193
performance (table) 149
porting 114
process throttling limitations 198
programmability architecture 12
reproducing
e-mail delivery using ASP 132
page counters 135
running in isolation 395

Index

CGI (Common Gateway Interface) applications
(continued)
stopping runaway 433
thread-related issues 204
Vs.
ASP 560
ISAPI/ASP/static HTML pages
performance tests 148-149
CGI 1.1 standards, IIS support 114
CGI Directory NES 3.5 configuration setting 102
CGI File Type NES 3.5 configuration setting 102
CGI scripts
causing ISAPI error 111
NTFS/IIS directory security 80
optimizing, converting to ASP/ISAPI
scripts 220
vs. scripts in ASP pages 128
Cgi.pm (Perl) utility 121, 128
CGI-bin, security 84
Cgi-lib.pl (Perl) utility, input processing 121
Challenge/Response authentication
Digest authentication 487
integrated Windows authentication 486
Change (RWXD) directory 499
characters
illegal, UNIX vs. Windows file systems 71
special, migrating UNIX Perl scripts 117
Check Server Extensions command
(FrontPage) 408, 413, 417-420
checklists
capacity planning 154-156
finding potential bottlenecks 154
rolling out new systems 54
CICS (Customer Information Control System),
accessing legacy applications and data
extending transactions with COMTI
(example) 540-542
integrating
IIS and applications 534
transaction processing data (example) 536—
540
migrating to Component Services 553, 557
using COMTI 535
CICS transaction processing programs 536
/Classes directory, Java classes 562
client authentication certificates 472
client authentication, IIS access control 510
client certificate mapping
Active Directory mapping 494
IIS configurations
CTLs 494
functionality 489
IIS native mapping 492
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Client Cursor Engine, using RDS 324
Client Monitor, HTTP Monitoring Tool 230
client tiers
data access 318-325
defined 249
developing Web applications
ActiveX controls 254
browser support 258
cascading style sheets 256
client-side scripts 253
data binding 257
dynamic HTML 256
graphics and multimedia 253
hyperlinks 253
limitations 259
text and HTML 252
middle tiers See middle tiers
ClientCertificates collection 288
client-side cursors 347
client-side data
access 318
client tiers See client tiers
middle tiers See middle tiers
client-side scripts 253, 294
client-side technologies See client tiers,
developing Web applications
Close method 339
Cluster Service
building three-tier Web clusters
building third tiers 452
creating 448
grouping features for reliability 448
linking with Network Load Balancing 388
‘Windows 2000 Server 478
clusters See Web clusters
coarse-grained components 363
COBOL (COmmon Business Oriented Language)
programs, accessing legacy applications and data
using COMTI
extending transactions with COMTI
(example) 540-542
integrating transaction processing data
(example) 536-540
overview 535
Collaboration Data Objects (CDO) 132
collections
ClientCertificates 288
defined 123
Fields (ADO) 298
Parameters 356
QueryString 123
Request.Form 123, 287
Request.QueryString 287
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collections (continued)
ServerVariables 124, 288
Session 127, 302
color palettes, HTML standards 579
COM (Component Object Model) components
See also Windows Script Components
accessing file systems 131
application scope 279
client/server architecture 251
combining with Active Scripting 266
developing with Windows Script
Components 269
importing type library constants 278
integrating data from CICS transaction
processing 536
NTFS/IS directory security 81
out-of-process components 282
programmability architecture 14
providing process isolation 280
running in Component Services run-time
environment 556
transactional components 362-365
COM logging interface 428
COM objects
ADO data See ADO (ActiveX Data Objects);
Recordsets
IIS Admin Objects 9
COM Transaction Integrator (COMTI) See
COMTI (COM Transaction Integrator)
COM+ applications
See also Component Services
building Web clusters 446, 453
database requirements (table) 366
running out-of-process pools 396
transaction processing 359, 363
Command object
avoiding query timeouts 350
calling stored procedures 356
closing connections 339
forward-only/read-only cursors 343
sharing active connections 340
command-line administration, administering sites
remotely 405
command-line scripting, using Fpsrvadm
utility 409
commands
Attach to Process 303
Cacls (FrontPage) 421
Check Server Extensions (FrontPage) 408,
413, 417420
Copy (Windows) 409
.htaccess (Apache) 85
Net Use 230



commands (continued)
NetStat 230
Open With FrontPage (FrontPage) 408
Publish (FrontPage) 409
Recalculate Web (FrontPage) 408, 409
RedirectMatch/AliasMatch (Apache) 85
Remove Server Extensions (FrontPage) 408
run (WCAT) 223
CommandTimeout property 350
comments in scripts, style guide 566
commerce Web sites, capacity planning
scenarios 163
COmmon Business Oriented Language (COBOL)
programs See COBOL (COmmon Business
Oriented Language) programs
Common Gateway Interface (CGI) applications
See CGI (Common Gateway Interface)
applications
Component Object Model (COM) See COM
(Component Object Model)
Component Services
See also COM+ applications
installing TakeANumber component 273
integrating
data from CICS transaction processing 536
with Message Queuing 8
migrating legacy transaction processes See
migrating legacy transaction processes
programmability architecture 15
recovering from crashes 396
security 308
transaction processing on Web
benefits (list) 358
business objects vs. scripts in ASP
pages 362
extending limits 360
transactional ASP 361
transactions explained 359
transactional components
distribution and scaling issues 367
participating in transactions 364
using database access interfaces 366
troubleshooting (example) 519
working with ASP 127
Component Services Explorer 556
Component Services programming model 554
Component Services run-time environment 556
components
accessing ADO data with ASP-and COM
components See ADO (ActiveX Data
Objects); Recordsets
debugging See debugging
deploying with Content Deployment 387
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components (continued)
encapsulating business logic 125
factoring applications 285
fine-grained vs. coarse-grained 363
stateless vs. stateful objects 363
updating with process isolation 281
vs. scripts in ASP pages 268
Components Wizard (Windows) 230
Computer Management tool 376
COMTI (COM Transaction Integrator)
integrating IIS and legacy applications
extending transactions
(example) 540-542
functionality 535
identifying strategies 532
integrating transaction processing data
(example) 536-540
using with Information Management
System 543
migrating to Component Services 557
COMTI components, developing 537
COMTI objects, developing 540
confidentiality, defined 463
configuration
Apache directives and IIS properties
access.conf directives (table) 96-97
httpd.conf directives (table) 86-91
srm.conf directives (table) 92-95
e-mail 421
FrontPage Server Extensions See FrontPage
Server Extensions, configuring for ISP
installation
FTP sites 74
IS
creating company domain Web sites 374—
379
creating personal Web sites 379
overview 374
restricting content 381
troubleshooting 379
isolated processes 282
migrating
applications 74
settings 75
NES 3.5 configuration settings and IIS
properties
application settings (table) 102
content management settings (table) 104
overview 99
server logging settings (table) 102
server preferences (table) 100
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configuration (continued)
overlapping/nonoverlapping virtual
servers 411
replicating configuration settings with Iissync
utility 109
script interpreters 114
security
IIS See security, IIS configurations
migrating users and groups 77
overview 77
setting IIS permissions 79
setting NTFS permissions 78
setting permissions based on content
(table) 80
Windows 2000 Server See security,
Windows 2000 Server configurations
testing with WCAT See WCAT (Web
Capacity Analysis Tool)
configuration files, running Script.cfg
(WCAT) 392
connection management 127
Connection Manager Administration Kit, remote
access component 425
Connection Manager 336
Connection object (ADO)
avoiding query timeouts 350
choosing data providers 331
cursors 343
enhancing performance on SQL Server
systems 338
establishing database connections 335
extending limits of transactions 360
restricting connections across pages 341
sharing active connections 340
timing out connection requests 584
Connection Point Services, remote access
component 425
Connection Pool Timeout (CPTimeout)
property 335,583
connection pooling, defined 335
connection requests, timing out 584
Connection.Execute method 350
connections
analyzing counter data 200
limiting 194, 205
monitoring 198
optimizing (list) 337-342
optimizing network input/output 215
retrying dead 336
scripting for performance 583
tracking anonymous/nonanonymous 224
using NetStat command 230
ConnectionTimeout property 338, 584

consistency (ACID property), defined 15, 359
constant names, style guide 568
content
backing up Web/FTP sites 109
control options for virtual directories (list) 499
database-centric publishing 311
dynamic, pages vs. databases 308
expiring time-sensitive 73
factoring applications 285
managing content created in FrontPage 409
nested in overlapping virtual servers 410
passthrough to UNC-shared 502
personalizing 73
rating with PICS 445
replicating Web and FTP sites 67
restricting on Web sites 381
setting permissions based on content
(table) 80
storing outside Web server root directories 65
updating dynamically 73
uploading through FTP 424
Content Deployment
building three-tier Web clusters 451
replicating and clustering 387
replicating through 383
vs. Content Replication Server 383
/Content directory 562
content expiration 443, 444
content management, NES 3.5 configuration
settings and IIS properties (table) 104
Content Replication Server See Content
Deployment
content specialization and striping
Internet commerce Web sites 165
Internet marketing Web sites 160
Internet transactional Web sites 162
intranet Web sites 158
ContentType property, Response object 129
context switches 202
context switching, style guide 568
Convert 2.0 ACL file NES 3.5 configuration
setting 100
Cookie Munger 442
Cookie.asp (sample code) 441
cookies
saving with Web Application Stress Tool 239
session IDs security risks 274
Session object management 270
Session, maintaining state 127
supporting non-HTTP 1.1 compliant
browsers 438
Copy command (Windows) 409
copy/paste, replicating issues 67



corruption of data attacks, defined 465
counters
analyzing data
anonymous/nonanonymous
connections/not-found errors 227
bandwidth throttling 215
connections 200
File System Cache 191
file transfers 211
Object Cache 187
processor activity 196
SQL Server/Web servers 247
TCP connections 213
threads 202
transmission rates 210
working sets 185
baseline logging 247
collecting performance data 223
displaying WCAT results 392
measuring bandwidth in OSI layers (list) 207
monitoring
remote computers 217
Template/Script Engine Caches (list) 219
Web servers (list) 238
monitoring memory
File System Cache (table) 189
Object Cache (table) 187
paging 181
working sets (table) 184
monitoring network input/output
anonymous/nonanonymous connections
(table) 225
bandwidth throttling (table) 214
file transfers (table) 211
not-found errors (table) 226
TCP connections (table) 212
transmission rates at Application Layer
(table) 208
transmission rates at Data Link Layer
(table) 209
transmission rates at Network Layer
(table) 209
transmission rates at Transport Layer
(table) 209
monitoring processor bottlenecks
connections (table) 200
processor activity (table) 196
threads (table) 202
performance counters
functionality 228
using Web Application Stress Tool Sample
Script 234
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counters (continued)
stress testing with Web Application Stress
Tool
both SQL Server/Web servers performance
(table) 245
SQL Server performance (table) 244
Web server performance
(table) 239, 246
CPTimeout (Connection Pool Timeout)
property 335,583
CPU usage, static vs. dynamic pages 142
CpuAppEnabled property 431
CpuCgiEnabled property 431
CPULimitPause metabase property 198
crash recovery, fault isolation 281
Createlnstance method, ObjectContext object 364
CreateObject method, Server object 266, 276
CreateParameter method 357
CRL-checking, enabling 506
CRLs (Certificate Revocation Lists) 506
CryptoAPI (CAPI) 2.0, performing certificate
work 506
cryptography cards, PCMCIA-based 505
cryptography, Windows 2000 Server 473
Cscript.exe 400
CTL Wizard (certificate trust lists) 2
CTLs (certificate trust lists) 494
Cursor Service, using RDS 324
CursorLocation property, Recordset object 322,
347
cursors
ADO lock types (list) 346
ADO types (list) 343
concurrency 346
forward-only 344
keyset 346
location 347
overview 342
Recordset functionality by type (list) 343
static vs. dynamic 345
CursorType property 347
custom Apache modules, migrating 98, 116
custom authentication 510
custom business objects 325-328
custom error messages 3, 85
Custom Errors 218
custom HTTP headers 443
Customer Information Control System (CICS)
See CICS (Customer Information Control
System)
customizing
extended logging 428
information returned to users with ASP 560
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customizing (continued)
ISP installations See ISP installations
scripts, administrative architecture 10

D

DACLs (discretionary access control lists)
Anonymous access conflicts 482
cannot perform authoring tasks 418
security 498, 602
setting

for domain Web sites 376

for personal Web sites 379

with Terminal Services 405
Windows 2000 Server 471

DAO (Data Access Objects) 316

data
disclosure and corruption attacks 465
legacy See legacy applications and data

data access
access from UNIX-based servers 63
accessing ADO data with ASP and COM

components See ADO (ActiveX Data
Objects); Recordsets
additional resources 371
client tiers See client tiers, data access
Component Services 366
Message Queuing 368
middle tiers See middle tiers, data access
overview 307
Web database technologies
ADC 315
ADO and RDS 314
benefits (list) 308
cost of data access 317

data publishing considerations (list) 309

database-centric publishing 310-312
Jet and DAO 316

MDAC 312

ODBC and OLE DB 313

overview 308

RDO 316

Data Access Components See MDAC (Microsoft

Data Access Components)

data access components written in Visual Basic

6.0, troubleshooting (example) 520
Data Access Objects (DAO) 316
data binding, using DHTML 257
/Data directory 563
Data Link Layer (OSI) 207,209
data loss, security planning 595
data partitioning, ADO using RDS 322
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data providers See OLE DB provider for AS/400

and VSAM
Data Replicator Manager 552

Data Source Name (DSN) See DSN (Data Source

Name)
Data Transformation Services (DTS) 549
data warehousing 311
data-aware controls 320
Database Access components 8

database access, ASP vs. Perl Dbperl/DBI 126

database connections, optimizing
(list) 337-342

database content, NTFS/IIS directory security 81

database logic 125

database management systems (DBMS) See
DBMS (database management systems)

databases See Web databases

datagrams, counters measuring transmission rates

(list) 209
datestamps, capacity planning issues 147
DB2 database tables 550
DBI Perl packages vs. ASP 126
DBMS (database management systems) 8
Dbperl packages vs. ASP 126
DCOM (Distributed COM) components,
NTFS/IIS directory security 81
debug exception handling, disabling 302
debugging
HTML files 579
ISAPI and server components 302
just-in-time 6
Script Debugger, IIS architecture 6
script in ASP pages
avoiding common mistakes 296-298
debug tracing 300
overview 296
script management 301
tracking events in Global.asa 300
using Script Debugger 298-299
security planning 600
Web applications and components 295
debugging tools 303
declaratives, ASP server-side scripting 262
decryption 222,473
default directory structures 65
default home pages for applications 562
Default MIME Type NES 3.5 configuration
setting 104
default scripting language, style guide 571
Default Web Site 65, 420
Default.asp, ASP best practices 562
Default.htm, ASP best practices 562



Defaultlcon Apache resource configuration
directive 93
DefaultLogonDomain metabase property 79
DefaultType Apache resource configuration
directive 93
deferred procedure calls (DPCs) handling,
improving performance 204
defragmenting disks, optimizing 193, 220
delegation, support (table) 501
delimiters
pathnames, migrating UNIX Perl scripts 117
style guide 569
denial of service, security 465, 595, 603
Deny access permission, Apache vs. IIS 84
deploying
applications See legacy applications and data
business solutions See migration process
management
deployment options 61
DER (Distinguished Encoding Rules) certificate
type 491
Design Template (Design.doc) 37, 56
destination servers, migration 63
DFS (distributed file system), clustering 389
DHCP (Dynamic Host Configuration Protocol),
clustering features 389
DHTML (dynamic HTML) 73, 256
dial-in permissions, granting 378
dialog boxes
Add Counters (PerfMon) 229
Add to Chart 217
Application Configuration 301, 302
Extended Logging Options 428
Log on locally 415
Object Properties 521
Secure Communications 504
Dictionary object (ASP) 302
Dictionary object (VBScript) 583
Digest authentication
defined 2
IIS configurations
accessing remote resources (table) 501
file and directory security 498
functionality 487
Web authentication summary (table) 495
digital certificates, defined 7
digital signatures, issuing for SSL and Transport
Layer Security 491
Dim statement 296, 581, 582
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directives
<% @ TRANSACTION=value %> 572
Apache directives and IIS properties
access.conf directives (table) 96-97
httpd.conf directives (table) 86-91
srm.conf directives (table) 92-95
ENABLESESSIONSTATE 582, 583
@LANGUAGE 571
directories
root, ASP best practices 561
security 498
setting NTFS permissions 78
users, Apache vs. IIS 84
directory aliases
Apache vs. IIS 85
NES vs. IIS virtual directories 99
directory browsing and indexing 73
Directory browsing permissions, customizing
scripts (example) 402
directory hierarchy, UNIX 71,118
Directory Indexing NES 3.5 configuration
setting 105
directory separators, UNIX 71, 118
Directory Service Access audit event 479
<Directory> access configuration directive 96
DirectoryIndex Apache resource configuration
directive 93
<DirectoryMatch> access configuration
directive 97
DisableBacklogMonitor registry key 221
DisableCommit method, ObjectContext
object 363
disclosure of data attacks, defined 465
discretionary access control lists (DACLs) See
DACLs (discretionary access control lists)
Disk (Logical or Physical) counters
% Disk Time 246
Avg. Disk Bytes/Transfer 246
Queue Length 246
disk input/output, memory 217
disk mirroring, optimizing memory 193
disk paging, memory monitoring 181
disk partitions, migrating 63
disk quotas, Windows 2000 Server 477
disk space, migration issues 63
Distinguished Encoding Rules (DER) certificate
type 491
Distributed COM (DCOM) components,
NTFS/IIS directory security 81
distributed file system (DFES), clustering 389
Distributed interNet Applications (DNA),
client/server architecture 251
distribution files, running Script.dst (WCAT) 392

673



/DLLs directory 563

DNA (Distributed interNet Applications),
client/server architecture 251

DNS (Domain Name System) round-robin
distribution, capacity planning issues 152

DNS Management tool 374

DNS servers

creating three-tier Web clusters 450
sample installations 455

Document Footer (Footer Text) NES 3.5
configuration setting 104

document footers, specifying 73

Document Root NES 3.5 configuration
setting 105

DocumentRoot Apache resource configuration
directive 93

Domain Name System (DNS) round-robin
distribution See DNS (Domain Name System)
round-robin distribution

Domain Name System (DNS) servers See DNS
servers

domain names 374, 435

domain Web sites 374, 379

dot notation (example) 401

download time, capacity planning 143

downloadable executable files, security 81

downtime, during migration 55

DPC (deferred procedure calls) handling,
improving performance 204

DS1/T1 connections, traffic 141, 144

DS3/T3 connections, traffic 144

DSL connections, traffic 141

DSN (Data Source Name) 329, 332

DSN-less connections 330

DTS (Data Transformation Services), accessing
legacy applications and data 549

DTS Export Wizard 550

DTS Import Wizard 550

DTS packages, creating with wizards 550

durability (ACID property), defined 15, 359

Dynamic Configuration Files NES 3.5
configuration setting 100

dynamic content 73, 308

dynamic cursors vs. static cursors 345

Dynamic Host Configuration Protocol (DHCP),
clustering features 389

dynamic HTML, client-side controls 256

dynamic pages vs. static pages 142, 309, 317

E

ECB (Extension Control Block) 119
e-commerce Web sites 388
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e-mail
formatting with CGI 132
migrating UNIX mail scripts 134
problems submitting forms 421
security 603
sending using ASP 132
embed statements, HTML standards 580
<EMBED> HTML tag 580
Enable DNS NES 3.5 configuration setting 100
EnableCommit method, ObjectContext object 363
ENABLESESSIONSTATE directive 582, 583
encryption
capacity planning issues 164
monitoring security overhead 222
resources 529
using
CryptoAPI 506
Fortezza 505
Server-Gated Cryptography 2
SSL and Transport Layer Security 504
Transport Layer Security 474
Windows 2000 Server 473
encryption key, session security 274
Encryption NES 3.5 configuration setting 100
End If statement 298
end-of-line markers 69, 117
end-point servers 384, 451
Enterprise Service Providers, administering
installations See ISP installations
environment variables
Http_Referer 133
migrating from CGI to ASP 124
Query_String’ 123
Remote_User 133
Server_Name 124, 131
EOF (End of File) property (Recordset) 342
Err object 268
error messages
custom 3, 85
displaying, HTML standards 580
using Script Debugger 6
Error Responses NES 3.5 configuration
setting 100
ErrorDocument Apache resource configuration
directive 94
ErrorLog Apache server directive 86
errors
<!-- #include --!> statements 514
= (equal sign) 297
401 Access Denied 481
401/403 HTTP 508
403 517



errors (continued)
403,7: Forbidden—client certificate
required 510
403,x: Access Forbidden 510
404 Object Not Found 439
500: Server Too Busy 430
Access forbidden error 403 226
ASP 0115 302
ASP 0177: Server.CreateObject Failed 305
Cannot open file 414
Cannot rename file 414
Cannot save file 414
controlling with process isolation 281
ErrorDocument 404 (Apache) 85
fatal application errors 396
FrontPage error when submitting forms 421
Header Error 292
HTTP status error 404 226
ISAPI error 111
monitoring remote computers with
PerfMon 217
ODBC Drivers error ‘80004005° 332-333
overlapping virtual servers vs. installing
FrontPage 411
scripting (list) 296-298
Server object error ‘ASP 0196’ 282
uploading executable scripts and
programs 424
VBS Script Error: Object Required:
Session 265
Ethernet connections, traffic 141
event handlers
_OnClick 289
_OnSubmit 289
OnTransactionAbort 361
OnTransactionCommit 361
Event Viewer (Eventvwr.msc) 217, 231, 478, 482
events
Account Logon (audit) 479
Account Management (audit) 479
Application_OnEnd 276
Application_OnStart 276
Directory Service Access (audit) 479
Logon (audit) 479
Object Access (audit) 479
OnClick 322
Policy Change (audit) 479
Privilege Use (audit) 479
Process Tracking (audit) 479
Session_OnEnd 276
Session_OnStart 271, 276, 295
System (audit) 479
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events (continued)
tracking in Global.asa 300
Window_OnLoad 265, 352
Eventvwr.msc (Event Viewer) 217, 231, 478, 482
exception handling, disabling 302
executable CGI applications, NTES/IIS directory
security 80
executable scripts, viruses and bugs 423
Execute method, Connection/Command
objects 343
Execute permissions 81
ExpiresActive Apache server directive 87
ExpiresDefault Apache server directive 87
expiring content 73
Extended Logging Options dialog box 428
Extension Control Block (ECB) 119
extension lengths, UNIX vs. Windows file
systems 70
extensions for files, standards 564
extranets, database-centric publishing 310

F

failback, defined 389
failover, defined 389
false repudiation, threat assessment 594
FancyIndexing Apache resource configuration
directive 94
FAT (File Allocation Table) file
systems 69, 78, 418
fault isolation, crash recovery 281
fault tolerance, clustering 388
faults, defined 192
Field object 351, 355
Fields collection (ADO) 298
file access, troubleshooting 510
File Allocation Table (FAT) file systems See
FAT (File Allocation Table) file systems
file conventions (table) 118
file descriptors, UNIX 118
file handles, UNIX adhering to Windows
conventions 118
file links, Windows file systems issues 69
file name extension standards 564
file names, UNIX 70, 118
file ownership, Windows file systems 69
file security, IIS configurations 498
file sharing with UNIX-based servers 63
file system access, migrating 131
File System Cache
analyzing counter data 191
defined 189
IIS 5.0 functionality 189
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File System Cache (continued) FrontPage Server Extensions (continued)
memory monitoring specifics 181 permissions (continued)
memory requirements 178 cannot perform authoring tasks 418
monitoring with counters (table) 189 common problems/resolutions 413
optimizing memory usage 194 granting Log on locally rights 415
file systems, Windows vs. UNIX 70 resetting in sub-webs 417
file transfers resetting on virtual servers 419
measuring 207 setting security on IIS 5.0 Server 412
monitoring counters (table) 211 setting 413
<Files> access configuration directive 97 troubleshooting for unauthorized users 412
<FilesMatch> access configuration directive 97 publishing on Web sites 18
FileSystemObject (ASP) 98, 131 FrontPage snap-in, functionality 408
fine-grained components vs. coarse-grained FrontPage Web documents 562
components 363 FrontPage webs 18,412
firewalls 455, 458, 604 FrontPage, repairing hyperlinks 72
Footer Text (Document Footer) NES 3.5 FTP 19,424
configuration setting 104 FTP authentication, configuring IIS 496
footers 73, 446 FTP connections, analyzing data 201
Form collection 123 FTP servers, IIS architecture 5
Form object 289 FTP Service counters
Form Wizard, creating 291 Bytes Received/sec 208
<FORM> HTML tag 123, 286 Bytes Sent/sec 208
Format NES 3.5 configuration setting 103 Bytes Total/sec 208
formatting disk partitions, security 63 Current Anonymous Users 225
forms See HTML forms Current Connections 200
Fortezza 2, 505 Current NonAnonymous Users 225
Forward Requests To NES 3.5 configuration Files Received 211
setting 106 Files Sent 211
forward-only cursors 344 Files Total 211
Fpremadm utility 408, 409 Maximum Anonymous Users 225
Fpsrvadm utility 408, 409 Maximum Connections 200
Fpsrvadm.exe command-line utility 414 Maximum NonAnonymous Users 225
Fpsrvwin utility vs. FrontPage snap-in 408 Total Anonymous Users 225
front-end networks, sample installations 455 Total NonAnonymous Users 225
FrontPage administration commands 408 FTP site directories 65
FrontPage Server Extensions FTP sites
administering limiting access 74
ISP installations 373 migrating 74, 109
permissions on content roots (list) 410 replicating 67
changing Web site roots 410 setting IIS permissions 79
configuring for ISP installation full-domain sites, creating 374
configuring e-mail 421 Functional Specification Template
introducing FrontPage snap-in 408 (FuncSpec.doc) 36, 56
managing content 409 functions
overlapping virtual servers 411 ASP server-side scripting 263
overview 407 performance 581
uploading executable scripts and style guide 576
programs 423
creating Web sites 378 G
installing 411, 451

gateway logic 125
Generate Report NES 3.5 configuration
setting 103

permissions
administering with (list) 410
cannot access Web sites 417



GET method (ASP) 123, 287
GET request 141, 429
GET/PUT notation (example) 401
GetChunk method, Field object 355
Global counters See Internet Information Services
Global counters
global scope, performance 581
global variables, performance 581
Global.asa
declaring objects 278, 562
functionality 276
importing type library constants 278
tracking events 300
using <OBJECT> tag 582
GlobalPageCounter object (Global.asa) 278
graphics, Web applications 253
group accounts 77
Group Policy editor 468

H

hard page faults, memory monitoring 181
hardware
microsoft.com case study 168, 171
migrating Web servers to IIS 5.0 61
migration considerations 40-43
three-tier Web clusters 450
upgrading to IIS 107
using custom for security overhead 227
Hardware Virtual Servers (IP Address, Document
Root) NES 3.5 configuration setting 105
hardware virtual servers, NES vs. IIS 98
hash tables, storing Transmission Control
Blocks 199
HDR (Host Data Replicator), legacy databases
flexible processing and filtering 551
gathering statistics 551
identifying strategies 532
performance 552
performing two-way replication 551
replicating DB2 tables 550
scheduling 551
security 552
supported platforms (list) 552
Header Apache server directive 87
HeaderName Apache resource configuration
directive 94
headers
host See host headers
HTTP 1.1, capacity planning 146
HTTP See HTTP headers
If-Modified-Since, capacity planning 147
Negotiate 486

Index

helper files 563
hit counters, displaying 135
hits, defined 192
home page names, UNIX (list) 76
Home Page NES 3.5 configuration setting 106
Home Page/Index File NES 3.5 configuration
setting 105
home pages, default for applications 562
Host Data Replicator (HDR) See HDR (Host Data
Replicator)
host header names, assigning 374, 434
host headers
migrating user Web sites 72
NES vs. IIS 99
one computer/same IP address/multiple
hosts 437
supporting older browsers 438
HostnameLookups Apache server directive 87
HSE_REQ_TRANSMIT_FILE
(ServerSupportFunction) function 148
.htaccess command (Apache) 85
/HTM subdirectory of /Content directory 563
HTML
combining with server-side scripts 128
creating on the fly See ASP (Active Server
Pages), scripts
formatting output 129
functionality in Web applications 252
publishing with databases See Web databases
pure vs. special dialect 128
supporting non-HTTP 1.1 compliant
browsers 438
vs. .asp 560, 564
HTML Administration Forms, administering sites
remotely 409
HTML files, checking and debugging 579
HTML footers, customizing 446
HTML forms
accessing input, migration 121
content 121
developing Web applications
GET vs. POST 287
hidden form fields 291
using forms for input 286
validating client-side forms 289
factoring applications 285
security risks 291
HTML output logic 128
HTML pages 142, 262
HTML standards 578
HTML tags
ACTION attribute 286
<EMBED> 580
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HTML tags (continued)
<FORM> 123, 286
<NOEMBED> 580
<OBJECT> 278, 580, 582, 585
<OPTION> 265
RUNAT=SERVER attribute 263, 278
<SCRIPT> 263, 276, 278, 301
<SELECT> 265, 351
HTTP 1.1
header entries 146
publishing on Web sites 17
supporting non-compliant
browsers 438-442
HTTP 1.1 Host Header standard 72
HTTP compression, defined 4
HTTP connection data structures 178
HTTP connections, analyzing data 201
HTTP cookies, Session object 270
HTTP headers
Accept-Language 261
redirecting requests 292
Set-Cookie 270
setting up custom 443
vs. default MIME types 129
HTTP Keep-Alives 199, 217
HTTP Monitoring Tool
functionality 230
monitoring
performance 433
TCP connections 212
HTTP Persistent Connection Timeout NES 3.5
configuration setting 100
HTTP Post (RFC 1867) protocol 386
HTTP redirect, specifying from Web sites 73
HTTP server applications, counters 208
Http_Referer environment variable 133
httpd.conf Apache directives, IIS properties
(table) 86-91
HttpExtensionProc ISAPI call 260
hyperlinks
factoring applications 285
functionality in Web applications 253
repairing during migration 72
replicating Web sites 68
testing migration 48

IBM AS/400 See legacy applications and data

IBM DB?2 database tables 550

IBM Multiple Virtual Storage (MVS) See legacy
applications and data

IBM OS/400 See legacy applications and data

IdentityCheck Apache server directive 87
IDs, session (ASP) See session IDs (ASP)
If statement 297
<IfDefine> Apache server directive 87
If-Modified-Since header 147
IIS (Internet Information Services) 5.0
Access databases security limitations 81
accessing legacy applications and data See
legacy applications and data
additional resources 19
administering older version servers 426
architecture
administrative 9
overview 5-8
programmability 11-16
configuring
creating company domain Web sites 374—
379
creating personal Web sites 379
overview 374
restricting content 381
troubleshooting 379
directory security, setting permissions based on
content (table) 80
enabling CRL-checking 506
migrating from
Apache HTTP Server See migrating from
Apache HTTP Server
NES See migrating from Netscape
Enterprise Server
new features
administration (list) 3
Internet standards (list) 4
programmability (list) 3
security (list) 2
publishing on Web sites
overview 17
using FrontPage Server Extensions 18
using FTP 19
using WebDAV 17
security See security, IIS configurations
vs. IIS 4.0, tuning ASP queuing and thread
pools 218
IIS 5.0 working sets See working sets
IIS Admin Objects
administering sites remotely 404407
architecture 9
automating
administration 397
tasks with command-line scripts 10
security-related settings (list) 524
working with Windows Script Host and
ADSI 10



IIS Admin Service, setting permissions 78
IIS Administration Script Utility 79
IIS directories, populating with Web/FTP site
content 67
IIS log files, migrating 75
IIS logging 200, 524
IIS mapper, accessing remote resources
(table) 501
IIS metabase, setting IIS properties 75
IIS Migration Wizard
defined 39, 57
migrating Apache directives
Apache access.conf directives and IIS
properties (table) 96-97
Apache srm.conf directives and IIS
properties (table) 92-95
httpd.conf directives and IIS properties
(table) 86-91
migrating Web servers to IIS 5.0 67
NES 3.5 configuration settings and IIS
properties
application settings (table) 102
content management settings (table) 104
server logging settings (table) 102
server preferences (table) 100
Web publishing/Agents and Search/Auto
Catalog 106
resources 135
upgrading or replicating IIS Web servers 107
IIS native mapping 492
IIS Object Cache See Object Cache
IIS permissions, configuring 79
IIS properties, setting 75
IIS script maps 261
IIS snap-in
administering sites remotely 404, 405
configuring servers 75
controling connections 194
Default Web Site 65
deploying content 385
FrontPage error when submitting forms 422
MMC snap-in See MMC snap-in
NES 3.5 configuration settings and IIS
properties
application settings (table) 102
content management settings (table) 104
server logging settings (table) 102
server preferences (table) 100
Vvs.
FrontPage snap-in 408
Windows Explorer 76
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IIS Template Cache
caching scripts in ASP 186
IIS 5.0 vs. IS 4.0 218
memory requirements 178
monitoring with PerfMon counters (list) 219
IIS Web servers, upgrading or replicating See
migrating Web servers, upgrading or replicating
IIS Web servers
IISAO (IIS Admin Objects) See IIS Admin
Objects
IIsCertMapper (IISAO) property 525
Iissync utility 109
IISWebService object 283
IISWebVirtualDir object 283
illegal characters, UNIX vs. Windows file
systems 71
Image File Execution Options registry key 304
/Images subdirectory of /Content directory 563
impersonation, Windows 2000 Server 471
Import Wizard (COBOL) 538, 539, 541, 542
IMS (Information Management System),
accessing legacy applications and data
COMTI support 543
extending transactions with COMTI
(example) 540-542
integrating IIS and applications 534
migrating to Component Services 553
using COMTI 535
.inc file extension standards 564
Include Apache server directive 87
include files 564, 601
includes, IIS support for server-side 73
indentations, style guide 570
Index Filenames NES 3.5 configuration
setting 105
IndexIgnore Apache resource configuration
directive 94
Indexing Service
IIS architecture 7
MSIDXS (OLE DB provider) support 331
indexing, enabling on Web sites 73
Inetinfo working sets See working sets
Inetinfo.exe 183, 304
Information Management System (IMS) See IMS
(Information Management System)
infrastructure deployment See migration process
management
in-process applications, performance 119
in-process extensions, ISAPI 261
in-process isolation, running 394
input processing, migrating 121
input stream, accessing unprocessed 123
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installation requirements, capacity 153
installations, administering ISP installations See
ISP installations
integrated Windows authentication
accessing remote resources (table) 501
file and directory security 498
functionality 486
Web authentication summary (table) 495
integration test labs 40, 46
integration tests (table) 49
integrity 463, 593, 602
integrity protocols 473
interactive logons 469
interactive permissions 499
Interactive user accounts, security 498
International Characters NES 3.5 configuration
setting 105
Internet Authentication Services, remote access
component 425
Internet Connection Services for remote
access 425
Internet Explorer
enabling CRL-checking 506
locking in security settings 604
posting content 386
Internet Information Services (IIS) 5.0 See IS
(Internet Information Services) 5.0
Internet Information Services Global counters
Cache Flushes 187
Cache Hits 187
Cache Hits % 187, 246
Cache Misses 187
Current Blocked Async I/O Requests 214
Directory Listings 187
Measured Async I/O Bandwidth
Usage/Minute 214
Objects 187
Total Allowed Async I/O Requests 214
Total Blocked Async I/O Requests 214
Total Rejected Async I/O Requests 214
Internet Server Application Programming
Interface (ISAPI) applications See ISAPI
(Internet Server Application Programming
Interface) applications
Internet service providers (ISPs) See ISPs
(Internet service providers)
Internet Services Manager 10, 562
Internet Services Manager (HTML) 10, 404
Internet standards, IIS new features (list) 4
Internet, threat assessment 592
InterNIC, domain names 374, 435
Interoperability Lab, resources 57
interoperating servers, migrating 37
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interoperation tools, Web links 136
interoperation, file sharing 63
Interrupt Request Level (IRQL) 204
interrupts, improving handling 204
intranets
capacity planning scenarios 157
database-centric publishing 310
expanding with content striping and
specialization 158
threat assessment 590
intrinsic objects (ASP) 111
inventories, creating for security 589
IP Address NES 3.5 configuration setting 105
IP addresses
assigning to domains 374
configuring IIS security 509
hosting multiple sites/one IP address 434
migrating user Web sites 72
one computer/multiple IP addresses 435
one computer/same IP address/multiple
hosts 437
pinging 379
IP counters
Datagrams Forwarded/sec 209
Datagrams Received/sec 209
Datagrams Sent/sec 209
Datagrams/sec 209
IP packet filtering, security 604
IP Security (IPSec) 475-476
ISAPI (Internet Server Application Programming
Interface) applications
converting CGI applications 119
errors with CGI scripts 111
migrating to IIS 5.0 110
running in isolation 395
vs. ASP/CGI/static HTML pages performance
tests 148
Web applications performance 148-149
ISAPI authentication filters 381, 518
ISAPIDLLs 119, 184, 395
ISAPI Extension Control Block (ECB) 260
ISAPI extensions 13, 111, 112,260
ISAPI filters
Cookie Munger 442
developing middle-tier Web applications 261
extending IIS security 497
migrating
Apache custom modules 98
applications 111
NTFS/IIS directory security 80
programmability architecture 13



ISAPI in-process, performance tests and
comparisons (table) 149
ISAPI out-of-process, performance tests and
comparisons (table) 149
ISAPI server extensions, NTFS/IIS directory
security 80
ISDN connections, traffic capacity 141
isolation See process isolation
isolation (ACID property), defined 15, 359
ISP installations
adapting IIS to sample installations
administrative networks 456
advantages of topology 456
back-end networks 456
expanding platforms 457
front-end networks 455
overview 453
querying SQL Server 457
security 458
several business clients 454
three networks in one 455
additional resources 460
administering older version servers 426
administering sites remotely
command line 405
IIS snap-in 404
Internet Services Manager (HTML) 404
overview 404
Telnet 406
Terminal Services 405
Web site Operators user accounts 407
allocating resources
controlling bandwidth 430
disabling socket pooling 430
logging resources 428
overview 428
performance with HTTP Monitoring
Tool 433
process accounting and throttling 431
stopping CGI applications 433
automating administration
changing permissions (example) 400
creating Web sites (example) 400
customizing scripts (example) 401
executing scripts 398
IIS Admin Objects/ADSI 398
overview 397
Windows Script Host 397
building Web clusters See Web clusters
configuring FrontPage Server Extensions See
FrontPage Server Extensions, configuring for
ISP installation
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ISP installations (continued)
configuring IIS
creating company domain Web sites 374—
379
creating personal Web sites 379
overview 374
restricting content 381
customizing installation .
components for administration (sampl
setup) 440
customizing HTML footers 446
hosting multiple sites with one IP
address 434
making redirects work 442
overview 434
setting up custom HTTP headers 443
supporting non-HTTP 1.1 compliant
browsers 438-442
enhancing reliability
clustering 388
hosting applications 396
out-of-process pooling 396
overview 382
recovering from crashes 396
replicating 383
replication and clustering in IIS 383
running applications in isolation 394
Internet Connection Services for remote
access 425
managing installations 382
overview 373
testing applications with
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
uploading content through FTP 424
ISPs (Internet service providers)
See also administrators
capacity planning issues 156

administrative architecture 9
new features (list) 3
monitoring and tuning servers See monitoring
and tuning servers
setting up user Web sites 72
user diagram 34
TUSR_computername accounts
data source permissions 332
defending against malicious attacks 523
IIS configurations
anonymous Web authentication 481
DACLs conflicts 482
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TUSR_computername accounts (continued)
IIS configurations (continued)
directories containing DLLs 498
resecuring sites 412
security tokens 495
inability to create components 305
managing permissions with FrontPage,
common problems/resolutions 413
resetting permissions 417, 419
security and SQL Server 332
setting permissions 78, 79, 499
troubleshooting 513, 519
IWAM_computername accounts 519, 523

J

Java classes, /Classes directory 562
Java NES 3.5 configuration setting 102
Java, deploying content 385
Jet (Joint Engine Technology) database engine,
accessing with DAO 316
JIT (just-in-time)
debugging 6
activation 364
Job object 247
JScript
IIS support 110
style guide for scripts in ASP pages (list) 565
JScript scripting engines 397
just-in-time (JIT)
debugging 6
activation 364

K

KeepAlive Apache server directive 88
Keep-Alives, HTTP 199, 217
KeepAliveTimeout Apache server directive 88
Kerberos v5 authentication protocol
accessing remote resources (table) 501
authentication protocol 82
security 2, 602
vs. integrated Windows authentication 472
Windows 2000 support 486
keyset cursors 346
keysets, defined 346
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L2 caches, upgrading 204

language default, style guide 571

@LANGUAGE directive 571

LanguagePriority Apache resource configuration
directive 94
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layout order of scripts, style guide 571
LBound method, VBATrray object
(VBScript/JScript) 298
LCase() 576
legacy applications and data
accessing data
file data and IIS 543 ;
host files (example) 545-548
overview 543
using OLE DB and ADO 544
additional resources 558
expanding platforms, guidelines 458
identifying strategies
connecting to SNA 533
developing and deploying applications on
Windows 534
overview 532
integrating IIS using COMTI
extending transactions
(example) 540-542
functionality 535
integrating transaction processing data
(example) 536-540
overview 534
using with Information Management
System 543
migrating transaction processes See migrating
legacy transaction processes
replicating databases See replicating, legacy
databases
legacy transaction processing programs See
transaction processing programs, legacy
<Limit> access configuration directive 97
<LimitExcept> access configuration directive 97
line feed characters, migrating UNIX Perl
scripts 117
list boxes, filling with VBScript (example) 351
Listen Apache server directive 88
Listen_Back_Log registry key 216
ListenBacklog Apache server directive 88
load balancing 152, 388, 389
local scope, performance 581
local variables, performance 581
LocalSystem accounts 78, 470
Location object 294
<Location> access configuration directive 97
<LocationMatch> access configuration
directive 97
Lock method, Application object 279
lock types
adLockBatchOptimistic 346, 347
adLockOptimistic 346 )



lock types (continued)
adLockPessimistic 346
adLockReadOnly 343, 346
Log Client Accesses NES 3.5 configuration
setting 103
log files 75, 178
Log on locally dialog box 415
Log on locally permission 376
Log on locally privilege 469
Log on locally user right 484
Log Preferences NES 3.5 configuration
setting 103
logging
allocating resources 428
baseline 247
troubleshooting 510
logic, maintaining state between forms 127
Logon audit event 479
logon privileges, Windows 2000 Server 468
logon types, Windows 2000 Server 468
Logon.asp, troubleshooting (example) 519
LogonMethod (IISAO) property 525
loop pages, factoring applications 286
loopback, defined 210

mail, migrating UNIX mail scripts 134
mainframe transaction processing See transaction
processing programs
malicious attacks
defending against 522
threat assessment planning See threat
assessment planning
Map to Directory NES 3.5 configuration
setting 104
MapPath method 276, 574
mapping
Active Directory 494
client certificates 489
IIS native 492
setting applications 115
transaction tasks to Windows 2000 Server 557
marketing Web sites, capacity 159
MaxClients Apache server directive 88
Maximum Simultaneous Requests NES 3.5
configuration setting 101
MaxKeepAliveRequests Apache server
directive 88
MaxPoolThreads registry key 203
MaxRecords property, Recordset object 353
MaxRequestsPerChild Apache server directive 88
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MD_DISABLE_SOCKET_POOLING metabase
property 182
MDAC (Microsoft Data Access Components)
ADO and RDS 314, 318
cost of data access 317
data publishing considerations 309
functionality 312
ODBC and OLE DB 313
using with ADO 267
MDL (Memory Descriptor List) reads
counters 190, 192
/Media subdirectory of /Content directory 563
memory
adding 227
allocation 177
bottlenecks, improving performance 204
capacity planning guidelines 174
disk input/output 217
management 177
monitoring
security overhead 222
with counters See counters
monitoring overall server memory
maintaining Object Cache 186
memory monitoring specifics 180
monitoring File System Cache 189
monitoring IIS 5.0 working sets 183
optimizing memory usage (list) 193
overview 180
tuning TCP sockets 182
using Inetinfo working sets 183
optimizing Web applications 220
overview 177
requirements of servers (list) 178
tuning ASP queuing and thread pools, IIS 5.0
vs. IIS 4.0 219
Memory counters
Available Bytes 181, 184, 191, 245, 246
Cache Bytes 189
Cache Faults/sec 181, 189
Committed Bytes 245, 246
Page Faults/sec 181, 184, 190, 242
Page Reads/sec 181, 184, 190
Pages Input/sec 184
Pages/sec 245, 246
Pool Nonpaged Bytes 182, 245, 246
Pool Paged Bytes 182
Memory Descriptor List (MDL) reads
counters 190, 192
Message Queuing
architecture 8
clustering features 389
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Message Queuing (continued)
functionality 368
transaction processing 369
metabase
backing up when migrating to IIS 109
editing settings 182
using IIS 283
metabase properties
ASPProcessorThreadMax 219
CPULimitPause 198
DefaultLogonDomain 79
MD_DISABLE_SOCKET_POOLING 182
MetaDir Apache resource configuration
directive 94
MetaSuffux Apache resource configuration
directive 94
method calls
Redirect 536
Reformat 536
methods
Close 339
Connection.Execute 350
Create Object, Server object 266
Createlnstance, ObjectContext object 364
CreateObject, Server object 276
CreateParameter 357
DisableCommit, ObjectContext object 363
EnableCommit, ObjectContext object 363
Execute, Connection/Command objects 343
GET (ASP) 123,287
GetChunk, Field object 355
LBound, VBArray object
(VBScript/JScript) 298
Lock, Application object 279
MapPath (ASP) 574
MapPath, Server object 276
Open, ADO Connection object 335
POST (ASP) 287
Query, RDS.DataFactory object 322
Recordset.Open 343, 350
Redirect, Response object 292
Refresh, Command object 356
Requery, Recordset object 348
Response.AppendToLog, Response object 300
Response.Write, Response object 276, 296
Resync 342, 344, 349
Server.CreateObject (ASP) 278, 282, 305
Server.MapPath (ASP) 574
Server.UrlEncode (ASP) 287
Session.Abandon, Session object 276
SetAbort, ObjectContext object 361
SetComplete, ObjectContext object 361
style guide 573
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methods (continued)
Submit, Form object 289
UBound, VBArray object
(VBScript/JScript) 298
Unlock, Application object 279
Write, Response object 262, 295
Microsoft Access See Access databases
Microsoft Access data provider
(Microsoft.Jet. OLEDB.3.51) 331
Microsoft Active Directory Service Interfaces
(ADSI) See ADSI (Active Directory Service
Interfaces)
Microsoft Certificate Services See Certificate
Services
Microsoft COM Transaction Integrator (COMTT)
See COMTI (COM Transaction Integrator)
Microsoft CryptoAPI (CAPI) 2.0 506
Microsoft Data Access Components (MDAC) See
MDAC (Microsoft Data Access Components)
Microsoft Federal Security Initiative 505
Microsoft Host Data Replicator (HDR) See HDR
(Host Data Replicator)
Microsoft Indexing Service
IIS architecture 7
MSIDXS (OLE DB provider) support 331
Microsoft Internet Explorer
enabling CRL-checking 506
locking in security settings 604
posting content 386
Microsoft Interoperability Lab, resources 57
Microsoft Management Console (MMC) See
MMC (Microsoft Management Console)
Microsoft Network File Sharing (NFS), file
sharing with UNIX-based servers 63
Microsoft OLE DB providers See OLE DB
providers
Microsoft Script Debugger 6, 299
Microsoft SNA (Systems Network Architecture)
Server 4.0 SP2, accessing legacy applications
and data 531, 534, 536
Microsoft Solutions Framework (MSF) for
Infrastructure Deployment See migration
process management
Microsoft Telnet Service 406
Microsoft Visual Basic Scripting Edition
(VBScript) See VBScript (Visual Basic
Scripting Edition)
Microsoft Visual InterDev 562
Microsoft Web Publishing Wizard 386
Microsoft Windows DNA (Distributed interNet
Applications) 251



microsoft.com Web site
large-site case study 166174
migration testing 47
servers’ memory 193
Microsoft.Jet. OLEDB.3.51 (Microsoft Access
data provider) 331
middle tiers
building three-tier Web clusters 452
client tiers See client tiers
data access 326
defined 249
developing Web applications
application testing 284
ASP applications See ASP applications,

developing middle-tier Web applications

CGI applications 260
ISAPI extensions and filters 260
overview 259
process isolation and crash recovery See
process isolation
scripts in ASP pages 261-269
using Component Services for legacy
applications 555
migrating from Apache HTTP Server
Apache vs. IIS 83
migrating custom modules 98
migrating directives
Apache access.conf directives and IIS
properties (table) 96-97
Apache srm.conf directives and IIS
properties (table) 92-95
httpd.conf directives and IIS properties
(table) 86-91
overview 86
overview 83
using IIS Migration Wizard 67
migrating from Netscape Enterprise Server 3.5
migrating configuration settings
configuration styles 104
NES 3.5 application settings and IIS
properties (table) 102
NES 3.5 server logging and IIS properties
(table) 102
NES 3.5 server preferences and IIS
properties (table) 100
overview 99
Web publishing/Agents and Search/Auto
Catalog 106
NES 3.5 vs. IIS, terminology (list) 98
using IIS Migration Wizard 67

migrating legacy transaction processes
See also transaction processing programs
migrating to Component Services
Component Services Explorer 556
features and capabilities 554
mapping tasks to Windows 2000 Server-
based applications 557
overview 553
planning migration 557
second-tier run-time environment 556
three-tier programming model 554
transaction functionality 553
migrating Web servers to IIS 5.0
additional resources 135
identifying items to migrate 63
migrating Web applications
converting CGI to ISAPI 119
deciding to port or rewrite CGI
applications 112
IIS application technologies (list) 110
migrating from CGI to ASP 120-131
migrating UNIX mail scripts 134
overview 110
porting 114
reproducing CGI e-mail delivery 132
reproducing CGI page counters 135
UNIX applications 116-118
migration steps
assessing hardware requirements 61
completing FTP site migration 74
completing Web site migration 72
configuring security 77
integrating UNIX and Windows 2000
Server security 82
migrating configuration settings 75
migrating log files 75
migrating security certificates 82
migrating users and groups 77
migrating Web and FTP sites 67
overview 60
preparing destination server 63—-66
replicating and configuring applications 74
replicating UNIX-based files 69-71
replicating Windows-based files 67
setting IIS permissions 79
setting NTFS permissions 78
setting permissions based on content
(table) 80
using IIS Migration Wizard 67
overview 59
tools for UNIX-based servers (list) 33
upgrading or replicating IIS Web servers 107
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migration process management
additional resources 56
assessing risk (table) 28
Deploying phase 52
Developing phase 45-52
Envisioning phase 24-29
hardware 40
IIS Migration Wizard See IIS Migration
Wizard
interoperating 37
migration tools 39, 57
MSF process model and migration activities
(table) 23
Planning phase 31-45
policy and procedure review 35
Release milestone 45
requirements definition (table) 26
software 40
support documents
Design Template 37
Functional Specification Template 36
Project Plan Template 43
Risk Assessment Form 28
Sample Project Schedule 44
Sample Test Plan 47
Standards Review Form 35
Technical Environment Survey 32
Tools Checklist 33
system users of ISP diagram 34
team roles (table) 29, 32, 46, 53
tests
application (table) 50
integration (table) 49
unit (table) 48
Vision and Scope documents
assessing risk 28
creating requirements definition 26
creating 24
defining project teams 29
defining projects 25
developing conceptual designs 27
migration tools 57
Migration Wizard See IIS Migration Wizard
MIME content 355
MIME formats 322
MIME mapping 280
MIME packets 326
MIME Types NES 3.5 configuration setting 101
MIME types 92, 104, 129
Min/MaxSpareServers Apache server directive 89
misses, defined 192
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mixed environments, file sharing with UNIX-
based servers 63
MMC (Microsoft Management
Console) 6, 199
MMC snap-in
IIS architecture 6
IIS snap-in See IIS snap-in
Internet Services Manager, administrative
architecture 10
Monitor Current Activity NES 3.5 configuration
setting 103
monitoring and tuning servers
memory
maintaining Object Cache 186
monitoring File System Cache 189
monitoring IIS 5.0 working sets 183
monitoring overall server memory 180
monitoring specifics 180
optimizing memory usage (list) 193
overview 177
requirements of servers running IIS 5.0
(list) 178
tuning TCP sockets 182
using Inetinfo working sets 183
monitoring security overhead
analyzing data/planning upgrades 227
counting not-found errors 226
measuring with WCAT 223
overview 222
testing security features 223
tracking anonymous/nonanonymous
connections 224
monitoring with counters See counters
network input/output
bandwidth requirements of servers running
IIS 5.0 206
disk input/output 217
monitoring bandwidth 213
monitoring connections 206
monitoring file transfers 207, 211
monitoring remote computers 217
monitoring TCP connections 207, 212
monitoring transmissions rates 207-210
optimizing connections 215
overview 206
optimizing for Web applications (list) 220
overview 175
preventing processor bottlenecks
improving processor usage and
performance (list) 204
monitoring activity 196
monitoring connections 198
monitoring server processors 195



monitoring and tuning servers (continued)
preventing processor bottlenecks (continued)
monitoring threads 201
overview 195
process throttling limits 198
tools
counters for stress testing
(table) 239-246
HTTP Monitoring Tool 230
NetStat and NetMon 230
overview 228
PerfMon See PerfMon (System Monitor)
Performance Counter Check 230
Process Viewer/Process Explode/Process
Monitor/Event Viewer 231
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
tuning ASP queuing and thread pools 218
MS Remote (RDS disconnected recordset
provider) 331
msadc virtual directories, creating 326
MSDAORA (OLE DB provider for Oracle) 331
MSDAOSP (simple OLE DB provider) 331
MSDASQL, OLE DB provider for ODBC 331
MSDataShape provider 328, 331
MSF (Microsoft Solutions Framework) for
Infrastructure Deployment See migration
process management
MSIDXS (provider for Microsoft Indexing
Service) 331
MSPersist (persisted recordset provider) 331
MTA Host and NNTP Host NES 3.5 configuration
setting 101
multimedia, functionality in Web
applications 253
multiple instances of servers, NES 3.5 vs. IIS 99
multiple threads, CGI vs. ASP 560
multiple users, CGI vs. ASP 560
Multiple Virtual Storage (IBM MVS), accessing
legacy applications and data See legacy
applications and data
multiprocessor scaling 150
multitier applications, tiers (list) 249
multitiers
client tiers See client tiers
designs 249
middle tiers See middle tiers
Munge.asp (sample code) 441
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munging URLs 438, 442

MVS (IBM Multiple Virtual Storage), accessing
legacy applications and data See legacy
applications and data
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named-based virtual hosts, Apache vs. IIS 84
namespaces 275, 302
NameVirtualHost Apache server directive 89
naming conventions, style guide 573
naming home pages, UNIX compatible (list) 76
National Security Agency (NSA) 505
Negotiate header 486
NES (Netscape Enterprise Server) 3.5, migrating
to IIS 5.0 See migrating from Netscape
Enterprise Server 3.5
nested virtual servers, overlapping vs. installing
FrontPage 411
Net Use command 230
NetMon (Network Monitor) 213, 230
Netscape Enterprise Server 3.5, migrating to IIS
5.0 See migrating from Netscape Enterprise
Server 3.5
Netscape Navigator 2.02, posting content 386
NetStat command 230
network adapters 205, 389
network authentication protocols 602
network bandwidth See bandwidth
network capacity, measuring 206
network cards, upgrading 205
network connections, optimizing 215
network environment survey 32
Network File Sharing (NFS) 63
network input/output See bandwidth, network
input/output
Network Interface counters
Bytes Received/sec: Adapter# 209
Bytes Sent/sec: Adapter# 209
Bytes Total/sec: Adapter# 209
Network Layer (OSI) 207, 209
Network Load Balancing
building three-tier Web clusters 448-453
capacity planning issues 152
functionality 389
linking with Cluster Service 388
network logon, Windows 2000 Server 469
Network Monitor (NetMon) 213,230
network permissions 499
network protocol analyzers, security 463
network servers 144, 500
network sniffing 463, 485
network traffic 222, 457
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Network user accounts 498
networks, sample installations 455
New Virtual Directory Wizard 93, 99
NFS (Network File Sharing) 63
<NOEMBED> HTML tag 580
nonanonymous connections
monitoring counters (table) 225
tracking with PerfMon 224
Nonanonymous User counters, defined 226
nonpaged memory pools 178
nonpaged pools 178, 182, 199
nonrepudiation, security 463, 594, 603
not-found errors 226
NSA (National Security Agency) 505
NSLookup utility 379
NT Challenge Response vs. integrated Windows
authentication 472
NT LAN Manager (NTLM), IIS configurations
accessing remote resources (table) 501
vs. integrated Windows authentication 486
ntbugtraq (Windows) 600
NTEFS file system
converting UNIX file names and
pathnames 70
directory security 80
disk quotas 477
file sharing with UNIX-based servers 63
IIS configurations, security 484, 498
permissions
determining access 510
IIS security working with FrontPage 412
limiting access for FTP sites 74
managing with FrontPage 413, 421
setting 78, 115, 332
vs. Web server permissions 401
setting DACLs 471
vs. FAT file systems 69
NTFS Full Control permissions 78
n-tier architecture, middle tiers 259
NTLM (NT LAN Manager), IIS configurations
accessing remote resources (table) 501
vs. integrated Windows authentication 486
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Object Access audit event 479

Object Cache
analyzing performance 187
maintaining in working sets 186
memory requirements 178
monitoring with counters (table) 187
retiming to optimize memory usage 194
working with File System Cache 189
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Object counter, Threads 245
object names, style guide 573
Object Properties dialog box 521
object proxies, creating 325
object statements, HTML standards 580
<OBJECT> HTML tag 278, 580, 582, 585
object-cache scavenger, functionality 187
ObjectCacheTTL registry key 188, 194
ObjectContext object (ASP) 267, 361, 363
objects
See also methods
ADO Recordset See Recordsets
ADODB.Recordset 322, 328
ADOR Recordset 322, 328
Application (ASP) 267
CDONTS (IIS) 132
Command See Command object
Connection (ADO) See Connection object
(ADO)
declaring with <OBJECT> tag 582
declaring with Global.asa 562
Dictionary (ASP) 302
Dictionary (VBScript) 583
Err 268
Field 351, 355
FileSystemObject (ASP) 98, 131
Form 289
GlobalPageCounter (Global.asa) 278
IISWebService 283
I[ISWebVirtualDir 283
Job 247
Location 294
ObjectContext (ASP) 267, 361, 363
PageCounter 135
RDS.DataControl 319-325
RDS.DataSpace 319-325, 327
RDSServer.DataFactory 319-324, 327
Redirect (ASP) See Redirect object (ASP)
Request (ASP) See Request object (ASP)
Response (ASP) See Response object (ASP)
Server (ASP) See Server object (ASP)
Session (ASP) See Session object (ASP)
stateless vs. stateful 363
TextStream 131
User 493
UserCertificate 493
using
application scope 581
out of scope 296
VBArray (VBScript/JScript) 298
OCI2 SONET, microsoft.com statistics 168
ODBC (Open Database Connectivity) 8,
312,313, 317



ODBC Connection Manager 336
ODBC connection pooling 335, 583
ODBC drivers 125
ODBC DSN (Data Source Name) 329
ODBC-compliant databases, standards 308
OLAP (online analytical processing) 311
OLE DB 312, 313
OLE DB connection pooling 583
OLE DB connection strings 329
OLE DB format 549
OLE DB provider for AS/400 and VSAM,
accessing legacy applications and data
accessing host files (example) 545-548
configuring Data Provider 546
functionality 544
identifying strategies 532
using OLE DB and ADO 544
OLE DB providers
ADO and RDS 314
database access 125
IIS architecture 8
selecting (list) 331
OLE DB-compliant databases, standards 308
OLTP (online transaction processing) 311
On Error Resume Next statement 298
On/Off NES 3.5 configuration setting 101
_OnClick event handler 289
OnClick event 322
OnEnd event handler 276
online analytical processing (OLAP) 311
online assets, creating inventories 589
online transaction processing (OLTP) 311
_OnSubmit event handler 289
OnTransactionAbort event handler 361
OnTransactionCommit event handler 361
Open Database Connectivity (ODBC) See ODBC
(Open Database Connectivity)
Open method, ADO Connection object 335
Open With FrontPage command 408
optimizing
database connections (list) 337-342
memory usage (list) 193
migrating legacy transaction processes 556
network connections 215
performance testing with counters See
counters
thread values 203
upgrading/adding processors 220, 227
Web applications 220
Option Explicit statement (VBScript) 296, 571,
576
<OPTION> HTML tag 265
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Options Indexes access configuration directive 97
Options, ExecCGI access configuration
directive 97
Organization Environment Survey
(OrgEnvir.doc) 32, 56
0S/400 (IBM), accessing legacy applications and
data See legacy applications and data
OSI (Open Systems Interconnectivity) layers 207,
476
Outlook, locking in security settings 604
out-of-process application pooling 396
out-of-process applications 119, 431
out-of-process components 282
out-of-process extensions 261
out-of-process isolation 394
out-of-process pools 183
output handling, migrating 128
output logic, returning results 128
overhead
CGI/ISAPI/ASP performance 112
ISAPI/ASP/CGl/static HTML pages
performance tests 148
monitoring
connections performance 199
security overhead See security overhead
optimizing Web applications (list) 220
traffic capacity planning 140
overlapping virtual servers vs. installing
FrontPage 411
Owner/Creator files, giving NTFS Full Control
permissions 78
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page count components, troubleshooting
(example) 522
page counters, reproducing CGI page
counters 135
page faults 181, 185
page files, extension standards 564
page groups, using Web Application Stress Tool
Sample Script 233
page scope, performance 581
PageCount property, Recordset object 353
PageCounter object 135
paged pools, memory requirements 182
PageSize property, Recordset object 353
paging
disks 181
files 181, 193
through Recordsets with Visual Basic 353
Parameters collection 356

689



Parse Accept Language Header NES 3.5
configuration setting 105

Parse HTML NES 3.5 configuration setting 105

password-cracking programs 593
PasswordCacheTTL (IISAO) property 525
passwords
Allow IIS to control password option See
Allow IIS to control password option
IBM DB2 552
migrating 77
passing through to remote resources 502
pathname delimiters, migrating UNIX Perl
scripts 117
pathnames, UNIX
adhering to Windows conventions 118
converting file names and pathnames 70
preserving when migrating 65
vs. Windows 85
paths
converting UNIX file names and
pathnames 70
preserving when migrating to IIS 5.0 65
using MapPath (ASP) 574
PCMCIA-based cryptography cards 505
PCT (Private Communication Technology)
protocols, IIS architecture 7
peer-to-peer, transmitting legacy data 533
PerfLog (Performance Data Log Service)
logging
bandwidth throttling counters 215
file transfers counters 211
TCP connection counters 213
monitoring
server processors 195
threads 202
PerfMon (System Monitor)
analyzing data
anonymous/nonanonymous
connections/not-found errors 227
bandwidth throttling 215
cache reads 192
connections 200
File System Cache 191
file transfers 211
Object Cache 187
processor activity 196
SQL Server/Web servers 247
TCP connections 213
threads 202
transmission rates 210
working sets 185
baseline logging 247
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PerfMon (System Monitor) (continued)

building three-tier Web clusters, calculating
hardware needs 450
counting not-found errors 226
displaying WCAT results 392
functionality 228
monitoring
remote computers 217
Template/Script Engine Caches (list) 219
monitoring memory
File System Cache (table) 189
IIS Object Cache (table) 186
IIS 5.0 working sets (table) 184
monitoring network input/output
anonymous/nonanonymous connections
(table) 224
bandwidth throttling (table) 214
file transfers (table) 211
not-found errors (table) 226
TCP connections (table) 212
transmission rates at Application Layer
(table) 208
transmission rates at Data Link Layer
(table) 209
transmission rates at Network Layer
(table) 209
transmission rates at Transport Layer
(table) 209
transmission rates overview 207
monitoring processor bottlenecks
connections (table) 200
processor activity (table) 196
threads (table) 202
performance counters, functionality 228
stress testing with Web Application Stress
Tool
both SQL Server/Web servers performance
(table) 245
SQL Server performance (table) 244
suggestions 238
Web server performance
(table) 239, 246

Perfmon.msc vs. Perfmon.exe 180
performance

analyzing cache data 192
applications, pages per second tests
(table) 149

CGI applications vs. ISAPI extensions 111
components vs. scripts in ASP pages 268
cost of data access 317
enhancing

on SQL Server systems 337

reliability See reliability, enhancing



performance (continued)
improving processor usage (list) 204
ISAPI/ASP/CGl/static HTML pages
performance tests 148
migrating legacy transaction processes 556
monitoring
security overhead See security overhead
with HTTP Monitoring Tool 433

optimizing memory usage (list) 193

out-of-process application pooling 396

porting or rewriting CGI applications 112

replicating DB2 tables with Host Data

Replicator 552
scripting
object and variable initialization (list) 581
Visual Basic applications as DLLs 585
working with connections 583
servers and process pooling 119
testing
applications 284
with counters See counters
with Web Application Stress Tool See
Web Application Stress Tool
tuning ASP queuing and thread pools, IIS 5.0
vs. IIS 4.0 218
tuning tips 221
using PerfMon See PerfMon (System
Performance Counter)

Web applications, capacity 148
performance boost, disabling 194
Performance Counter Check utility 230
performance counters See counters
Performance Data Log Service (PerfLog) See

PerfLog (Performance Data Log Service)
performance overhead 199
Perl 115,117, 126
Perl CGI applications, migrating 116
Perl for ISAPI (PerlIS.dll) 115,119
Perl for Win32 (Perl.exe) 115,117, 119
Perl MAILPROGRAM scripts 134
Perl scripts 110, 117
Perl.exe (Perl for Win32) 115, 117, 119
PerlEX, migrating Perl CGI applications 116
PerlIS.dll (Perl for ISAPT) 115,119
PerlScript 115, 352
permissions

Allow/Deny access, Apache vs. IIS 84

changing with ADSI scripts (example) 400

COM/DCOM components security 81

configuring IIS 79

customizing scripts (example) 401

FrontPage Server Extensions See FrontPage

Server Extensions, permissions
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permissions (continued)
granting dial-in 378
Log on locally 376
migration testing 48
NTFS Full Control 78
NTFS See NTFS file system, permissions
replicating with XCopy 67
setting
based on content (table) 80
DSN 332
for domain Web sites 377
for personal Web sites 379
for script interpreters 115
for user and group accounts 78
on SQL Server 332
troubleshooting 510
Permissions Wizard 2, 79, 500
personal Web sites 379
PhysicalDisk counters
% Disk Time 245
Disk Queue Length 244
PICS (Platform for Internet Content Selection),
rating content 445
PidFile Apache server directive 89
pilot testing, migration 46, 51
Ping utility 379
PKCS (Public Key Cryptography Standards)
certificate type 491
planning capacity See capacity planning
Platform for Internet Content Selection (PICS),
rating content 445
platforms, expanding 457
Pmon.exe (Process Monitor) 202,231
Policy Change audit event 479
pool I/O threads 204
pool threads 178, 201
pooled processes, CGI/ISAPI/ASP 112
pooled-process applications 119
pooling
connections 335
sockets 182
pools, nonpaged See nonpaged pools
populating IIS directories 67
Port Apache server directive 89
port numbers, creating unique 72
Portable Operating System Interface (POSIX)
environments 117
porting applications
CGI applications 112
CGI to ASP 120
migrating to IIS 5.0 110
UNIX applications 116, 117
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POSIX (Portable Operating System Interface)
environments 117
POST method (ASP) 287
POST requests 121
POST scripts 232
Primary Document Directory NES 3.5
configuration setting 106
privacy 463, 593, 602
privacy protocols 473, 475
Private Communication Technology (PCT)
protocols See PCT (Private Communication
Technology) protocols
Privilege Use audit event 479
privileges, Windows 2000 Server 468, 470
procedure call names, style guide 573
process accounting 3, 431
Process counters
% Processor Time 196, 202
Page Faults/sec: Inetinfo 184, 188
Page File Bytes: Total 181
Pool Nonpaged Bytes: Inetinfo 182
Pool Paged Bytes: Inetinfo 182
Private Bytes - Inetinfo 242
Private Bytes: _Total 245
Thread Count 245
Thread Count: Inetinfo 202
Working Set: Inetinfo 184
Process Explode (Pview.exe) 202, 231
process isolation
developing middle-tier Web applications
applications and processes 279
configuring isolated processes 282
out-of-process components 282
security considerations 284
using the metabase 283
running applications 394
Process Monitor (Pmon.exe) 202, 231
process throttling 3, 198, 431
Process Tracking audit event 479
Process Viewer (Pviewer.exe) 202, 231
process, defined 177
processor bottlenecks See bottlenecks, preventing
processor bottlenecks
processor caches, upgrading 204
Processor counters
% Privileged Time 196
% Processor Time (Total instance) 196
% Processor Time 196, 246
% Total Processor Time 245
% User Time 196
Interrupts/sec 246
System Processor Queue Length 246
ProcessorAffinityMask registry key 204
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processors
monitoring security overhead 222
preventing bottlenecks See bottlenecks,
preventing processor bottlenecks
stress testing 238
upgrading and adding 220, 227

- ProcessorThreadMax, IIS 5.0 vs. IIS 4.0 218

production servers
building three-tier Web clusters 451
deploying content 383
recovering from crashes 396
sample installations 455
program code for IIS, memory requirements 178
programmability, IIS
architecture 11-16
new features (list) 3
programmatic server administration, Apache vs.
IS 83
Project Plan Template (ProjPlan.doc) 43, 56
project requirements and risks, migration process
management See migration process
management
ProjSche.mpp (Sample Project Schedule) 44, 56
proof-of-concept testing 38
properties
AbsolutePage, Recordset object 353
AccessFlags (IISAO) 525
AccessSSLFlags (IISAO) 525
Active Connection 584
ActiveConnection, Command/Recordset
objects 340
AnonymousPasswordSync (IISAO) 525
AnonymousUser name (IISAO) 525
AnonymousUserPass (IISAO) 525
AspAllowOutOfProcComponents,
IISWebService object 283
AspAllowOutOfProcComponents,
[ISWebVirtualDir object 283
AuthFlags (IISAO) 525
CacheSize, Recordset object 342, 345
CommandTimeout 350
ConnectionTimeout 338, 584
ContentType, Response object 129
CPTimeout (Connection Pool Timeout) 335,
583
CpuAppEnabled 431
CpuCgiEnabled 431
CursorLocation, Recordset object 322, 347
CursorType 347
EOF (End of File), Recordset object 342
IIsCertMapper (IISAO) 525
LogonMethod (IISAO) 525
MaxRecords, Recordset object 353



properties (continued)
PageCount, Recordset object 353
PageSize, Recordset object 353
PasswordCacheTTL (IISAO) 525
Provider, Connection object 331
RecordCount 350
Response.IsClientConnected 584
Retry Wait 336
SessionID, Session object 277
Timeout, Session object 277
UNCAuthenticationPassThrough (IISAO) 525
UserCertificate 493
Value 351, 356
properties sheets, configuring servers 75
prototyping, migration 38
Provider property, Connection object 331
proxies, business objects and RDS.DataSpace
object 325
Proxy Cache Parameters Apache server
directive 89
Proxy cache, enabling content expiration 444
proxy servers, security 604
ProxyRequests Apache server directive 89
public key cryptography 473
Public Key Cryptography Standards (PKCS)
certificate type 491
Public variables vs. Dim variables 581
public-key certificate authentication 602
Publish command (FrontPage) 409
publishing
setting up 378
Web databases See Web databases
Web sites 17
Publishing Service, debugging 304
Pview.exe (Process Explode) 202, 231
Pviewer.exe (Process Viewer) 202, 231
Python scripts, IIS support 110
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queries
avoiding timeouts 350
improving performance 358
Query Handler NES 3.5 configuration setting 102
Query method, RDS.DataFactory object 322
Query_String environment variable 123
QueryString collection 123
Querystring editor, stress testing 239
queues
lengthening connection queues 216
monitoring security overhead 222
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R

RAM See memory
rcp daemon, replicating UNIX files 69
RDO (Remote Data Objects) vs. RDS 316
RDS (Remote Data Services)
Client Cursor Engine 324
client tiers 319
client-side data access
designing custom business objects 327
IIS 326
middle-tier elements 326
overview 318
RDS Data Factory and custom business
objects 327
Data Cache 324
databases 314
IIS architecture 8
partitioning data for ADO 322
RDS disconnected recordset providers 331
RDS.DataControl object 319-325
RDS.DataSpace object 319-325, 327
RDSServer.DataFactory object 319-324, 327
Read (RX) directory 499
read aheads, boosting performance 189
Read permissions
customizing scripts (example) 402
setting for
domain Web sites 377
personal Web sites 379
read requests, analyzing data 215
Read Script only permissions, customizing scripts
(example) 402
ReadmeName Apache resource configuration
directive 94
real-time information 311
Real-Time Sampling Service 230
Recalculate Web command
(FrontPage) 408, 409
Record Domain Names/IP Addresses NES 3.5
configuration setting 103
RecordCount property 350
records, updating online with ASP 560
recordset providers (list) 331
Recordset.Open method 343, 350
Recordsets
client-side data access
data-aware controls 320
designing custom business objects 327
IIS 326
middle-tier elements 326
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Recordsets (continued)
client-side data access (continued)
overview 319
RDS Data Factory and custom business
objects 327
client-side Data Cache 322
creating 331
cursors See cursors
dynamically creating connections 335
increasing size of cache 342
managing records
avoiding query timeouts 350
filling list boxes with VBScript
(example) 351
filling tables with PerlScript (example) 352
keeping track of new records 348
limiting number of records 353
overview 348
paging with Visual Basic (example) 353
purging deleted records 350
references to field values 350
retrieving image data 355
sharing connections 340
Redim statement 582
Redirect Apache resource configuration
directive 94
Redirect method calls 536
Redirect method, Response object 292
Redirect object (ASP), load balancing 271
Redirect.asp (sample code) 442
redirection
client-side 294
during Session_OnStart 295
factoring applications 286
functionality 292
specifying from Web sites 73
RedirectMatch/AliasMatch command
(Apache) 85
RedirectPermanent Apache resource configuration
directive 94
redirects 85, 442 ‘
RedirectTemp Apache resource configuration
directive 94
references See resources
Reformat method calls 536
Refresh method, Command object 356
refresh process, capacity planning issues 147
Regedt32.exe vs. Regedit.exe 68
registry, editing 68, 188
Registry Editor, Inetinfo.exe subkey 304
registry editors, administering older version
servers 426
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registry keys
ADCLaunch 325
AddOnServices 426
DisableBacklogMonitor 221
Image File Execution Options 304
Listen_Back_Log 216
MaxPoolThreads 203
ObjectCacheTTL 188, 194
ODBC connection pooling 336
ProcessorAffinityMask 204
UsePoolThreadForCGI 204
registry settings, editing incorrectly 182
Release milestone 45
reliability
capacity planning issues 150
data publishing considerations 309
enhancing
clustering 388
overview 382
replicating with Content Deployment 383
replication and clustering in IIS 383
grouping load balancing features 448
hosting applications 396
out-of-process application pooling 396
recovering from crashes 396
running applications in isolation 394
testing applications 390
remote access 425
remote administration 404-407
remote computers 217
Remote Data Objects (RDO) vs. RDS 316
Remote Data Service (RDS) See RDS (Remote
Data Service)
remote resources
authentication protocol for accessing
(table) 501
passing through user credentials 503
Remote_User environment variable 133
Remove Server Extensions command
(FrontPage) 408
replicating
and clustering in IIS 383
applications for migration 74
configuration settings 109
IIS Web servers 107
legacy databases 548-552
UNIX-based files 69-71
Web and FTP site content 67
Windows-based files 67
Requery method, Recordset object 348
Request object (ASP)
accessing form input 123
building ASP applications 276



Request object (ASP) (continued)
functionality 267
QueryString collection 123
ServerVariables collection 124
using with collections 288
Request Queue, IIS 5.0 vs. IIS 4.0 218
Request.Form collection 123, 287
Request.QueryString collection 287
requests
analyzing bandwidth throttling data 215
redirecting 292
requirements definition, creating 26
resource configuration directives, Apache
srm.conf directives and IIS properties
(table) 92-95
resource consumption, measuring 432
Resource Kit companion CD
IIS Migration Wizard 57, 135
migration management, support documents
(list) 56
monitoring and tuning servers tools 246
test tools (list) 57
resource logging 428
ResourceConfig Apache resource configuration
directive 95
resources
books
ASP best practices 586
capacity planning 174
data access and transactions 372
developing Web applications 306
encryption 529
general administration 57
general networking 529
legacy applications and data 558
migrating Web servers to IIS 136
migration and integration management 57
monitoring and tuning servers 246
security 527
site security planning 609
Windows NT security 529
migration process management, assessing
needs 38
Web links
administering ISP installations 460
application migration tools 136
ASP best practices 586
capacity planning 174
data access and transactions 371
developing Web applications 305
IIS and products running on Windows 2000
Server 19
legacy applications and data 558
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resources (continued)
Web links (continued)
migration tools 57
monitoring and tuning servers 246
security 136
server administration and interoperation
tools 136
site security planning 608
Response object (ASP)
functionality 267
handling output 129
load balancing 271
methods available during Session_OnStart
event 295
redirection 292
Response statements 300
Response.AppendToLog method, Response
object 300
Response.Buffer, Response object 292
Response.Clear, Response object 292
Response.End, Response object 293
Response.IsClientConnected property 584
Response.Redirect, Response object 292
Response.Write method, Response
object 276, 296
Restore Configuration NES 3.5 configuration
setting 101
Restrict Access NES 3.5 configuration
setting 101
Resync method 342, 344, 349
retiming Object Cache 194
Retry Wait property 336
REXX scripts, IIS support 110
RFC-822 e-mail messages 132
Risk Assessment Form (RiskAsmt.doc) 28, 56
risks, assessing (table) 28
RlimitCPU Apache server directive 89
root directories, ASP best practices 561
Rotate Log NES 3.5 configuration setting 103
round-robin distribution, capacity 152
routines, Window_OnLoad 322
run command (WCAT) 223
RUNAT=SERVER HTML attribute 263, 278
run-time error, using Script Debugger 6
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S/MIME (Secure/Multipurpose Internet Mail
Extensions), issuing certificates 491
SAMBA 63, 69
sample installations, adapting IIS
administrative networks 456
advantages of topology 456
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sample installations, adapting IIS (continued)
back-end networks 456
expanding platforms 457
front-end networks 455
overview 453
querying SQL Server 457
security 458
several business clients 454
three networks in one 455
Sample Project Schedule
(ProjSche.mpp) 44, 56
Sample Script (Web Application Stress Tool) 232
sample setup, components for administration 440
Sample Test Plan (TestPlan.doc) 47, 56
scalability
building three-tier Web clusters See Web
clusters, building three tiers
data publishing considerations 309
running CGI applications in isolation 395
transaction processing on Web 359, 367
scaling multiple processors 150
scoping variables, performance 581
ScoreBoardFile Apache server directive 90
screens, HTML standards for small 580
script components
COM components See COM (Component
Object Model)
Windows Script Components 269
Script Debugger 6, 299
Script Engine Cache
caching scripts in ASP pages 186
memory requirements 178
monitoring with PerfMon counters 219
tuning ASP queuing and thread pools, IIS 5.0
vs. IIS 4.0 218
script files, running Script.scr (WCAT) 392
script interpreters 66, 114
Script.cfg (WCAT configuration file) 392
Script.dst (WCAT distribution file) 392
Script.scr (WCAT script file) 392
<SCRIPT>HTML tag 263, 276, 278, 301
ScriptAlias Apache resource configuration
directive 95
scripting
common mistakes (list) 296-298
performance
object and variable initialization (list) 581
Visual Basic applications as DLLs 585
working with connections 583
scripting delimiters, <%= expression %> 262
scripting engines 66, 397
scripting languages, errors 297
Scripting.FileSystemObject 300
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script map (IIS) 261
scripts
See also ASP (Active Server Pages), scripts
automating administration with ADSI scripts
changing permissions (example) 400
creating Web sites (example) 400
customizing scripts (example) 401
executing scripts 398
built-in and customized 10
debugging ASP 298-301
IIS support 110
layout order, style guide 571
server-side, security 601
style guide 566, 574
using
client-side in Web applications 253
Web Application Stress Tool Sample
Script 232
viruses and bugs 423
Secure Communications dialog box 504
Secure Sockets Layer (SSL) protocols See SSL
(Secure Sockets Layer) protocols
Secure/Multipurpose Internet Mail Extensions
(S/MIME) 491
security
Access databases, IIS limitations 81
additional resources 527
Apache vs. IIS 84
assigning relative costs (example) 596
auditing access with IIS logs 524
certificates See certificates
COM/DCOM components 81
configuring servers 77-80
core components (list) 462
cost considerations 466
creating inventories 589
data protection with Component Services 308
defending against malicious attacks 522
estimating potential asset damages and security
costs 589
expanding platforms 458
FAT file systems 69
formatting disk partitions 63
FTP sites, limiting access 74
hidden form fields risks 291
IIS Admin Objects/ADSI security settings
(list) 524
integrating UNIX and Windows 2000 Server
security 82
Kerberos v5 authentication protocol See
Kerberos v5 authentication protocol
locking in Internet Explorer and Outlook
settings 604



security (continued)
migrating certificates 82
migration process management, testing 49
NTFS/IIS directory security (table) 80
permissions See permissions
process isolation risks 284
replicating DB2 tables with Host Data
Replicator 552
session IDs cookie risks 274
SQL Server 332
SSL, capacity planning issues 147
threats/vulnerabilities/attacks 464
troubleshooting (example) 515-522
viruses and bugs 423
Web links 136
Windows file systems 69
Security Identifiers (SIDs) 468, 472
security overhead
monitoring
analyzing data/planning upgrades 227
counting not-found errors 226
measuring with WCAT 223
overview 222
testing security features 223
tracking anonymous/nonanonymous
connections
counters (table) 225
using PerfMon 224
security tokens, caching 495
security, IIS configurations
authentication modes
Anonymous Web authentication 481
Basic authentication 484
Certificate Services 491
client certificate mapping 489
Digest authentication 487
FTP authentication 496
functionality 481
integrated Windows authentication 486
Web authentication summary (table) 495
Web/FTP authentication (list) 480
determining access
custom authentication 510
IIS access control 510
IP address access control 509
NTES permissions 510
overview 508
user access control 509
extending with ISAPI filters/ASP code 496
files and directories 498
IIS security checklist 525
new features (list) 2
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security, IIS configurations (continued)
overview 480
secure communications with SSL and
Transport Layer Security 503-507
security initialization checklist 605
troubleshooting permissions 510
virtual directories 499
working with FrontPage 412
security, site planning
additional resources 608
adopting technologies and standards
client security management 603
firewalls 604
server security initialization checklist 605
server-side 602
assessing threats
attacker motives and targets 589
identifying 588
impact 592
on intranets 590
over Internet 592
overview 588
balancing needs 595-598
making policy 599
overview 587
security, Windows 2000 Server configurations
auditing 478
authentication
authentication methods 472
DACLs 471
impersonation 471
LocalSystem account 470
logon and token types 468
overview 467
privileges and attack prevention 470
services and service security 470
SIDs 468
authorization 472
availability
Clustering Service 478
NTEFS disk quotas 477
built-in features (list) 467
IIS security checklist 525
privacy and integrity mechanisms 473
security initialization checklist 605
Select Case statement 574
<SELECT> HTML tag 265, 351
sendmail mail server 132
sequential reads 189
server administration, Web links 136
server certificates, security 602
server configuration directives, Apache httpd.conf
directives and IIS properties (table) 86-91
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Server counters
Logon/sec 202
Total Bytes/sec 242
server logging, NES 3.5 configuration settings and
IIS properties (table) 102
Server Manager (NES) 99
Server Message Block (SMB) protocol, file
sharing 63
Server Name NES 3.5 configuration setting 101
Server object (ASP) 267,276
Server Port NES 3.5 configuration setting 101
server preferences, NES 3.5 configuration settings
and IIS properties (table) 100
server process overhead, performance 112
server security initialization checklist 605
Server Side JavaScript NES 3.5 configuration
setting 102
Server status reports access configuration
directive 97
server variables, performance 582
Server.CreateObject method
(ASP) 278,282, 305
Server.CreateObject() 582, 585
Server.MapPath method (ASP) 574
Server.UrlEncode method (ASP) 287
Server_Name environment variable 124, 131
ServerAdmin Apache server directive 90
ServerAlias Apache server directive 90
Server-Gated Cryptography (SGC) 2
ServerName Apache server directive 90
ServerPath Apache server directive 90
ServerRoot Apache server directive 90
servers
See also Web servers
analyzing File System Cache memory 191
capacity planning for networks 144
changing properties 194
clustering, capacity planning issues 150
configuration 75
considering load demands with databases 309
hosting multiple Web sites 99
memory capacity planning 174
monitoring and tuning servers See monitoring
and tuning servers
performance and process pooling 119
programmatic administration, Apache vs.
IIS 83
Windows 2000 Server See Windows 2000
Server
server-side cursors 348
server-side includes 73
server-side includes, NTFS/IIS directory
security 80
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server-side scripting delimiters 262
server-side scripts
combining with HTML 128
manipulating client-side objects 265
planning security 601
<SCRIPT> tags vs. delimiters 263
scripts in ASP pages 262
server-side, defined 249
ServerSupportFunction
(HSE_REQ_TRANSMIT_FILE) function 148
ServerType Apache server directive 90
ServerVariables collection 124, 288
service environment, migration 32, 37
service security, Windows 2000 Server 470
Session collection 127, 302
session cookie, maintaining state 127
Session events, debugging 300
session IDs (ASP) 272
Session object (ASP)
attempting access 265
building ASP applications
Application and Session events 276
application boundaries 275
ending ASP sessions 277
Global.asa 276, 278
overview 274
closing connections 339
enhancing performance 338
functionality 267
GET vs. POST 288
management
security risks 274
using cookies 270
using session IDs 272
overview 269
paging through Recordsets 354
restricting connections across pages 341
selecting object scope 279
testing applications 284
using
dictionaries to partition namespaces 302
hidden form fields 291
out of scope 296
session scope 562, 581
Session variables 277, 350
Session.Abandon method, Session object
(ASP) 276
Session.Timeout, Session object (ASP) 284
Session_OnEnd event 276
Session_OnStart event 271, 276, 295
SessionID property, Session object (ASP) 277
SetAbort method, ObjectContext object 361
SetComplete method, ObjectContext object 361



Set-Cookie HTTP header 270
Setup Wizard 62
SGC (Server-Gated Cryptography) 2
share information, preserving 68
ShellCGI Directory NES 3.5 configuration
setting 102
SIDs (Security Identifiers) 468, 472
Simple Management Network Protocol (SMNP)
Sub-Agent Configuration NES 3.5 configuration
setting 103
small screens, HTML standards 580
smart-card authentication, security 602
SMB (Server Message Block) protocol, file
sharing 63
SMTP Service counters
analyzing data 201
Bytes Received/sec 208
Bytes Sent/sec 208
Bytes Total/sec 208
Messages Received Total 211
Messages Sent Total 211
SMTP service, sending e-mail messages 132
SNA (Systems Network Architecture) Server 4.0
SP2, accessing legacy applications and data
connecting to 533
developing and deploying applications 534
overview 531
using COMTI 536
SNA Distributed Data Management (DDM),
accessing legacy applications and data 544
SNA environment, transmitting legacy data peer-
to-peer 533
SNAOLEDB (OLE DB provider for SNA
Server) 331
sniffing networks, IPSec 475
socket pooling, disabling 182, 430
software
microsoft.com case study 168, 171
migration considerations 40
Software Virtual Servers (URL Host, Home Page)
NES 3.5 configuration setting 106
software virtual servers, NES vs. IIS 99
source servers 63, 68
Special (R) directory 499
Special (RW) directory 499
Special (X) directory 499
special characters, migrating UNIX Perl
scripts 117
spikes 169,217, 221
spoofing 475, 593
SQL Reporting Server, HTTP Monitoring Tool
component 230
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SQL Server
clustering features 388
database access 125
enhancing performance 337
importing/exporting/transforming legacy
data 549
monitoring performance during stress
testing 244, 245, 247
querying (sample installations) 457
security 332
Web databases See data access
SQL Server Connection Manager 337
SQLOLEDB (SQL Server OLE DB data
provider) 331
SQLServer - Locks counter, Total Blocking
Locks 244
SQLServer counters
Cache Hit Ratio 244
I/0O—Lazy Writes/sec 244
Net—Network Reads/sec 244
User Connections 244
srm.conf Apache directives, IIS properties
(table) 92-95
SSL (Secure Sockets Layer)
capacity planning issues 147
IIS configurations, Basic authentiction 485
issuing digital signatures 491
secure communications
authentication and trust 503
certificates and CryptoAPI 506
enabling on IIS 504
encryption 504
IIS and Fortezza 505
overview 503
setting properties 525
Windows 2000 Server 474-476
SSL protocol 7,222,227
ssl.testname, security overhead 223
staging servers 383, 451, 455
standards
migration process management (table) 35
server-side security planning 602
Standards Review Form (Standard.doc) 35, 56
StartServers Apache server directive 91
state management, migrating from CGI to
ASP 127
stateless objects vs. stateful objects 363
statements
<!-- #include --!> 514
Dim 296, 581, 582
embed 580
End If 298
If 297
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statements (continued)
object 580
On Error Resume Next 298
Option Explicit (VBScript) 296, 571, 576
Redim 582
Response 300
Select Case 574
style guide 575
While 297
Write 300
static content, security 80
static cursors vs. dynamic cursors 345

ctati

static files, performance tests (table) 149
static HTML pages
analyzing bandwidth throttling data 215
customizing HTML footers 446
limiting bandwidth 214
optimizing (list) 220
Vvs.
dynamic pages 142, 309, 317
ISAPI/ASP/CGI performance tests 148
.stm files, server-side includes 73
stored procedures, defined 356
stress testing
PerfMon See PerfMon (System Monitor)
WCAT See WCAT (Web Capacity Analysis
Tool)
Web Application Stress Tool See Web
Application Stress Tool
string concatenation, style guide 575
string functions, style guide 576
structure Web directories 65
subauthentication DLL 483, 501
Submit method, Form object 289
subroutines 263, 581
sub-webs, resetting permissions 417
support, additional resources See resources
symbolic links, Windows file systems 69
symmetric key cryptography 473
System audit event 479
System counters
% Total Processor Time 238
Context Switches/sec 246
Processor Queue Length 196
Total Interrupts/sec 245
System Monitor (PerfMon) See PerfMon (System
Monitor)
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system operations standards, migration process
management (table) 35

Systems Network Architecture (SNA) See SNA
(Systems Network Architecture) Server 4.0 SP2

T

tab characters, migrating UNIX Perl scripts 117
tables, filling with PerlScript (example) 352
TakeANumber component, installing 273
Tar.exe, replicating UNIX files 69
target servers, preparing for migration 63
Task Manager 195
TCB (Transmission Control Block) tables 178,
199
TCI scripts, IIS support 110
TCP (Transmission Control Protocol) connections
analyzing counter data 213
measuring 207
monitoring counters (table) 212
traffic issues 140
TCP checksum offloading 205
TCP counters
Connections Established 212
Connections Failures 212
Connections Reset 212
Segments Received/sec 209
Segments Retransmitted/sec 209
Segments Sent/sec 209
Segments/sec 209
TCP sockets 178, 182
TCP/IP connections 201, 333
TCP/IP Keep-Alives vs. HTTP Keep-Alives 199
TCP/IP networks, security 588
TCP/IP overhead 140
TCP/IP Telnet clients 406
TCP/IP Telnet Server 406
teams, migration process management
assessing resource needs 38
Deploying phase (table) 53
Developing phase (table) 46
Envisioning phase (table) 29
Planning phase (table) 32
Technical Environment Survey
(TechEnvi.doc) 32, 56
Telnet Service 406
templates
Design Template (Design.doc) 37, 56
Functional Specification Template
(FuncSpec.doc) 36, 56
IIS Template Cache See IIS Template Cache
Project Plan Template
(ProjPlan.doc) 43,56



templates (continued)
security 523
Vision and Scope Template
(VisScope.doc) 56
Terminal Services 3, 405
Test group accounts 78
test labs See testing
testing
applications
pages per second performance tests
(table) 149
performance 284
building test labs 154
counters See counters
migration process management
application tests (table) 50
integration tests (table) 49
pilot testing 51
test/unit/integration labs 40
testing at microsoft.com 47
tools (list) 57
unit tests (table) 48
unit/integration/application/pilot testing 46
proof-of-concept testing 38
using
PerfMon See PerfMon (System Monitor)
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
TestPlan.doc (Sample Test Plan) 47, 56
text file line termination, UNIX feature 118
text-only browsing, HTML standards 578
TextStream object 131
/Themes subdirectory of /Content directory 563
thin clients, administering sites remotely 405
third tiers, defined 249
Thread counters
% Processor Time: Inetinfo =>
Thread # 202
Context Switches/sec: Inetinfo =>
Thread # 202
thread management
CGI vs. ISAPI on Windows 2000 260
managing ASP 127
thread pools, IIS 5.0 vs. IIS 4.0 218
threading models, performance 154, 338
thread-per-client vs. worker threads 201
threads
adjusting for bottlenecks 205
analyzing performance data 202
CGlI-related issues 204
defined 177
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threads (continued)
disabling backlog monitors 221
monitoring counters (table) 202
multiple, CGI vs. ASP 560
optimizing values 203
threat assessment planning
assigning potential damage (example) 595
identifying
attacker motives and targets 589
impact 592
on intranets 590
over Internet 592
overview 588
threats
defined 464
from inside organizations 590
throttled sites, disabling pooling 182
throttling
bandwidth See bandwidth throttling
process See process throttling
tiers
applications, migration considerations 113
client tiers See client tiers
middle tiers See middle tiers
multitier designs 249
three-tier legacy applications 555
three-tier programming models, migrating
legacy transaction processes 554
three-tier Web clusters See Web clusters,
building three tiers
time, browser download 143
Timeout Apache server directive 91
Timeout property, Session object 277
timeouts 338, 350
time-sensitive content, expiring 73
timestamps, capacity planning issues 147
TLS (Transport Layer Security)
issuing digital signatures 491
secure communications 503
Windows 2000 Server 474-476
token types, Window 2000 Server 468
tokens, caching 495
tools
debugging IIS 303
monitoring and tuning servers
counters for stress testing
(table) 239-246
HTTP Monitoring Tool 230
NetStat and NetMon 230
overview 228
PerfMon See PerfMon (System Monitor)
Performance Counter Check 230
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tools (continued)
monitoring and tuning servers (continued)
Process Viewer/Process Explode/Process
Monitor/Event Viewer 231
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
Tools Checklist (ToolsChk.doc) 33, 56
topology, sample installations 456
TPC/IP protocol stack, SSL vs. Transport Layer
Security vs. IPSec 476
TPS (transactions per second), ADO vs. ODBC
(table) 317
tracerouting, finding bottlenecks 154
traffic, capacity planning issues 140-142
transaction processing programs, legacy
See also legacy applications and data
extending transactions with COMTI
(example) 540-542
integrating IIS and applications 534
migrating to Component Services 553, 557
troubleshooting mainframe 540
using COMTI 535
transactional components, troubleshooting
(example) 519
transactional Web sites, capacity 161
transactions
See also Component Services
introducing Message Queuing 368
managing ASP 127
migrating legacy transaction processes See
migrating legacy transaction processes
processing on Web
business objects vs. scripts in ASP
pages 362
Component Services benefits (list) 358
extending limits 360
transactional ASP 361
transactions explained 359
transactional components
business logic in components 362
distribution and scaling issues 367
overview 362
participating in transactions 364
using database access interfaces 366
transactions per second (TPS), ADO vs. ODBC
(table) 317
TransferLog Apache server directive 91
Transmission Control Block (TCB) table 178,
199
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Transmission Control Protocol (TCP)
connections See TCP (Transmission Control
Protocol)

transmission rates

analyzing counter data 210
counters measuring
Application Layer (table) 208
Data Link Layer (table) 209
Network Layer (table) 209
Transport Layer (table) 209
overview 207

transmission requests, analyzing data 215

TransmitFile, ISAPI vs. ASP/CGI 148

Transport Layer (OSI) 207, 209

Transport Layer Security (TLS) See TLS
(Transport Layer Security)

troubleshooting

additional resources See resources
creating company domain Web sites 379
mainframe transaction processing
programs 540
permissions 510
resecuring sites 412
security (example)
authenticating users 519
calling ISAPI authentication filter 518
data access components written in Visual
Basic 6.0 520
loading Logon.asp 519
logging on user 517
overview 515
performing lookup with ADO 520
updating page counts 522
WCAT 393

trusted for delegation, IIS configurations 501

.txt file extension standards 564

type libraries, Global.asa 562

type library constants, Global.asa 278

TypesConfig Apache resource configuration
directive 95

U

UBound method, VBArray object
(VBScript/JScript) 298

UCase() 576

UNCAuthenticationPassThrough (IISAO)
property 525

UNC-shared (Uniform Naming Convention) Web
content, passing through to 502

unique port numbers, creating 72



unit test labs, migration process management
defined 46
development and test environment 40
unit tests (table) 48
UNIX application tools, compatibility 116
UNIX applications
migrating
consideratons 116
UNIX Perl scripts 117
vs. Windows file descriptors/conventions
(table) 118
UNIX end-point servers, deployment 384, 387
UNIX file names, converting 70
UNIX mail scripts, migrating 134
UNIX Perl scripts, migrating 117
UNIX systems, bugtraq 600
UNIX tools, migrating 66
UNIX utilities, migrating 66
UNIX-based files, replicating 69-71
UNIX-based servers
administering sites remotely 406
file sharing in mixed environments 63
formatting disk partitions 63
integrating Windows 2000 Server security 82
making home page names compatible (list) 76
migrating to IIS 5.0 See migrating Web
servers to IIS 5.0
porting CGI applications to IIS 114
vs. Windows 2000 Server logging 75
UNIX-style pathnames See pathnames
Unlock method, Application object 279
unprocessed input, accessing 123
updating content dynamically 73
upgrading
IIS Web servers 107
to IIS 5.0 See migration process management
uploading content through FTP 424
URL Host NES 3.5 configuration setting 106
URL munging 438, 442
URL paths, one computer/same IP
address/multiple hosts 437
URL Prefix NES 3.5 configuration
setting 102, 104
URL Prefix, Forward Requests To NES 3.5
configuration setting 106
UsePoolThreadForCGI registry key 204
user accounts 77, 82, 407
user credentials, passing through to remote
resources 503
user directories, Apache vs. IIS 84
User object 493
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user Web sites
Apache vs. IIS 84
options for implementing 72
User/Group Apache server directive 91
UserCertificate object 493
UserCertificate property 493
UserDir Apache resource configuration
directive 95
users, ISP diagram 34
utilities
Cgi.pm (Perl) 121, 128
Cgi-lib.pl (Perl) 121
Fpremadm 408, 409
Fpsrvadm 408, 409
Fpsrvadm.exe command-line 414
Fpsrvwin 408
IIS Administration Script 79
Tissync 109
NSLookup 379
Ping 379
XCopy 67, 109

vV

Value property 351, 356
variable case values, style guide 576
variable declarations, style guide 576
variable names, style guide 576
variable value trimming, style guide 578
variables
application performance 284
frequent use in applications 581
mixing data types 297
performance, initializing 581
Public vs. Dim 581
scripting run-time errors 296
server performance 582
using out of scope 296
VB (Visual Basic) See Visual Basic
VBAurray object (VBScript/JScript) 298
VBScript (Visual Basic Scripting Edition)
filling list boxes (example) 351
IIS 8,110
scripting for performance 581, 583
style guide for scripts in ASP pages (list) 565
vs. DLLs 585
VBScript scripting engines 397
View Access Log NES 3.5 configuration
setting 103
View Error Log NES 3.5 configuration
setting 103
vigilance, security planning 600
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virtual directories
application roots 275
IIS configurations
access and content control options
(list) 499
accessing resources on network
servers 500
passing through to UNC-shared Web
content 502
trusting for delegation 501
using Permissions Wizard 500
IIS snap-in vs. Windows Explorer 76
virtual hosts vs. virtual servers 84
Vs.
aliases/directory aliases 85
NES 3.5 directory aliases 99
Virtual Directory, publishing content 65
Virtual FTP Server, limiting access 74
Virtual Host, Apache vs. IIS 84
Virtual Sequential Access Method (VSAM) See
OLE DB provider for AS/400 and VSAM
virtual servers
Apache vs. IIS 84
overlapping vs. installing FrontPage 411
resetting permissions 419
vs. NES 3.5 hardware servers 98
virtual user directories, Apache vs. IIS 84
<VirtualHost> Apache server directive 91
viruses, uploading executable scripts and
programs 423
Vision and Scope documents, migration process
management
assessing risk 28
creating requirements definition 26
creating 24
defining projects 25
developing conceptual designs 27
Envisioning phase 29
Vision and Scope Template (VisScope.doc) 56
Visual Basic
data access components, troubleshooting
(example) 520
paging through Recordsets (example) 353
Visual Basic applications, VBScript vs.
DLLs 585
Visual Basic code vs. ASP 114
Visual InterDev 562
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VSAM (Virtual Sequential Access Method) See
OLE DB provider for AS/400 and VSAM
vulnerabilities, defined 464

w

W3C Extended Logging Format, UNIX vs.
Windows 2000 Server 75

WAI Management NES 3.5 configuration
setting 102

WAM (Web Application Manager) 280

WCAT (Web Capacity Analysis Tool)

functionality 231

unclionailly 221

monitoring
security overhead 223
server processors 195
reading performance counters 228
testing applications
checking performance counters 392
overview 391
performance testing 393
stress testing 218, 394
testing conditions 393
troubleshooting 393
WCAT scripts, running (table) 392
Web Application Manager (WAM) 280
Web Application Stress Tool
applications, pages-per-second tests
(table) 149
building three-tier Web clusters 450
general guidelines for using 238
installing 232
monitoring server processors 195
overview 231
reading performance counters 228
stress-testing counters
both SQL Server/Web servers performance
(table) 245
SQL Server performance
(table) 244
Web server performance
(table) 239, 246
testing Web applications 218, 390
using Sample Script
clients 236
overview 232
page groups 233
performance counters 234
reporting 236
running tests 236
Script view/script items/Script Item
Detail view 232



Web Application Stress Tool (continued)
using Sample Script (continued)
settings 235
users 235
Web applications
additional resources 305
building on client/server 248-252
client-side technologies See client tiers,
developing Web applications
debugging See debugging
design patterns
client-side redirection 294
factoring applications 285
GET vs. POST 287
hidden form fields 291
overview 285
redirecting 292, 295
using forms for input 286
validating client-side forms 289
developing 247
enhancing reliablity 394
IIS 5.0 vs. IIS 4.0 218
middle tiers See ASP (Active Server Pages),
scripts; ASP applications, developing
middle-tier Web applications; middle tiers,
developing Web applications
migrating Web servers to IIS 5.0 110-114
monitoring and tuning servers See monitoring
and tuning servers, Web applications
performance and capacity planning 148
process isolation See process isolation
testing with
WCAT See WCAT (Web Capacity
Analysis Tool)
Web Application Stress Tool See Web
Application Stress Tool
Web authentication summary (table) 495
Web browsers See browsers
Web clusters
building three tiers
calculating hardware needs 450
creating first tiers 450
creating second tiers 452
creating third tiers 452
defining clustering 447
defining load balancing 447
grouping load balancing features 448
overview 446, 448
reviewing the three tiers 453
capacity planning issues 150
enhancing reliability 382
planning future expansion 458
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Web clusters (continued)
replication and clustering in IIS
clustering 388
Content Deployment servers 384
fault tolerance and load balancing 389
new features (list) 385
overview 383
replicating with Content Deployment 383
type of projects 386
using ASP Session 271
Web databases
benefits (list) 308
cost of data access 317
data publishing considerations (list) 309
database-centric publishing 310
MDAC
ADO and RDS 314
ODBC and OLE DB 313
overview 312
other data access methods
ADC 315
Jet and DAO 316
RDO 316
overview 308
vs. pages for dynamic content 308
Web Distributed Authoring and Versioning
(WebDAV) 4, 17
Web links See resources, Web links
Web logging, troubleshooting 510
Web pages, Indexing Service architecture 7
Web publishing See Web databases
Web publishing NES 3.5 configuration
setting 106
Web Publishing Wizard 386
Web Server Certificate Wizard 2, 82, 504
Web server certificates, backing up 507
Web server directory structures 65
‘Web server permissions, customizing scripts
(example) 401
Web server root directories 65
Web servers
See also servers
administering older version servers 426
IIS architecture 5
installing clusters See Web clusters
migrating to IIS 5.0 See migrating Web
servers to IIS 5.0
migration process management See migration
process management
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Web servers (continued) Web sites (continued)
monitoring replicating content 67
and tuning servers See monitoring and restricting content 381
tuning servers setting IIS permissions 79
performance during stress testing users
(table) 239, 245, 246 Apache vs. IIS 84
troubleshooting permissions 513 options for implementing 72
Web Service counters Web Application Stress Tool See Web
Anonymous Users/sec 225 Application Stress Tool
Bytes Received/sec 208 Web structures, replicating Web sites 68
Bytes Sent/sec 208 WebDAV (Web Distributed Authoring and
Bytes Total/sec 208, 239, 246 Versioning) 4, 17
Bytes/sec threads 202 While loop 298
Connection Attempts/sec 238 While statement 297
Current Anonymous Users 225 Win32 environments, porting UNIX
Current Connections 200, 202, 240 applications 117
Current NonAnonymous Users 225, 240 Win32-compatible script interpreters 66
Files Received 211 WinCGI Directory NES 3.5 configuration
Files Sent 211 setting 102
Files Total 211 WinCGlI, porting limitations 114
Maximum Anonymous Users 225 Window_OnLoad event 265, 352
Maximum Connections 200, 239 Window_OnLoad routine 322
Maximum NonAnonymous Users 225 Windows 2000 Advanced Server
NonAnonymous Users/sec 225 clustering features (list) 388
Not Found Errors 240 Network Load Balancing capacity issues 152
Not Found Errors/sec 226 Windows 2000 Cache Manager 189, 191
Total Anonymous Users 225 Windows 2000 Components Wizard 230
Total NonAnonymous Users 225 Windows 2000 Computer Management tool,
Web site Operators user accounts 407 creating company domain Web sites 376
Web sites Windows 2000 Server
backing up content when migrating 109 accessing legacy applications and data
capacity planning scenarios connecting to SNA 533
Internet commerce Web sites 163 migrating to Component Services 553
Internet marketing Web sites 159 clustering, capacity planning issues 151
Internet transactional Web sites 161 commands, Apache vs. IIS 83
intranet Web sites 157 compatibility with UNIX application tools 116
changing roots 410 installing for migration 63
creating migrating from UNIX servers 82
company domain Web sites 374-379 ntbugtraq 600
overview 374 security See security, Windows 2000 Server
personal Web sites 379 configurations
troubleshooting 379 Vs.
with ADSI scripts (example) 400 UNIX logging 75
hosting multiple 99 Windows NT 4.0 logon privileges 469
implementing special features (list) 73 Windows 2000 Server environment, accessing
IP addresses 434 legacy applications and data
measuring resource consumption 432 integrating IIS and applications 534
microsoft.com case study 166-174 mapping transaction tasks 557
publishing using COMTI 535
using FrontPage Server Extensions 18 Windows Active Directory 389, 493
using FTP 19 Windows DNA (Distributed interNet
using WebDAV 17 Applications) 251

redesigning to prevent bottlenecks 205 Windows Explorer vs. IIS snap-in 76



Windows file conventions vs. UNIX (table) 118
Windows file descriptors vs. UNIX (table) 118
Windows file systems vs. UNIX 69
Windows files, converting end-of-line markers 69
Windows Internet Name Service (WINS),
clustering features 389
Windows Management Instrumentation (WMI),
clustering features 389
Windows mapper, accessing remote resources
(table) 501
Windows NT 4.0 vs. Windows 2000 logon
privileges 469
Windows NT Services for UNIX 63
Windows Script Components
building for Web applications 269
COM components See COM (Component
Object Model) components
Windows Script Host (WSH)
automating administration 397
working with IIS Admin Objects/ADSI 10
Windows-based servers
administering sites remotely 406
memory management 177
WINS (Windows Internet Name Service),
clustering features 389
WinZip, replicating UNIX files 69
wizards
Certificate Manager Export Wizard 492
Components Wizard (Windows) 230
CTL Wizard 2
DTS (Data Transformation Services) Export
Wizard 550
DTS (Data Transformation Services) Import
Wizard 550
Form Wizard 291
IIS Migration Wizard See IIS Migration
Wizard
Import Wizard (COBOL) 538, 539,
541, 542
New Virtual Directory Wizard 93, 99
Permissions Wizard 2, 79, 500
Setup Wizard 62
Web Publishing Wizard 386
Web Server Certificate Wizard 2, 82, 504
WMI (Windows Management Instrumentation),
clustering features 389
worker threads vs. thread-per-client 201
working sets
defined 177
IIS 5.0 working sets
maintaining Object Cache 186
monitoring working sets with counters
(table) 184
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working sets (continued)
I1S 5.0 working sets (continued)
overview 183
using PerfMon 184
Inetinfo working sets
available bytes 185
caching scripts in ASP pages 186
monitoring 183
page faults 185
optimizing memory usage 194
World Wide Web Publishing Service 304
Write method, Response object
(ASP) 262,295
Write permissions 81, 379, 402
write requests, analyzing data 215
Write statements 300
WSH (Windows Script Host)
automating administration 397
working with IIS Admin Objects/ADSI 10

X

X.509 certificate type 491
XCopy utility 67, 109
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