






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































rules An IPSec policy mechanism that governs 
how and when an IPSec policy protects 
communication. A rule provides the ability to 
trigger and control secure communication based 
on the source, destination, and type of IP traffic. 
Each rule contains a list of IP filters and a 
collection of security actions that take place upon 
a match with that filter list. 

s 
SA See Security Association. 

scalability A measure of how well a computer, 
service, or application can expand to meet 
increasing performance demands. For server 
clusters, the ability to incrementally add one or 
more systems to an existing cluster when the 
overall load of the cluster exceeds its capabilities. 

scavenging The process of cleaning and 
removing extinct or outdated name data from the 
WINS database. 

script A type of program consisting of a set of 
instructions to an application or utility program. A 
script usually expresses instructions by using the 
application's or utility's rules and syntax, 
combined with simple control structures such as 
loops and iflthen expressions. "Batch program" is 
often used interchangeably with "script" in the 
Windows environment. 

second-level domain A domain in the Domain 
Name System (DNS) that is immediately under a 
top-level domain. 

secondary server An authoritative DNS server 
for a zone that is used as a source for replication 
of the zone to other servers. Secondary masters 
only update their zone data by transferring zone 
data from other DNS servers and do not have the 
ability to perform zone updates. See also master 
server; zone transfer. 
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secondary zone A copy of the zone that must be 
replicated from a server containing the primary 
zone. 

secret key An encryption key that two parties 
share with each other and with no one else. See 
also symmetric key encryption. 

secure dynamic update The process by which a 
secure dynamic update client submits a dynamic 
update request to a DNS server, and the server 
attempts the update only if the client can prove its 
identity and has the proper credentials to make the 
update. See also dynamic update. 

Secure Sockets Layer (SSL) A proposed open 
standard developed by Netscape Communications 
for establishing a secure communications channel 
to prevent the interception of critical information, 
such as credit card numbers. Primarily, it enables 
secure electronic financial transactions on the 
World Wide Web, although it is designed to work 
on other Internet services as well. 

Security Accounts Manager (SAM) 
A protected subsystem that manages user and 
group account information. In Windows NT 4.0, 
both local and domain security principals are 
stored by SAM in the registry. In Windows 2000, 
workstation security accounts are stored by SAM 
in the local computer registry, and domain 
controller security accounts are stored in Active 
Directory. 

security association (SA) A set of parameters that 
defines the services and mechanisms necessary to 
protect Internet Protocol security 
communications. See also Internet Protocol 
security (IPSec). 

security method A process that determines the 
Internet Protocol security services, key settings, 
and algorithms that will be used to protect the 
data during the communication. 
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Security Parameters Index (SPI) A unique, 
identifying value in the SA used to distinguish 
among multiple security associations existing at 
the receiving computer. 

security principal An account-holder, such as a 
user, computer, or service. Each security principal 
within a Windows 2000 domain is identified by a 
unique security ID (SID). When a security 
principal logs on to a computer running 
Windows 2000, the Local Security Authority 
(LSA) authenticates the security principal's 
account name and password. If the logon is 
successful, the system creates an access token. 
Every process executed on behalf of this security 
principal will have a copy of its access token. See 
also access token; security ID; security principal 
name. 

selective acknowledgement (SACK) 
A Transmission Control Protocol (TCP) option 
that allows the receiver to re-request only the 
missing data from the sender. 

server A computer that provides shared resources 
to network users. 

Server Announcement A specific datagram 
generated by computers on Microsoft networks to 
announce their presence on the network to master 
browsers. 

Server Message Block (SMB) A file-sharing 
protocol designed to allow networked computers 
to transparently access files that reside on remote 
systems over a variety of networks. The 5MB 
protocol defines a series of commands that pass 
information between computers. 5MB uses four 
message types: session control, file, printer, and 
message. 

Server service A software component that 
provides RPC (remote procedure call) support and 
file, print, and Named Pipe sharing. See also 
Named Pipe; remote procedure call (RPC). 

service (SRV) resource record A resource record 
used in a zone to register and locate well-known 
TCPIIP services. The SRV resource record is 
specified in RFC 2052 and is used in 
Windows 2000 to locate domain controllers for 
Active Directory service. See also resource 
record. 

service name The name by which a port is 
known. 

session key A key used primarily for encryption 
and decryption. Session keys are typically used 
with symmetric encryption algorithms where the 
same key is used for both encryption and 
decryption. For this reason, session and 
symmetric keys usually refer to the same type of 
key. See also symmetric key encryption. 

session layer A network layer that allows two 
applications on different computers to establish, 
use, and end a session. This layer establishes 
dialog control between the two computers in a 
session, regulating which side transmits, as well 
as when and how long it transmits. 

sessions A logical connection created between 
two hosts to exchange data. Typically, sessions 
use sequencing and acknowledgments to send 
data reliably. 

shell The command interpreter that is used to 
pass commands to the operating system. 

silent discard When a packet is discarded and the 
sending host is not informed as to why the packet 
was discarded. 

silent RIP The capability of a computer to listen 
for and process Routing Information Protocol 
(RIP) announcements but without announcing its 
own routes. 



Simple Mail Transfer Protocol (SMTP) 
A protocol used on the Internet to transfer mail. 
SMTP is independent of the particular 
transmission subsystem and requires only a 
reliable, ordered, data stream channel. 

Simple Network Management Protocol (SNMP) 
A network management protocol installed with 
TCPIIP and widely used on TCPIIP and Internet 
Package Exchange (IPX) networks. SNMP 
transports management information and 
commands between a management program run 
by an administrator and the network management 
agent running on a host. The SNMP agent sends 
status information to one or more hosts when the 
host requests it or when a significant event occurs. 

site server A computer running Windows NT 
Server on which Systems Management Server 
(SMS) site setup has been run. When SMS is 
installed on a computer, that computer is assigned 
the site server role. The site server, which hosts 
SMS components needed to monitor and manage 
an SMS site, typically performs several additional 
SMS roles, including component server, client 
access point, and distribution point. 

slave A server that does not attempt to resolve 
queries on its own. Instead, it sends all queries to 
forwarders. See also forwarder. 

Small Office/Home Office (SOHO) 
An office with a few computers that can be 
considered a small business or part of a larger 
network. 

smart card A credit card-sized device that is used 
with a PIN number to enable certificate-based 
authentication and single sign-on to the enterprise. 
Smart cards securely store certificates, public and 
private keys, passwords, and other types of 
personal information. A smart card reader 
attached to the computer reads the smart card. See 
also authentication; certificate; nonrepudiation. 
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sniffer An application or device that can read, 
monitor, and capture network data exchanges and 
read network packets. If the packets are not 
encrypted, a sniffer provides a full view of the 
data inside the packet. 

SNMP See Simple Network Management 
Protocol. 

SNMP Management Console The interface 
through which a manager, either a user or a 
program, performs management activities. 

SOA (start of authority) resource record 
See start of authority (SOA) resource record. 

socket A bidirectional pipe for incoming and 
outgoing data between networked computers. The 
Windows Sockets API is a networking API used 
by programmers to create TCP/IP-based sockets 
programs. 

software router A router that is not dedicated to 
performing routing but performs routing as one of 
multiple processes running on the router 
computer. 

source routing The practice of specifying the list 
of networks or routers in the network layer header 
to forward a packet along a specific path in an 
internetwork. 

SRV (service) resource record See service (SRV) 
resource record. 

start of authority (SOA) resource record 
A record that indicates the starting point or 
original point of authority for information stored 
in a zone. The SOA resource record (RR) is the 
frrst RR created when adding a new zone. It also 
contains several parameters used by others to 
determine how long other DNS servers will use 
information for the zone and how often updates 
are required. See also authoritative; zone. 
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static router A router with manually configured 
routing tables. A network administrator, with 
knowledge of the internetwork topology, 
manually builds and updates the routing table, 
programming all routes in the routing table. Static 
routers can work well for small internetworks but 
do not scale well to large or dynamically changing 
internetworks due to their manual administration. 

static routing Routing limited to fixed routing 
tables, as opposed to dynamically updated routing 
tables. See also dynamic routing; routing; routing 
table. 

stream socket A socket using the Windows 
Sockets API that provides a two-way, reliable, 
sequenced, and unduplicated flow of data. 

structured query language (SQl) 
A widely accepted standard database sublanguage 
used in querying, updating, and managing 
relational databases. 

subdomain A DNS domain located directly 
beneath another domain name (the parent domain) 
in the namespace tree. For example, 
"eu.reskit.com" is a subdomain of the domain 
"reskit.com. " 

subnet A subdivision of an IP network. Each 
subnet has its own unique subnetted network ID. 

subnet mask A 32-bit value expressed as four 
decimal numbers from 0 to 255, separated by 
periods (for example, 255.255.0.0). This number 
allows TCP/IP to determine the network ID 
portion of an IP address. 

subnetted network 10 A network ID for a 
subnetted network segment that is the result of a 
subdivision of a TCP/IP network ID. 

subnetted reverse lookup zone A reverse lookup 
zone authoritative for only a portion of a Class C 
network address. Subnetted reverse lookup zones 
are not required even if a network is subnetted; 
they are merely an administrative choice. See also 
reverse lookup zone. 

subnetting The act of subdividing the address 
space of a TCPflP network ID into smaller 
network segments, each with its own subnetted 
networkID. 

supernetting The practice of expressing a range 
of IP network IDs using a single IP network ID 
and subnet mask. Supernettting is a route 
aggregation and summarization technique. 

superscope An administrative grouping of 
scopes that can be used to support multiple, 
logical IP subnets on the same physical subnet. 
Superscopes contain a list of member scopes, or 
child scopes, that can be activated as a collection. 

switch A computer or other network-enabled 
device that controls routing and operation of a 
signal path. In clustering, a switch is used to 
connect the cluster hosts to a router or other 
source of incoming network connections. See also 
routing. 

symmetric key encryption An encryption 
algorithm that requires the same secret key to be 
used for both encryption and decryption. This is 
often called secret key encryption. Because of its 
speed, symmetric encryption is typically used 
rather than public key encryption when a message 
sender needs to encrypt large amounts of data. 



system root The path and folder name where the 
Windows 2000 system files are located. 
Typically, this is C:\Winnt, although a different 
drive or folder can be designated when 
Windows 2000 is installed. The value 
%systemroot% can be used to replace the actual 
location of the folder that contains the Window 
2000 system files. To identify your systemroot 
folder, click Start, click Run, and then type 
%systemroot%. 

Systems Management Server A part of the 
Windows BackOffice suite of products. Systems 
Management Server (SMS) includes inventory 
collection, deployment, and diagnostic tools. SMS 
can significantly automate the task of upgrading 
software, allow remote problem solving, provide 
asset management information, manage software 
licenses, and monitor computers and networks. 

Systems Network Architecture (SNA) 
A communications framework developed by IBM 
to define network functions and establish 
standards for enabling computers to share and 
process data. 

T 
T1 A wide-area carrier that transmits data at 
1.544 Mbps. A T1 line is also known as DS-l 
line. 

T3 A wide-area carrier that transmits data at 
44.736 Mbps. A T3line is also known as a DS-3 
line. 

Task Offload A process that allows tasks 
normally performed by the transport layer to be 
processed by the network adapter. This reduces 
the overhead required of the system CPU for these 
tasks, thus increasing the throughput. 

TCP Transmission Control Protocol. 
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TCP connection The logical connection that 
exists between two processes that are using TCP 
to exchange data. 

TCP segment The quantity consisting of the TCP 
header and its associated data. TCP segments are 
exchanged using a TCP connection. 

TCP timestamps The TCP option used to record 
the time a TCP segment was sent and a time the 
segment was acknowledged by the receiver. 

TCP Window Scaling The use of TCP options to 
create a TCP receive window size greater than 
65,535 bytes. The use of TCP window scaling can 
improve TCP throughput in large bandwidth, 
high-delay environments. 

TCPIIP See Transmission Control 
ProtocollInternet Protocol. 

Telephony API (TAPI) An application 
programming interface (API) used by 
communications programs to communicate with 
telephony and network services. See also Internet 
Protocol. 

Telnet A terminal-emulation protocol that is 
widely used on the Internet to log on to network 
computers. Telnet also refers to the application 
that uses the Telnet protocol for users who log on 
from remote locations. 

terminal A device consisting of a display screen 
and a keyboard that is used to communicate with 
a computer. 

thread A type of object within a process that runs 
program instructions. Using multiple threads 
allows concurrent operations within a process and 
enables one process to run different parts of its 
program on different processors simultaneously. 
A thread has its own set of registers, its own 
kernel stack, a thread environment block, and a 
user stack in the address space of its process. 
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three-way handshake The series of three TCP 
segments that are exchanged when a TCP 
connection is established. 

throughput For disks, the transfer capacity of the 
disk system. 

Time To Live (TIL) A timer value included in 
packets sent over TCP/IP-based networks that 
tells the recipients how long to hold or use the 
packet or any of its included data before expiring 
and discarding the packet or data. For DNS, TTL 
values are used in resource records within a zone 
to determine how long requesting clients should 
cache and use this information when it appears in 
a query response answered by a DNS server for 
the zone. 

Token Ring A type of network media that 
connects clients in a closed ring and uses token 
passing to allow clients to use the network. See 
also Fiber Distributed Data Interface (FDDI). 

top-level domains Domain names that are rooted 
hierarchically at the first tier of the domain 
namespace, directly beneath the root (.) of the 
DNS namespace. On the Internet, top-level 
domain names such as ".com" and ".org" are used 
to classify and assign second-level domain names 
(such as "microsoft.com") to individual 
organizations and businesses according to their 
organizational purpose. See also second-level 
domains. 

topology In Windows operating systems, the 
relationships among a set of network components. 
In the context of Active Directory replication, 
topology refers to the set of connections that 
domain controllers use to replicate information 
among themselves. See also domain controller; 
replication. 

tracing A capability of components of the 
Windows 2000 Routing and Remote Access 
service that records internal component variables, 
function calls, and interactions. You can use 
tracing to troubleshoot complex network 
problems. 

Traffic Control A Windows 2000 mechanism that 
creates and regulates data flows with defined QoS 
parameters. The Traffic Control API (TC API) 
creates filters to direct selected packets through 
this flow. Traffic control is invoked by the QoS 
API and subsequently serviced by the RSVP SP. 

Transmission Control Protocol/Internet Protocol 
(TCPIIP) 
A set of software networking protocols widely 
used on the Internet that provide communications 
across interconnected networks of computers with 
diverse hardware architectures and operating 
systems. TCPIIP includes standards for how 
computers communicate and conventions for 
connecting networks and routing traffic. 

Transport Driver Interface (TDI) In the 
Windows NT and Windows 2000 networking 
model, a common interface for network layer 
components. The TDI is not a single program, but 
a protocol specification to which the upper 
bounds of transport protocol device drivers are 
written. It allows software components above and 
below the transport layer to be mixed and 
matched without reprogramming. 

transport layer The network layer that handles 
error recognition and recovery. When necessary, 
it repackages long messages into small packets for 
transmission and, at the receiving end, rebuilds 
packets into the original message. The receiving 
transport layer also sends receipt 
acknowledgments. 



transport protocol A protocol that defines how 
data should be presented to the next receiving 
layer in the Windows NT and Windows 2000 
networking model and packages the data 
accordingly. The transport protocol passes data to 
the network adapter driver through the network 
driver interface specification (NDIS) interface and 
to the redirector through the Transport Driver 
Interface (TOI). 

trap In Simple Network Management Protocol 
(SNMP), a message sent by an agent to a 
management system indicating that an event has 
occurred on the host running the agent. See also 
agent; authentication; Internet Protocol; Simple 
Network Management Protocol (SNMP). 

trap destination The management system that 
receives an SNMP trap message. 

Trap message An SNMP alarm message. 

trigger For Network Monitor data captures, a set 
of conditions defined by a user that, when met, 
initiate an action such as stopping a capture or 
executing a program or command file. 

Trivial File Transfer Protocol (TFTP) 
A protocol that is used by an IntelliMirror server 
to download the initial files needed to begin the 
boot or installation process. 

trust relationship A logical relationship 
established between domains that allows pass­
through authentication in which a trusting domain 
honors the logon authentications of a trusted 
domain. User accounts and global groups defined 
in a trusted domain can be given rights and 
permissions in a trusting domain, even though the 
user accounts or groups do not exist in the trusting 
domain's directory. See also authentication; 
domain; two-way trust relationship. 
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tunnel The logical path by which the 
encapsulated packets travel through the transit 
internetwork. 

tunneling A method of using an internetwork 
infrastructure of one protocol to transfer a payload 
(the frames or packets) of another protocol. 

two-way trust relationship A link between 
domains in which each domain trusts user 
accounts in the other domain to use its resources. 
Users can log on from computers in either domain 
to the domain that contains their account. See also 
trust relationship. 

U 
UDP See User Datagram Protocol. 

UNC See Universal Naming Convention. 

UNC name A full Windows 2000 name of a 
resource on a network. It conforms to the 
\\servername\sharename syntax, where 
servername is the server's name and sharename is 
the name of the shared resource. UNC names of 
directories or files can also include the directory 
path under the share name, with the following 
syntax: 
\\servername\Sharename\directory\filename. UNC 
is also called Universal Naming Convention. 

unicast An address that identifies a specific, 
globally unique host. 
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universal group A Windows 2000 group only 
available in native mode that is valid anywhere in 
the forest. A universal group appears in the 
Global Catalog but contains primarily global 
groups from domains in the forest. This is the 
simplest form of group and can contain other 
universal groups, global groups, and users from 
anywhere in the forest. See also domain local 
group; forest; Global Catalog. 

Universal Naming Convention (UNC) 
A convention for naming files and other resources 
beginning with two backslashes (\), indicating that 
the resource exists on a network computer. UNC 
names conform to the 
\\SERVERNAME\SHARENAME syntax, where 
SERVERNAME is the server's name and 
SHARENAME is the name of the shared 
resource. The UNC name of a directory or file can 
also include the directory path after the share 
name, with the following syntax: 
\\SERVERNAME\SHARENAME\DIRECTORy\ 
FILENAME. 

Universal Serial Bus (USB) A serial bus with a 
bandwidth of 1.5 megabits per second (Mbps) for 
connecting peripherals to a microcomputer. USB 
can connect up to 127 peripherals, such as 
external CD-ROM drives, printers, moderns, 
mice, and keyboards, to the system through a 
single, general-purpose port. This is accomplished 
by daisy chaining peripherals together. USB 
supports hot plugging and multiple data streams. 

UNIX A powerful, multiuser, multitasking 
operating system initially developed at AT&T 
Bell Laboratories in 1969 for use on 
minicomputers. UNIX is considered more 
portable-that is, less computer-specific-than 
other operating systems because it is written in C 
language. Newer versions of UNIX have been 
developed at the University of California at 
Berkeley and by AT&T. 

user account A record that consists of all the 
information that defines a user to Windows 2000. 
This includes the user name and password 
required for the user to log on, the groups in 
which the user account has membership, and the 
rights and permissions the user has for using the 
computer and network and accessing their 
resources. For Windows 2000 Professional and 
member servers, user accounts are managed by 
using Local Users and Groups. For 
Windows 2000 Server domain controllers, user 
accounts are managed by using Microsoft Active 
Directory Users and Computers. See also domain 
controller; group; user name. 

User Datagram Protocol (UDP) A TCPIIP 
component that offers a connectionless datagram 
service that guarantees neither delivery nor 
correct sequencing of delivered packets. 

user name A unique name identifying a user 
account to Windows 2000. An account's user 
name must be unique among the other group 
names and user names within its own domain or 
workgroup. 

V 
variable bit rate (VBR) An ATM service type that 
guarantees service based on average and peak 
traffic rates. VBR is used for traffic that requires 
little or no cell loss. It transmits data in spurts, or 
bursts, rather than in a continuous stream. 

variable length subnet masks (VLSM) 
Subnet masks used to produce subnets of an IP 
network ID of different sizes. 

variable length subnetting The practice of 
subdividing the address space of an IP network ID 
into subnets of different sizes. 

version 10 A counter used to determine which 
WINS database entries must be updated during 
replication. See also replication. 



Virtual Circuit (VC) A point-to-point connection 
for the transmission of data. This allows greater 
control of call attributes, such as bandwidth, 
latency, delay variation, and sequencing. 

virtual private network (VPN) The extension of a 
private network that encompasses links across 
shared or public networks, such as the Internet. 

volume A portion of a physical disk that 
functions as though it were a physically separate 
disk. In My Computer and Windows Explorer, 
volumes appear as local disks, such as drive C or 
drive D. 

VPN See virtual private network. 

VPN connection The portion of the connection in 
which your data is encrypted. 

w 
Wake-On-LAN A feature that controls shut down 
and wake-up based on network events such as 
lack of network activity or disconnection. 

Web server A server that provides the ability to 
develop COM-based applications and to create 
large sites for the Internet and corporate intranets. 

Well-Known Ports Ports in the range from 0 -
1023. 

wide area network (WAN) A communications 
network connecting geographically separated 
computers, printers, and other devices. A WAN 
allows any connected device to interact with any 
other on the network. See also local area network 
(LAN). 

wildcard In DNS, a character that can be 
substituted for another character during a query. 
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Windows 2000 Redirector A software component 
that intercepts network requests and redirects 
them to network servers, workstations, printers 
and directory shares. 

Windows Driver Model (WDM) A specification for 
I/O device drivers that supports both 
Windows 2000 and Windows 98. WDM is based 
on a class/miniport driver architecture that is 
modular and extensible. WDM easier for 
hardware vendors to support hardware devices. 

Windows Internet Name Service (WINS) 
A software service that dynamically maps IP 
addresses to computer names (NetBIOS names). 
This allows users to access resources by name 
instead of requiring them to use IP addresses that 
are difficult to recognize and remember. WINS 
servers support clients running Windows NT 4.0 
and earlier versions of Windows operating 
systems. See also Domain Name System (DNS). 

Windows Sockets (Winsock) An industry-standard 
application programming interface (API) used on 
the Microsoft Windows operating system that 
provides a two-way, reliable, sequenced, and 
unduplicated flow of data. 

WINS See Windows Internet Name Service. 

WINS database The database used to register and 
resolve computer names to IP addresses on 
Windows-based networks. The contents of this 
database are replicated at regular intervals 
throughout the network. See also push partner, 
pull partner, replication. 

WINS lookup A process by which a DNS server 
queries WINS to resolve names it does not find in 
its authoritative zones. 
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WINS proxy A computer that listens to name 
query broadcasts and responds for those names 
not on the local subnet. The proxy communicates 
with a WINS server to resolve names and then 
caches them for a specific time period. See also 
Windows Internet Name Service (WINS). 

WINS referral zone A zone that refers DNS 
queries to WINS. 

Workstation service The system service that 
provides network connections and 
communications. 

z 
zone In a DNS database, a zone is a contiguous 
portion of the DNS tree that is administered as a 
single separate entity by a DNS server. The zone 
contains resource records for all the names within 
the zone. In the Macintosh environment, a logical 
grouping that simplifies browsing the network for 
resources, such as servers and printers. It is 
similar to a domain in Windows 2000 Server 
networking. See also domain; Domain Name 
System (DNS); DNS server. 

zone file A text file on a DNS name server 
containing resource records for a zone. See also 
zone. 

zone transfer The process by which DNS servers 
interact to maintain and synchronize authoritative 
name data. When a DNS server is configured as a 
secondary server for a zone, it periodically queries 
the master DNS server configured as its source for 
the zone. If the version of the zone kept by the 
master is different than the version on the 
secondary server, the secondary server will pull 
zone data from its master DNS server to update 
zone data. See also full zone transfer (AXFR); 
incremental zone transfer (IXFR); secondary 
server; zone. 
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End options, DHCP 843 
#END_ALTERNATE keyword 

block inclusions 903 
description 897 

Ending 
Browser Service 945 
daily audit logs 287 
IPSec Policy Agent 177 

Endpoints, A TM 777 
Enterprise Resource Planning (ERP) applications, QoS 

support 679-680 
Enterprise-level policies 694 
Entries 

Announce, time configurations 921 
ARP cache 74-76 
ArpRetryCount 82 
conflicts between during replication 549-551 
creating and editing, LMHOSTS fIles 897-899 
databases, pulling by version number 546, 548 
EnablePMTUBHDetect 86 
EnablePMTUDiscovery 86 
incorrect, deleting 130 
information about in IP routing tables 77 
invalid, deleting from ARP cache 174-175 
IsDomainMaster 

specifying preferred master browser 911-912 
troubleshooting browser functionality 945 

KeepAliveInterval 103 
KeepAliveTime 103 

Entries (continued) 
MaxCacheEntryTtlLimit 124 
MaxPreload 900 
Max U serPort 106 
NegativeCacheTime 124 
NetFailureCacheTime 124 
new 931 
NullSessionShares 896 
PerforrnRouterDiscovery 89 
persistent routing table, verifying 176 
SackOpts 97 
SessionKeepAlive 120 
SolicitationAddressBCast 89 
stale, removing 920 
static 

adding, -s switch 130 
in databases 536 

Tcp13230pts 99 

Index 

TCPDelAckTicks 97 
TcpMaxConnectRetransmissions 101 
TcpMaxDataRetransmissions 100-101 
TcpMaxDupAcks 102 
TCPTimedWaitDelay 106 

Enumerating subnetted network IDs 32-34 
Ephemeral Ports 821 
Erasing See Deleting 
ERP See Enterprise Resource Planning applications 
Error 53 message, finding cause of 162-163 
Error messages 

duplicate name 506 
Error 53, finding cause of 162-163 
ERROR-BAD_NETPATH 922 
name resolution, DNS 165-166 
Ping and PathPing tools 172 
troubleshooting 585 

ERROR_BAD_NETPATH message 922 
Errors 

codes for, RSVP 704-707 
IPSec policy mismatch 644-645 

ESP tunnel mode 628-629 
ESP 616-618, 768 
Establishing NetBT sessions 119-120 
Ethernet 

encapsulation 856 
mapping to IP addresses 93 
TCPIIP support of 71 

Event codes, DHCP server logs 295-296 
Event ID 7602 479 
Event logs, DNS servers 479 
Event translator 734 
Event Viewer, troubleshooting with 455,740 
Examining routing tables, Route tool 179-180 
Exclusion ranges 195,214 
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Exclusive mode 308 
Expirations of leases, troubleshooting 279 
Expire Number field of SOA record 314 
Extended characters, WINS servers 520 
Extendible agents, Mill 886-889 
Extension-agents, SNMP 886 
Extensions 

DHCP 865-870 
NDIS 70 

Extensions path 850 
External namespaces 433 
Extinction interval timer 529-530 
Extinction intervals 501 
Extinction records 533 
Extinction server statistics 557 
Extinction timeout timers 529-531 

F 
-f switch, discovering PMTU between two hosts 87-88 
Failed queries, DNS error messages 166 
Failures 

backups 586 
Browser Service 923-924 
name resolution 586-587 
WINS servers 575-576 

Fast Infrared drivers (FIRs) 794 
Fast Packet Forwarding 768 
Fast retransmit 102 
Fast zone transfer 427 
Fault tolerance 

adding, DHCPIWINS service 264-265 
configuring WINS-reliant computers for 583 
DNS 306 
WINS servers 520, 575-576 

FF 668 
Fields 

accounting log files 702 
Authentication Header 615 
Class-Num 675 
common header 673 
C-Type 676 
DHCP messages 879-882 
ESPheader 617 
object headers 674-690 
resource records (RRs) 312,314,317,407,408 
RSVP log files 703 
ToS, priority value markings 681-682 

File field 879 
File Transfer Protocol (FTP) 9 
Files 

accessing, NetWare servers 779 
boot 239-240, 326 
cache 325 

Files (continued) 
copying, Rcp tool 835 
databases 

DHCP 235-237 
TCPIIP, troubleshooting 186 

fields, logs 702-703 
global, CIFS support for 794 
Hosts, checking configurations 163-164 
implementing redirectors as 809 
J50 522 
LMHOSTS 

configuring TCPIIP to use name resolution 904 
creating 896-904 
finding computers and services 893-896 
maintaining 904 
name resolution 929 
overview 494-495 
troubleshooting 166-167,495,905 

log 
Qtcp, generating 716 
size of, WINS servers 528 

remote 
accessing 810 
including from redirected files 903 

required for Winsock to function 785 
Rhosts 

Rcp tool 833-834 
Rsh tool 838 

SNMP services (list) 741 
unicode, CIFS support for 794 
WINS database 528-534 
Wins.mdb 522 
Winstmp.mdb 522 
zones 304,322-323,325,328 

Filtering 
packets 

checking 177-178 
IP 631-632 

TCPIIP 124 
Filters 

actions 632,640 
capture and display 711-712 
drivers 770 
IP packets 631-632 
SNMP message specifications 737-738 
styles, RSVP 668-669 

Filterspecs, RSVP 667-669 
Finding 

browsers 936-943 
cause of Error 53 message 162-163 
computers and services with LMHOSTS files 893-896 
name conflicts, nbstat -n command 944 

Finger servers 872 
Finger tool 829 



FIR 794 
Firewalls 

administering WINS through 562-563 
replication across 554 

First-class mailslots 803 
Fixed-Filter (FF) style 668 
Flags field 673, 879 
Flags, Don't Fragment 86 
Flow control, ICMP 89 
Flow descriptors 667 
Flow of data, OSI model 754-756 
Flowspecs 

description 660 
RSVP 667-669 

Flushing DNS caches 358, 457 
Forward lookup files 323 
Forward lookup zones, troubleshooting 460-461 
Forwarders, DNS servers 307-308 
Forwarding 

IP packets, direct and indirect delivery 52-53 
UDP broadcasts 945 

FQDN See Fully Qualified Domain Names (FQDNs) 
Fragment Offset field 11 
Fragmentation and reassembly 10 
Fragmentation Needed and DF Set ICMP message 11 
Frames 752 
Front-end applications 53,797-798 
Ftp tool 829-830 
FIP 9 
Full computer names See Fully Qualified Domain Names 

(FQDNs) 
Full zone transfers 328-329 
Fully Qualified Domain Names (FQDNs) 

addresses, replacing computer names with 118 
description 45,301,339 
options, DHCPRequest packets 396 
resolving host name using DNS servers 48 

Functionality 

G 

browsers, troubleshooting 945-946 
Link Layer, NDIS 72-73 
Winsock, files required for 785 

-g switch, Ftp tool 830 
Gateway service 810 
Gateways 

addresses, ARP 158 
default, verifying with Ping and PathPing tools 171 
metrics 81 
remote address resolution 158 
switching default 100 
troubleshooting 181 

Generating Qtcp log files 716 
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Generic Packet Classifier (GPC) 789 
Generic Packet Classifier (Msgpc.sys) 655,661 
Generic QoS Application Program Interface (API) 655, 658 
Generic Quality of Service (GQoS) 776-777,787 
Geographical domains 301 
Get command, Ftp tool 831 
GET messages, SNMP 728 
Get switch, Tftp tool 839 
GetBackupList datagrams, browser requests 922 
GETBULK messages, SNMP 728 
GethostbyaddrO function 110 
Gethostbyname() function 110 
getmaster switch, finding current master browser 937 
GET-NEXT messages, SNMP 728 
Giaddr field 879 
Glob command, Ftp tool 831 
Global file names, CIFS support for 806 
Glue records 321 
Gov 46 
GPC 789 
GQoS 776-777,787 
Granting bandwidth requests, QoS servers 689 
Gratuitous ARPs 82 
Group Conflicts server statistics 558 
Group entries, conflicts between during replication 549-551 
Group name mapping 511 
Group names, NetBIOS 593 
Group Registrations server statistics 558 
Grouping resources and printers 902 
Groups 

adding with #SG keyword 902 
Internet 503 
registration of names 510-511 

GS Algorithm for TSIG (GSS-TSIG) 407 
Guaranteed service level 

H 

ATM-to-QoS mappings 684 
description 663,670 

-h <maximum_hops> parameter, Tracert tool 718 
Hnodes 

description 493 
name resolution process, WINS clients 501-502 

-h switch, Rcp tool 833 
Handling bursts, WINS servers 515-518 
Hanging remote hosts, troubleshooting 179 
Hash command, Ftp tool 831 
Hash functions, data integrity 611-612 
Hash message authentication codes (HMACs) 611-612 
Headers 

adding throughout layers, OSI model 755 
Authentication 614-615 
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Headers (continued) 
fields in 

common 673 
ESP 617 
IPlO 
objects 674-690 
TCP 14 

network layer 751 
Hierarchies 

browser election criteria 916-917 
DHCP options 232 

High security, IPSec 636 
HINFO resource record 319 
men field 879 
HMAC 611-612 
H-nodes 51, 114 
Hops field 879 
Horizontal transmissions, OSI model 756 
HostIDs 24 
Host information (HINFO) resource records 319 
Host names 

description 45, 339 
DHCP options 848 
resolving 

overview 45-50 
to IP addresses 157 

troubleshooting, TCPIIP 158-167 
Host Uureachable ICMP message 11 
Host variables 836-840 
Hostname tool 129 
@hostname variable 829 
Hostname variable 830 
Host-to-Host Transport Layer 8 
Hosts 

creating DHCP reservations for 582 
discovering PMTU between 87-88 
DNS, naming 337 
initiating, checking IP security on 177 
remote, pinging 172-188 
running Netmon on 711 
specifying, Rcp tool 834-835 

HOSTS file, resolving host names 47-48 
Hotfix.exe tool 591 
HTTP 9 
Htype field 879 
Hub-and-spoke designs 

configuring partners in 578 
WINS replication and convergence 553-554 

HyperText Transfer Protocol (HTTP) 9 

-i switch 
Ftptool 829 
Tftp tool 839 

lANA 233,817 
lAS, managing with SNMP 739 
ICMP Destination Unreachable-Fragmentation Needed 

message, adjusting maximum segment size values 86 
ICMP Redirect message 85 
ICMP Router Advertisement messages 89 
ICMP router discovery 89 
ICMP Router Solicitation messages 89 
ICMP See Internet Control Message Protocol (ICMP) 
Identifiers, MIB objects 727 
Identifying name conflicts, nbstat -n command 944 
Identity spoofing in network attacks 601 
IOU 756 
IEEE 802.3 SNAP encapsulation 71 
lEN name servers 845 
IETF See Internet Engineering Task Force (IETF) 
IETF-defined Integrated Services (Intserv), RSVP 

signaling 679 
IGMP See Internet Group Management Protocol (IGMP) 
IKE 619-622 
Illegal access, alarm-triggering via trap messages 726 
Illegal addresses 42 
Immediate replication, causing 389 
Impersonations 

description 803 
servers, troubleshooting 507 

Importing LMHOSTS files from remote computers 896 
Impress servers 847 
Improving fault tolerance, WINS servers 576 
In-addr.arpa namespaces 323-325 
#INCLUDE flIe_name keyword 897 
#INCLUDE keyword, defming centralized LMHOSTS files 

with 903-904 
Including remote flIes from redirected flIes 903 
Inclusions, block 903-904 
Incorrect address returns, troubleshooting 181 
Incorrect entries, deleting 130 
Incremental zone transfers 329-330,428 
In-depth defense 605 
Indexed Sequential Access Method (lSAM) database 521 
Indirect delivery, IP packets 52-53 
Information option, DHCP 225-226 
Infrared Data Association (IrDA) protocol 781 
Infrared Link Access Protocol (IrLAP) 782 
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Infrared Link Management Protocol (IrLMP) 782 
Initializing state, DHCP clients 206-207 
Initiating hosts, checking IP security on 177 
Installing 

DHCP services, files created during 235-237 
servers 

DHCP 246-248 
DNS 365-366 

Tcmon 714 
TCP/IP 187-189 

Int 46 
Integrated call manager 774 
Integrated Services over slow links (ISSLOW) 683 
Integrating 

DHCP with other services, best practices for 245 
DNS with WINS 417-422 

Integrity 
CIFS 806 
description 609 
RSVP reservations 689 
signatnres 616 

Interaction with RSVP 665 
Interactive commands, Rexec tool 836 
Interdomain routing 40-42 
Interface data unit 756 
Interface MTU 853 
Intermediate drivers 769-770 
Internal namespace 433 
Internet 

accessing, DNS 433-449 
namespaces 299, 301 
NetBT enhancements 117-119 
top level domains 46 

Internet Assigned Numbers Authority (lANA) 233,817 
Internet Control Message Protocol (ICMP) 

Internet Layer protocols 8 
NDIS and TDI 85-89 
TCP/IP core protocols 11-12 

Internet Engineering Task Force (IETF) 
description 817 
MIB namespace assigned to Microsoft 886 
WINS 491 

Internet Explorer, Proxy Autodiscovery option 875 
Internet Group Management Protocol (IGMP) 

Internet Layer protocols 8 
NDIS and TDI 92-94 
TCP/IP core protocols 13-14 

Internet group name mapping 511 
Internet groups 

See also Special groups 
description 503 

Internet Key Exchange (IKE) 619-622 
Internet Layer 8 

Internet Protocol (IP) 
addresses 

assigning Host IDs 24 
assigning Network IDs 23 
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automatic private, DHCP and 269-270 
choosing for connecting to multihomed 

computers 117 
classes of 21-23, 26 
configuring automatically 200 
creating ranges 35 
deleting duplicates, Arp tool 174 
duplicate addresses 42 
enumerating for subnetted network IDs 35 
experimental 23 
header, key fields (list) 10 
host ID 20 
illegal 42 
Internet Layer protocols 8 
mapping to 50,92-93, 118 
mapping to NetBIOS names 903 
multicast 22 
name resolution to, troubleshooting 156-157 
networks 20, 42 
packets 10,52-53 
private 43-44 
public 42-43 
replacing computer names with 118 
requests for, BOOTP clients 239 
routing tables 54 
routing, direct and indirect delivery 52-53 
spoofing 601 
static, configuring clients with 497 
structure of 20 
subnet masks 28-35 
subnets 24-28 
TCP/IP 9, 20-44 
troubleshooting 168-178,276-278 

DHCP options 850-855 
filter specifications, SNMP messages 737-738 
host groups 13 
multicasting 13,84,93, 110 
NDIS and TDI 76-84 
options, DHCP 226 
packet filtering, IPSec policy structure 631-632 
routing 

enabling, Route tool 179-180 
overview 52 
static and dynamic routers 58 
troubleshooting, TCP/IP 178-185 

routing tables 
entry information in 77 
process for determining routes 55-57 
viewing, Route tool 79-81 
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Internet Protocol (IP) (continued) 
security 601-604 
telephony, QoS admission control and 685 
Time-to-Live, DHCP IP host options 852 

Internet Protocol Security (IPSec) 
checking, initiating hosts 177 
Cipher Block Chaining 613 
components 

IKE 619 
overview 618-627 
reinstalling 648 

data encryption 612 
deploying 607-638 
DES 612 
DES variations 613 
examples of 640-642 
key management 613-614 
Minimal security, IPSec 636 
monitoring tool 646-647 
NDIS and TDI 90-91 
Network Monitor 647-648 
overview 608 
planning 634-638 
policies 629-640, 644-646 
policy agent, restarting 648 
predefined configurations 639-640 
pre-shared key authentication 610 
properties 609 
protection against network attacks 605-607 
protocol types 614-618 
public key certificate-based authentication 610 
public key cryptography 611 
securing SBMP messages with IPSec 737 
services 608-613 
troubleshooting 643-648 
tunneling 628-629 
types of 636 
verifying 645-646 

Internet Relay Chat (IRC) server 872 
Internet Society 817 
Internet Standards Process, RFCs 6 
Interoperability 

DNS servers 423 
WINS 582-584 

Interprocess communication (IPC) 794-797 
Intserv 679 
Invalid entries, deleting from ARP cache 174-175 
Inverse queries, DNS servers 325 
Invoking QoS 658 
IP See Internet Protocol (IP) 
IP address lease time 865-866 
IP Address option 226 
IP addressing information for the last hop field 702-703 
IP address-to-owner ID address mapping table 528 

IP Filter List 631 
IP over ATM 

description 778 
support for in Windows 2000 84 

IP Precedence, DSCP values 682 
IP routers 

Browser Service 926-927 
browsing with TCP/IP 928-930 

IP security See Internet Protocol Security (IPSec) 
IPC 794-797 
IPconfig command 358,454 
IPconfig tool 

checking TCP/IP configurations 168-169 
overview 129-132 
troubleshooting with 275 

IPSec See Internet Protocol Security (IPSec) 
IPSecPolicy Agent, stopping 177 
IP-to-MAC address resolution, testing 173-175 
IPX addresses, troubleshooting 740-741 
IPx/SPX protocol 761 
IRC servers 872 
IrCOMM component 782 
IrDA Print Monitor 781 
IrDA 781 
IrLAP 782 
IrLMP 782 
IrLPT component 782 
IrTran-P component 781 
IrXfer component 781 
ISAM 521 
IsDomainMaster entry 911-912, 945 
ISOC 817 
ISSLOW 683 
Iterative name queries, DNS 309-311 
IXFR requests 

J 

See also Incremental zone transfers 
description 329 

-j <computer-list> parameter 718 
J50#####.log 246 
J50.chk 236, 522 
J50.log 236, 522 
Jet databases, corruption 288-291 

K 
KDC 692 
Keep-alive packets 103 
KeepAliveInterval entry 103 
Keep-alives, NetBIOS 120 
KeepAliveTime entry 103 



Kerberos Key Distribution Center (KDC) 692 
Kerberos version 5, IPSec authentication methods 633 
Keys 

attacks 603 
description 609 
managing 613-614 
protecting 623-625 
removing, TCP/IP service 187-189 

Keywords 897,900-904 

L 
-1 <username> switch, Rexec tool 835 
-1 switch 

finger tool 829 
Rsh tool 837 

Lame delegation 479 
LAN emulation (LANE) 778 
LAN Emulation Intermediate Drivers 769 
LAN 72-73 
LANE 778 
Large networks, DHCP in 258 
Large window support, TCPIIP 775 
Last address change replication server statistics 557 
Last Replication Times server statistics 557 
Last Scavenging Times server statistics 557 
Latency parameter 669 
Launching 

Netmon on hosts 711 
Qtcp 716 
Tcmon 714 

Layer 2 
monitoring tags 712 
QoS support 680-681 

Layer3,IPSec 606-607,629 
Layer n entities 756 
Layered Service Providers 787 
Lcd command, Ftp tool 831 
Lease duration, using DHCP with WINS 582 
Lease periods, DHCP and WINS 521 
Lease time option 246 
Leases 

deleting 246 
description 195 
DHCP 201-213,244 
from DHCP servers 122 
troubleshooting 279-281 

Libraries 
DLL 787,800 
stub 800 

Life span, scavengeable record 414-416 
Lifetimes, Security Associations 622 
Limited Broadcast, routing table entry fields 55 

Link Layer 
DHCP 856 
functionality, NDIS 72-73 

Links, slow 806 
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ListenO function, Windows Sockets backlogs 110 
Literal command, Ftp tool 831 
LMHOSTS files 

creating 896-904 
finding computers and services 893-896 
limitations of 495 
maintaining 904 
name resolution 929 
overview 494-495 
troubleshooting 166-167,495,905 

Load sharing, DNS servers 308-309 
Loader, troubleshooting with 717 
Loading parameters, root hints, and zones 379 
Local area networks (LAN s), Link Layer functionality 72-73 
Local hosts, routing table entry fields 55 
Local Policy Module (LPM) 691, 791, 656 
Local procedure calls (LPCs) 801 
Local Runtime component 801 
Local storage, DHCP clients 201 
Local TCPIIP addresses, troubleshooting 157-158 
Locating See Finding 
Locator service, Active Directory 365 
Lockdown mode, configuring trusts 91 
Log database changes configuration option 560 
Log detailed events to event log configuration option 560 
Log files, WINS servers 528 
Log servers 846 
Logging 

audit, DHCP 244, 285-287 
databases, WINS 564 
enabling, RSVP SP 717 
events, DNS servers 456 

Logs 
admission control, QoS ACS servers 690 
DHCP servers, analyzing 294-296 
Qtcp 715-716 
troubleshooting with 700-703 

Long connect times, LMHOSTS files 167 
Lookups 

enabling, LMHOSTS files 904 
forward and reverse 309 
time-outs 422 

Loopback Address and Network 55 
Loss calculations, PathPing tool 149-150 
Lowering WINS traffic 581-582 
LPCs 801 
LPM 656,691,791 
LPR servers 847 
Ls command, Ftp tool 831 
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M 
Mnode 493 
MAC addresses, mapping to IP addresses 92-93 
MADCAP 232-233 
Mail exchange (MX) resource records 316-317 
Mail exchange servers 316-317 
Mail group (MG) resource records 319 
Mail loops, preventing 317 
Mailbox (MB) resource records 319 
Mai1slot messaging, UDP 109 
Mailslots, interprocess communication and 802-803 
Maintaining 

LMHOSTS files 904 
route tables, ICMP 85 
RSVP reservations 689 
WINS databases, best practices for 534-536 

MaintainServerList subkey, specifying browser 
computers 910 

MaintainServerList value, backup browsers 922 
Management API 735 
Management Information Base (Mffi) 

description 727 
object identifiers 885-886 
objects 727 
overview 727,885 
Windows 2000 SNMP agent 886-889 

Managing 
client connectivity, NBTstat tool 507 
databases 

DHCP 234,234-235,246 
WINS servers 521-527 

lAS with SNMP 739 
lease duration 213 
LMHOSTS files 896 
options, DHCP 222-232 
relay agents 273-274 
reservations 215-216 
scopes, DHCP 213-221 
servers, WINS 554-564 
SNMP 725-726 
WINS with SNMP 739 
:lones, configuring DNS servers 305 

Man-in-the middle attacks, networks 603 
Manual partner configurations, WINS servers 572 
Manual tombstoning, WINS database records 533-534 
MAPI796 
Mapping 

ATM-to-QoS 684 
domain members, #DOM keyword 901 
drives to ftp.microsoft.com (198.105.232.1) 118 
IP addresses to MAC addresses 92-93 
LMHOSTS files 894 

Mapping (continued) 
name, NetBIOS 511 
NetBIOS names to IP addresses 50-52, 903 
static address, managing 560-561 
static, troubleshooting 589 
tables 528 

Marking packets 662 
Marshaling NDR format 801 
Master browsers 

announcements 918-921 
connection time 931 
election datagrarns 918 
failures 924 
fmding 936-943 
numbers in domains and workgroups 922 
overview 914 
preferred, specifying 911-912 
removing stale entries with 920 
requests, verifying communication process 945 
shutdowns 932-933 
Windows operating systems as 930-931 

MasterBrowserAnnouncement datagram 915, 927 
Maturity levels, Internet Standards Process 6 
MaxCacheEntryTtlLimit registry entry 124, 359 
Maximum datagram reassembly size 852 
Maximum message size, DHCP 869 
Maximum segment size (MSS) values, PTMU discovery 85 
Maximum transmission units (MTUs) 

MTU size field 690 
NDIS 73 
Ping tool 183 

MaxPreloadEntries 900 
MaxUserPort entry 106 
MB resource records 319 
MD5612 
Mdelete command, Ftp tool 831 
Mdir command, Ftp tool 831 
Measurement phase 715 
Media service providers 794 
Media-sense 

description 767 
TCPIIP support for 122-123 

Memberships, dynamic 233 
Memory cache 

mappings from LMHOSTS file 894 
#PRE entry limitations 900 

Merging WINS systems 506 
Merit dump files 849 
Message detail field 702 
Message Digest 5 (MD5) 612 
Message status field 702 
Message type field 673 
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Messages 
Bad SPI 645 
Destination Host Unreachable 172 
DHCP 201-246 
duplicate name 506, 585 
Error 53, finding cause of 162-163 
ERROR_BAD_NETPATH 922 
errors in name resolution, DNS 165-166 
formats, DHCP 877-882 
Fragmentation Needed and DF Set 86 
ICMP Destination Unreachable-Fragmentation 

Needed 86 
ICMP Redirect 85 
ICMP Router Advertisement 89 
ICMP Router Solicitation 89 
ICMP 11 
Jet database corruption 288 
keep-alive, TCP 103 
network path not found, troubleshooting 585 
Request Timed Out, Ping and PathPing tools 172 
RSVP 666-667,673-712 
SNMP 727-729,731 
TTL Expired in Transit, Ping and PathPing tools 172 

Messaging 
connection-oriented 802 
mailslot, UDP 109 

Messaging Application Programming Interface (MAPI) 796 
Metrics, default gateways 81 
MG resource records 319 
Mget command, Ftp tool 831 
Mgmtapi.dll 735,741 
#MHkeyword 

adding multihomed devices 902-903 
description 897 

MIB See Management Information Base (MIB) 
Mib.bin 741 
Mib.dll 735 
Mibcc.exe 739 
Migrate configuration option 560 
Migrate settings, changing 563 
Mil 46 
MINFO resource records 319 
Minimal security, IPSec 636 
Minimizing WINS servers 518-519 
Minimum Time to live field 314 
Miniport drivers 770-774 
Mkdir command, Ftp tool 831 
MIs command, Ftp tool 831 
M-nodes 51, 114 
Mobile IP home agents 860 
Modifying 

burst handling 517 
data in network attacks 601 

Modifying (continued) 
entries 

ARP caches 76 
default maximum #PRE 900 
LMHOSTS files 897-899 

maximum segment size values 86 
records, WINS databases 548-549 
Registry with Registry Editor 900 
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migrate settings, WINS management console 563 
port settings, SNMP 737 
window scaling 94-96 

Monitoring 
802.1p tags 712 
browsers 934 
DHCP 

server performance 282-284 
with SNMP 738 

DNS consoles 457-458 
IPSec 646-647 

More Fragments Flags 11 
Moving databases, DHCP 246,291-292 
MPR See Multiple Provider Router (MPR) 
Mput command, Ftptool 831 
MR resource records 320 
Mrxnfs.sys 805 
Mrxsmb.sys 805 
Msgpc.sys 661,690 
Msidlpm.dll 690-691 
MSS 85 
MTU See Maximum transmission units (MTUs) 
Multicast Address Dynamic Client Allocation Protocol 

(MADCAP) 232-233 
Multicasting 

addresses 
IP 22 
routing table entry fields, Windows 2000 55 

DHCP 232-233 
IGMP 92 
IP 13, 84, 92-93 
Windows 2000 components 94 
Windows Sockets 93, 110 

Multihomed 
clients, dynamic updates 402-403 
computers 

NetBIOS name registration and resolution 116-117 
TCP connections to and from 106-107 

devices, adding with #MH keyword 902-903 
name mapping 511 
name resolution, DNS queries 354 
records, conflicts between during replication 549-551 
servers 

DHCP 270-272 
managing 561 
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Multihoming, IP addresses 83-84 
Multimaster replication 

Active Directory 388-389 
description 376 

Multinetted ARP environments 82 
Multinetting 82 
Multiple domains, Browser Service 925-927 
Multiple Provider Router (MPR) 

description 812-813 
WNetAPI796 

Multiple UNC Provider (MUP) 811-812 
Multiple workgroups, Browser Service 925-927 
Multi -tier applications 797 
MUP 811-812 
MX resource records 316-317 

N 
-n switch 

Ftp tool 829 
Rexec tool 835 
Rsh tool 837 

Nagle algorithm, TCP 104-105 
Name age timeout 529-530 
Name Overwrite Demand 494 
Name refresh timeout 530 
Name resolution providers 787 
Name server (NS) resource records 315 
Name server See Domain Name System (DNS) 
Named pipes, interprocess communication and 802-803 
Name-to-IP address mapping 528,903 
Names 

collisions 389 
computers, replacing with FQDN and IP addresses 118 
conflicts 

browser servers 944 
duplicate name message 506 
during dynamic updates, resolving 404 

connection-specific DNS suffixes 339 
domain, resolving to IP addresses 157 
exclusion lists 433 
files, CIFS support for 794 
FQDN 339 
host 

description 339 
resolving to IP addresses 157 
troubleshooting, TCP/IP 158-167 

NetBIOS 
datagram services 120 
list of 591-593 
managing 19 

Names (continued) 
NetBIOS (continued) 

mapping to Internet Protocol (IP) addresses 903 
resolving to IP addresses 156-157 
troubleshooting, TCP/IP 158-167 

primary DNS suffix 339 
queries, WINS proxy servers 513-514 
registering 

NetBIOS 19 
network traffic and requests for 569-570 
normal group 510 
special group 510-511 
WINS clients 497-499 

releasing, WINS clients 500-501 
remote system, adding with #PRE keyword 

900-901 
renewing, WINS clients 499-500 
resolving 

Browser Service 927-930 
configuring TCP/IP to use LMHOSTS 904 
creating LMHOSTS files 896-904 
description 490, 891 
DNS 311-312,344-347,928 
finding computers and services with LMHOSTS 

files 893-896 
forward and reverse lookups 309 
host names 45-50 
maintaining LMHOSTS files 904 
NetBIOS 50-52,114-117,492-494 
NetBIOS interface 19 
NetBIOS namespaces 417 
overview 44 
RPCs 802 
TCP/IP 44-52 
troubleshooting 156-157,464-477,586-587,905 
UDP 109 
Windows Sockets 11 0 
WINS clients 501-502 

UNC 811-812 
Namespaces 

DNS 
domains 299,302,304 
in-addr.arpa 323-325 
planning 433-438 
TCP connections to and from multihomed 

computers 106-107 
zones 304 

MIB, IETF assignment to Microsoft 886 
NetBIOS 112-113 
WINS, TCP connections to and from multihomed 

computers 106 
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Naming 
audit logs 286 
DNS domains 301,337 
LMHOSTS entries, conventions for 897 

Native ATM access, Winsock 779 
NBF transports, domain master browsers 915 
NBF 795 
nbstat -n command, determining name conflicts 944 
Nbtstat tool 129 

managing client connectivity 507 
overview 133-134 
viewing and registering NetBIOS names 113 

NDIS 70,761-774 
NDISW AN miniport drivers 772 
NDR 801 
Negative caching 

DNS resolver 358-359 
DNS servers 312 

Negative name registration response 494 
Negative server response, WINS 498 
NegativeCacheTime entry 124 
NegativeCacheTime registry entry 359 
Net Update server statistics 557 
Net 46 
Netapi32.dll 795 
NetBEUI 780 
NetBIOS 

as predecessor to WINS 492-494 
interfaces 

overview 19 
TCP connections to and from multihomed 

computers 107 
TCPIIP 18-19 

Name Management 19 
names 

conventions for, LMHOSTS entries 897 
datagram services 120 
mapping 511, 903 
NetBT 112-113 
resolving 50-52,417-422,492-494 
resolving to IP addresses 156-157 
troubleshooting, TCPIIP 158-167 
used by Microsoft components 591-593 

node types 51,52,493 
overview 52, 795 
RFC definitions 893, 930 
sessions, checking status of 162 

NetBIOS datagram distribution servers 861 
NetBIOS emulator 795 
NetBIOS Extended User Interface (NetBEUI) protocol 780 
NetBIOS Frame (NBF) protocol 795 
NetBIOS Name servers 861 
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NetBIOS name service, broadcasts and name resolution 
929-930 

NetBIOS node type 861 
NetBIOS over TCP/IP (NetBT) 

communication with NetBIOS 795 
options, DHCP 861-862 
overview 111-120 

NetBIOS Scope ID option 226, 246 
NetBT option 873 
NetBT See NetBIOS over TCPIIP (NetBT) 
Netdiag tool 129, 135-139 
NetFailureCacheTime entry 124 
Netrnon See Network Monitor 
NetServerEnum APIs 

browser requests 921-922 
datagram receivers 910 
domain master browsers 915 

NetShell commands, WINS 593-594 
Netstat tool 129, 140-142 
NetWare servers, accessing files and printers 779 
Network application interfaces, TCPIIP 109-120 
Network Data Representation Marshaling (NOR) 

component 801 
Network Driver Interface Specification (NDIS) 70, 761-774 
Network IDs 20, 23-34, 42, 631 
Network Information Service Plus (NIS+) domain names 860 
Network Information Service Plus (NIS+) servers 860 
Network interface hardware 519 
Network Interface Layer 7-8 
Network layer 751 
Network management 724 
Network Monitor 

troubleshooting with 711-712 
use in IPSec 641-648 

Network Monitor (Netrnon), troubleshooting with 
711-712 

Network News Transport Protocol (NNTP) servers, DHCP 
options 871 

Network nodes, management using SNMP 723 
Network path not found error message, troubleshooting 585 
Network Plug and Play 767 
Network prefix notation of subnet masks 27 
Network Unreachable ICMP message 11 
Networks 

addresses 20 
administering with SNMP 738 
architectnre 

APls 783-796 
Basic Network Services 794 
IPC 794-797 
NDIS 761,764-774 
overview 761-763 
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Networks (continued) 
protocols 761,774-781 
services 806-813 
TDI 782-783, 794 

assessing traffic 567-570 
attacks 601-607 
broadcasts, routing table entry fields 55 
connectionless, NDIS 764-765 
LAN, Link Layer functionality, NDIS 72-73 
large, DHCP in 258 
replication partners in configurations 578-579 
resources 810-813 
routed 

best practices, DHCP implementation 246 
DHCP in 258-259 
using B nodes in 512 

small, DHCP in 257 
testing connections using Ping and PathPing tools 

169-172 
traffic 

assessing 567-570 
duplicate replication 577-578 
effects of replication upon 573 
name registration requests and 569-570 
replication and verification 569-570 
topology and 570 
WINS clients 570 
WINS,redirecting 581-582 

VLAN 680 
WAN, replication across 572-573 
wide area 

domain master browsers 915 
forwarding UDP broadcasts 945 

New entries, transmissions 931 
New features in Windows 2000 489 
Next Header 

Authentication Header field 615 
ESP headerfield 617 

Nexthop 54 
Nicknames 45 
NIS domain names 858 
NIS servers 858 
NIS+ domain names and servers 860 
NNTP servers 871 
No server response, WINS 498 
No value 910 
Node Type option 226 
Node types, NetBIOS 493 
Nodes 

description 493,893 
name resolution process, WINS clients 501-502 
NetBIOS Node types 51 
routed networks 512 
support for NetBIOS name resolution 114 

Non-browser announcements 920 
Non-browsers 

description 913 
failures 923 

Non-exclusive mode, DNS forwarders 308 
Non-NDIS lower interface miniport drivers 773 
Non-transit traffic 124 
No-refresh interval 412 
Normal group names, registration 510 
NOTIFY messages 728 
NoTraffic service level 670 
NS resource records 315 
Nslookup tool 129, 143, 145,450-454 
NTP servers 859 
NullSessionShares entry 896 
Numbers 

clients per servers 570-571 
protection against wrapped sequence 99-100 
versions, pulling WINS database entries by 546-548 

NWLink NetBIOS (NWNBLink) protocol 795 
NWLink protocol 

See also IPXlSPX protocol 
overview 779-780 

NWLink transports, domain master browsers 915 
NWNBLink protocol 795 

o 
Object identifiers, Mffi 885-886 
Objects 

DNS, in Active Directory (list) 381 
fields in headers 674-690 
subnet, QoS ACS consoles 695 

Offloads, TCP/IP Task 769-794 
Older clients, updating 584 
OnNow Power Management initiative 767-794 
Opfield 879 
Open command, Ftp tool 831 
Opening 

Netmon on hosts 711 
Qtcp 716 
Tcmon 714 

Operating systems 
security 

application-layer attacks 604 
password-based attacks 602 

Windows, master browsers as 930-931 
Operational status, WINS servers 555-556 
Optimizing slow links 806 
Option class 195 
Option overload 866 
Option types 195 
Optional Message, DHCP options 868-869 
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Options 
BOOTP clients 240, 869 
command line 150 
configuration, WINS servers 559-560 
DHCP 

application layer 858-860 
basic 843-850 
DHCP extensions 865-870 
IP hosts 850-853 
IP interface 853-855 
link layer 856 
managing 222-232 
NetBIOS over TCPIIP 861-862 
not defined 871-873 
overview 841-873 
TCP 857-858 
user class 864-865 
vendor-specific 862-864 

DHCP messages 880-882 
Microsoft for DHCP 873-875 
TCP _NODELA Y, disabling Nagle algorithm 105 

Options field 879 
Org 46 
Organizational domains 301 
Origins of WINS 490-495 
OSImodel 

data flow 754-756 
layers 

application 754 
data-link 750 
network 751 
overview 749 
physical 749-750 
presentation 753 
session 753 
transport 752 

vertical interface terminology 756-757 
Owned and active name registration response 503 
Owned tombstone name registration response 503 
Owner fields, resource records (RRs) 313 

p 
P node 493 
-p switch, Route tool 81 
Packet filtering 177-178 
Packet marking 662 
Packet signatures 

Authentication Header 616 
ESP header 617 

Packet size field 690 

Packets 
Authentication Header 616 
encrypting and decrypting 768 
ESP header 617 
keep-alive, TCP 103 

Pad options, DHCP 843 
Padding, ESP header field 617 
Parameter request list 868 
Parameters 

aging and scavenging 
configuring 417 
server parameters (list) 412 
zone parameters (list) 412 

backlog, Windows Sockets 110 
DHCP options 225-226 
IP packet filters 632 
RSVP flowspec structure 669-670 
Tracert 718 
WINS lookup 422 

Partitioning DNS namespace domains 304 
Partners 

autodiscovery of 552 
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automatic configuration, WINS servers 571-572 
configuring 553 
database replication 538-539 
manual configuration, WINS servers 572 
pull 

description 509 
troubleshooting replication 585-586 

push 
description 509 
troubleshooting replication 585-586 

replication in network configurations 578-579 
Passwords 

See also Security 
network attacks 602 

Path Maximum Transmission Unit (MTU) 
aging time-out 852 
discovery, ICMP 85-88 
plateau table 853 
PMTU black hole routers, troubleshooting 184-185 

PATH messages, RSVP 666 
PathPing tool 

checking TCPIIP configurations 169-172 
description 129 
overview 147-150 
troubleshooting with 708 
when to use 176 

Paths, examining using Tracert tool 180 
PAWS 99-100 
PCM 791 
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PDCs See Primary domain controllers 
PDPs 691 
PDU 756 
Peak rate field 690 
PeakBandwidth parameter 669 
Peer entities 756 
Peer protocols, network layer 751 
PEPs 691 
Perfect Forward Secrecy (PFS) 624 
Performance 

CIFS 806 
DHCP servers 

best practices 244 
monitoring 282 

WINS servers 571 
Performance Monitor counters 282 
PerformRouterDiscovery entry 89 
Periodic server statistics 557 
Periods, lease and refresh 521 
Persistent connections, WINS database replication 551-552 
Persistent routes, storage location 81 
Persistent routing table entries, verifying 176 
PersistentRoutes subkey 81 
PFS 624 
Phase I SA 620-621 
Phase II SA 621-622 
Physical address 59 
Physical layer 749-750 
Ping tool 

checking TCP/IP configurations 169-172 
description 129 
determining maximum transmission units 183 
discovering PMTU between two hosts 87-88 
discovering PMTU black hole routers 184-185 
overview 150-151 
troubleshooting with ICMP 88 
verifying IPSec secured communications 645 

Pinging 
across routers as remote access clients, 

troubleshooting 186 
remote hosts 172 

Pipes, named 802-803 
Plain old telephone service (POTS) 794 
Planning 

adding reverse lookup zones 370 
deploying IPSec 

best practices 634 
establishing security 635 
overview 634 
special considerations 636-638 

DHCP implementation 241-257 
DNS namespace 433-438 
IPSec security 635-636 

Plug and Play networks 794 
Plugging into subnets, WINS clients 505 
PMTU See Path Maximum Transmission Unit (PMTU) 
PMTU black hole routers, troubleshooting 184-185 
P-nodes 

description 114 
NetBIOS Node 51 

Pointer (PTR) resource records 
description 315 
troubleshooting 461-462 

Point-to-Point (PPP) protocol 779 
Policies 

Any Authenticated User 694 
enterprise-level 694 
IPSec 

overview 629-633 
policy inheritance 630 
predefined 639-640 
rules 630 
storage locations 629 

QoS ACS 
defining 693-695 
overview 691-693 

subnet-Ievel 694-695 
Unauthenticated User 694 

Policy agent, IPSec 618-619,648 
Policy Control Module (PCM) 791 
Policy Decision Points (PDPs) 691 
Policy Enforcement Points (PEPs) 691 
Policy filters, DHCP IP host options 851 
Policy stores, QoS ACS 692-693 
Pools, address 195 
POP3 servers 871 
Port assignments, TCP and UDP 

commonly used services 822 
overview 817 
registered ports 821 
well-known ports 817-818 

Port field, service (SRV) resource records 317 
Port numbers, TCP (list) 15 
Port Unreachable ICMP message 11 
Port variable 839 
Ports 

SNMP, setting 737 
UDP 16 

Positive server response, WINS 498 
Post Office Protocol (POP3) servers 871 
Potential browsers 913 
Potential-browser announcements 920 
POTS 794 
Power management, NDIS 70 
PPP 779 
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adding remote system names 900-901 
description 897 

Predefined IPSec configurations 
client (respond only) 639 
overview 639-640 
predefined filter actions 640 
predefined rules 639 
secure server (require security) 639 
server (request security) 639 

Preference values, mail exchange servers 316 
Preferred master browsers, specifying 911-912 
Prefix length notation of subnet masks 27 
Presentation layer 

overview 753 
transforming data 755 

Pre-shared key authentication 610, 633 
Preventing 

address conflicts, DHCP 221-222 
rogue DHCP servers 251-254 

Primary command, BIND boot files 327 
Primary DNS servers See Primary zones 
Primary DNS suffix 339 
Primary domain controllers (PDCs) 

domain master browsers 915 
roles of 895 

Primary servers, WINS 588 
Primary zones 

description 306 
storage in Active Directory 377-388 

Printers 
accessing, NetWare servers 779 
grouping 902 

Printing registry keys, removing 188 
Prioritizing A resource records 360 
Priority value markings, ToS fields 681-682 
Priority values, mail exchange servers 316 
Private address space 43 
Private addresses 

IP addressing 42, 269-270 
overview 43-44 

Privileges, remote 833 
Problem solving See Troubleshooting 
Programs See Applications 
Prolonged shutdowns, WINS clients 506 
Prompt command, Ftp tool 831 
Propagation 

Browser Service 931-933 
server names on browser lists 934, 944 

Properties, SNMP agents 729-730 
Protection against network attacks using IPSec 605-607 
Protection against wrapped sequence numbers (PAWS) 

99-100 
Proto field, service (SRV) resource records 317 

Protocol data unit 756 
Protocol Unreachable ICMP message II 
Protocols 

AppleTalk 780 
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ARP See Address Resolution Protocol (ARP) 
ATM 777-778 
BOOTP, DHCP support for 237-241 
DHCP See Dynamic Host Configuration Protocol 

(DHCP) 
DLC 780 
ICMP See Internet Control Message Protocol (ICMP) 
IGMP See Internet Group Management Protocol (IGMP) 
IP 

NDIS and TDI 76-84 
options, DHCP 226 

IP header field 10 
IPSec 

Authentication Header 614 
Encapsulating Security Payload (ESP) 616-618 
overview 768-769 
TCPIIP and 776 
types 614 

IrDA 781 
IrLAP 794 
IrLMP 794 
MADCAP, DHCP 232-233 
NBF, communication with NetBIOS 795 
NetBEUI 780 
NetBT, communication with NetBIOS 795 
NWLink 779-780 
NWNBLink, communication with NetBIOS 795 
peer, network layer 751 
PPP, ATM Over xDSL 794 
routing 664 
RSVP 

GQoS and 787 
maintaining reservations 689 
QoS 664-674,690 
QoS and 90 
troubleshooting 703 

signaling 664 
SNA 774 
soft-state 671 
TCP 

NDIS and TDI 94-108 
overview 14-15 
port assignments 817-822 
protocol numbers 817,826 

TCP/IP See TCPIIP 
UDP 

NDIS and TDI 108-109 
port assignments 817-822 
protocol numbers 817,826 
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Providers 
description 810 
Layered Service 787 
Multiple UNC 811-812 
name resolution 787 
service 

media 794 
telephony 794 

transport service 787 
Proxies, WINS 512-514 
Proxy ARP environments 82 
Proxy autoconfiguration file 433 
Proxy Autodiscovery option 875 
Psched.sys 

description 690 
overview 661-662 
requirements for installing on QoS ACS servers 690 

PTMU See Path Maximum Transmission Unit discovery 
(PMTU) 

PTR resource records See Pointer (PTR) resource records 
Public Addresses 

duplicate addressing 43 
IP addressing 42-43 

Public key certificate (PKC) 
description 610 
IPSec authentication based on 610 
IPSec authentication methods 633 

Public key cryptography 611 
Pull partners 

configuring 553 
database replication 538-539 
description 509 
troubleshooting replication 585-586 

Pulling WINS database entries by version number 
546-548 

Push bit interpretation, Windows Sockets 111 
Push partners 

configuring 553 
database replication 538-539 
description 505,509 
troubleshooting replication 585-586 

Put command, Ftp tool 831 
Put switch, Tftp tool 839 
Pwd command, Ftptool 831 

a 
QoS ACS See QoS Admission Control Service (QoS ACS) 
QoS Admission Control Service (QoS ACS) 

See also Quality of Service (QoS) 
description 656 
overview 790-792, 685-690 
policy stores 692-693 
service logs, troubleshooting with 700-701 

QoS Packet Scheduler 
description 655, 789 
overview 661-662 
requirements for installing on QoS ACS servers 690 

QoS service provider (RSVP SP) 
description 655 
enabling logging 717 
interaction with RSVP 665 
overview 658 

QoS See Quality of Service (QoS) 
Qossp.aid 717 
Qtcp 714-716 
Qualitative applications 679-680 
Qualitative service level 663, 690 
Quality of Service (QoS) 

admission control policies 
defining 693-695 
overview 691-693 

invoking 658 
overview 653, 658 
RSVP and 90,664-674,689-690,703 
support, Windows 2000 679-685 
traffic control 655, 659-663 
troubleshooting 695-718 

Queries 
broadcast name 893 
DNS 

forward lookups 323 
inverse 325 
iterative, examples 311 
iterative, processing 310 
recursive, examples 311 
reverse lookups 323 
walking the tree 310 

DNS servers 
configuring query settings 355-357 
examples 438-449 
flushing cache manually 358 
forwarding off-site queries 307-308 
length of time for cached response 359 
Multihomed Name Resolution 354 
order of resolver queries 353 
overview 350-354 
prioritizing A resource records 360-361 
process 350 
settings, configuring 355-357 
troubleshooting 460 
viewing resolver cache using IPconfig command 358 
viewing TTL for a record 358 

failed, error messages in DNS 166 
names, WINS proxy servers 513-514 

Querying with WINS proxy 514-515 
Quit command, Ftp tool 831 
Quote command, Ftp tool 831 
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-r switch, Rcp tool 833 
Rapilib.aid 717 
Rcp tool 832-835 
RDATA fields 313 
Rdbss.sys 805 
Readpol 716 
Real-time traffic 662 
Rebinding (T2) time value option 246 
Rebinding state 210-211 
Rebinding time value (Tl), DHCP options 869-870 
Rebuilding 

browse lists 920 
DHCP servers 291 

Receive window size 94-96 
<receiver IP address> parameter 718 
Receivers, datagram, Browser Service 910 
Reconcile feature, salvaging scopes 293-294 
Reconciling DHCP server databases 292 
Reconfiguring clients using WINS 580 
Record type field 702 
Records 

DNS servers 
aging and scavenging 411-417 
scavenging parameters (list) 412 

managing, DHCP databases 246 
multihomed, conflicts between during replication 

549-551 
WINS databases 

changing 548-549 
deleting from 531-534 

zones 
aging and scavenging 411-417 
aging and scavenging parameters (list) 412 
life span of scavengeable record 414-416 

Recursive name queries, DNS 309-311 
Recv command, Ftp tool 831 
RecvO function 111 
Redirect, ICMP messages 11 
Redirected files 903 
Redirecting WINS traffic 581-582 
Redirection symbols 

Rexec tool 836 
Rsh tool 837 

Redirectors 
components 805 
description 802 
workstation service 809-810 

Reducing WINS traffic 581-582 
Refresh interval field 703 
Refresh interval 412 
Refresh periods, aligning 521 

Refreshing names, WINS clients 499-500 

Registered Ports, TCP and UDP 821 
Registrations 

Browser Service 931-933 
MIBs 889 
names 

NetBIOS 114 
WINS clients 497-499 

NetBIOS names 113-117 
normal group names 510 
records, example of 533 
requests and network traffic 569-570 
special group names 510 

Registry 
editing with Registry Editor 900 
entries 

Announce 921 
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ArpRetryCount, sending gratuitous ARPs 82 
DefaultRegistrationTTL 403 
DisableReplaceAddressesinConflicts 404 
EnablePMTUBHDetect, troubleshooting black hole 

routers 86 
EnablePMTUDiscovery, troubleshooting black hole 

routers 86 
IsDomainMaster 911-912, 945 
KeepAliveInterval 103 
KeepAliveTime 103 
MaxCacheEntryTtlLimit registry entry 124, 359 
MaxPreLoads 900 
MaxUserPort 106 
NegativeCacheTime registry entry 124, 359 
NetFailureCacheTime, name query response 

caching 124 
NullSessionShares, accessing centralized LMHOSTS 

files 896 
PerformRouterDiscovery 89 
removing, TCP/IP service 187-189 
SackOpts 97 
SessionKeepAlive, NetBIOS keep-alives 120 
SolicitationAddressBCast 89 
Tcp13230pts, disabling TCP timestamps 99 
TCPDelAckTicks 97 
TcpMaxConnectRetransrnissions, connection request 

retransmissions 101 
TcpMaxDataRetransrnissions, dead gateway 

detection 100 
TcpMaxDataRetransmissions, retransmission control 

by 101 
TcpMaxDupAcks 102 
TCPTimedWaitDelay 106 
UpdateSecurityLevel 391 

SNMP settings 740 
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Registry (continued) 
subkeys 

MaintainServerList 910 
PersistentRoutes 81 

Registry Editor 900 
Reinstalling 

IPSec components 648 
TCPIIP 187-189 

Rejecting bandwidth requests, QoS servers 689 
Relay agents 

deploying 259-262 
managing 273-274 
troubleshooting 279 

Release DHCP Lease on Shutdown option 874 
Released name registration response 503 
Releasing names, WINS clients 500-501 
Remote access clients 

dynamic updates 402 
pinging across routers as, troubleshooting 186 

Remote access options, DHCP clients 226 
Remote addresses, troubleshooting, TCPIIP 157-158 
Remote computers 

checking services on 176 
finding 894-895 
importing LMHOSTS files 896 

Remote files 
accessing 810 
including from redirected files 903 

Remote hosts 
connections, troubleshooting 179 
pinging, Ping and PathPing tools 172 

Remote privileges, Rcp tool 833 
Remote Procedure Call APIs 801 
Remote Procedure Calls (RPCs) 799-802 
Remote processing using Rcp tool 834 
Remote system names 900-901 
Remote utilities, TCPIIP 

Finger 829 
Ftp 829-830 
Rcp 832-835 
Rexec 835-836 
Rsh 836-838 
Telnet 838-839 
Tftp 839-840 

Remotehelp command, Ftp tool 832 
Removing See Deleting 
Rename command, Ftp tool 832 
Renew interval timer 529 
Renewal (Tl) time value option 246 
Renewal interval timer 530 
Renewal interval 500 
Renewal of names, WINS clients 499-500 
Renewal time value (Tl), DHCP options 869 

Renewals, leases 212 
Renewing state 210 
Repairing WINS databases 943-523 
Replacing computer names with FQDN and IP addresses 118 
Replay prevention 609 
Replica and active name registration response 503 
Replica tombstone name registration response 503 
Replicas, conflicts detected during replication 549-551 
Replicate only with partners configuration option 560 
Replication collision 389 
Replication, Multimaster 

causing immediate replication 389 
description 376 
overview 389 

Replications 
configuring, WINS 571-579 
network traffic and 569-570 
restoring data with 943-524 
server names on browser lists, troubleshooting 934-944 
WINS 

overview 537-554 
troubleshooting 589-590 

WINS resource records 424 
WINS-R resource records 424 
zones 378 

Request for Comments (RFCs) 
definitions 

NetBIOS 930 
NetBT 893 

description 5 
DNS standards (list) 332 
Internet Standards Process 6 
maturity levels 6 
obtaining 7 
SNMP 725 
specifications for WINS 596 
status assignments (list) 6 
support by TCP/IP 66 
WINS 491 

Request Timed Out message 172 
RequestAnnouncement datagram 919 
Requested IP address, DHCP options 865 
Requesting state, DHCP clients 208-209 
Requests 

bandwidth, QoS servers 689 
boot files 239-240 
Browser Service 921-922 
for full zone transfer (AXFR) 329-328 
IP addresses, BOOTP clients 239 
master browsers 945 
SNMP management system 726 
with UNC names, processing 812 

Res#.log 236 



Reservation styles, RSVP 668-669 
Reservations 

best practices, DHCP implementation 243 
configuring BOOTP clients 240 
description 195 
DHCP, creating for Windows 2000 hosts 582 
managing 215-216 
scopes 214 

Reserving names 406 
Resolution 

address 
IP-to-MAC, testing 173-175 
Windows Sockets 110 

host names 45-50 
names 

Browser Service 927 -930 
configuring TCP/IP to use LMHOSTS 904 
creating LMHOSTS files 896-904 
description 490, 891 
DNS 311-312,344-347,928 
finding computers and services with LMHOSTS 

files 893-896 
forward and reverse lookups 309 
maintaining LMHOSTS files 904 
NetBIOS 50-52,114-117,492-494 
NetBIOS interface 19 
NetBIOS namespaces 417 
overview 44 
RPCs 802 
TCP/IP 44-52 
troubleshooting 156-157,464-477,586-587,905 
UDP 109 
Windows Sockets 110 
WINS clients 501-502 

physical addresses 59 
Resolvers, DNS 

See also Domain Name System (DNS) 
configuring 

caching 358-359 
negative caching 358-359 
query settings 355-357 
subnet prioritization 360-361 

description 304 
DNS name resolution 346-347 
DNS queries 350-354 
Multihomed Name Resolution 354 
name resolution 344 
non-queried server responses 363 
order of resolver queries 353 
overview 344-363 
performing DNS queries 309-312 
query process 350 

Resolving problems See Troubleshooting 

Resource records (RRs) 
AAAA 319 
address (A) 315 
AFSDB 319 
canonical name (CNAME) 315 
changing, using dynamic updates 331 
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creating alias for a host name using MX records 315 
delegating authority for a subdomain to another name 

server 321 
description 304 
DHCP options 847 
fields 312-313 
format 312 
host information (HINFO) 319 
less common (list) 320-318 
mail exchange (MX) 316-317 
mail group (MG) 319 
mailbox (MB) 319 
mapping IP address to a host name 315 
MINFO 319 
MR 320 
name server (NS) 315 
not defined in RFCs (list) 321 
overview 312-321 
pointer (PTR) 315,461-462 
representation in packets and on servers 313 
responsible person (RP) 320 
route through (RT) 320 
service (SRV) resource records 

format 317 
overview 317-318 
syntax 317 

specifying 
a mail exchange server using MX records 316 
servers locations using SRV records 317 

Start of Authority (SOA) 314 
syntax 312 
text (TXT) 320 
TKEY 407 
TSIG 

data type (list) 408 
description 407 
fields (list) 408 

types 313 
well-known service 320 
WINS 418-419 
WINS-R 321,418-419 
X.25 320 

Resource Reservation Protocol (RSVP) 
checksum field 673 
GQoS and 787 
length field 673 
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Resource Reservation Protocol (RSVP) (continued) 
maintaining reservations 689 
QoS and 90, 655, 664-674 
service 717 
troubleshooting 703 

Resources 
consumption of from consistency checking 534 
grouping 902 
networks 810-813 
WINS 591-596 

Responses 
name registration 503 
WINS servers 498 

Responsible person (RP) resource records 320 
Responsible person fields, SOA resource records 314 
Restarting 

Browser Service 945 
DHCP clients 211 
IPSec policy agent 648 
RSVP service 709,717 

Restoring 
data using replication 523-524 
databases 535 
DHCP server databases 287-291 

Restrictions, DNS names 341 
RESV messages 666 
Retransmission behavior, TCP 101-102 
Retransmission time-out (RTO) 101 
Retry field of SOA records 314 
Reverse domains 301 
Reverse lookup files 323 
Reverse lookup zones 

adding 370-376 
classless In-addr.arpa 

configuring 372-376 
creating 376 
delegating 374 
syntax 373 

example of delegating a reverse lookup zone 374 
planning to add 370 
standard, configuring 371-372 
troubleshooting 461-462 

Reverse mappings, IP addresses to names 324 
Rexec tool 835-836 
RFCs See Request for Comments (RFCs) 
Rhosts file 

Rcp tool 833-834 
Rsh tool 838 

Ribs 800 
RIP 9 
Rmdir command, Ftp tool 832 
Rogue DHCP servers 251-254 

Root hints files 
description 322 
overview 325-326 

Root path, DHCP options 850 
Rotating order of resource record data in DNS queries 

308-309 
Round robin 

compared to subnet prioritization 360 
configuring DNS servers 308 
DNS servers 308-309 
troubleshooting 482 

Round trip time (RTT) 98 
Round Trip Time Estimation (RTTE) 776 
Route command 81 
Route determination process 78 
Route print command 79 
Route tables, ICMP 85 
Route through (RT) resource records 320 
Route tool 

description 129 
examining routing tables 179-180 
overview 152-153 
viewing IP routing tables 79-81 

Routed networks 
best practices, DHCP implementation 245 
DHCP in 258-259 
using B nodes in 512 
WINS client traffic 570 

Router discovery, ICMP 89 
Router solicitation address, DHCP options 855 
Routers 

actions when detecting Don't Fragment flag 86 
black hole, troubleshooting 86 
DHCP options 246, 845 
discovery, DHCP 855 
IP 

Browser Service 926-927 
browsing with TCPIIP 928-930 
description 52 
routing processes 58 

MPR, WNet API 796 
Multi-Provider 812-813 
pinging across as RAS clients, troubleshooting 186 
PMTU black hole, troubleshooting 184-185 
solicitation address, DHCP options 855 

Routing 
CIDR, support for in Windows 2000 84 
configuring multinetted and proxy ARP environments 82 
IP 

enabling, Route tool 179-180 
overview 76-78 
processes 57 
troubleshooting, TCPIIP 178-185 
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tables 

choosing gateways to use with 158 
examining, Route tool 179-180 
persistent entries, verifying 176 

UDP broadcasts 945 
Routing and Remote Access service 

DHCP and 262-263 
NDISW AN miniport drivers 772 
relay agents 261 

Routing Information Protocol (RIP) 9 
RP resource records 320 
RPC Stub component 801 
RRAS See Routing and Remote Access service 
RRs See Resource records (RRs) 
Rsh tool 836-838 
Rspec 668 
Rsping, troubleshooting with 712-713 
RSVP SP See QoS service provider (RSVP SP) 
RSVP See Resource Reservation Protocol (RSVP) 
Rsvpsm, troubleshooting with 717 
Rsvpsp.dll 658,690,717 
Rsvptrace, troubleshooting with 709-711 
RT resource records 320 
RTO 101 
RTT 98 
RTTE 776 
Rules 

IPSec policy 630 
predefined IPSec configurations 639 

Running 
Netmon on hosts 711 
Qtcp 716 
Tcmon 714 

Running election state 917 

s 
-s <filename> switch, Ftp tool 830 
-s switch, adding static entries with Arp tool 130 
SACKs See Selective acknowledgments (SACKs) 
SackOpts entry 97 
Salvaging scopes, Reconcile feature 293-294 
SAs 619-622 
SBM 688 
Scalability, CIFS 806 
Scaling window 94-96 
Scavenging 

configuring aging and scavenging parameters 417 
stale DNS records 

configuring server to scavenge stale records 416-417 
life span of DNS record 414-416 
overview 411-417 

Scavenging (continued) 
stale DNS records (continued) 

server parameters (list) 412 
zone parameters (list) 412 

WINS databases 525-527, 535-536 
Scavenging Period parameter 412 
Scavenging Servers parameter 412 
Scenarios, IPSec planning 640-642 
Scopes 
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deactivating, best practices, DHCP implementation 242 
description 195 
DHCP, managing 213-221 
new, troubleshooting address leases 280-281 
salvaging, Reconcile feature 293-294 

SDU 756 
SE 668 
Searching See Finding 
Secondary command, BIND boot files 327 
Secondary DNS servers See Primary zones 
Secondary name servers See Primary zones 
Secondary WINS servers 512,588 
Secondary zones 306 
Second-class mailslots 803 
Secs field 879 
Secure dynamic updates 

configuring 405 
controlling update access to zones 405 
DHCP clients 410-411 
DNS standards 406, 408 
DNSUpdateProxy group 410 
overview 389,405-404,408-411 
performing on behalf of non-Windows 2000 DNS 

servers 423 
process 408-410 
reserving names 406 
troubleshooting 485 

Secure Hash Algorithm (SHA) 612 
Security 

CIFS 806 
IPI77 
IPSec 

establishing security 635 
high 636 
minimal 636 
NDIS and TDI 90-91 
overview 768-769 
standard 636 
TCPIIP and 776 
properties 609 

problems with IP 
application-layer attacks 604 
compromised-key attacks 603 
data modification 601 
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Security (continued) 
problems with IP (continued) 

denial-of-service attacks 602 
eavesdropping 601 
identity spoofing 601 
man-in-the middle attacks 603 
network attacks, common 601-604 
overview 601 
password-based attacks 602 
sniffer attacks 603 

SNMP 
communities 731-733 
configuring security options 733 
event translator 734 
services provided 730-734 
traps 730-731 

trap messages 726 
validating RSVP messages 692 

Security Associations (SAs) 619-622 
Security Parameters Index (SPI) 

Authentication Header field 615 
ESP headerfield 617 

Segmentation, TCPIIP 768 
Segmented configurations, WINS servers 576 
Selecting 

browser computers 910-912 
gateways, routing tables 158 
host IDs 24 
hosts, Rcp tool 834-835 
IEEE 802.3 SNAP encapsulation 71 
IP addresses for connecting to multihomed 

computers 117 
maximum transmission units, Ping tool 183 
name conflicts, nbstat -n command 944 
Network IDs from IP addresses 28 
network IDs 23 
number of host bits to be used in subnetting 28-31 
options, DHCP 231-232 
state, DHCP clients 207,208 

Selective acknowledgments (SACKs) 
TCP 97 -98, 208 
TCPIIP 775 

Send command, Ftp tool 832 
Send TTL field 673 
Sender IP addressing information field 690 
Sending host, IP routing 57 
Sending process 755 
Sequence information 752 
Sequence Number 

Authentication Header field 615 
ESP header field 617 
TCP header field 14 

Serial Infrared drivers 794 

Serial Number field of SOA records 314 
Serialized miniport drivers 771 
Server Message Block (SMB) 119 
Servers 

See also Services 
announcement 914 
application 798 
ATMARP 794 
business rules 797 
checking services, remote computers 176 
clocks, WINS database 531 
configuring behavior 558-560 
connections, troubleshooting 178-179 
Cookie, DHCP options 846 
Custom Policy 791 
decommissioning 580-581 
detecting address conflicts, DHCP 221 
DHCP 

80120 rule 215 
analyzing logs 294-296 
base metrics provided by 81 
best practices 241-245 
clustering 254, 257 
compacting 257, 292 
database corruption 288-291 
description 195 
dynamic updates 395-402 
installing 246-248 
leases from 122 
monitoring performance 282 
moving 291-292 
multihomed 270-272 
rebuilding 291 
restoring data 287-291 
rogue servers, prevention of 251-254 
troubleshooting 278-281 

DNS See Domain Name System (DNS) 
finger, DHCP options 872 
identifiers, DHCP options 867-868 
IEN name, DHCP options 845 
impersonations, troubleshooting 507 
Impress, DHCP options 847 
IRC, DHCP options 872 
LANE 794 
Log, DHCP options 846 
logs, DHCP servers 294, 296 
LPR, DHCP options 847 
multihomed, managing 561 
NetBIOS datagram distribution, DHCP options 861 
NetBIOS Name, DHCP options 861 
NetWare, DHCP options 779 
NIS, DHCP options 858 
NIS+, DHCP options 860 
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Servers (continued) 
NNTP, DHCP options 871 
NTP, DHCP options 859 
number of clients per 570-571 
perfonnance 571 
POP3, DHCP options 871 
QoS, granting and rejecting 689 
Resource location, DHCP options 847 
roles, browsers 932 
Rsh tool, using on 837 
service 807-808 
SMPT, DHCP options 871 
STDA, DHCP options 873 
StreetTalk, DHCP options 873 
Swap, DHCP options 849 
TAPI794 
Time, DHCP options 845 
unauthorized, detecting 253-254 
Windows NT 4.0, relay agents 261-262 
WINS 

managing 554-564 
overview 508-521 
responses 498 
troubleshooting 588-589, 591 

World Wide Web, DHCP options 872 
X Windows System font, DHCP options 859 
X Windows System manager, DHCP options 859 

Service (SRV) resource records 317-318 
Service data unit 756 
Service field, service (SRV) resource records 317 
Service level agreements (SLAs) 684-685 
Service levels 

QoS traffic control 662-663 
RSVP flowspec structure 690 

Service logs, QoS ACS 700-701 
Service providers 

Layered 787 
media 794 
telephony 794 
transport 787 

Services 
See also Servers 
Authentication Header 768 
Basic Network 

description 794 
overview 806-813 

Browser 
across multiple workgroups and domains 925-927 
announcements 918-921 
elections 916-918 
master browsers 930-931 
name resolution 927-930 
number of browsers, domains and workgroups 

922-923 

Services (continued) 
Browser (continued) 

overview 909-915 
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registration and propagation 931-933 
requests 921-922 
shutdowns and failures 923-924 
testing 933-946 

caching DNS resolver 123-124 
Client Services for NetWare 810 
client, TCP/IP 121-124 
commonly used, port assignments 822 
datagram 

NDIS 764-765 
NetBIOS 120 

DHCP See Dynamic Host Configuration Protocol 
(DHCP) 

Diff-serv, QoS support 681-682 
Encapsulating Security Payload 768 
finding with LMHOSTS files 893-896 
Gateway 810 
Intserv, RSVP signaling 679 
IPSec See IP Security 
NetBIOS name 929-930 
POTS 794 
QoSACS 

description 690 
overview 685-690,790-792 
policy stores 692-693 

Routing and Remote Access service 
DHCP and 262-263 
NDISW AN miniport drivers 772 
relay agents 261 

RSVPSP 
description 690 
enabling logging 717 
overview 658 

RSVP 717 
servers 

checking on remote computers 176 
overview 807-808 

TCP/IP 66,185-189 
types using multicasting 94 
WINS 

clients 495-508, 586-588 
databases 521-536 
decommissioning 579-582 
deploying 564-579 
DHCP and 263-265 
interoperability 582-584 
managing servers 554-564 
name resolution 928-929 
NetBIOS name resolution 114 
origins of 490-495 
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Services (continued) 
WINS (continued) 

overview 489-490 
removing registry keys 188 
replication 537-554,589-590 
resources 591-596 
servers 508-521,588-589,591 
troubleshooting 584,741 

workstation 808-810 
Services registry keys, removing 188 
ServiceType parameter 670 
Session IP addressing information field 702-703 
Session key refresh limit 623 
Session layer 753 
SessionKeepAlive entry, NetBIOS 120 
Sessions 

NetBIOS 
checking status of 162 
overview 19 

NetBT, establishing 119-120 
new entry transmissions, domain master browsers 931 

SET messages, SNMP 728 
Setting up 

centralized LMHOSTS files with #INCLUDE 
keyword 903-904 

DNS to support Active Directory 
adding a reverse lookup zone 370-376 
overview 364-376 
using Active Directory Installation Wizard 365-366 
using Configure DNS Server Wizard 367-369 

receive window size 95 
Settings 

DNS queries, configuring 355-357 
migrate, WINS management console 563 
registry, SNMP 740 

#SG keyword, grouping resources 902 
#SG name keyword 897 
SHA 612 
Shared Explicit (SE) filter style 668 
Sharing, load 308-309 
Shutdowns 

Browser Service 923-924 
master browsers 932-933 
prolonged, WINS clients 506 

Siaddr field 879 
Signaled QoS, architecture 679 
Signaling protocols 664 
Signaling, RSVP 679 
Signals, wakeup 70 
Signatures 

Authentication Header packets 616 
ESP header packets 617 

Silly Window Syndrome (SWS) 104 
Simple deletion, WINS records 532 

Simple Mail Transport Protocol (SMTP) servers 871 
Simple Network Management Protocol (SNMP) 

agent services 729-730 
agents 

description 723 
interaction with management systems 728 
message authentication 732 
Mffi 886-889 
overview 725-726 
trap messages 726 
Windows 2000 729-730 

architecture 735 
communication process 729 
communities 731-733 
description 723 
distributed architecture of 723 
extendible agents 735 
Extension agents 735 
files 739 
function 9 
implementing, 736-739 
management API 735 
management applications, object identifier usage 885 
management consoles 726 
Management Information Base (MIB) 727 
management systems 

description 723 
interaction with agents 728 
overview 725-726 
requested information types 726 

manager applications 735 
master agents 735 
messages 

authentication 731 
IP filter specifications 737-738 
overview 727-729 
securing with IP security 737 
types 728 

MIB 727 
Microsoft SNMP service 735 
monitoring DCHP, use in 738 
network administration using 738 
network management 724 
overview 725- 734 
registry settings 740 
removing registry keys 187 
RFC standards 725 
security services 730-734 
service components 726 
service files (list) 741 
subagents 735 
system monitors, use in viewing 738 
tools 739 
trap services 735 



i 

I 

I 

Simple Network Management Protocol (SNMP) (continued) 
troubleshooting 740 
utility API 735 
WinSNMP API 735 

Sizes 
databases, WINS servers 528 
log files, WINS servers 528 
server lists returned by Browser Service 946 

Sizing, receive window 95 
SLAs 684-685 
Slave DNS servers 308 
Slow links, optimization for 806 
Slow start algorithm, TCP 103 
Small networks, DHCP in 257 
Smartbits, troubleshooting with 717 
5MB 119 
SM! 885 
SMTP servers 871 
SNA 774 
Sname field 879 
Sniffer 603 
SNMP See Simple Network Management Protocol (SNMP) 
Snmp.exe 735,741 
Snmpapi.dll 735 
Snmptrap.exe 741 
Snmputil.exe 735, 739 
SOA resource records 314 
Sockets 

TCP_NODELAYoption 105 
Windows 

multicasting 93, 110 
overview 109-111 

Soft-state protocols 671 
Software See Applications 
SolicitationAddressBCast entry 89 
Source IP Address, IP header field 10 
Source Port 

TCP header field 14 
UDP header, key fields 16 

Source Quench, ICMP messages 11 
Source Route Failed ICMP message 11 
Source variable 

Rcptool 833 
Tftp tool 840 

Source-to-destination layers 752 
Space, storage 235-246 
Special groups 

See also Internet groups 
names 510-511 
user-defined, adding by using #SG keyword 902 

Specifications, WINS 596 
Specifying 

browser computers 910-912 
hosts, Rep tools 834-835 

SPI 615,617 
Spoofing 

identity 601 
IP address 601 

SRV resource records 317-318 
Srvinfo.exe tool 591 
Stack components 73 
Stale entries, removing 920 
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Stale Records, aging and scavenging 
configuring scavenging parameters 417 
configuring server to scavenge stale records 416-417 
overview 411-417 
record life span 414-416 
server parameters (list) 412 
zone parameters (list) 412 

Stand-alone call manager 774 
Standard security, IPSec 636 
Start of Authority (SOA) resource records 314 
Start Scavenging parameter 412 
Start version count configuration option 560 
Starting 

Browser Service 945 
daily audit logs 286 
DHCP clients 211 
Netrnon on hosts 711 
Qtcp 716 
Tcmon 714 

Startup, daily, WINS clients 505 
States 

description 671 
DHCP clients 

binding 209 
in lease process 204 
initializing 206 
rebinding 210 
renewing 210 
requesting 209 
selecting 208 

election in progress 916 
running election 917 
TIME-WAIT 105 

Static addresses 560-561 
Static Arp cache entries 130 
Static IP addresses, configuring clients with 497 
Static mappings 589 
Static routers, IP routing 58 
Static routes, DHCP options 855 
Static WINS entries, using in databases 536 
Statically configured clients, dynamic updates 402 
Statistics 

DHCP Manager 284-285 
last cleared server statistics 557 
WINS servers 556-558 

Status assignments, RFCs 6 
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Status command, Ftp tool 832 
Status, operational 555-556 
STDA servers 873 
Stopping 

Browser Service 945 
daily audit logs 287 
DNS cache 457 
IPSec Policy Agent 177 

Storage 
Active Directory-integrated zones 377,381 
IPSec policy 629 
local, DHCP clients 201 
managing, DHCP databases 235 
persistent routes 81 

Store policy, QoS ACS 692-693 
Stream sockets 18 
StreetTalk Directory Assistant (STDA) servers 873 
StreetTalk servers, default 873 
Structure Management Information (SMI) 885 
Structures 

DNS subdomains 300 
DNS trees 299 
domain namespaces 299 
IPSec policy 629-633 

Stub libraries, purpose of 800 
Subagents, SNMP 886 
Subdomains, DNS 300 
Subkeys 

MaintainServerList 910 
PersistentRoutes 81 

Subnet Bandwidth Manager (SBM) 688 
Subnet masks 

DHCP options 224, 226, 844 
discovery 854 
dotted decimal representation 26 
IP address classes 26 
Network ID 26-27 
network prefix length representation 27 
overview 26-28 
supplier 854 

Subnet objects, QoS ACS consoles 695 
Subnet prioritization, Windows 2000 resolver 360-361 
Subnet-level policies 694-695 
Subnets 

consolidating 584 
description 24 
findilig browsers 

backup 943 
master 936-943 

plugging into, WINS clients 505 
Subnetting 

all-ones subnets 34 
all-zeros subnets 34 
Class A network ID 30 

Subnetting (continued) 
Class B network ID 29,31 
Class D network ID 31 
enumerating IP addresses 35 
network IDs 

determining number of subnet bits 28 
enumerating 32-34 
overview 28 
steps in subnetting 28 

overview 24 
variable length 37-40 

Subnetworks, TCP/IP 915 
Supernetting See Classless Interdomain Routing 
Superscopes 

best practices, DHCP implementation 242 
description 195 
overview 216-220 

Support 
BOOTP clients 237-241 
burst mode 516-517 
CIDR 84 
data transmissions 774 
DHCP clients 199-201 
IP multicasting 84 
IP over ATM 84 
large window, TCP/IP 775 
MADCAP 233 
NetBT 112 
of Ethernet by TCP/IP 71 
RFCs by TCP/IP 66 
Windows 2000 QoS 679-685 

Swap servers, DHCP options 849 
Switches 

-a 
Rcptool 832 
viewing ARP cache with 130 

Arptool 130 
-b, Rcp tool 833 
-d 

deleting incorrect entries with 130 
Ftptoo1 829 

-f, discovering PMTU between two hosts 87-88 
-g, Ftp tool 830 
get, Tftp tool 839 
getmaster 937 
-h, Rcp tool 833 
-i 

Ftptool 829 
Tftp tool 839 

IPconfig tool 132 
-1 

Finger tool 829 
Rsh tool 837 
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Switches (continued) 
-I <username>, Rexec tool 835 
-n 

Ftp tool 829 
Rexec tool 835 
Rsh tool 837 

Nbtstat tool 133-134 
Netdiag tool 139 
Netstat tool 140-142 
Nslookup tool 143-145 
-p, specifying persistent routes 81 
PathPing tool 147 
Ping tool 151 
put, Tftp tool 839 
-r, Rcp tool 833 
Route tool 152 
-s <filename>, Ftp tool 830 
-s, adding static entries with 130 
Tracert tool 155 
-v, Ftp tool 829 

Switching default gateways 100 
SWS 104 
Symbols, redirection 

Rexec tool 836 
Rsh tool 837 

Syntax 
classless In-addr.arpa reverse lookup zones 373 
Finger tool 829 
Ftptool 829 
general syntax for resource records (RRs) 312 
Netdiag tool 139 
Rcp tool 832, 835 
Rexec tool 835 
Rsh tool 836 
Telnet tool 838 
Tftp tool 839 

Sysmon 714 
System Monitor (Sysmon) 714 
System Monitor counters 738 
System names, remote 901-900 
Systems Network Architecture (SNA) protocols 774 

T 
T network designs, configuring partners in 578 
T1 time value option 869 
T2 time value option 869-870 
Tables 

BOOTP, configuring 241 
mapping 528 
route, ICMP 85 
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Tables (continued) 
routing 

choosing gateways to use with 158 
examining, Route tool 179-180 

Tags 

IP 54-57,77-81 
verifying persistent entries 176 
Windows NT 55 

802.1p, monitoring 712 
#DOM 929 

T API 792-795 
Target field 317 
<targeCname> parameter 718 
TC API 660, 789 
Tcmon, troubleshooting with 713-714 
TCPIIP 
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See also Dynamic Host Configuration Protocol (DHCP) 
Application interfaces (APIs) 

NetBIOS interface 18-19 
overview 17-19 
Windows sockets interface 17-18 

architecture 
Internet Layer 8 
layers 7-9 
Network Access Layer 7 
Network Interface Layer 7-8 
overview 7-19,69 

browsing IP routers with 928-930 
client services and components 121-124 
configuring to use LMHOSTS name resolution 904 
core protocols 

ARP 11 
ICMP 11-12 
IGMP 13-14 
IP 9-11 
UDP 16 

core stack components, NDIS and TDI 73-109 
filtering 124 
Host IDs, guidelines for assigning Host ID 24 
introduction 3-62 
IP address 

overview 20-44 
subnet masks 26-28 
subnets 24 

name resolution 
host names 45-50 
NetBIOS 50-52 
overview 44-52 

NDIS 70-73 
network application interfaces 109-120 
Network IDs, guidelines for assigning 23 
on Windows 2000 5 
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TCPIIP (continued) 
overview 65-66, 775-777 
printing registry keys, removing 188 
remote utilities 

Finger 829 
Ftp 829-830 
Rcp 832-835 
Rexec 835-836 
Rsh 836-838 
Telnet 838-839 
Tftp 839-840 

services registry keys, removing 188 
standards 5-7 
subnetworks, domain master browsers 915 
TCPIIP Settings dialog box 356 
tools, troubleshooting 

Pup 129-130,173-175 
Hostname 129, 131 
IPconfig 129, 131-132, 168-169 
Nbtstat 129, 133-134 
Netdiag 129, 135-139 
Netstat 129, 140-142 
Nslookup 129, 143-145 
PathPing 129, 147-150, 169-172, 176 
Ping 129, 150-151, 169-172, 183-185 
Route 129, 152-153, 179-180 
Tracert 129, 153-155, 176, 180 

troubleshooting 
determining local and remote addresses 157-158 
IP routing 178-185 
name resolution to IP addresses 156-157 
overview 155-156 
reaching host and NetBIOS names 158-167 
reaching IP addresses 168-178 
services for 185-189 

TCP/IP Task offload 767-769 
TCP _NODELA Y socket option, disabling Nagle 

algorithm 105 
Tcp13230pts entry, disabling TCP timestamps 99 
TCPDelAckTicks entry 97 
TcpMaxConnectRetransmissions entry 101 
TcpMaxDataRetransmissions entry 100 
TcpMaxDupAcks entry 102 
TCPTimedWaitDelay entry 106 
TDI See Transport Driver Interface 
Telephony API (T API) 792-795 
Telephony service providers 794 
Telnet tool 838-839 
Terminating See Ending 
Testing 

Browser Service 933-946 
network connections, Ping and PathPing tools 

169-172 
with Netdiag tool 136 

Text (TXT) resource records 320 
TFTP server names 866 
Tftp tool 839-840 
Three-tier mQdel 797 
Three-way handshake, TCP 15 
Throughput, TCP 107-108 
Thunk layer 786 
Tickets, Kerberos 692 
Time configurations, browser announcements 921 
Time offset 844 
Time servers 845 
Time to Live 

DHCP IP host options 852 
dynamic updates 403-404 
field, resource records (RRs) 313 
IP header field 10 
TCP default value 857 
using DNS servers 311 
viewing for record within DNS console 358 

Timers, WINS database 528-531 
Timestamps, TCP 98-100 
TIME-WAIT state, TCP 105-106 
TinyTP 782 
TKEY resource records 407 
TokenBucketSize parameter 669 
TokenRate parameter 669 
Tolerance See Fault tolerance 
Tombstone interval 529-530 
Tombstone timeout 529-531 
Tombstoned deletions of records, WINS databases 532-534 
Tombstoning 489 
Tools 

See also Applications 
ARP 74-75 
Browstat.exe 934 
IPconfig 454 
IPconfig command 358 
IPSec monitor 646-647 
NBTStat 

managing client connectivity 507 
viewing and registering NetBIOS names 113 

Ping, troubleshooting with ICMP 88 
remote 

Finger 829 
Ftp 829-830 
Rep 832-835 
Rexec 835-836 
Rsh 836-838 
Telnet 838-839 
Tftp 839-840 

Route, viewing IP routing tables 79-81 
SNMP 739 
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Tools (continued) 
troubleshooting 

Arp 129-130, 173-175 
Hostname 129, 131 
Hotfix.exe 591 
IPconfig 129,131-132,168-169,275 
IPconfig tool 454 
Loader 717 
monitoring in the DNS console 457-458 
Nbtstat 129,133-134 
Netdiag 129, 135-139 
Netrnon 711-712 
Netstat 129,140-142 
Nslookup 129, 143-145,450-454 
overview 450-458 
PathPing 147-150,169-172,176,708 
Ping 129, 150-151, 169-172, 183-185 
Qossp.aid 717 
Qtcp 714-716 
Rapilib.aid 717 
Readpol 716 
Route 129,152-153,179-180 
Rsping 712-713 
Rsvpsm 717 
Rsvptrace 709-711 
Smartbits 717 
Srvinfo.exe 591 
Sysmon 714 
Tcmon 713-714 
Tracert 88, 129, 153-155, 176, 180,718 
Ttcp 717 
using DNS log 456 
using Event Viewer 455 
Wdsbm 708 
Winipcfg 275 

Whois 176 
Top-level domains 46 
ToS 681-682 
Total Queries server statistics 557 
Total registrations server statistics 557 
Total releases server statistics 557 
Trace command, Ftp tool 832 
Tracert tool 

description 129 
examining paths 180 
overview 153-155 
troubleshooting with ICMP 88 
troubleshooting with 718 
when to use 176 

Tracing 
Browser Service problems 934-946 
RSVP, enabling 709 

Traffic 
duplicate replication 577-578 
elastic 662 
networks 

assessing 567-570 
capturing 945 
effects of replication upon 573 
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name registration requests and 569-570 
replication and verification 569-570 
topology and 570 
WINS clients 570 

non-transit 124 
real-time 662 
WINS, redirecting 581-582 

Traffic control (Traffic.dll) 
description 690 
overview 659-663 

Traffic Control Application Program Interface (TC API) 
660, 789 

Traffic.dll See Traffic control (Traffic.dll) 
Trailer encapsulation 856 
Trailers, data-link layer 755 
Transfers, zones 

interoperability with other DNS servers 427-428 
overview 328-330 
troubleshooting 477-479,482 

Transfonning data, presentation layer 755 
Translational bridging, troubleshooting 182-183 
Transmission Control Protocol (TCP) 

header, key fields (list) 14 
keep-alive garbage, DHCP options 857 
keep-alive Interval, DHCP options 857 
NDIS and TDI 94-108 
options, DHCP 857-858 
overview 14-15 
port assignments 

commonly used services 822 
overview 817 
registered ports 821 
well-kuown ports 817-818 

port numbers (list) 15 
protocol numbers 817, 826 
TCP connection establishment 15 
TCP default TTL 857 
TCP keep-alive garbage 857 
TCP keep-alive interval 857 
three-way handshake 15 
Transport Layer protocols 8 
window scaling 95 

Transmission Control Protocol/Intemet Protocol See TCPIIP 
Transmission units 183 
Transmission, horizontal 756 
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Transmissions 
data support, connection-oriented rniniport drivers 774 
new entries, domain master browsers 931 

Transport Driver Interface (TOI) 
core protocol stack components 73-109 
description 794 
overview 782-783 

Transport Driver Interface (TOI) layer 761 
Transport Layer 8, 752 
Transport service providers 787 
Transports, NWLink and NBF 915 
Trap destination 728 
Trap messages 

description 728 
SNMP agents 726 
SNMP, filter specifications 738 

Traps, SNMP security services 730-731 
Troubleshooting 

See also Diagnosing 
black hole routers 86 
Browser Service problems 934-946 
DHCP 275-296 
DNS 

configuring and administering 458-459 
default servers are not available error message 

479-480 
dynamic updates 484 
event ID 7062 appearing in event log 479 
inconsistent data in Active Directory-integrated 

zones 480 
incorrect zone data 480 
IPconfig tool 454 
monitoring in the DNS console 457-458 
name resolution 464-477,480 
Nslookup tool 450-454 
overview 449 
PTR resource records 461-462 
reverse lookup zones 461-462 
round robin feature is not used 482 
secure dynamic updates 485 
slow name resolution to Internet 481 
slow zone transfers to servers running BIND 479 
stopping and flushing DNS cache 457 
tools used 450-458 
using DNS log 456 
using Event Viewer 455 
verifying basic configuration 459 
verifying configuration after installing Active 

Directory 462-463 
verifying forward lookup zone configurations 

460-461 
verifying queries 460 
WINS lookup record 482 
zones reappearing after being deleted 483 

Troubleshooting (continued) 
dynamic updates 484 
gateways 181 
incorrect address returns, ARP protocol 181 
IPSec 

Bad SPI messages in Event Viewer 645 
broken links in policy components 647 
expired SA 645 
incompatible IPSec policy settings 644 
IPSec policy mismatch error 644 
key lifetime value set too low 645 
overview 643 
reasons for failed communications 643 
reinstalling IPSec components 648 
restarting policy agent 648 
secured communication failures 647-648 
solving basic problems 644-645 
verifying IPSec secured communications 

645-646 
IPX addresses 741 
LMHOSTS file problems 905 
name resolutions 

incorrectly configured server 480 
to Internet 481 

PMTU black hole routers 184-185 
QoS 695-718 
secure dynamic updates 485 
server impersonation problems 507 
SNMP 740-741 
TCP/IP protocols 

determining local and remote addresses 157-158 
IP routing 178-185 
name resolution to IP addresses 156-157 
overview 155-156 
reaching host and NetBIOS names 158-167 
reaching IP addresses 168-178 
services for 185-189 

tools 
Arp 129-130, 173-175 
Hostname 129,131 
Hotfix.exe 591 
IPconfig 129,131-132,168-169,275 
Nbtstat 129, 133-134 
Netdiag 129,135-139 
Netstat 129,140-142 
Nslookup 129, 143-145 
PathPing 129, 147-150, 169-172, 176 
Ping 129, 150-151, 169-172, 183, 184-185 
Route 129,152-153,179-180 
Srvinfo.exe 591 
Tracert 129,153-155, 176, 180 
Winipcfg 275 
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Troubleshooting (continued) 
translational bridging 182-183 
WINS 584,741 
withICMP 88 
zones 

converting 386 
deleting 386 
zone transfer using WINS lookup record 482 

Trust, configuring 91 
TSIG resource records 407-408 
Tspec 668 
Ttcp, troubleshooting with 717 
TTL Expired in Transit message 172 
TTL See Time to Live 
Tunneling 

AH tunnel mode 629 
description 628 
IPSec 

ESP tunnel mode 628-629 
layer 3 629 
overview 628-629 

TXT resource records 320 
Type command, Ftp tool 832 
Type fields, resource records (RRs) 313 
Type of message field 703 
Type of Service (ToS) fields 681-682 

u 
UADSL 794 
UDP See User Datagram Protocol (UDP) 
Unauthenticated User policies 694 
Unauthorized servers, detecting 253-254 
UNC 811-812 
Unicode character set, interoperability with Windows 2000 

DNS servers and other DNS servers 428 
Unicode file names, CIFS support for 806 
Uniform Naming Convention (UNC) 811-812 
Unique Conflicts server statistics 558 
Unique entries, conflicts between during replication 549 
Unique name mapping 511 
Unique Registrations server statistics 558 
Unique Renewals server statistics 558 
Universal Asymmetric Digital Subscriber Line (UADSL) 794 
Untrusted domains, replication between 572 
Update count 574-575 
Updates, dynamic 

best practices, DHCP implementation 245 
DNS 268 
zones 

DHCP clients and servers 395-402 
multihomed clients 402-403 
process 393-395 
remote access clients 402 

Updates, dynamic (continued) 
zones (continued) 

statically configured clients 402 
resolving name conflicts 404 
secure dynamic updates 404-411 
TTL 403-404 

UpdateSecurityLevel registry entry 391 
Updating 

See also Modifying 
entries in ARP cache 76 
older clients 584 

Index 

resource records in zones using dynamic update 331 
zone databases, dynamic updates 392 

Upgrading, DHCP databases 248-249 
User class information, DHCP options 864-865 
User class options, DHCP 

overview 864-865 
user class information 864 

User classes, DHCP 229-231 
User command, Ftp tool 832 
User Datagram Protocol (UDP) 

broadcast, forwarding 945 
header, key fields (list) 16 
NDIS and TDI 108-109 
port assignments 

commonly used services 822 
overview 817 
registered ports 821 
well-known ports 817-818 

port numbers (list) 16 
protocol numbers 817, 826 
TCP/IP core protocols 16 
Transport Layer protocols 8 

User ill field 702 
user variable, Finger tool 829 
User-defined special groups, adding by using #SG 

keyword 902 
UTF-8 character encoding, DNS names 342 
Utilities See Tools 

v 
-v switch, Ftptool 829 
Validating, RSVP messages 692 
Values 

BAD_ADDRESS 221 
IsDomainMaster entry 912 
MaintainServerList 922 
MaintainServerList subkey 910 
maximum segment size, PTMU discovery 85 
MIB objects 727 
priority markings, ToS fields 681-682 
RSVP error codes 704-707 

1039 



1040 Index 

Variable length subnetting 37-40 
Variables 

command 
Rexec tool 836 
Rsh tool 837 

destination 
Rcp tool 833 
Tftp tool 840 

host 
Rexec tool 836 
Rsh tool 837 
Telnet tool 838 
Tftp tool 840 

hostname 
Finger tool 829 
Ftptool 830 

port, Telnet tool 839 
source 

Rcp tool 833 
Tftp tool 840 

user, Finger tool 829 
Vendor class identifier 863-864 
Vendor classes 228-229 
Vendor-specific DHCP options 

overview 862-864 
vendor class identifier 863-864 
vendor-specific information 862-863 

Vendor-specific information 862-863 
Verbose command, Ftptool 832 
Verification interval timer 529-531 
Verification server statistics 557 
Verifying 

communication process, master browser requests 945 
configurations 

DNS 164-166 
host name resolution 163-164 

default gateways, Ping and PathPing tools 171 
DNS configurations 

client settings 368 
overview 164-166 
troubleshooting 462, 463 
WINS clients 463, 580 

DNS server 
ability to answer queries 460 
basic configuration 459 
forward lookup zone configuration 460-461 

IP security, initiating hosts 177 
IPSec secured communications 645-646 
packet filtering 177-178 
persistent routing table entries 176 
server services, remote computers 176 
status of NetBIOS sessions 162 
TCPIIP configurations 168-169 
WINS configurations 167 

Vers field, RSVP Message header 673 
Vertical interface entities 756 
Vertical interface terminology, OSI model 756-757 
Viewing See Displaying 
Virtual Local Area Network (VLAN) 680 
VLANs 680 
VLSM 37-40 
Vredir 930 
Vserver.386 930 

w 
-w <time-out> parameter, Tracert tool 718 
Wake-On-LAN 766-767 
Wakeup signals, NDIS 70 
Walking the tree, DNS query process 310 
WANs See Wide area networks (WANs) 
WDM 770 
W dsbm, troubleshooting with 708 
Weight field, SRV resource records 317 
Well-Known Ports 817-818 
Well-known service (WKS) resource records 320 
WF filter style 668 
Whois tool 176 
Wide area networks (W ANs) 

domain master browsers 915 
forwarding UDP broadcasts 945 
replication across 572-573 

Wildcard Filter (WF) style 668 
Window scaling, adjusting with receive window size 94-96 
Windows 95 as master browser 930-931 
Windows 98 as master browser 930-931 
Windows Driver Model (WDM) 770 
Windows for Workgroups 

as master browser 930-931 
delays, running election state 918 

Windows Internet Name Service (WINS) 
checking configurations 167 
clients 

overview 495-508 
troubleshooting 586-588 

databases 
overview 521-536 
repairing 522-523 

decommissioning 579-582 
deploying 564-579 
DHCP and 263-265 
DNS integration with 

overview 417-422 
WINS R-resource records 418-419 

interoperability 582-584 
management console 563-564 
managing servers 554-564 
managing, using SNMP 739 



Windows Internet Name Service (WINS) (continued) 
name resolution 928-929 
names pace 106 
NetBIOS name resolution 114 
origins of 490-495 
overview 489-490 
referral zones, delegating 425-427 
removing registry keys 188 
replication 

overview 537-554 
troubleshooting 589-590 

resource records 418-419,424 
resources 591-596 
servers 

NetBIOS Node types 51 
option 226 
overview 508-521 
troubleshooting 588-589,591 

SNMP troubleshooting 740 
troubleshooting 584, 741 

Windows NT Server 4.0, relay agents 261-262 
Windows Sockets 

multicasting 93, 110 
overview 109-111 

Windows sockets interface 17-18 
Winipcfg, troubleshooting with 275 
WINS lookup 

advanced parameters 422 
cache time-out 422 
configuring 421 
description 417 
example 419 
interoperability with non-Windows 2000 DNS 

servers 424-425, 427 
lookup time-out 422 
troubleshooting 482 
use in NetBIOS namespace resolution 417 

WINS referral 425-427 
WINS reverse (WINS-R) lookup resource records 321, 

418-419,424 
WINS Services Properties dialog box 516 
WINS See Windows Internet Name Service (WINS) 
Wins.mdb 522 
WINSINBNS servers option 246 
WINSINBT node type option 246 
WinSNMP API 735 
Winsock 2.0 Application Program Interface (API) 658, 690 
Winsock See Windows Sockets 
Winsock API 784-792 
WINS-R resource records 321,418-419,424 
Winstmp.mdb 522 
WKS resource records 320 
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WNet application programming interface (API) 796 
WNet 796 
Workgroups, Browser Service 915,920,922-923,925-927 
Workstation service 808-810 
Wrappers, NDIS 765 
Wsnmp32.dll 735,741 

x 
X Window System 859 
X.25 resource records 320 
xDSL 794 
Xid field 879 

y 
Yes value 910 
Yiaddr field 879 

z 
Zones 

Active Directory-integrated 
creating 384 
secure dynamic updates 405-411 
storage 377,381 
troubleshooting 480 
viewing 383 

aging and scavenging records 412-417 
deleting, troubleshooting 483 
DNS servers 

configurations on 305 
delegations to 431 

dynamic updates 390-331 
fault tolerance 306 
files 304, 322-330 
forward lookup 460-461 
overview 304-305 
primary, storing as Active Directory object 376-389 
records, aging and scavenging 411-417 
reducing traffic on WAN s 306 
replicating 378 
reverse lookup 370-376 
secondary DNS servers for a zone 306 
secure dynamic updates 404-411 
specifying the authoritative DNS servers 314 
standard 384 
transfer 

disabling fast zone transfers 479 
interoperability with other DNS servers 427-428 
overview 328-330 

troubleshooting 386,477-480,482 
vs. domains 304 
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