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Access tokens (continued) 
overview 700 
restricted tokens 707-708 
SID attributes 707 
threads 713 

Accounts 
computer 554-558, 1472 
domain 86-88 
domain user 934 
duplicate computer 1472 
identified by SIDs 693 
LocalSystem 294, 1515 
lockouts 386-387 
managing security 1511 
recovery agent 765-766,831,860,987-988 
SAM logon names 41 
SAM migration 89-90 
security principals 678 
service 294 
user 700-706 
Windows 2000 1287-1288 
Windows NT 4.0 1286-1288 
workstation 86 

ACLs See Access control lists 
Active Directory 

architecture 
ADSI69 
database layer 63, 463 
directory service 59 
directory system agent 62, 462 
ESE 63-64, 464 
interfaces 64-72 
layers 59 
LDAP 65-69 
Locator 465-468 
MAPI71 
obtaining access 61 
overview 461 
protocols 64-72,461-462 
replication 70 
SAM 71-72 
security subsystem 56-59 
service components 60 
Windows 2000 architecture 55-56 

authoritative restore See Authoritative restore, Active 
Directory 

backup See Backing up, Active Directory 
data storage 

attribute Range option 98 
attributes 84-85 
back-link searches 113-114 
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data storage (continued) 

configuration directory partitions 102-106 
container and leaf objects 91 
data characteristics 74 
data model 91 
database defragmentation 78-81 
database sizing tests 82-83 
database write operations 117 
default object security 120-121 
directory data store 111 
directory partitions 99-101 
directory tree 92 
domain directory partitions 107-109 
extended LDAP controls 97-98 
forest root domains 10 1-1 02 
garbage collection 76-78 
group members from external domains 115-116 
growth estimates 81 
indexed attributes 118 
installing See Active Directory, installing 
limits 75-90 
linked attributes 112-113 
log-based recovery 118 
object size vs. database record size 75 
object-based security 119-121 
organizational unit sizing 84 
overview 53, 73-74 
phantom records 117 
removing See Active Directory, removing 
rootDSE 93-97 
SAM storage 86-90 
schema directory partitions 106-107 
security descriptors 120 
SIDs 119 
troubleshooting See Databases, troubleshooting 

diagnostic logging 570-575 
diagnostic tool See Ntdsutil tool 
disaster recovery 631-634 
distributed file system 447, 1043 
DNS 

Active Directory-integrated zones 15-18 
hierarchy 10 
host names 12-13 
Internet 11 
location service 10 
name servers 13-15 
zones 13-15 

domain controllers See Domain controllers 
Encrypting File System 843, 863-865 



Active Directory (continued) 
File Replication Service 

authoritative and nonauthoritative restore 452 
managing configuration information 1064 
polling intervals 1069 

FSMOs See Flexible Single-Master Operations 
Group Policy 

Active Directory and SYSVOL 
unsynchronized 1435-1436 

objects 1227-1229 
storage 1246-1248 
structure 1227-1229 

Installation Wizard See Active Directory Installation 
Wizard 

installing 
additional domain controllers 138,581 
administrative password 128 
changing pre-Windows permissions 134 
child domains 137 
configurations 123-125 
confirming DNS configuration 581 
directory partitions 131 
directory service configuration 130-139 
DNS client verification 127 
DNS configuration 140 
DNS domain name verification 127 
domain controllers 138 
ensuring sufficient disk space 580 
ensuring time synchronization 580 
file path verification 129 
forest root domains 137 
Group Policy 133 
Installation Wizard See Active Directory Installation 

Wizard 
NetBIOS name validation 127 
new domains 135-139 
operations after installation 140-141 
operations master availability requirements 582 
operations master requirements 580 
overview 121-122 
pathways 123-125 
prerequisites and verifications 125-130 
pre-Windows 2000 security 133-134 
replicating directory partitions 139 
SAM 135 
security settings 132-135 
site configuration 129 
starting services automatically 131-132 
TCP/IP verification 126 
tree-root domains 138 
troubleshooting 579 
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installing (continued) 

unattended setup 144 
unique name verification 126 
user credentials 128 

IntelliMirror 1193-1194 
log files 576-578 
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migrating with CSVDE or LDIFDE 269-272 
MMC snap-ins See Microsoft Management Console 

(MMC) 
monitoring 417-419 
name resolution 155 

_msdcssubdomains 151 
access control 190-191 
administrative clients 197-198 
anonymous access 189-192 
ANR 186-188 
cross references 181-185 
deleted object search 196 
directory operations 174-175 
distinguished name 174 
DNS or WINS determination 501 
DNS registration 148-149 
DsGetDcName API 158-161 
finding information 174 
Global Catalog and LDAP searches 193-195 
host records 155 
IP-DNS-compatible locator process 168-170 
knowledge references 179-180 
LDAPreferrals 178-188 
LDAP search 175-176 
LDAP search clients 197-202 
LDAP search filters 176-178 
Ldp 202 
locating closest site 161-167 
locating domain controllers 147,157-161 
Net Logon registration 151-155 
NetBIOS registration 150 
objectCategory vs. objectClass 178 
other SRV record content 156 
registration 147-150 
relative distinguished name 174 
security precautions 192 
site and subnet objects 162 
SRV records 150-156 
subordinate references 181 
superior references 186 
troubleshooting See Troubleshooting, Active 

Directory 
types of locators 168 
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name resolution (continued) 

WAB 199-201 
Windows NT 4.0-compatible locator process 171-

173 
nonauthoritative restore 438, 443-444 
Ntdsutil See Ntdsutil tool 
objects 

access control 50,659,730-731 
administrative hierarchies 48 
computer 284 
connection objects 332-334, 343, 389-390 
Connection Point 281-282 
container and leaf objects 91 
data model 91 
default security 229-231 
delegation 49, 50 
distinguished name 36-37 
DNS-to-LDAP comparison 40 
domain controllers 42-44 
gaining access to 565-567 
Global Catalog servers See Global Catalog 
Group Policy 48, 1227-1229 
GUIDs 39 
identity 39 
inheritance 51 
KCC 365-366 
logon names 41-42 
migrating SAM accounts 89-90 
multimaster operations 42 
name formats 39-40 
naming 36-42 
naming attributes 38 
organizational units 48-49 
overview 35 
placeholder objects 115-116 
relative distinguished name 37 
replication updates 317-319 
schema See Schema, objects 
security 49-51 
server objects 331 
service 278 
single-master operations 43-44 
site link objects 343-345 
size 75 
sizing tests 81-85 
structure 1227-1229 
UPN 41-42 
user object size 83 

performance tools See Tools 
permissions 134, 439, 684-687 
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PKI 886-887 
Public Key Group Policy 887 
publishing services See Service publication 
Remote Installation Services servers 

authorization 1372-1373 
defining computer naming policies 1376-1377 
pre-staging clients using GUIDs 1378 

removing 
domain controllers 142-143 
ensuring sufficient disk space 580 
ensuring time synchronization 580 
overview 141 
pathways 141 
removing data 583-584 
removing domain controller objects 584 
required administrative credentials 142 
troubleshooting 579 
unattended setup 144 

replication 
description 299 
model See Active Directory, replication model 
protocols 70 
reference materials 390 
topology See Active Directory, replication topology 
troubleshooting See Replication, troubleshooting 
updates See Active Directory, replication updates 

replication model 
benefits 302-303 
components 303 
description 301 
directory partition replicas 301-302 
Exchange Server comparison 308-309 
multimaster replication 304-305 
pull replication 306 
replication behavior 307 
state-based replication 306-307 
store-and-forward replication 305 

replication topology 
account lockouts 386-387 
Active Directory Sites and Services 364 
adding connection objects 389-390 
advanced management 382-390 
asynchronous vs. synchronous transmissions 336 
bridgehead server configurations 351-355 
bridgehead server connections 335 
bridgehead server failure 352-355 
bridgehead server selection 378 
change notifications 383-385 
concepts and components 322-326 
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connecting sites with servers 330 
connection objects 332-334, 343 
connection schedules 333-334 
default sites 330 
description 321 
designing sites 327-328 
directory partition connections 334 
efficiency of sites 327 
establishing new topology generators 379 
Event Viewer 365 
Global Catalog 358-360 
ISM transport security 381 
KCC description 321 
KCC generation between sites 377-380 
KCC generation phases 366-367 
KCC generation within sites 368-373 
KCC intervals 367-368 
KCC objects 365-366 
KCC overview 364 
KCC ring topology 369-377 
KCC tools 364-365 
latency 349 
modified connections 380 
packet sizes 340-341 
password replication 388 
reciprocal replication 382-383 
replication between sites, overview 342 
replication between sites, planning 342 
replication between sites, scenarios 361-363 
replication between sites, transports 338-340 
replication paths 349 
replication periods 348 
replication transports 335-341 
replication within sites, transports 336-337 
RPC transport security 380 
schedules 348-351 
security between partners 380-381 
server objects 331 
site descriptions 326 
site link bridges 356-358 
site link connections 334-335 
site link costs 346-348 
site link management 343-351 
site link settings 345-346 
Sites container hierarchy 325-326 
SMTP vs. RPC 339 
subnet-to-site mapping 328-329 
topology generator role owners 379 
topology-related components 322-324 

Acti ve Directory (continued) 
replication topology (continued) 

Universal group 360 
urgent replication 386-387 
when to define sites 329-330 

replication updates 
Add requests 315 
Delete requests 316-317 
description 309 
high-watermarks 312-313 
LDAP requests 309-317 
Modify requests 315 
Move requests 316 
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multimaster conflict resolution policy 320-321 
originating updates 310 
propagation dampening 319-320 
stamps 314-315 
tracking object changes 317-319 
tracking updates 310-311 
up-to-dateness vectors 313-314 
USNs 310-314 

restore See Restoring, Active Directory 
schema 

cache 228 
default security 229-231 
extending See Schema, extending 
files 209 
FSMOs See Flexible Single-Master Operations 
location 206-210 
objects See Schema, objects 
overview 203-206 
schema master 395 
subSchemaSubEntry 209 
troubleshooting 606-608 

security See Security, Active Directory 
security principals 659-660 
semantics 604-606, 1512 
service publication See Service publication 
software installation and maintenance 

backing up data 1356 
description 1297 
preparation phase 1298 
strategies for software deployment 1299-1300 
troubleshooting See Software installation and 

maintenance, troubleshooting 
structure 

Active Directory-integrated DNS 15-18 
computer names 12-13 
domain hierarchy 5 
domain names 6 
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structure (continued) 

dynamic updates 18 
forest 20-23 
Group Policy 1227-1229 
Internet 12 
naming conventions 7-9 
NetBIOS domain names 9 
objects See Active Directory, objects 
overview 3 
tree 18-20 
trust relationships See Active Directory, trust 

relationships 
tools See Tools 
troubleshooting See Troubleshooting, Active Directory 
trust relationships 

authentication protocols 26-27 
direction of 25 
mixed-environment 34-35 
nontransitive 24 
overview 23 
referrals 28-30 
transitive 24 
trust paths 27-28 
types 30-32 
Windows 2000 vs. Windows NT 4.0 33-35 

Web sites 218,634 
Active Directory Client Pack for Windows 95IWindows 

98 1038 
Active Directory Domains and Trusts 106, 402-403 
Active Directory Installation Wizard 

See also Active Directory, installing 
dcpromo command 121 
installing Active Directory 122 
managing orphaned metadata 1505 
operations after installation 140-141 
removing Active Directory 141-143 
starting services automatically 131-132 
troubleshooting 585-594 
unattended setup 144 

Active Directory Replication Monitor 627-629 
Active Directory Schema console 

description 106 
resurrecting classes or attributes 253-255 
schema extensions 274 
schema master changes 238 
schema modifications 236 
transferring roles 402-403 

Active Directory Services Interface (ADSI) 
LDAP provider 69 
overview 69 
schema extensions 272-273 

Active Directory Sites and Services 
description 106 
distributed file system replication strategy 1035 
locating replication partners 401 
modifying ACLs 948-949 
replication topology 364 
restoring Active Directory 443 

Active Directory Users and Computers 
certificate mapping 934 
Event Viewer See Event Viewer 
Filter Options command 197-198 
Find command 198 
IntelliMirror 1193-1194 
modifying file or folder filters 1074 
RpcNs 292 
Schema Administrators membership 237 
transferring roles 402-403 

Active Directory-integrated DNS 15-18 
Active Server Pages (ASP) 1110-1111 
Add Recovery Agent Wizard 957 
Add requests 315 
AddJRemove Programs 

applications not showing up 1357 
IntelliMirror 1198 
overview 1296 
unexpected applications appearing 1460 

Additional resources See Reference materials; Web sites 
Addresses See Internet Protocol (IP) addresses 
Administrative client search capabilities 197-198 
ADSI See Active Directory Services Interface 
ADSI Edit 

changing garbage collection attributes 77-78 
identifying Schema container 208 
resurrecting classes or attributes 253-255 
viewing Configuration container 103-105 
viewing rootDSE 95 
viewing trusted domain properties 561 

Advertising software 1294 
Affinity 1099-11 00 
Algorithms 

Digital Signature Algorithm 801,899 
"last writer wins" 1063 
Locator See Locator 
public key 792-793 
site coverage 166 
statistical mapping 1098-1099 

Alternate volume vs. replica 1009 
Ambiguous name resolution (ANR) 186-188 
Anonymous access 

description 189 
enabling 191 
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Read All attributes J 9 J 

security J 92 
Web access 757 

ANR See Ambiguous name resolution 
Answer files 

associating with RIPrep images 1395-1396 
creating Setup answer files 1394 
how answer files are used 1398 
modifying 1394-1395, 1409-1410 
overview 1394 
PID 1398-1399 
setting security permissions 1396-1397 
unattended setup 144 

APls See Application programming interfaces 
Application programming interfaces (APls) 

Active Directory 64-65 
CreateFile() 848 
CryptoAPI 

Encrypting File System 845, 848 
overview 898 
trusting certificates 910 

DecryptFile() 849 
DsGetDcName 158-161 
EncryptFile() 848 
LDAP 68,1485-1486 
RpcNs 290 
support 1126-1127 

Applications installed in a RIPrep image 1386-1387 
Applications, self-repairing 1295 
A-resource records See Host records 
AS Exchange See Authentication Service Exchange 
ASP See Active Server Pages 
Assigning software 1294,1310-1313 
Asymmetric keys See Public keys 
Asynchronous transmission 336 
Atomic transactions 117 
attributeID attribute 

adding attributes 244-245 
attribute pairs 218 
description 212-214 
modifying attributes 246 
object identifiers 224-226 

Attributes 
See also Schema, extending 
ANR 186-188 
attribute pairs 218 
attributeID 

adding attributes 244-245 
attribute pairs 218 
description 212-214 
modifying attributes 246 
object identifiers 224-226 

Attributes (continued) 
attributeSecurityGUID 212-214 
attributeSyntax 

adding attributes 244-245 
description 212-214 
modifying attributes 246 
syntaxes 222-224 

back-link 112-114, 195 
cn 

adding attributes 244-245 
adding classes 247-248 
description 212-214 
naming attributes 38 
schema objects 220-222 

default security 231 
defaultHiding Value 220-222 
defaultObjectCategory 220-222, 252 
defaultSecurityDescriptor 220-222 
disabling 255-257 
encryption 833-834 
extendedCharsAllowed 212-214,246 
extension 84-85 
forward-link 112-113, 195 
garbage collection 76-78 
Global Catalog 45 
governsID 

adding classes 247-248 
attribute pairs 218 
classSchema 214 
object identifiers 224-226 
schema objects 220-222 

indexed 118, 211 
instanceType 246 
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isDefunct 253-255 
isMemberofPartialAttributeSet 212-214 
isSingle Valued 

adding attributes 244-245 
description 212-214 
modifying attributes 246 

keywords 287, 289 
IDAPDisplayName 

adding attributes 244-245 
adding classes 247-248 
consistency checks 249 
description 212-214 
restrictions 252 
schema objects 220-222 

linked 112-113 
linkID 212-214 
mandatory 

list of 212-214 
new attribute definition objects 244-245 
schema objects 218-219 
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Attributes (continued) 
mAPlDisplayType 212-214 
mayContain 

adding classes 247-248 
attribute pairs 218 
consistency checks 249 
inheritance 217 

multivalue 211-214 
mustContain 

adding classes 247-248 
attribute pairs 218 
consistency checks 249 
inheritance 217 
schema objects 220-222 

naming 38 
nTSecurityDescriptor 

adding attributes 244-245 
adding classes 247-248 
description 212-214 
schema objects 220-222 

objectCategory 178 
objectClass 

adding attributes 244-245 
adding classes 247-248 
description 212-214 
modifying attributes 246 
objectCategory comparison 178 
schema objects 220-222 

objectClassCategory 
adding classes 247-248 
consistency checks 249 
schema objects 220-222 

oMObjectClass 212-214 
oMSyntax 

adding attributes 244-245 
description 212-214 
modifying attributes 246 
syntaxes 222-224 

operational 
becomeSchemaMaster 240 
schemaUpdateNow 228 
supportedControls 211 

optional 
auxiliaryClass 218,220-222,249 
rangeLower 212-214, 244-245, 250, 252 
rangeUpper 212-214, 244-245, 250, 252 
searchFlags 211, 212-214, 244-245 

possSuperiors 
adding classes 247-248 
consistency checks 249 
inheritance 217 
schema objects 220-222 
service instantiations 279 

Attributes (continued) 
Range option 98 
rDNAttlD 220-222,249 
ReadAll 191 
rootDSE 93-95 
schema objects 

adding attributes 243-245 
attribute pairs 218 
attributeSchema 210-211 
description 205 
indexed attributes 211 
modifying attributes 246 
resurrecting 253-255 
single-value or multivalue attributes 211 

schemalDGUID 
adding attributes 244-245 
consistency checks 249 
description 212-214 
modifying attributes 246 
schema extensions 235 
schema objects 220-222 

serviceConnectionPoint 287 
SlDs 707 
singleValued 211 
subClassOf 

adding classes 247-248 
consistency checks 249 
schema objects 220-222 

System 875 
systemAuxiliaryClass 

attribute pairs 218 
consistency checks 249 
schema objects 220-222 

systemFlags 212-214, 252 
systemMayContain 

attribute pairs 218 
consistency checks 249 
inheritance 217 
schema objects 220-222 

systemMustContain 
attribute pairs 218 
consistency checks 249 
inheritance 217 
schema objects 220-222 

system-only See System-only attributes 
systemOnly 

description 212-214 
modifying attributes 246 
schema objects 220-222 

systemPossSuperiors 
attribute pairs 218 
consistency checks 249 
inheritance 217 
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schema objects 220-222 
service instantiations 279 

attributeSchema class 210-211 
attributeSecurityGUID attribute 212, 214 
attributeSyntax attribute 

adding attributes 244-245 
description 212-214 
modifying attributes 246 
syntaxes 222-224 

Auditing policy 567-569 
Auditing system access control lists (SACLs) 568 
Authentication 

See also Kerberos v5 authentication protocol 
authorization data See Authorization data 
basic authentication 960 
basic concepts 639-641 
cross-domain 649-650 
cryptography 787 
delegation 656-657,661 
digest authentication 961 
integrated Windows authentication 960 
Internet Infonnation Services 961 
interactive logon 639-640, 669-674 
mutual 295-296 
Net Logon service 641 
overview 637-639 
passwords 659 
priority order 961 
protocols 26-27,641 
remote logon 640 
security principals 640-641 
troubleshooting 

common errors 548-554 
computer account object pennissions 554-555 
Global Catalog servers 562 
identifying problems 547 
joining computers to domains 546 
Netsetup.log 547 
overview 546 
resetting computer accounts 556-558 
secure channel issues 556-558 
viewing trusted domains 559-561 

trust relationships 23 
Web access 758 
Web Enrollment Support pages 960-961 

Authentication Service (AS) Exchange 651 
Authenticators 643-644 
Authoritative restore 

Active Directory 
description 439,444,451 
network connections 457-458 
passwords 457-458 
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Authoritative restore (continued) 
Acti ve Directory (continued) 

schema 451 
trust relationships 457-458 
verifying with Repadmin 456 
when to perform 451-452 

Certificate Services 452 
File Replication Service 

description 1081 
domain controllers 1082 
member servers 1083 
process 1082 
restoring 452 
SYSVOL 1082 

Ntdsutil 
commands 1506-1507 
copying SYSVOL and policy data 455 
perfonning authoritative restore 453, 1506-1507 
process 453-457 
Repadmin 456 
restoring entire database 454 
restoring specific objects 455 
updating metadata variables 456-457 
verification 455-457 
version number increases 457 
when to use 452 

Authorization data 
KDC data preparation 667 
name-based vs. identity-based 665-666 
private 665 
services 667-668 
SIDs 668 
signed session tickets 668-669 
SSPI 667 

Autodisconnect 1042 
Auto-installation of software 1315-1316 
Automatic Certificate Request Setup Wizard 928 
Auxiliary classes 216 
auxiliaryClass attribute 

B 

consistency checks 249 
inheritance 218 
schema objects 220-222 

Backing up 
Active Directory 

Backup tool See Backup tool 
Backup Wizard 441 
disaster recovery 441 
location 440 
manual backups 441-442 
nonnal backups 437 
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overview 435-438 
permissions and user rights 439 
reference materials 458 
remote computers 442 
System State data description 438 
System State data files 440 
third-party vendor support 439 
Web sites 458 
what is backed up (list) 440 

CAs See Certification authorities (CAs), backup and 
restore 

Encrypting File System 841 
private keys 982 
SIS volume 1417 
software installation and maintenance 1356 

Back-link attributes 112-114,195 
Backup domain controllers (BDCs) 

multimaster operations 42 
NetBIOS names 9 
repairing 632 

Backup tool 
Active Directory 

Certificate Services 447 
distributed file system 447 
distributed services dependencies 447 
features (list) 437 
MTF 439 
nonauthoritative restore See Backup tool, 

nonauthoritative restore 
remote computers 442 
restoring Active Directory 444-451 
taking Active Directory offline 445 
tombstone lifetimes 446 
what is backed up (list) 440 

CAs 981 
description 437 
Encrypting File System 840-841 
nonauthoritative restore 

implications 448-449 
restoring Active Directory 444 
restoring to dissimilar hardware 451 
verification 449-451 

Restore Wizard 445 
System State data 

Backup Wizard 441 
description 438 
files 440 
Restore Wizard 445 

third-party vendor support 439 

Backup Wizard 441 
Base Cryptographic Provider 898-901 
Base DIT 206 
Base DSS and Diffie-Hellman 899 
Base schema 205 
Basic authentication 960 
B asicd.inf 1241 
Basicsv.inf 1241 
Basicwk.inf 1241 
Batch files 1495 
BDCs See Backup domain controllers 
becomeSchemaMaster attribute 240 
Best practices 

change and configuration management 1427-1428 
Encrypting File System 858-859 
Group Policy 1289-1290 
software installation and maintenance 1357 

Bind Request 517 
Bind Response 518 
Boot Information Negotiation Layer (BINL) 

Client Installation Wizard 1537 
Remote Installation Services optional registry 

parameters 1419-1421 
server not responding 1473-1477 
server not starting 1477 

Bootcode.dat 1392 
Branch vs. shared folder 1009 
Bridgehead servers 

configurations 351-355 
connecting servers and sites 335 
failure 352-355 
selection 378 

Brute force attacks 
cryptography system risks 816-817 
smart cards 768 

Builtin containers 88 
Bulk encryption 792 

c 
Cache 

credentials 663 
desktop configurations 1214 
distributed file system 1010-1011 
schema 228 
time-out and closest site 166-167 

Canonical names 40 
Capolicy.inf 937 
CAs See Certification authorities 
C-binding LDAP See LDAP API 



CD-based images See Compact Disc-based images 
Cerberus See Kerberos v5 authentication protocol 
Certificate Export Wizard 841,866,979-980 
Certificate Import Wizard 841 
Certificate management 808-810 
Certificate mapping 758-759, 934-935 
Certificate Practice Statement (CPS) 813-814 
Certificate Renewal Wizard 927 
Certificate Request Wizard 927, 976 
Certificate revocation lists (CRLs) 

certificate management 810 
Certification Authority 931 
configuring CRLs 942-943 
configuring publication schedules 944-945 
distribution points 931 
publishing CRLs 984 

Certificate Services 
Active Directory integration 886-887 
approving certificate requests 984-985 
authoritative restore 452 
backup and restore See Certification authorities (CAs), 

backup and restore 
CAs See Certification authorities 
certificate database 894 
Certificate Export Wizard 979-980 
Certificate Request Wizard 976 
certificate requests 889, 984-985 
certificate templates 891-893 
certificate types 891-893 
Certification Authority console See Certification 

Authority console 
command-line programs 988-989 
CryptoAPI See Cryptographic API 
CSPs See Cryptographic service providers 
customizing policy modules 890 
denying certificate requests 984-985 
deployment 936 
description 883 
disaster recovery 

compromised CAs 996 
failed CAs 994-996 
overview 990 
preventive practices for servers 990 
private key protection 993-994 
recovery plans 994 
security for CA servers 991-992 

distributed security services integration 886-887 
enterprise CAs See Enterprise certification authorities 

Certificate Services (continued) 
entry modules 889 
exit modules 894 
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exporting certificates and private keys 979-980 
functional diagram 888 
installing 

Certificate Services 938-941 
trust for delegation 958 
Web Enrollment Support pages 957-959 

nonauthoritative restore 452 
ongoing tasks (list) 963 
policy modules 890-891 
publishing CRLs 984 
recovering encrypted data 986-988 
restoring Active Directory 447 
revoking certificates 984 
stand-alone CAs See Stand-alone certification authorities 
tasks performed by (list) 889 
third-party certificate services 962 
upgrading from Certificate Server 1.0 937 
viewing certificate information 977-979 
Web Enrollment Support pages 929-930,957-961 
Web sites 997 

Certificate stores 902-903 
Certificate Template container 948-949 
Certificate templates 946-949 
Certificate trust lists (CTLs) 

certification paths 912 
Enterprise Trust store 913 
overview 912 
Public Key Group Policy 954-956 
restricting certificates 914 
signing 913 

Certificates 
digital 

CAs 805 
description 804 
identification card comparison 804 
public and private keys sets 808 
x.509 version 3 749,806-807 

Encrypting File System 
ACLs 865 
Active Directory 865 
certificate templates 865 
Certificates console 851 
enterprise CAs 865 
how Encrypting File System works 864 
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Encrypting File System(continued) 

recovery agent certificates 852-853, 865-866 
self-signed certificates 864 
storing 850-853 
user certificates 832, 864-865 

Certificates console 
adding to MMC 905-906 
changing display modes 907 
description 904 
Encrypting File System 851 
tasks performed by (list) 904 
View Options dialog box 907 

Certification authorities (CAs) 
Active Directory Users and Computers 934 
Automatic Certificate Request Setup Wizard 928 
automatic enrollments and renewals 928 
backup and restore 

backup strategies 982-983 
Certification Authority Backup Wizard 982 
Certification Authority console 982 
daily differential backups 982 
daily incremental backups 982 
daily normal backups 982 
overview 981 
private keys 982 
restore considerations 983 
weekly normal backups 982 
Windows 2000 Backup 981 

Capolicy.inf 937 
certificate database 894 
certificate enrollment and renewal methods 927 
certificate mapping 934-935 
Certificate Renewal Wizard 927 
Certificate Request Wizard 927 
Certification Authority console See Certification 

Authority console 
configuring 

Active Directory Sites and Services 948-949 
CA certificates 941-942 
certificate templates 946-949 
certificate types 945-946 
Certification Authority console See Certification 

Authority console 
Certutil command 948 
CRL publication schedules 944-945 
CRLs 942-943 
Enroll permissions 948 
exit modules 943-944 
Netscape-compatible Web-based revocation 

checking 948 

Certification authorities (CAs) (continued) 
configuring (continued) 

permissions 946-949 
policy modules 942-943 
Public Key Group Policy See Public Key Group 

Policy 
security for Web Enrollment support pages 960-961 
security settings 946-949 
stand-alone CAs 942 
support systems and applications 950 
Web Enrollment Support pages 942 
Windows Components Wizard 938-941 
X.509 extensions 942-943 

CPS 813-814 
creating issuer statements 937 
CRLs 931 
CryptoAPI See Cryptographic API 
custom enrollments and renewals 930 
description 916 
digital certificates 805 
disaster recovery 

compromised CAs 996 
failed CAs 994-996 
private key protection 993-994 
recovery plans 994 
security 991-992 

domain user accounts 934 
Encrypting File System 850, 865 
enterprise 

authenticated access 960 
CA policy 890 
certificate life cycle 921-922 
certificate templates 891-893 
certificate types 891-893 
description 886, 918 
Encrypting File System 865 
overview 813-815 
Policy Settings container 897 
publishing certificates 944 
requesting certificates 965, 969 

exit modules 894 
installing 

CA hierarchies 936-937 
Certificate Services 938-941 
intermediate CAs 936 
issuing CAs 936 
root CAs 936 
support systems and applications 950 
trust for delegation 958 
Web Enrollment Support pages 957-959 



Certification authorities (CAs) (continued) 
Internet Information Services 935 
manual certificate requests 927 
multiple-level certification hierarchies 916-917 
organizational units 928 
policies and practices 813-814 
policy modules 890-891,942-943 
pre-installed trusted root certificates 932 
Public Key Group Policy 930-931 
renewing 985-986 
roaming user profile support 935 
security 815,946-949,991-992 
services 813 
smart cards 932-934 
stand-alone 

anonymous access 960 
CA policy 890 
certificate life cycle 921 
choosing certificate types 970 
configuring 942 
description 918-919 
publishing certificates 944 
requesting certificates 965 
Web Enrollment Support pages 929 

third-party certificate services 962 
trust methods 803-804,815 
trust model 

certificate validation process 914-916 
certification hierarchies 908-909 
certification paths 909-911 
Certification Trust List Wizard 912 
child CAs 909 
CTLs See Certificate trust lists 
intermediate CAs 909 
issuing CAs 909 
number of levels 909 
overview 907 
root CAs 908 
subordinate CAs 909 
Trusted Root Certification Authorities store 910-911 

Trusted Root Certification Authorities store 932 
upgrading from Certificate Server 1.0 937 
Web Enrollment Support pages 929-930 

Certification Authority Backup Wizard 982 
Certification Authority console 

adding to MMC 895-896 
approving certificate requests 984-985 
backup and restore CAs 982 
configuring 

CAs 941 
certificate types 945-946 
exit modules 943-944 
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Certification Authority console (continued) 
configuring (continued) 

policy modules 942-943 
publication schedules 945 

containers 896-897 
CRLs 931 
denying certificate requests 984-985 
description 883 
Failed Requests container 897 
Issued Certificates container 897 
Pending Requests container 897 
Policy Settings container 897 
publishing CRLs 984 
renewing CAs 986 
Revoked Certificates container 896 
revoking certificates 984 
tasks performed by (list) 895 

Certification Authority Restore Wizard 982 
Certification hierarchies 908-909 
Certification paths 909-912 
Certification Trust List Wizard 912 
"Certified for Microsoft Windows" applications 1533-1535 
CertReq.exe 989 
CertSrv.exe 990 
Certutil.exe 989 
Change and configuration management 

best practices 1427-1428 
description 1185 
features 1187-1188 
Group Policy 1205, 1223, 1429 
IntelliMirror See IntelliMirror 
Remote as Installation See Remote as Installation 
tasks handled by (list) 1187 
troubleshooting 

Group Policy See Group Policy, troubleshooting 
overview 1425 
software installation and maintenance See Software 

installation and maintenance, troubleshooting 
tools 1428 
User Data Management See User Data Management, 

troubleshooting 
Change log See Quorum log 
Change notifications 383-385 
Change Orders Received and Sent counters 1079 
Checkpoint files 595 
Checkpoint Manager 1126-1127 
Child certification authorities (CAs) 909 
Child domains 

description 5 
installing 137 
overview 7-8 
tree structure 20 
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Child node vs. distributed file system link 1009 
Child objects 714-719,731-734 
Choice.osc 1537 
Cipher command 838-839 
Ciphertext 785 
Circular logging 118,595 
Class C affinity 1099-1100 
Classes 

See also Schema, extending 
Active Directory hierarchy 218 
adding 246-248 
attributeSchema 210-211 
classSchema 214-218 
Connection Point 28i -282 
default security 231 
inheritance 217 
modifying 248 
organizationalUnit 48, 284 
resurrecting 253-255 
schema objects 

adding classes 246-248 
attributeSchema 210-211 
class categories 215-216 
classSchema 214-218 
deriving subclasses 218 
description 205 
disabling 255-257 
extending 233 
modifying classes 248 
overview 35 
subSchema 209 

SCP 287 
serviceConnectionPoint 287 
Service-Instance 282 

Client Installation Wizard 
adding screens 1405-1406 
automatic setup 1403 
BINL service 1537 
client setup options 1403-1404 
creating new Display.osc 1408-1409 
custom setup 1404 
customizing screens 1405, 1537 
default client installations 1400 
default screens 1537-1538 
error screens 1405 
HTML vs. OSCML 1539 
installing clients 1399 
maintenance and troubleshooting 1404 
modifying answer files 1409-1410 
modifying OSChoice.osc 1407 
multiple language support 1412-1413 

Client Installation Wizard (continued) 
OEM character set 1539 
OSC variables See OSC variables 
OSCML 1405 
overview 1399 
restart a previous setup attempt 1404 
restricting client installation policies 1375 
screen descriptions 1401-1403 
variables 1539-1544 

Client/Server (CS) Exchange 653 
Client/server model 66 
Clients 

administrative 197-198 
distributed file system 

Active Directory Client Pack for Windows 
95IWindows 98 1038 

caching referrals 1010-1011 
compatibility with other operating systems 1038 
distributed file system-aware clients 1017, 1020, 

1022 
DSClientPack for Win9x 1038 
implementing 1041-1042 

Network Load Balancing 1115 
NULL site name 167 
searching 197-202 
site information 161 
ticket knowledge 656 

Cluster log entries 
See also Cluster logs 
abbreviations 1126-1127 
adding owners for resource types 1158 
anatomy 1124-1128 
bringing resources ouline 1157-1167 
collecting system information 1152-1153 
component events 1125 
configuring networks 1152-1157 
context numbers 1180-1182 
creating groups and resources 1149-1151 
creating objects 1152 
creating resources 1158-1167 
Database Manager 1146-1148 
destroying groups and resources 1149 
exclusive locks 1134 
failed JOIN operations 1137-1139 
forming clusters 1139-1168 
gdwQuoBlockingResources 1134-1135 
group names 1130-1132 
GUIDs 1130-1132,1175-1176 
GUM sequence numbers 1132-1133 
GUMupdates 1142-1143,1180-1182 
initializing nodes 1136-1137 



Cluster log entries (continued) 
Node Manager 1154 
node versions 1156-1157 
perfonning connectivity reports 1155 
perfonning fixups 1157 
process IDs 1132 
Quorum resource 1134-1135, 1140-1144 
reading in Word or WordPad 1175 
recreating groups and resources 1148-1151 
recreating network and interface objects 1153 
registering networks and interfaces 1154 
resource DLL entries 1127 
Resource Monitor 1140 
resource names 1130-1132 
shared locks 1134-1135 
state codes 1128,1178-1180 
status codes 1128 
successful cluster fonnation 1168 
thread IDs 1132 
time stamps 1129-1130 
updating databases 1157 

Cluster logs 
See also Cluster log entries 
debug option 1177 
description 1123 
event log correlation 1175 
failure scenarios 

intercluster network connection broken 1170-1173 
quorum location changed 1173-1174 
resource DLL missing 1170 

log summary (list) 1169 
operations (list) 1136 
overview 1121 
stages for forming clusters (list) 1139 
tracking techniques (list) 1129 

Cluster messaging 1126-1127 
Cluster network engine 1126-1127 
Cluster service 

See also Cluster log entries 
cluster description 1123 
cluster log abbreviations 1126-1127 
Database Manager 1146-1148 
description 1121 
distributed file system 1045 
error messages 1170 
forming clusters 

adding owners for resource types 1158 
bringing resources online 1157-1167 
collecting system infonnation 1152-1153 
configuring networks 1152-1157 
creating groups and resources 1149-1151 
creating objects 1152 
creating resources 1158-1167 
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Cluster service (continued) 
forming clusters (continued) 

destroying groups and resources 1149 
log summary (list) 1169 
node versions 1156-1157 
perfonning connectivity reports 1155 
perfonning fixups 1157 
quorum log 1145-1148 
Quorum resource 1140-1144 
recreating groups and resources 1148-1151 
recreating network and interface objects 1153 
registering networks and interfaces 1154 
Resource Monitor 1140 
stages (list) 1139 
successful fonnation 1168 
updating databases 1157 

Network Load Balancing See Network Load Balancing 
Node Manager 1154 
quorum log 1145 
reference materials 1120 
Web sites 1120, 1182 

cn attribute 
adding attributes 243-245 
adding classes 247-248 
description 212-214 
naming attributes 38 
schema objects 220-222 

Collisions, message digest 794 
COM See Component Object Model 
Command-line tools See Tools 
Comma-separated value (CSV) file fonnat 266-272 
Compact Disc (CD)-based images 1382-1384, 1395-1396 
Compacting directory service files 1496 
Compaq computer F12 key 1422 
Compatws.inf 1240 
Component event entries 1125 
Component Object Model (COM) 69 
Computer accounts 554-558, 1472 
Computer names 6, 12-13 
Computers container 284 
Concurrency control 258-259 
Concurrent users 1063 
Configuration container 

contents 103~105 
description 99 
referral.infonnation 179-182 
site information 162 
viewing 103-105 

Configurations 
Active Directory 123-125 
CAs See Certification authorities (CAs), configuring 
desktop See Desktop management, desktop 

configurations 
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Configurations (continued) 
directory partitions 102-106, 131, 230 
directory service 130 
DNS 140 
NetworkLoadBalancing 1101-1102 
Remote Installation Services servers See Remote 

Installation Services (RIS), configuring Remote 
Installation Services servers 

RIPrep source computer 1386-1387 
sites 129 

Conflict resolution 391 
Connection objects 332-334, 343 
Connection Point class 281-282 
Connection points 286-287 
Connection tables 1068 
Connections, replication 389-390 
Consistency checks 249-251 
Consoles See Microsoft Management Console (MMC) 
Containers 

Builtin 88 
Certificate Template 948-949 
Certification Authority console 896-897 
Computers 284 
Configuration 

contents 103-105 
description 99 
referral information 179-182 
site information 162 
viewing 103-106 

domain 99,107-109 
Failed Requests 897 
Group Policy 1246-1248 
Issued Certificates 897 
objects 35,91 
Pending Requests 897 
Policy Settings 897 
Public Key Policies 952 
Revoked Certificates 896 
Schema 

description 99,206 
distinguished name 207 
finding 207 
fSMORoleOwner 238-240 

Services 289 
Sites 325-326 
System 109-111,285 
Users 284 

Context numbers 1180-1182 
Contiguousnarrring 8,19-20 
Convergence 1098 
Convoy See Network Load Balancing 

Costs, site link 346-348 
Counters See Performance counters 
CPS See Certificate Practice Statement 
CreateFile( ) API 848 
Creating operating system images See Remote Installation 

Services (RIS), creating images 
Credentials cache 663 
CRLs See Certificate revocation lists 
Cross references 181-185 
Cross-domain authentication 649-650 
Cross-link trust relationships 28-30 
Cryptanalysis 789-790 
CryptoAPI See Cryptographic API 
Cryptographic API (CryptoAPI) 

Encrypting File System 845, 848 
overview 898 
trusting certificates 910 

Cryptographic service providers (CSPs) 
Base CSP 898-901 
Base DSS and Diffie-Hellman Cryptographic 

Provider 899 
DSS Cryptographic Provider 899 
Encryption Pack CD 902 
Enhanced CSP 899-901 
export restrictions 901-902 
PIPS 140-1 Levell Cryptographic Provider 899 
hardware-based vs. software-based 898 
Microsoft providers 898-899 
overview 898 
RSAISchannel Cryptographic Provider 899 
smart cards 901 

Cryptography 
authentication 787 
background 785 
bulk encryption 792 
ciphertext 785 
components (list) 790 
confidentiality 787 
costs vs. benefits 787 
cryptanalysis 789-790 
CryptoAPI 

Encrypting File System 845, 848 
overview 898 
trusting certificates 910 

cryptosystem 786 
CSPs See Cryptographic service providers 
description 783-785 
Diffie-Hellman key agreement 797-798 
Digital Signature Algorithm 801 
digital signatures 799-802 
DSS 801 



Cryptography (continued) 
encryption 791-793 
Encrypting File System See Encrypting File System 
export restrictions 824-825 
functions 787-789 
hash functions 794-796 
HMAC 796 
integrity 787 
limitations 789 
message digests 794-796 
nonrepudiation 788 
objectives 786-787 
PKI See Public key infrastructure 
plaintext 785 
public keys 792-793 
reference materials 790, 825 
RSA 798 
RSA digital signatures 800 
secret keys 642, 791-792, 796-798 
session keys 792 
symmetric keys 791-792,796-798 
system risk factors 

factoring attacks 818 
key lifetimes 819 
key search attacks 816-817 
known plaintext amounts 819-820 
list of 816 
private keys 823 
public keys 818 
randomness of generated keys 821 
security protocols 822 
security technology implementation 820-821 
symmetric keys 816-817 

uses for digital signatures 802 
Web sites 825 

CS Exchange See Client/Server Exchange 
CSPs See Cryptographic service providers 
CSV See Comma-separated value me format 
CSVDE tool 267-272 
CTLs See Certificate trust lists 
Customizing answer files 1409-1410 

o 
DACLs See Discretionary access control lists 
Data decryption field (DDF) 844 
Data Management 1205 
Data recovery field (DRF) 844 
Data storage See Active Directory, data storage 
Database layer 63, 463 
Database Manager 1126-1127,1146-1148 

Database objects 428-432 
Databases 

Certificate Services 894 
Cluster service 1145-1148, 1157 
defragmentation 78-81,602-603 
ESE 428-432 
File Replication Service 1068, 1083 
Jet 1068 
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Kerberos v5 authentication protocol 659-660 
Ntds.dit 111 
repairing 604 
restoring with Ntdsutil 454 
semantics database analysis 604-606, 1512 
sizing tests 82-83 
troubleshooting 

detecting low level database corruption 596-599 
ensuring database integrity 604-606 
ensuring me integrity 596 
locating database mes and log files 599 
log me soft recovery 603 
moving databases 600-601 
offline defragmentation 602-603 
overview 594-596 
repairing databases 604 

write operations 117 
Dcdiag tool 

counectivity 528 
critical services checks 533-537 
directory partition head permissions 528 
File Replication Service 533 
Inter-site health 529 
Locator functionality 528 
overview 527 
replication 528 
replication latencies 532 
replication of trust objects 533 
topology integrity 528 
trust verification 529-532 
user permissions 528 

Dcpromo.exe 121 
Dcpromo.log 577 
Dcpromos.log 577 
Dcpromoui.log 576,585-594 
DDF See Data decryption field 
Debug log settings 1086 
Debug option, cluster log 1177 
DecryptFile( ) API 849 
Decryption See Encrypting File System (EFS); Encryption 
Default recovery agent accounts 831 
defaultHidingValue attribute 220,222 
defaultObjectCategory attribute 220, 222, 252 
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defaultSecurityDescriptor attribute 220, 222 
Defragmentation 

databases 78-81,602-603 
offline 79-81 
online 78 

Delegation 49-50,656-661 
Delete requests 316-317 
Desktop configurations See Desktop management, desktop 

configurations 
Desktop management 

change and configuration management 1185-1188, 1205 
desktop configurations 

cache settings 1214 
Computer Group Policy settings 1206 
Folder Redirection 1211-1213 
Group Policy 1206-1207 
managing the desktop 1205-1207 
mobile users See Mobile users 
Offline Files 1213-1214 
overview 1206 
roaming users See Roaming users 
software installation and maintenance 1210 
User Group Policy settings 1206 
user profiles See User profiles 

IntelliMirror 
Active Directory 1193-1194 
Active Directory Users and Computers 1193-1194 
AddlRemove Programs 1198 
combining with Remote OS Installation 1202 
combining with Remote OS Installation and Systems 

Management Server 1204-1205 
Data Management 1205 
disk quotas 1197-1198 
features 1205 
Folder Redirection 1197 
Group Policy See IntelliMirror, Group Policy 
Offline Files 1196 
overview 1189 
roaming user profiles 1199-1200 
software installation and maintenance 1190-1191 
Synchronization Manager 1196 
technologies (list) 1192 
User Data Management 1189-1190 
User Settings Management 1191-1192,1205 
Windows Desktop 1199 
Windows Installer 1196 

merge algorithms 1217-1219 
mobile users See Mobile users 
nonroaming folders 1219-1220 
overview 1185 
profuelocation 1220-1221 

Desktop management (continued) 
quota on profile size 1221 
reference materials 1222 
Remote Installation Services 1201 
Remote OS Installation 

combining with IntelliMirror 1202 
combining with IntelliMirror and Systems 

ManagementServer 1204-1205 
key technologies 1200-1201 
overview 1200 
Windows 2000 Professional 1204 

roaming users See Roaming users 
Security Settings extension 1222 
Systems Management Server 1203-1205 
Web sites 1222 

Dfs See Distributed file system 
Dfs.sys 1019-1020 
Dfs.vxd 1020 
Dfscmd.exe 1023 
Dfsgui.msc 1016-1018 
Dfssvc.exe 1019-1020 
Dfsui.dll 1018 
Dfsutil tool 1053-1054 
DHCP See Dynamic Host Configuration Protocol 
Diagnostic logs See Cluster logs; Event logs 
Diagnostics See Troubleshooting 
Dictionary attacks 768 
Diffie-Hellman key agreement 797-798, 899 
Digest authentication 961 
Digital certificates 

CAs 805 
description 804 
identification card comparison 804 
public and private key sets 808 
X.509 version 3 749,806-807 

Digital Signature Algorithm (DSA) 801,899 
Digital Signature Security Standard (DSS) 801 
Digital signatures 

Digital Signature Algorithm 801 
overview 799-802 
RSA 800 
uses 802 

Digitally signed software 760-762 
Direction of trust relationships 25-26 
Directory partitions 

Active Directory replication model 301-302 
Active Directory replication topology 334 
configurations 102-106 
configuring 131 
default security 229-231 
description 42,62,73 



Directory partitions (continued) 
differences on domain controllers 541-545 
domains 107-109 
heads 100 
hierarchy 100-101 
identifying Schema container 208 
installing 123 
knowledge references 179-180 
overview 99 
replicating 139 
schema 106-107, 208, 231 
subtrees 99-100 

Directory service See Active Directory 
Directory Services Restore Mode 1496 
Directory store See Active Directory, data storage 
Directory system agent (DSA) 

Active Directory 462 
data access 659 
description 62 
functionality 62 
replicatiou topology 463 

Directory tree 
attribute Range option 98 
extended LDAP controls 97-98 
overview 92 
rootDSE 93-97 

Directory-enabled applications 206, 258 
Disaster recovery 

See also Troubleshooting 
Active Directory 

backing up 441 
overview 631 
recovering 634 
repairing domain controllers 631-633 

CAs 
compromised CAs 996 
failed CAs 994-996 
private key protection 993-994 
recovery plans 994 
security 991-992 

Certificate Services 
compromised CAs 996 
failed CAs 994-996 
overview 990 
preventive practices for servers 990 
private key protection 993-994 
recovery plans 994 
security for CA servers 991-992 

distributed file system 1039 
Discretionary access control lists (DACLs) 

Active Directory objects 730-731 
canonical 734 
computer access object permissions 554-555 
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Discretionary access control lists (DACLs) (continued) 
converting FAT to NTFS 737-738 
description 724 
Group Policy permissions 1254 
new objects 729-731 
no DACLs vs. empty DACLs 736 
order of ACEs 734-738 
upgrading to Windows 2000 736 
viewing object security descriptors 565 

Disk quotas, IntelliMirror 1197-1198 
Display.osc 1408-1409 
DisplayOld script 422 
DisplayRID script 422 
Distinguished name 

base 176, 179, 184, 194 
database layer 63, 463 
format 36 
LDAP search 194 
name resolution 174 
objects 36-37 
relative distinguished name See Relative distinguished 

name 
Schema container 207 
superior references 186 

Distributed file system (Dfs) 
access to shared folders 10 17 
administrator perspective 1016 
alternate volume vs. replica 1009 
architecture 

binary files 1018-1020 
block diagrams 1018-1020 
components 1018-1020 
Dfs.sys 1019-1020 
Dfs.vxd 1020 
Dfsgui.msc 1018 
Dfssvc.exe 1019-1020 
DfsuLdll 1018 
distributed file system 4.x vs. Windows 2000 1021-

1022 
enhancements 1021-1022 
how distributed file system works 1020-1021 
Mup.sys 1019-1020 
Netapi32.dll 1018, 1020 
Nwrdr.sys 1019 
randomizing replicas 1021 
Rdr.sys 1019 
Vredir.vxd 1020 

benefits 1004-1006 
branch vs. shared folder 1009 
child node vs. distributed file system link 1009 
client perspective 1017 
creating distributed file system topology 1016 
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Distributed fIle system (Dfs) (continued) 
description 1001 
Dfscmd.exe 1023 
Dfsgui.msc 1016 
Dfsuti1 tool 1053-1054 
disaster recovery strategy 1039 
distributed fIle system-aware clients 1017, 1020, 1022 
domain-based distributed file system 1007 
fault-tolerant distributed fIle system vs. domain-based 

distributed fIle system 1009 
features 1004-1006 
File Replication Service 

distributed fIle system console 1065 
enabling or disabling replication 1061-1062 
forcing replication between sites 1077 
full mesh topology 1077 
implementing distributed fIle system 1045 
replica sets 1065 
replicating distributed fIle system replicas 1061-

1062 
scheduling replication 1075-1077 
support 1046 
tuning recommendations 1077 

implementing 
Active Directory 1043 
Autodisconnect guidelines 1042 
Cluster service 1045 
distributed file system clients 1041-1042 
distributed file system servers 1040 
extensions 1041 
File Replication Service 1045 
load sharing 1043-1044 
randomizing replicas 1041-1042 
revision levels 1044 
Setup considerations 1040-1042 
TIL guidelines 1041-1042 

inter-distributed fIle system link vs. distributed fIle system 
link 1009 

junction vs. distributed file system link 1009 
leaf vs. shared folder 1009 
links 1008 
maintaining configurations 

checking shared folder status 1047 
removing distributed fIle system 1048-1049 
taking resources offline 1048 
using distributed file system console 1047 

migration strategy 
Active Directory Client Pack for Windows 

95IWindows 98 1038 
compatibility with other operating systems 1038 
distributed fIle system 4.x 1037 
DSClient Pack for Win9x 1038 

Distributed fIle system (Dfs) (continued) 
migration strategy (continued) 

incorporating existing shared folders 1037 
incremental implementation 1037 
platform interoperability 1038 

monitoring distributed fIle system activity 1046 
namespace strategy 

content of roots 1032 
domain-based distributed fIle system vs. stand-alone 

distributed fIle system 1032 
hierarchy depths 1031 
hierarchy of roots 1031 
NTFS 1032 
number in domains 1031 
publishing shared folders 1033 
share types 1032 
shared folder and link relationships 1033 
when to use replicas 1033 

naming strategy 
domain naming 1029 
link naming 1030 
overview 1028-1029 
root naming 1030 
server naming 1029 
shared folder naming 1031 

Network Monitor 1046 
node vs. shared folder 1009 
nomenclature 1007-1009 
overview 1003-1004 
PKT 1008 
problems solved by distributed file system 

adding distributed fIle system links 1026 
capacity expansion 1026-1027 
high availability 1025 
Internet Information Services 1027-1028 
intranet/Internet publishing 1027-1028 
list of 1024 
load sharing 1025 
unified namespaces 1024-1025 
Web publishing 1027-1028 

processes 
access to shared folders 1011-1012 
caching referrals by clients 1010-1011 
establishing security 1015 
failover between replicas 1013-1014 
list of 1009 
maintaining PKTs 1009-1010 
replicating files 1014 
resolving distributed fIle system links 1012-1013 

referrals 1008 
removing 1048-1049 



Distributed file system (Dfs) (continued) 
replication policies 1008 
replication strategy 

automatic vs. manual 1034-1035 
replica sets 1034-1035 
replication types 1034 
roots 1034 
site topology 1035-1036 

restoring Active Directory 447 
revision levels 1008 
roots 

content 1032 
description 1007 
domain-based distributed file system vs. stand-alone 

distributed file system 1007, 1032 
hierarchies 1031 
naming strategy 1030 
replicas 1008 
replication strategy 1034 

scripts 1023 
security 

ACLs 1015, 1036 
description 10 15 
Domain Admins group 1036 
permissions 1015, 1036 
strategy 1036 
troubleshooting 1052 

shared folders 1008 
sizing limitations 10 16 
stand-alone distributed file system 1007 
topology 1007 
troubleshooting 

access to links 1051 
access to namespaces 1050 
access to shared folders 1051 
categories (list) 1050 
distributed file system tab 1051 
replication latency 1052-1053 
security related issues 1052 
tracking shared folders 1051 

TTL 1008 
volume vs. shared folder 1009 
Web sites 1055 
Windows NT 4.0 vs. Windows 2000 terms 1009 

Distributed security services 886-887 
Dll files (list) 58 
DN See Distinguished Name 
DNS See Domain Name System 
Dnscmd.exe 492 
Domain accounts 86-88 
Domain Admins Group 1036 
Domain containers 99, 107, 109 
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Domain controller locator See Locator 
Domain controllers 

Active Directory objects 42-44 
Active Directory replication topology 330 
Active Directory servers 659 
adding additional 581 
automatic site coverage 164-166 
backup See Backing up, Active Directory 
BDCs 9,42 
cached 147 
conflict resolution 391 
description 73 
enabling auditing policy for 567 
File Replication Service 1082 
FSMOs See Flexible Single-Master Operations 
garbage collection 76 
Global Catalog 193-195,358-360 
Group Policy 

domain controller selection results 1272 
migration issues 1286-1288 
policy for domain controller options 1270-1271 
specifying domain controllers 1269-1270 

installing 138 
IP Deny List 1510 
KCC See Knowledge Consistency Checker 
LDAP 150-156, 178-188 
locating 147,157-161,465-468 

See also Active Directory, name resolution 
locating closest site 161-167 
multimaster updates 391 
name registration 147-150 
PDCs 

failures 403-404 
mixed-mode domains 43 
overview 398-399 
PDC operations master 1501 

removing 142-143 
repairing 631-633 
requests 171-172 
responses 172-173 
restore See Restoring, Active Directory 
SAM 88 
schema master 238-241 
sites 129, 162 
troubleshooting 

advertising as Global Catalog servers 540-541 
connectivity 528 
consistency management 537 
critical services checks 533-537 
Dcdiag tool 527 
detecting directory partition differences 541-545 
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troubleshooting (continued) 

directory partition head permissions 528 
Event Viewer 526 
failures 403 
File Replication Service 533 
identifying roles 538-539 
inter-site health 529 
Locator functionality 528 
network connectivity 478 
overview 525 
replication 528 
replication latencies 532 
replication of trust objects 533 
topology integrity 528 
trust verification 529-532 
user permissions 528 

verifying DNS registration 494-497 
Domain Name System (DNS) 

See also Domains 
Active Directory architecture 461 
Active Directory structnre 10-18 
Active Directory-integrated 15-18 
client configuration verification 127 
computer names 12-13 
domain name labels 8 
domain name verification 127 
dynamic updates 18, 148 
host computers 7 
host names 12-13 
host records 155 
installation confignration 140 
Internet 11 
locating domain controllers 147 
name resolution overview 145 
name servers 13-18 
naming conventions 7-9 
reference materials 51 
resolvers 13-15 
secure dynamic updates 18 
SRV records 150-156 
troubleshooting 

identifying prohlems 492-497 
name resolution 501 
registration 489-490 
tips 499 
tools 490-492 

verifying confignrations 492-494 
verifying registration 494-497 
zones 13-15 

Domain naming master 
Active Directory installation 580 
failnres 404-406 
managing with Ntdsutil 1501 
operations master roles 582 
overview 395-396 

Domain user accounts 934 
Domain-based distributed file system 

description 1007 
removing 1049 
stand-alone distributed file system comparison 1007, 

1032 
Domains 

See also Domain Name System (DNS) 
Active Directory vs. DNS 10-12 
authentication 

cross-domain 649-650 
protocols 26-27 
trust relationships 23 

child 
description 5 
installing 137 
overview 7-8 
tree structure 20 

contiguous naming 8, 19-20 
description 5 
directory partitions 107-109, 229-230 
external 115-116 
flat structure 5, 9 
forest root 22, 137 
forest structure 135 
hierarchical structure 5 
installing new 135-139 
joining computers 

common errors 548-554 
domain controller changes 547 
identifying problems 547 
Netsetup.log 547 
overview 546 

mixed-mode 71,87, 1072 
name registration 11-12,147-150 
namespaces 

Active Directory vs. DNS 10-12 
description 6 
Internet 11-12 
noncontiguous 21-22 
tree structure 19-20 

naming conventions 7-9 
native-mode 33,46-47,71 
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noncontiguous naming 21-22 
Ntdsutil 1507 
organizational units 48-49 
parent 5,7-8,20 
root 18,22,101-102,137 
SAM structure 88 
searching 193-195 
tree structure 18-20 
tree-root 30, 138 
trust relationships 

access to resources 23 
authentication 23 
default creation 18 
one-way 33-35 
two-way 24 

DRF See Data recovery field 
DSA See Digital Signature Algorithm; Directory system 

agent 
Dsac1s tool 565 
DSA-Specific Entry See RootDSE 
Dsastattool 541-545 
DSClient Pack for Win9x 1038 
DsGetDcName API 158-161 
DSS See Digital Signature Security Standard 
DSS Cryptographic Provider 899 
DupAuto.osc 1538 
Dynamic Host Configuration Protocol (DHCP) 

computer addresses 12 
Remote Installation Services servers 1380-1381 
troubleshooting network connectivity 481 

Dynamic updates 18, 148,498 

E 
Edb.chk 440, 595 
Edb.1og 440,595 
EFS See Encrypting File System 
EFS driver 845-846 
EFS File System Run-Time Library (FSRTL) 845-847 
EFS service 845-846 
Efsinfo.exe 872 
E-mail 988 

See also Network security, secure mail 
Empty policy vs. no policy 861,873-874 
Encrypted Data Recovery Agents 860 
EncryptFile( ) API 848 
Encrypting File System (EFS) 

See also Cryptography 
administrative procedures 

assigning recovery agent accounts 868-870 
Certificate Export Wizard 866 
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administrative procedures (continued) 

configuring recovery agent policy 871 
deleting private keys 867 
disabling Encrypting File System for specific 

computers 873-874 
disabling Encrypting File System for specific 

folders 875 
Efsinfo.exe 872 
empty policy vs. no policy 873-874 
Group Policy 868-870 
list of 866 
Profiles folder 875 
protecting . pfx files 867 
recovering files or folders 872-873 
securing recovery keys 866-868 
smart cards 868 
System attribnte 875 
using system keys 876-879 
viewing recovery agent information 872 

certificates 
ACLs 865 
Active Directory 865 
CAs 850 
certificate templates 865 
Certificates console 851 
enterprise CAs 865 
how Encrypting File System works 864 
recovery agent certificates 852-853, 865-866 
self-signed 864 
storing 850-853 
types of certificates 865 
user certificates 832, 864-865 

description 827 
features 

ACLs 829 
backups 830 
data recovery system 831-832 
default recovery agent accounts 831 
NTFS integration 830 
privacy 829 
recovery agent accounts 831 
recovery agent certificates 831 
temporary copies 830 
transparent operation 830 

how Encrypting File System works 
Active Directory 843 
certificates 864 
components 845-847 
CreateFile( ) API 848 
creating new files 848 
CryptoAPI 845, 848 
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how Encrypting File System works (continued) 

CSP 845 
DDF 844 
DecryptFile( ) API 849 
decrypting files 849 
DRF 844 
EFS driver 845-846 
EFS FSRTL 845-847 
EFS service 845-846 
EncryptFile( ) API 848 
encrypting files 847-848 
encrypting plaintext files 848 
FEK 843 
file structure 844 
Group Policy 846-847 
paging files 846-847 
public key algorithms 843 
public key technology 843 
reading and writing data 848-849 
recovering files 849-850 
symmetric key encryption 843 

implementation planning 856-859 
levels of encryption 855 
master keys 854 
network security 

Encrypted Data Recovery Agent 764 
file encryption 763 
overview 762-763 
portable computers 766 
public key technology 763 
recovery agent accounts 765-766 

overview 829 
printing fIles 879-880 
Protect folder 854 
protecting encryption keys 855 
recovering encrypted data 987-988 
recovery agents 956-957,987-988 
recovery policy 

Active Directory 863 
empty policy vs. no policy 861 
Encrypted Data Recovery Agents 860 
Group Policy 860-863 
overview 860 
policy enforcement 861-863 
policy implementation 860-861 
recovery agent accounts 860 
storage 863 

RSA folder 853 

Encrypting File System (EFS) (continued) 
security 

implementation planning 856-858 
privacy feature 829 
recovery keys 861 
transparent operation feature 830 
using system keys 876-879 

spool fIles 879 
storing private keys 853-855 
troubleshooting 881-882 
what users see 

attributes 833-834 
backing up files or folders 841 
Backup tool 840-841 
Certificate Export Wizard 841 
Certificate Import Wizard 841 
cipher command 838-839 
copying files or folders 840-841 
decrypting fIles or folders 839 
Encrypting File System user certificates 832 
encrypting fIles or folders 835 
encrypting from command prompt 838-839 
encrypting on remote computers 841 
encrypting using Windows Explorer 835-838 
fmding encrypted fIles 833-834 
moving fIles or folders 840-841 
renaming files or folders 840-841 
run time 832 
setting shared folder permissions 842 
trusted for delegation 840 
Write permission 835 

Encryption 
bulk encryption 792 
Encrypting File System See Encrypting File System 
overview 791-793 
private keys 792-793 
public keys 792-793 
recovering encrypted data 986-988 
secret keys 791-792 
session keys 792 
symmetric keys 791-792 

Encryption Pack CD 902 
Enhanced Cryptographic Provider 899-901 
Enterprise certification authorities (CAs) 

authenticated access 960 
CA policy 890 
certificate life cycle 921-922 
certificate templates 891-893 
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certificate types 891-893 
description 886,918 
Encrypting File System 865 
overview 813-815 
Policy Settings container 897 
publishing certificates 944 
requesting certificates 965, 969 

Enterprise Trust store 913 
Entries, cluster log See Cluster log entries 
Error messages 

another install in progress 1461 
Client Installation Wizard 1405 
client unknown 1476 
Cluster service 1170 
debugging 1474 
DHCP packets not forwarded 1477 
installation 1454 
no scope problem 1473 
prestaged clients server down 1476 
RPC server unavailable 1473 
server not authorized 1474 
server not set to answer 1475 
unable to read Active Directory settings 1475 
unknown user 1477 

ESE See Extensible Storage Engine 
Esent.dll 63, 464 
Esentutl.exe 1495-1499 
Eventlogs 365,1175,1480-1482 
Event Processor 1126-1127 
Event Viewer 

Active Directory replication topology 365 
description 421 
File Replication Service 1080 
troubleshooting 

access control 563 
DNS 490 
domain controllers 526 
errors and registry keys 1478-1482 
network connectivity 470-471 
replication 615-621 

Everyone group 189 
Examples 

certificate life cycle 924-925 
DNS dynamic updates 484 
failure scenarios See Cluster logs, failure scenarios 
forward-link and back-link attributes 113 
Group Policy delegation 1260-1261 
host and SRV records 156 
LAN with network connectivity 473 
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LAN without network connectivity 473 
LDAP search 176 
LDIF import file 266 
monitoring network traffic 483 
replication Event Viewer messages 617-619 
successful network connectivity 477 
unsuccessful DNS registrations 475 
unsuccessful secure channel verifications 475 

Exchange Server 308-309 
Exclusive locks 1134 
Expired tickets 655 
Export restrictions 824-825 
Extended rights 689-690 
extendedCharsAllowed attribute 212-214,246 
Extending 

Group Policy See Group Policy, extensions 
schema See Schema, extending 

Extensible Storage Engine (ESE) 
Active Directory 464 
Active Directory storage 63-64 
IS~ 63, 1495-1499 
Ntds.dit 63 
online defragmentation 78 
performance counters 428-432 

Extension attributes 84-85 
External cross references 182-185 
External domains 115-116 
External trust relationships 31 

F 
Factoring attacks 818 
Failed bridgehead servers 352-355 
Failed JOIN operations 1137-1139 
Failover between replicas 1013-1014 
Failover Manager 1126-1127 
Fault-tolerant distributed file system vs. domain-based 

distributed file system 1009 
FEK See File encryption key 
File encryption key (FEK) 843 
File Installed counter 1079 
File Replication Service (FRS) 

See also Replication 
Active Directory 

authoritative and nonauthoritative restore 452 
how File Replication Service works 1064 
polling intervals .1069 

concurrent users 1063 
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connection tables 1068 
customizing 

Active Directory Users and Computers 1074 
adjusting staging directory size 1078 
balancing bandwidth 1078 
disabling logging 1078 
distributing disk usage 1077 
file and folder filters 1073-1074 
maintaining throughput 1078 
scheduling replication 1074-1077 
tuning recommendations 1077-1079 
using File Replication Service with Remote 

Storage 1079 
database 1068, 1083 
description 1057 
distributed file system 

distributed file system console 1065 
enabling or disabling replication 1061-1062 
forcing replication between sites 1077 
full mesh topology 1077 
implementing distributed file system 1045 
replica sets 1065 
replicating distributed file system replicas 1061-

1062 
scheduling replication 1075-1077 
supporting distributed file system 1046 
tuning recommendations 1077 

how File Replication Service works 
Active Directory 1064 
changes 1068 
concurrent users 1063 
detailed operations 1065-1067 
inbound partners 1065 
inbound/outbound relationships 1065 
Jet 1068 
"last writer wins" algorithm 1063 
multirnaster replication 1062 
Ntfrs.jdb 1068 
outbound partners 1065 
overview 1062-1064 
polling intervals 1069 
redundancy 1062 
replication latency 1063 
replication links 1065 
replication partners 1065 
sequence of events 1066-1067 
startup 1069 
tables 1068 
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inbound log 1068 
key terms 1060 
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L~Repl 1059, 1070-1072 
Ntfrsutl tool 1089 
outbound log 1068 
overview 1059-1060 
performance 

Event Viewer 1080 
FileReplicaSet counters (list) 1079 
monitoring 1079-1080 
objects 1079-1080 
tuning recommendations 1077-1079 

polling intervals 1069 
Remote Storage 1079 
replica sets 

description 1060 
distributed file system 1065 
file and folder filters 1073-1074 
inbound partners 1065, 1078 
inbound/outbound relationships 1065 
outbound partners 1065, 1078 
remote storage 1079 
scheduling replication 1075-1077 
SYSVOL 1065 
tables 1068 
tuning recommendations 1077 

replication latency 1063 
restoring replicated files 

authoritative restore description 1081 
authoritative restore for domain controllers 1082 
authoritative restore for member servers 1083 
authoritative restore process 1082 
nonauthoritative restore description 1080 
nonauthoritative restore for domain controllers 1082 
nonauthoritative restore for member servers 1083 
nonauthoritative restore process 1081 
overview 1080-1081 
SYSVOL authoritative restore 1082 

security 1064 
starting on member servers 1061 
SYSVOL 

authoritative restore 1082 
description 1060 
directory objects 1075 
File Replication Service process 1071 
KCC 1065 
replica sets 1065 
replicating SYSVOL 1060-1061 
scheduling replication 1074-1075 
site-to-site replication 1074 
trigger schedules 1074 

tables 1068 
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troubleshooting 

analyzing log files 1088 
Debug log settings 1086 
log settings 1086-1087 
logs 1085-1088 
procedures 1084-1085 

upgrading to File Replication Service 
File Replication Service process 1071 
LMRepl 1070 
mixed environment 1072 

version vector 1068 
FileReplicaConn counters 1079 
FileReplicaSet counters 1079 
Files 

See also Tombstones 
.csv 267-269 
.zap 1301, 1346-1350 
administrative template 1236-1237 
answer 

associating with RIPrep images 1395-1396 
creating Setup answer files 1394 
how answer files are used 1398 
modifying 1394-1395, 1409-1410 
overview 1394 
PID 1398-1399 
setting security permissions 1396-1397 
unattended setup 144 

Basicd.inf 1241 
Basicsv.inf 1241 
Basicwk.inf 1241 
batch 1495 
Bootcode.dat 1392 
Capolicy.inf 937 
CertReq.exe 989 
CertSrv.exe 990 
CertUtil.exe 989 
checkpoint 595 
Choice.osc 1537 
Compatws.inf 1240 
Dcpromo.exe 121 
Dcpromo.log 577 
Dcpromos.log 577 
Dcpromoui.log 576, 585-594 
Dfs.sys 1019-1020 
Dfs.vxd 1020 
Dfscmd.exe 1023 
Dfsgui.msc 1016-1018 
Dfssvc.exe 1019-1020 
Dfsui.dll 1018 
Display.osc 1408-1409 
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DupAuto.osc 1538 
Edb.chk 440, 595 
Edb.log 440,595 
Efsinfo.exe 872 
Esent.dll 63 
Esentutl.exe 1495-1499 
Gpt.ini 1248-1249 
Hisecdc.inf 1241 
Hisecws.inf 1241 
Imirror.dat 1392 
Install.osc 1538 
Kdcsvc.dll 59 
Kerberos.dll 58 
LDIF export 266 
LDIF import 266 
Ldp.exe 95 
Login.osc 1537 
Lsasrv .dll 59 
Lsass.exe 56 
MsvLO.dll 58 
Mup.sys 1019-1020 
Netapi32.dll 1018-1020 
NetIogon.dll 58 
NetIogon.log 577 
Netsetup.log 577 
Ntds.dit 
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authoritative restore commands 1506-1507 
database copy 111 
description 440 
distribution copy 111 
ESE 63,1495 
file management commands 1496-1499 
location 123, 129, 209 
semantic database analysis commands 1512 
size 81 

Ntdsa.dll 59 
Ntfrs.jdb 1068, 1088 
Ntfrsapi.log 578, 1085 
Nwrdr.sys 1019 
Offline 

desktop configurations 1213-1214 
IntelliMirror 1196 
not available 1445-1447 
troubleshooting 1478-1479 

OSAuto.osc 1538 
OSChoice.osc 1407, 1538 
OSChooser See OSC variables 
package (.msi) 1333,1340-1342 
paging 846-847 
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patch (.msp) 1302, 1333 
Pmon.exe 421 
Poledit.exe 1225-1227 
Rbfg.exe 1366 
Rdr.sys 1019 
Registry.pol 1251 
Res1.log 440 
Res2.1og 440 
reskit.com 147,394 
Resrcmon.exe 1140 
RIPrep.exe See Remote Installation Preparation (RIPrep) 

images 
RIPrep.1og 1391 
RISetup.exe See Client Installation Wizard 
Samsrv.dll 59 
Schannel.dll 58 
Schema.ini 210 
Secur32.dll 59 
Securedc.inf 1240 
Securews.inf 1240 
spool 879 
transform (.mst) 1302, 1340 
Userenv.1og 578 
Vredir. vxd 1020 
Warning.osc 1538 
We1come.osc 1471-1472,1537 
W1bs.sys 1093 

Filters, LDAP search 176-178 
FIPS 140-1 Levell Cryptographic Provider 773,899 
Firewalls 192 
Flat domain structure 5, 9 
Flexible Single-Master Operations (FSMOs) 

master role descriptions 
domain naming master 395-396 
infrastructure master 400 
overview 394-395 
PDC emulator 398-399 
RID master 397 
schema master 395 

master role failures 
domain naming master 404-406 
infrastructure master 404 
Ntdsutil for role placements 406-409 
overview 403 
PDC emulator 403-404 
RID master 404-406 
schema master 404-406 

Flexible Single-Master Operations (FSMOs) (continued) 
master role placement access 

controlling access 409-411 
controlling role seizures 412 
controlling role transfers 411-412 
scripting role placements 413-414 
scripting role seizures 413 
scripting role transfers 413 

master role placements 
choosing domain controllers 401 
locating replication partners 401 
maintaining 402 
overview 400 
per-domain role placements 401-402 
per-forest role placements 402 
planning 400-402 
transferring roles 402-403 

master role technical details 414-416 
Ntdsutil 1501-1504 
overview 391-393 
schema extensions 238-241 
troubleshooting 608-611 

Folder Redirection 
desktop configurations 1211-1213 
IntelliMirror 1197 
troubleshooting 1448-1451,1478-1479 

Forest structure 
See also Tree structure 
domain installation 135 
domain naming master 395-396 
Global Catalog 73 
infrastructure master 400 
master role placements 400 
master roles 394-395 
overview 20 
PDC emulator 398-399 
per-forest role placements 402 
reskit.com 394 
RID 397 
root domains 22-23,101-102,137 
schema master 395 
site information 162 

FORTEZZA Crypto Cards 773-774 
Forwarded tickets 657 
Forward-link attributes 112-113, 195 
FQDN See Fully qualified domain name 
FRS See File Replication Service 
fSMORoleOwner attribute 238-240 
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Fully qualified domain name (FQDN) 12 
Function calls 1485-1486 

G 
Garbage collection 

attributes 76-78 
description 76 
during replication 316-317 
intervals 76, 316 

GdwQuoBlockingResources 1134-1135 
Gemplus SCA 901,974 
Global Catalog 

attributes 45 
description 193 
designating 45-46 
domain controllers advertising as 540-541 
domain logon support 46-47 
failed logons in absence of 562 
forest structure 73 
overview 44-45 
per-forest role placements 402 
replication 358-360 
search requests 47-48 
searching 193-195 
universal group membership 46-47 
UPN 47 

Global Update Manager (GUM) 
cluster log abbreviations 1126-1127 
context numbers 1180-1182 
sequence numbers 1132-1133, 1175 
update functions 1180-1182 
updates 1142-1143 

Globally unique identifiers (GUIDs) 
cluster logs 1130-1132, 1175-1176 
extended rights 689 
object identity 39 
Remote Installation Services 1378-1379 
SIDs comparison 697-698 

govern sID attribute 
adding classes 247-248 
attribute pairs 218 
classSchema 214 
object identifiers 224-226 
schema objects 220-222 

Gpt.ini 1248-1249 
Group members 115-116 

Group Policy 
Active Directory 

Active Directory and SYSVOL 
unsynchronized 1435-1436 

objects 1227 -1229 
storage 1246-1248 
structure 1227-1229 
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best practices 1289-1290 
change and configuration management 1205, 1223, 1429 
client-side processing 

extension computer policy 1275-1277 
extension preferences 1273-1274 
extensions (list) 1273 

delegating with security groups 
controlling rights 1256 
creating MMC snap-ins 1261-1263 
creating objects 1258 
description 1254 
editing objects 1258-1259 
examples 1260-1261 
managing links for sites, domains, organizational 

units 1257-1258 
setting security permissions 1256-1257 
tasks delegated (list) 1256 

description 1223 
desktop configurations 1206-1207 
Encrypting File System 

assigning recovery agent accounts 868-870 
paging files 846-847 
recovery policy 860-863 

extensions 
client-side extension description 1246 
client-side extension preferences 1273-1274 
client-side extensions (list) 1273 
computer policy for client-side extensions 1275-

1277 
extending Group Policy console 1245-1246 
Folder Redirection 1244-1245 
MMC snap-in extension descriptions 1234-1235 
MMC snap-in model 1231 
Security Settings extension 1222 
Software Installation console See Software 

Installation console 
stand-alone computers 1278 

filtering with security groups 
DACLs 1254 
description 1254 
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filtering with security groups (continued) 

filtering the scope 1254-1255 
setting security permissions 1254-1255 

installation settings 133 
IntelliMirror See IntelliMirror, Group Policy 
links 

cross-domain editing 1253 
description 1252 
links for sites, domains, organizational units 1230, 

1257-1258 
multiple objects 1253 
No Override vs. Block Policy inheritance 1252 
storage domains 1253 

loopback support 1282-1283 
managing 1229-1231 
migration issues 

client side 1286 
domain controller side 1286-1288 
overview 1285 
trust relationships with previous versions 1289 
Windows 2000 accounts 1287-1288 
Windows NT 4.0 accounts 1286-1288 

MMC snap-ins 
Administrative Templates 1236-1237, 1285 
access to 1230 
computer configurations 1232 
creating 1261-1263 
extending Group Policy console 1245-1246 
extension descriptions 1234-1235 
extension model 1231 
focusing on remote computers 1279-1281 
namespace configurations 1232 
objects 1229-1230 
overview 1226-1227 
stand-alone computers 1278 
user configurations 1233-1234 

namespace configurations 
.admfile 1236-1237 
Administrative Templates 1236-1237 
computer configurations 1232 
description 1232 
incremental security templates 1239 
MMC snap-in extensions 1234-1235 
Remote Installation Services 1237-1238 
security settings 1238-1239 
user configurations 1233-1234 

objects See Objects, Group Policy 

Group Policy (continued) 
overview 1225-1227 
processing 

client-side processing See Group Policy, client-side 
processing 

domain controller selection results 1272 
network connections 1266 
optional processing 1266 
order of processing 1263-1264 
periodic refresh processing 1265-1266 
policy for domain controller options 1270-1271 
registry reads 1268 
slow links 1266 
slow-link definitions 1267-1268 
specifying domain controllers 1269-1270 
synchronous and asynchronous processing 1265 

Public Key See Public Key Group Policy 
reference materials 1290 
Remote Installation Services 1374-1375 
security configurations 

See also Security, Group Policy 
Basicd.inf 1241 
Basicsv.inf 1241 
Basicwk.inf 1241 
client-side extensions 1246 
Compatible template 1240 
Compatws.inf 1240 
default security templates 1241 
extending Group Policy console 1245-1246 
Folder Redirection extension 1244-1245 
High Secure template 1241 
Hisecdc.inf 1241 
Hisecws.inf 1241 
scripts 1243-1244 
Secure template 1240 
Securedc.inf 1240 
Securews.inf 1240 
Software Installation 1242 
WSH 1243 

software installation and maintenance 
AddlRemove programs 1296 
adding Group Policy objects 1309 
description 1297 
preparation phase 1299-1300 
prioritizing file extensions 1317 
security settings 1299 
specifying requirements 1299 
strategies for software deployment 1299-1300 
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troubleshooting See Software installation and 
maintenance, troubleshooting 

versions not supported 1300 
Windows Installer See Windows Installer 

stand-alone computers 
focusing on remote computers 1279-1281 
local object processing 1281 
local objects 1278 
overview 1278 
Windows 2000 Professional 1279 

storage 
Active Directory 1246-1248 
Gpt.ini 1248-1249 
Group Policy container 1246-1248 
Group Policy template 1248 
local objects 1249-1251 
Machine folder 1249 
non-local objects 1246-1248 
overview 1246-1247 
Registry.pol 1251 
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verbose logging 1429-1430 

Trusted Root Certification Authorities 953 
user profiles 1209, 1225 
User Settings Management See User Settings 

Management 
Web sites 1290 
Windows 95IWindows 98 1226, 1284 
Windows NT 4.0 
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instanceType attribute 246 
Integrated Windows authentication 960 
IntelliMirror 

Active Directory 1193-1194 
Active Directory Users and Computers 1193-1194 
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tools 364-365 
topology generation 

between sites 377-380 
phases 366-367 
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LDAP See Lightweight Directory Access Protocol 
LDAP API 68,1485-1486 
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Local user profiles 1208 
LocalSystem 1515 
Locating 

closest site 161-167 
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See also Active Directory, name resolution 
host records 148-149 
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Active Directory diagnostics 570-575 
Active Directory logging description 118 
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Login.osc 1537 
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passwords 670-672 
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Debug log settings 1086 
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mAPIDisplayType attribute 212,214 
MaskSourceMAC 1106 
Master keys, Encrypting File System 854 
Master operations See Flexible Single-Master Operations 

(FSMOs) 
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Merge algorithms 1217-1219 
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LDAP provider 69 
overview 69 
schema extensions 272-273 

Microsoft Base Cryptographic Provider 898-901 
Microsoft Base DSS and Diffie-Hellman 899 
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Microsoft DSS Cryptographic Provider 899 
Microsoft Enhanced Cryptographic Provider 899-901 
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Microsoft FIPS 140-1 Level I Cryptographic Provider 773, 

899 
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Microsoft Management Console (MMC) (continued) 
Active Directory Schema (continued) 

schema extensions 274 
schema master changes 238 
schema modifications 236 
transferring roles 402-403 

Active Directory Sites and Services 
description 106 
distributed file system replication strategy 1035 
locating replication partners 401 
modifying ACLs 948-949 
replication topology 364 
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Active Directory Users and Computers 
certificate mapping 934 
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IntelliMirror 1193-1194 
modifying file or folder filters 1074 
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viewing rootDSE 95 
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Encrypting File System 851 
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configuring CAs 941 
configuring certificate types 945-946 
configuring exit modules 943-944 
configuring policy modules 942-943 
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Failed Requests container 897 
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publishing CRLs 984 
renewing CAs 986 
Revoked Certificates container 896 
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troubleshooting access control 563 
troubleshooting DNS 490 
troubleshooting domain controllers 526 
troubleshooting errors and registry keys 1478-1482 
troubleshooting network connectivity 470-471 
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authenticated Web site access 758 
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overview of snap-ins 419 
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advertising software 1294 
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deploying software 1305 
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Group Policy 1242 
overview 1294-1295 
publishing software 1295 
pull model 1305 
removing software 1337 
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Windows Installer See Windows Installer 
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Microsoft Outlook 749 
Microsoft RPC See Remote procedure call 
Microsoft RSAISchannel Cryptographic Provider 899 
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Management Server (SMS) 
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Encrypting File System 
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Microsoft Windows Sockets 288 
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Migrating 
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Group Policy 1285-1288 
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Mixed environments 34-35, 1072 
Mixed-mode domains 

mixed-environment comparison 1072 
PDC emulator 43 
SAM 71,87 
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FolderRedirection 1211-1213 
Offline Files 1213-1214 
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Monitoring 

Active Directory 417-419 
distributed file system 1046 

Move requests 316 
MsvLO.d11 58 
MTF See Microsoft tape format 
Multicast mode 1102-1103 
Multimaster operations 42, 696 
Multimaster replication 304-305, 320-321, 1062 
Multimaster updates 391 
Multiple language support 1321-1322,1412-1413,1538 
MtiItiple Web sites (multihoming) 1109-1110 
Multiple-level certification authorities 916-917 
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Name servers, DNS 13-18 
Name-based authorization 665-666 
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See also Namespaces 
canonical 40 
computer 12-13 
conventions 7-9 
distinguished name See Distinguished name 
distributed file system naming strategy 

domain naming 1029 
link naming 1030 
overview 1028-1029 
root naming 1030 
server naming 1029 
shared folder naming 1031 

DNS host 12-13 
domain See Domain Name System (DNS) 
flat 6 
group 1130-1132 
hierarchical 6 
LDAPURL 39 
logon 41-42 
mapping 40 
NetBIOS 6,12-13,150 
objects 36 
principal 295 
registration 11-12 
relative distinguished name 37, 174 
resource 1130-1132 
SAM account 41 
SPNs 

creating 297-298 
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host-based service 298 
mutual authentication 296 
services 298 
syntax 297 

unique name verification 126 
UPN 41-42 

Namespaces 
See also Names 
Active Directory vs. DNS 10-12 
description 6 
distributed file system 

content of roots 1032 
domain-based vs. stand-alone 1032 
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Namespaces (continued) 
distributed file system (continued) 

hierarchy depths 1031 
hierarchy of roots 1031 
NTFS 1032 
numberin domains 1031 
publishing shared folders 1033 
share types 1032 
shared folder and link relationships 1033 
troubleshooting 1050 
unified file system 1024-1025 
when to use replicas 1033 

Group Policy 
.adm file 1236-1237 
Administrative Templates 1236-1237 
computer configurations 1232 
description 1232 
incremental security templates 1239 
MMC snap-in extensions 1234-1235 
Remote Installation Services 1237-1238 
security settings 1238-1239 
user configurations 1233-1234 

Internet 11-12 
noncontiguous 21-22 
tree structure 19-20 
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Naming contexts See Directory partitions 
Native Windows Installer packages 1301, 1342 
Native-mode domains 33,46-47,71 
Nbtstat tool 502-507 
Net Logon service 

authentication 641 
description 148 
DSGetDcName API 158-161 
mapping addresses and names 163-164 
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Net view tool 563-565 
Netapi32.dll 1018, 1020 
NetBIOS See Network Basic Input/Output System 
Netdiag tool 474-478,491 
Netdom tool 556-557,566-567 
Netlogon.dll 58 
Netlogon.dns 494 
Netlogon.log 577 
Netscape-compatible Web-based revocation checking 948 
Netsetup.log 547,577 
Network Basic Input/Output System (NetBIOS) 

BDCs 9 
computer names 12-13 
description 6 

Network Basic Input/Output System (NetBIOS) (continued) 
domain names 150 
flat domains 9 
identifying IP addresses 502 
identifying name resolution problems 502-507 
name validation 127 
remote cache table 502 
RPC Locator 292 
validating IP addresses 503 

Network connections, restoring 457-458 
Network Load Balancing 

affinity 1099-1100 
application data state vs. session state 1094 
cluster parameters 1102-1103 
components 1097 
configuring 1101-1102 
convergence 1098 
dedicated IP address 1104 
default handling of client requests 1115 
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design 1097-11 00 
heartbeats 1098 
host parameters 1103-1104 
Host Priority ID parameter 1103 
how Network Load Balancing works 1094-1095 
implementing 1101 
incompatible applications 1101 
Initial parameter 1103 
multicast mode 1102-1103 
network hardware switches 1106-1108 
overview 1093 
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PPTP 1112 
single-serverfailover support 1113-1114 
streaming media 1113 
virtual private network 1112 
Web site with ASP 1110-1111 
Web site with SSL 1111 

statistical mapping algorithm 1098-1099 
subnet masks 1104 
system requirements 1096 
unicast mode 1102-1103 
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distributed file system 1046 
identifying NetBT problems 505 
installing 482 
sniffer traces 

joining computers to domains 550 
LDAP Bind Response 521 
troubleshooting network traffic 482-486 
unsuccessful NBT Query response 506 

Network security 
See also Security 
access control See Access control 
ACLs See Access control lists 
automating code signing 762 
authentication See Authentication 
choosing solutions 

analyzing existing information 777 
assessing costs vs. benefits 780-781 
assessing risks 779-780 
determining requirements 778-779 
goals 777-778 
overview 776-777 
testing proposed plans 781 

code signing on Internet 761 
custom security applications 774-775 
digitally signed software 760-762 
Encrypting File System 

Encrypted Data Recovery Agent 764 
file encryption 763 
overview 762-763 
portable computers 766 
public key technology 763 
recovery agent accounts 765-766 

FlPS 140-1 Levell Cryptographic Provider standard 773 
FORTEZZA Crypto Cards 773-774 
IPSec 766-767 
overview of solutions 747-748 
PKI benefits 885-886 
public key technology 

description 743 
Encrypting File System 763 
standards and interoperability 775-776 

secure mail 
clients 750-751 
key management and recovery services 751-752 
overview 748-749 
SIMIME standard 749-750 

smart cards 
benefits 768 
compatibility 771-772 
enrollment 771 
logons 769-770 
options 772 

Network security (continued) 
smart cards (continued) 

other applications 770-771 
overview 767 
PINs vs. passwords 768-769 
remote access 10gons 770 
third-party applications 770-771 

solutions (list) 747-748 
weaknesses 745 
Web access 

anonymous access 757 
authenticated access 758 
certificate mapping 758-759 
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NTFS ACLs 760 
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overview 757 
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benefits 755 
Internet Information Services 755-756 
options 756-757 
overview 752-753 
protocols 753-755 
SSL 753-755 
TLS 753-755 

Web sites 782 
Windows 2000 technologies 746-747 

Nltest tool 478-481,558-561 
Node Manager 1126-1127,1154 
Node states 1126-1127 
Node vs. shared folder 1009 
Nonauthoritative restore 

Active Directory 438, 443-444 
Backup tool 448-451 
Certificate Services 452 
File Replication Service 452, 1080-1083 

Noncircular logging 595 
Noncontiguous namespaces 21-22 
Nouroarning folders 21-22 
Nontransitive trust relationships 24 
Non-Windows Kerberos realm trust relationships 31 
Normal Active Directory backups 437 
Nslookup tool 491,495 
Ntbackup tool See Backup tool 
NTDS object performance counters 423-428 
Ntds.dit 

authoritative restore commands 1506-1507 
database copy 111 
description 440 
distribution copy 111 
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Ntds.dit (continued) 
ESE 63,1495 
file management commands 1496-1499 
location 123,129,209 
semantic database analysis commands 1512 
size 81 

Ntdsa.d1l 59 
Ntdsutil tool 

authoritative restore 
commands 1506-1507 
copying SYSVOL and policy data 455 
performing authoritative restore 1506-1507 
process 453-457 
Repadmin 456 
restoring entire database 454 
restoring specific objects 455 
updating metadata variables 456-457 
verification 455-457 
version number increases 457 
when to use 452 

automating commands 1495 
database integrity checks 597-599 
description 437, 1491 
Directory Services Restore Mode 1496 
domain-naming master 1501 
file management commands 1496-1499 
FSMOs 1501-1504 
infrastructure master 1502-1504 
invoking commands and parameters 1493 
locating database files and log files 599 
location 1491 
log file soft recovery 603 
managing Active Directory files 1495-1499 
managing domain controller consistency 537 
managing domains 1507 
managing IP Deny List 1510 
managing LDAP policies 1508-1509 
managing operations master roles 1501-1504 
managing orphaned metadata 1505 
managing security accounts 1511 
menu commands (list) 1513-1514 
moving databases 600-601 
offline defragmentation 602-603 
PDC operations master 1501 
processing command inputs 1494 
relative ID master 1501 
repairing databases 604 
role placements 406-409 
Roles submenu 1503-1504 
SAM 1496 
schema master changes 239, 1501 

Ntdsutil tool (continued) 
selecting operation target 1500 
SIDs 1511 
using arguments with commands 1494 
using menu commands 1493 
using semantics database analysis 604-606, 1512 
using the Connections menu 1499 

Ntfrs.jdb 1068, 1088 
Ntfrsapi.log 578, 1085 
Ntfrsutl tool 1089 
NTFS file system (NTFS) 

converting FAT to NTFS 737-738 
copying files or folders 840 
creating new files 848 
encrypting files 848-849 
integration 830 
moving files or folders 840 

NTLM authentication protocol 26-30,515,641 
nTSecurityDescriptor attribute 
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NULL site names 167 
Nwrdr.sys 1019 
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Object identifiers 224-226,970 
Object Manager 1126-1127 
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objectClass attribute 

adding attributes 244-245 
adding classes 247-248 
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modifying attributes 246 
objectCategory comparison 178 
schema objects 220-222 

objectClassCategory attribute 
adding classes 247-248 
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schema objects 220-222 

Objects 
See also Attributes 
Active Directory See Active Directory, objects 
category vs. class 178 
child 714-719,731-734 
classes See Classes 
Cluster service 1152-1153 
computer 284 
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computer account 554-555 
Connection Point 281-282 
container 35 
DACLs 729-731 
Database 428-432 
deleted 196 
description 679 
distinguished name 36-37 
File Replication Service 1075, 1079-1080 
Group Policy 

Active Directory structure 1227-1229 
creating objects 1258 
editing objects 1258-1259 
filtering by security group memberships 1230 
Group Policy console 1229-1230 
Group Policy object not opening 1434-1435 
inheritance issues 1440-1441 
IP Security settings 1441-1442 
links See Group Policy, links 
local objects 1278 
merge mode 1283 
more than 1,000 objects 1437-1438 
no Group policy objects applied 1438-1440 
replace mode 1283 
security settings 1442-1443 
storage See Group Policy, storage 
User Rights settings 1441-1442 

GUlDs 39 
leaf 35 
managers 713-714 
names 36 
naming attributes 38 
NTDS performance counters 423-428 
organizational units 48-49 
overview 35 
owners 720-723 
parent 714-719,731-734 
query policy 522-525, 1508 
relative distinguished name 37 
SACLs 731 
schema See Schema, objects 
security 49-50, 659 
service 278 
serviceConnectionPoint 287 
subnet 162 
tombstones 196 

OEM See Original Equipment Manufacturer 
Offline defragmentation 79-81,602-603 
Offline Files 1196,1213-1214,1445-1447,1478-1479 
oMObjectClass attribute 212-214 

oMSyntax attribute 
adding attributes 244-245 
description 212-214 
modifying attributes 246 
syntaxes 222-224 

One-to-one certificate mapping 759 
One-way trust relationships 33-35 
Online defragmentation 78 
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Operating system remote installation See Remote OS 
Installation 

Operational attributes 
becomeSchemaMaster 240 
schemaUpdateNow 228 
supportedControls 211 

Operations masters See Flexible Single-Master Operations 
(FSMOs) 

Optional attributes 
auxiliaryClass 218,220-222,249 
rangeLower 

adding attributes 244-245 
consistency checks 250 
description 212-214 
restrictions 252 

rangeUpper 
adding attributes 244-245 
consistency checks 250 
description 212-214 
restrictions 252 

searchFlags 
adding attributes 244-245 
description 212-214 
indexed attributes 211 

Optional broadcasts 291-292 
Organizational units (OUs) 

administrative hierarchies 48 
delegation of control 49 
description 48, 1193 
Group Policy 48 
restricting enrollment 928 
service publication 284 
sizing tests 84 

Original Equipment Manufacturer (OEM) 1539 
OSAuto.osc 1538 
OSC variables 

creating new Display.osc 1408-1409 
modifying answer files 1409-1410 
modifying OSChoice.osc 1407 
overview 1405-1406 
reserved OSC variables 1410-1412 

OSChoice.osc 1407, 1538 
OSChooser files See OSC variables 
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OS Chooser Markup Language (OSCML) 
Client Installation Wizard screens 1405 
HTML tag comparison 1539 
supported tags 1539-1544 
troubleshooting 1470-1471 

OSCML See OSChooser Markup Language 
OUs See Organizational units 
Outbound log 1068 
Outbound partners 1065, 1078 
Outlook 749 
Out-of-band data 290 
Owners 680 

p 
Packet sizes 340-341 
Packets Received and Sent counters 1079 
Paging files 846-847 
Parent domains 5,7-8,20 
Parent objects 714-719,731-734 
Parent-child trust relationships 30 
Partitioned Knowledge Table (PKT) 1008-1010 
Partitions See Directory partitions 
Passwords 

Active Directory replication topology 388 
administrative 128 
authentication 659 
authoritative restore 457-458 
logon 670-672 
smart cards 768-769, 933 
system keys 660 

PDCs See Primary domain controllers 
PDU See Protocol Data Unit 
Peer-to-peer trust relationships 803 
Performance 

Event Viewer 1080 
File Replication Service monitoring 1079-1080 
File Replication Service objects 1079-1080 
File Replication Service tuning recommendations 1077-

1079 
logon 75 

Performance console 419-421 
Performance counters 

Database object 428-432 
description 420 
ESE 428-432 
FileReplicaConn 1079 
FileReplicaSet (list) 1079 
NTDS object 423-428 
overview 423 
selecting 432-433 

Performance Logs and Alerts 420-421 
Performance tools See Tools 
Permissions 

access masks 680, 687-689 
Active Directory 134, 439, 684-687 
answer files 1396-1397 
CAs 946-949 
certificate templates 946-949 
computer account objects 554-555 
conflicts with privileges 692 
description 680,683 
distributed file system 1015, 1036 
Encrypting File System 842 
Enroll 948 
Encrypting File System 835 
explicit permissions 715-719 
explicitly denied 683 
extended rights 689-690 
Group Policy 1254-1257 
implicitly denied 683 
inheritable permissions 715-719 
inherited permissions 715-719 
parent and child objects 714-719 
publishing services 286 

Personal Identification Numbers (PINs) 
logon process 769-770 
password comparison 768-769, 933 
Smart Card Enrollment Station page 974-975 

Phantom records 117 
Physical certificate stores 902 
PID See Product identification number 
Ping tool 478 
PINs See Personal Identification Numbers 
PKT See Partitioned Knowledge Table 
Placeholder objects 115-116 
Plaintext 785, 819-820, 848-850 
Pmon See Process Monitor 
Point-to-Point Tunneling Protocol (pPTP) 1112 
Poledit.exe 1225-1227 
Policy See Group Policy 
Polling 1069 
possSuperiors attribute 

adding classes 247-248 
attribute pairs 218 
consistency checks 249 
inheritance 217 
schema objects 220-222 
service instantiations 279 

PPTP See Point-to-Point Tunneling Protocol 
Preauthentication data 651,662 



Pre-Boot Execution (PXE) 1380-1381 
Primary domain controllers (PDCs) 

failures 403-404 
mixed-mode domains 43 
overview 398-399 
PDC operations master 1501 

Principal names 295 
Print Queue 281 
Printing Encrypting File System files 879-880 
Private keys 

See also Cryptographic API (CryptoAPI) 
backup and restore 982 
digitally signed software 761 
Encrypting File System 853-855, 867 
encryption 792-793 
exporting 979-980 
key sets 808 
lifetimes 925-926 
managing 811-812 
protecting CA keys 993-994 
recovery 751-752,812 
secure storage 823 
security 811 
trust with public keys 803-804 

Privileges 
conflicts with permissions 692 
description 690, 1515 
list of 1519-1524 
overview 1519 

Process IDs in cluster logs 1132 
Process Monitor (Pmon) 421 
Processor access modes 55 
Product identification number (PID) 1398-1399 
Profiles folder 875 
Propagation dampening 319-320 
Protect folder 854 
Protocol Data Unit (PDU) 517 
Protocols 

Active Directory 64-65,461-462 
authentication types 641 
DHCP 12,481,1380-1381 
DNS 461 
IP addresses See Internet Protocol (IP) addresses 
IPSec 766-767 
Kerberos v5 See Kerberos v5 authentication protocol 
LDAP See Lightweight Directory Access Protocol 
MAPI 71 
Network Load Balancing 1105 
NTLM 26-30, 515, 641 

Protocols (continued) 
PPTP 1112 
RPC 

description 70 
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name resolution problems 507-509 
replication between sites 338-340 
replication security 380 
replication within sites 336-337 
RPC server unavailable error message 1473 
service publication entry points 281 
SMTP comparison 339-340 

security 822 
SMTP 70,338-340 
SSL 516,753-755,1111 
TCPIIP 

Active Directory 461 
installation verification 126 
IP address resolution II 
LDAP 66 

TFTP 1368 
TLS 753-755 
UDP 664 
Web communications 753-755 
wire 65 

Proxy tickets 656 
Public Key Group Policy 

adding to MMC 950-951 
automatic certificate enrollment 953 
CTLs 954-956 
description 887 
Encrypting File System recovery agents 956-957 
overview 930-931 
Public Key Policies container 952 
root certificate trust 953 

Public key infrastructure (PKI) 
See also Public keys 
benefits 885-887 
CAs See Certification authorities (CAs) 
certificate audit trails 810 
certificate distribution 809 
certificate enrollment 809 
certificate life cycle 

certificate management 808-809 
enterprise CAs 921-922 
enterprise vs. stand-alone CA certificates 920 
events (list) 919 
example 924-925 
nested validity dates 919-920 
private key lifetimes 925-926 
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Public key infrastructure (PKI) (continued) 
certificate life cycle (continued) 

root CAs 922-923 
stand-alone CAs 921 
subordinate CAs 923 

certificate management 808-810 
certificate renewals 810 
Certificate Services See Certificate Services 
certificate stores 902-903 
Certificates console See Certificates console 
components 802 
CRLs 810 
CryptoAPI See Cryptographic API (CryptoAPI) 
CSPs See Cryptographic service providers 
description 883 
digital certificates ·804-808 
features (list) 904 
identification card comparison 804 
key management 811-812 
major components (list) 888 
peer-to-peer trust relationships 803 
private key recovery 812 
private key security 811 
public and private key sets 808 
public and private key trust 803-804 
third-party certificate services 962 
trust methods 815 
Web sites 997 
x.509 version 3 certificates 806-807 

Public Key Policies container 952 
Public key technology 

description 743 
Encrypting File System 763 
standards and interoperability 775-776 

Public keys 
See also Private keys 
algorithms 792-793 
Encrypting File System description 827 
encryption 792-793 
how Encrypting File System works 843 
infrastructure See Public key infrastructure (PKI) 
lengths 818 
public key algorithms 843 
security See Network security 

Published applications, troubleshooting 1451-1453 
Publishing services See Service publication 
Publishing software 1295,1310-1312 
Pull replication 306 
PXE See Pre-Boot Execution 

Q 
Query policy objects 522-525, 1508 
Quorum location changed 1173-1174 
Quorum log 

applying changes 1145 
description 1145 
propagating state changes 1146-1148 
tombstones 1146 
unrolling 1146-1148 

Quorum resource 1134-1135, 1140-1144 

R 
Random key generation 821 
rangeLower attribute 

adding attributes 244-245 
consistency checks 250 
description 212-214 
restrictions 252 

rangeUpper attribute 
adding attributes 244 
consistency checks 250 
description 212-214 
restrictions 252 

RBFG See Remote boot floppy disk generator 
Rbfg.exe 1366 
RDN See Relative distinguished name 
rDNAttID attribute 220-222, 249 
Rdr.sys 1019 
Realms, KDe 645 
Reciprocal replication 382-383 
Records 

example 156 
host 148-149,155-156 
Net Logon 151-156 
other SRV record content 156 
SRV 

_msdcs subdomains 151 
example 156 
list of 151-155 
locating 148-156 
other SRV record content 156 

Recovery 
Active Directory 118, 634 
deleted computer and domain accounts 633 
directory service files 1496-1499 
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Encrypting File System 

Active Directory 863 
assigning recovery agent accounts 868-870 
configuring recovery agent policy 871 
Efsinfo.exe 872 
empty policy vs. no policy 861 
Encrypted Data Recovery Agents 860 
Group Policy 860-863 
overview 860 
policy enforcement 861-863 
policy implementation 860-861 
portable computers 766 
recovering encrypted data 986-988 
recovering files 764, 849-850, 872-873 
recovering folders 872-873 
recovery agent accounts 765-766,831,860,987-

988 
recovery agent certificates 831,852-853,865-866 
storage 863 
viewing recovery agent information 872 

plans 994 
private keys 751-752,812 

Redirector 487-488 
Reference materials 

Active Directory 390, 458 
cryptography 825 
desktop management 1222 
DNS 51 
Group Policy 1290 
Windows Clustering 1120 

References, knowledge 179-180 
Referral tickets 649-650 
Referrals 

distributed file system 
caching by clients 1010-1011 
description 1008 
randomizing replicas 1021, 1041-1042 

LDAP 178-188 
Registering 

domain names 11-12, 147-150 
host records 155 
SRV records 150 

Registration 489-490 
Registration and Resolution (RnR) 288 
Registry settings 

editing 237,337 
Network Load Balancing 1118-1119 
Remote Installation Services BINL 1419-1421 

Registry.pol 1251 

Relative distinguished name 
database layer 63, 463 
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distinguished name See Distinguished name 
name resolution 174 
objects 37 

Relative identifier (RID) master 
description 697, 1501 
overview 397 
troubleshooting 404-406 

Relative identifiers (RIDs) 43,608-611,696-697 
Remote boot floppy disk generator (RBFG) 1366 
Remote Installation Preparation (RIPrep) images 

associating with answer files 1395-1396 
configuring RIPrep source computers 1386-1387 
creating images 1384-1386 
PID 1398-1399 
RIPrep Wizard 1390-1392 
software installation and maintenance 1328, 1387-1389 
user profiles 1389-1390 

Remote Installation Services (RIS) 
See also Remote OS Installation 
authorizing Remote Installation Services servers in Active 

Directory 1372-1373 
BINL 1419-1421 
Client Installation Wizard See Client Installation Wizard 
components 1367-1368 
configuring Remote Installation Services servers 

client response options 1378 
clients installing images 1379 
defining computer naming policies 1375-1377 
Group Policy 1374-1375 
GUIDs 1378-1379 
overview 1374 
pre-staging clients in Active Directory 1378 
restricting client installation policies 1374-1375 

creating images 
CD-based images 1382-1384 
configuring RIPrep source computers 1386-1387 
description 1382 
Remote OS Installation vs. SysPrep 1392-1393 
RIPrep image overview 1384-1386 
RIPrep Wizard 1390-1392 
software installation and maintenance 1387-1389 
user profiles 1389-1390 

deploying Remote Installation Services servers 1370-
1372 

desktop management 1201 
Group Policy 1237-1238 
how answer files are used 1398 
installing 1369 
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Remote Installation Services (RIS) (continued) 
multiple language support 1412-1413 
OSC variables See OSC variables 
overview 1361, 1367 
PXE environment 1380-1381 
removing images 1393 
services 1368 
setting answer file permissions 1396-1397 
SIS See Single Instance Store 
troubleshooting 

Compaq F12 key 1422 
no response from Remote Installation Services 

server 1421-1423 
RISetup.exe fails 1472-1473 
working with routers 1424 

Remote logon 640 
Remote OS Installation 

See also Remote Installation Services (RIS) 
answer files 

associating with RIPrep images 1395-1396 
creating Setup answer files 1394 
how answer files are used 1398 
modifying answer files 1394-1395 
overview 1394 
PID 1398-1399 
setting security permissions 1396-1397 

Client Installation Wizard See Client Installation Wizard 
combining with IntelliMirror 1202 
combining with IntelliMirror and Systems Management 

Server 1204-1205 
description 1359 
desktop management overview 1200 
key technologies 1200-1201 
overview 1361 
requirements 

client hardware requirements 1364-1366 
creating remote boot floppy disks 1366 
hardware requirements overview 1364 
network adapters 1365 
server and client requirements overview 1362 
server hardware requirements 1364 
server software requirements 1363 

SIS See Single Instance Store 
software installation and maintenance 1307 
SysPrep comparison 1392-1393 
troubleshooting 

BINL server not responding 1473-1477 
BINL server not starting 1477 
cannot join domain 1478 
client unknown error message 1476 
debugging error message 1474 

Remote OS Installation (continued) 
troubleshooting (continued) 

DHCP packets not forwarded error message 1477 
duplicate computer account warning message 1472 
file not found after Welcome.osc 1471-1472 
file not found before Welcome.osc 1471 
no scope problem error message 1473 
OSChooser skips user 1470-1471 
prestaged clients server down error message 1476 
RISetup.exe fails 1472-1473 
RPC server unavailable error message 1473 
server not authorized error message 1474 
server not set to answer error message 1475 
unable to read Active Directory settings error 

message 1475 
unknown user error message 1477 

Windows 2000 Professional 1204 
Remote procedure call (RPC) 

description 70 
name resolution problems 507-509 
replication between sites 338-340 
replication security 380 
replication within sites 336-337 
RPC server unavailable error message 1473 
service publication entry points 281 
SMTP comparison 339-340 

Remote Storage 1079 
Removing 

Active Directory See Active Directory, removing 
distributed file system 1048-1049 
Remote Installation Services server images 1393 
software 1337 

Renewable tickets 654-655 
Repackaged Windows Installer packages 1301 
Repackaging tools 1343-1345 
Repadmin tool 456, 623-626 
Repairing directory service files 1496-1499 
Replica sets 

description 1060 
distributed file system 1065 
file and folder filters 1073-1074 
File Replication Service tables 1068 
inbound partners 1065, 1078 
inbound/outbound relationships 1065 
outbound partners 1065, 1078 
Remote Storage 1079 
scheduling replication 1075-1077 
SYSVOL 1065 
tuning recommendations 1077 

Replicas 1060 



Replication 
Active Directory See Active Directory, replication 
between sites 

bridgehead servers 351-355 
change notifications 385 
latency 349 
managing 342 
planning 342 
reciprocal replication 382-383 
replication period 348 
scenarios 361-363 
schedules 348-351 
site link bridges 356-358 
site link costs 346-348 
site link management 343-351 
site link settings 345-346 
topology generation 377-380 
transports 338-340 

description 1060 
directory objects 1075 
directory partitions 139 
distributed file system 

automatic vs. manual 1034-1035 
File Replication Service See File Replication Service 

(FRS), distributed file system 
randomizing replicas 1021,1041-1042 
replica sets 1034-1035 
replicating files 1014 
replication types 1034 
roots 1034 
site topology 1035-1036 
troubleshooting 1052-1053 

enabling or disabling 1061-1062 
excluded files and folders 1073-1074 
File Replication Service See File Replication Service 
forcing between sites 1077 
Global Catalog 358-360 
intersite See Replication, between sites 
intrasite See Replication, witbin sites 
LMRepl 

description 1059 
enhancements 1059 
process 1070 
upgrading to File Replication Service 1070-1072 

multimaster 1062 
multitbreaded 1059 
replication latency 1063 
replication links 1065 
replication partners 1065 
scheduling 1074-1077 
schema extensions 258 
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Replication (continued) 
troubleshooting 

access denied failures 620-621 
automatic topology generator errors 621 
bad passwords 620 
domain mode changes 622 
Event Viewer 615-621 
forcing replication 624-626 
mail-based replication 612-615 
monitoring replication links 622 
overview 612 
Repadmin tool 623 
RPC server unavailability 619 
unknown user names 620 
viewing server connections 623 
viewing status and performance 627-630 

when not allowed 1061 
witbin sites 

change notifications 383-384 
topology generation 368-373 
transports 336-337 

zone databases 15-18 
Replication Monitor 627-629 
ReplMon tool 627-629 
Requests for Comments (RFCs) 51, 1487-1490 
Res 1.l0g 440 
Res2.log 440 
Resid 1142 
Reskit.com 147, 394 
Resolvers, DNS 13-15 
Resource DLL entries 1127 
Resource DLL missing 1170 
Resource Monitor 1126-1127, 1140 
Resource names 1130-1132 
Resrcmon.exe 1140 
Restore Wizard 445 
Restoring 

See also Autboritative restore; Nonautboritative restore 
Active Directory 

autboritative restore See Autboritative restore, Active 
Directory 

Backnp tool See Backup tool 
distributed services dependencies 447 
metbods 438-439 
nonautboritative restore 438, 443-444 
overview 435-439,442 
permissions and user rights 439 
reference materials 458 
reinstalling Windows 2000 443 
Restore Wizard 445 
restoring from backup media 443-444 
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Restoring (continued) 
Active Directory (continued) 

Sites and Services 443 
taking Active Directory offline 445 
Web sites 458 

CAs See Certification authorities (CAs), backup and 
restore 

File Replication Service replicated files 1080-1083 
network connections 457-458 
private keys 982 

Restrictions, schema extension 249-252 
Revision levels 1008, 1044 
RFCs See Requests for Comments 
RID master See Relative identifier master 
RlDs See Relative identifiers 
Rights 

access 680, 688-689 
extended 689-690 
logon 690,1515-1518 
permissions See Permissions 
user See User rights 

Ring topology 369-377 
RIPrep See Remote Installation Preparation images 
RlPrep.log 1391 
RlS See Remote Installation Services 
RlSetup.exe 1400, 1472-1473 
Risk factors, cryptography system 

key lifetimes 819 
kuown plaintext amounts 819-820 
list of 816 
private keys 823 
public keys 818 
randomness of generated keys 821 
security protocols 822 
security technology implementation 820-821 
symmetric keys 816-817 

Rivest-Shamir-Adleman (RSA) 
Base CSP 898 
digital signatures 800 
Enhanced CSP 899 
key exchange 798 
RSA folder 853 

RnR See Registration and Resolution 
Roaming users 

creating profiles 1215 
desktop configurations 

cache settings 1214 
Folder Redirection 1211-1213 
Offline Files 1213-1214 

Roaming users (continued) 
desktop configurations (continued) 

overview 1210 
roaming user profiles 1211 
software installation and maintenance 1210 

IntelliMirror 1199-1200 
profile description 1208 
profile enhancements 

list of 1217 
merge algorithms 1217-1219 
nonroaming folders 1219-1220 
profile location 1220-1221 
quota on profile size 1221 

profile settings 1215-1217 
profile support 935 
software installation and maintenance 1324-1325 
troubleshooting profiles 1464-1470 

Root certification authorities (CAs) 
certificate life cycle 922-923 
installing 936 
third-party 962 
trust model 908 
Trusted Root Certification Authorities Group Policy 953 

Rootdomains 18,22,101-102,137 
RootDSE 

ADSIEdit 95 
attributes 93-95 
Ldp 95 
locating Schema container 208 
overview 93 
subSchemaSubEntry 209 
viewing 95-97 

Roots 
description 1007 
distributed file system content 1032 
distributed file system hierarchies 1031 
distributed file system naming strategy 1030 
domain-based distributed file system vs. stand-alone 

distributed file system 1007, 1032 
replicas 1008 
replication strategy 1034 

RPC See Remote procedure call 
RPC Name Service (RpcNs) 

Active Directory integration 290-292 
Active Directory Users and Computers 292 
client configurations 292 
description 288 
enabling lookups 292 
NetBIOS and RPC Locator 292 
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optional broadcasts 291-292 
process 291-292 
RPC Locator 292 

RpcNs See RPC Name Service 
RSA See Rivest-Shamir-Adleman 
RSAlSchannel Cryptographic Provider 899 
Rules, schema object 226-227 

s 
SIMIME standard 749-750 
SACLs See System access control lists 
Safety checks 251-252 
SAM See Security Accounts Manager 
Samsrv.dll 59 
Schannel.dll 58 
Schema 

authoritative restore 451 
cache 228 
classes 

attributeSchema 210-211 
classSchema 214-218 
resurrecting 253-255 
subSchema 209 

containers 
description 99,206 
distinguished name 207 
finding 207 
fSMORoleOwner 238-240 

directory partitions 106-107, 208, 231 
extending 

Active Directory Schema console 274 
adding attributes 243-245 
adding classes 246-248 
ADSI interfaces 272-273 
concurrency control 258-259 
consistency checks 249-251 
CSV file format 266-269 
CSVDE 269-272 
deactivating schema objects 252-257 
deriving subclasses 218 
disabling classes or attributes 255-257 
effect of deactivating on all objects 256 
effect of deactivating on schema updates 257 
exporting and re-importing objects 265 
FSMOs role 238-241 
how to extend 233 
installing extensions 234 
interlocks 233 
invalid object instances 259 

Schema (continued) 
extending (continued) 

issues 258-259 
LDIF file format 260 
LDIF import file example 266 
LDIFDE 261-272 
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manipulating LDIF export file data 266 
methods 260-274 
modifications 236-237 
modifying attributes 246 
modifying classes 248 
naming 235-236 
objects 243-248 
order of processing 242-243 
overview 232 
read-only object properties 265 
replication 258 
restrictions 249-252 
safety checks 251-252 
Schema Admiuistrators group 237 
schema master 238-241 
specifying schemalDGUID 235 
system checks 249 
VB scripts 272-273 
when to extend 232-233 

files 209 
FSMOs See Flexible Single-Master Operations 
location 206-210 
master 

modifying with Ntdsutil 239, 1501 
operations master roles 395 
seizing with Ntdsuti1 241 
troubleshooting role failures 404-406 

objects 
See also Attributes 
adding and modifying 243-248 
adding attributes 243-245 
adding classes 246-248 
adding object identifiers 224-226 
attribute pairs 218 
attribute syntaxes 222-224 
attributeSchema 210-211 
class categories 215-216 
classSchema 214-218 
deactivating schema objects 252-257 
description 205-206,206 
effect of deactivating on all objects 256 
effect of deactivating on schema updates 257 
exporting and re-importing objects 265 
indexed attributes 211 
inheritance 217-218 
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Schema (continued) 
objects (continued) 

invalid object instances 259 
mandatory attributes 218-219 
modifying attributes 246 
modifying classes 248 
object identifiers 224-226 
overview 35 
read-only properties 265 
resurrecting 253-255 
rules 226-227 
single-value or multivalue attributes 211 
structure and content rules 226-227 

operational attributes 
becomeSchemaMaster 240 
schemaUpdateNow 228 
supportedControls 211 

overview 203-206 
safety features 233 
structure and content rules 226-227 
system-only attributes See System-only attributes 
troubleshooting 606-608 
updates 252-257 

Schema Administrators group 237 
Scherna.ini 210 
schemaIDGUID attribute 

adding attributes 244-245 
consistency checks 249 
description 212-214 
modifying attributes 246 
schema extensions 235 
schema objects 220-222 

schemaUpdateNow attribute 228 
Schlumberger Limited 901,974 
SCP See Service Connection Point 
Scripting Ntdsutil commands 1495 
Scripts 

See also Visual Basic (VB) scripts 
Dfscmd.exe 1023 
scripts not running 1431-1432 
security configurations 1243-1244 
WSH 1243 

SDCheck tool 565 
Search filters 176-178 
Search Request 519-520 
Search Response 520 
SearchFlags 211-214,244-245 
Searching 

back-link attributes 113-114, 195 
clients 197-202 
deleted objects 196 
domains 193-195 
forward-link attributes 195 

Searching (continued) 
Global Catalog 47-48,193-195 
LDAP 175-176,193-195 
tombstones 196 

Secret keys 
description 642 
Diffie-Hellman key agreement 797-798 
encryption 791-792 
key exchange 796-798 
lengths 816-817 
RSA 798 

Secur32.dll 59 
Securable objects 679 
Secure dynamic updates 18 
Secure Hash Algorithm (SHA) 899 
Secure Sockets Layer (SSL) 516,753-755, 1111 
Securedc.inf 1240 
Securews.inf 1240 
Security 

access control See Access control 
ACLs See Access control lists 
Active Directory 

account lockouts 386-387 
anonymous access 192 
firewalls 192 
installation settings 132-135 
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