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Systems Network Architecture (SNA)

A communications framework developed by IBM
to define network functions and establish
standards for enabling computers to share and
process data.

T

T1 A wide-area carrier that transmits data at
1.544 Mbps.

TCP Transmission Control Protocol.

TCP connection The logical connection that
exists between two processes that are using TCP
to exchange data.

TCP segment The quantity consisting of the TCP
header and its associated data. TCP segments are
exchanged using a TCP connection.

TCP/IP See Transmission Control
Protocol/Internet Protocol.

TCP/IP filtering A feature of Windows 2000
TCP/IP that allows you to specify exactly which
types of incoming non-transit IP traffic are
processed for each IP interface.

Telephony API (TAPI) An application
programming interface (API) used by
communications programs to communicate with
telephony and network services. See also Internet
Protocol.

Telnet A terminal-emulation protocol that is
widely used on the Internet to log on to network
computers. Telnet also refers to the application
that uses the Telnet protocol for users who log on
from remote locations.

Telnet 3270 (TN3270) Terminal emulation
software, similar to Telnet, that allows a personal
computer to log on to an IBM mainframe over a
TCP/IP network.

Telnet 5250 (TN5250) Terminal emulation
software, similar to Telnet, that allows a personal
computer to log on to an IBM AS/400 host system
over a TCP/IP network.

terminal A device consisting of a display screen
and a keyboard that is used to communicate with
a computer.

thread A type of object within a process that runs
program instructions. Using multiple threads
allows concurrent operations within a process and
enables one process to run different parts of its
program on different processors simultaneously.
A thread has its own set of registers, its own
kernel stack, a thread environment block, and a
user stack in the address space of its process.

throughput For disks, the transfer capacity of the
disk system.

Tick Count An estimate of the amount of time it
takes an IPX packet to reach the destination
network.

Time To Live (TTL) A timer value included in
packets sent over TCP/IP-based networks that
tells the recipients how long to hold or use the
packet or any of its included data before expiring
and discarding the packet or data. For DNS, TTL
values are used in resource records within a zone
to determine how long requesting clients should
cache and use this information when it appears in
a query response answered by a DNS server for
the zone.

Token Ring A type of network media that
connects clients in a closed ring and uses token
passing to allow clients to use the network. See
also Fiber Distributed Data Interface (FDDI);
LocalTalk.
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topology In Windows operating systems, the
relationships among a set of network components.
In the context of Active Directory replication,
topology refers to the set of connections that
domain controllers use to replicate information
among themselves. See also domain controller;
replication.

totally stubby area An OSPF area that does not
advertise individual external networks or OSPF
inter-area routes. A router’s routing table within a
totally stubby area contains intra-area routes and a
default route (destination 0.0.0.0 with the network
mask of 0.0.0.0). The default route summarizes all
inter-area routes and all external routes.

tracing A capability of components of the
Windows 2000 Routing and Remote Access
service that records internal component variables,
function calls, and interactions. You can use
tracing to troubleshoot complex network
problems.

Traffic Control A Windows 2000 mechanism that
creates and regulates data flows with defined QoS
parameters. The Traffic Control API (TC API)
creates filters to direct selected packets through
this flow. Traffic control is invoked by the QoS
API and subsequently serviced by the RSVP SP.

Transaction Program Monitor A monitor that
manages the operating environment of the online
transaction processing (OLTP) application by
optimizing the use of operating system resources
and the network. The TP Monitor provides a
management platform for the system
administrator that supports: load balancing, fault
tolerance, performance monitoring, and security.

transit internetwork The shared or public
internetwork crossed by the encapsulated data.

Transmission Control Protocol/Internet Protocol
(TCP/IP)

A set of software networking protocols widely
used on the Internet that provide communications
across interconnected networks of computers with
diverse hardware architectures and operating
systems. TCP/IP includes standards for how
computers communicate and conventions for
connecting networks and routing traffic.

Transport Driver Interface (TDI) In the

Windows NT and Windows 2000 networking
model, a common interface for network layer
components that communicate with the session
layer of the Open Systems Interconnection model.
The TDI is not a single program, but a protocol
specification to which the upper bounds of
transport protocol device drivers are written. It
allows software components above and below the
transport layer to be mixed and matched without
reprogramming.

transport layer The network layer that handles
error recognition and recovery. When necessary,
it repackages long messages into small packets for
transmission and, at the receiving end, rebuilds
packets into the original message. The receiving
transport layer also sends receipt
acknowledgments.

Transport Layer Security (TLS) A standard
protocol that is used to provide secure Web
communications on the Internet or intranets. It
enables clients to authenticate servers or,
optionally, servers to authenticate clients. It also
provides a secure channel by encrypting
communications for confidentiality.
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transport protocol A protocol that defines how
data should be presented to the next receiving
layer in the Windows NT and Windows 2000
networking model and packages the data
accordingly. The transport protocol passes data to
the network adapter driver through the network
device interface specification (NDIS) interface
and to the redirector through the Transport Driver
Interface (TDI).

trigger For Network Monitor data captures, a set
of conditions defined by a user that, when met,
initiate an action such as stopping a capture or
executing a program or command file.

triggered update A route advertising algorithm
that advertises changes in the network topology as
they occur, rather than waiting for the next
scheduled periodic advertisement.

trust relationship A logical relationship
established between domains that allows pass-
through authentication in which a trusting domain
honors the logon authentications of a trusted
domain. User accounts and global groups defined
in a trusted domain can be given rights and
permissions in a trusting domain, even though the
user accounts or groups do not exist in the trusting
domain's directory. See also authentication;
domain; two-way trust relationship.

tunnel The logical path by which the
encapsulated packets travel through the transit
internetwork.

tunneled data Data that is sent through the
tunneled, or encapsulated, portion of the
connection.

tunneling A method of using an internetwork
infrastructure of one protocol to transfer a payload
(the frames or packets) of another protocol.

tunneling protocol A communication standard
used to manage tunnels and encapsulate private
data. Data that is tunneled must also be encrypted
to be a VPN connection. Windows 2000 includes
the Point-to-Point Tunneling Protocol (PPTP) and
Layer 2 Tunneling Protocol (L2TP).

two-way initiated connection A demand-dial
connection where either router can be the
answering router or the calling router depending
on who is initiating the connection. Both routers
must be configured to initiate and accept a
demand-dial connection. You use two-way
initiated connections when traffic from either
router can create the demand-dial connection.

two-way trust relationship A link between
domains in which each domain trusts user
accounts in the other domain to use its resources.
Users can log on from computers in either domain
to the domain that contains their account. See also
trust relationship.

U

unicast An address that identifies a specific,
globally unique host.

unicast listening mode A listening mode where
the only frames that are considered for further
processing are in a table of interesting destination
media access control addresses on the network
adapter. Typically, the only interesting addresses
are the broadcast address (OxFF-FF-FF-FF-FF-FF)
and the unicast address, (also known as the media
access control address), of the adapter.

Unicode A fixed-width, 16-bit character-
encoding standard capable of representing the
letters and characters of the majority of the
world's languages. Unicode was developed by a
consortium of U.S. computer companies.
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universal group A Windows 2000 group only
available in native mode that is valid anywhere in
the forest. A universal group appears in the
Global Catalog but contains primarily global
groups from domains in the forest. This is the
simplest form of group and can contain other
universal groups, global groups, and users from
anywhere in the forest. See also domain local
group; forest; Global Catalog.

UNIX A powerful, multiuser, multitasking
operating system initially developed at AT&T
Bell Laboratories in 1969 for use on
minicomputers. UNIX is considered more
portable—that is, less computer-specific—than
other operating systems because it is written in C
language. Newer versions of UNIX have been
developed at the University of California at
Berkeley and by AT&T.

user account A record that consists of all the
information that defines a user to Windows 2000.
This includes the user name and password
required for the user to log on, the groups in
which the user account has membership, and the
rights and permissions the user has for using the
computer and network and accessing their
resources. For Windows 2000 Professional and
member servers, user accounts are managed by
using Local Users and Groups. For

Windows 2000 Server domain controllers, user
accounts are managed by using Microsoft Active
Directory Users and Computers. See also domain
controller; group.

User Datagram Protocol (UDP) A TCP component
that offers a connectionless datagram service that
guarantees neither delivery nor correct sequencing
of delivered packets.

user network interface (UNI) The interface
between ATM users or end stations and an ATM
switch or network. The UNI interface is defined
in the ATM Forum UNI documents.

vV

variable bit rate (VBR) An ATM service type that
guarantees service based on average and peak
traffic rates. VBR is used for traffic that requires
little or no cell loss. It transmits data in spurts, or
bursts, rather than in a continuous stream.

variable length subnet masks (VLSM)
Subnet masks used to produce subnets of an IP
network ID of different sizes.

variable length subnetting The practice of
subdividing the address space of an IP network ID
into subnets of different sizes.

virtual channel identifier (VCI) A section of the
ATM cell header that contains the virtual channel
address over which the cell is to be routed.

Virtual Circuit (VC) A point-to-point connection
for the transmission of data. This allows greater
control of call attributes, such as bandwidth,
latency, delay variation, and sequencing.

virtual link A logical link between a backbone
area border router and an area border router that is
not connected to the backbone.

virtual memory The space on the hard disk that
Windows 2000 uses as memory. Because of
virtual memory, the amount of memory taken
from the perspective of a process can be much
greater than the actual physical memory in the
computer. The operating system does this in a
way that is transparent to the application, by
paging data that does not fit in physical memory
to and from the disk at any given instant.
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virtual network A logical network that exists
inside Novell NetWare and NetWare-compatible
servers and routers but is not associated with a
physical adapter. The virtual network appears to a
user as a separate network. On a computer
running Windows 2000 Server, programs
advertise their location on a virtual network, not a
physical network. The internal network number
identifies a virtual network inside a computer. See
also internal network number; external network
number.

virtual path identifier (VPI) A section of the ATM
cell header that contains the virtual path address
over which the cell is to be routed.

virtual private network (VPN) The extension of a
private network that encompasses links across
shared or public networks, such as the Internet.

virtual private network connection
A link in which private data is encapsulated and
encrypted.

VPN See virtual private network.

VPN client A computer that initiates a VPN
connection to a VPN server. A VPN client can be
an individual computer that obtains a remote
access VPN connection or a router that obtains a
router-to-router VPN connection.

VPN connection The portion of the connection in
which your data is encrypted.

VPN server A computer that accepts VPN
connections from VPN clients. A VPN server can
provide a remote access VPN connection or a
router-to-router VPN connection.

Web server A server that provides the ability to
develop COM-based applications and to create
large sites for the Internet and corporate intranets.

wide area network (WAN) A communications
network connecting geographically separated
computers, printers, and other devices. A WAN
allows any connected device to interact with any
other on the network. See also local area network
(LAN).

wildcard In DNS, a character that can be
substituted for another character during a query.

Windows 2000 Redirector A software component
that intercepts network requests and redirects
them to network servers, workstations, printers
and directory shares.

Windows Internet Name Service (WINS)

A software service that dynamically maps IP
addresses to computer names (NetBIOS names).
This allows users to access resources by name
instead of requiring them to use IP addresses that
are difficult to recognize and remember. WINS
servers support clients running Windows NT 4.0
and earlier versions of Windows operating
systems. See also Domain Name System (DNS).

Windows Sockets (Winsock) An industry-standard
application programming interface (API) used on
the Microsoft Windows operating system that
provides a two-way, reliable, sequenced, and
unduplicated flow of data.
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WINS proxy A computer that listens to name
query broadcasts and responds for those names
not on the local subnet. The proxy communicates
with the name server to resolve names and then
caches them for a specific time period. See also
Windows Internet Name Service (WINS).

y4

zone In a DNS database, a zone is a contiguous
portion of the DNS tree that is administered as a
single separate entity by a DNS server. The zone
contains resource records for all the names within
the zone. In the Macintosh environment, a logical
grouping that simplifies browsing the network for
resources, such as servers and printers. It is
similar to a domain in Windows 2000 Server
networking. See also domain; Domain Name
System (DNS); DNS server.

zone list In the Macintosh environment, a list that
includes all of the zones associated with a
particular network. Not to be confused with
Windows 2000 DNS zones. See also zone.
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A option
ATMADM utility 774—775
troubleshooting ATM connections with 789
troubleshooting cell forwarding 791
A rights 656
AAAA 44
AALs 735-736
AALO 734
AAL1 734
AAL2 734
AAL3/4 734
AALS 735-736
ABRs See Area border routers (ABRs)
Accepting connection attempts 393
Access
enabling worldwide 344—345
File Services for Macintosh 690—691
management, by user object 425—-426
networks, centralized user authorization 345
PPP guest 378
preventing unauthorized switches 788
privileges in Macintosh OS 8.5 696
remote access
access 270-272
by policy 272
by user account 271
outsourcing 344—345
Services for Macintosh 715—719
speed of 638
unauthenticated, IAS support 377—381
Access Control (A) rights 656
Access lists 184
Access-by-policy administrative model
in mixed-mode domains 396—397
in native-mode domains 395-396
Access-by-user administrative model 394—395
Accessing
ATM tools 774

NWAdmin tool from Gateway Service for NetWare or

Client Service for NetWare 641
volumes, NetWare 659—660
ACCM 287

Account lockouts

proxy servers 403

remote access server 268—269
Account Synchronization Service 546
Accounting

IAS support 346, 398—399

logging

remote access servers 338
Routing and Remote Access service 59

provider

Routing and Remote Access service 37
VPN server 428

remote access, managing 274

Routing and Remote Access service log information 37
Accounting Start and Stop packets 398
Accounts

group, NTGATEWAY 642

user

creating, Gateway Service for NetWare
641—-642

creating, Client Service for NetWare 641—642

dial-in properties, remote access policy 383

Windows 2000 server for Macintosh clients 695
ACID 889
Acknowledgment timers 837
Active Directory User and Groups snap-in 273
Adapter cards 855—856
Adapter MAC address 743
Adapters
ATM, purchasing 774
network, binding to NBF 845
Adaptive sliding windows, improving performance
with 836—837
Add alias netsh command 57
Add helper netsh command 57
Add Party entry 783

Adding

clients, LIS 785
extension-type associations 706

file

creators and types 706

IP over ATM networks 784—787
LECs to existing ELANs 751, 752

multiple printers for single printing devices 713, 752

permissions, Gateway Service for NetWare 645
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Adding (continued)
printing pools 713
PVC values 787
router plans, AppleTalk 685—686
shares, Gateway Service for NetWare 645
static IPX Routes 199
user accounts
Client Service for NetWare 641—642
Gateway Service for NetWare 641—-642
VSAs, dial-in profiles 391
AddNameQueryRetries entry 834
AddNameQueryTimeout entry 834
Address field Compression, PPP 287
Address field, PPP header 282
Address Resolution Protocol (ARP) servers 783—784
Addresses
allocation, VPN clients 420, 444—445
ATM 743-745
frames 835
group 143
Hardware Compatibility List 774
host 10
internetwork 10
IP 315,786
IP multicast 143
mapping
ARP cache entries 784
IP multicast addresses to MAC-Layer 145—144
MARS cache entries 784
static or dynamic through NAT 118
matching, LES 750
multiple ATM cards 775-778
network 10
remote access, managing 270
static IP 757
VC Mesh group 783-784
Addresses allocation
Addressing
off-subnet 279—-280
on-subnet 279
terms used in Internetwork 10
VPN 444—453
Adjacencies
configuration parameters 93
description 91
forming 91-93
neighboring router states 92
new adjacency propagation 94
OSPF routers 99, 109—110
synchronizing LSDB 91-99
virtual link routers 104

Administering

NetWare servers through Windows 2000 651—655
remote access servers, centralized authentication and

authorization 346

Administrative models, remote access policy 394—397

Administrative router shutdown
RIP for IP operation, IPX routers 74
RIP operation, IPX routers 194
SAP operation, IPX routers 205
ADSL 264—265
ADSP 677
Advanced Peer-to-Peer Networking (APPN)
connection types 880
description 865
end nodes 882
hardware components 878—879
LEN end notes 882
LU types 883
network nodes 881
node types 881—882
overview 878—884
SNA Server connection 511

Advanced Program-to-Program Communication (APPC)

5250 access 524
deployment strategies 527—528
file transfers 525
FTP 525
FTP-AFTP Gateway Service 526
hierarchical SNA network 522, 524
LU pools, using 528
resource allocation 541
sessions
communicating transaction programs 884
host TPs synchronization 890
supported applications 883
TN5250 access 524
Advertisements
lifetimes, ICMP router discovery settings 139
rates, ICMP router discovery settings 139
RIP routers 68
routers 138
AEP 677
AFP See AppleTalk Filing Protocol (AFP)
Aggregating multiple physical links 325-327
Algorithm, Dijkstra’s 86
Alias command, Korn shell 602
Aliases
troubleshooting, Services for Macintosh 719
UNIX Korn shell commands 604
Analog-to-digital conversion 261
ANI authorization 380



Index 969

ANI/CLI 344
Announcements, RIP v2 80—81
Answering router 222
APIs See Application Program Interfaces (APIs)
APPC See Advanced Program-to-Program Communication
(APPC)
AppleTalk
distance vector-based protocol 24
file server accessibility over 690—691
networking and routing 679—689
protocols 676—677
router, remote access server 276
Routing and Remote Access service 40
AppleTalk Control Protocol (ATCP) 295
AppleTalk Data Stream Protocol (ADSP) 677
AppleTalk Echo Protocol (AEP) 677
AppleTalk Filing Protocol (AFP) 677, 691
AppleTalk Phase 2 680
AppleTalk Session Protocol (ASP) 677
AppleTalk Transaction Protocol (ATP) 677
Application integration, SNA Server with IBM host
systems 864
Application interoperability, SNA Server with IBM host
systems 494
Application Program Interfaces (APIs)
integrating heterogeneous clients with mainframes 533
integrating heterogeneous SNA Server-to-AS/400
systems 535
Routing and Remote Access service, support features 42
Windows 2000 ATM service support 766—767
Application Type, changing when entering PVC values 787
Applications
cross-platform, Macintosh and Windows 2000-based
computers 702
integration, SNA Server and IBM host system 494
Apply Static Routes dial-in property 384
APPN See Advanced Peer-to-Peer Networking (APPN)
Architecture
ATM 732-760
IP over ATM protocol 753
LANE 748-751
NBF 831-833
NetView management 892
NFS 576—-579
NWLink 620
remote access servers See Remote access servers
Routing and Remote Access service 43—45
TAPI 799-802
Area border routers (ABRs) 101
Arithmetic evaluation 605
Arithmetic operators 605
ARP servers See Address Resolution Protocol (ARP) servers

AS See Autonomous Systems (AS)
AS/400 systems
connecting SNA Server 511
integration, SNA Server clients 534—535
printing, SNA Server 538
ASBRs 107
ASP 677
Assigning
a Static IP Address dial-in property 384
IP addresses, PVC environments 786
network numbers and network ranges, AppleTalk 683
zones to networks 684
Associations
extension-type, Services for Macintosh 702—706
removing files 706
Asymmetric Digital Subscriber Line connections
264—-265
Asynchronous Control Character Map (ACCM) 287
Asynchronous links
character stuffing 284
troubleshooting, flag characters 284
Asynchronous Transfer Mode (ATM)
address format fields (list) 745
architecture 732—760
best practices 772—788
over ADSL connections 264—265
overview 725-731
troubleshooting 788—792
Windows 2000 services 762—772
ATCP 295
ATM See Asynchronous Transfer Mode (ATM)
ATM adaptation layers (AALs) 734—736
ATM call manager 763—764
ATM layer demultiplexing 734
ATM layer multiplexing 734
ATM layer 733—734
ATM switch identifier 743
ATMADM utility 774—778
ATMARP 754, 765
ATMARRP utility 782—788
ATMLANE utility 778-781
ATMUNI, enabling event logging 773
ATP 677
Attributes
condition, remote access policies 385—386
files, Windows 2000 and NetWare 657—658
RADIUS packets 351-354
VSA
adding to dial-in profiles 391
description 346
RADIUS 353-354
Attributes field, RADIUS packets 351
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Audio codecs 808
Auditing, IAS support 346
Authentication
centralized user, IAS support 344
CHAP, password encryption 348
computer, L2TP connections in VPN 442
connecting to NetWare volumes with and without
659—660
daemon, PCNFSD 584
data, L2TP over IPSec connections 443
demand-dial connections 231-232
domain, LAN-to-host security 539
EAP 312-314
File Services for Macintosh 693—694
guest 344
IAS
in Windows domain modes 399—402
process of 358—381
L2TP over IPSec 435
LAN-to-host security 539—540
mutual 310
netsh ras aaa set command 36
NFS
anonymous UID 578
methods 578
PCNFSD authentication 584
standard UNIX authentication 578
OSPF 84
pass-through, Client Service for NetWare 634
PPP
CHAP 308-309
connection process 298
EAP 312
MS-CHAP v1 309-310
MS-CHAP v2 310-311
PAP 307
protocols 306—314
SPAP 308
pre-shared key, L2TP over IPSec 453—461
printers, Macintosh clients 708
protocols supported by Windows 2000 306
provider, Routing and Remote Access service 36
RADIUS 348-349, 427
remote access 273
remote access server
data encryption 267
mutual 266
overview 338
secure user 266
RIP v2 78, 80—81
Routing and Remote Access service
description 36
overview 36, 59
using RADIUS 41

Authentication (continued)
VPN
managing 427
router-to-router VPN connections 453—461
tunneling, L2TP connections 443
PPTP 429
user, L2TP connections 442
user, PPTP connections 441
Authentication plug-ins 364
Authentication properties, setting 389
Authentication Protocol, PPP 287
Authentication, authorization, auditing, accounting
(AAAA) 44
Authenticator field, RADIUS packets 351
Authorization
ANI, enabling 380
Caller ID, ANI authorization 380
centralized user, IAS support 345
IAS 381-397
Routing and Remote Access service 36, 41
Auto attendants, CTI 796
Auto Reject 363
Automatic Dialing and Automatic Hanging Up dialog
box 243
Automatic Number Identification Service (ANI) 380
Automatic Number Identification Service/Calling Line
Identification (ANI/CLI) 344
Automatic private IP addressing 315
Automating
logons 548—-550
password synchronization 547—548
Autonomous system (AS) 28, 88
Autonomous system boundary routers (ASBRs) 107
Autostatic updates
manual
IP static routes 240
IPX static routes 241
scheduled, IPX static routes 242
static routes, on-demand connections 239—242
Available Bit Rate 741
Avoiding
LaserPrep Wars 711-712
loss of client-side information during upgrade from
Windows NT 4.0 752

Backbone area, OSPF routers 102
Backup designated routers (BDRs) 98
Backup SNA Server 504

BACP See Bandwidth Allocation Control Protocol (BACP)

Bandwidth Allocation Control Protocol (BACP)
description 325
overview 329
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Bandwidth Allocation Protocol (BAP)
demand-dial routing 243
description 325
remote access server 327—328
BAP See Bandwidth Allocation Protocol (BAP)
BDRs 98
Bindery-based environments 648
Bindings
NBF to multiple network adapters 845
NetBEUI 845
Bit stuffing 285
Bits
EFCIL, ATM cells 738
rates, ATM 741
Black holes 20-21
Blueprint, IBM networking 885
BOOT relay agents, troubleshooting 115
Bottlenecks 754—756
Branch deployment model 496—498
Branch office networks, IP multicasting 174—175
Branch office routers
configuring on-demand VPN connections 451
router-to-router VPN connections
configuring 227
initiating 452
Break command, Korn shell 602
Broadcast and unknown server (BUS) 748, 751
Broadcast announcements 76
Broadcast networks
DRs 97
OSPF 90, 100
Broadcast traffic and routers 21-22
Broadcasting
NetBIOS over IPX routers 210
NetBIOS-based applications on IPX routers 214
RIP general route requests 193
RIP GetLocalTarget route requests 193
SAP general service requests 200
SAP GetNearestServer service requests 200
Browser Host Announcement 211
Browser-based terminal access 562
Browsing on computers running NBF 847
Buffer size 576
Bulk migration tool 491
Burst mode 623
Burst packets 623
BUS CONNECT ELAN state 779
BUS 748,751
Buying
ATM adapters 774
ATM switches 772
Bye netsh command 57

C

C option
ATMADM utility 774, 776—778
ATMARRP utility 782
troubleshooting
ATM connections with 788
cell forwarding 790-791
Crights 656
Cable types, IBM channel connections 868
Caching
ARP entries 784
MARS entries 784
NEFS server
data 589
files 588—589
inodes 577
Calculated defaults 161
Call center applications 796
Callback
description 267
PPP connection process 298
PPP 287
Callback Control Protocol (CBCP) 291
Callback Options dial-in property 384
Called Station ID
attribute, remote access policies 385
DNIS authorization 379
Caller ID
ANI authorization 380
authentication 381
description 268—269
Calling router 222
Calling Station ID
ANI authorization 380
attribute, remote access policies 385
Calls
H.323 Internet Telephony
placing 805
receiving 806
troubleshooting 820
RPC, NFS versions 1 and 2 582
Cancel command, UNIX 900
Cannot Move, Rename, Or Delete permission 696
Capture command 669
Cards
ATM addresses 775—778
Ethernet 687
LocalTalk 687—688
Case command, Korn shell 602
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Case scenarios, pass-through VPN connections
configuring VPN client computers 474
creating a connection 475
filtering configurations 472
overview 469

Case sensitivity 774

CBCP 291

CBR 741

CCP 296-297

Cd command, Korn shell 602

Cd command, UNIX 898

Cell Loss Priority (CLP) field, ATM cells 739

Cells
ATM

description 729

structure of at public UNI 737-739
forwarding with VPI/VCI 730
forwarding, troubleshooting 789—792

Centralized deployment model 496, 498—500

Centralized user authentication, IAS support 344—345

Centralized vs. local policy management 382—383

Challenge Handshake Authentication Protocol (CHAP)
IAS support 372—373
limitations 308—309
messages 309
overview 308—309
password encryption 348
PPP protocol IDs 308
vs. MS-CHAP v1 309

Change management, IBM NetView 892

Changing
ELAN default parameters 787
file type descriptions 706
frame types, NWLink 628
framed MTU settings 409
locally administered addresses in network adapters

855-856
NBF default values 844
NetBEUI binding positions 845
network binding status 852
network numbers, NWLink 628
passwords, UNIX 593
priority of print jobs 712
PVC values 787
registry using Registry Editor 835
text using vi editor 610

Channel connections, IBM 868

Channels, virtual 740

CHAP See Challenge Handshake Authentication Protocol

(CHAP)
Character stuffing 284

Characters, extended 701
Checking
accuracy of file sizes and timestamps, NetWare 668
frame type settings 666—667
installations for NWLink, Gateway Service, and Client
Service 666
network numbers 667
synchronization of passwords and user names 667
Checksum fields 185
Chooser Packs 711
Chooser 716—718
Choosing
between Gateway and Client Service 634—636
context, accessing NetWare services with 647—648
default trees, accessing NetWare services with
647—-648
priority of print jobs 713
CICS 555-558, 891
CIFS protocol 637
Circuits, virtual 729, 747
Cisco 3600 router 904
Cisco Catalyst 3500 Switch Series 908
Cisco Catalyst 6000 L3 Switch 908
Classical IP over ATM (CLIP/ATM)
overview 753—760
setting up and maintaining networks 784—787
troubleshooting 792
Windows 2000 ATM service support 765
Cleartext passwords 693
Client for NFS See Microsoft Client for NFS
Client Friendly Name attribute 386
Client IP Address attribute 386
Client Service for NetWare
description 618
overview 633—650
troubleshooting licensed connections 670
Client software, SNA Server 514
Client VCs statistics 783
Client-server protocols 343
Client-side information 523
Client-to-AS/400 systems integration, SNA Server 535
Client-to-mainframe integration 531-533
Clients
adding LIS 785
ATM statistics 776
ATMARP configuring 786
connections to computers running NBF 840
initialization of, troubleshooting 789
IP over ATM
discovery of ATMARP servers 754
initializing 757—-760
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Clients (continued)
LEC
adding to existing ELANs 751-752
connecting to networks 749—750
description 748
fault tolerance 752
Macintosh
disk storage 693
support, printer authentication 708
Windows 2000 server accounts for 695
remote access
dial-up connection 260
support, NBF 838
Session Alive frame support, NBF 846
troubleshooting connections to, NetWare 670
CLIP/ATM See Classical IP over ATM protocol
(CLIP/ATM)
CLP 739
Cluster controller
connection from FEP 869
software 871
Code field, RADIUS packets 350
Codecs 808
Codes, ICMP 130
COM Transaction Integrator (COMTI)
Distributed Transaction Coordinator (DTC) and 559
IMS applications supported 556
integrating host application 555—558
runtime 556
transaction and data access scenarios 559
transaction program (TP) supported 556
Command aliases, Korn shell 604
Command mode 609
Command-line interfaces, connecting to NetWare volumes
with 659—660
Commands
authentication 36
Capture 669
CX 669
ipxroute config 662—633
ipxroute ripout, troubleshooting with 662
Korn shell 601—-602
net use 836
net view 660
NetBIOS, NBF support 832
Netsh
global (list) 57
IP multicasting 179
modes 58
Netsh.exe 42

Commands (continued)
UNIX
list of 607
overview 607—612
print (list) 900
search (list) 611
showmount 584
using vi 608
UNIX Korn shell 604—605
Commit command, Netsh global commands 57
Common Internet File System (CIFS) protocol 637
Common Part Convergence Sublayer (CPCS) 735—736
Common part indicator 736
Common programming interface for communications (CPI-
C) 523
Communications
networks
connectionless 834—835
connection-oriented 835—838
within logical link control (LLC) layer 833
Compaq Armada 1700 Series 914
Compaq Armada 4000 Series 914
Compaq Armada 7700 Series 915
Compaq Armada 7800 Series 915
Compaq Deskpro 4000 Series 912—913
Compagq ProLiant 2500 LAN Server 910
Compagq ProLiant 5500 LAN Server 910
Compaq ProLiant 850R LAN Server 911
Compatibility, switches 776
Component builder, COMTI 556
Components
Forwarder 626
IP over ATM protocol 753—754
VPN connections 416—417
Windows 2000 ATM services 762—772
Compression Control Protocol (CCP) 296—297
Compression, Van Jacobsen TCP/IP 408
Compression, video 808
Compulsory tunneling 367-371
Computer authentication
demand-dial connections 232
L2TP connections 442
Computer PBX 796
Computer-telephony integration (CTI)
examples 795
Microsoft support 797—799
overview 795
phone dialer applications 797
TSP 798
COMTI See COM Transaction Integrator (COMTI)
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Concentrators, LAC 369
Concepts, routing 10—23
Conditions, remote access policies 390—385
Conference Service Provider 812
Conferencing
IP multicasting 812—815
publishing conference objects 816
Routing and Remote Access service 818
Session Description Protocol (SDP) 816—817
Configuration Direct parameter 781
Configurations
CONFIGURE ELAN state 779
Configuring
adjacency parameters 93
ATMAREP clients 786
authentication provider, remote access 273
demand-dial routing 219
firewalls, VPN servers 462

Gateway Service for NetWare and Client Service for

NetWare 641—650

IAS to work with Van Jacobsen TCP/IP compression 408

IAS 348, 405—-411

IBM NetView 892

IPX filters 190

network binding in DLC 852

PPP connection process 298

remote access policy settings, VPN connections
by group membership 426
by user account 425

remote access server 274

Routing and Remote Access service 37—38

seed routers, AppleTalk networks 681—682

Windows 2000 router, IP multicasting
overview 169

peripheral router in a multicast-enabled Intranet

171-172
remote access clients 172
single router intranet 169
single router intranet connected to Mbone
170-171
VSAs 391
Windows 2000 routers, IPX packet filtering
189, 192
Connecting
NetWare servers
overview 655
troubleshooting 662—670
PCs to SNA hosts using DLC 854—856
to NetWare volumes 659—660
volumes with aliases 719
Connection establishment delay 217
Connection manager 44

Connection medium 223

Connection methods, SNA Server to IBM host systems

505-514
Connection types
APPN SNA model 880
hierarchical SNA networks
from mainframe to FEP 868
FEP to cluster controller 869
SNA APPN model 878
Connectionless network
NBF 834-835
vs. connection-oriented networks 727—730
Connection-oriented network
NBF 835—838
vs. connectionless networks 727—730
Connections
accepting and rejecting 393
ATM
troubleshooting 788—792
types of 746—747

between Windows 2000 and Macintosh computers

686—689
clients to computers running NBF 840
demand-dial
monitoring, using Rasmon 230
on-demand connections 219—220
one-way initiated 220—221
persistent connections 219
preventing 236—237
security features 230—234
testing 229-230
two-way initiated 220
types 218—221
dial-up, ATM over ADSL 264—-265
LEC networks 749—750
point-to-multipoint, ATM signaling 747
point-to-point, ATM signaling 747
PPP
phases of negotiation 298—299
process 298—299
sample 299
unauthenticated 339
PVC
differentiation between SVCs, ATM call
manager 764
setting up 786—787
troubleshooting cell forwarding 789—792
VCI discovery 738
remote access server
causes for denied access 323
processing attempts 323
setting parameters 322—325
troubleshooting 325
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Connections (continued)
svc
ATM signaling 746—747
differentiation between PVCs 764
VCI discovery 738
VPN
combined Internet and intranet 424
components 416—417
Internet-based 420—422
intranet-based 422—423
overview 420
pass-through 424
remote access 418, 444
remote access, by group membership 426
remote access, configuring policy conditions
425-426
router-to-router 418
types 418
Constant bit rate (CBR) 741
Constraints, dial-in 388
Contexts
accessing NetWare services with 647—648
resetting 667
Continue command, Korn shell 602
Contracts, QoS 729
Control connection, PPTP 429
Control Direct parameter 781
Control Distribute parameter 781
Control Field Compression 287
Control field 282
Control messages, L2TP 436—437
Control points (CP)
APPN network node 882
NetView network management system 892
Controlling access to switches 788
Converged Internetwork 24
Convergence
OSPF
adding a router to a converged Internetwork
94-95
process 88
process illustration 94
RIP for IP
count-to-infinity problem 68—71
links failure 69
overview 68—73
reducing convergence time 71-73
Convergence time 24, 71-73
Copying files to NetWare servers 658
Corporate office routers
configuring on-demand VPN connections 451
configuring router-to-router VPN connections 227
Corruption, files 668

Counters, monitoring IAS performance 404
Count-to-infinity problem, RIP convergence 68—71
CPCS 735-736
CPI-C 523
Cracking, names 364
CRC 736
Create (C) rights 656
Creating

extension-type associations 706

file creators and types 706

IP over ATM networks 784—787

LIS clients 785

multiple printers for single printing devices 713

permissions, Gateway Service for NetWare 645

printing pools 713

PVC values 787

router plans, AppleTalk 685—686

shares, Gateway Service for NetWare 645

user accounts

Client Service for NetWare 641—642
Gateway Service for NetWare 641—642

VSAs, dial-in profiles 391
Creators, files 706
Cross-platform applications

IBM host systems and Windows 2000 487—569

Macintosh and Windows 2000 computers 702

UNIX and Windows 2000 571-—-594
CTI See Computer-telephony integration (CTI)
Customer Information and Control System (CICS)

555-558, 891
CX command 669
Cyclic Redundancy Check (CRC) 736

D

Daemon
authentication, PCNFSD 584

querying mount daemon using showmount command 584

Data
access, SNA Server 493
access methods
‘Web-to-host application access 565—566
Web-to-host data access 564—565
authentication
L2TP over IPSec connections 443
VPN 419
caching 589
encryption
description 491
LAN-to-host security 542
VPN 419
Windows 2000 secure remote access 267
flow control 873
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Data (continued)
form 692
transfer through a X.25 connection 263
tunneling
L2TP 438—-439
PPTP 431-432
types 709
Data country/region code (DCC) 744
Data Direct parameter 781
Data Link Control (DLC)
802.2, hierarchical SNA networks 869
connecting
PCs to SNA hosts 854—856
print devices using 856—857
driver parameters in the registry 853
installing 852
network bindings 852
overview 851
Data link layer encapsulation 432
Data Stream Type 2 213
Data transport, NFS Server 577
Database log files 399
Datagram Delivery Protocol (DDP) 677
Data-link layer encapsulation 438
Day and time limits dial-in constraint 388
Day and Time Restrictions attribute 386
DCC 744
DDP 677
DDR See Demand-dial routing (DDR)
Decompression, video 808
De-encapsulation 439
Defaults
Application Type 787
domains, IAS 364
ELAN parameters 787
ELANs 772
internal network numbers 633
routes ‘
dial-up VPN clients 446—449
host routing 12
OSPF routers, troubleshooting 107
routing table entries 15
trees
accessing NetWare services with 647—648
resetting 667
zones See Zones
Delay, routing table 16
Delete alias command 57
Delete helper command 57
Deleting
file types and associations 706
text using vi editor 610

Demand-dial interface

packet filtering 234
router-to-router VPN connections
configurations 449—453
using dial-up ISP connections 451
setting demand-dial filters 236
setting dial-out hours 237

Demand-dial routing (DDR)

and remote access 218
and routing protocols
multilink PPP connections 243
overview 237-243
answering router
configuring connection persistence 219
configuring idle disconnect 219
authentication 231-232
BAP 243
calling router 219
changing IPX control protocol 245
components 221-223
connection establishment delay 217
connection types 218—-221
Demand-dial Wizard 235-234
description 217
encryption 233, 236
introduction 217-223
IPX-based connections 245—246
monitoring connections using Rasmon 230
on-demand connections
configuring 219
overview 219-220
static routing 237—-242
on-demand router-router VPN connections
226-229
overview 215-254
persistent connections 219
preventing connections 236—237
process 224-—230
Routing and Remote Access service 40
security
authentication 231—232
demand-dial interface packet filtering 234
encryption 233
overview 230-234
remote access permission 231
remote access policy profile packet filtering 234
testing connections 229—230
troubleshooting
autostatic updates not working 252
on-demand connection not being made
automatically 247
overview 246—254
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Demand-dial routing (DDR) (continued)

troubleshooting (continued)
unable to make a demand-dial connection 247
unable to reach locations beyond the calling router or
answering router 250
troubleshooting tools
event logging 253
Network Monitor 254
tracing 254
unreachability reason 252—253
Windows accounting 253
Windows logging 253
two-way initiated connections 220
updating routing table 237—243
Windows 2000-based Server as a demand-dial router 34

Demand-dial Wizard 234—235
Demilitarized zone (DMZ) 900
Demultiplexing

ATM layer 734
IPX packets 188

Denied connections, remote access server 323, 325
Denying Remote Access Permissions 387
Dependent logical units (LUs)

See also Logical units (Lus)
APPC, peer-to-peer SNA networks 528
description 884

Deployment Lab, Windows 2000 Resource Kit 901
Deployment models

branch 496

centralized 499—-500

distributed 500—502

model selectivity considerations 496

Designated Routers (DRs)

backup DRs 98

on broadcast networks 97

on Frame Relay networks 98
on NMBA networks 98
OSPF 95-96

Destination Node number, NetBIOS over IPX broadcasts
packets 212
Destination Socket fields, IPX header 187
Destination Socket number, NetBIOS over IPX broadcasts
packets 212
Detecting frames, NWLink Auto Detect 627—628
Deterministic networks 726
Devices, printing
connecting using DLC 856—857
creating multiple printers for single printing 713
Services for Macintosh 710—711
DHCEP allocator 124
DHCP options, DHCP allocator 124
DHCP relay agents See Dynamic Host Configuration
Protocol (DHCP) relay agents
DHCPAck 114-115
DHCPDiscover 112—113
DHCPInform messages 320
DHCPNack 115
DHCPOffer 113
DHCPRequest 114
Diagnosing connection problems 776
Dialed Number Identification Service (DNIS)
IAS support 344
unauthenticated access 379
Dial-in constraints 388
Dial-in media constraint 388
Dial-in number constraint 388
Dial-in profiles 391
Dial-in properties 383—384
Dialing, outsourced 344
Dial-on-demand routing See Demand-dial routing (DDR)
Dial-out hours 237
Dial-up clients
default route over ISP 447
routing, default routes 446
VPN connections
concurrent Internet and intranet access 448

default route 447—449
IP address allocation 444—445
public and private addresses 445
using ISP 450-452
Dial-up remote access
connection 260
description 259
equipment 261—265
Dial-up WAN links, VPN connections 422
Digital links, V.90 261-262
Digital Subscriber Line (DSL) 768
Dijkstra’s algorithm 86—87

Designing AppleTalk networks 680
Desktop clients, integration with host applications and
transaction services 494
Desktop platforms
SNA Server client-to-AS/400 integration 534
SNA Server client-to-mainframe services 531
Destination Internetwork Address 10
Destination IP address 128
Destination network fields 131—133, 186
Destination Node fields
IPX header 186
IPX WAN Broadcast header 210
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DIM 44
Direct delivery 11, 14Direct hosting
Browser Host Announcement 211
description 211, 621
Local Server Name Query 211
over IPX using IPX WAN Broadcasts 211
Direct physical connection between SNA Server and
mainframe system 510
Directories See Folders
Directory rights 656
Directory Service Manager for NetWare 618
Directory Services Migration Tool (DSMigrate) 618
DirectShow 769-771
Discovery, VCI 738
Disks, storage 693
Displaying
default internal network numbers 633
directories using net view command 660
files, troubleshooting 718
folders, troubleshooting 718
options, command-line tools 774
servers using net view command 660
volumes using net view command 660
Distance vector 24
Distributed COM (DCOM) 557
Distributed deployment model 496
description 496, 500
disadvantages 502
illustration 500
Distributed link service, SNA Server 491
Distributed Transaction Coordinator 559
Distributional Relational Database Architecture (DRDA) 887
DLC See Data Link Control (DLC)
DMZ 900
DNIS See Dialed Number Identification Service (DNIS)
DNS proxy 125
DNS Servers, assigning IP addresses by remote access
servers 317—-318
Domain authentication
3270 terminal access 540
LAN-to-host security, SNA Server 539
Domain modes, IAS support 399—402
Domains
default, IAS 364
File Services for Macintosh 694
hierarchical networks 876—877
mixed mode
access-by-policy administrative model 396—397
overview 400—401
native mode
access-by-policy administrative model 395—-396
overview 399
Windows 2000 503
Windows NT 4.0, IAS 400—401

Downed links
RIP operation, IPX routers 74, 194
SAP operation, IPX routers 205
Downed routers
RIP operation, IPX routers 75, 194
SAP operation, IPX routers 205
Downstream connections 491, 520—-521
DRDA 887
Drivers, DLC 853
DRs See Designated routers (DRs)
DSL 768
DSMigrate 618
Dual encapsulation, AALS 735
Dump command 57
Dynamic Host Configuration Protocol (DHCP) relay agents
and remote access servers 320
configuration 112
description 112
messages
DHCPAck 114
DHCPDiscover 112—113
DHCPInform 320
DHCPOffer 113
DHCPRequest 114
rebooted renewal 114—115
Routing and Remote Access service 38
troubleshooting 115
Dynamic Host Configuration Protocol (DHCP), initializing IP
over ATM clients with 758
Dynamic interface manager (DIM) 44
Dynamic mapping, NAT 118
Dynamic memory allocation, NBF 838
Dynamic routers 18
Dynamic routing vs. static routing in VPN 453

E

E rights 656
E.164 addresses 744, 745
EAP Software Development Kit 348
EAP See Extensible Authentication Protocol (EAP)
EAP-MDS5 CHAP 376
EAP-MD5 312-313
EAP-RADIUS 314, 377
EAP-TLS 313, 376
Eavesdropping 12
Echo command, Korn shell 602
ECP 297
Editing
ELAN default parameters 787
file type descriptions 706
frame types, NWLink 628
framed MTU settings 409
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Editing (continued)

Korn shell commands 604

locally administered addresses in network adapters
855—-856

NBF default values 844

NetBEUI binding positions 845

network binding status 852

network numbers, NWLink 628

priority of print jobs 712

PVC values 787

Registry using registry editor 835

Editor, vi

changing text 610
commands (list) 612
deleting text 610

input mode commands 610
moving the cursor in Command mode 609
overview 608—612

put commands (list) 610
quitting vi 609

search commands (list) 611
starting vi 609

yank commands (list) 610

EFCI bit 738

Effective rights, NetWare 656

EGPs 29

ELANs See Emulated LANs (ELANs)
Emulated LANs (ELANSs)

connecting LECs 749—-750
default 772

naming procedures 774
parameters 779—781
security 773

setting up LECs 751-752
states 779

Emulation

LANE

ATM and 748-752

vs. IP over ATM 753

Windows 2000 ATM service support 765
Network Basic Input/Output System (NetBIOS) 832

Enable automatic recalculation defaults 162
Enabling

ANI authorization 380

CHAP 373

DNIS authorization 379

EAP 377

guest access 378

IP over ATM 786

MS-CHAP 375-376

PAP 372

Windows 2000 Server gateway 644

EnablingMulticastForwarding entry 150

Encapsulation
See also Tunneling
data link layer
L2TP data tunneling 438
PPTP data tunneling 432
dual, AALS 735
first layer, PPTP data tunneling 431
GRE packets 431
L2TP data tunneling 438
overview 22-—23
PPP 282
VPN 419
Encryption
data, secure remote access 267
demand-dial connections 233—234
keys, UNIX passwords 595
MPPE, VPN 441
passwords
CHAP 348
File Services for Macintosh 693—694
RAS, setting properties 389
UNIX passwords, using Triple DES 596
VPN security
L2TP over IPSec connections 442—443
overview 419
PPTP connections 441
Encryption Control Protocol (ECP) 297
End nodes
APPN 882
LEN 882
End Systems
See also hosts
defined 9
Ending PPP connections 306
Endpoints
ATM connection types 746—747
cells 729
virtual circuits 729
Endstations 726
Enhancing security through logical IP subnets 785
Entering PVC values 787
Entire path host determination 13—14
Entries
See also Values
AddNameQueryRetries 834
AddNameQueryTimeout 834
ARP caches 784
EnablingMulticastForwarding entry 150
LogFlags, troubleshooting 773
MARS caches 784
MARS servers 783
MaximumIncomingFrames 846
NameQueryRetries 834
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Entries (continued)
NameQueryTimeout 834
statistics 783
tuning NBF using registry entries 845—844
WanNameQueryRetries 838
Entry points 892
Environ command, Korn shell 602
Environment variables, Korn shell
commands 601—-602
list of 598
overview 598
Erase (E) rights 656
Erasing file types and associations 706
Error messages
A constraint defined in the remote access policy
failed 406
authentication type is not supported on this system 406
current configuration supports only local user
accounts 407
IAS could not access the Global Catalog 407
server is unavailable 407
specified domain did not exist 407
specified domain does not exist 405
specified user does not exist 405
unknown user name or bad password 405
user attempted an unauthorized authentication
method 406
user has exceeded the dial-in lockout count 406
user is not allowed dial-in access to the network 406
user tried to connect by calling an unauthorized NAS
phone number 406
user tried to connect from an unauthorized calling
station 406
user tried to dial-in outside of permitted hours 406
user’s account domain is unreachable 407
user’s account is currently locked out and might not be
logged on to 407
user’s information did not match a remote access
policy 406
Establishing sessions, NetBIOS Frame (NBF)
841843
Ethernet
cards, installing 687
protocol, NWLink 630
routers, installing 688
EtherTalk networks
network numbers 680
zones 683—684
Eval command, Korn shell 602
Event logging
demand-dial connections 253
enabling with ATMUNI 773
IGMP 180

Event logging (continued)
remote access servers 339
Routing and Remote Access service 59—60
VPN connections, troubleshooting tools 482
Everyone permission 696
Exec command 57
Exec command, Korn shell 602
Exit command 57
Exit command, Korn shell 602
Expired passwords 716
Explicit Forward Congestion Indication (EFCI) bit 738
Export command, Korn shell 602
Exporting, IAS configurations 348
Extended characters 701
Extensible Authentication Protocol (EAP)
authentication 314
IAS support 344, 376—377
types
EAP-MDS5 312-313
EAP-RADIUS 314
EAP-TLS 313
overview 312
Extension-type associations 702—706
Exterior Gateway Protocols (EGPs) 29
External network numbers 628, 631—632
External routes, OSPF
description 106
filters 107
supportin 84

F

Frights 667

Failures, initialization of clients 789

False command, Korn shell 602

Family identifier fields, RIP v1 75

Fault tolerance
centralized SNA Server deployment model 499
LECs 752
LU pools 517

Fc command, Korn shell 602

FCS field 282

FDDI networks See Fiber Distributed Data Interface (FDDI)

networks

FEP See Front-end processor (FEP)

Fiber Distributed Data Interface (FDDI) networks
network numbers 680
zones 683—684
NetBEUI, troubleshooting 845

Fields
ATM cells 737-739
Link Control Protocol (LCP) packet structure 285
payload, length of 736
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Fields (continued)
primary ATM address formats (list) 745
PT 735
RADIUS packets 350—352
VSA format 353-354
File access permissions, NFS clients 579
File and Print Services for NetWare 618, 632
File Permissions, NFS server 585—587
File Scan rights 667
File servers 690—691
File Services for Macintosh 690—706
File systems, UNIX 897—-898
File Transfer Protocol (FTP)
NAT editor 119
traffic filtering 134—135
File-level data access 888
Files
adding creators and types 706
attributes, Windows 2000 and NetWare 657—658
editing descriptions 706
installed with Gateway Service, Client Service, and
NWLink 650
locking 577
log 398—-399
name case resolution, NFS clients 579
NFS server
advisory locking 577
caching 588—-589
locking 588
mandatory locking 577
resolving file names 577
permissions
Services for Macintosh 695—698
Windows 2000 and NetWare 657
removing types and associations 706
sharing
description 574
Microsoft Client for NFS 578
Microsoft Server for NFS 575
versions supported 574
tracing, Routing and Remote Access service 61—62
transfers
APPC 525
SNA Server 493
translating names, Services for Macintosh 699—701
troubleshooting
corruption 668
displaying 718
finding 717
saving 717
verifying accuracy of file sizes 668

Filtering
configuring in VPN servers
L2TP over IPSec 472
PPTP 472
fragmentation 137
FTP traffic 134—135
IP packets
description 127
input filters 127
remote access policies, IP settings 389
IPX packets 184—185
L2TP server 136
local host 132—133
NetMon on RADIUS packets in traces 411
PPTP packets
L2TP over IPSec 444
PPTP 442
PPTP traffic 135-136
raw channel access 771
RCA, Windows 2000 ATM service support 769
scenarios 132—136
web traffic 134
Filters
configuring IP filters 131
demand-dial 236
denying spoofed packets 137
described 769
external OSPF routes 107
IP packets
input filters 130
output filters 131
IPX packets 184, 189—192
L2TP over IPSec packets 464, 466
local host filtering 132
NetWare 656
PPTP packets 465—466
PPTP traffic 463
RIP for IPX route filters 196—198
SAP filters 208
Finding
files, troubleshooting 717
frame type settings 666—667
options, command-line tools 774
servers, troubleshooting 717
UAM volumes 718
Firewalls
H.323 Internet telephony through 810
Internet interface on VPN servers 462—466
protection for proxy servers 403
support 543
First hop, host determination 12
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Flag characters 284—285
Flag field 282
Flat routing infrastructure 27
Flat vs. hierarchical routing 27
Floating windows 54
Flooding, OSPF operation 85
Flush netsh command 57
Focal points 892
Folders
displaying, using net view command 660
permissions 657
user home 635
viewing 718
views, troubleshooting 718
For command, Korn shell 602
Forks 692
Formats
log files, IAS and databases 399
RADIUS packets 349—357
VSA, RADIUS 353-354
Forwarder component 626
Forwarding
addresses
default routers, host routing 12
MAC 193
routing table structure 16
cells with VPI/VCI 730
cells, troubleshooting 789—792
IP multicast traffic
multicast boundaries 164—166
multicast rate-limiting 166
router features 148
scope-based boundaries 165
TTL-based boundaries 165—166
Fragmentation filtering 137
Frame Check Sequence (FCS) field 282
Frame Relay networks 98
Framed MTU settings 409
Framed Protocol attribute 385
Frames

connection-oriented network communications 835

LLC poll 846

NameQuery 841-—842

PPP Multilink Protocol 326

PPP 300

Session Alive 846

types 627—633, 666—667
Framing

CPCS 735

PT field 735

SAR 735

Front-end processor (FEP)
connection from mainframe 868
connection to cluster controller 869
description 369
software 871
FTP See File Transfer Protocol (FTP)
FTP-AFTP Gateway Service 526
Functional layers, SNA
hierarchical networks 873—874
network addressable units 875
path control 874

G

Gatekeepers, H.323 Internet telephony through 811

Gateway Service for NetWare
description 617
overview 633—-650
support, file attributes 658
troubleshooting licensed connections 670
Gateways
enabling Windows 2000 Server 644
IP Security 369
multiple, installing 648
General route requests 193
General Routing Encapsulation (GRE) 431
General SAP requests 207
Generic Flow Control (GFC) field 737
GetLocalTarget requests 196
GetLocalTarget route requests 193
GetNearestServer requests 200, 207
GetNearestServer responses 207
Getopts command, Korn shell 602
GFC field 737
Global permissions, NFS server 576
Granting Remote Access Permissions 387
Graphical user interfaces (GUI) 659
GRE 431
Group Size entry 783
Groups
accounts, NTGATEWAY 642
addresses 143
entry 783
membership interval 162
memberships 426
Guaranteed Quality of Service 742
Guest access, PPP 378
Guest authentication 344
Guest users 693
GUI 659



Index

983

H

H.245 807
H.323 Internet telephony
audio and video codecs 808
calling through firewalls 810
calling through gatekeepers 811
calling through IP-PSTN Gateways 808
media streams with RTP 808
overview 805-—812
placing calls 805
protocols
H.245 807
Q.931 807
Routing and Remote Access service 807
QoS support 811
receiving calls 806
service providers 800
troubleshooting 820
using Windows directory services 806
H.323 Service providers 800
Handling file-level permissions 697
Hardware Compatibility List 774
Hardware components
See also Nodes
hierarchical SNA networks
list 866
PU types, associated 870
LUs, associated 872
peer-to-peer SNA networks 879
SNA APPN model 878
Hardware routers 9
Header Error Control (HEC) 732, 738
Headers
ATM cells 737
IPX WAN Broadcasts 210
structure, IPX 185-187
transit Internetwork 23
translation through NAT 118
HEC 739
Hello packets, OSPF 91
Heterogeneous Client service, SNA Server
integrating with AS/400 systems
APIs 534,535
desktop platforms 534
host utilities 535
LU types 569
session types 535
Telnet services 534
integrating with IBM mainframes
APIs 531-533
Heterogeneous client support 491
Hierarchical file structures, UNIX 897—898

Hierarchical networks 865
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RIP for IPX 196
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Host utilities
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choosing a method for 555
overview 551
using OLE DB 553
data formats 887
hierarchical SNA networks 868
integrating heterogeneous networks through Microsoft
SNA Server 489
integrating SNA hierarchical and APPN models 885
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Token Ring networks 830
terminal access 886—887
transaction processing standards 891
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Identifier field, RADIUS packets 350
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IGMP See Internet Group Management Protocol (IGMP)
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ILMI 750
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based system 495
Routing and Remote Access service with IAS
346—-347
services 491
SNA Server client-to-AS/400 systems
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with 659—660
GUI 659
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L2TP over IPSec packet filters 464
overview 462
PPTP packet filters 463, 465—466
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Transport Driver 832
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Windows 2000 ATM service support 766—767
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overview 632—633
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remote access across VPN 420
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authentication process 358—381
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troubleshooting
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Message 12
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version 2 155—157
Internet Multicast Backbone 152
Internet Protocol (IP)
group addresses 143
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TN5250 settings 530
Internet Protocol Control Protocol (IPCP)
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overview 292
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Internet Protocol Security (IPSec)
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data tunneling 438
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encryption 443
overview 435
VPN security
authentication, computer 442
authentication, tunnel 443
authentication, user 442
encryption 443
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troubleshooting RIP for IPX 192-199
H.323 calls 820 routers
overview 820—824 criteria for route selection 194
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overview 420—422 NBF 830
Internetwork Packet Exchange Control Protocol (IPXCP) NetWare
IPX demand-dial connections 245 accessing volumes 659, 660
IPX-based negotiations 294 administering servers through Windows 2000
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packet structure 294 Gateway and Client Service for 633—650
Internetwork login scripts 661—662
addresses 10 security 655—658
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converged 24 Windows 2000 services for 617—633



988 Index

Interoperability (continued) IP filtering driver 47
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addressing 448 multiparty conferencing 812—816
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IGMP Host Membership Report Messages 150
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150—151
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multicast forwarding table updates 52
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overview 51
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Routing and Remote Access support
IGMP protocol 158—164
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IP-in-IP tunnels 167
multicast boundaries 164—166
multicast heartbeat 166
multicast rate-limiting 166
multicast static routes 168—169
overview 158—169
scope-based boundaries 165
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171-172
remote access clients 172—174
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170-171
troubleshooting tools 176—180
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IP routing
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link state-based 26
Network Address Translator (NAT) 116
off-subnet addressing and 279—280
overview 65
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preferred route sources 66
remote access server 276
RIP 67-84
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IP Security Gateway 369
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IP Unicast Forwarder 48
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IP-in-IP interfaces 167
IP-in-IP tunnels 167
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IPSec Tunnel Mode 23
IPSec See Internet Protocol Security (IPSec)
IPSecPol 461
IPX See Internetwork Packet Exchange (IPX)

IPX filtering driver 48
IPX forwarder driver 48
IPX router manager 45
IPX routing
autostatic update 241-242
demand-dial connections, NCP watchdog spoofing
245-246
distance vector-based protocol 24
link state-based 26
remote access server 276
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IPX socket vs. Winsock socket 187
IPX WAN Broadcast 210—-211
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Ipxroute config tool 662
Ipxroute ripout tool 662
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ISDN 262
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Job control 606

Jobs command, Korn shell 602
JOIN ELAN state 779

Joins entry 783

Joins 788

K

Kerberos authentication 694
Kernel 898
Keys, encryption 595
Kill command, Korn shell 602
Korn shell
environment variables (list) 598
metacharacters (list) 600
overview 597—606
Services for UNIX
arithmetic and logical operators 605
arithmetic evaluation 605
command aliases 604
command history 604
command line editing 604
commands 601—602
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Korn shell (continued)
environment variables 598
job control 606
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shell scripts 606
UNIX commands (list) 602

L

L2TP Access Concentrator (LAC) 369
L2TP See Layer Two Tunneling Protocol (L2TP)
Lab, Windows 2000 Resource Kit Deployment 901
LAC 369
LAN emulation (LANE) 748—752, 765
LAN emulation client (LEC)
adding to existing ELANs 751-752
connecting to networks 749—750, 752
description 748
fault tolerance 752
LAN emulation configuration server (LECS) 748—749
LAN emulation server (LES) 748, 750
LAN protocols 266
LANE See LAN emulation (LANE)
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LAN-to-host security
host security integration
components 544
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host account cache 545
host account synchronization service 546
password synchronization options 546—547

Windows 2000 account synchronization service 546

SNA Server
authentication 539—540
automating logons 548—550
automating password synchronization 547—548
data encryption 542
firewall support 542—543
resource allocation 541—542
securing 538
LaserPrep Wars 711-712
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control messages 436
data tunneling 438—439
de-encapsulation of IPSec tunneled data 439
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over IPSec
overview 435
packet filtering 444, 464, 466
preshared-key authentication 453—461
VPN security 442—443

Layer Two Tunneling Protocol (L2TP) (continued)
packets
development process 439—440
IPSec tunneled data 438
over IPSec tunneled data 438
Windows 2000 networking architecture
439-440
server filtering 136
traffic over IPSec in VPN 468
VPN security 442—443
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ATM model
AAL 734-736
ATM 733-734
logical link control (LLC) 832-833
physical 732—733
LCP See Link Control Protocol (LCP)
Least cost path calculation 86
Leave Group Message, IGMP 157
Leaves 747, 783
LEC See LAN emulation client (LEC)
LECS CONNECT CFG ELAN state 779
LECS CONNECT ILMI ELAN state 779
LECS CONNECT PVC ELAN state 779
LECS CONNECT WKA ELAN state 779
LECS See LAN emulation configuration server (LECS)
LEN 881
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IPX header 185
RADIUS packets 350, 352
LES See LAN emulation server (LES)
LES CONNECT ELAN state 779
Let command, Korn shell 602
Level of preference 139
Licensed connections 670
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Limitations
network routing, NBF 844
RIP for IP 67
Limited broadcasts 133
Link alerts 569
Link Control Protocol (LCP)
Configuration-Request, parsing 305
negotiation process
overview 289-290
sample 290
options
BAP (list) 328
PPP Multilink Protocol (list) 327
structure 287
overview 285-290
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Link Control Protocol (LCP) (continued)
packet exchange between PPP peers 289
packet structure 285
packet types (list) 286

Link services 506

Link State Advertisements (LSAs) 85—86

Link state databases (LSDBs)
autonomous systems 88
data exchange process 91
examples 88
formation using LSAs 85-86
minimizing size of LSDB 101
OSPF 84, 101
synchronizing through adjacencies 91—-99

Link State Request packets 91

Link State Update packets 91

Link states 26

Link stations 833

Link timers 837—838
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Listening modes 148

LLC poll frames 846

LLC 832-833

Load balancing
centralized SNA Server deployment model 499
hierarchical SNA networks 518, 520
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IBM, running Windows 2000 NBF in 846
traditional vs. ATM 727-731
Routing and Remote Access service 42

Local host filtering 132—133

Local policy management 382—383

Local Server Name Query 211

Local Session Numbers (LSNs) 839

Locality, routing table 17

LocalTalk cards 687—688

LocalTalk networks 680, 683—684

LocalTalk routers 688

Locking files 588

Locking 577

Lockouts, account 403

Log files, IAS 398—-399

LogFlags entry, troubleshooting 773
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enabling with ATMUNI 773
remote access server 339
Routing and Remote Access service 59—60

Logging on
domains and trusted domains, File Services for

Macintosh 694
NetWare networks from Windows 2000 Professional-
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Logical connections 511
Logical IP subnet (LIS)
enhancing security through 785
initializing IP over ATM clients with 758—760
Logical link control (LLC) layer 832, 833
Logical operators 605
Logical unit level security 491
Logical units (LUs)
assigning LUs to workstations 517
assigning to IP addresses 520
associated hardware components 872
dependent APPC LUs 528
dependent LUs 884
hierarchical networks 872
independent APPC LUs 527
independent LUs 884
locking LUs to a specific computer 517
peer-to-peer networks 883
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516— 517
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528-529
providing fault tolerance 517, 529
SNA APPN model 878
SNA Server client-to-AS/400 integration 534
SNA Server client-to-mainframe services 531
types 872
Login scripts 661—662, 669
Logons, automating 548—550
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Loose source routing 14
Low entry network (LEN) end nodes 881—882
Low entry network (LEN) nodes 881
Lp command, UNIX 900
Lpq command, UNIX 900
Lpr command, UNIX 900
Lprm command, UNIX 900
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LSAs 85-86
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LSNs 839

Mrrights 656
MAC addresses See Media Access Control (MAC) addresses
Macintosh, Services for 673, 720
MAC-Layer multicast 144—145, 720
Magic Number, PPP 287
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connection to front-end processor 868
IBM, terminal access 886—887
integrating heterogeneous clients with mainframes 531
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Mainframe systems (continued)
printing, SNA Server 536
SNA Server connection 510—-512
software 871 '
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IP over ATM networks 784—787 :
L2TP tunnel with control messages 436—437
tunnel, PPTP Control Connection 429
Make Changes permission 696
Man command, UNIX 900
Man pages, UNIX 900
Management
applications, Routing and Remote Access service 44
functions, IBM NetView 892
VPN 424—428
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ILMI 751
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Management services
SNA Server 566
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SNA Server 568—569
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Managing
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remote access
access 270-272
accounting 274
addresses 270
authentication 273
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servers importing and exporting IAS configurations 348
Manual configuration, static routes 239—-238
Mapped options, password synchronization 569
Mapping
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ARP cache entries 784
MARS cache entries 784
static or dynamic through NAT 118
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extended characters, Services for Macintosh 701
IP multicast to MAC-Layer multicast 144—145
NFS directories to local drives 579
ports, VPN traffic 468
user and group, NFS Server 576
MARS See Multicast Address Resolution Service (MARS)
Master browser on computers running NBF 847
Matching addresses, LES 750
Maximum receive unit (MRU) 283, 287
Maximum session length dial-in constraint 388
MaximumIncomingFrames parameter 846
MBone 152, 170—-173
MCData Pkt entry 783

MCS 755 .
Mean Time Between Server Broadcasts 504
Mechanisms, encryption 441
Media Access Control (MAC)
ATM 743
IPX network 186
Media integration ‘ i :
Asynchronous Mode Transfer 723—792
Telephony Integration and Conferencing
793-824
Member SNA Server 504
Members entry 783
Memory, dynamic allocation 838
Message Digest 5 Challenge Handshake Authentication
Protocol (MD5 CHAP) 376
Messages, error See Error messages
IGMP Host Membership Report 150, 154
IGMP vl 153
IGMP v2 155-156
MS-CHAP v2 311
RIP for IPX 193
RIP vl 75,79
RIP v2 79-80
SAP for IPX 200
SAP operation 207
sent by SAP 624
servers, Services for Macintosh 719
Metacharacters, Korn shell 600
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MIB See Management information base (MIB)
Microsoft Challenge Handshake Authentication Protocol
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IAS support 80, 374—-376
version 1 (MS-CHAP v1) 309-310
version 2 (MS-CHAP v2) 310-311
Microsoft Client for NFS 578, 594
Microsoft Management Console (MMC) 556
Microsoft Networking using IPX WAN Broadcasts 211
Microsoft Point-to-Point Compression Protocol (MPPC) 297
Microsoft Point-to-Point Encryption (MPPE) 233, 297,
441
Microsoft Remote Service Provider 801
Microsoft RPC Server, SAP service types 207
Microsoft SNA Server See SNA Server
Misconfigured hosts 627
Mixed mode domains 400—401
Mixed-mode domains, access-by-policy administrative
model 396—397
MMC 556
Model numbers, PU types 870
Models :
administrative, remote access policy 394—397
ATM 732-736
OSI vs. NetBIOS Frame Format 831
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Modes
burst 623
domain authentication 399—402
operation, MARS 754—-756
Modify (M) rights 656
Modifying
default values, NBF 844
ELAN default parameters 787
file type descriptions 706
frame types, NWLink 628
framed MTU settings 409
locally administered addresses in network adapters
855—-856
NetBEUI binding positions 845
network binding status 852
network numbers, NWLink 628
priority of print jobs 712
PVC values 787
Registry with Registry Editor 835
Routing and Remote Access service configuration 37
text, using vi editor 610
Monitoring
demand-dial connections 230
performance, IAS servers 404
remotely, IAS 347
Monitors, port 708
Mount command, UNIX 594
Mount options 578
MP See Multilink Protocol (MP)
MPPE See Microsoft Point-to-Point Encryption (MPPE)
Mprdim.dll 44
Mrinfo command 178
MRU See Maximum receive unit (MRU)
MS-CHAP See Microsoft Challenge Handshake
Authentication Protocol (MS-CHAP)
Mitrace support 179
MTUs
changing settings 409
common network types 778
Multicast Address Resolution Service (MARS)
operation modes 754—756
server
mapping addresses 784
statistics 783
- Windows 2000 ATM service support 765
Multicast boundaries
description 164
Routing and Remote Access IP multicast support
multicast rate-limiting 166
overview 164—166
scope-based boundaries 165
TTL-based boundaries 165—166
Multicast conferencing service providers 801

Multicast configurations, IP 169—172
Multicast Forward parameter 781
Multicast forwarding table 176
Multicast Group Manager 47
Multicast heartbeat 166
Multicast promiscuous mode 148
Multicast rate limiting 166
Multicast routing protocols, IP multicast-enabled
intranet 151—-152
Multicast Send parameter 781
Multicast Server (MCS) 755
Multicast static routes, Routing and Remote Access 168—169
Multicast statistics, IP multicasting 177
Multicast traffic, Destination network 133
Multicasted announcements, RIP v2 78
Multicasting, IP See IP multicasting
Multihomed computers 18
Multilink
demand-dial routing 243
endpoint discriminator 327
maximum receive reconstructed unit 327
setting properties 389
Multilink Protocol (MP)
description 325
generating single logical links from multiple physical
links 325
LCP options (list) 327
long sequence number 327
overview 325-327
short sequence number 326
Multiparty conferencing using IP multicast
conferences 812
overview 812-816
troubleshooting 820
Multipath routing infrastructure 27
Multiple ATM cards addresses 775—778
Multiple gateways 648
Multiple network adapters 845
Multiple printers 713
Multiple seed routers, AppleTalk networks 681
Multiple servers
connecting to NetWare 655
managing, importing and exporting IAS 348
Multipleprotocol router 34
Multiplexing ATM layer 734
Mutual authentication 232, 266

N

Name Binding Protocol (NBP) 677
Name cracking, IAS 364

Name resolution, SAP for IPX 200—209
Name server allocation, VPN 420
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Name servers, VPN 425
Name Type Flags, NetBIOS over IPX header 213
NameQuery frames 841—842
NameQueryRetries entry 834
NameQueryTimeout entry 834
Naming ELANs 774
NAS 358
NAS IP Address attribute, remote access policies 385
NAS Manufacturer attribute, remote access policies 386
NAS Port Type attribute, remote access policies 385
NAT See Network Address Translator (NAT)
Native protocols, TCP/IP as 619
Native-mode domains 395-396, 399
NAU 875
NBF See NetBIOS Frame (NBF)
NBFCP See NetBIOS Frames Control Protocol (NBFCP)
NBFP See NetBIOS Frame Protocol (NBFP)
NBMA networks 90, 98, 100
NBP 677
NCB 832
NCP Server, IPX Socket Numbers 187
NCP watchdog spoofing, IPX demand-dial connections 245
NCP See Network Control Protocol (NCP)
NDIS calls, communicating over RAS connections 275
NDIS Proxy Service Provider 801
NDIS wrappers 274
NDIS See Network Device Interface Specification (NDIS)
Ndis.sys 274
NDISWAN, PPP over ATM protocol and 769
Ndiswan.sys 274
NDISWANdriver 274
NDS See Novell Directory Services (NDS)
Negotiated options
ATCP (list) 295
Compression Control Protocol (CCP) 296
IPCP (list) 293
IPXCP (list) 294
NetBIOS Frames Control Protocol (NBFCP) 296
Negotiations
callback, with CBCP 291
LCP 289, 289-290
NCP 292
Net use command 836
Net view command 660
NetBIOS Frame (NBF)
architecture 831—-833
dynamic memory allocation 838
establishing sessions 841—843
interoperability 830
network communication methods 834—838
network routing 844

NetBIOS Frame (NBF) (continued)
overview 829—830
Plug and Play 844
remote access client support 838
session limits, compared to previous NetBIOS
versions 839—840
NetBEUI See NetBIOS Extended User Interface (NetBEUT)
protocol
NetBIOS
commands, NBF support 832
description 830
NetBEUI protocol 830—829
packets, forwarding from the remote access server 280
NetBIOS Broadcasts, IPX routers
broadcast packet structure 212—213
configuring NetBIOS Broadcast 214
configuring statically seeded names 213
headers 213-214
IPX Socket Numbers 187
overview 210
sessions, IPX routers 210
Static NetBIOS Names 214
NetBIOS Extended User Interface (NetBEUI) protocol
overview 829—830
remote access servers 280—281
NetBIOS Frame Protocol (NBFP) 831
NetBIOS Frames Control Protocol (NBFCP)
negotiated options (list) 296
packet structure 295
PPP, NetBEUI-based parameter negotiations 295—296
NetBIOS gateways
accessible network resources 280
architecture 280—281
packet distribution 280
NetBIOS Name Query, using IPX WAN Broadcasts 211
NetBIOS Name Registration, using IPX WAN
Broadcasts 211
NetBIOS Name, NetBIOS over IPX header 213
NetBIOS over IPX protocol 625—626
NetBIOS over TCP/IP, NAT editor 119
NetLogon using IPX WAN Broadcasts 211
NetMon See Network Monitor (NetMon)
Netsh command-line tool
command modes 58
global commands (list) 57
overview 56—59
Netsh commands
IP multicasting 179
netsh routing ip add rtm route command 66
netsh ras aaaa set accounting command 37
netsh ras aaaa set acctserver command 37
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Netsh commands (continued)
netsh ras aaaa set authentication command 36
netsh ras aaaa set authserver command 36
netsh routing ip add rtm route command 66
Netsh.exe 42
NetView
IBM NetView network management system 891
management architecture 892
management functions 892
NetWare
accessing volumes 659—660
administering through Windows 2000 651—655
Client Service for
description 618
overview 633—650
troubleshooting licensed connections 670
displaying directories on NetWare servers 660
displaying, net view command 660
File and Print Services for
description 618
network numbers 632
file attributes assigned when copying files to 658
Gateway Service for
description 617
overview 633—650
support, file attributes 658
troubleshooting licensed connections 670
login scripts 661—662
pass-through authentication, Client Service for
NetWare 634
preparing for Gateway and Client Service
641—-642
security 655—658
servers
administration through Windows 2000 651—655
file attributes assigned when copying files to 658
troubleshooting connectivity problems 662—670
Windows 2000 services for 617—633
NetWare Core Protocol (NCP)
Gateway Service for NetWare 637
IPX demand-dial connections, Watchdog spoofing
245-246
NetWare File Server, SAP service types 207
NetWare Link Services Protocol (NLSP), link state routing
protocols 26
NetWare Print Server, SAP service types 207
Network access server (NAS) 358
Network Address Translator (NAT)
description 116
DHCP allocator 124
DNS proxy 125
editors 119

Network Address Translator (NAT) (continued)
header fields translation 118
processes 119
processing inbound Internet traffic 122
processing outbound Internet traffic 120
routing protocol components 124
static or dynamic address mapping 118
troubleshooting 125
VPNs 467-468
Network addressable units (NAUs), SNA functional
layers 875
Network addresses
See also Network ID
adapter cards, changing 855—856
translating, Routing and Remote Access service 38
Network Basic Input/Output System See NetBIOS
Network bindings 852
Network control blocks (NCBs), NBF support 832
Network Control Protocol (NCP)
ATCP 295
CCP 296
ECP 297
IPCP 292
IPXCP 294
NBFCP 295-296
Network Layer negotiation 292
Network Device Interface Specification (NDIS)
NBF support 832
Windows 2000 ATM service support 766—767
Network file system (NFS)
architecture 576, 579
authentication options 578
client features
authentication options 578
mapping NFS directories to local drives 579
mount options 578
setting file access permissions 579
symbolic links 579
troubleshooting tools 579
data caching 589
design features 585—589
features, symbolic links 577
file caching 588—-589
file locking 588
file permissions 585—587
inodes 585
Microsoft Client for NFS 574—578
Microsoft Server for NFS 575
overview 574—582
PCNFSD authentication 584
protocols (list) 579
RPC Calls (list) 582
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Network file system (NFS) (continued)
RPC protocol
overview 580
rpcinfo command line options (list) 581
server features 577
caching of inode 577
file locking 577
file name case resolution 577
global permissions 576
mapping user and group 576
NFS threads 577
read and write buffer size 576
remote file access 576
security permissions 576
troubleshooting tools 577
version 2 577
version 3 577
showmount command 584
symbolic links 587—-588
threads 577, 583
troubleshooting tools
NEFS clients 579
rcinfo 577
showmount 577
versions supported 574
Network ID
See also Network addresses
defined 10
routing table structure 16
Network integration methods
deployment models
branch 496—498
centralized 498—500
distributed 500
overview 496—502
overview 495
SNA Server to IBM host systems, connection
methods 505
Windows 2000-based network with SNA Server
determining SNA Server roles 504—505
organizing SNA Server-based subdomains 504
overview 503
SNA Server subdomains 503
Windows 2000 domains 503
Network integration services 491
Network interoperability, Microsoft SNA Server 489
Network Load Balancing 433—434
Network management
integration of
description 864
LAN-to-host 566—569
SNA Server 495, 566—569
remote access 274

Network masks
configuring IPX filters using 191
configuring IPX packet filters 192
configuring RIP route filters using 198
Network Monitor (NetMon)
capturing PPP packets 299—303
demand-dial connections 254
remote access servers 339
troubleshooting with 410—411, 663
VPN connections, troubleshooting tools 483
Network Network Interface (NNI) 746
Network nodes 881
Network numbers
assigning 683
description 680
IPX routing table 193
NWLink 627—-633
RIP for IPX packet structure 196
SAP packet structure 208
Static IPX Routes 199
verifying 667
Network protocols, SNA Server-based computers,
choosing 512—-514
Network ranges See Network numbers
Network Virtual Terminal (NVT) 590, 591
Networks
access, centralized user authorization 345
adapters, binding to NBF 845
AppleTalk 679—689
communication methods, NBF 834—838
connecting over an intranet using VPN 423
connecting over the Internet
dedicated WAN links 421
dial-up WAN links 422
overview 421
connecting to, LECs 749—750
connectionless vs. connection-oriented 727—730
defined 9
deterministic 726
EtherTalk
network numbers 680
zones 683—684
FDDI
network numbers 680
Token Ring source routing support 845
zones 683—684
IBM SNA model 865
IP over ATM, setting up and maintaining 784—787
LAN 727-731, 846
LocalTalk
network numbers 680
zones 683—684
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Networks (continued)
MTUs for common types 778
NetWare, logging on from Windows 2000
Professional-based computers 619
OSPF 90
Plug and Play, NBF 844
querying for the best routes 12
regulating traffic, link timers 837—-838
Remote Access Client support, NBF 838
routing table entries 15
routing, NBF 844
setting up devices for printing on, Services for
Macintosh 710—711
Token Ring, NBF support 830
TokenTalk
network numbers 680
zones 683—684
Next hop fields, RIP v2 79—-80
Next Hop MAC addresses, Static IPX Routes 199
NIS, Password Synchronization 593—594
NIS+, Password Synchronization 593
NLSP 26
NNI 746
Node ID
See also host ID
description 10
Nodes
APPN 881-882
hierarchical SNA networks (list) 866
LEN 882
numbers, SAP packet structure 208
root 747
Noise, quantization 261

Non-Broadcast Multiple Access (NBMA) networks 90, 98,

100
None access privilege 696
Novell Directory Services (NDS)
displaying directories on NetWare servers 660
object and property rights 658
specifying trees and context 647
Novell NetWare, IPX tunneling 23

NTES streams, File Services for Macintosh 691—692

NTES, translating file names 701
NTGATEWAY group account 642
Numbers, network See Network numbers
NVAlert service 568
NVRunCMd service 569
NVT 590-591
NWAdmin utility 641
NWLink

description 617

overview 619—633

files installed with 650

NWLink Auto Detect, detecting frames with 627—628

Nwinkflt.sys 48
Nwinkfwd.sys 48
Nwrdr.sys redirector, translating packets 638—639

0]

Object rights, NDS 658
Offline command, Netsh global commands 57
Off-subnet addressing
and IP routing 279—280
description 278
remote access server 279—280
OLE DB Provider 562
OLE DB, data access for IBM host systems 553
On-demand connections
description 219—-220
static routing
autostatic updates 239—242
manual configuration 238—239
overview 237-242
VPN 226-229, 451

One-way authentication, demand-dial connections 232

One-way initiated connections 220—221
Ongoing maintenance
RIP for IP operation 74
RIP operation, IPX routers 194
SAP operation, IPX routers 205
Online command, Netsh global commands 57
Online documentation, UNIX 900
Online transaction processing (OLTP) 889
On-subnet addressing
and proxy ARP 279
description 278
remote access server 279
Open Shortest Path First (OSPF)
adding to a converged Internetwork 94—95
adjacency
propagation 94
troubleshooting 109, 110
Area Border Routers (ABRs) 103
areas 102—-100
ASBRs
description 103
external routes, advertising 107
backbone area 102
backbone routers 103
broadcast networks 90
communications 100

converged Internetwork, adding routers 94—95

convergence process 88, 94
disadvantages over RIP v2 78
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Open Shortest Path First (OSPF) (continued)
DRs 95-96
establishing an adjacency between routers 93
external routes 106—107
features 84
Hello packets 91
inter-area routing 103
interface states 99
internal routers 103
link state databases 84
link state routing protocols 26
LSDB, minimizing size of 101
neighboring router states (list) 92
network types 90
NMBA networks 90
operation of 85—89
overview 84
Point-to-Point networks 90
route flapping, protection from 102
route summarization 101
Routing and Remote Access service 38, 46
routing tables, reducing size of 101
stub areas 108—109
troubleshooting
adjacency not forming 109, 110
ASBRs and default routes 107
improper routes 109, 111
virtual link not forming 109, 111
viewing
current OSPF areas 102
neighboring OSPF router states 92
virtual links
configuring 105
description 104
troubleshooting 109, 111
viewing 105
Operating modes, IGMP proxy 162—164
Operation fields, RIP for IPX packet structure 196
OPERATIONAL ELAN state 787
Operators, UNIX Korn shell 605
Optimizing performance, IAS servers 403—404
Options
ATCP (list) 295
ATMADM utility 774—775
ATMARRP utility 782, 784
CBCP (list) 291
CCP (list) 296
command-line tools, finding 774
IPCP (list) 293
IPXCP (list) 294
LCP 287

Options (continued)

NBFCP (list) 296

/reset, ATMARP utility 782

showmount (list) 584

Telnet, UNIX 591

troubleshooting with

ATM connections 788
cell forwarding 790—791

OSI layers (list) 579
OSI model

compared to NBF architecture 831

mapping functional layers to SNA 874
OSPF See Open Shortest Path First (OSPF)
Ospf.dll 46
Other querier present interval 162
Output filters

IP packets 127, 131

IPX packets 184, 192

RIP for IPX route filters 196—198
Outsourced dialing 344
Outsourcing, remote access 344—345
Overlapping addresses, intranet 448
Owner permission 696

P

Packet bursts 623
Packet Types
IPX header 186
IPX WAN Broadcasts 210
NetBIOS over IPX broadcasts 212
Packets
Accounting Start and Stop 398
ATCP 295
CBCP 291
CCP 296
filters
demand-dial connections 234
VPN 442, 444, 464—466
remote access policies, IP settings 389
IPCP 292
IP-in-IP tunneling 167
IPX 184-185, 188
IPXCP, structure 294
L2TP 438
LCP 286
NBFCP 295
NetBIOS broadcasts, IPX routers 210
NetBIOS sessions, IPX routers 210
PPP 299-303 .
PPTP control connection, structure 429
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Packets (continued)
RADIUS
filtering NetMon on in traces 411
formats 349—-357
validating 363
structures of
IPX 621-622
LCP 285
NetBIOS over IPX broadcasts 212—213
RIP for IPX 195-196
SAP 206
translating
Client Service for NetWare 641
Gateway Service for NetWare 638—639
Packs, Chooser 711
PAP 306-307, 372
Parameters
ATMADM utility 774—775
ELAN 787
ELANs 779-781
IPX filters 190
Registry, DLC driver 853

Pass-through authentication, Client Service for NetWare 634

Pass-through VPN connections 424, 469—475
Password Authentication Protocol (PAP) 306—307, 372
Password Synchronization 491, 546—548, 593—-596
Passwords
changing, UNIX 593
cleartext, File Services for Macintosh 693
connecting to NetWare volumes with 660
encrypted, File Services for Macintosh 693—694
encryption with CHAP 348
propagating changes in NIS domain 594
synchronizing
UNIX 592-596
using Password Synchronization 593
verifying with user names 667
troubleshooting, Services for Macintosh 716
UNIX
encryption key 595
encryption using Triple DES 596
security 594—596
synchronizing 592—-596
using Password Synchronization 593
volume, Services for Macintosh 698
Path control, SNA functional layers 873—-874
Paths
transmission 739—740
virtual 739—740
Payload field, length of 736
Payload Type (PT) field 735
Payload Type Indicator (PTI) field, ATM cells 738

Payload, CPCS 736
PC/NFS daemon (PCNFSD) 584
PCNFSD 584
Peer-to-peer SNA networks
APPC applications 524
communications
APPC 522
APPC applications 524
APPC deployment strategies 527—531
CPI-C 523
FTP-AFTP Gateway Service 526
overview 522
providing fault tolerance 529
SNA remote access service (RAS) 530
TN5250 IP settings 530
connection types 880
hardware components 879
hot backup across connections and servers 529
IBM SNA networking model 865
integrating hierarchical networks 885
LUs 529, 883
PUs 880
Performance
tuning and optimizing, IAS servers 403—404
improving
adaptive sliding windows 836—837
link timers 837-—838
Performance and accounting management, IBM
NetView 892
Peripheral router, IP multicast-enabled intranet
171-172
Permanent virtual circuit (PVC) connections
differentiation between SVCs, ATM call manager 764
setting up 786—787
troubleshooting cell forwarding 789—792
VCI discovery 738
Permissions
creating, Gateway Service for NetWare 645
files
access, NFS clients 579
NEFS server 585—587
Services for Macintosh 695—698
remote access 383, 387
Windows 2000 657
Persistent connections 242—243
Persistent router-to-router VPN connections 450
Phone dialer applications 797
Phones, IP-based 772
Physical control, SNA functional layers 873
Physical layer, ATM model 732—-733
Physical Medium Dependent (PMD) sublayer 732
Physical unit pass-through service 491
Physical units (PUs) 869—870, 878, 880
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Placement of seed routers, AppleTalk networks 682
Plain Old Telephone Service (POTS) 261
Planning
AppleTalk networks 680, 685—686
connections between Windows 2000 and Macintosh
computers 686—689
Platforms supported by Windows 2000 573
Plug-ins, authentication 364
PMD sublayer 732
Point-to-Point Tunneling Protocol (PPTP) 23, 135—136
Point-to-LAN remote access connectivity 259
Point-to-multipoint connections, ATM signaling 747
Point-to-point connections, ATM signaling 747
Point-to-Point networks 90, 100
Point-to-Point Protocol (PPP)
advantages of 768
asynchronous links 284
ATCP, negotiating Apple Talk-based parameters 295
authentication protocols 306—314
callback negotiation with CBCP 291
CCP, packet structure 296
connection process 298—306
connections with
callback 298
capturing packets with Network Monitor
299-303
configuration 298
creating a log of PPP packets exchanged
304-306
Network Monitor 299—303
overview 298-—-299
protocol configuration 299
sample 299
terminating 306
tracing 304—306
unauthenticated 314
description 714
enabling 328
encapsulation 282
frame size 282
frames, captured 300
guest access 378
header fields 282
IAS support 344
IPCP, negotiating IP-based parameters 292
IPXCP, negotiating IPX-based parameters 294
link negotiation with LCP 285—-290
MRUs 282
NBFCP, negotiating: NetBEUI-based parameters 295
NCP, IPXCP 294
Network layer negotiation with NCP 292-297
overview 281

Point-to-Point Protocol (PPP) (continued)
packets, capturing with Network Monitor 299—303
protocol IDs 283, 308
support features for Windows 2000 server 35
synchronous links 285
troubleshooting 284—285

Point-to-point remote access connectivity 259
Point-to-Point Tunneling Protocol (PPTP)

authentication 429
authentication protocols used 441
control messages 429
data tunneling
data-link layer encapsulation 432
encapsulation 431
GRE packet encapsulation 431
processing 432
structure 431
description 428, 714
GRE header 431
management messages (list) 429
overview 428—433
packet filters 442, 463, 465—466
packets 432
private addresses, VPN dial-up clients 445
public addresses, VPN dial-up clients 445
traffic, VPN 468
tunnel maintenance 429-430
using Network Load balancing to build a cluster of PPTP
servers 433—434
VPN security 441

Policies

access by

in mixed-mode domains 396—397

in native-mode domains 395—-396
managing, locally vs. centralized 382—383
remote access

conditions, VPN connections 426

description 345

IAS 381-397

managing 272

overview 322-—-325

settings, remote access, VPN connections 425

troubleshooting 325

Poll frames, LLC 846
Pools

logical unit, using in hierarchical SNA networks 516
printing 713

Popd command 57
Port monitor 708
Ports

IPX routing table 193
routing table structure 16
SAP tables entry fields 204
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POTS 261
PPP See Point-to-Point Protocol (PPP)
PPP Multilink Protocol 326—327
PPP over ATM protocol 768—772
Ppp.log 304
PPTP See Point-to-Point Tunneling Protocol (PPTP)
Predictive dialing, CTI 796
Preference levels 66
Preferred servers 648, 667
Pre-shared key authentication 453—461
Preventing
demand-dial connections 236—237
LaserPrep Wars 711-712
loss of client-side information during upgrade from
Windows NT 4.0 752
occurrence of PPP flag character 284
unauthorized access to switches 788
Primary SNA Server 504
Print commands 602, 900
Print Server for Macintosh 707—-713
Printer Access Protocol 677, 707
Printing
devices, connecting using DLC 856—857
gateway printers 645
Host Print Services 536
pools, creating 713
SNA Server 536—538, 493
troubleshooting, Services for Macintosh 719—-720
UNIX, print commands (list) 900
Priority of print jobs 712—713
Private addresses
dial-up clients, VPN 445
intranet 448
network, mapping by NAT 116
Problem solving See Troubleshooting
Processors
FEP 369
print, Services for Macintosh 709
raster image processors 708—709
Profiles
dial-in, adding VSAs to 391
remote access policies 387
vendors 391-392
Programs See Applications
Promis entry 783
Properties
dial-in, user accounts 383—384
setting 389—390
Property rights, NDS 658
Protecting against RIP rogue routers 77
Protocol Compression, PPP 287
Protocol ID field, PPE headers 282—283

Protocols
ADSP 677
AEP 677
AFP 677, 691
AppleTalk 676—677
ASP 677
ATP 677
authentication 306
CHAP 372-373
CIFS, Gateway Service for NetWare 637
client-server 343
configuration, PPP connection process 299
DDP 677
DHCP, initializing IP over ATM clients with 758
DLC 851-852
EAP 344,376-377
Ethernet, NWLink frame type support 630
ICMP, configuring IP filters 131
ILMI 750
IP over ATM 753-760, 765
IPX 621-622
L2TP 714
LLC802.2 (LLC) 831
MS-CHAP, IAS support 374—376
NBP 677
NCP, Gateway Service for NetWare 637
NetBEUI 829-830
NetBIOS Frame 831
NetBIOS over IPX 625—-626
NES (list) 579
NWLink 617, 619—-633
PAP See Printer Access Protocol (PAP)
PPP See Point-to-Point Protocol (PPP)
PPP over ATM 768—772
PPTP See Point-to-Point Tunneling Protocol (PPTP)
RIPX 623—-624,, 627
RTMP 677
SAP 46, 200—-209, 624
SNAP, NWLink frame type support 630
SPX 622-623
SPXII 623
supported by IAS 344
supported in Remote Access 714—715
TCP, configuring IP filters 131
TCP/IP 619, 673—720
Token Ring, NWLink frame type support 631
tunneling, in VPN 417
UDP See User Datagram Protocol (UDP)
ZIP 677
Proxies in compulsory tunnels, RADIUS 370
Proxy ARP, on-subnet addressing and 279
Proxy mode, IGMP 162
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Proxy servers, security issues 402—403 Record-level data access 887
PSCRIPT1 data type 709 Redirectors, Nwrdr.sys 638—639
PSTN 261-262, 818—819 Reducing convergence time of RIP, IP Internetworks 71—72
PSTN Gateway, H.323 Internet telephony 808 Registering E.164 addresses 745
PT field, ATM cells 735 Registration entry 783
PTI field, ATM cells 738 Registry
Public addresses editing with Registry Editor 835
dial-up clients, VPN 445 entries
intranet 448 AddNameQueryRetries 834
Public Switched Telephone Network (PSTN) AddNameQueryTimeout 834
261-262, 818—819 DLC link communication 853
Public user network interface (UNI) 737-739 EnablingMulticastForwarding entry 150
Publishing conference objects 816 MaximumIncomingFrames 846
Purchasing ATM switches and adapters 772—774 NameQueryRetries 834
Pushd command 57 NameQueryTimeout 834
Put commands (list) 610 tuning NBF with 844—845
PVC See Permanent virtual circuit (PVC) connections WanNameQueryRetries 838
Pwd command, Korn shell 602 parameters, DLC driver 853
settings, Routing and Remote Access service
architecture 53, 54
Q Registry Editor 835
Q.931 807 Regulating network traffic 54, 837—838
QoS See Quality of service (QoS) Rejecting connection attempts 393
Quality of Service (QoS) Relay IP address, DHCP servers 113
ATM 741-742 Reliability, routing tables 16
contracts 729 Reliable connectionless communications 834
TAPI 811 Reliable transaction standards 889

Remote access
and demand-dial routing 218
authentication providers, Windows 273
combining with routing 35
Query response interval 161 configuring IPX-based clients 321
Quit command 57 elements of dial-up connections 260
Quitting vi editor 609 impersonation 306
intranet-based, VPN 422
managing 270—-274
R outsourcing 344—345

R rights 656 overview 259

RADIUS See Remote Authentication Dial In User Service permissions 2711-272
policies

Ranges, network See Network numbers

description 345
Rasmon tool 230 IAS 381-397

Raster image processors 709 . . :

Raw channel access (RCA) filtering 769—771 IAS, sethg encryption properties 389
. processing attempts 323

RCA filtering 769771 RAS 322325

Read ® nghtg 656 .. troubleshooting 325

Read and Write access privilege 696 VPN connections 425

Read command, Korn shell 602

Read-only access privilege 696

Readonly command, Korn shell 602

Quantization noise 261

Queries, mount daemons 584
Queries, restricting number of 838
Query interval 161

protocols
overview 265
supported by Windows 2000 remote access 265,

Realm stripping 363 "
Receive windows 837 714-715
Received Packet: istics 783 types 265

oo Lewsl TanatiOutom Windows 2000 (list) 265

Record Level Input/Output (RLIO) 887
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Remote access (continued)
RADIUS authentication 273
troubleshooting denied connection attempts 325
VPN connections
access by user account 425
addressing 444—445
by group membership 426
Internet-based 420
managing by user object 425
overview 418
routing 444—449
worldwide, enabling 344—345
Remote access clients
description 260
IP address allocation using DHCP 315
IP multicasting
MBone access 172—173
overview 172—174
private intranet access 173—174
TCP/IP-based 315-320
Remote access permissions
demand-dial connections 231
granting and denying 387
user accounts 383
Remote access servers
accepting calls 276
access policies 322—325
accessible network resources with NetBIOS gateway 280
allocating IP addresses 278
and DHCP relay agent 320
architecture
NetBIOS gateway 280—281
overview 274—281
routers 276
TCP/IP 276—-280
assigning IP addresses
DNS servers 317—-318
overview 315-316
WINS servers 317—318
authentication
callback 267
caller-ID 268
data encryption 267
mutual 266
secure user 266
centralized administration and authorization 346
client support, NBF 838
clients using NetBEUI protocol 280—281
communication using NDIS calls 275
connections
dial-in 259-261, 323
parameters 322—325
processing attempt 323

Remote access servers (continued)
connectivity types, Windows 2000 259
interface 275
1P
multicast support 330—333
packet forwarding 278
routing 276—278
NetBIOS
gateways 280—281
packets distribution 280
obtaining V.90 speeds 261
overview 257-339
PPP 281
PSTN, V.90-based connections 262
security features 266—269
SNA peer-to-peer networks 530
tools 338-339
troubleshooting
callback problems 338
connection attempt is accepted when it should be
rejected 337
overview 333-339
Windows 2000 Server as 34
Remote Authentication Dial In User Service (RADIUS)
accounting provider
IAS support 398
VPN server 428
authentication provider 427
packets 411
Remote clients, Session Alive frame support 845
Remote control solutions vs. remote access 259
Remote file access, NFS clients and servers 576—577
Remote monitoring, IAS 347
Remote procedure call (RPC) protocol
NFS 580-582
rpcinfo command 581
Remote procedure call 580, 582
Remote server impersonation 306
Remote Service Provider 801
Replay attacks 306
Replicated options, password synchronization 546
Replication traffic control 504
Requests entry 783
Reset option, ATMARP utility 782
Resetting
frame types and network numbers, NWLink 628
preferred servers, default trees, and contexts 667
Resolving problems See Troubleshooting
Resource allocation, LAN-to-host security 541—542
Resource forks 692
Resources, troubleshooting access to 715—719
Response statistics 783
Response Time Monitor (RTM) 569
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Response timers 837
Responses entry 783
Return command, Korn shell 602
Rights See Permissions
RIP See Routing Information Protocol (RIP)
RIP vl See Routing Information Protocol version 1 (RIP v1)
RIP v2 See Routing Information Protocol version 2 (RIP v2)
RIPX See RIP over IPX protocol (RIPX)
RLIO 887
Robustness variable 161
Rogue RIP routers 77
Root nodes 747
Root subdirectories, UNIX file systems (list) 897
Roots, in UNIX 899
Route filters 198
Route flapping 102
Route summarization 27
Route tables 15
Route tag fields 79
Router discovery, ICMP 138—-139
Router ID, OSPF operation 86
Router-to-router VPN connections
on-demand 226—227
overview 418, 449—453
persistent connections 450
temporary connections 450
temporary vs. persistent 450
Routers
administrative shutdown, RIP for IP operation 74
advertisements 138
and broadcast traffic 21—22
backup designated routers 98
Cisco 904
defined 9
dynamic routers 18—19
Ethernet, installing 688
ICMP, discovery settings 139
IP multicast-enabled intranet 148—152
LocalTalk 688
OSPF, interface states 99
plans, creating in AppleTalk 685—686
priority 96
remote access server 276
RIP vl and RIP v2 mixed environments 81
RIP, troubleshooting 84
routing 11, 14
seed 679—682
solicitations 138
static 18—19
Windows 2000 Resource Kit Deployment Lab 904
Windows 2000, IP routing 65

Routing
achieving connectivity to both intranet and Internet
locations 446
adding intranet routes to routing table 446
AppleTalk 679—689
combining with remote access service 35
concepts 10—23
defined 10
dynamic 18
host 10
infrastructure 27-29
IPX 181-214
networks
NBF 844
Token Ring 830
protocols
description 18
distance vector-based 24
foundations 24—26
inter-AS 29
intra-AS 29
link state-based 26
OSPF 84, 109—-111
overview 24
persistent demand-dial connections 241-—242
router 11
static 18
tables
entry types 15
OSPF 87, 89, 101
overview 15—18
RIP for IP, entries 67—68
structure 16—17
updating demand-dial routers 237-243
Token Ring source 844—845
troubleshooting 18—21
VPN
overview 444—453
router-to-router 449—453
temporary vs. persistent router-to-router VPNs 450
Routing and Remote Access service
accounting 37
API support for third party components 42
AppleTalk 40
architecture
AAAA 44
connection manager 44
DIM 44
IGMP 47
IP filtering driver 47
IP multicast components 51—52
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architecture (continued)
IP multicast forwarder 48
IP multicast protocols 47
IP router Mmanager 45
IP unicast forwarder 48
Ipfltdrv.sys 47
Iprip2.dll 46
Iprtmgr.dll 45
IPX components 52—53
IPX filtering driver 48
IPX forwarder driver 48
Ipxrip.dll 46
Ipxrtmgr.dll 45
Ipxsap.dll 46
management applications 44
Multicast Group Manager 47
Nwlinkflt.sys 48
Nwinkfwd.sys 48
OSPF routing protocol 46
Ospf.dll 46
overview 43—54
registry settings 53—54
RIP for IP 46
RIP for IPX 46
Routing Table Manager 47
Rtm.dll 47
SAP for IPX 46
SNMP Agent 43
TAPI 45
Unicast IP components 49—50
Unicast routing protocols 46
authentication 36
authorization 36
combining routing and remote access 35
configuring 37-38
demand-dial routing 40
DHCEP relay agent 38
features 38—42
floating windows (list) 54
for Windows 2000 Server 33—38
for Windows NT 4.0 33
graphical and command-line management utilities 42
H.323 protocols 807
IAS integration 346—347
ICMP router discovery 38
installing 37—-38
IP multicasting 39, 158, 164—169
IPX components 53
LAN support 42
multiparty conferencing 818
Netsh.exe 42

Routing and Remote Access service (continued)
Network address translation 38
Open Shortest Path First (OSPF) 38
overview 33—38
RADIUS clients 41
refreshing configurations 37
registry settings 53—54
RIP 38
service tools and facilities 54—62
SNMP MIB support 41
static IP routing 38
tracing files 61—62
Unicast IP 38

components 49—50
support 38—40
VPN Server 41
WAN support 42
Routing and Remote Access snap-in

changing IPX control protocol in demand-dial routing

interface 245
enabling fragmentation filtering 137
floating windows (list) 55—56
overview 54—56
preference levels 66
viewing
current OSPF areas 102
current RIP neighbors 82
neighboring OSPF router states 92
virtual links, OSPF routing 105
Routing domain 27
Routing Information Protocol (RIP)
distance vector-based routing protocol 24
for IPX, Routing and Remote Access service
architecture 46
IPX routers 192—-199

support features, Routing and Remote Access service 38

Routing Information Protocol (RIP) for IP
convergence 68—73
hop counts 67
limitations for large Internetworks 67
limitations 67
mixed environments 81
operation 74—75
overview 67
reducing convergence time 71—73
rogue routers 77
route advertising 68
Routing and Remote Access service architecture 46
routing table entries 67—68
troubleshooting 82—84
viewing current RIP neighbors 82
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Routing Information Protocol over IPX (RIPX)
overview 623—-624
response to requests, NWLink Auto Detect 627
Routing Information Protocol version 1 (RIP v1)
broadcast announcements 76—77
compatibility with RIP v2 routers 78
overview 75-81
problems associated with 76—77
protecting against RIP rogue routers 77
Routing Information Protocol version 2 (RIP v2)
advantages over OSPF 78
authentication 80—81
features 78
message format 79—80
multicasted announcements 78
Routing table maintenance protocol (RTMP) 677
Routing Table Manager 47
RPC 580, 582
Rpcinfo command 581
RRAS See Routing and Remote Access service
Rtm.dll 47
RTMP 677
Running Windows 2000 NBF, IBM LAN server
networks 846
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S option
ATMADM utility 774—776
ATMARRP utility 782, 784
troubleshooting ATM connections with 789
troubleshooting cell forwarding 791
S rights 656
SAP 46, 200—209, 624
SAR 735-736
Saving files 717
Scalability
ATM 726
IAS 347
OSPF 84
Scenarios, pass-through VPN 469—475
Scope-based boundaries, Routing and Remote Access IP
multicast support 165
Scripts
login
overview 661—662
troubleshooting 669
UNIX Korn shell 606
SDP 816
Search commands (list) 611
Secure remote access 266—268
Secure user authentication 266

Security
conferencing in TAPI 3.0 817
demand-dial connections 230—234
ELANs 773
enhancing through logical IP subnets 785
File Services for Macintosh 693—695
Gateway Service for NetWare 649—650
IAS support 402—403
NetWare 655—658
permissions, NFS Server 576
remote access servers 266—270
SNA Server, LAN-to-host 538
switches, preventing unauthorized access to 788
Telnet 592
UNIX, Password Synchronization 594—596
VPN 424-428, 441443
Security Parameters Index (SPI) 468
Seed routers 679—682
Segmentation and Reassembly (SAR) sublayer
735-736
SEL 743
Select command, Korn shell 602
Selector (SEL) 743
Send windows 836
Sequence numbers, PPP Multilink Protocol 326—327
Sequenced Packet Exchange (SPX) protocol 622—623
Server for NFS, Microsoft 575
Server Message Blocks (SMBs) 211
Servers
accessibility, File Services for Macintosh 690—691
ARP 783-784
ATMARP 754,765
BUS 748, 751
capacity of 491
Compagq ProLiant 5500 LAN Server 910
Compaq ProLiant 850R LAN Server 911
finding, Services for Macintosh 717
IAS, tuning and optimizing 403—404
Intel Dual Pentium LAN Server 911
Intel Quad Pentium LAN Server 911
LECS 748-749
LES 748-750
managing, importing and exporting IAS
configurations 348
MARS 783-784
MCS 755
messages, troubleshooting 719
NetWare See NetWare
preferred
resetting 667
setting in bindery-based environments 648
proxy, security issues 402—403
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Servers (continued)
remote access See Remote access servers
SAP 46, 200—-209, 624
selection criteria for IPX routers 205
stand-alone, remote access capabilities 401
Windows 2000 Resource Kit Deployment Lab 909
Windows 2000, accounts for Macintosh clients 695
Service access points 833
Service Advertising Protocol (SAP) 46, 200—209, 624
Service points 892
Service providers 798—802
Service Type attribute 385
Services
ANI 344, 380-381
DNIS 344, 379
IAS See Internet Authentication Service (IAS)
LANE 748
Macintosh 673—-720
MARS 754-756, 765
NDS
displaying directories on NetWare servers 660
object and property rights 658
specifying trees and context 647
NetWare See NetWare
Routing and Remote Access service, IAS
integration 346—347
UNIX
commands (list) 607
file sharing with NFS 574
file system mount options 594
Korn shells 597—606
NFS 580—-582, 584—589
overview 573
Password Synchronization 592—596
Telnet server and client 589—592
threads 583
utilities 607—-612
vi editor 608—612
Windows ATM 762—772
Session Alive frames 846
Session Description Protocol (SDP) 816
Sessions
establishing, NBF 841—843
integrating heterogeneous clients with mainframes 532
integrating heterogeneous SNA Server-to-AS/400
systems 535
NetBIOS limits, previous versions compared to
NBF 839-—-840
operation 834
SNA 516, 875
Telnet, UNIX 591
Set command, Korn shell 602
Set machine command 57

Set mode command 57
Setting up
AppleTalk networks 680
devices for network printing, Services for
Macintosh 710—-711
guest account access 378
IP over ATM networks 784—787
LECs 751-752
Settings
frame types and network numbers 628
IGMP router mode 160—162
MTU, changing 409
permissions from Macintosh and Windows 2000
computers 698
policy, remote access
by group membership 426
by user object 425
preferred servers, bindery-based environments 648
properties 389—390
remote access, dial-up 271
Setup for NetWare, troubleshooting 663 —668
Shared folder Gateway Service 527
Shared folder services, resource allocation 541
Shares, Gateway Service for NetWare 645
Shedit command, Korn shell 602
Shells, Korn 597—-605
Shift command, Korn shell 602
Shiva Password Authentication Protocol (SPAP) 308
Short sequence number, header format 327
Show alias command 57
Show helper command 57
Show machine command 57
Show mode command 57
Showmount command, options (list) 584
Shpc command, Korn shell 602
SHUTDOWN ELAN state 787
Signaling
ATM connection types 746—747
connection-oriented communication, net use
command 836
Silent RIP 12, 83
Simple password authentication, RIP v2 80
Single IP group address, multiparty conferencing
814-815
Single logical links 325
Single printing devices, creating multiple printers for 713
Single router Intranet, IP multicasting 169—171
Single vs. multipath routing 27
Single-path routing infrastructure 27
Site-to-site VPN See Router-to-router VPN connections
Sliding window acknowledgment mechanism 626
Slow convergence problem 68
SMBs 211
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CPI-C 523 management services 566
hierarchical communications with network protocols, choosing 512—514
functional layers 873—875 overview 489-—495
logical units 872 peer-to-peer networks 522—524, 527, 531
overview 515-521 replication traffic control 504
host application standards 886 resource allocation 541
in transition 885 roles 504
peer-to-peer communications with 522—524, 531, 880 server-to-host connection methods 506
remote access 491 subdomains 503—504
sessions 875 transaction integration services 494
terminal access 886—887 ‘Web Client, terminal access installation 562
SNA Server Web-to-host access methods 562, 569
3270 access 515 Web-to-host communications 561
application integration services 494 Windows 2000-based domains 503
AS/400 connection methods 512 SNA tunneling, IP Internetworks 23
branch-based deployment model 496—498 SNAP 630
centralized deployment model 498—500 Snap-in, Routing and Remote Access See Routing and
client software, platforms available 514 Remote Access snap-in
client-server network protocols, choosing 513 SNMP, MIBs 43
connections Socket numbers 187, 208
in peer-oriented networks 511 Software routers 9
methods of, IBM host systems 506—514 Software See Applications
to AS/400 511 Solicitations, routers 138
to mainframes 510—512 Source Internetwork Address 10
CPI-C 523 Source IP addresses 118, 128
data access 493 Source network fields 131, 186
description 863 Source node fields, IPX headers 186
desktop platforms 531 Source routing 13—14, 844—845
determining roles of 504—505 Source Socket fields, IPX header 187
distributed deployment model 500—502 Spanning tree algorithm, IP multicasting 814
heterogeneous client services, APIs supported in 531 SPAP 308
host Specified domain does not exist error message 405
application integration, COMTI 555—558 Specified user does not exist error message 405
communicating with PCs using DLC 854—856 SPF tree 86—89
connectivity services 562 SPI 468
data access 493, 551, 569 Split horizon 71-72
data access integration 493 Spoofed packets, denying from private IP addresses 137
integration services provided 864 Spoofing, NCP Watchdog 245-246
host print services 536—538 SPX 622-623
integration SPXII protocol 623
client-to-AS/400 535 Ssod daemon, installing 594
client-to-mainframe 531-533 Stand-alone servers 246, 401
heterogeneous clients with AS/400 569 Starting vi editor 609
heterogeneous networks with IBM host systems 489 Startup query count 161
host security 544—547 Startup query interval 161
network management 495, 567—491 States, ELANs 779
Web-to-host 562, 569 Static IP address pool 316
Windows 2000-based networks 503—505 Static IP addresses, initializing IP over ATM clients with 757
with IBM host systems 490 Static IP routing 38
LAN-to-host security 539—550 Static IPX routes 199
link service 506 Static mapping, Network Address Translator 118

logical connections to mainframe system 511 Static NetBIOS Names 214
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Static routing
IP multicasting 168—169
on-demand connections 237—-242
routers 18—19
vs. dynamic routing in VPN 453
Static services, SAP 209
Stations, link 833
Statistics
ARP servers 783
ATM clients, role of in diagnosing connection
problems 776
MARS servers 783
Storage, Macintosh clients 693
Stream input/output 888
Streams, NTFS 691—-692
Strict source routing 14
Stripping realms, IAS 363
Stub areas, OSPF routers 108—109
Subareas, hierarchical networks 876—877
Subdirectories, UNIX file systems (list) 897
Subdomains, SNA Server 503—504
Sublayers
ATM model 732-733
framing with AALS5 735-736
Subnet Access Protocol (SNAP) 630
Subnet broadcasts, destination network 132
Subnet mask fields
configuring IP filters 131
OSPF 84
problems associated with not announcing subnet
masks 77
RIPv2 78-79
Subnets, LIS 758—-760, 785
Superusers 899
Supervisor (S) rights 656
Support
ATM and guaranteed QoS 742
file attributes, Gateway Service for NetWare 658
frame types, NWLink 629—631
IP over ATM, Windows 2000 765

Kerberos authentication, File Services for Macintosh 694

NBF
NDIS 832
TDI 832
Token Ring networks 830
printer authentication, Macintosh clients 708
protocols, IAS 344
remote access clients 838
Windows 2000 and ATM 762—-772
Windows 2000 ATM services 765—767, 769771
SVC See Switched virtual circuit (SVC) connections

Switched virtual circuit (SVC) connections
ATM signaling 746—747
differentiation between PVCs, ATM call manager 764
VCI discovery 738
Switches
ATM
description 726
point-to-point connections 747
purchasing 772
services at 760
Cisco 908
compatibility with 776
preventing unauthorized access to 788
Windows 2000 Resource Kit Deployment Lab 908
Switching, ATM 740
Symbolic links
NES Client, resolving 579
NFS Server 577, 587—588
Synchronization
LSDB through adjacencies 99
passwords, UNIX 592-596
Synchronous Data Link Control (SDLC) 569
System Service Control Points (SSCP) 875

T

Tables
host routing 12
IGMP group 177
IP multicast forwarding 176
multicast statistics 177
Routing and Remote Access snap-in, IP
multicasting 176—177
routing 15—18
SAP 200, 204
structure, IPX routing 193—194
TAPI 3.0 COM API 800
TAPI Kernel-Mode Service Provider 801
TAPI Server process 800
TAPI See Telephony Application Programming Interface
(TAPI)
TC 732-733
TCP
configuring IP filters 131
headers
NAT translation 118
packet filtering 129
TCP/IP
as NetWare native protocol 619
remote access clients, configuring with IPCP
315-320
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remote access server, on-subnet addressing
278-280
Services for Macintosh 673—720
TDI 829, 832
Telephony Service Providers (TSP)
Microsoft Remote Service Provider 801
multicast conferencing 801
NDIS Proxy 801
overview 798—799
TAPI Kernel-Mode Service Provider 801
Unimodem 5 Service Provider 802
Telephones, IP-based 772

Telephony API See Telephony Application Programming

Interface(TAPI)

Telephony Application Programming Interface (TAPI)

architecture
media service providers 802
overview 799—802
TAPI 3.0 COM API 800
TAPI Server process 800
Telephony Service Providers 800
ATM 766-767
client/server telephony 804
conferencing, security model 817
overview 795—798
publishing conference objects 816
QoS 811
service providers 798—799
using Windows directory services 806
versions 2.1 and 3.0 797—-798
Telephony integration and conferencing
client/server telephony 804
computer-telephony integration (CTI) 795
Internet telephony and conferencing 804—818
Microsoft support of CTI 797—799
overview 793
TAPI architecture 799—802
troubleshooting 818—820
Telnet 531, 534, 589—-592
Temporary router-to-router VPN connections 450
Terminal access
AS/400 systems 887
IBM mainframes 886—887
SNA Server 562, 569
Terminating PPP connections 306
Test command, Korn shell 602
Testing demand-dial connections 229—-230
Text, vi editor 610
Threads, NFS 577, 583
Throughput, routing tables 16
Tick counts 193—199
Time command, Korn shell 602

Timer entries 853
Timer values 853
Timers, regulating network traffic with 837—838
Times command, Korn shell 602
Timestamps, verifying accuracy of 668
TN3270 518, 541
TN5250
IP settings, peer-to-peer SNA network 530
resource allocation 541
SNA Server 524
Token Ring
networks
link alerts 569
NBF support 830
protocol, NWLink frame type support 631
source routing 844, 845
TokenTalk networks, zones 683—684
Tolerance, fault 752
Tools
16-bit NetWare 651—654
ATM 774-788
command-line 56—59, 662
DSMigrate 618
IP multicasting 176—180
NetMon 410—411
NWAdmin 641
remote access server 338—339
Routing and Remote Access service 54—62
snap-ins 54
troubleshooting
for demand-dial connections 252—254
IGMP event logging 180
IP multicasting 176—180
ipxroute ripout 662
mrinfo command 178
mtrace support 179
netsh commands 179
rcinfo 577
showmount 577
tracing 180
with ipxroute config 662
with Network Monitor 663
VPN connections
event logging 482
Network Monitor 483
tracing records 482
troubleshooting 482
unreachability reason 482
Totally stubby area 109
TP manager 889
TP monitor 889

Traces, filtering NetMon on RADIUS packets in 411
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Tracing
demand-dial connections 254
IP multicasting 180
PPP 304-306
remote access server 339
Routing and Remote Access service 60—62
VPN connections, troubleshooting tools 482
Traffic
IP multicast routers 152, 164—166
networks, regulating with link timers 837—838
VPNs 468
Transaction integration, SNA Server 494
Transaction processing synchronization 890
Transaction programs (TPs)
accessing TPs using Web browser 565—566
ACID-compliant 889
communicating through APPC sessions 884
defined 884
IBM host systems 889
manager 889
monitor 889
Transaction services, SNA Server 494, 873
Transfer Layer Security (TLS) protocol 313
Transit Internetwork 22, 417
Translating
file names, Services for Macintosh 699—701
packets
Client Service for NetWare 641
Gateway Service for NetWare 638—639
permissions, Services for Macintosh 697—698
Transmission Control Protocol (TCP) See TCP
Transmission Control Protocol/Internet Protocol See TCP/IP
Transmission control, SNA functional layers 873
Transmission Convergence (TC) sublayer, ATM model
732-733
Transmission groups 877
Transmission paths 739—740
Transmission rates, IBM channel connections 868
Transport control fields, IPX headers 186
Transport Driver Interface (TDI) 829, 832
Transport Layer Security (TLS) protocol, EAP-TLS
authentication mechanism 313
Transporting data, NFS Server 577
Trap command, Korn shell 602
Trees, default 647—648, 667
Triggered updates 73
Triple DES, UNIX passwords encryption 596
Troubleshooting
ATM connections 788—792
black holes 20
connections
NetWare 662—670
with ATM client statistics 776
convergence in RIP for IP routers 68—71

Troubleshooting (continued)
demand-dial connections
autostatic updates not working 252
overview 246—247
unable to make a demand-dial connection
225, 247
unable to reach locations beyond the calling router or
answering router 250
denied remote access connections 247, 325
DHCP relay agents 115
IAS 405-411
Internet telephony and conferencing 824
IP multicasting 176—180
LaserPrep Wars 711—-712
LogFlags entry 773
NAT 125
NES Server 577
OSPF routers
adjacency not forming 110
improper routes 111
virtual link not forming 111
PPP, preventing occurrences in 284-—285
remote access policies 325
remote access servers
callback problems 337
connection attempt is accepted when it should be
rejected 337
connection attempt is rejected when it should be
accepted 333-—-335
unable to reach locations beyond the remote access
server 336—337
tools 337-338
RIP for IP 82—-84
routing 19—18
Services for Macintosh 715—720
telephony integration and conferencing 818
telephony 820
tools
Event logging 482
IP multicasting 176—180
Network Monitor 483
rcinfo 577
showmount 577
tracing records 482
Unreachability reason 482
VPNs 475-483
with IBM NetView 892
with RIP vl 76
True command, Korn shell 602
Trusted domains, File Services for Macintosh 694
Trustee rights, NetWare 655—658
TSP 798—-799
TTL-based boundaries, Routing and Remote Access IP
multicast support 165—166



1012 Index

Tuning
NBF with Registry parameters 844—845
NWLink 626
performance, IAS servers 403—404
Tunnel Type attribute, remote access policies 386
Tunneled endpoints 23
Tunneled payloads 23
Tunneling
See also Encapsulation
compulsory 367-371
IP-in-IP 167
L2TP data 438
data-link layer encapsulation 438
de-encapsulation 439
encapsulation 438
IPSec encapsulation 438
overview 438—439
UDP encapsulation 438
VPN security 443
maintenance
L2TP control messages 436—437
PPTP control connection 429
overview 22-23
PPTP data
authentication 429
data-link layer encapsulation 432
encapsulation 431
GRE packet encapsulation 431
overview 428-—433
processing 432
structure 431
protocols in VPN 417
router routing 23
types 23
voluntary 367—368
Two-way authentication 232, 266
Two-way initiated connections 220
Type 2 operation 836
Type command, Korn shell 602
Type field, RADIUS packets 351
Typeset command, Korn shell 602

U

UAM volumes, finding 718

UBR 741

UDP See User Datagram Protocol (UDP)
Unalias command, Korn shell 602
Unauthenticated access 377—381
Unauthenticated connections, PPP 339
Unauthorized access, preventing switches 788
UNI 746

UNI call manager 763—764

Unicast IP routing
DHCP relay agents 112—116
ICMP router Discovery 138
IP packet filtering 127—137
NAT See Network Address translator (NAT)
OSPF See Open Shortest Path First (OSPF)
RIP for IP See Routing Information Protocol (RIP) for IP
Routing and Remote Access service 38—40, 49—50
Windows 2000 and IP routing 65—66
Unicast listening mode 148
Unicast routing protocols, Routing and Remote Access
service architecture 46
Unicast routing 7—29
Unimodem 5 Service Provider 802
UNIX
commands
cd 900
Korn shell (list) 602
mount 594
overview 607—-612
print (list) 900
scripting 612
showmount commands 584
using vi 608
vi editor (list) 612
features 573
file systems
hierarchical structure 897—-898
root subdirectories (list) 897
interoperability concepts 895—900
Korn shells 597—-606
man pages 900
NFS See Network file system (NFS)
online documentation 900
Password Synchronization
changing passwords 593
domain controllers 593
example files 595
installing the ssod daemon 594
methods 593
NIS/NIS+ 593
overview 592-—-596
propagating password changes in NIS domain 594
security 594—-596
Triple DES 596
unsecured 594
user name and password 593
using 593
services available in Windows 2000 571-574
Telnet servers and clients 589—592
utilities See UNIX commands
vi editor 608—612
Unknown user name or bad password error message 405
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Unmask command, Korn shell 602
Unreachability reason
demand-dial connections 252—253
VPN connections, troubleshooting tools 482
Unreliable connectionless communications, NBF 834
Unset command, Korn shell 602
Unspecified Bit Rate (UBR) 741
Until command, Korn shell 602
Updating
IP static routes manually 240
IPX static routes 241—242
routing tables 12, 237—-243
Upgrading from Windows NT 4.0, preventing loss of client-
side information 752
User authentication 419, 441—442
User Datagram Protocol (UDP)
configuring IP filters 131
headers 118, 129
RADIUS packet formats 349
RIP v1 message format 75
User network interface (UNI) 746
User/Group permission 696
User’s account domain is unreachable 407
User-level authentication, demand-dial connections 231
User-to-user indication 736
Users
access by 394—395
accounts
Client Service for NetWare 641—642
dial-in properties 383—384
Gateway Service for NetWare 641—642
creating with Demand-dial Wizard 234—-235
guest, File Services for Macintosh 693
home directories 635
names, verifying 667
object, managing VPN access 425-426
remote access, managing 270
VPN, managing 425
Utilities See Tools

vV

V.90 connections and digital links 261—262
Validation, RADIUS packets 363
Value field, RADIUS packets 352
Values
See also Entries
changing
defaults, NBF 844
PVC 787
Van Jacobsen TCP/IP compression 408
Variable bit rate (VBR) 741
VBR 741

VC Mesh entry 783
VC 729, 747
VCI, ATM cells 738
Vendor profiles, remote access policies 391—-392
Vendor-specific attributes (VSAs) 346, 353354
Verify Caller ID dial-in property 383
Verifying
accuracy of file sizes and timestamps, NetWare 668
frame type settings 666—667
installations for NWLink, Gateway Service for NetWare,
and Client Service for NetWare 666
network numbers 667
synchronization of passwords and user names 667
Version fields, RIP 75—-79
Vi editor 608—611
Videos, compression and decompression using codecs 808
Viewing
default internal network numbers 633
directories, net view command 660
files, Services for Macintosh 718
folders, Services for Macintosh 718
options, command-line tools 774
servers, net view command 660
volumes, net view command 660
Views of folders, Services for Macintosh 718
Virtual adjacency 104
Virtual channel identifier (VCI), ATM cells 738
Virtual channels 740
Virtual circuits (VCs) 729, 747
Virtual interfaces, OSPF routers 104—105
Virtual links, OSPF routers 104—105, 111
Virtual path identifier (VPI), ATM cells 737
Virtual path identifier and Virtual channel identifier
(VPI/VCI) 730, 788
Virtual paths 739—740
Virtual private network (VPN)
addressing 444—453
assigning IP address 420
branch office router 451
clients 416
concurrent Internet and intranet access 448
connections
branch office router 451
combined Internet and intranet 424
components 416—417
configuring remote access policy conditions
425-426
corporate router 451
description 415
dial-up ISP 450—452
Internet-based remote access 420—422
intranet-based remote access 422—423
pass-through 424
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connections (continued)
remote access 418
router-to-router 418, 449—453
types 418
corporate office router 451
data authentication 419
description 415
dial-up clients
default routes 446—449
IP address allocation 444—445
public and private addresses 445
dial-up connections
demand dial interface 451
ISP 450-452
firewalls 462—466
illustration 415
Internet-based VPN connection 420—422
managing
access management 425-426
accounting 428
authentication 427
IP address management 425
network 428
security issues 424—428
user management 425
NAT 467-468
overview 415—-428
pass-through connections
case scenario 469
L2TP over IPSec 475—475
PPTP, configuring 474—475
preshared-key authentication 453—461
properties 418—420
remote access
addressing 444—445
by group membership 426
by user account 425
Internet-based 420
intranet-based 422
remote clients, IP address allocation 444—445
router-to-router connections
configuring the branch office router 227

configuring the corporate office router 227

dial-up ISP connection 450—452
on-demand 226-—-229

routing 444-453

security
computer authentication 442
encryption 443

Virtual private network (VPN) (continued)
security (continued)
encryption with MPPE 441
L2TP over IPSec connections 442—443
L2TP over IPSec packet filtering 444
overview 441-443
PPTP connections 441
PPTP packet filtering 442
user authentication 441-—442
servers
accounting management 428
authentication, managing 427
description 416
network management 428
RADIUS as an authentication provider 427
Routing and Remote Access service 41
Windows as an authentication provider 427
static vs. dynamic routing 453
traffic 468
troubleshooting 475—-483
tunneling protocols 417
user authentication 419
virtual interfaces 420
Volume passwords, Services for Macintosh 698
Volumes
indexing, File Services for Macintosh 692
NetWare, accessing 659—660
Services for Macintosh 715, 718—719
Voluntary tunneling 367—368
VPI, ATM cells 737
VPI/VCI See Virtual path identifier and Virtual channel
identifier (VPI/VCI)
VPN See Virtual private network (VPN)
VSA 346, 353—-354

w

W rights 656
Wait command, Korn shell 602
WanNameQueryRetries entry 838
Weather reports, Windows 2000 ATM service support

770-771
Web

browsers 564—566

client, SNA Server 563
Web site, Windows 2000 Resource Kit Deployment
Scenarios 903

Web traffic, filtering 134
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Web-to-host integration
access methods
browser-based 569
overview 562
Web-to-host application access 566—565
Web-to-host data access 569
description 864
IBM host systems 560—561, 566, 569
SNA Server and Web technology 561
Web-to-host access methods 562
Weighted Unspecified Bit Rate (WUBR) 741
‘Whence command, Korn shell 602
While command, Korn shell 602
Wholesale dialing 344
Wide area networks (WANs)
infrastructures, dial-up equipment and 260—262
Internet-based VPN connection 421—422
miniport drivers 274
Routing and Remote Access service support features 42
SNA Server deployment model
centralized SNA Server deployment model 500
distributed 501-502
Windows
accounting, demand-dial connections 253
adaptive sliding 836—837
authentication provider
remote access 273
VPN server 427
directory services in H.323 Internet telephony 806
logging, demand-dial connections 253
receive 837
send 836
sliding acknowledgment mechanism 626
Windows 2000
as an RIP for IP router 82
domains 503
editing Registry with Registry Editor 835
IAS behavior in 402
interoperability
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