































































































































































































































































































































































































































































































































































































































































































































































































































































































Table 21-1 (Page 3 of 6). Values for the CounterName Attribute

RTP 80

Code Point Counter Sets
X'0021* Value Name iFramesReceived LANLLC
Text Description Information Frames Received LAN LSAP pair
Definition The number of (numbered) information
frames received
Summary Role Receive traffic
X'0022' Value Name PDUsDiscarded LANLLC
Text Description PDUs Discarded resources. LANLSAP
Definition The number of received PDUs discarded due
fo insufficient resources
Summary Role Receive errors
X'0023' Value Name totalConnections LAN LSAP
Text Description " Total Connections
Definition The number of successful connections estab-
lished by this LSAP since the it was last acti-
vated
Summary Role none
X'0024' Value Name uiFramesTransmitted LAN LSAP
Text Description Unnumbered Information Frames Transmitted
Definition The number of unnumbered information
frames transmitted
Summary Role Transmit traffic
X'0025' Value Name uiFramesReceived LAN LSAP
Text Description Unnumbered Information Frames Received
Definition The number of unnumbered information
frames received
Summary Role Receive traflic
X'0026' Value Name lanType3FramesTransmitted LAN LSAP
Text Description LAN Type 3 Frames Transmitted »
Definition The number of acknowledged conneclionless
information PDUs transmitted
Summary Role Transmit traffic
X'0027' Value Name type3FramesReceived LAN LSAP
Text Description LAN Type 3 Frames Received
Definition The number of acknowiedged connectionless

information PDUs received

Summary Role

Receive traffic
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Table 21-1 (Page 4 of 6). Values for the CounterName Attribute

Code Point Counter Sets
X'0028' Value Name lanType3FramesRetransmitted LAN LSAP
Text Description LAN Type 3 Frames Retransmitted
Definition The number of acknowledged connectionless
information PDUs retransmitted (at least
once) by the Type 3 LLC service
Summary Role Transmit errors
X'0029' Value Name lanType2AcknowledgmentTimerTimeouts LAN LSAP pair
Text Description LAN Type 2 Acknowledgment Timer Timeouts
Definition The number of times the Ack timer has
expired
Summary Role none
X'002A" Value Name localBusyOccurrences LAN LSAP pair
Text Description Local Busy Occurrences
Definition The number of busy occurrences for the local
LSAP connection entity
Summary Role none
X'002B' Value Name tokenRingMACLineErrors TR LAN MAC
Text Description Token Ring MAC Line Errors
Definition The number of code violations between the
starting and ending delimiters and frame
check sequence errors detected by this
station
Summary Role Receive errors
X'002C' Value Name tokenRingMACBurstErrors TR LAN MAC
Text Description Token Ring MAC Burst Errors
Definition The number of times a station detects the
absence of transitions for five half-bit times
Summary Role Receive errors )
X'002D' Value Name tokenRingMACACETrrors TR LAN MAC
Text Description Token Ring MAC A/C Errors
Definition The number of times a station receives an
AMP or SMP frame in which A and C are
equal fo 0, and then receives another SMP
frame with A and C equal to 0 without first
receiving an AMP frame.
Summary Role Receive errors
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Table 21-1 (Page 5 of 6). Values for the CounterName Attribute

Code Point Counter Sets
X'002E"' Value Name tokenRingMACinternalErrors TR LAN MAC
Text Description Token Ring MAC Internal Errors
Definition The number of recoverable internal errors
detected by a token ring MAC station
Summary Role none
X'002F* Value Name tokenRingMACLostFrameErrors TR LAN MAC
Text Description Token Ring MAC Lost Frame Errors
Definition The number of times frames transmitted by a
station fail to return to it (and thus the active
monitor must issue a new token)
Summary Role Transmit errors
X'0030' Value Name tokenRingMACReceiveCongestionErrors TR LAN MAC
Text Description Token Ring MAC Receive Congestion Errors
Definition The number of times a station recognizes a
frame addressed to its specific address, but
has no available buffer space for the frame.
Summary Role Receive errors
X'0031" Value Name tokenRingMACFrameCopiedE rrors TR LAN MAC
Text Description Token Ring MAC Frame-Copied Errors
Definition The number of times a station recognizes a
frame addressed 1o its specific address and
detects that the address recognized bits are
set, indicating a possible duplicate address
Summary Role Receive errors
X'0032" Value Name tokenRingMACTokenErrors TR LAN MAC
Text Description Token Ring MAC Token Errors
Definition The number of times the active monitor
detects an error condition resulting in the
need to transmit a token
Summary Role Receive errors
X'0033' Value Name tokenRingMACFrequencyErrors TR LAN MAC
Text Description Token Ring MAC Frequency Errors
Definition The number of times a ring station detects a
frequency error
Summary Role Receive errors
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Table 21-1 (Page 6 of 6). Values for the CounterName Atiribute

excessive wrap reports, this counter must be
at least 4 oclets in size in all counter sets

Summary Role
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none

Code Point Counter Sets
X'0034' Value Name unrecognizedPDUs LANLLC
~ Text Description Unrecognized PDUs
Definition The number of received PDUs having an
unrecognized value in the control field
Summary Role Receive errors
~ X'0035" Value Name testCommandsReceived LAN LSAP
N Text Description Test Commands Received
Definition The number of TEST commands received
Summary Role Receive traffic ’
X'0036" Value Name testResponsesTransmitted LAN LSAP
Text Description Test Responses Transmitted
Definition The number of TEST responses transmitted
Summary Role Transmit traffic
X'0037' Value Name timer All
Text Description Timer (Milliseconds) |
Definition Timer, in milliseconds; in order to preclude
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Chapter 22. Alarm and Alert Definitions

This document defines the new alerts and alarms that will be emitted either by the
LAN Station Manager or by the LAN Manager.

The LAN LLC Alerts 1 - 11, and Token-Ring LAN alerts are existing alerts that are
documented in the Systems Network Architecture Management Services Refer-
ence.

22.1 Alarms emitted by the Token-Ring Layer 2 MAC objects

The following alarms are sent from the LAN Station Managério a manager that is
not connected via the token-ring (beaconing alarms should not be sent over a
token-ring).

Token-Ring Layer 2 MAC Alarm 1 .
Alarm Condition: The adapter detected a beaconing condition on the ring during
the insertion process. The insertion process did not complete.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) Token-Ring Layer 2 MAC object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Open Failure
Specific Problem X'3703"* Token-ring fault domain
Perceived Severity 1) Critical
Monitored Attri- (Object ID) SegmentNumber
butes
Proposed Repair X'3101! Contact the token-ring administrator responsible for this LAN
Action
Problem Data
Probable Causes X'3703' Token-ring fault domain
User Causes (none)
Install Causes (none)
Failure Causes X'3703' Token-ring fault domain
Actions X'1009* Attempt to re-open the adapter after 30 seconds
X'3301" if problem persists then do the following
X'2010°' Review link detailed data
X'3101" Contact token-ring administrator responsible for this LAN
Additional Data (51) Sv LAN LCS Data
(06) SF Token-ring fault domain description
(26) SF Fault domain names (optional)
(07) SF Beacon data
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Notes:

1. The corresponding Alert is Token-Ring LAN Alert 2
2. Object Instance identifying this MAC :
3. Defined in OS| Standard 10165-2

Token-Ring Layer 2 MAC Alarm 2
Alarm Condition: The reporting station's adapter has left the ring as part of the 4
beacon automatic-recovery process. That is, the reporting station’s adapter was a
member of the beacon fault domain and removed itself from the ring to perform a
- self test, which was unsuccessful.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) Token-Ring Layer 2 MAC object class
Object Instance Distinguished
Name ?
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument 1
Probable Cause (Object 1D) Auto-removal . ]
Specific Problem X13702' Token-ring lobe _ ‘
Perceived Severity (1) Critical
Monitored Attri- (Object ID) SegmentNumber ' ]
butes
Proposed Repair X'3101" Contact the token-ring administrator responsible for this A
Action LAN. }
Problem Data
Probable Causes X'3702' Token-ring lobe
User Causes (none) g
Install Causes (none) 9
Failure Causes X'3320' Local token-ring adapter
X'3711" Local access unit
_ X'3434" Local lobe cables
Actions X'2010' Review link detailed data i
X'3101" Contact token-ring administrator responsible for this LAN
X'0105* Request verification of management server reporting links¢ R
Additional Data (51) sv LAN LCS Data (optional) ' J
(23) SF Local individual MAC Name (optional) .
Notes: I

1. The corresponding Alert is Token-Ring LAN Alert 7 G-

2. Object Instance identifying this MAC

3. Defined in OSI Standard 10165-2 ' I

4. This code point is present if the sending product is a LAN manager and has !
reporting links with remote management servers.
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Token-Ring Layer 2 MAC Alarm 3
Alarm Condition: The ring has been beaconing for a time longer than the hard-
error detection timer. Manual intervention is necessary to recover the ring.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) Token-Ring Layer 2 MAC object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Token-ring inoperative
Specific Problem X'3703' Token-ring fault domain
Perceived Severity 1) Critical
Monitored Attri- (Object ID) SegmentNumber
butes :
Proposed Repair X'3101' Contact the token-ring administrator responsible for this
Action LAN.
Problem Data
Probable Causes X'3703"' Token-ring fault domain
User Causes {none)
Install Causes (none)
Failure Causes X'3703" Token-ring fault domain
Actions X'2010' Review link detailed data
X'3101! Contact token-ring administrator responsible for this LAN
X'0105" Request verification of management server reporting links*
Additional Data (51) sv LAN LCS Data
(06) SF Token-ring fault domain description
(26) SF Fault domain names (optional)
(07) SF Beacon data
Notes:

1. The corresponding Alert is Token-Ring LAN Alert 9

2. Object Instance identifying this MAC

3. Defined in OSI Standard 10165-2

4. This code point is present if the sending product is a LAN manager and has
reporting links with remote management servers.

Token-Ring Layer 2 MAC Alarm 4 ,
Alarm Condition: The ring was in a beaconing condition for a time shorter that the
hard-error detection timer. When the stations in the beacon fault domain were
queried, one or both of them had left the ring.!

Mode 0) Event Report (unconfirmed)
Object Class (Object ID) Token-Ring Layer 2 MAC object class
Object Instance Distinguished

Name 2
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Alarm Type {Object ID) CommunicationAlarm 3
Event Argument )
Probable Cause {Object ID) Aulo removal
Specific Problem X'13714" Remote token-ring lobe
Perceived Severity 1) Critical a
Monitored Atiri- (Object ID) SegmentNumber
butes
Proposed Repair X'3101" Contact the token-ring administrator responsible for this
Action LAN.
Problem Data R
Probable Causes X'3714' Remote token-ring lobe
User Causes (none)
Install Causes {none)
Failure Causes X'3321" Remote token-ring adapter
X'3713" : Remole access unit
X13435" Remote lobe cables
Actions X'2010' Review link detailed data
- X'3101! Contact token-ring administrator responsible for this LAN ;
X'0105' Request verification of management server reporting links4
Additional Data (51) sv LAN LCS Data '
(06) SF Token-ring fault domain description$
{26) SF Fault domain names (optional)é )
(08) SF Single Individual MAC Address? , f
(28) SF Single Individual MAC Names8
Notes:
1. The corresponding Alerl is Token-Ring LAN Alert 10
2. Object Instance identifying this MAC
3. Defined in OS| Standard 10165-2
4. This code point is present if the sending product is a LAN manager and has

reporting links with remote management servers.

5. This subfield is present if the sending product has determined that both beacon
faull domain stations left the ring as part of the autlomalic recovery process.

6. This subfield is optionally present, but only present if the sending product has
determined that both beacon fault domain slations left the ring as pant of the
automatic recovery process.

7. This subfield is present if the sending product has determined that only one of
the beacon fault domain stations left the ring as part of the automatic recovery
process.

8. This subfield is optionally present, but only if the sending product has deter-
mined only one of the beacon fault domain stations left the ring as part of the
automatic recovery process.
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Token-Ring Layer 2 MAC Alarm 5
Alarm Condition: The ring was in a beaconing condition for less than 52 seconds
and then recovered. The sender of this Alarm either knows that neither station in
the fault domain left the ring, or has no knowledge about whether a station
removed itself from the ring in order to bypass the fault.!

Mode 0) Event Report (unconfirmed)
Object Class (Object ID) Token-Ring Layer 2 MAC object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Token-ring temporary error
Specific Problem X'3703" Token-ring fault domain
Perceived Severity 1 Critical
Monitored Attri- (Object ID) SegmentNumber
butes
Proposed Repair X'3101" Contact the token-ring administrator responsible for this
Action LAN.
Problem Data
Probable Causes X'3703"' Token-ring fault domain
User Causes (none)
Install Causes (none)
Failure Causes X'3703" Token-ring fault domain
Actions X'2010' Review link detailed data
X'3101" Contact token-ring administrator responsible for this LAN
X'0105" Request verification of management server reporting links?
Additional Data (51) SV LAN LCS Data
(06) SF Token-ring fault domain description
(26) SF Fault domain names (optional)
(07) SF Beacon data
Notes:

1. The corresponding Alert is Token-Ring LAN Alert 11

2. Object Instance identifying this MAC

3. Defined in OSI Standard 10165-2

4. This code point is present if the sending product is a LAN manager and has
reporting links with remote management servers.
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22.2 Alarms emitted by the LSAP Pair Entity objects

The following alarms are sent from the LAN Station Manager to the LAN Manager.

LSAP Pair Entity Alarm 1
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station -
has sent an unexpected frame containing segmenled data. This resulted in a
Frame Reject response. !

Mode {0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
-Specific Problem X'1023" Communications program in remote node
Perceived Severity (1) Critical
Monitored Attri- (Object ID) LSAPPairid
butes
(Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) t2TimerVvalue
(Object ID) t1TimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optionat) ¢
Proposed Repair X'3103" Contact the LAN administralor responsible for this LAN
Action
Problem Data
Probable Causes X'1023' Communications program in remote node
X'2007! LAN LLC Communications
User Causes (none)
Install Causes (none)
Failure Causes X'1023' Communications program in remote node
X'FOxx' s Segmented data not expected
Actions X'3300' if problem reoccurs then do the following:
X'2010' Review link detail data
X'3103' Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
{23) SF Local Individual MAC Name (Opuonal)
{24) SF Remote Individual MAC Name (Optional)
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Notes:

. The corresponding Alertis LAN LLC Alert 12

. Object Instance identifying this LSAP Pair

. Defined in OS! Standard 10165-2

. This attribute is present if the lost logical link traversed a MAC bridge
. New code point to be assigned

N hHh WN -

LSAP Pair Entity Alarm 2
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
does not respond. The inactivity timer (Ti) or acknowledgment timer (T1) has
expired, causing the remote station to be polled. The remote station does not
respond to the poli. !

Mode 0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished
Name ?
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Link error
Specific Problem Xt2107! LAN LLC communications/remote node
Perceived Severity 1) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) 12TimerValue
{Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOulincrement
(Object ID) AccessPriority
(Object ID) route (Optional) 4
Proposed Repair X'3103" Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'2107' LAN LLC communications/remote node
User Causes (none)
Install Causes (none)
Failure Causes X'2107' LAN LLC communications/remole node
X'FO17* Poll count exhausted
Actions X'3300°' if problem reoccurs then do the following: .
X*2010' Review link detail data }
X'3103' Contact LAN administrator responsible for this LAN ‘
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
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Notes: _ ‘

1. The corresponding Alertis LAN LLC Alert 1 ‘
2. Object Instance identifying this LSAP Pair o
3. Defined in OSI Standard 10165-2

4. This altribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 3
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
. has sent a U-format LPDU without the required information. This resulted in a
. Frame Reject response. !

Mode (0) Event Report (unconfirmed)
Object Class {Object ID) LSAP Pair object class
Object Instance Distinguished
Name 2
Alarm Type {Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023' Communications program in remote node
Perceived Severity 1) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) 12TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) ¢
Proposed Repair X'3103! Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023! Communications program in remote node
X'2007"' LAN LLC Communications
User Causes (none)
Install Causes (none)
Failure Causes X'1023" Communicalions program in remote node
X'FOxx' § U-format LPDU missing data was received
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X'3103"* Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
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Notes:

. The corresponding Alert is LAN LLC Alert 13
. Object Instance identifying this LSAP Pair

. This attribute is present if the lost logical link traversed a MAC bridge

1
2
3. Defined in OS! Standard 10165-2
4
5

. New code point to be assigned

LSAP Pair Entity Alarm 4
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station

sent an invalid or unsupported command or response to the local link station. This
resulted in the local link station returning a Frame Reject response.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument _
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023' Communications program in remote node
Perceived Severity 1) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
(Object ID) RW )
(Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) 4
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023' Communications program in remote node
X'2007' LAN LLC Communications
User Causes (none)
Install Causes (none)
Failure Causes X'1023' Comrhunications program in remote node
X'F020°* invalid/unsupported command or response received
Actions X'3300°' If problem reoccurs then do the following:
X'2010' Review link detall data
X'3103* Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
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Notes:

1. The corresponding Alert is LAN LLC Alert 8 ’
2. Object Instance identifying this LSAP Pair

3. Defined in OSI Standard 10165-2

4. This attribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 5§
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station .
sent a frame with an invalid N(r). This resulled in a Frame Reject response. !

Mode ©) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class ’ : ]
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument ' ,
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023' Communications program in remote node 4
Perceived Severity ) Critical
Monitored Attri- (Object ID) LSAPPairld )
butes .
(Object ID) K
(Object ID) RW )
(Object ID) MaximumRetransmissions i
(Object ID) t2TimerValue
(Object ID) t1TimerVvalue -
(Object ID) tiTimerValue )
(Object ID) MaxOutincrement .
(Object ID) AccessPriority
{Object ID) route (Optional) ¢
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN -
Action
Problem Data J
Probable Causes X'1023' Communications program in remote node
X12007' LAN LLC Communications o
User Causes (none) ]
Install Causes {none)
1
Failure Causes X'1023' Communications program in remote node
X'F022' Invalid N(r) received -
Actions X'3300' If problem reoccurs then do the following: &
X'2010' Review link detail data
X'3103" Contact LAN administrator responsible for the LAN -
Additional Data (51) sv LAN LCS Data T
(02) SF Ring/Segment identifier )
(23) SF Local Individual MAC Name (Optional) )
(24) SF Remote Individual MAC Name (Optional) -
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Notes:

1. The corresponding Alert is LAN LLC Alert 10

2. Object Instance identifying this LSAP Pair

3. Defined in OS! Standard 10165-2

4. This attribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 6
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
sent a frame with an I-field that was too short. This resulted in a Frame Reject

response. !
Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023' Communications program in remote node
Perceived Severity (&) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) 12TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) ¢
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023' Communications program in remote node
X'2007" LAN LLC Communications
User Causes (none)
Install Causes (none)
Failure Causes X'1023' Communications program in remote node
X'FOxx' 5 Received I-field too short
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X'3103' Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local individual MAC Name (Optionat)
(24) SF Remote Individual MAC Name (Optional)

Chapter 22. Alarm and Alert Definitions

2211

RTP 80



RTP 8C .

Notes:

. The corresponding Alertis LAN LLC Alert 14

. Object instance identifying this LSAP. Pair

. Defined in OS! Standard 10165-2 .

. This attribute is present if the lost logical link traversed a MAC bridge
. New code point {o be assigned

G A WA -

LSAP Pair Entity Alarm 7
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station !
sent a frame with an I-field that was too long. This resulted in a Frame Reject

; response. !
Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Obiject Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument )
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023"' Communications program in remote node
Perceived Severily (1) ‘ Critical
Monitored Attri- (Object ID) LSAPPairld
butes
{Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) ¢
Proposed Repair X'3103! Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023' Communications program in remote node
h X'2007! LAN LLC Communications
User Causes (none) '
install Causes (none)
Failure Causes X'1023' Communications program in remote node
X'F023" Received I-field exceeded maximum length
Actions X'3300* If problem reoccurs then do the following: ;
X'2010' Review link detail data : I
X'3103! Contact LAN administrator responsible for the LAN :
Additional Data (51) Sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
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Notes:

1. The corresponding Alert is LAN LLC Alert 11

2. Object Instance identifying this LSAP Pair

3. Defined in OSI| Standard 10165-2

4. This attribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 8
Alarm/Alert Condition: A LAN logical link has been lost. The local link station
sent a frame with an invalid N(r). This resulted in the remote link station returning
a Frame Reject response.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class -
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument '
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X' 10xx"' Communications program in local node!
Perceived Severity 1 Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
{Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) t1TimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) $
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'10xx"' 4 Communications program in local node
X'2007' LAN LLC Communications
User Causes (none)
Install Causes (none)
Failure Causes X'10xx"' 4 Communications program in local node
X'FO12* Frame reject received: invalid N(r) sent
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X'3103" Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
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Notes:

1. The corresponding Alert is LAN LLC Alert 6

2. Object Instance identifying this LSAP Pair

3. Defined in OS! Standard 10165-2

4. New code point to be assigned

5. This atiribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 9
' Alarm/Alert Condition: A LAN logical link has been lost. The local link station
sent a frame with an |-field that was too long. This resulted in the remote link
station returning a Frame Reject response.!

Mode (0) » Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Obiject Instance Distinguished
Name 2
Alarm Type {Object ID) CommunicationAlarm 3
Event Argument '
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'10xx"! " | Communications program in local nodes
Perceived Severity 1) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
(Object ID) RW
(Object ID) MaximumRetransmissions
{Object ID) t2TimerValue
(Object ID) t1TimerValue
(Object ID) tiTimerValue
{Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) ¢
Proposed Repair X'3103" Contact the LAN administrator responsible for this LAN
Action :
Problem Data
Probable Causes X'10xx' § Communications program in local node
X'2007' LAN LLC Communications
User Causes : (none)
Install Causes (none)
Failure Causes X"10xx' § Communications program in local node
X'F0O13' Frame reject received:
maximum I-field length exceeded
Actions X'3300' if problem reoccurs then do the following:
X'2010' Review link detail data
X'3103' Contact LAN administrator responsible for the LAN
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Additional Data {51) sv LAN LCS Data

(02) SF Ring/Segment Identifier

(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)

Notes:

. The corresponding Alertis LAN LLC Alert 7

. Object Instance identifying this LSAP Pair

. Defined in OSI Standard 10165-2

. This attribute is present if the los! logical link traversed a MAC bridge
. New code point to be assigned

AhHh WN =

LSAP Pair Entity Alarm 10
Alarm/Alert Condition: A LAN logical link has been lost. The local link station
sent an invalid or unsupporied command or response to the remote link station.
This resulted in the remote link station returning a Frame Reject response.!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished

Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'10xx' 5 Communications program in local node
Perceived Severity (1) Critical
Monitored Attri- (Object D) LSAPPairld
butes

(Object ID) K

(Object ID) RW

(Object ID) MaximumRetransmissions

(Object ID) t2TimerValue

(Object ID) t1TimerValue

(Object ID) tiTimerValue

(Object ID) MaxOutincrement

(Object ID) AccessPriority

(Object ID) route (Optional) ¢
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'10xx' 5 Communications program in local node

X'2007' LAN LLC Communications

3

User Causes (none) :
install Causes {none)
Failure Causes X' 10xx"' & Communications program in local node

X'FO10! Frame reject received:

Invalid/unsupported command or response sent
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Actions X'3300" If problem reoccurs then do the following:
X'2010' Review link detail data .
X'3103" Contact LAN administrator responsible for the LAN .
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
{23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:
1. The corresponding Alert is LAN LLC Alert 4
2. Object instance identifying this LSAP Pair
3. Defined in OSI Standard 10165-2
4. This attribute is present if the lost logical link traversed a MAC bridge
5. New code point to be assigned
LSAP Pair Entity Alarm 11
Alarm/Alert Condition: A LAN logical link has been lost. The local link station
sent an invalid sequence number to the remote link station. This resulted in the

remote link station returning a Reject.!

Mode (0) Event Report (unconfirmed) i

Obiject Class {Object ID) LSAP Pair object class _

Object Instance Distinguished |
Name ? ’

Alarm Type (Object ID) CommunicationAlarm 3

Event Argument

Probable Cause (Object ID) LAN LLC protocol error

Specific Problem X'10xx"' S Communicalions program in local node

Perceived Severity 1) Critical :

Monitored Attri- (Object ID) LSAPPairld

butes
(Object 1D) K
(Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optionat) ¢

Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN

Action

Problem Data i

Probable Causes X'10xx* $ Communications program in remote node ‘
X'2007! LAN LLC Communications

User Causes (none)

Install Causes {none)
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Failure Causes X'10xx"' s Communications program in remote node
X'FOxx' S Reject received: invalid N(s) sent
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X'3103" Contact LAN administrator responsible for the LAN
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:

1. The corresponding Alert is LAN LLC Alert 15

Object Instance identifying this LSAP Pair

Defined in OSI Standard 10165-2

This attribute is present if the lost logical link traversed a MAC bridge
New code point to be assigned

A

LSAP Pair Entity Alarm 12
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
sent a Disconnect Mode response to the local link station.!

Mode 0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 23
Event Argument
Probable Cause (Object ID) Link error
Specific Problem X'2007' LAN LLC communications
Perceived Severity @)) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
{Object ID) RW
(Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) t1TimerValue
(Object ID) tiTimervalue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) 4
Proposed Repair X'3103" Contact the LAN administrator responsible for this LAN
Action '
" Problem Data
Probable Causes X'12007' LAN LLC communications
User Causes (none)
Install Causes (none)
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Failure Causes X'2007' LAN LLC communications
X'FO1A! DM received
Actions X'3300* if problem reoccurs then do the following:
X'2010' Review link detail data
X'3103' Contact LAN administrator responsible for the LAN
Additional Data {51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:

1. The corresponding Alert is LAN LLC Alert 2

2. Object Instance identifying this LSAP Pair

3. Defined in OS! Standard 10165-2

4. This allribute is present if the lost logical link traversed a MAC bndge

LSAP Pair Entity Alarm 13
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
sent a Disconnect command to the local link station.!

Mode {0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance " Distinguished

Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Link error
Specific Problem X'2007' LAN LLC communications
Perceived Severity (1 Critical
Monitored Attri- (Object ID) LSAPPairld
butes

(Object 1D) K

(Object ID) RW

(Object ID) MaximumRetransmissions

(Object ID) t2TimerValue

{Object ID) t1TimerValue

(Object ID) tiTimerValue

(Object ID) MaxOutincrement

(Object ID) AccessPriority

(Object ID) route (Optional) 4
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'2007' LAN LLC communications
User Causes (none)
Install Causes (none)
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Failure Causes X'2007" LAN LLC communications
X'FOxx' s DISC received
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X*3103* Contact LAN administrator responsible for the LAN
Additional Data (51) SV LAN LCS Data
(02) SF Ring/Segment ldentifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:

1. The corresponding Alertis LAN LLC Alert 16

Object Instance identifying this LSAP Pair

Defined in OSI Standard 10165-2

This attribute is present if the lost logical link traversed a MAC bridge
New code point to be assigned

AW

LSAP Pair Entity Alarm 14
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station

sent a SABME command to the local link station which was already open (had
been initialized via a SABME-UA exchange).!

Mode (0) Event Report (unconfirmed)
Object Class (Object ID) LSAP Pair object class
Obiject Instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023' Communications program in remote node
Perceived Severity ) Critical
Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
{Object ID) RW
(Object ID) MaximumRelransmissions
(Object ID) 12TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) 4
Proposed Repair X'3103! Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023' Communications program in remote node
X*12007" LAN LLC Communications
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User Causes (none)
Install Causes (none)
Failure Causes X*1023' Communications program in remote node
X'FO16" SABME received while in ABME
Actions X'3300' If problem reoccurs then do the fol lowing:
X'2010' Review link detail data
X'3103°' Contact LAN administrator responsible for the LAN
Additional Data (51) Sv LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name {Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:

1. The corresponding Alert is LAN LLC Alert 3

2. Object Instance identifying this LSAP Pair

3. Defined in OSI Standard 10165-2

4. This attribute is present if the lost logical link traversed a MAC bridge

LSAP Pair Entity Alarm 15

Alarm/Alert Condition: A LAN logical link has been lost. The remote link station
sent an unexpected UA or RR to the local link station. This resulted in a Frame

Reject response. !

Mode 0) Event Report {(unconfirmed)
Object Class (Object ID) LSAP Pair object class
Object Instance Distinguished

Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) LAN LLC protocol error
Specific Problem X'1023"* Communications program in remote node

Perceived Severily (U] Critical

Monitored Attri- (Object ID) LSAPPairld
butes

(Object ID) K

(Object ID) RW

(Object ID) MaximumRetransmissions

{Object ID) t2TimerValue

(Object ID) t1TimerValue

{Object ID) tiTimerVvalue

(Object ID) MaxOutincrement

(Object ID) AccessPriority

(Object ID) route (Optional) 4
Proposed Repair X'3103' Contact the LAN administrator responsibie for this LAN
Action
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Problem Data
Probable Causes X'1023" Communications program in remote node
X'2007' LAN LLC Communications
User Causes {none)
Install Causes {none)
Failure Causes X'1023' Communications program in remote node
X'FOxx' 5 Unexpected UA or RR received
Actions X'3300' If problem reoccurs then do the following:
X*2010' Review link detail data
X'3103" Contact LAN administrator responsible for the LAN
Additional Data (51) SV LAN LCS Data ’
(02) SF Ring/Segment identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote individual MAC Name (Optional)
Notes:
1. The corresponding Alertis LAN LLC Alert 17
2. Object Instance identifying this LSAP Pair
3. Defined in OSI Standard 10165-2
4. This attribute is present if the lost logical link traversed a MAC bridge
5. New code point to be assigned

LSAP Pair Entity Alarm 16
Alarm/Alert Condition: A LAN logical link has been lost. The remote link station

sent a XID out of sequence to thé local link station.!

Mode 0) Event Report (unconfirmed)

Object Class (Object ID) LSAP Pair object class

Object Instance Distinguished
Name 2

Alarm Type {Object ID) CommunicationAlarm 3

Event Argument

Probable Cause (Object ID) LAN LLC protocol error

Specific Problem X'1023"' Communications program in remote node

Perceived Severity 1) | Critical

Monitored Attri- (Object ID) LSAPPairld

butes
(Object ID) K
(Object ID) RW .
(Object ID) MaximumRelransmissions
(Object ID) t2TimerValue i
(Object ID) tiTimerValue !
(Object ID) tiTimervalue X
(Object ID) MaxOutlncrement
(Object ID) AccessPriority
(Object ID) route (Optional) ¢
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Proposed Repair X'3103"' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'1023° Communicalions program in remole node
X'2007" LAN LLC communications
User Causes (none)
Install Causes {none)
Failure Causes X*2007* LAN LLC communications
X'FOxx' 5 Received XID out of sequence
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data ' ]
X'3103' Contact LAN administrator responsible for the LAN
Additional Data (51) sV LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF : Local individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional) .
Notes:
1. The corresponding Alertis LAN LLC Alert 18
2. Object Instance identifying this LSAP Pair
3. Defined in OSI Standard 10165-2
4. This attribute is present if the lost logical link traversed a MAC bridge 7
5. New code point to be assigned

LSAP Pair Entity Alarm 17

Alarm/Alert Condition: A LAN logical link has been lost. The local link station
sent a S or U formal frame containing unexpected data to the remote link station.
This resulted in the remote link station returning a Frame Reject response.1

Mode (0) Event Report (unconfirmed)
Object Class | (Object ID) LSAP Pair object class
Object Instance Distinguished -
Name 2 .

Alarm Type (Object ID) CommunicationAlarm 3
Event Argument -
Probable Cause (Object ID) LAN LLC protocol error

Specific Problem X'10xx* s Communicalions program in local node

Perceived Severity 1) Critical
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Monitored Attri- (Object ID) LSAPPairld
butes
(Object ID) K
{Object ID) RW
{Object ID) MaximumRetransmissions
(Object ID) t2TimerValue
(Object ID) tiTimerValue
(Object ID) tiTimerValue
(Object ID) MaxOutincrement
(Object ID) AccessPriority
(Object ID) route (Optional) 4
Proposed Repair X'3103" Contact the LAN administrator responsible for this LAN
Action ’
Problem Data
Probable Causes X'10xx"' S Communications program in local node
X'2007"' LAN LLC Communications
User Causes {none)
Install Causes (none)
Failure Causes X' 10xx* S Communications program in local node
X'FOxx' 5 Frame reject received:
S or U format frame containing unexpected data received
Actions X'3300' If problem reoccurs then do the following:
X'2010' Review link detail data
X'3103" Contact LAN administrator responsible for the LAN
Additional Data (51) SV LAN LCS Data
(02) SF Ring/Segment Identifier
(23) SF Local Individual MAC Name (Optional)
(24) SF Remote Individual MAC Name (Optional)
Notes:
1. The corresponding Alertis LAN LLC Alert 19
2. Object Instance identifyingthis LSAP Pair
3. Defined in OSI Standard 10165-2
4. This attribute is present if the lost logical link traversed a MAC bridge
5. New code point to be assigned

22.3 Alarms emitted by the CAU objects

The following alarms are sent from the LAN Station Manager CAU to the LAN
Manager (as opposed to sending Events for these conditions).

if an Alarm is emitted for a problem resolulion, the severily that is issued (the Per-
ceived Severity field) should have the value (5) to indicated that a problem has
cleared. The Correlated Notifications field should also be used to give the Notifica-

tion ID of the Alarm that was emitted for the original probiem.

If it is not possible for the Alarm emitier to know whether the Alarm is for a
problem or a problem resolution, the indeterminate severity should be used.
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CAU Alarm 1 - |
Alarm/Alert Condition: The stalus has changed for the CAU back-up path. This
Alarm will be emitted to report a problem (perceived severity 4) and a problem
resolution (perceived severity 5).1 - '
Mode , ) Event Report (Confirmed)
Object Class {Object ID) CAU object class
Object instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Back-up path status change
Specific Problem X'3701"' Token-Ring LAN component
Perceived Severity (4) Warning
Monitored Attri- (Object ID) CAUVitalinfo
butes
Proposed Repair X'3103* Contact the LAN administrator responsible for this LAN
Action .
Problem Data
Probable Causes X'3701' Token-Ring LAN component
X'3703' Token-Ring fault domain
User Causes (none)
install Causes {none)
Failure Causes Xt3701' Token-Ring LAN component
X'FO5C! Token-Ring began or terminated beaconing
Recommended X'32A0' Report the following
Actions
X'82' SF (Back-up path status) - code point X'42'4
Additional Data (51) SV LAN LCS Data ’
(02) SF Ring/Segment Identifier
(06) SF Ring Fault Domain Description (Optional)s
Notes:
1. The corresponding Alert is LAN Access Unit Alert 1
2. Object Instance identifying this CAU
3. Defined in OSI Standard 10165-2
4. ASN.1label = BPStatus
5. Ring fault domain description should be sent on problem reports, but is
optional for problem resolution Alarms.
CAU Alarm 2
Alarm/Alert Condition: The wrap status for a CAU has changed.!
Mode 1 Event Report (Confirmed)
Object Class (Object ID) CAU object class
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Object Instance

Distinguished

Name 2
Alarm Type {Object ID) CommunicationAlarm 3
Event Argument
Probable Cause (Object ID) Path wrap status change
Specific Problem X'3701" Token-Ring LAN component
Perceived Severily ((0)] Indeterminate
Monitored Attri- (Object ID) CAUVitallnfo
butes
Proposed Repair X'3103* Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'3701" Token-Ring LAN component
X'3707' Token-Ring LAN cables
User Causes (none)
Install Causes (none)
Failure Causes X'3711! Local Access Unit
X'3713" Remote access unit
X'3707' Token-Ring LAN cables
Recommended X'0105" Request verification of management server reporting links
Actions
X'32A0' Report the following
X'82' SF (Wrap status) - code point X'43'4
Additional Data (51) SV LAN LCS Data
(02) SF Ring/Segment Identifier
Notes:

1. The corresponding Alertis LAN Access Unit Alert 2
2. Object Instance identifying this CAU

3. Defined in OS! Standard 10165-2

4. ASN.1label = WrapType

CAU Alarm 3

Alarm/Alert Condition: The CAU base unit has detected an internal error. This
Alarm will be emitted to report a problem (perceived severity 1) and a problem
resolution (perceived severity 5).!

Mode (1) Event Report (Confirmed)

Object Class (Object ID) CAU object class

Object Instance Distinguished

Name 2

Alarm Type (Object ID) CommunicationAlarm 3

Event Argument

Probable Cause (Object ID) LAN error

Specific Problem X'3751" Token-Ring access unit

Perceived Severity (1) Critical
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Monitored Attri- (Object ID) CAUVitallnfo

butes

Proposed Repair X'3103* Contact the LAN administrator responsible for this LAN
Action .
Problem Data

Probable Causes X'3751" Token-Ring access unit

User Causes {none)

Install Causes (none)

Failure Causes X'3752' Base unit internal error
Recommended X'32A0' Report the following

Actions

X'82' SF {Error code) - code point X'07'4
Additional Data (51) sv LAN LCS Data
{02) SF Ring/Segment Identifier
Notes:

1. The corresponding Alert is LAN Access Unit Alert 3
2. Object Instance identifying this CAU

3. Defined in OSI Standard 10165-2

4. ASN.1 label = DiagErrCode

CAU Alarm 4
Alarm/Alert Condition: There is a mismatch between the number of lobes active
and addresses known in a CAU.'
Mode &) Event Report (Confirmed)
Object Class (Object ID) CAU object class
Object Instance Distinguished
Name 2
Alarm Type (Object ID) EnvironmentalAlarm 2
Event Argument
Probable Cause (Object ID) Unauthorized LAN insertion attempted
Specific Problem X'3321" Remote Token-Ring adapter
Perceived Severily (0) Indeterminate
Monitored Attri- (Object ID) CAUVvitalinfo
butes
Proposed Repair X'3002' Contact the security control representative.
Action
Problem Data
Probable Causes X'3321' Remote Token-Ring adapter
User Causes X'7105° Unauthorized user attempted insertion into LAN
X'7130* Multiple adapters attached to one lobe
Xt710C! Unauthorized trace tool in LAN
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Recommended X'32A0" Report the following
Actions
X'82' SF (Configuration data) - code point X'45'4¢
Install Causes (none)
Failure Causes {none)
Additional Data (51) sv LAN LCS Data
(02) SF Ring/Segment Identifier
Notes:

1. The corresponding Alert is LAN Access Unit Alert 4
2. Object Instance identifying this CAU

3. Defined in OSI Standard 10165-2

4. ASN.1label = ConfigErrPresent

CAU Alarm 5
Alarm/Alert Condition: A CAU ignored a Force Remove command.!
Mode (1) Event Report (Confirmed)
Object Class (Object ID) CAU object class
Object instance Distinguished
Name 2
Alarm Type (Object ID) CommunicationAlarm 3
Event Argument .
Probable Cause (Object ID) Force Remove ignored
Specific Problem X'7003' Network operator
Perceived Severity (0) Indeterminate
Monitored Attri- (Object ID) CAUVitalinfo
butes
Proposed Repair X'3103' Contact the LAN administrator responsible for this LAN
Action
Problem Data
Probable Causes X'7003" Network operator
User Causes X'7101" Token-Ring remove adapter command received
Recommended X'3103" Contact LAN administrator responsible for this LAN
Actions
Install Causes (none)
Failure Causes (none)
Additional Data (51) sv LAN LCS Data
{02) SF Ring/Segment Identifier
(03) SF Local Individual MAC Address
(04) SF Remote Individual MAC Address (Optional)
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Chapter 23. ASN.1 Definitions

23.1 LAN-COMMON

LAN-COMMON
DEFINITIONS ::= BEGIN

AccessUnitld :: = OCTET STRING (4) - used as distinguishing
- attribute for Function Present
- and attribute in Token-Ring
- layer 1 object class
AccessUnitName ::= OCTET STRING (5) — Naming attribute in CAU
AccessUnitNumber :: = CHOICE {NULL, GraphicString}
AcknowledgementTime ::= INTEGER
ActivatedTypes :: = LLCServices
ActiveConnections ::= SET OF LLCRemoteAddress
ActiveLSAPs ::= SET OF LSAP
AccessPriority :: = OCTET STRING
AdapterinterruptLevel ::= OCTET STRING (1)
AdapterNumber ::= OCTET STRING
AddrinsertType ::= SEQUENCE OF MACAddress
AMName :: = OCTET STRING (5)
AMStatus :: = SEQUENCE {
amnumber [0] IMPLICIT OCTET STRING (1),
status [1] IMPLICIT StatusType }
AMStatusEventData :: = SET OF SEQUENCE {
amnumber [0] IMPLICIT OCTET STRING (1),
status [1] IMPLICIT StatusType }
AMStatusType :: = SEQUENCE {
status  [0] IMPLICIT StatusType,
lobesDeac [1] IMPLICIT OCTET STRING(8),
lobes!nsert [2] IMPLICIT OCTET STRING(8),
amNumber [3] IMPLICIT OCTET STRING(1),
numlobes [4] IMPLICIT OCTET STRING(1) }

ArchReleaselevel ::= INTEGER

© Copyright IBM Corp. and 3Com Corporation. 1991
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LLCStatus :: = SEQUENCE {

[0] IMPLICIT LSAPPairld,

[1] IMPLICIT K,

{2] IMPLICIT Rw,

[3] IMPLICIT MaximumRetransmissions,
t2TimerValue [4] IMPLICIT Timer,
tiTimerValue [5] IMPLICIT Timer,
tiTimerValue [6] IMPLICIT Timer,
maxOutincrement [7] IMPLICIT Timer,

[8] IMPLICIT AccessPriority,
route {9] IMPLICIT Route OPTIONAL }

LLCServices ::= BIT STRING {
type1 (0),
type2 (1),
type3dinitiate (2),
type3ReceiveDat (3),
type3ReturnData (4) }

Lobeld ::= OCTET STRING(1)
Location ::= CHOICE {NULL, GraphicString }
Lobeld :: = OCTET STRING(1)
LobeStatus :: = SEQUENCE {

amNumber [0] IMPLICIT OCTET STRING(1),
adapterLobe [1] IMPLICIT OCTET STRING(1),

enableStatus [2] IMPLICIT LAN-COMMON.EnableType }

LobeStatusEventData ::= SET OF SEQUENCE {
amNumber [0] IMPLICIT OCTET STRING(1),
adapterlLobe [1] IMPLICIT OCTET STRING(1),

enableStatus [2] IMPLICIT LAN-COMMON .EnableType,

insertStatus [3] IMPLICIT LAN-COMMON.InserType,
addr [4] IMPLICIT LAN-COMMON.MacAddress )

-- Manufacturer (logo) Identifier Code
LSAP ::= OCTET STRING

LSAPPairld :: = SEQUENCE {
localLSAP [0] IMPLICIT LSAP,
localAddress  [1] IMPLICIT MACAddress,
remoteLSAP [2] IMPLICIT LSAP,
remoteAddress  [3] IMPLICIT MACAddress}

LSAPPairName :: = SEQUENCE {
[0] IMPLICIT LSAP, - remote LSAP

[1] IMPLICIT MACAddress — remote MAC Address

}
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MACAddress ::= OCTET STRING (6)

MACDriverVersionNumber :: =OCTET STRING(2)
— First octet represent major version (2 BCD digits)
- Second octet represent minor version (2 BCD digits)

MACType :: = OCTET STRING (16)
MachineType :: = GraphicString

-- defined by products
ManagingProcessinfo :: = SEQUENCE {

managingProcessTitle [0] IMPLICIT DARRD.Regularldentifier,
managingProcessAddress [1] IMPLICIT MACAddress,

lostMPRetries [2] IMPLICIT Integer,

associatedThresholds [3] IMPLICIT SET OF LAN-COUNTER.ThresholdName }

ManufactureriD ::= OCTETSTRING -- 3 octets maximum
ManufacturerProductiD :: = ANY
ManufacturerProductVersion :: = ANY
MaximumLinkStationsConfigured :: = INTEGER
MaximumPDUN3 :: = INTEGER
MaximumLLClinformationFieldSize :: = INTEGER
MaximumRetransmissions :: = INTEGER
MaximumLSAPSConfigured :: = INTEGER
MaxOutincrement ::= INTEGER
MediaType ::= INTEGER {

fiber (0),

copper (1) }
Microcodelevel ::= OCTET STRING(1..32)
MulticastAddress :: = SET OF MACAddress

)
NMName :: = OCTET STRING(X'01")

PiAddr :: = MACAddress
PhysicalDropNumber :: = OCTET STRING (4) - implementation dependent
PoAddr ::= MACAddress

Productinstanceld ::= OCTET STRING

ReconParameters ::= SEQUENCE {
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managementinterlockFlag [0] IMPLICIT BOOLEAN,
mergePermissionFlag  [1] IMPLICIT BOOLEAN,
timeTD1A [4] IMPLICIT OCTET STRING(2),
timeTD1B [5] IMPLICIT OCTET STRING(2),
timeTD2 [6] IMPLICIT OCTET STRING(2),
timeTD3 [7] IMPLICIT OCTET STRING(2),
timeTD4 [8] IMPLICIT OCTET STRING(2),
timeTD5 [9] IMPLICIT OCTET STRING(2),
timeTD6 [10] IMPLICIT OCTET STRING(2),
timeTD8 [11] IMPLICIT OCTET STRING(2),
timeTDA [12] IMPLICIT OCTET STRING(2) }

RegisteredList ::= SET OF Registrationinfo

Registrationinfo ::= SEQUENCE {
groupFunctionTitle {0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
managingProcessinfo [3] IMPLICIT SET OF ManagingProcessinfo }

— Resource Type ID as defined in 802.1
ResourceTypeld ::= SEQUENCE {

resource [0] IMPLICIT ResourceType,
revision [1] IMPLICIT StandardRevision,
options [2] IMPLICIT IEEE802-xLmeOptions,
manufacturer [3] Manufacturerid OPTIONAL,
product [4] ManufacturerProductid OPTIONAL,
version [5] ManufacturerProduciVerion OPTIONAL }

-- Non-standard definitions shall use negative numbers

ResourceType ::= INTEGER {

ieee8021 (1),

ieee8022 (2),

ieeeB8023 (3),

ieee8024 (4),

ieeeB8025 (5),

ieee8026 (6),

ieee8025Bridge (7) }
RingStationStatus ::= ANY -- Implementation dependent
RingUtilization :: = INTEGER

Route ::= OCTET STRING

RW :: = INTEGER
SAddr ::= MACAddress

SecurityAccessField ::= OCTET STRING
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SegmentDataRate ::= OCTET STRING(4)
SegmentNumber :: = OCTET STRING
SerialNumber ::= GraphicString
ServicesSupporied ::= LLCServices
StandardRevision :: = INTEGER
StatusType ::= INTEGER {

notpresent (0),

active (1),

deactivated (2) )

SupportedTypes :: = LLCServices

Timer ::= INTEGER

Topologyinfo ::= SEQUENCE {
configErrPresent [0] IMPLICIT ConfigErrPresent,

maxAMs [1] IMPLICIT OCTET STRING(1),
AMStatus [2] IMPLICIT AMStatusType
addrinsert (3] IMPLICIT AddrinsentType

)
TRLayeri{Name ::= OCTET STRING(X'00"')

Type3ReceiveResources :: = BOOLEAN

UserData :: = ANY

VendorAdapterCode ::= OCTET STRING(1)
VendorAdapterDescription :: = PRINTABLE STRING(1..40)

WéllPlugNumber ::= CHOICE {NULL, GraphicString)

WrapType ::= INTEGER {
merged (0),
wrapRI (1),
wrapRO (2),
wrapRIRO (3) }

END
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23.2 LAN-NOTIFIES

— ASN.1 Module for LAN Notifications l

LAN-NOTIFIES
- DEFINITIONS ::= BEGIN

— General Event
— Note: the GeneralReport data type is conveyed by eventData in
— EventReportArgument of CMIP

GeneralReport ::= SEQUENCE {
GeneralEventDescriptionAndCause,
GeneralData,
[11] IMPLICIT LAN-COMMON.LLCStatus OPTIONAL,
[12] IMPLICIT LAN-COMMON.Correlator OPTIONAL,
[13] UserData OPTIONAL }

GeneralEventDescriptionAndCause ::= CHOICE {
[2] IMPLICIT LSAPPairGeneralEvent,
[3] IMPLICIT ConcentratorGeneralEvent,
[4] IMPLICIT GeneralEvent,
[16] IMPLICIT EthernetGeneralEvent }

EthernetGeneralEvent:: = INTEGER {
OverrunError (1),
LateCollision (2),
CarrierLost (3),
CDHeartbeatError (4),
Underrunkrror (5) }

LSAPGeneralEvent ::= INTEGER {
LSAPOpened (1) }

LSAPPairGeneralEvent ::= INTEGER {
linkStationConnected (1),
linkStationDisconnected (2) }

ConcentratorGeneralEvent ::= INTEGER {
newComAddress (1),
lobeStatusChange (2),
amStatusChange (4),

GeneralEvent ::= INTEGER {
setOccurred (2),
nonRegisteredGet  (3),
deviceOnline (4),
deviceOffline 5) )

GeneralData :: = CHOICE {
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[6] IMPLICIT DisconnectionData, -- for LSAPPair disconnection
[5] IMPLICIT LinkConnectionData,

[7] IMPLICIT ComAddr,

[8] IMPLICIT LAN-COMMON.LobeStatusEventData,

(9] IMPLICIT LAN-COMMON . WrapType,

[10] IMPLICIT LAN-COMMON.AMStatusE ventData,

{11] IMPLICIT LSAPOpened,

[14] IMPLICIT SetOccurred,

[15] IMPLICIT NonRegisteredGet }

- This is the disconnection data if the event is generated as a result
— of the sublayer being disconnected.

DisconnectionData :: = NULL

— This is the data if the event is generated as a result
— of a link connection.

LinkConnectionData ::= NULL

— This is the data if the event is generated as a result ofa
— LSAP being opened

LSAPOpened ::= SEQUENCE {
Isapld [0] LAN-COMMON.LSAPId,
supportedTypes [1] LAN-COMMON.SupportedTypes,

maxLLClfield [2] LAN-COMMON.MaximumLLCinformationFieldSize,
maximumLinkStnConfigured  [3] LAN-COMMON.MaximumLinkStationsConfigured }

— This is the data if the event is generated as a result
-- of a new ComAddr.

ComAddr :: = LAN-COMMON.MACAddress
— This is the data if the event is generated as a result
- of set from a station that is not a registered managing process.

SetOccurred ::= SEQUENCE {
[0] IMPLICIT MACAddress,
[1] IMPLICIT SET OF SEQUENCE {
attributeld CMIP.Attributeld,
attributeValue [1] ANY DEFINED BY attributeld OPTIONAL,
modifyOperator [2] CMIP.ModifyOperator DEFAULT replace } }

- This is the data if the event is generated as a result
- of a get received from a station that is not a registered managing
— process.

NonRegisteredGet :: = SEQUENCE {
[0] IMPLICIT MACAddress,
attributeList [1] IMPLICIT SET OF CMIP.Attribute }

— Note: The Function Present data type is conveyed by eventData in
— EventReportArgument of CMIP
FunctionPresent :: = SEQUENCE {
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groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,
qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAtiribute ANY DEFINED BY groupFunctionTitie,
primaryName [3] IMPLICIT DARRD.Regularidentifier,
macAddress [4] IMPLICIT LAN-COMMON MACAddress,
archRellevel [6] IMPLICIT LAN-COMMON ArchReleasel evel,
userdata ANY DEFINED BY groupFunctionTitle OPTIONAL

)

- Note: The Deregister Event data type is conveyed by eventData in
-- EventReportArgument of CMIP

Deregister ::= SEQUENCE {
groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,
qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
primaryName [3] IMPLICIT DARRD.Regularldentifier,
macAddress {41 IMPLICIT LAN-COMMON .MACAddress,
userdata ANY DEFINED BY groupFunctionTitle

)

-- Note: The Muitiple Function Present data type is conveyed by
-- eventDala in EventReportArgument of CMIP

MultipleFunctionPresent ::= SEQUENCE {
SET OF { SEQUENCE {
groupFunctionTitie [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
userdata ANY DEFINED BY groupFunctionTitle } }

primaryName  [3] IMPLICIT DARRD.Regularldentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
archRellLevel  [6] IMPLICIT LAN-COMMON.ArchReleaselevel

}

- -- Note: The Deregister Event data type is conveyed by eventData in
— EventReportArgument of CMIP

MultipleFunctionDeregister :: = SEQUENCE {
SET OF { SEQUENCE {
groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupF unctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
userdata ANY DEFINED BY groupFunctionTitle } }

primaryName  [3] IMPLICIT DARRD.Regularldentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress

)

END
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23.3 LAN-ACTIONS

LAN-ACTIONS
DEFINITIONS :: = BEGIN

SAPData :: = LAN-COMMON.LLCServices
ReinitializeData :: = NULL

CorrelatorData :: = LSAPPairld
CorrelatorRspData :: = LAN-COMMON.Correlator

RegisterReqData :: = SEQUENCE {
groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
primaryName (3] IMPLICIT DARRD.Regularidentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
mpName [5] IMPLICIT DARRD.Regularldentifier,
mpAddress [6] IMPLICIT LAN-COMMON.MACAddress,
mplLevel [7] IMPLICIT LAN-COMMON.ArchReleaselLevel,
lostMPRetries [8] IMPLICIT integer,

securityAccessField  [9] IMPLICIT LAN-COMMON.SecurityAccessField,
mpSAP [10] IMPLICIT LAN-COMMON.LSAP,

cnfEventRetryTimeout [11] IMPLICIT LAN-COMMON.Timer OPTIONAL,
cnfEventRetryNumber [12] IMPLICIT INTEGER OPTIONAL,
userData ANY DEFINED BY groupFunctionTitie OPTIONAL {

RegisterReqRspData :: = SEQUENCE {
groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAtiribute ANY DEFINED BY groupFunctionTitle,
primaryName [3] IMPLICIT DARRD.Regularldentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
archReleaselevel [6] IMPLICIT LAN-COMMON.ArchReleaselevel,
returnCode [7] RegisterReturnCode,
securityAccessField [8] IMPLICIT LAN-COMMON.SecurityAccessField,
characterSet [9] IMPLICIT CharacterSet OPTIONAL,

- default if not present is ISO 8859-1, Latin Alphabet No. 1
userData ANY DEFINED BY groupFunctionTitle OPTIONAL }

CharacterSet :: = OCTETSTRING

DeregisterReqData ::= SEQUENCE {

groupFunctionTitle [0] IMPLICIT LAN-COMMON.GroupFunclionTitle,
qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute =~ ANY DEFINED BY groupFunctionTitle,
primaryName [3] IMPLICIT DARRD.Regularidentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
mpName [5] IMPLICIT DARRD.Regularidentifier,
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mpAddress
userData

(6] IMPLICIT LAN-COMMON.MACAddress,
ANY DEFINED BY groupFunctionTitle OPTIONAL}

RegisterCheckData ::= SEQUENCE {

mpName
mpAddress
groupFunctionTitle
qualifier

mpSAP
responseType

RegisterCheckRspData :: =

groupFunctionTitle
qualifier

{0] IMPLICIT DARRD.Regularldentifier,

[1] IMPLICIT LAN-COMMON.MACAddress,

[2] IMPLICIT LAN-COMMON.GroupFunctionTitle,
ANY DEFINED BY groupFunctionTitle,

[3] IMPLICIT LAN-COMMON.LSAP,

[4] IMPLICIT ResponseType }

SEQUENCE {
[0] IMPLICIT LAN-COMMON.GroupFunctionTitle,
ANY DEFINED BY groupFunctionTitle,

distinguishingAttribute ANY DEFINED BY groupFunctionTitle,

primaryName
macAddress
thisMPRegistered
registerList

[3] IMPLICIT DARRD.Regularldentifier,

[4] IMPLICIT LAN-COMMON.MACAddress,
[5] IMPLICIT BOOLEAN,

(6] IMPLICIT LAN-COMMON RegisteredList }

RemoveStationData :: = SEQUENCE {
[0] IMPLICIT LAN-COMMON .MacAddress,
securityAcc [1] IMPLICIT LAN-COMMON .SecurityAccessField }

RemoveStationRspData ::

= SEQUENCE {

[0] IMPLICIT RemoveStationReturnCode }

WrapData :: = LAN-Common.WrapType

SoftResetData :: = NULL

RPUEnableData :: = SEQUENCE {
loadFile [0] IMPLICIT OCTET STRING(1..24),
loaderAddress [1] IMPLICIT MacAddress OPTIONAL -

)

RegisterReturnCode ::= INTEGER {
registered (0),
reregistered (1),
groupFunctionTitleNotPresent (2),
regRejectedTooManyManagers(3),
accessDenied (4),
qualifierDoesNotMatch (5) }

RemoveStationReturnCode :: = INTEGER {
removed (0),
ignored (1)}

ResponseType ::= INTEGER {
. rsplifGroupFunctionAndQualifierRegistered (0),
rsplfGroupFunctionAndQualifierNotRegistered (1),
- rsplfGroupFunctionAndQualifierExists (2), — registered or not
rspl{GroupF unctionRegister (4), — ignore qualifier
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rsplfGroupFunctionNotRegistered (5), -- ignore qualifier
rspl{GroupF unctionExist (6) -- ignore qualifier
}

MultipleRegisterRegData :: = SEQUENCE {
SET OF { SEQUENCE OF {
groupFunctionTitle  [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle,
lostMPRetries (8] IMPLICIT Integer,

securityAccessField [9] IMPLICIT LAN-COMMON.SecurityAccessField,
cnfEventRetryTimeout [11] IMPLICIT LAN-COMMON.Timer OPTIONAL,
cnfEventRetryNumber [12] IMPLICIT INTEGER OPTIONAL,

userData ANY DEFINED BY groupFunction OPTIONAL }}
primaryName [3] IMPLICIT DARRD.Regularldentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
mpName [5] IMPLICIT DARRD.Regularldentifier,
mpAddress [6] IMPLICIT LAN-COMMON.MACAddress,
mplevel [7] IMPLICIT LAN-COMMON.ArchReleaselevel,
mpSAP [10] IMPLICIT LAN-COMMON.LSAP }

MultipleRegisterReqRspData :: = SEQUENCE {
SET OF { SEQUENCE OF {
groupFunctionTitle  [0] IMPLICIT LAN-COMMON.GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,
distinguishingAttribute ANY DEFINED BY groupFunctionTitle
returnCode [7] RegisterReturnCode,
securityAccessField [8] IMPLICIT LAN-COMMON.SecurityAccessField
userData ANY DEFINED BY groupFunctionTitle OPTIONAL }
)
primaryName {3] IMPLICIT DARRD.Regularldentifier,
macAddress [4] IMPLICIT LAN-COMMON MACAddress,
archReleaselevel [6] IMPLICIT LAN-COMMON.ArchReleaselevel
}
MultipleDeregisterReqData :: = SEQUENCE {
SET OF {

SEQUENCE OF {
groupFunctionTitle [0] IMPLICIT LAN-COMMON. GroupFunctionTitle,

qualifier ANY DEFINED BY groupFunctionTitle,

distinguishingAttribute ANY DEFINED BY groupFunctionTitle,

characterSet {97 IMPLICIT CharacterSet OPTIONAL,

- default if not present is I1SO 8859-1, Latin Alphabet No. 1

userData ANY DEFINED BY groupFunctionTitle OPTIONAL)
primaryName [3] IMPLICIT DARRD.Regularidentifier,
macAddress [4] IMPLICIT LAN-COMMON.MACAddress,
mpName {5] IMPLICIT DARRD.Regularidentifier,
mpAddress [6] IMPLICIT LAN-COMMON.MACAddress }

END

Chapter 23

. ASN.1 Definitions 23-13

RTP

80



23.4 Layer Counters

MSOAS-LAYER-COUNTERS
DEFINITIONS ::= BEGIN

IMPORTS ObjectClass, Objectinstance FROM
CMIP-1 {joint-iso-ccitt ms(9) cmip(1) version(1) protocol(3)}
ManagerPointer FROM MSOAS-SUPPORT-OBJECTS;

- This attribute identifies the class of the object instance
-- under which the ThresholdControl managed object emitting the
—~ CounterSetReport is contained. It is thus the class to which
- the counters reporied in the CounterSetReport apply.
_ClassReportedOn :: = ObjectClass

CounterData :: = SEQUENCE { ‘
counterName [0] IMPLICIT CounterName,
currentValue [1] IMPLICIT CounterValue,
intervalStartvalue [2] IMPLICIT CounterValue

)

CounterName :: = OCTET STRING SIZE (2)
CounterSetData :: = SET OF CounterData

CounterSetReply :: = SET OF SEQUENCE {
counterName  [0] IMPLICIT CounterName,
" currentValue [1] IMPLICIT CounterValue

}

CounterSetReport :: = CHOICE {
instanceDeletion [0] IMPLICIT CounterSetReportCommonData,
containinginstanceDeletion [1] IMPLICIT CounterSetReporitCommonData,
counterWrap [2] IMPLICIT SEQUENCE {
[0] IMPLICIT CounterSetReporitCommonData,
{1] IMPLICIT CounterWrapData

).
thresholdReached [3] IMPLICIT SEQUENCE {
[0] IMPLICIT CounterSetReportCommonData,
numeratorData [1] IMPLICIT TriggerData,
denominatorData [2] IMPLICIT TriggerData OPTIONAL

)

CounterSetReportCommonData :: = SEQUENCE {
classReportedOn  [0] IMPLICIT ClassReportedOn,
managerPointer [1] IMPLICIT ManagerPointer,
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counterSetData [2] IMPLICIT CounterSetData
}

CounterValue :: = INTEGER

— The following is a SET OF because multiple counter wraps
— may be reported in a single CounterSetReport
CounterWrapData :: = SET OF SEQUENCE {
counterName  [0] IMPLICIT CounterName,
counterMaxValue [1] IMPLICIT CounterValue

}

-- The following integer represents an exponent of 10, with
-- units of seconds. E.g., -1 = 10*°(-1) seconds = 100 milliseconds.
MaxSamplelnterval :: = INTEGER

Offset ::= INTEGER

— This attribute identifies the class of the instances

-- under which ThresholdControl managed objects implementing
- the specified policy are to be created.

PolicyTargetScope :: = ObjectClass

ReportSwitch :: = BOOLEAN

RequiredMaxSampleinterval :: = MaxSampleinterval (-2..1)
ThresholdControllnitialValuesName :: = PrintableString
ThresholdControlName :: = PrintableString

ThresholdPolicyPointer ::= CHOICE {
NULL,
Objectinstance

}

ThresholdPolicyValuesName :: = PrintableString
ThresholdSubtreePolicyName :: = PrintableString

— Exactly one ThresholdSubtreePolicy instance exists under each
- non-leaf layer instance, so these instances can all have the
- the same RDN. Suggestions are solicited for a more NLS-friendly
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-- way of accomplishing this.
ThresholdSubtreePolicyNameValue :: =
ThresholdSubtreePolicyName (“TSUBTREEPOLICY™)

Trigger ::= SEQUENCE {
numeratorCName  [0] IMPLICIT CounterName,
numeratorOffset  [1] IMPLICIT Offset,

denominatorCName [2] IMPLICIT CounterName OPTIONAL,

denominatorOffset [3] IMPLICIT Offset OPTIONAL
)

TriggerData :: = SEQUENCE {
triggerCName  [0] IMPLICIT CounterName,
triggerOffiset [1] IMPLICIT Offset,
triggerValueAtEffectiveReset  [2] IMPLICIT CounterValue,
triggerCounterMaxValue [3] IMPLICIT CounterValue

}

TriggerlList :: = SET OF Trigger

END

23.5 Support

MSOAS-SUPPORT-OBJECTS
DEFINITIONS :: = BEGIN
LibraryObjectName :: = PrintableString

-- Exactly one LibraryObject instance exists in a managed
- system, directly under the object named by SystemTitle.
-- Suggestions are solicited for a more NLS-friendly way of naming
-- the LibraryObject managed object.
LibraryObjectNameValue ::=
LibraryObjectName (“LIBRARY-OBJECT")

-- The syntax for ManagerPointer, as well as the template for the
-- attribute that stores the value in an object, will be defined in

- conjunction with the MS Framework (AWP-298).
ManagerPointer :: = — TBD

END
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Chapter 24. Group Function Title Table

This table defines the group function title values which are sent in the Registration
flows. The first column specifies the function type. The second column gives the
value which flows in the group function title field. The third column defines what
attribute is the management qualifier for the group function title. The fourth
column defines the managed object classes which make up the function type.

Function Type

Group Funciion
Tite

Qualifier

Disnguishing Atribute

Managed Object Classes

Token-Ring MAC And LLC

X'0100°

Segment
Number

MAC Address

Resource Management
Token-Ring Layer 1

. Token-Ring Layer 2 - MAC

Environment

LAN Lesyer2-UC
LSAP

LSAP Pair
Counter
Threshoid Control
Threshold Subtree

Minimal Token-Ring

X'0101*

Segment
Number

MAC Address

Resource Management
Token-Ring Layer 1
Token-Ring Layer 2 - MAC
Environment

CAU

X'01 02"

Segment
Number

Access Unit td

CAU
Attachment Module

DAR/RD Name Manage-
ment

X'0103" -

Segment
Number

MAC Address

Name Management

PCNet

X'0104°

Segment
Number

MAC Address

* PC Network Layer 1
* PC Network Layer2

Ethermnet

X'0105°

Segment
Number

MAC Aadress

* Ethernet Layer 1

* Ethermnet Layer 2

* Resource Manage-
ment

Ethernet and LLC

X'0105'

Segment
Number

MAC Adress

« Ethemet Layer 1
* Ethernet MAC Layer

Environment
LAN Layer 2 - LLC

Threshold Pair

Ethermet and
Minimum LLC

X'0106"

Segment
Number

MAC Adress

* Ethemet Layer 1
 Ethernet MAC Layer

Environment
Counter

Threshold Pair
*LAN Layer 2- LLC
*LSAP

*LSAP Pair

Minimum Ethernet

x‘o107*

Segment
Number

MAC Adress

* Ethemet Layer 1
¢ Ethernet MAC Layer

Environment
Counter

* Note: This Managed Object support is minimum for this Function Group, that is, its LLC is related to

station manager only.
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Appendix B. Operating System Considerations

As previously noted, this architecture is intended to be operating system inde-
pendent. Therefore, the formats and protocols described in this document, are not
wedded to the transport requirements of any one operating system. For implemen-
tation examples, see the accompanying HLM documentation; Heterogeneous LAN
Management: Technical Reference. These examples represent different applica-
tions of this architecture on two different, OS specific, transport mechanisms.
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Appendix C. Media Considerations

C.1 Ethernet

Several design considerations are factored in HLM architecture to ensure Ethernet
inter-operability. The base inter-operability between Ethernet and Token-Ring is
assured by proper specification of the “group” address. These group addresses
provide a set of well known MAC IDs to support the functions such as Discovery
and Heartbeating. As expressed in 802.3 terms, these addresses are MULTICAST
addresses that exactly map to the corresponding 802.5 “functional™ addresses.
This mapping of addresses provides a common address base for all 802 media.
MAC level bridges will forward on these PDUs across media boundaries and are in
a proper format for both Ethernet and Token-Ring adapters to receive.

Group addresses, as described in HLM, have a multicast format that is diflerent
than the customary format and are also presented in canonical format. In
canonical order, the bits are presented in the order which they are transmitted on
the LAN media and NOT how they are presented in memory of the host CPU.

Additionally, assignment of multicase addresses typically by vendor ID where the
multicast addresses are created by setting the appropriate broadcast bits in the
vendor ID field. With HLM “group addresses™ do not conform to this convention
and have no vendor ID as part of the multicast addresses.

To inter-operate in a MAC bridge environment, all Ethernet implementations of
HLM must conform to the 802.3 frame format specifications (as opposed to DIX
Ethernet or SNAPped frames). This requirement will ensure inter-vendor Ethernet
inter-operability.

C.2 Token-Ring Considerations

C.2.1 Functional Addresses
802.5 LANs provide bit-specific functional addresses for widely used functions,
such as the configuration report server. Ring stations use functional address
“masks” to identify these functions. .

For example, if function G is assinged a functional address of X*C000 0008 0000°,
and function M is assigned a functional address of X*C000 0000 0040', then ring
station Y, whose node contains functions G and M, would have a mask of X' C000
0008 0040°.

All functional addresses are locally administered group addresses (bits 0 and 1 of
byte O of the destination address are setfo B'11'). Bit 0 of byte 2 of the destination
address (the functional address indicator) is set to B'0' for functional addressses.
The remaining 7 bits in byte 2, and the 8 bits each in bytes 2, 3, and 5 allow up to 31
functional addresses to be defined (because the addresses are bit-specific).

The functional addresses listed below have been defined pertaining to functions
defined in this document:
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Function Name Functional Address
LAN Manager X*C000 0000 2000°
Resource Manager X*C000 0002 0000
Discovery Heartbeat X*0000 0000 0004°
Discovery Non-Server . X*C000 0000 0040’
Discovery Server ' X'C000 0001 0000!

C.2.2 Bit Ordermg of Addresses in Token-Ring LANs -

C-2 HLM Architecture

All addresses carried as LLC Data shall be transmitted using canonical bit
ordering. Canonical bit ordering means that the least significant bit in every byte
is transmitted first, as opposed to the most significant bit first that is transmitted in
the source and destingation addresses in that Token-Ring MAC header.

Addresses in event data, object instance names, action data, SETs and GETs sha!l.

be transmitted using canonical bit ordering.
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Appendix D. Abstract Syntax Notation (ASN.1)

The contents of this appendix is taken from the following two Standards docu-
ments:

1. 1SO 8824 - Specification of Abstract Syntax Notation One (ASN.1)
2. 1SO 8825 - Specification of Basic Encoding Rules for Abstract Syntax Notation
One (ASN.1)

The CMIP and ROS parameters are encoded based on the ASN.1 recommendation.
The following section briefly describes the encoding mechanism.

Each element as defined in the ASN.1 has three components as shown:

Identifier | Length | Contents

Figure D-1. General ASN.1 Data Structure
1. Identifier - at least 1 octet and is broken down into three parts as shown:

87 6 5 -1 numbering of bits

Class | Form | ID Code

Class : 60 = universal
01 = application
16 = context specific
11 = private use

Form : © = primitive
1 = constructor

ID code : ©6-30, specific ID code value
31, extension octet(s) follow, bit 8 of the last extension
is 0, ID code is the concatenation of bits 7-1.

For each extended octet:
Bit(8) means: last octet if '0' or extended if 'l'
Bit(1..7) concatenated value express the ID code value

End of contents is specified by X'6600'.
Figure D-2. Identifier Portion of the ASN.1 Data Structure

As shown, there are four classes, Universal class is only used as specified
within this international standard. They are defined in Figure D-3. Application
class is assigned by other standards. Context specific class is freely assigned
within any use of this notation, and is interpreted according to the context in
which it is used. Private class is never assigned by international standards, its
use is enterprise specific.

Two forms of data elements are distinguished: A primitive element is one
whose contents is atomic, i.e., has no further internal structure of data
element. A constructor is one whose contents is itself a data element, or a
series of data elements. Constructor elements are thus recursively defined.
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If the class is specified as universal, then the ID code values are defined as

follows:
Universal 1 Boolean
Universal 2 Integer
Universal 3 Bit string
Universal 4 Octet string
Universal § Null
Universal 6 Object identifier
Universal 7 Object descriptor
Universal 8 External
Universal 9-15 reserved
Universal 16 Sequence
Universal 17 Set
Universal 18-22 Character string
Universal 23 UTC time
Universal 24 Generalized time
Universal 25-27 Character string
Universal 28-... reserved

Figure D-3. Universal ID Code Assignment

e Boolean - A type with two distinguished values: true or false.

¢ |nteger - A type with distinguished values which are the positive and nega-
tive whole numbers.

e Bit string - A type whose distinguished values are an ordered sequence of
zero, one or more bits.

¢ Octet string - A type whose distinguished values are an ordered sequence
of zero, one or more oclets. Each oclet being an ordered sequence of
eight bits.

* Null - A type consisting of a single value called null or empty string.

e Object identifier - A type whose distinguishable values is associated with
an information object.

¢ Object descriptor - A type whose distinguished values are human-
readable text providing a brief description of an information object.

e External - A type whose distinguished values cannot be deduced from their
characterization as exlernal, but which can be deduced from the encoding
of such a value; the values may not conform to ASN.1 encoding rules.

e Sequence - A fixed, ordered list of types: each value in the new type is an
ordered list of values, one from each of the component type.

® Sel - A fixed, unordered list of distinct types: each value in the new type is
an unordered list of values, one from each of the component type.

* Character string - A type whose values are strings of characters from some
defined character set.

¢ UTC time - A particular form of generalized time which is defined for use in
international application where the local time only is not adequate.

* Generalized time - represents a calendar dale and lime of day as provided
by I1SO 2014, 1SO3307, and 1SO 4031. The time of day can be specified as
local time only, UTC time only, or as both local and UTC time.

2. Length field - indicates the number of the octets for the contents. It has three
forms as shown:
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Short form : | 6 | 6-127
1 7 bits
Long form : | 1| L o| o|

1 S octets

Indefinite form : 1| e

contents terminated by special End Of Contents data element.
Figure D-4. Length Portion of the ASN.1 Data Structure

If the content field is less than 127 octets, short form is used. If the content is
greater than 127 octets, then long form is used.

3. Contents - If primitive is chosen for the form, then the contents will just be the
data, no more further breakdown is needed. However, if constructor is chosen
for the form, the contents will consists of the following sequence:

L] ¢ I ¢ 1] ¢

o o o

1
L
c

Figure D-5. Contents Portion of the ASN.1 Data Structure

Identifier, which has the same format as shown in Figure 15.
Length, which has the same format as shown in Figure 16.
Contents, which can be further divided into I, L, and C again.

nowou
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Appendix E. Remote Operations (ROS)

The contents of this appendix is taken from the following two Standards docu-
ments:

1. DIS 8072/1, Remote Operations: Model, Notation and Service Definition
2. DIS 9072/2, Remote Operations: Protocol Specification

ROS provides a vehicle for the communication between two management applica-
tion entities. The following services are provided based on the Standards recom-
mendation:

1. RO-Invoke - request that an operation to be performed._ It has the following
parameters:

a. Invoke ID - This required parameter identifies the request and is used to
correlate this request with the corresponding replies.

b. Linked ID - This optional parameter is used to link operations which is per-
formed by one parent operation and one or more child operations. The
performed of the parent operation may invoke none, one, or more child
operations during the execution of the parent operation. If this parameter
is present, the invoked operation is a child operation and the parameter
identifies the invocation of the linked parent operation.

c. Operation Code - This required parameter is the identifier of the operation
to be invoked. This value has to be agreed between the ROS users.

d. Argument - This optional parameter is the argument of the invoked opera-
tion. Again, the contents must be agreed between the ROS users.

Figure E-1 summarize the RO-Invoke service and its parameters:

parameter Name Request
Invoke 1D M
Linked ID U
Operation code M
Arguments u

M - Mandatory
U - Un-mandatory, optional

Figure E-1. RO Invoke Parameters

There are two sequence of service primitives associated with this service:

¢ RO-INVOKE.req
¢ RO-INVOKE.ind

The sequence in which these primitives are used is illustrated below:
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RO-INVOKE.req

RO-INVOKE. ind

» Figure E-2. RO Invoke Service Primitives
2. RO-Result - reports the successful comp!élion of an operation. It has the fol-
lowing parameters:

a. Invoke ID - This required parameter identifies the request and is used to
correlate this request with the corresponding replies.

b. Argument - this oplional parameter is the result of an invoked and success-
fully performed operation. The contents has o be agreed between the
ROS users.

Figure E-3 summarize the RO-Result service and its parameters:

parameter Name Request
Invoke 1D , M
Arguments U

M - Mandatory
U - Un-mandatory, optional

Figure E-3. RO Result Parameters

There are two séquence of service primitives associated with this service:

e RO-RESULT.req
¢ RO-RESULT.ind

The sequence in which these primitives are used is illustrated below:

RO-RESULT.req

\

RO-RESULT. ind

Figure E-4. RO Resuit Service Primitives
3. RO-Error - reports the unsuccessful completion of an operation. It has the fol-
lowing parameters:

a. Invoke 1D - This required parameter identifies the request and is used to
correlate this request with the corresponding replies.

b. Error Code - This required parameter identifies the error occurred during
the operation. the contents of the error code must be agreed between the
ROS users.

c. Parameter - Additional information regarding the error code, optional.

Figure E-5 summarize the RO-Error service and itls parameters:

E-2 HLM Architecture
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parameter Name Request
Invoke ID M
Error Code M
Arguments U

M - Mandatory
U - Un-mandatory, optional

Figure E-5. RO Error Parameters

There are two sequence of service primitives associated with this service:

¢ RO-ERROR.req
¢ RO-ERROR.ind

The sequence in which these primitives are used is illustrated below:

RO-ERROR.req

>

RO-ERROR. ind

v

Figure E-6. RO Error Service Primitives

4. RO-Reject-User - The user-reject is used by one application entity to reject the
request or reply of the other application entity. It has the following parameters:

a. Invoke ID - This required parameter identifies the request and is used to
correlate this request with the corresponding replies.

b. Problem Code - This parameter identifies the error occurred during the
invoke operation, The problem code are defined as follows:

1) Duplicate invocation - signifies that the Invoke ID parameter violates
the assignment rules.

2) Unrecognized operation - signifies that the operation is not one of
those agreed between the users.

3) mistyped argument - signifies that the type of the operation argument
supplied is not agreed between the users.

4) Resource limitation - the performing ROS user is not able to perform
the invoke operation due to resource limitation.

5) Initiator releasing - the association initiator is not willing to perform the
invoked operation because it is about to attempt to release the applica-
tion association.

6) Unrecognized linked ID - signifies that there is no operation in
progress with an invoked ID equal to the specified linked ID.

7) Linked response unexpected - signifies that the invoked operation
referred to by the linked ID is not a parent operation.

8) Unexpected child operation - signifies that the invoked child operation
is not one that the invoked parent operation referred to by the linked ID
allows.

Figure E-7 summarize the RO-Error service and its parameters:
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parameter Name Request

Invoke 1D M

Problem code M

M — Mandatory
U - Un-mandatory, optional

Figure E-7. RO Reject User Parameters

There are two sequence of service primitives associated with this service:

I
|
|
|
l
]
l
|
l

* RO-REJECT.ind

The sequence in which these primitives are used is illustrated below:

RO-REJECT.req

>

RO-REJECT. ind

Figure E-8. RO Reject Service Primitives




Appendix F. Common Management Information Protocol
(CMIP)

The contents of this appendix is taken from the following two Standards docu-
ments:

1. ISO/TC 97/SC 21N 1373, Common management information Service Definition
2. I1SO/TC 87/SC 21N 1375, Common management Information Protocol Definition

CMIP provides request/response service between two system management appli-
cation entities (SMAE). It also provides an unsolicited event reporting service
between an event initiator SMAE and a collector SMAE. The protocol specified
supports the following Common Management Information Services (CMIS):

1. Get - This is a service element used by a SMAE to request transfer of manage-
ment information from another SMAE. it has the following parameters:

a. Invoke ID - This optional field specifies the identifier assigned to the opera-
tion. It can be used to distinguish the present operation from others that
the invoking SMAE may have in progress at the invoked SMAE.

b. Resource ID - This required field identifies the relevant resource. H is the
resource to which the management information pertains.

c. Access Control - This optional field is information of unspecified form to be
used as input to access control function in the initiator SMAE and/or
responder SMAE on any type of exchange.

d. Synchronization - This required field indicates how the initiator SMAE
wants the responder SMAE to synchronize several operations that are
within a PDU to be processed. There are several ways that a series of
operations specified in a single operations specified in a single service
element may be processed:

1) Best effort - All the ones that can be done do get done, the ones that
can't, don't. The ordering is not important.

2) Ordered - All the ones that can be done do get done, the ones that
can't, don't Operations are attempted in the sequence they are pre-
sented in the PDU.

3) Stop on Error - The operations are processed sequentially in the order
they appear in the PDU, and when an unsuccessful operation is
encountered, the remaining operations are not attempted.

4) Atomic - All operations are checked to see if they can be performed,
and either all are performed successfully, or none are performed.

If this field is not specified in the protocol, a default of best effort is to be
assumed.

e. Attribute ID List - This required field contains a set of attribute identifiers
that are to be used by the responder SMAE to read their values and return
them to the initiator SMAE.

The response to Get contains one of the following parameters:
a. Invoke ID - optional, previously defined.

b. Attribute List - This required field contains a set of attribute identifier/value
pairs
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c. Status - If error is encountered during the operation, this required field
conlains the following error codes:

1) No Such Operation - The operation is not supported.
2) No Such Resource - The resource ID specified is not recognized.

3) Access denied - The attributes were not read due to the fact that the
value of the access control was not acceptable or access was denied
for other reasons.

4) Synchronization not Supporied - The type of synchronization specified
in the synchronization parameter is not supported.

5) No Such Attribute - The attribute specified is not supported

6) Get List Error - One or more attributes were not read, the attribute
values that could be read are returned.

d. Current Time - This optional field contains the time the response was gen-
erated. It may be expressed in Generalized time(ISO 3307), UTC time
(ASN.1) or local time (implementation defined).

Figure F-1 summarize the Get service and its paramelers:

parameter Name

Request Response

Invoke ID

u U

Resource 1D

M -

Access Control

U -

Synchronization

M -

Attribute ID list

M -

Current Time

Attribute list

Status

M - Mandatory

U - Un-mandatory, optional

Figure F-1. Get Parameters

F-2 HLM Architecture

There are four sequence of service primitives associated with this service:

M-GET.req
M-GET.ind
M-GET.rsp
M-GET.conf

The sequence in which these primitives are used is illustrated below:
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M-GET.req

v

M-GET.conf

<

M-GET.ind

v

M-GET.rsp

<

Figure F-2. Get Service Primitives

2. Set - This is a service element used by a SMAE to request another SMAE to set
the values of attributes. It has the following parameters:

a.
b.
c.
d.

e.

Invoke ID - optional, previously defined.
Resource ID - required, previously defined.
Access control - optional, previously defined.
Synchronizalion - required, previously defined.

Attribute List - This required field contains a set of attribute identifier/value
pairs that are to be set by the responder SMAE.

The response 1o Set contains one of the following parameters:

a.
b.

C.

Invoke ID - optional, previously defined.
Current Time - optional, previously defined.

Status - If error is encountered during the operation, this required field
contains the following error codes:

1) No Such Operation - previously defined

2) No Such Resource - previously defined

3) Access denied - previously defined

4) Synchronization not Supported - previously defined
5) No Such Attribute - previously defined

6) Invalid Attribute Value - previously defined

7) Set List Error - One or more attributes were not set, the attribute
values that could be set are indicated.

Figure F-3 summarize the Set service and its parameters:

Appendix F. Common Management Information Protocol (CMIP)  F-3
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parameter Name Request Response
Invoke 1D U U
Resourcé 10 M -
Access Control U -
Synchronization M. -
Attribute list M U
Current Time - U
Status - M

M - Mandatory

U - Un-mandatory, optional

Figure F-3. Set Parameters

There are four sequence of service primilives associated with this service:

e M-SET.req
e M-SET.ind
e M-SET.rsp
¢ M-SET.conf

The sequence in which these primitives are used is illustrated below:

M-SET.req

v

M-SET.conf

<
<

M-SET.ind

v

M-SET.rsp

<
<

Figure F-4. Set Service Primitives

3. Action - This is a service element used by a SMAE to request another SMAE to
perform an operation. It has the following required parameters:

a. Invoke ID - optional, previously defined.

b. Resource ID - required, previously defined.

c. Access control - optional, previously defined.

d. Action Type - This field specifies a particular action that is to be performed.

The response to Action contains one of the following parameters:

F-4 HLM Architecture

a. Invoke ID - optional, previously defined.

b. Current Time - optional, previously defined.

c. Action Report - If the operation is successful, this required field retumns the
result of the successful action performed.
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d. Status - If error is encountered during the operation, this required field
contains the following error codes:

1) No Such Operation - previously defined

2) No Such Resource - previously defined

3) Access denied - previously defined

4) No Such Action - The action type specified is not supported.

5) No Such Action Argument - One or more of the specified action argu-
ments are not supported.

Figure F-5 summarize the Action service and its parameters:

parameter Name Request Response
Invoke ID U U
Resource ID M -
Access Control U -
Action Type M -
Current Time - U
Action Report - M
Status - M

M - Mandatory

U - Un-mandatory, optional

Figure F-5. Action Parameters

There are four sequence of service primitives associaled with this service:

M-ACTION.req
M-ACTION.ind
M-ACTION.rsp

e M-ACTION.conf

The sequence in which these primitives are used is illustrated below:

M-ACTION.req

>

M-ACTION.conf

M-ACTION. ind

>

M-ACTION.rsp

P
<

Figure F-6. Action Service Primitives

4. Event Report - This is a service element used by a SMAE to report some unso-
licited events of a resource to another SMAE. It has the following parameters:

a. Invoke ID - optional, previously defined.

Appendix F. Common Management information Protocol (CMIP) F-5
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b. Resource ID - required, previously defined.
c. Event Type - This required field specifies the type of event being reported.

d. Event Time - This required field contains the time of generation of the
event.

e. Event Info - This required field identifies information that the initiating
SMAE is able to supply about the event.

Since this is an unconfirmed event report, no response is needed.

Figure F-7 summarize the Event Report service and its parameters:

parameter Name Request Response
Invoke 1D ] -
Resource ID M -
Event Type M : -
Event Time M -
Event Info M -

M — Mandatory
U - Un-mandatory, optional

Figure F-7. Event Report Parameters

There are two sequence of service primitives associated with this service:

¢ M-EVENT-REPORT.req
¢ M-EVENT-REPORT.ind

The sequence in which these primitives are used is iliustrated below:

M-EVENT-REPORT.req

M-EVENT-REPORT. ind

Figure "F-8. Event Report Service Primitives

5. Confirmed Event Report - This is a service element used by a SMAE to report
some unsolicited events of a resource to another SMAE, to which it expects a
response. It has the following parameters:

a. Invoke ID - optional, previously defined.

b. Resource ID - required, previously defined.

c. Event Type - This required field specifies the type of event being reported.
d

. Event Time - This required field contains the time of generation of the
event.

e. Event Info - This required field identifies information that the tnitiating
SMAE is able to supply about the event.

The response to Confirmed Event Report contains one of the following parame-
ters:

F-6 HLM Architecture
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a. Invoke ID - optional, previously defined.

b. Event Ack Info - This field identifies the success of the receipt of the Con-
firmed Event Report.

c. Status - If error is encountered during the operation, this required field
contains the following error codes: :

1) No Such Operation - previously defined

2) No Such Resource - previously defined

3) Access denied - previously defined

4) No Such Attribute - previously defined

5) Invalid Attribute Value - previously defined

Figure F-9 summarize the Confirmed Event Report service and its parameters:

parameter Name Request Response
Invoke ID u u
Resource ID M -
Event Type M -
Event Time M -
Event Info M Co-
Event Ack Info - M
Status - M

M - Mandatory
U - Un-mandatory, optional

Figure F-9. Confirmed Event Report Parameters

There are four sequence of service primitives associated with this service:

M-CONFIRMED-EVENT-REPORT.req
M-CONFIRMED-EVENT-REPORT.ind
M-CONFIRMED-EVENT-REPORT.rsp
M-CONFIRMED-EVENT-REPORT.conf

The sequence in which these primitives are used is illustrated below:

M—-CONFIRMED-EVENT-REPORT. req

M—CONF IRMED-EVENT-REPORT. ind

>

M-CONF IRMED—EVENT-REPORT . rsp !

<

M—CONF IRMED—EVENT-REPORT.conf

>

Figure F-10. Confirmed Event Report Service Primitives
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Appendix G. CMIP/CMOL Comparison

The Intent of this section is to point out and detail where and how CMOL (CMIP
over LLC) is described in this document, differs from CMIP (Common Management
Information Protocol), as defined by 1SO.

The information for this appendix was not available for this draft. It will be added
before the next printing of this document.
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Glossary of Terms and Abbreviations

If the definition was taken from an ISO document, the
ISO document number is shown after the definitions (for
example, 10040)..

© Copyright IBM Corp. and 3Com Corporation. 1991
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List of Abbreviations

ACSE. Association Control Service Element
APPN. Advanced Program to Program Networking
AM. Attach Module

ASN.1. Abstract Syntax Notation 1

APl. Application Program Interface

AVA. Attribute Value Assertion

CAU. controlled access unit

CCITT. International Telegraph and Telephone
Consultative Committee

CMIP. Common Management Information Protocol
CMIS. Common Management Information Service

CMISE. Common Management Information Service
Element

CMOL. CMIP over LLC

CM. Connection Manager

CNM. Communication Network Management
CPU. Central Processing Unit

CSMA/CD. Carrier Sense Multiple Access/Collision
Detection. Ethernet media access method.

DIS. Draft International Standard
DIX. DEC**, INTEL**, XEROX"*
DOS. Disk Operating System
DLC. Data Link Control

DU. Data User

EE. Entity Enabler

ED. Ending Delimiter

FC. Frame Control field

FCS. Frame Control Sequence
FS. Frame Status field

FSM. Finite State Machine

FDDI. Fiber Distributed Data interface

© Copyright IBM Corp. and 3Com Corporation, 1991
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FRMR. Frame Reject

HB. Heartbeat

HLM. Heterogeneous LAN Management
1AU. intelligent Access Unit

IClL. Interface Control Information

IEEE. Institute of Electrical and Electronic Engineers
1D. Identifier .

iP. Internet Protocol

1SO. International Standards Organization
LAN. Local Area Network

LANSM. LAN Station Manager

LF. Largest Frame

LLC. Logical Link Control

LME. Layer Managel:nent Element

LMN. LLC Name Management

LPDU. LLC Protocol Data Unit

LSA. Lowér-Layer Services Architecture
LSAP. LLC Service Access Point

MAC. Medium Access Control

MEA. Managed Entity Application

MP. Managing Process

MIB. Managed Information Base

MPDU. Management Protocol Data Unit
MVS. Multiple Virtual Storage

NCP. Network Control Program

NEI. Network Entity identifier

NE| Database. Collection of NEl names and other
related information.

0S. Operating System



OSl: Open Systems Interconnect

PC. Personal Computer

PDU. Protocol Data Unit

RAS. Reliability, Availability, and Serviceability
RDN. Relative Distinguished Name

Rl. Routing Information field

ROER. Remote Operatipns Error

RO.QV Remote Operations’

ROIV. Remote Operations Invoke

RORS. Remote Operations Result

ROS. Remote Operations Services

ROSE. Remote Operations Service Element
RPU. Remote Program Update

SAA. Systems Application Architecture

SABME. Set Asynchronous Balance Mode Extended
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RTP aqi

SAP. Service Access Point '
SD. Starting Delimiter ‘ g
SDU. Service Data Unit l
SLID. System Log Identifier : l
SMAE. System Management Application Entity ‘
SMI. Structured Management Information

SNA. Systems Network Architecture

SNAP. Sub-Network Access P(olocot

TCP. Terminatl Control Program

Ul. Unnumbered information

UTC. Universal Time, Co-ordinated

VM. Virtual Machine

VTAM. Virtual Telecommunications Access Method

XID. Exchange Identification




Glossary

A

access unitid. identifier for the CAU (controlled
access unit).

attachment module. Module that connects the adapter
to the access unit

agent process. a management process capable of per-
forming operations on managed objects and of issuing
notifications on behalf of managed objects. (10040)

Application layer. management, directory, ACSE

application-entity (AE). The aspects of an application-
process pertinent to OSI. (7498)

application-management. Functions in the application
layer related to the management of OS| application-
processes. (7498)

application-management-application-entry. An
application-entity which executes application-
management functions. (7498)

application-process. An element within a real open
system which performs the information processing for
a particular application.

Application processes can represent manual proc-
esses, computerized processes or physical processes.
(7498) ’

application-service-element (ASE). That part of an
application-entity which provides an OSI| environment
capability, using underlying services when appropriate.
(7498-4)

Association Control Service Element (ACSE). ACSE
provides a common framework for application commu-
nication by defining a standard method for all applica-
tion protocols to open, release, and abnormally
terminate application layer associations

attribute. properties of managed object that are visible
at the object boundary. Each attribute has an associ-
ated value, which may have a simple or a complex
structure; it may reflect or determine the behaviors or
the managed object The value of a simple attribute is
observed or modified by an operation upon the object
to read (GEeT), write (SET), or reset (DERIVE) the value,
and additional operations (ADD and REMOVE) are defined
for set- valued attributes.

attribute identifier. An identifier used to distinguish an

attribute of a managed object class from all other atri-
butes defined for that object class (10165-1)

© Copyright IBM Corp. and 3Com Corporation. 1981

attribute type. Defines a collection of values which an
instance of that type may have, and a collection of
operations (in their mathematical sense) which may be
performed on values of that attribute type (10165-1)

Attribute Value Assertion (AVA). (10165-1),

Burned in Address. Default MAC address shipped with
the device.

C

Common Management Information Protocol (CMIP).
(9696-2)

Common Management information Service Element
(CMISE). (9695-2)

containment. part-of relationship. Used for naming

containment tree. a hierarchical arrangement of
managed objects where the hierarchy is organized on
the basis of the containment relationships. A managed
object containing another managed object is higher in
the hierarchy than the contained object, the containing
managed object is referred to as being the SUPERIOR of
the contained object, which is referred to as the SUBOR-
DINATE. (10165-1)

D

distinguished name. (9594-2)

F

FRMR. Frame Reject is sent whenever an invalid
command or response is received by a link station.
station during which I-frame reception is suspended.

Functional Address. A subset of group addresses that

allow multiple groups to be designated by a single
address

G

Group Address. Address assigned 1o a collection of
SAPs.

Group Identifier. A network entity identifier inten-

tionally referring to potentially more than one instance.
Multiple nodes of a particular network may be iden-
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tically layered. So it makes sense to assign the same
identifier to the same subset of functions in multiple
nodes, although this need not be done. Thus, a group
identifier may refer to multiple network entity
instances. Examples of function subsets which can
have group identifiers include APPN Network Node, OS!
Intermediate System, PrintServer, etc. A network entity
may have multiple group identifiers. A network entity
may have both group identifiers and regular identifiers.

Group Find. A Find which is sent out to a group MAC
address or a functional address. For example, a Find
“sent to the non-server functional address is a group
Find.

H

HLM. Heterogeneous LAN Management

inheritance hierarchy. a hierarchical arrangement of
managed object classes where the hierarchy is organ-
ized on the basis of the class refinement. A managed
object class which is derived from another managed
object class is lower in the hierarchy than the class
from which it is derived. (10165-1)

I-format LPDU. A connection oriented physical data
unit.

AU (intelligent Access Unit). An intelligent Token-Ring
concentrator intended to provide enhanced levels of
contro! and reliability for attaching workstations to IEEE
802.5 Token-Ring Local Area Networks. It consists of
an intelligent access control unit and up to four lobe
attachment modules. .

L

layer-management. Functions related to the manage-
ment of the (N)-layer partly performed in the (N)-layer
itself according to the (N)-protocol of the layer (activ-
ities such as activation and error control) and partly
performed as a subset of systems-management. (7498)

Link station. A protocol machine in an SNA node that
manages the elements of procedure required for the
exchange of data traffic with a communicating link
slation in an adjacent node.

Link station id. The unique identifier for a Link Station.

lobe id. Identification number of the cable that con-
nects the adapter to the access unit.

local busy. A state that may occur for a given link
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Local System Environment. The resources which exist
in a real open system, but which are outside the OS!
Environment. (7498-4)

LSAP Palr. A fogical link connection (commonly known
as a link station) ’

M
MAC address. The address of the device on the T-R

managed object (1) The OS| Management view of a
resource within the OS!| Environment that may be
managed through the use of OS| Management
protocol(s). (7498-4) (2) Each part of the system that
needs to be treated by management as an independent
entity is represented by an instance of a managed
object. (10164-1) (3) A managed object is defined by

* the properties or characteristics, termed
ATTRIBUTES, visible at its boundary

¢ the MANAGEMENT OPERATIONS that may be applied to it

* " the behavior exhibited by itin response to manage-
ment operations, and

* the NOTFICATIONS emitted by it.

managed object class. a named set of managed
objects sharing the same set of attributes, notifications,
management operations, and behavior (10040)

managed open system. a real open system supporting
systems management (10040)

management application protocol data unit. an appli-
cation protocol data unit exchanged between open
systems for the purpose of systems management
(10040)

management domain. a set of real open systems, col-
lected either for functional or administrative purposes
(10040)

management information. Information associated with
a managed object that is operated on by OS| Manage-
ment protocol to control and monitor that object
(7498-4)

Management Information Base (MIB). A conceptual
composite of management information within an open
system. That information within an open system which
may be transferred or affected through the use of OS!
Management protocols. The MIB encompasses infor-
mation relating to managed objects. (7498-4)

management operation. a single act on a managed
object to eflect systems management (10040)

management process. an application process partic-
ipating in systems management (10040)




managing process. a management process capable of
issuing operations and of receiving notifications (10040)

multicast. Broadcast message (o selected group of
workstations.

N

(N)-layer managed object. a managed object specific
to the (N)-layer. (10040)

(N)-layer operation. The monitoring and control per-
taining to a single instance of communication. (7498-4)

NE! Database. This database, which is contained in
LANSM, is a collection of NEl names and other related
information. LSA does not define this data base.

Network Entity. Defined in the OS! Basic Reference
Mode/, ISO 7498-1984(E) as an active element within
the network layer of the OSI layering. The Discovery
architecture extends this definition of network entity to
include an active element in any layer which sits on the
DLC layer. A network entity can be thought of as any
entity directly using the DLC. One network entity may
communicate through multipie stations.

Network Entity identifier. A permanent identifier for an
entity. Thus, a network entity identifier identifies a
subset of functions which interface with the DLC layer.

notification. (1) the act-of informing about an event
occurred in 3 managed object (10040) (2) Sets of infor-
mation emitted by objects when certain events occur.
What these notifications contain and the events that
trigger them must be defined in the object definitions

(o)
object. (10165-1)

open gsystem. The representation within the Reference
Model of those aspects of a real open system that are
pertinent to OSI. (7498)

OS! Environment. The resources which enable infor-
mation processing systems to communicate openly,
i.e., to conform to the services and protocols of open
systems interconnection. (7438-4)

OSI management. The facilities to control, coordinate
and monitor the resources which aliow communi-
cations to take place in the OS| Environment. (7498-4)

OSI resources. Data processing and data communi-
cation resources which are of concern to OSI. (7498)
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OSI/CS. IBM's one and only SAA system for providing

OS! layers 4,5,6 protocols for the MVS and VM environ-
ments. It uses standard interfaces to strategic IBM
systems sofiware: it executes as a VTAM subsystem,
uses NCP/NPSI or 9370 Telecommunications Sub-
system for X.25 and communicates with NetView.

P

peer entities. Entities within the same layer (7498)

polymorphism. the ability of a managed object to be
accessed as a member of any of several object classes
(10165-1)

Presentation layer. Kernel, ASN.1

Primary Name. A unique name for the system in which
a LAN Station Manager resides, which is used to name
the LAN Station Manager. In cases where a
universally-administered address (or burned-in
address) exist, the primary name should be the

-universally-administered address.

upstream neighbor. For any station on a ring, the
station that is sending frames or tokens directly to it.

product instance id. a subvector of the following MAC
frames: Request Initialization, Report Ring Station
Attachments, Report New Active Monitor. The field is 18
bytes long and is used to uniquely identify the hard-
ware product instance of the attached product.

R

real open system. A real system which complies with
the requirements of OSI standards in its communication
with other real systems. (7498)

real system. A set of one or more computers, the
associated software, peripherals, terminals, human
operators, physical processes, information transfer
means, elc., that forms an autonomous whole capable
of performing information processing and/or informa-
tion transfer. (7498)

Relative Distinguished Name (RDN). (9594-2)

Regular identifier. A network entity identifier intended
to refer to a single instance of the enlity. Each regular
identifier refers to one and only one instance of a
network enlity. Each network entity added to a Dis-
covery instance must have at least one regular identi-
fier.

ring access priority. - The maximum priority that a

token can have for the adapter to use if for trans-
mission
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SAP. The logical point at which an n+ 1 layer entity
acquires the services of the n-layer.

segment number. number assigned to the ring for pur-
poses of routing

Server. An entity which is identified by a group identi-
fier. Such entities are Heartbeated.

specific management functional area. a category of
systems management user requirements (10040)

Station. Consists of one DLC.LAN.MGR and the (pos-
sibly multiple) instances of the LLC and MAC sublayers
"~ and the Physical layers it manages. All these Physical
layer instances must be attached to the same bridged
LAN under non-failure conditions.

subclass. a class derived from another class by
refinement (10165-1)

subordinate object. (10165-1)

superclass. aclass used in deriving another class by
refinement (10165-1)

superior object. See containment tree (10165-1)
systems management application services element.

an application service element providing systems man-
agement services (10040)
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systems-management. Funclions in the Application
Layer related to the management of various OS|
resources and their status across all layers of the OS!
architecture. (7498)
systems-management-application-entity (SMAE). An

application entity for the purpose of systems manage-
ment communication. (7498-4)

T

T1 timer. Reply Timer
T2 timer. Receiver Acknowledgment Timer

TI timer. inactivity timer

U

Universal Group ldentifier. A group identifier begin-
ning with X'00'. Universal group identifiers are archi-
tected. A network entity may have only one universal
group identifier.

w

Wall Plug. The wall connection to the access unit

X.

XID. Exchange Identification
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