













































































































































































































































































































































































































































































































































































































































































































































































242 PC LAN software in Token Ring

Token Ring LAN in Bonn or into the same network in Sydney). To avoid
the need to use one’s full name when logging into the system or sending a
message to someone, aliases may be used as shorthand. All the necessary
definitions in the network may be menu driven.

StreetTalk always covers the whole network which may involve a
large number of servers. The way in which the servers are interlinked is less
important. Every possible connection method may be used (X.25, TCP/IP,
dedicated lines, switched lines, etc.). As previously mentioned, every server
contains part of the network (up to 25 groups). This information is uniquely
available on this server. When a server receives a request for a service
which it cannot provide it automatically forwards this request to the next
correct server. The user does not need an ‘attach or mount’ command
for this. Changes in the network (for example, the introduction of a new
server or user) are automatically detected by the network and dynamically
entered in the StreetTalk database without the need for intervention by the
administrator. The user need not even know these names. StreetTalk has a
menu system in which all the services which a user may request are entered.

As in other network operating systems, profiles are defined for each
user which make the network appear transparent to that user. Unlike in
other networks, these profiles are valid throughout the network without the
need to define a resource as external (OS/2) and without the need for a
guest logon (Novell).

The establishment of worldwide unified networks also requires
uniform user interfaces. Thus, StreetTalk supports several languages
(English, German, French, Italian) simultaneously in the network. Every
user is served in his own language.

Thus, Vines is a suitable candidate for constructing and managing
unified networks consisting of several LANs in different branches of a
concern. All users everywhere login to their own environment to which they
are accustomed and may access the same resources even when these are not

in the same LAN.

5.8 Examples of programs with networking
capabilities

At this point, a brief explanation of the expression ‘program with networking
capabilities’ is required. There are very different interpretations of this
expression. Most manufacturers interpret this in a different way to users,
and problems are therefore often inevitable. Thus, we now describe the three
most important distinguishing features:

(1) The standard method. The programs are not specially adapted. The
programs are copied in full when called from the workstation and,
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provided overlays are not being used, may only be used by a single
user at a given time.

Adapted program systems such as Word, WordPerfect and Harvard
Graphics with few (at most about five) users. The adaptation consists
of providing an individual working area for each user. The program
is still copied in full over the network into the workstation memory.

SQL database applications (client-server). For the first time, these
applications make proper use of the LAN and the intelligence of the
server. The workstation only sends commands (SQL) to the server
which processes these sequentially according to their priority and
authorization. Thus, the volume of data transferred in the LAN
decreases drastically. Only what is actually required is transmitted.
The server becomes a classical pseudo-host. The actual preparation,
processing and representation of the data takes place independently
on the workstation in the form desired by the user. The server
software no longer has any influence on this. Thus, user surfaces may
be individually tailored to the user. Almost all these applications
use named pipes. Mailing (X.400) network software also operates
according to this principle.
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Only a few subareas of computer science and computer technology have
undergone such massive development over recent years as the technologies
of computer and system interconnection.

The interaction of computer science, telecommunications and
messaging technology has been a catalyst for new forms of communication
between digital information-processing devices, including, for example,
high-speed data transfer over LANs and remote connection via satellite
channels.

The network requirements are growing in at least two dimensions:

o  The number of stations per network is permanently increasing.

o The logical complexity (functional level) of the functions to be
performed by the network is increasing.

Moreover, there are additional problems associated with the connection of
largely heterogeneous networks.

While the communications engineering side of networks is on the
whole clear, in the area of operation-supporting functions there are
uncertainties similar to those associated with the general formulation of
the application-oriented aspects of computer networks.

In Section 6.1, after a basic analysis of the problem, we give a general
introduction to the most modern network management schemes. Token Ring
networks are currently principally used in IBM environments. Because of
the broad distribution of compatible products it is appropriate to consider
other network management architectures, since, in the future, Token Rings
may also be used in conjunction with these. This is particularly true of
FDDI. Section 6.2 is particularly concerned with management tools in the
Token Ring network area.

6.1 Network management: problems and solutions

The logical complexity of network systems varies and ranges from terminal
networks through server-oriented networks and open systems to distributed
systems. In many cases one finds a confused mixture of differently organized
subnetworks. The demands on the management of such network systems
vary accordingly. However, there are certain commonalities.

The usual classification of networks according to the technical
structure and the distances involved is only useful in the network
management context when we are actually dealing with communications
engineering resources. Above a functional layer such as layer 3 of the ISO
reference model there is another logical function layer which takes into
account the tasks of the network and the capabilities of the components.

For the classification of networks from the logical-function viewpoint
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Figure 6.1 Class 1 network: terminal network.

we form four classes. This subdivision into classes is a mixture of statistics
(which will be the most common system classes today and in the future?)
and necessary didactics (how can one fight one’s way through the various
facets of the network management?) and represents a confused mix of
functional and device-specific characteristics. Nevertheless, it appears to
the authors to provide an appropriate cross-section.

Class 1: terminal networks

The network consists of a central computer, remote data-processing
computers and terminal controllers together with the terminals and the
hardware components which connect these components (lines, LANs, data
switches); the control is central and the nodes have limited capabilities.
Example: SNA network with one domain (Figure 6.1).

Class 2: server networks

Here, two groups of nodes (workstations and servers) are connected by a
message transport system. Servers provide services which may be used by
the workstations. All nodes have their own independent control: from a
workstation viewpoint the cooperation with the server is controlled by the
latter; there is no network control, however, a server may take on control
tasks. Example: PC networks with NetWare (Figure 6.2)
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Client

Client

Figure 6.2 Class 2 network: server network.

Class 3: open systems

Computers may belong to these systems if they adhere to a set of hardware
and software agreements, provided they are connected to the computers
already in the system by a communication link. They may then use a range
of services provided in the system and may also provide services. Users
are normally connected to these computers indirectly via class 1 networks.
Control of the individual nodes is carried out by the nodes themselves, while
control of the network installations is in most cases carried out by a network
operator. A user of a service is in the main subordinate to the control of the
service provider. Example: DEN (Figure 6.3) or other research networks.
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Figure 6.3 Class 3 network: open systems.
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Network and computers fused into a uni
Distributed system transparent to the user

Figure 6.4 Class 4 network: distributed systems.

Class 4: distributed systems

A distributed system consists of a set of computers (nodes) and a system
of connections which permits the exchange of messages between the points.
The main characteristics of a distributed system are (Figure 6.4):

e  Variety of components.

e  Several processors.

e A system-wide operating system.
o  Transparency.

e Distributed control based on the principle of cooperative autonomy.

In a real networked environment an increasing number of
heterogeneous mixtures of the above classes will occur over a period time.
For example, a system may begin as a class 1 network such as an SNA
network with a single domain. With the introduction of Token Rings and
PS/2 as end systems instead of terminal clusters a new class of systems
will essentially be formed, namely that of class 1 networks with class 2
subsystems in the end area. The control of the previously pure class 1
network must adapt itself to this. Then, when someone thinks of an X.25
connection to permit access to an X.400 service, there will be a new class
of system comprising class 1 networks with class 2 subsystems in the end
system area in very large class 3 integrated networks. Finally, the core
computer of the class 1 network might be replaced by a distributed system.

If one now concentrates on the management, there are commonalities
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between the classes and features specific to each class, and it may be
assumed that in a mixture of two or more network types, the class-specific
characteristics add together.

Firstly, we must describe the tasks of network management more
exactly. If we consider the management of a networked system globally, there
is a division into external and internal functions. The external functions are
those which cannot be executed in full by the system itself and which must
be executed by people such as administrators or repairmen, with the system
itself playing at best a supporting role. The internal functions are executed
by the system itself and guarantee its efficiency in terms of its functionality,
reactions and reliability.

In this connection, Terplan (1987) also notes that there are three
factors which are critical to the successful management of communication
networks: methods, tools and human resources. ‘

All three must be valued appropriately. The methods of network
management depend very heavily on the network and its structure. However,
they should not depend directly on the size of the network, since then the
network manager encounters problems when the network grows.

For those who want to deny everything possible about networks,
one thing they do with certainty is grow! Here, in Germany, networks are
still comparatively small. Thus, we can take advantage of the fact that
others before us (for example, in the United States) have already had to
manage even larger networks. Nevertheless, one should not labour under
false illusions: with the rapid advance of the personal computer a tenfold
increase in the number of networked computers must be reckoned with in the
next five years. This tenfold increase means that we can no longer ‘manage
by hand’ as many today still believe.

Network management tools are also becoming more powerful. Where
previously a network manager had to be content with a few terminals and
consoles, he now has powerful systems available to him.

To a first approximation, there are five groups of network
management functions for the currently existing communication networks
with a more classical tree structure (see for example, Sloman (1984)):

e Operational management This describes the group of functions
which are used in the operational area to prepare and manage the
network resources.

¢ Maintenance This includes all functions which may be used for
error prevention, error detection and error recovery in the network.

e Configuration management This incorporates utilities and
functions for planning, extension and modification of the con-
figuration and maintenance of the configuration information.

¢ Performance management This involves utilities and tools to
measure and improve the network performance.
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e User administration This group contains means of ensuring that
the usage of the network is properly managed (including access
management, control of usage, accounting utilities and information
services).

As far as the general structure of computer network systems is concerned,
the ISO reference model (DIN (1982), Effelsberg and Fleischmann (1986),
Beyschlag (1988)) and the resulting standards provide a reference point for
the status of the technology and form part of the development work.

Since, however, according to this, only protocols which are needed
to control the exchange of information between systems are candidates for
a standardization, only those management activities which imply an actual
exchange of information between systems will be seen as belonging to the
architectural framework. Other management activities which are local to a
system will not be considered in this context.

Since such a division cannot always be uniquely drawn up (for
example, the enforcement of a user authorization may be viewed as local
to a system or network wide, according to the type of the network and
the application), this standpoint is in many cases inappropriate to a closed
consideration of the overall problem.

As far as Token Ring LANs are concerned, OSI network
management, SNA network management and network management in
TCP/IP environments are of particular interest.

6.1.1 OSI network management

The environment for an OSI protocol world and thus for the necessary
management is becoming increasingly specific. The various common and
special application service elements (CASEs and SASEs) support a
distributed system environment. For this, they use protocols and service
elements of layers 1-6. In the lower layers there is a large choice of alternative
transmission technologies which may be used to create subnetworks with
varied qualities, transmission speeds and costs.

Unlike in the case of previous proposals, the standardization bodies
are now concentrating more specifically on the formulation of tasks and on
the available aids. '

The OSI protocol environment provides for direct communication
and supports distributed execution environments. Every protocol layer has
the ability to monitor and control an individual instance of a communication
link (in other words, the interworking of the entities involved in the logical
link). In time, this will lead to a requirement for an extended mechanism
with the ability to observe, control and monitor all the OSI resources which
provide the communication and execute auxiliary functions.

Another task for this mechanism is to create and maintain the
boundary conditions for efficient communication (for example, flow control).
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Working Group X3T5.4 of the American Standards Committee
(ASC) is charged by ISO with the responsibility for developing the OSI
management standards. Corresponding activities in other standardization
bodies are coordinated by X3T5.4.

The conceptual management framework has reached the first step of
international standardization.

6.1.1.1 Structure of the management framework

Together with the information processing, the management is viewed as
the facility to plan, organize and control the resources which the user has
available to meet his information-engineering needs.

One problem with this perspective is that ‘the user’ is not defined in
any greater detail. There are very different users. They should at least be
provided with mechanisms which are sufficiently powerful for them to make
structural modifications in an information-processing environment.

The needs of the users are covered by the appropriate active
and passive components and objects of the (possibly networked) system
environment. Ideally, the physical implementations of the components are
not apparent to the users and thus not liable to misuse or damage due to
clumsiness.

In an OSI environment, a resource is also conceptually described as
an OSI resource, which, at the end of the day, is an abstract object on
which certain operations are specified. Examples of such resources include
a generic electronic mailbox, a generic directory and a file description.

In most cases these operations have boundary conditions which are
described by the protocols of the OSI layer containing the resource (this is
usually layer 7, the application layer). One of the most important operations
is the incarnation of a resource which, for example, generates a real system
‘object’ mailbox, tied to a user, from an abstract generic description of an
electronic mailbox. It is clear that this generation process is a management
function, while the emptying of a mailbox is a function which is carried out
by a single user (or by a small number of authorized users) and mailing to
a mailbox may be carried out by almost any user.

An incarnation of an OSI resource is an object. Such incarnations
are also called entities in the standards documents. As already mentioned,
this is nothing mysterious. OSI resources are only templates from which
deductions about ‘reality’ are made. Logical links may also be described in
this way. A management function is a sequence of parameterized operations
on an object (Figure 6.5).

As far as the ISO reference model is concerned, there are three
different management layers: protocol management, layer management and
system management.

The protocol management consists of those protocol-internal
mechanisms within one of the seven layers which are used to monitor a
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specific instance of a communications link. One example of this is flow
control in various layers. The protocol management is specified and
described in the standard for the protocol and services of each layer.

The layer management may concern various instances of
communication links. It comprises all the activities which are needed to
* monitor all OSI resources belonging to a particular protocol layer (for
example, routing in layer 3).

The tasks of the layer management include:

e  The collection of statistics and journaling.

o Recording and signalling of errors which cannot be immediately
eliminated.

e  Registration, deletion, allocation and release of communications
resources on behalf of the system management.

¢ Reconfiguration under abnormal conditions.

The system management comprises all those activities which are needed to
manage all the OSI resources which are associated with one or all of the
layers of the open system.

The tasks of the system management include:

e Identification of a system as a network system.

e Activation and deactivation for participation in the network.
¢  Maintenance of system parameters.

e  Reconfiguration after system errors.

e  Performance monitoring.

e Provision of data security and data protection.

e  Access control.

o  Assistance to system configuration.

e  Management of names in the network.

e  Accounting for system services.

6.1.1.2 Layer management

The layer management is supported by the Layer Management Entities
(LMEs). The LMEs together control the Layer Entities (LEs). There is one
LME per protocol layer, which has a view of this layer. The LME permits
the observation of layer-specific information such as state variables, protocol
operations, events (errors, thresholds, changes of state) and parameters for
performance analysis. The LME provides a facility for loading protocol
parameters and activating and controlling resources. An LME supports the
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layer-specific decision taking which may be based on the observation either
of local components and parameters or of foreign LMEs belonging to other
incarnations of this layer.

As conceived by the working group, the communication between
LMEs in a specific layer should be executed using system management
protocols of layer 7, which use all underlying layers. However, where not
all seven layers are implemented a layer-specific management protocol may
also be installed.

6.1.1.3 System management

The system management is supported by System Management Applications
FEntities (SMAEs) in layer 7. An SMAE is a ‘tool box’ of management
services and protocols for exchanging management information between
open systems. There is an SMAE for every incarnation of the seven protocol
layers.

The SMAEs intercommunicate using system management protocols.
X3T5.4 is currently developing a protocol specification and the associated
service specification (Common Management Information Protocol, CMIP,
and Common Management Information Services, CMIS). There is also a
group of specific management information-passing services (SMISs) which
relate to the following five areas of system management:

e  Error management

¢ Performance management

o  Security

¢ Configuration and name management

e  Accounting

CMIP uses the services and protocols of the underlying protocol layers.

Decisions in the framework of an overall OSI system are taken by
a set of centralized or distributed management processes. These processes
are applications which lie above layer 7 and thus outside of the scope of the
ISO reference model. This is a serious change from earlier OSI management
proposals which led to major conflicts between the operating system tasks
and communications subsystems control tasks, since layer 7 was assigned
tasks for which it is actually not responsible.

The management processes receive their input from appropriate
personnel and/or from automated software agents together with local and
remote SMAEs and LMEs.

The name management may be supported by SMAE-resident
directory services and protocols:

e DASE (Directory Access Service Element)
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e DSSE (Directory System Service Element)
e DAP (Directory Access Protocol)
o DSP (Directory System Protocol)

6.1.2 IBM’s Network Management Architecture

Today, the management of larger networks requires more than the
administrator’s intuition, in particular, in the case of IBM, SNA networks.
SNA networks have developed from centralistically oriented systems with
a single host from a single supplier to distributed DP environments with
many hosts and devices from various manufacturers. Thus, the management
problem for SNA networks has taken on new dimensions.

IBM has been forced to develop its Network Management
Architecture (NMA) (also known as CNM-Computer Network Management
or MSA-Management Services Architecture) continuously in order to keep
up with progress in SNA networks.

6.1.2.1 The situation of SNA networks

The basic structure of a traditional SNA network is a class 1 network.
The overall power of control lies with the System Services Control Point
(SSCP, also abbreviated to CP). All interaction between terminals and
application programs is controlled by the access methods, the database
software and the communications software in the host. The control elements
are in part logically broken down by the host into the cluster controllers and
the communications controllers (see also Figure 6.6).

Every message flow relates to the host. Thus, message sizes, the
overall message envelopes and intermediate arrival distributions may be
very safely predicted. The intermediate arrival time is the time between
the beginning of the transmission of one message and the beginning of
the transmission of the next message. If the average message length (for
example, in units of time; a message field of 12000 bytes on a 9600 bauds
communications channel has length approximately 10 s) and the distribution
of the intermediate arrival times are known, it is easy to calculate the
average load and the average empty time and much more (according to
the mathematical structure). This is a great help in planning, as one might
imagine.

Because of its restricted areas of visibility and influence and also
because of its largely predictable behaviour, an IBM network of the old
class 1 structure is very easy to manage.

Figure 6.7 shows an example of a highly ramified, complicated, multi-
domain SNA network consisting of several subnetworks, with products from
various manufacturers. The upper half of the figure shows an SNA Network
Interconnection (SNI). Here, two multi-domain SNA networks are connected
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together via the gateway SSCP and the gateway network control program
(gateway NCP). A CP controls the functions of the resources of a node.
Every SNA host is locally or remotely attached to various communications
and cluster controllers, with point-to-point and multidrop connections being
found in similar numbers.

Moreover, hosts may be connected together via packet-switching
WANSs, PBXs or Token Ring networks. Finally, in many cases, connections
between non-IBM subnetworks (for example, from DEC, HP, TANDEM,
Wang or Siemens) are created using SNA networks. This is largely because,
while the range of networking products meeting the ISO standards remains
extremely thin, SNA is today one of the very few common denominators
between dlfferent subnetworks. ‘Everything can have a little SNA’ from the
PC to the host.

The management of a modern SNA network today corresponds to
navigation through a complex of logical and hybrid networked environments.
Lower down on Figure 6.7 there is a typical SNA host and cluster
controller subnetwork. The IBM System /36 subnetwork is characterized
by the Advanced Peer-to-Peer Networking (APPN) feature which is based
on the physical node type 2.1 LEN (Low Entry Networking). APPN
generates distributed dynamic directories and executes special functions for
intermediate nodes. The subnetworks of third-party manufacturers on the
other hand in most cases involve central control and usually appear to the
SNA hosts as PU 2.0 cluster controllers.

In the context of the extensive adaptation of IBM’s APPC standard
by the other manufacturers this picture will be subject to ongoing change
over the next five to ten years, so that hosts from other manufacturers will
be able to communicate with SNA hosts at logically higher levels.

We now restrict ourselves to the status quo. SNA is responsible for
the management of logical end-to-end connections in the session layer and
the physical management of routes in the network and of data links. This
was relatively easy in the original environment of an old SNA network. In
a distributed environment, this is a good deal harder:

e In a distributed environment, message sizes and envelopes together
with the times of arrival of some messages in some buffers are not as
predictable as in classical terminal networks.

e  Small systems such as PCs, PS/2s, /36 and AS/400 may operate as
standalone information-processing units and emulate 3270 terminals
or transfer files. In so doing, they create even more unpredictable
traffic volumes and thus additional uncertainty factors as far as the
network load is concerned.

e  The traces of LU-LU end-to-end sessions which are used for diagnosis
and other purposes must run over gateways if necessary. Whether
this operation is sensible, successful and efficient depends on the
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extent to which the administrators of various subnetworks and user
organizations are willing to cooperate.

e  The performance of a packet-switching WAN cannot normally be
controlled by the external users.

e The management of the host domains and controller subareas is
usually carried out on the PU 2.0 node type.

e Non-IBM devices and environments may collect (possibly locally)
a great deal of current management information. However, this
information is not necessarily comprehensible to the SNA host, if
indeed the latter receives it at all.

6.1.2.2 Network Management Architecture

In current (classical) IBM installations, the Network Management
Architecture (NMA) specifies the management services which are needed
to plan, organize and control the functions within an SNA network (Table
6.1). Problem management is the process of handling problems in the
network, from determination to solution. As far as problem determination
is concerned, problems in the hardware, software or firmware are detected
by an automatic process or by hand. Diagnosis determines the cause of the
problem. In many cases, it will not be possible to eliminate the cause of the
problem immediately and initially attempts must be made to simply bypass
the problem and to recover from any errors resulting from the problem.
The solution of the problem consists of corrective measures which settle
the problem for good. In many cases we will not be dealing with isolated or
isolatable problems, but with chains of problems which must be resolved one
by one. Moreover, often, an internal problem may be hidden by an external
superficial effect. In the end, tracking is an important conclusive procedure:
it records the history of the problem, from its inception to its solution. The
inclusion of tracking is particularly important for the solution of problems
which may be related. If one is thinking of using knowledge-based systems in
the future for network management, one must also recognize the particular
importance of tracking in the generation of the knowledge base.
Performance and accounting management is that part of NMA
which quantifies, records, controls and balances the use of network
components. The monitoring of response-time measurements involves the
generation of problem messages when predefined thresholds are exceeded.
The recording of the load and availability of network resources and servers
together with the measurement of the delay in network components may
involve the generation of corresponding alarms when predefined values are
exceeded or fallen below. Performance tuning involves the modification of
critical network performance parameters in order to increase the overall
performance. This also involves tracking and monitoring with messages
issued at fixed values. Accounting is concerned with deriving a proper,
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Table 6.1 SNA computer network management.

SNA NMA
Problem Performance Configuration Change
management and costs management management
Problem Monitoring of | Determination of Software

determination | response times | relationships between | modification
physical resources

Problem Monitoring of | Determination of Microcode
diagnosis availability relationships between | modification
logical resources

Problem Monitoring of | Relationships Hardware
bypass load modification
Restart Monitoring of
delays
Problem Performance
solution tuning
Problem Performance
tracking tracking
Problem Performance
control control
Accounting

adequate and use-dependent distribution of the overall costs over the units
in use.

Configuration management controls the information which is needed
to identify networked resources and their dependencies and interactions at
any given time. This applies both to physical and logical network resources
such as hosts, communications front ends, cluster controllers, modems,
multiplexers, concentrators and protocol converters and to their software
and firmware. Resources are identified according to their line types, serial
numbers, inventory numbers, telephone numbers, real and virtual memory
allocations and program numbers. Logical resources are characterized by
the information generated by the operating system, such as SSCP, LU or
PU names, addresses, domains and capabilities. The resource relationship
identification is the process of identifying and recording the physical and
logical configuration of the network resource topologies.

Change management is the process of planning and controlling
changes (introduction, removal and modification of networked hardware,
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microcode and software). Software change control looks after software
updates, including the installation, removal and modification of modules
which are only installed temporarily. The microcode and hardware change
controls are responsible for journaling installation, removal and structural,
functional or other modifications of the microcode or the hardware,
respectively.

6.1.2.3 The structure of NMA

NMA makes a constructive distinction between focal points, entry points
and service points. This is shown in Table 6.2. Usually, the focal point
resides in a System /370 host. It makes processed and sanitized network
management data available to central network management applications.
Entry points are points which make network management services available
to themselves and to the SNA resources and devices connected to them.
Service points provide management services to support access by non-
SNA units to SNA. Service points are, so to speak, network management
servers: they collect network management data from non-SNA units, convert
this data into SNA network management service data and forward the
information to a focal point. The communication between the non-SNA
resources and the service points is not managed by SNA protocols.

NetView Rel. 1, which was announced in mid 1986, is the strategic
implementation of a focal point within SNA. It combined elements of IBM’s
previous most important network management products. In mid 1987 came
Rel. 2 for the most important /370 operating systems MVS/XA, MVS/370,
VM and VSE.

6.1.2.4 The host perspective

NMA pieces the scattered pieces of SNA together. It specifies the
management services which are needed to plan, organize and control
functions in SNA networks. However, NMA also has drawbacks. Most NMA
products are host and cluster controller based and reflect the philosophy of
central control; but this philosophy contributes to the overheads and reduces
the throughput. Moreover, the standstill of a critical network management
host may cripple the network management and thus also the recovery
process. What is more, with central control, the process of restart after
errors may disrupt data traffic which is not involved (for example, resulting
in considerable slowing down of sessions or lost or modified data).
NetView, the current base incarnation of NMA implementations,
belongs primarily to the System /370. It is powerful in its field, but has
clear limitations. It is not oriented towards fundamental requirements such
as are commonly found in small system environments networked with SNA.
Although gateways to subnetworks with small systems such as a System /36
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Table 6.2 NMA. Architectural units.

Focal point Performs central network management control

. NetView

. NetView distribution manager

° NetView performance manager

° NetView file transfer program

. NetView network billing system

. NetView traffic engineering line optimization system
° NetView tariff database

. Information management

Entry point | Performs management services for itself and attached units

. System /36

o System /38

o System /88

o Series /1

. 3174/3274 cluster controllers

° 3710 network controller

. 3708 network conversation unit

. 3220/3725 communication controllers

Service point | Supports the network management of third-party devices
and non-SNA devices and environments

° NetView/PC

. Token Ring network

. ROLM CBXII, 9750, 8750

. OEM PBX

o OEM SNA and non-SNA devices
. Non-IBM devices

are possible, these subnetworks do not possess any management facilities
which would be independent of a System /370.
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6.1.2.5 NetView

NetView currently represents the core of the IBM network management
products. The basic component of NetView is the command facility. It is
descended from the Network Communications Control Facility (NCCF). In
practice, NCCF was extended by the facilities to interwork with other new
NetView components and to support new network products such as IBM
586X /38XX modems, 3710 network controllers and Token Ring networks.
One element of the command facility, the Terminal Access Facility (TAF),
supports various terminal screen sizes from 1920 to 65025 characters per
screen page. The command facility helps in configuration (for example, of
modems) and in load balancing.

The network hardware monitor is an extension of the Network
Problem Determination Application (NPDA) and runs under the command
facility. It checks whether preset thresholds have been exceeded or fallen
below and generates corresponding alarms to the network operator (a
person or a program). Alarms may be sent dynamically to selected operator
stations. They relate to the problem areas described earlier. Statistics about
alarms and events are continuously extrapolated.

The Link Problem Determination Aid (LPDA) is used in conjunction
with the hardware monitor TEST command to test local and remote IBM
terminals. The LPDA tests include a test of the remote DTE interface and of
the state of the link and the execution of a self-diagnosis on remote modems.
The signal-to-noise ratio of a link and the state of a link to a modem may also
be tested. Lastly, a send/receive test requires modems to send themselves
predefined bit patterns and report the results of a comparison.

In addition, the hardware monitor is able to monitor attached Token
Ring networks via controllers such as the 3725. For this controller, the Token
Ring connection is via the line attachment base type C using ACF/NCP
V4 R2 or higher. The 3745 controller is designed to support all levels of
Version 5 of the NCP. The NCP Token Ring interface (NTRI) interprets
and records unresolved alarms, events on lines and problem determination
statistics.

Another important core component of NetView is the session
monitor. Like almost all other important components, it is also a
further development of an existing product, namely the Network Logical
Data Manager (NLDM). It also runs under the command facility. The
session monitor is designed to implement software problem determination,
and configuration and performance management (using monitoring and
recording mechanisms) for SNA LU-LU links. The monitor observes
sessions, both in isolated SNA networks and through gateways (Figure 6.8).

The configuration data of the NetView session monitor includes the
names of the primary or secondary half sessions, subarea and element
addresses, a domain name, the name of the subnetwork, the node type
(SSCP, PU, LU, link, cluster controller), node names and addresses
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Figure 6.8 Interplay of SNA management components.

together with node identifiers (many objects in SNA have several identifiers,
depending on how they are viewed). Other configuration data for a session
includes: the virtual route number, a number representing the transmission
priority, the number of the explicit route, the number of the explicit route in
the opposite direction, an indication of the operational status of the route
in the opposite direction, the name of the service class and the log-mode
name which is issued by the SSCP.

The session monitor generates a status for the Virtual Route (VR),
consisting of the following elements: domain name, network identifier, name
of the VR and of the end-point PU, subarea address of the end-point PU,
PU type, VR pool counter, VR pool limit, VR status, buffer status, smallest,
largest and current VR window sizes, sequence numbers of the last packets
exchanged, system time, description of the VR status (for example, VR
active, route busy, VR blocked due to various known conditions, unexpected

blockage of VR, VR permanently blocked).
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In order to perform its tasks, the session monitor must carry out
extensive further data processing. However, currently, the complicated
interworking of its internal components (and this is a criticism of many
NetView users) occasionally generates a totally unrepresentative variety of
results the automatic reappraisal of which still leaves much to be desired.

The NetView status monitor STATMON is an extension of the
VTAM Node Control Application (VNCA). It returns the status of the
domain and a hierarchical view of the network resources and enables
the network control to control the resources. It also permits occasional
updating of the domain status indicator field, skimming of the NetView log
and an automatic reactivation of network components when they become
available after breakdown. In addition, STATMON has a filter for critical
messages which are forwarded immediately from the command facility by
the hardware monitor, VTAM or TAF to the operators (usually people).

The NetView on-line help and help-desk facilities are an extension
of the Network Management Productivity Facility.

The on-line help facility simplifies the installation of the command
facility and of the hardware, session and status monitors and their
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adaptation to the client. This facility is augmented by tutorials, a full
screen editor to read network-specific description files, and command lists
(CLISTs) to automate frequently used operator and network functions.
CLISTs are high-level execution statements which cause the execution of
a number of statements in a high-level language or assembler in order to
accomplish a specific task (or a number of tasks). It is also possible to
incorporate the results of tests that have just been executed together with
other conditions.

The help-desk is an on-line driver through procedures for diagnosing
network faults. It helps one to detect and (if necessary) reactivate non-
operational terminals, transactions or applications, to notice slow reaction

times, to deal with problems detected by the monitor and to process system
messages.
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The performance monitor R3 is a VTAM application which monitors,
records and graphically illustrates the network performance and load. It
runs under the MVS and VM operating systems and is activated from the
operator console via TAF under the command facility.

The NetView performance monitor R3 supports the extended
accounting mechanisms which were provided in NCP 5.2 on 3745/3720
machines and in NCP 4.3 on the 3725 on a per session basis. When primaries
in the context of an LU 6.2/PU 2.1 run on a peripheral node, accounting
data which was previously mainly generated in host-based applications is
provided for such node combinations and is forwarded to the performance
monitor in the host. This data and the corresponding control information
include, for example:

e  Session accounting for primary, secondary or all LUs.

e Immediate or delayed collection of the accounting data.
e  Thresholds for data entered group-wise.

e  The presence of back-up sessions.

e  The number of half sessions to which the session accounting applies.

The NetView file transfer program for MVS is a VTAM application which
is a strategic product for the transmission of bulk data in a /370 MVS,
VM/SP or VSE system environment. NetView FTP MVS is delivered as a
base product and as a product with additional facilities (Advanced Function
Feature, AFF). Both variants support the previous product FTP Version
2.2 MVS which provides the following basic functions:

o Direct file transfer without spooling.

e File handlers for various file system access methods such as VSAM

or QSAM.
e  Checkpoint/restart.

e Data compression.

The NetView FTP MVS base product has various extensions, such as queue
management, server mechanisms, parallel transmission, operator console
commands and the identification of remote NetView FTPs. AFF refines
these facilities further.

The network definer runs under VM/SP and is used for interactive
creation and updating of the definition tables for VM-based SNA networks,
including the 9370. Its configuration management is based on ACF/VTAM
definitions which support locally connected SNA and non-SNA devices
and an integrated communications adaptor for dedicated and switched
connections. In addition, it can handle X.25 adaptors, channel connections,
connected Token Ring networks and SNI connections. In the light of the
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more recent extensions with TCP/IP it is certain that this protocol suite
together with the 9370 connections will likewise also be supported soon.

The configuration definition is used by the NetView command
facility, the hardware, session and status monitors and the operators.

The NetView distribution manager for MVS/XA, MVS/370 and
VM/SP operating systems provides functions for change management
within the framework of centrally controlled distribution of data and
software in the SNA network. For this, it implements the VM end-node
support, System /36 intermediate node support APPN and PC-DOS end-
node support (provided these are connected via S/36), together with System
/36, VSE, 4680, Series/1, System /88, 8100 and other directly connected
end nodes.

According to the environment, the SNA change marnagement is
supported by SNADS, DDM or AIX; it will surely also soon be supported
by OS/2 EE.

The NetView access services for MVS permit simultaneous access to
several VTAM applications from a single screen via parallel sessions. They
automate logon/logoff procedures based on user profiles and implement an
interface to SAMON, the SNA application monitor which reports the status
of all active VTAM applications, and links terminals to a VTAM application.

The NetView automaton is a subsystem which automates various key
functions in NetView under MVS, VSE or VM. We see three basic areas
of this automaton: the message table, the task and the hardware monitor
alert. Essentially, the automaton on its own activates CLISTs (which were
previously activated manually) according to prescribed conditions.

The message table allows one to specify criteria which imply
automatic CLIST activation. The task links NetView responses to the
operating system or a subsystem together with NetView messages to
the corresponding sinks, without the need for manual intervention. The
hardware monitor alert extends the facilities of the NetView hardware
monitor. It starts an automatic scenario by activating predefined CLISTs
after it has been notified of alarms or network events. Within the
NetView Inter-System Control Facility (ISCF) application and ISCF/PC,
the automaton provides automated console operations, which allow it to
control and monitor target operating systems and hardware control consoles
and also to execute initial program loads and initial warm starts from a focal
point.

The NetView automaton is not a knowledge-based or self-learning
system, but simply an automaton with very restricted capabilities and
facilities. Nevertheless, it clearly characterizes further developments in this
direction and the functions which will be implemented by corresponding
systems in the first instance.

NetView Rel. 3 forms the basis for the handling of all network
alarms in VM/SP, VM/XA, MVS/370 and MVS/ESA environments.

It allows a focal point to record alarms of its own or any connected
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domain. Rel. 3 provides language support for PL/1, C and interfaces to
knowledge-processing tools. The IBM LAN Manager which is responsible for
management tasks in a Token Ring environment is also supported. NetView
Rel. 3 command lists may be formulated in the SAA-compatible high-level
procedural language REXX.

NetView/PC is a strategic NMA service point implementation. It
is an extension of the NetView services and is designed to extend the
NetView network management over IBM LANs and ROLM PBXs (perhaps
also soon Siemens PBXs) and over non-SNA and non-IBM communications
equipment. In Token Rings, NetView/PC may, for example, connect a LAN
to NetView over a gateway PC.

NetView/PC was issued prematurely and is above all designed
to enable third-party manufacturers to implement their products with
communications-monitoring parts which communicate with the entry point
to which they are attached.

NetView/PC is defined by base system services, which are an
extension of DOS. These include a help facility, initialization aids, a session
manager, a dialogue manager and a remote console facility which allows
NetView/PC stations to control one another.

The Token Ring network manager is a NetView PC LAN application.
The LAN Manager informs NetView of faults in the Token Ring, the
exceeding of error limits, the self-healing of the Token Ring and other events.
The IBM LAN Manager also supports PC LAN broadband installations and
the bridge program assists in the management of interconnected LANs.

NetView/PC accepts service point commands from NetView and
forwards them to the corresponding application.

However, there is much criticism of NetView/PC, which is directed
against its lack of performance under DOS, its lack of sufficient features
and the fact that its interfaces are difficult to program. NetView/PC was
intended to open the IBM SNA world to third-party manufacturers, as far
as management is concerned. However, because of the construction, all the
actions of NetView/PC hang at the service point and it is some time before
the focal point NetView does anything, if at all. Thus, many manufacturers
are now working on a direct focal point linkage.

IBM  itself complains that the interface has often
been misunderstood. The OS/2 EE version of NetView/PC was intended to
overcome the performance bottle-necks. However, this seems not to be the
case, since users are already complaining.

In its performance and development, NetView/PC is far behind
NetView. NetView is used in more than 2000 large US host environments.
According to a market evaluation by IDC, NetView/PC has only made
it to 30-50 installations. Third-party developers who have relied on the
NetView/PC specifications are particularly affected by this.

The original purpose of NetView/PC included, for example, the
control of remote LANs. In the meantime, the manufacturers of LAN
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operating software, such as Novell, Microsoft and 3Com, have designed
better utilities for the management of autonomous LAN subsystems.

NetView is an important tool for the control of large networks.
Its centralistic approach is appropriate to the structure of a modern
SNA network, provided there are enough components which may be
correspondingly relocated.

In addition to basic functions, it also contains a collection of utilities
the possible uses of which are strongly moulded by each host environment.
In the end, this leads to a confusing variety of systems.

NetView will surely develop further in the direction of distributed
processing and gain an appropriate place even in the SAA spectrum.

One problem today is that NetView generates too much information
which cannot be sensibly evaluated by the normal set of operators. The
development of the system must involve a further automation of all the
functions if it is to have a chance of succeeding.

According to the application there are alternatives to NetView, of
which we shall name only a few.

Net/Master from Cincom works directly with VTAM, so that neither
NetView nor NCCF is used. According to experts and users, Net/Master
has two major advantages over NetView: easier management of resources
and a fourth-generation language as user interface.

Other products, such as Net/Center from USWest, refine the surface
of NetView.

All in all, the use of alternatives is always associated with a certain
risk, as far as the reaction to extensions of the IBM SNA concept is
concerned.

Other details of the embedding of Token Ring networks in an NMA
environment are given in Section 6.2

6.1.3 Simple Network Management' Protocol

The Simple Network Management Protocol (SNMP) stemmed from the
TCP/IP suite. It was originally conceived as a simple and fast facility
for performance and error monitoring for Internet. However, in the first
half of 1990, it received a considerable boost from commitments by large
manufacturers such as IBM, DEC and Sun and from practical window-
oriented network management products.

SNMP is intended to provide network managers with a central point
for observation, control and management of their installations. As such, it
is fully independent of manufacturer-linked concepts.

Products based on SNMP facilitate the upkeep of complex
internetworks and the reconfiguration of a broad spectrum of devices in the
network from routers to workstations, depending on actual requirements.
These products, which have been announced and in some cases delivered by
a large number of manufacturers, are based on powerful workstations with a
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graphical user interface. Thus, the network manager may journey in comfort
through the network and inspect weak points, ideally before errors occur.
It is also important that the manager only needs to use a single central
workstation and not devices distributed everywhere.

SNMP is based on the TCP/IP suite and was designed for use in the
framework of distributed data processing with PCs, workstations, minis and
mainframes in the commercial office environment and in administration.
In the US it is widely implemented in place of manufacturer-dependent
programs to manage LANs, bridges, routers or servers.

SNMP is swimming on the TCP/IP wave. The relationship between
SNMP and CMIP (the ISO/OSI information protocol) is coarsely analogous
to the relationship between TCP/IP and ISO/OSI themselves. Ideally,
one would like to base communication between heterogeneous installations
on the OSI standard. However, TCP/IP is installed because it is more
compact, simpler, cheaper and more available and may be implemented
without grossly affecting the most immediately important performance
characteristics.

The relationship between SNMP and NetView may be viewed in
the same way. NetView is a tool for network management in closed SNA
environments. SNMP controls open TCP/IP Internets. There are clearly
points of contact between SNMP and NetView domains. It is important
that the two management systems should obtain information from one
another, since this would bridge the isolation at the most effective point.

IBM is prepared to implement exactly this in the framework of the increased
TCP/IP activities.

6.1.3.1 The structure of SNMP

The SNMP protocol itself is only one aspect of the overall management
structure, the other parts of which form the Management Information Basis
(MIB) and the Structure of Management Information (SMI) specifications.
The MIB is a collection of objects, which abstractly represent the devices
in the network and their internal components. SMI is a set of rules to
define the characteristics of network objects and how management protocols
obtain information about these objects. The Network Management Station
(NMS) is a central component, usually a workstation, which provides the
administrator with an overview of the state of the network and with
facilities for intervention. The individual network devices contain agents,
small programs which execute the most important network management
functions such as the recording of state values on the spot (Figure 6.11).
In the narrow sense, SNMP is the protocol for interworking between
the agents and the NMS. All SNMP systems use both the connectionless
UDP and the connection-oriented TCP to exchange messages. The
management software in the NMS monitors and controls devices by querying
values which the agents assemble. The most important task of an agent
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program is to provide information about objects which correspond to the
critical parts and actions of the device for which the agent is responsible
(for example, the state of a Token Ring card or the number of collisions
in the Ethernet over a given time span). The agents store this information
and deliver it to a management program on request. Unrequested signals
(alarms) are only issued by agents in critical circumstances such as unusual
errors or power failures.

The SMI specifications are rules governing how network variables or
objects should be defined for use via the network management protocol,
how the protocol accesses the objects and how objects in the MIB are
implemented. The OSI description language ASN.1 is used to describe the
data formats for objects corresponding to an object information model.

In order to permit future extensions in addition to existing objects
and functions, SMI contains four classes of objects: directory objects,
management objects, experimental objects and private objects.

The SNMP MIB is a database-like collection of objects in the
agents which may be observed and controlled from the management
workstation. Thus, the MIB is distributed. These objects are mostly of a
statistical nature; they include counters of packets sent, connections used
and connection-establishment attempts, together with the numbers of faulty
packets and collisions in a LAN segment.
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The MIB defines 126 groups of objects some of which are
permanently or temporarily obligatory. The objects themselves are
hierarchically arranged; naturally, the same numerical identification cannot
be allocated to several objects. The individual objects themselves form the
lowest level of the hierarchy. At the highest level are tables composed of
entries.

In an SNMP implementation, the NMS manager code runs on a
management console (for example, a Sun SPARC workstation, which turns
out to be the device most used for this purpose). The administrators
and network managers perform their observation, monitoring, control and
installation functions from the central point of the workstation.

In SNMP, observation of the network involves the polling of the
devices, where information is continuously fetched from the agents and
collected in the NSD for the purposes of correlation and planning. The
network administrator may determine the polling rate. The agents reply
to the polling queries, thereby using up all the data they have collected;
whence, the storage space allocated to them remains small.

If a device ceases to function and thus is no longer reachable, an
alarm condition or a ‘trap’ is tripped. There are five important events which
lead to a trap: the going down of a connection; the restart of a connection;
the initialization of an agent; the restart of an agent; and an authentication
error when an unauthorized user attempts to gain access to an agent. SNMP
allows the manufacturers to define other trap conditions. These might be
events connected with the use of X.25, DECnet or 802.1 protocols.

Polling with traps is the SNMP method of isolating sources of error.
The method is very effective and fast.
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The data collected by polling or the reaction to certain events
may stimulate network managers to modify certain network parameters.
Parameters are essentially modified using the SET command, which,
analogously to the GET command, may be used to set variables in the
tables. For example, if a duplicated address is identified as the source of
error in routing, this source of error may be eliminated by entering one or
more new addresses.

The collected data may also be used to support long-term planning
tasks. Here, the manufacturers may naturally provide their clients with
extensive first-hand planning assistance using this data. Finally, Artificial
Intelligence (AI) programs are also conceivable which would use the NSD
data (amounting to previous experiences and rules) to generate proposals to
the network manager for his further work. This will be of particular interest
for large networks.

6.1.3.2 SNMP products

SNMP is simply the biggest surprise on the network management market.
Scarcely any well-known manufacturer has gone over completely to this
protocol. .

Typically, a supplier first develops SNMP agent software for his
products, leaving the development of an NMS product until later. Many
manufacturers have opted for the first operational agent software codes
from MIT, Carnegie Mellon or NetLabs as a basis. Some OEM products are
made for special environments, such as, for example, UNIX. Others, such as
SNMP Rel.2 from Epilogue or XNetmon from SNMP Research, are ported
and may run in various environments such as Sun-OS, DEC VAX VMS,
IBM AIX, DOS or Xenix. They are mostly written in C. These products
are often supplemented by a range of utilities, such as, for example, an MIB
compiler which generates SNMP MIB data from manufacturer-specific data.
This may avoid time-consuming error-prone hand conversions.

The basic functions of SNMP may be refined for the user in a variety
of different ways. Simple systems provide only network observation and error
isolation. More complicated implementations also permit performance and
configuration management. The same is true for the user surfaces: simple
surfaces may be character based for the tough guys below the network
manager. User-friendly surfaces use window techniques and coloured
representations of the network which may be zoomed into step by step.
Alarms and problem points are emphasized in colour.

What is the position of large DP manufacturers who in many cases
have a network management concept for their own relatively homogeneous
world which is different to SNMP? The answer to this question is surely the
decisive key to the success or failure of this group of protocols.

IBM, DEC, HP and Sun have announced support both for SNMP
and for OSI CMIP in their network management systems.
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All four have their own network management systems with
capabilities considerably more powerful than those of SNMP. However, each
manufacturer sees the need to support standards which permit clients to use
and control a wide range of devices from various manufacturers.

For 0S/2 EE 1.2, IBM has announced TCP/IP complete with an
SNMP agent. This implementation allows OS/2 EE servers to communicate
with an SNMP NMS. The network manager receives information such as
error statistics or packet counters from the agent MIB. In the near future,
IBM is to extend the host-based NetView management system with a
facility to control TCP/IP SNMP and OSI CMIP nodes. This should also
be seen as a reaction to the feeble acceptance of NetView/PC. The agent
software contains no IBM-specific MIB extensions. It supports the SNMP
GET function, which allows an OS/2 client to ask other SNMP agents for
their MIB data. However, IBM does not support the SET function and thus
elegantly avoids the security obstacles.

3Com and Novell have both announced that they are to provide their
servers and internetworking units (gateways, bridges) with SNMP agent
capabilities. Banyan is still undecided. The role of IBM has already been
discussed.

However, 3Com and Novell do not want to bring the SNMP
capability to the workstations.

6.1.4 Summary

Apart from IBM’s SNA, NetView and SNMP, all other network management
architectures have a very small distinctive product base. Only the future
will attest to the effectiveness of these schemes. However, it is clear that
there will be a juxtaposition of OSI- and SNA-oriented communication.
Correspondingly, in the world of heterogeneous networks, a true integrated
network is scarcely conceivable in the foreseeable future.

6.2 Network management: IBM facilities in Token
Ring networks

IBM has two different programs for monitoring Token Ring, namely the
trace and performance monitor and the LAN Manager. The programs, which
are normally installed on a dedicated PC in the ring, monitor the ring
for hardware and software errors and provide facilities for controlling the
throughput in the ring. Errors are notified to the operator together with
advice on how to recover from them.

It is possible to monitor individual LANs and several LANs linked
by bridges. Errors are recorded with the date and time on a diskette or
disk. Stations may be logically removed from the ring in order to analyze
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errors in more detail. Here, other management tools, such as those from
Proteon, are advantageous, since they also permit the physical removal
of a station from the ring. In the case of logical (protocol-controlled)
connection establishment, the user of this workstation can immediately
attempt to access the ring again; if the ports are locked, as with Proteon
and Ungermann Bass, this is not possible.

6.2.1 IBM LAN Manager

The LAN Manager is primarily used to record and analyze errors.
Modifications of the ring configuration may be logged for security reasons.
In a DOS environment, the LAN Manager is also linked to NetView/PC.
NetView/PC uses the LAN Manager error messages to generate the typical
alerts in IBM environments, which are then forwarded via SNA networks to
the main system. System programmers may then carry out the error analysis
centrally at the mainframe network management console. As a prerequisite,
either a dedicated DOS PC with a real-time coprocessor interface card,
which is connected to the central manager PC over a switched line for
access to its data, or an OS/2 PC with a suitable adaptor (not necessarily
dedicated) is required.

The monitoring functions may be executed in other subnetworks
which are attached via a bridge (Figure 6.13).

When several Token Ring LANs are installed in a company or
a concern, central control of the Token Ring manager DOS PCs using
NetView/PC (respectively, the OS/2 EE PCs using the LAN Manager
from version 2, when NetView/PC is not needed) is often the only
organizationally sensible way of monitoring the network.

From version 2.0, the LAN Manager is able to forward the error
messages to the host NetView via the normal Token Ring link without
having to establish an additional line. However, this version requires OS/2
EE as operating system while the other version can run under DOS. This
variant also has little to recommend it since errors in Token Ring in the
area of the gateway to the host are detected but cannot be communicated
onwards.

For small networks, it is sensible to install the LAN Manager on the
0S/2 server so as not to increase the cost of the overall system unnecessarily.

The error analysis uses menu-driven evaluation programs. The
individual stations may be assigned symbolic names which are stored in a
special name file. Access to this program may be restricted by password
entry. Permanent errors are recorded directly. Support functions in the
program facilitate debugging. Temporary errors are only logged when a
predefined threshold is exceeded; thus, the error statistics remain readable.
Alterations to the Token Ring configuration may also be logged (Figure
6.14).

The control mechanisms for data protection in newer versions of
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the LAN Manager are also important. It is possible to record exactly
who has worked at what time in which segment of the LAN and which
LAN workstation was used. Unauthorized or inadvertent access may be
automatically prevented by appropriate programming.

' The LAN Manager may also be used centrally from the NetView
operating station or from the station on which the LAN Manager is installed
to monitor and configure all IBM source routing bridges in the LAN. In
particular, for every ring a record is made of the number of broadcast and
non-broadcast frames transmitted into every other ring. If frames could not
be forwarded, the reason for this and the frequency of this error are recorded.
Entries such as the bridge number, the maximum frame size, symbolic names
or the hop counter, which determines the maximum number of bridges over
which a message may be forwarded, may be altered via the LAN Manager.

6.2.2 Trace and performance program

Only dedicated use of the IBM trace and performance program is possible
and a special trace and performance adaptor is required. This adaptor may
also be used in the normal operation of a station in Token Ring, but contains
an EPROM with extra commands which are used for trace and monitor
functions.

If the PC is operated in monitor mode, the load pattern in the LAN
is recorded over a long period. If desired, the results can also be prepared in
graphical form. This is only sensible when firstly an IBM-compatible printer
is available and secondly when the recording time is at least several hours.
The instantaneous load is shown directly on the PC screen in the form of a
bar chart. Here, the average waiting time of a station, which again depends
on the overall load in the LAN, is also of interest.

The examples in Figures 6.15 and 6.16 illustrate two typical
behaviour patterns in the Token Ring LAN. In Figure 6.15 the load pattern
in the LAN is analyzed over an interval of two minutes only. Several PCs
were attached to the LAN and accessed a common server in Token Ring. The
load of the LAN was around 10%. The amount of control information (MAC
frames, 2 frames per second) is negligible in comparison with the number of
LLC frames (148 frames per second). Since we must also distinguish between
control information and data for frames at the LLC level, these frames were
analyzed more closely. Just 10% of the overall load in the LAN was again
control information and more than 90% was data. Considerably more small
LLC frames than (large) data frames were transmitted. 81% of all frames
were less than 128 bytes long.

The second example (Figure 6.16) shows a LAN in which the PCs
only use Token Ring as a vehicle for communication with the mainframe.
Here, the monitoring took place over a longer interval and breaks in use
(breakfast, midday, etc.) were also considered when determining the average
load. It is immediately clear that the load on the Token Ring is scarcely
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PERF01.CTO

PMON performance analysis summary
DATE 01/04/1989 Start 10:43 End 10:45 Sample period is 1 minute.
Number of intervals with unreliable data 0.

Frames/s Bits/s Utilization % & Non-MAC

Total 149 394557 9.86

MAC frames 2 625 0.02

Non-MAC 148 393932 9.85 100.00
frames

LLC control 77 37466 0.94 9.51
User data 70 356467 8.91 90.49

Frame size distribution as a percent of total frames
0-128 128-256 256-512 512-1024 1024-2048 2048-32767
81 3 0 2 14 0

Figure 6.15 PMON performance analysis summary, taken over two minutes only.

PERF031.CT0

PMON performance analysis summary
DATE 01/11/1989 Start 09:57 End 16:11 Sample period is 1 minute.
Number of intervals with unreliable data 0.

Frames/s Bits/s Utilization % & Non-MAC

Total 11 11395 0.28

MAC frames 2 620 0.02

Non-MAC 9 10775 0.27 100.00
frames

LLC control 8 9280 0.23 86.13
User data 1 1495 0.04 13.87

Frame size distribution as a percent of total frames
0-128 128-256 256-512 512-1024 1024-2048 2048-32767
81 3 0 2 14 0

Figure 6.16 PMON performance analysis summary, taken over several hours.
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worth talking about (0.28% on average). Moreover, most of the frames
transmitted in the LAN contained control and check information for the
token protocol, as described in Chapter 5.

This clearly lays to rest the fear frequently expressed by users that
the Token Ring LAN could lead to bottle-necks if it is used as a bus for
terminals communicating with the mainframe in the 3270 mode. At least
50 PCs were attached to the LAN in the example. Measurements using the
trace and performance monitor in large configurations with more than 1000
terminals in a 4 Mbps LAN have confirmed this result.

The bottle-neck was never Token Ring, but the gateway to the host
(3174 establishment controller or front-end processor) which impeded the
overall throughput. Measurements show that, for example, an IBM 3174 01L
has a maximum throughput of 40 kbytes per second, which corresponds to
a load of 2.5% in a 16 Mbps Token Ring.

The Token Ring trace and performance monitor is now more often
used to locate protocol errors than in its above function as monitor. Filter
functions permit deliberate searches for protocol errors in Token Ring or
in SNA protocols. Even sporadic errors or errors which cannot be exactly
located may be isolated in this way. This is an indisputable aid when you are
developing system-oriented applications or looking for the source of errors
in a heterogeneous environment.

Trace functions of this type with extensions and additions (mostly
connected with the analysis of other protocols such as TCP/IP or IPX/SPX
(Novell)) are offered by several other manufacturers (for example, the Sniffer
from Spider and the LAN Analyser from Excelan) as alternatives to the IBM
product. However, these products are very expensive. Anyone who does not
also need to support non-IBM protocols in the LAN will be best served by
the trace and performance monitor.

An IBM network management centre for Token Ring might look like
Figure 6.17.

6.2.3 The Token Ring administrator

There is another network manager who is certainly more important than
the program described above. This is the person who is responsible for
and manages the LAN. Functionally, a Token Ring LAN operates like a
conventional computer centre, and must be managed in the same way. Thus,
in large Token Ring installations, it is an absolute must to name a manager
in chief who is responsible for the LAN management. His most important
tasks are summarized below:

o Planning of the routing of the physical ring, taking into account
distance and transmission media handicaps.

o Integration of new terminals.
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Figure 6.17 IBM network management centre for Token Ring.

e Performance measurement.

¢ Design of bridges.

o  Definition of gateways and layout to other LANs.

e  Address management for terminals in the ring.

e  Allocation of access priorities to servers.

e  Management of the network operating system.

e  Error tracking and analysis.

e Updating of hardware and software.

e  Compatibility tests (of terminals and Token Ring components).

e Implementation of gateways to SNA, DECnet, Transdata, ...
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b

(terminal emulation, file transfer, APL, graphics, APPC, X.400,

FTAM, SRPI, ...).

The function of the network manager is still relatively new. This task
requires a qualified person, since the ideal candidate should have a
knowledge of the world of mainframes and their network components,
workstations and PCs, public networks, services and regulations and
naturally also of the LAN hardware and software; in addition, he should
be able to take part in technical discussions with the specialist departments

and users concerned.

The continual growth of LANs shows how important the

administrator is.
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At some stage, the point will be reached where nothing works any
more and nobody knows where or how what is connected to what. Imagine
that all the plugboards in a telephone exchange were to be lost. It would
be almost impossible to make changes or to remove errors. This is a horror
vision for the PTT worker. However, many LANs operate on this basis, with
the belief that the technology is reliable and never fails. Most do not even
have the necessary tools (LAN Manager), and even then there may be no
one who knows how to use them.

Thus, we again stress the importance of the Token Ring
administrator, even though the ring may be a secure vehicle for
transmission, as described in the previous chapters.
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This book on Token Ring networks would not be complete without
a comparison with the other important LAN concept, Ethernet. This
comparison could be made on a theoretical basis, but that is not our aim
here since famous papers by Bux (1981) and Spaniol (1982) already exist.
Readers with a flair for mathematics should refer to Kauffels (1989a—c) or
Suppan et al. (1987).

An important paper for practical considerations is Suppan (1989).

We shall now restrict ourselves likewise to practical considerations
only. Although we discussed Ethernet in Chapter 1, we shall now give a
brief description of it to save the reader from having to look up the details
elsewhere.

7.1 Ethernet: basic technology

Ethernet was first marketed in 1980 by DEC, Intel and Xerox, long before
the first Token Ring protocols were available. Ethernet has just managed
to hold on to this home or time advantage, at least until now. Ethernet has
been modified several times; thus, today’s Ethernet is no longer the original
Ethernet. In fact, some of the protocols are not even mutually compatible.
This can often lead to problems when different protocol versions are used
in a LAN. The following is a list of known variants:

o Ethernet version 1

o Ethernet version 2

e  The 802.3 standard

o  Ethernet based on twisted pair (10baseT)

o Ethernet based on fibre-optic cable (10baseF)
e  Thin wire Ethernet (10base2) or Cheapernet

Thus, Ethernet denotes a class of similar systems all of which largely
correspond to the standard. The main advantage of Ethernet until now
is its very broad distribution and acceptance in industry, and in research
and development. In what follows, we shall use the term Ethernet to refer
to the overall family, unless specific variants are listed.

Ethernet is normally a bus system with a random-access access
procedure. The CSMA/CD (Carrier Sense Multiple Access/Collision
Detection) protocol forms the basis for all these variants (Figure 7.1).

When a station wishes to transmit information, it first checks to see
whether the medium is free (carrier sensing). If there is no other transmission
at that time, it transmits immediately, without having to wait for a free
token as in the Token Ring procedure. Every station attached to the bus is
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Figure 7.1 CSMA/CD procedure.

passive (not active as in Token Ring). The station for which the message is
intended removes it from the network.

Resistances at both ends of the bus prevent the message from being
reflected in the LAN. If now two stations attempt to insert information on
the apparently free transmission medium at the same time the two sets of
information collide. This collision is detected by the sending stations. The
stations involved abort their attempts to transmit and try to transmit the
information on the LAN again after a random timer elapses.

If there are a lot of active stations attached to the LAN, there may
be further collisions, this time involving other stations. If the load is high,
the number of collisions may increase exponentially, in some cases (error
cases) leading to the mutual blocking of all the stations in the LAN.

The individual stations then abort their attempts to transmit (after
the fifteenth attempt) and notify the error to the next higher protocol layer
in the station. This error situation is impossible in Token Ring networks
since the token guarantees access to the transmission medium even when
there is a heavy load.

In addition to its use on the yellow 50 ohms baseband cable, Ethernet
is now used, for example, on broadband systems in fibre-optic and telephone
networks.

Ethernet versions 1 and 2 together with 802.3 operate with a
transmission speed of 10 Mbps and use coaxial cable as transmission
medium. Passive terminals are connected via transceivers with a minimum
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separation of 2.5 m, which transmit the information bidirectionally (Token
Ring is unidirectional) on the bus. Corresponding markings on the cable
are provided for this. The maximum distance between two transceivers, if
regenerators are not used, is 2.5 km, in which case up to 1024 terminals may
be connected to an Ethernet (Token Ring 260). The 50 ohms cable is divided
into individual cable segments with a maximum length of 500 m. The
connection to the next segment involves the use of a repeater. This prevents
a phase-wise addition of the signal reflections. The signal attenuation should
be less than 8.5 db per segment.

Up to 100 transceivers may be connected per segment. The
transceiver (there is no opposite number in Token Ring) provides for
regeneration-free data transmission over at least 500 m of cable, receives bit-
serial data streams from the coaxial cable, executes the collision detection
and is responsible for the carrier sensing together with the so-called jabber
control (transmission window). MAC frame emissions must last at least
20 ms and at most 150 ms. The transceiver operates in the normal mode
and in the monitor mode. In the monitor mode it is logically separated from
the medium.

The transceiver cable (the lobe cable in Token Ring) links the
transceiver with the Ethernet controller in the terminal. It may be up to
50 m long. At most six transceivers may lie between any two stations. The
signal cycling time must be less than 3.08 us.

The Ethernet controller of the terminals to be connected covers the
lowest two layers of the ISO model, but may, according to the manufacturer,
include functions up to and including layers 4 and 5 (NetBios, TCP/IP). It
is based on two different VLSI chips, the MEC (Manchester encoding chip)
and the LANCE (LAN controller for Ethernet).

The (multiport) repeater connects two (or more) Ethernet segments
" together.

A local repeater is a normal regenerator. It has two transceiver
connections and the maximum distance between two segments is 100 m.
The remote repeater consists of two spatially separated devices. Here, the
maximum possible distance between two segments is around 1000 m, when
fibre-optic cables are used between the repeaters. Buffered repeaters have a
special role. They permit intermediate storage of frames and thus may be
used to bridge large distances.

Bridges are also used in Ethernet to construct larger networks. The
so-called MAC level bridge functions as a bridge between two network
segments with identical LLC protocols. The physical levels and, if necessary,
the MAC levels may be different. Intelligent MAC level bridges use the
worldwide unique Ethernet addresses to create an address book for the
network management system. They automatically enter the addresses in
the network into their address book. Destination addresses which lie in
the same segment of the network as the sender address are not entered in
the address book. This provides for a decoupling of the loads in the two
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separate segments since frames only cross the bridge if their destination
address lies in the other segment. The address book may be managed
dynamically or statically by the network manager. The latter enters inter-
segment or internetwork connections in the tables. Thus, he can ensure
that only certain authorized connections between two segments can be
established. This prevents unauthorized and uncontrolled access between
systems in different subsegments.

Bridges are now used to create worldwide LANs. Like repeaters,
bridges may be used locally or remotely. Remote bridges use all conceivable
public networks, from dedicated links at 9600 bps and PCM30 routes
(2 Mbps) via X.25 and ISDN links, to fibre-optic links in the Bundespost’s
VBN network.

Because of their load-decoupling and address-filtering facilities,
bridges may be used to construct backbone networks and permit the
construction of redundant network structures (unusual for Ethernet).
According to protocol, Ethernet only admits explicit links, and at most
two repeaters may be installed between two terminals.

7.2 Ethernet standards and formats

The ISO 8802.3 standard defines CSMA/CD for rates from 1 to 20 Mbps.

The following procedures have been specified:

e 10base5 This was the first procedure to be specified; it is a 10
Mbps Ethernet based on 500 m segments.

e 10base2 or Cheapernet This is a 10 Mbps Ethernet based on
200 (185) m segments.

e 10baseT CSMA/CD for twisted pair cables.
e 10baseF CSMA/CD for fibre-optic cables.

Figure 7.2 shows the structure of an Ethernet frame. The following
explanations are necessary:

o SFD (Start of Frame Delimiter): identifier of the start of a frame
B’10101011’ as in Ethernet version 2, but individual field.

o The address field may be 2 or 6 bytes long, but always uniform
addresses within a LAN.

o The LLC data length indicates the length of the subsequent data
field. In Ethernet versions 1 and 2, this field is used as a type field
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7 bytes Preamble
1 byte Start of Frame Delimiter
(SFD)

2 or 6 bytes Destination Address (DA)

2 or 6 bytes Sender Address (SA)
Byte transmission
2 bytes Length of the following
LLC data field
46 to LLC data
1500 bytes
PAD
4 bytes Frame Check Sequence Y

Figure 7.2 Structure of an Ethernet frame.

for higher protocols, which may lead to irremovable protocol errors
if the field is interpreted in different ways.

e  PAD. Filler bytes to fill to a minimum data field length of 46 bytes.

The standard Ethernet versions 1 and 2 also differ in the electrical properties
of layer 1. Refer to the relevant literature for details.

7.3 Comparison of Ethernet and Token Ring

In this section we attempt to compare the properties of these two LAN
worlds. This comparison, insofar as it is possible at all, considers the usual
technologies employed in these LANs today and focuses on aspects such as
topology, capacity, flexibility and performance.

7.3.1 Topology

802.3 The greater the distance between two stations, the greater the time
interval in which conflicts (collisions) may occur. This leads to restriction of
this distance to 2700 m (fibre-optie cable, 4700 m), in the case of operation
without bridges, whence without dividing the LAN into two separate self-
sufficient networks.
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802.5 The procedure does not lead to any restrictions on the coverage of
a ring (access time is increased).
Thus, Token Ring has clear advantages.

7.3.2 Transmission speed

CSMA/CD The minimum transmission length must not be less than
the signal propagation time (danger of additional collisions). For a given
speed of 10 Mbps, a packet must be at least 68 bytes long. If the speed is
increased the minimum packet length also increases or the segment size must
be shortened. However, this would be ineffective for interactive applications.
For a gross message transmission speed of 100 Mbytes/s on the medium,
the average packet length would have to rise to 64 kbytes (this was already
established in the seventies) to achieve the efficiency of the current 10 Mbps
system (ratio between protocol overheads and effective load). However, this
value is unrealistic for standard applications. The development of Ethernet
appears to have come to an end, as far as speed is concerned. This can be
seen from the fact that none of today’s high-speed developments (FDDI,
ATM, DQDB, etc.) use a CSMA algorithm. Even the conflict-free variant
CSMA/CA used by the company Network Systems in its HYPERchannel
is not being developed any further.

802.5 Token Ring depends only on the medium and not on the access
procedure. Speeds of 4, 10 and 16 Mbps are implemented. Speeds of up
to 2 Gbps are conceivable, although this will lead to an increase in the
access time in the case of large distances and it is not yet technically
possible to implement an essentially delay-free duplex protocol with a
storage capacity of 1-2 bits per station cost effectively. Important modern
high-speed networks such as FDDI are based on the flexible token principle.
Thus, Token Ring again has clear advantages.

7.3.3 Performance

802.3 When a lot of stations are active in the ring at the same time, the
LAN load may reach around 40% before the number of collisions (and thus
also the mean delay time) increases disproportionately. For transaction-
oriented traffic (terminal emulation), this may even occur for a load of 20%.
This case, which we make no attempt to conceal here, occurs relatively rarely
in current applications. If only a few stations (ideally only two) are active
the load may increase to almost 100% without anything happening. Of more
concern than these numbers is the fact that one usually does not know the
load levels that will occur in a network. Today, the picture is still relatively
homogeneous. The use of distributed storage techniques such as NFS and
even fully distributed operating systems (possibly in comparatively harmless
client-server applications) gives rise to a relatively unknown spontaneous
inner-system load in addition to the load induced by the user (which lies
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Figure 7.3 Graphs of LAN performance.

within predefinable limits). This may lead to unpredictable degradation of
performance (Figure 7.3).

Manufacturers of workstations with limited system-oriented
connections, such as Sun with SunOS, who now use Ethernet as standard
are now thinking (aloud) of providing for FDDI Token Rings as standard.
Others (Apollo domain) long since took steps in the Token Ring direction.

802.5 The throughput in Token Ring is almost totally independent of
the number of stations simultaneously active at a given time. It is possible
to achieve a ring load of over 90% with a large number of active stations
without noticeably affecting the response time behaviour perceived by the
individual stations. Above all, the 16 Mbps Token Ring with its early token
release protocol offers advantages for large LANs with a small number of
active stations.
Token Ring also has advantages in this area.

7.3.4 Suitability for various media

802.3 These LANs are now suitable for all known media. However,
bidirectional transmission causes problems. When fibre-optic or 4-wire lines
are used, the bus takes on a multistage star structure and the advantages
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of the bus structure (minimum cable length) are lost. Transitions from one
medium to another require special adaptors (for example, passive or active
star couplers or multistation access units similar to the IBM MSAUs). Since
different technologies are implemented here, the individual components of
a LAN cannot always be mixed.

802.5 All the usual transmission media are suitable for use in Token
Ring. Since the stations are active in the LAN, it is possible to operate
with different transmission media on the individual physically separate link
sections (MSAU-MSAU and MSAU - terminal) without having to change
the topology. With the directed mode of transmission, fibre-optic cables
may be used without problems. Even coaxial cable or broadband networks
may be used together. The only restrictions are due to the differences in
performance of the individual transmission media. In fact, 16 Mbps links
have also been implemented using unshielded 4-wire cables.

In this case Token Ring is also clearly advantageous.

7.3.5 Flexibility of use

802.3 All large manufacturers now offer Ethernet products. This fact has
not escaped IBM which supplies Ethernet controllers for some of its systems.

802.5 Token Ring is not yet supported by all major manufacturers (for
example, DEC and HP). The question is how long can these companies last
before sacrificing important market segments?

Thus, 802.3 still has advantages.

7.3.6 Management

802.3 Various manufacturers now provide relatively good facilities for
central network management for their Ethernet products. However, these
are in many cases mutually incompatible and, above all, not tied into
the mainframe environment. Some manufacturers use SNMP, others such
as Ungermann Bass provide interfaces to the IBM network management
system.

802.5 IBM has a number of tools for network management in Token
Ring. The latest variants (for example, OS/2 LAN Manager) permit central
monitoring of all components attached to Token Ring from the mainframe,
providing the latter uses NetView.

Because of the duplication of the ring, which has been provided-for
since the beginning and which makes it possible to continue working despite
errors, 802.5 versions are considerably more failsafe than 802.3 versions. In
the latter case, if the transmission medium is destroyed in error (for example,
if an excavator cuts the bus), the whole network will be blocked.

Token Ring again has advantages.
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802.3 802.5
CSMA/CD Token Ring

Preamble

Start delimiter

Access control

Frame control

Destination and
source address Covered
by the
Length frame
check
Data sequence
Pad
Frame check sequence _

End delimiter

Frame status

Figure 7.4 Differences in the structure of Ethernet and Token Ring frames.

7.3.7 Complexity

802.3 procedures are technically simple to implement. Chip sets are
produced by various manufacturers. Only Texas Instruments chip sets are
currently available for Token Ring, and there are insufficient of these. Thus,
Ethernet cards are usually cheaper and the user has a larger choice.

802.3 has advantages here.

7.3.8 Summary

802.3 and 802.5 both have advantages and disadvantages. The number
of Token Ring installations is now increasingly considerably faster than
the number of 802.3 installations. The 802.3 is currently more suitable
in a heterogeneous environment with a lot of systems from various
manufacturers. Even the connection costs for Ethernet are lower than those
for Token Ring (above all for Cheapernet, which is based on a cheap 50 ohms
RG 58 cable rather than the more expensive BNC T plugs). In all other
respects Token Ring is now superior to Ethernet, particularly when working
in an IBM mainframe environment. Figure 7.4 shows the main differences
between the structures of Ethernet and Token Ring frames.
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Table 7.1 Comparison of Token Ring and Ethernet.

Token Ring FEthernet
Protocol support
APPC IBM etc. e.g. Novell
XNS e.g. Novell DECnet
NetBios IBM 3Com, etc.
TCP/IP IBM, FTP almost all
ISO TP4 ? ISOLAN, CMC
Asynchronous connection |IBM asynchr. conn. various

server, Ungerm. Bass manufacturers

3278 direct connection

3174 direct connection

/370 channel interface

Central
network management

UNIX support
Based on standard

Medium

Transmission speed
theoretical

effective

now possible

Max. connectable
terminals

Extensible to
larger networks

Remote bridge (router)

Ungermann Bass
HOB

IBM, ...
IBM, Telex

NetView
LAN Manager

IBM
802.5

4-wire screened

unscreened

FO 50/125
62.5/125
9/125

4 Mbps (16 Mbps)

~ 3.6 Mbps (~ 14 Mbps)
80 Mbps, 100 Mbps

~ 260

per ring

arbitrarily

with bridges

Proteon, Vitalink
IBM (up to 1.5 Mbps)

e.g. Ungermann Bass

?
IBM, Nixdorf
Interlink

?
Sniffer?

IBM, DEC, Sun, HP, etc.
802.3

10base2
10based
10baseT
10baseF

10 Mbps
=~ 4 Mbps

1024
200 per segment

arbitrarily with
intelligent bridges

2400 bps — 1.92 Mbps
(also over X.25)

Table 7.1 summarizes the properties of the two competing LANs.
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IBM Systems Network Architecture (SNA) is the communications
architecture and strategy of the market leader, IBM. This appendix to
the book on Token Rings is no substitute for an SNA manual. Rather it
is intended to facilitate the introduction to SNA of interested readers who
until now have had nothing to do with SNA. It is also designed to help
further understanding of the book.

In its initial stages more than ten years ago SNA contributed to the
replacement of a variety of incompatible individual solutions by an overall
communications scheme, thus enabling clients to create their own private
networks on a host or a subnetwork basis.

Since SNA is not just an architectural proposal but a conversion of
that into practice, it is relatively difficult to gain a homogeneous picture
from the wealth of detailed information.

SNA was primarily initially designed for the systematic construction
of terminal networks. Over the course of time, features and capabilities
have been added which have turned SNA into an architecture for computer
networks. Today, it might even be said that there is no longer an invincible
chasm between SNA networks and those based on the ISO reference model.

8.1 Tasks and development of SNA networks

In an IBM system without SNA, the application programs are unit
dependent and the network management must be individually coded into
each application program. This is both annoying and expensive.

With its different functional distribution, SNA provides for shared
use of the network components including simultaneous use of a line and
access to several programs. The functions which a network user needs in
order to access an application program in a host computer are as follows:

e Polling.

e  Control of units and data preparation.

o  Addressing and forwarding.

e  Control of the data flow.

e  Control of different types of application programs.
o Control of an uneven volume of message traffic.

e Line control.

These functions and a number of others are made available by SNA
functional components. ’

When a computer centre equipped with SNA components is extended
with new devices the integration is completely problem free.
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The original structure of an SNA network is that of a tree with a
host computer as root and terminals as leaves. This was introduced some
ten years ago. However, terminal structures have changed completely since
then and SNA has had to take account of these developments.

The next extension made it possible for an SNA network to contain
several hosts each of which was a root of a tree. However, communication
between trees was only possible at the roots. Nevertheless, this enabled users
to access programs which were not implemented in the host belonging to
their own tree.

The 1979 version dropped these restrictions and permitted more
general communication. This phase also provides for the opening to public
networks, which was only in the offing in phase 2.

With the introduction of personal computers as possible terminals,
the further development of SNA had to cater for a network with distributed
intelligence.

The introduction of APPC provided a convenient interface for the
communication of transaction programs. The communications objects used
here are so-called verbs, which may be viewed as an extension of a
higher-level programming language. Any node in the SNA network which
implements this interface can, regardless of its complexity, communicate
over a logical link (conversation) with any other node which also has this
interface.

This is a revolutionary advance from the historical, strongly
hierarchically oriented control structure of SNA networks. APPC opens up
opportunities for SNA in the office communication, LAN and distributed
system sectors.

In its second stage of development in 1986, Token Ring extended the
IBM LAN concept in such a way as to permit an integration of the main
terminals into SNA under the control of SNA management components.
Thus, this advanced technology can also be used in SNA networks.

Other extensions of SNA relate to the use of satellite transmission
links to create global SNA systems.

Finally, within the SNA framework, there are also recommendations
for a Document Content Architecture (DCA) and a Document Interchange
Architecture (DIA). The SNADS transactions software package (SNA
distribution service) provides the tools for asynchronous communication,
based on the APPC interfaces and provides a basis for document
interchange. The SAA strategy draws these extensions together. .

8.2 SNA node types and NAUs

An SNA network consists of a collection of devices, known as nodes, and
links between these nodes.
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There are four different node types which may be described as
follows.

8.2.1 Host nodes

The host node usually consists of a CPU (mainframe) with an operating
system (for example, OS/MVS or DOS/VS), an access method (for example,
ACF/VTAM) and application programs. As far as SNA is concerned,
the host node usually contains a software central control point (SSCP:
systems services control point). Examples of host nodes include computers
of the IBM 4300, IBM 3081 or IBM /370 families controlled by OS MVS
SP and the TP (teleprocessing) access method ACF/VTAM (advanced
communication facility/virtual telecommunications access method). ACF
denotes an extension of a method of accessing the facilities of the SNA
network.

8.2.2 Communications controller node

This is a front-end processor which is attached directly to the host node. It
controls the remote network configuration which is attached to it. It does
not have an SSCP. The software for such a node is ACF/NCP (network
control program), which contains the following functions:

o  Control of the data exchange over the cable connection or lines, using
the SDLC (synchronous data link control) line protocol (similar to
HDLC, see Section 1.4.3).

o  Execution of error-handling procedures.
e Introduction and removal of line header information.

o  Generation and verification of a block check digit for the message
together with the hardware.

e Modification and verification of the transmission counter.

e Receipt and forwarding of line control information to the network
address management system.

8.2.3 Cluster controller node

This enables a remote station to access a host. In the case of the
programmable cluster controller node (for example, the IBM 8100
communications system), the applications programs may be divided
between the host node and the cluster controller so as to provide for optimal
use of the network. This node represents a distribution of the functions and
the processing within the SNA network. Examples include the IBM 3600,
the IBM 3650, the IBM 3360 and the IBM 3790. Cluster controller nodes

are often referred to as controllers and may serve very different terminals.
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8.2.4 Terminal node

This is a slimmed-down version of the cluster controller node, which, unlike
the latter, can only serve terminals. Such a node is very dependent on its
limiting function which is predefined by the host or the communications
controller and restricts its possibilities. The capabilities of such a device
could be integrated into a terminal. On the other hand, these devices
usually serve up to 64 terminals in that they provide logical interfaces to
the network.

The nodes are also referred to as Physical Units (PUs), where a host
node is a PU type 5, a communications controller node is a PU type 4, a
cluster controller node is a PU type 2 and a terminal node is a PU type 1.

These are the node types which occur in a classical tree-structured
SNA network. However, we have already referred to an extension which
permits more general communication, namely APPC. APPC is supported
by a new node type, the PU 2.1.

A PU 2.1 node may be directly subordinate to a PU 5 or a PU 4
node and is controlled by the SSCP. On the other hand, PU 2.1 nodes (for
example, in a Token Ring LAN) may be directly linked together without
calling upon the services of an SSCP, which can only reside in a type 5 node.

A PU 2.1 node consists of a physical unit (device), one or more
logical interfaces to the network and an SNCP (Single Node Control Point)
which corresponds to a highly reduced SSCP. Thus, the PU 2.1 node in
this structure is an autonomous object which may therefore be linked into
either a hierarchical or a decentralized symbiotic network. The classical
implementation of such a node is the PC.

Each node contains one or more Network Addressable Units (NAUs).
An NAU is a piece of software which allows a process to use the network.
An analogy is helpful here: imagine a building with a telephone line in
each office, in which every line has its own hardwired address which is
permanently assigned to it. To use the telephone system a user plugs a
telephone handset into the line and may then be reached at the address of
the line. Similarly, each NAU has a network address. To use the network,
a process must connect to an NAU. In this way it becomes reachable and
may itself reach other processes linked to other NAUs.

There are logical and physical NAUs:

e Logical Unit (LU) This is the usual interface to which user
processes go and which we have referred to implicitly above.

e Physical Unit (PU) Such an NAU is associated with every node
and is used by the network to couple, uncouple and test nodes and
to execute various similar administrative functions.

e Central controlling SSCP This has complete knowledge of and
control over all front ends (communications controller nodes), all
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controllers (cluster controller nodes), all terminal nodes and all
terminals which are attached via the network to the host.

o PU 2.1 control component SNCP This is able to control a
node autonomously in the framework of the APPC services, if the
node is not controlled by an SSCP.

The collection of hardware and software which is controlled by an SSCP
is called a domain. An SNA network may consist of one or more domains.
There is a different subdivision into domains for routing and flow-control
purposes. An SNA network may be subdivided into subareas, each of which
consists of a subarea node and all the peripheral nodes attached to it.

A subarea node may receive messages from any origin and transport
these towards any given point in the network, assuming that there is a
group of lines to this given point. A peripheral node can only send message
units to its subarea node. It follows immediately that most of the routing
can be executed over the subareas, analogously to the hierarchical address
procedure for the telephone system.

A subarea node may be a PU 5 or a PU 4 node. Since only PU
5 nodes contain SSCPs, a domain may stretch over several subareas. The
other PU types can only be peripheral nodes, except in the case when PU
2.1 nodes are directly interconnected without being controlled by an SSCP.
The term subarea is used since the routing is restricted to the PU 2.1 nodes.

Subarea nodes may be interconnected via System /370 channels or
SDLC point-to-point lines. Subarea nodes may be linked to peripheral nodes
via System /370 channels, point-to-point or multi-point SDLC dedicated
lines or point-to-point SDLC switched lines. The IBM cable system and
more recent LANs provide alternative connection schemes.

8.3 The functional layers of an SNA system

Architecturally, SNA is subdivided into functional layers which do not
always correspond to the ISO layers. However, it is clear that this
subdivision into layers is very useful.

8.3.1 Overview
8.3.1.1 Physical layer

The lowest layer contains the tools for transmitting a bitstream, including
descriptions and specifications of lines, physical transmission procedures,
modems, adaptors, switching networks, distributors, etc.
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8.3.1.2 Data link layer

This layer constructs a packet communications resource, based on the
physical transmission of the lowest layer. It forms frames and detects
and removes transmission errors without involving the higher functional
layers. The SDLC protocol of this layer corresponds, apart from a few
modifications, to HDLC. As far as the use of LANs is concerned, the medium
access-control mechanisms reside in this layer, where they are supplemented
by a logical link control.

8.3.1.3 Path control layer

This functional layer monitors the overall use of the (remote) data
processing line resources of the SNA network and routes message elements
over the lines. The path control routes message units between NAUs through
the network and makes the transport path between the NAUs available. For
this, message units from the transmission control are transformed into path
information units.

Globally, this layer corresponds to the ISO network layer, but it has
rather more work to do, since it also takes on some of the tasks of a transport
layer.

8.3.1.4 Transmission control layer

The next higher layer is the transmission control layer, which is responsible
for creating the management and clearing transport links (known as sessions
in SNA). It provides the higher layers with a uniform interface abstracted
from the realities of the actual transport network. When a session is
established it regulates the data flow rates between processes, controls the
allocation of memory, manages the various message priorities, is responsible
for multiplexing and demultiplexing data and control messages on behalf
of the higher layers and carries out encryption and decoding if necessary.
The transmission control layer has two components, the manager for the
point-to-point links and the session control.

8.3.1.5 Data flow layer

This has nothing to do with control of the data flow in the usual sense,
but controls the sessions from the point of view of the LUs. A session
from the point of view of an LU is also called a half session. This
layer controls whether the half session can send, receive or send and
receive at the same time. It groups related request/response messages into
message chains, restricts transactions with a bracket procedure, controls
the blocking of requests/responses according to the control mode specified
on system activation, generates sequence numbers and cross-references
request /response messages with one another.
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8.3.1.6 NAU services layer

This makes two classes of services available to the end-user layer, namely
presentation services (for example, text compression, code conversion,
encryption) and session services for the establishment of logical links.
There are also network services which have to do with the operation
of the network as a whole. The services are provided by the LUs in
the corresponding devices. The boundaries are flexible according to the
application; thus, we shall not give a further breakdown at this stage.

8.3.1.7 End-user layer

Just as in the ISO reference model, this layer cannot be specified exactly
since its functions depend largely on the application. On the other hand,
there are various basic mechanisms, which we shall come to later. The main
anchor of the network management is to be found in this layer; moreover,
management has a much greater importance in an SNA network.

In what follows, we discuss the details of the layers insofar as they
are of interest to us and in some sense typical of SNA.

8.3.2 The end-user layer in SNA

End users are sources and sinks of information outside of the SNA network.
They may be programs, operators, I/O devices, storage devices or users.
Most of these users may be represented by code which is accessible through
the LU mechanism. An LU must know either the LU partner address or a
synonym for it which is then converted back into the LU partner address
by the SSCP or the SNCP.

The most general form of user is a program. This may be a simple
application program or a program with a ramified structure which is not
fully visible to the SNA network. The program may access devices which
are not in the SNA area. Each program end user interworks with the NAU
services. This interworking covers data exchange and the transmission of
commands and acknowledgements for the use of SNA functions.

In an SNA network, interconnected subsystems are used for two types
of distributed applications: execution of jobs in the network and distributed
transaction processing.

As far as the execution of jobs in the network is concerned, processing
requests are sent to a subsystem from where they are forwarded to other
subsystems for execution. The results are then returned to the initial
subsystem.

This procedure is used to equalize the use of computers in the
network or to access programs or files in a different computer system. In
this case, the work unit is the batch job. This is a collection of one or
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more application programs and files which are transmitted and processed
together.

In distributed transaction processing the transactions from the
terminal server are processed by several application programs under the
control of a number of cooperating subsystems. A transaction-processing
system is a subsystem which monitors the shared use of resources so as to
process several transactions simultaneously. Transaction-processing systems
are built to support dialogue-oriented applications.

Here, requests from terminal users are processed directly on receipt
and the results returned to the user within as reasonable a time as possible.

When transaction-processing systems are linked via an SNA network
they may use each other’s resources. This simplifies and supports the
introduction of corresponding applications.

In the framework of the PU 2.1/LU 6.2 (APPC) services, a PC SNA
application can communicate with another PC SNA application or a host
application via Token Ring or other media. APPC is an application program
interface based on transactions.

Other forms of end users include operators who carry out various
administrative functions in connection with the network and thus have
certain interfaces to the NAU services, media end users such as disk
packs, card readers and tapes and application subsystems which use various
message streams (for example, the Information Management System (IMS),
the Customer Information Control System (CICS)).

8.3.3 NAU services layer
LUs, PUs, SSCP and SNCP are NAUs. So as not to expand the distinction

unnecessarily, we shall consider SNCP as a special SSCP and will no longer
distinguish between the two. The NAU services then break down into
LUNSs, PUNSs and SSCPNSs according to the type of the NAU which

provides them. There are six main categories of services:

e  Configuration services

e  Session services

e  Maintenance services

e  Measurement services

e  Network operator services

e Presentation services

The primary functions are the configuration services in the SSCPs and PUs
and the session services in the SSCPs and the LUs.

Configuration services are responsible for the control of the network
structure, including the activation and deactivation of links, PUs and LUs.
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Over a special interface to the operator, an SSCP provides facilities for
restarting the whole network, activating parts of the network after outages
or taking down some or all of the network. With these facilities, the control
of a possibly highly ramified network is concentrated on a reasonable spatial
scale.

Session services support the activation of a logical link between two
logical entities. They are largely SSCPNSs and to a lesser extent LUNSs.
The ability of LUs to accept connections may be restricted. This is a
service of this layer. Other services include the establishment, execution
and termination of a logical link, where considerable distinctions in the
functionality must be made according to the network structure. We shall
not discuss this further here and we now proceed to the actual session
establishment in the transmission control layer.

Maintenance services, network measurement services and operator
services support the network management with corresponding functions.
Since this has been discussed in detail, we shall not go into it any further.

Presentation services mostly reside at both ends of a session. In
a centralized network, these services mainly relate to the communication
between the centre and devices. The transformation from a common format
to the device format may be carried out in the destination NAU. Then the
device can change the representation to suit itself without affecting the rest
of the network. The conversions undertaken in classical data processing are
not particularly educational (the formats for certain header fields are given
and it is a question of changing the code).

On the other hand, there is a noticeable recent trend, with advances
in graphical data processing and office communication, for IBM to consider
developing services with regard to typed objects. DCA and DIA are a first
step in this direction.

8.3.4 Data flow layer

Contrary to the otherwise usual practice, this layer obtains its information
not from its own message headers but from parameters set in the headers
of the layer below. '

Although the data flow rate in a session is determined by the
transmission control layer, the direction of the flow is determined here. This
function is called dialogue control and corresponds in its basic functionality
to that of the session layer in the ISO reference model. In order to
understand the necessity for dialogue control, one should bear in mind
that sending a message does not necessarily shut down a process and that
messages and ACKs from the other end may arrive and cause interrupts at
arbitrary, inappropriate times.

The dialogue control provides a facility for grouping requests into
chains for restarting after errors or for other purposes (chaining). It can be
arranged that an error in the middle of the chain leads to the whole chain
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being repeated. Similarly, a process may request that acknowledgements
of packets at the beginning of a chain should not be sent until the whole
chain has been sent. This leads to alternating chains between senders and
recipients.

SNA distinguishes between requests which require acknowledgements
and those which do not. Senders and recipients should agree on the
semantics of an ACK (for example, message received, message received and
processing started, message received and processing complete).

Thus, since the processing of messages may take some time, there
is a danger that ACKs to messages sent much later and processed more
quickly may arrive earlier. The dialogue control is then able to ensure that
NAU ACKS arrive in the same sequence as the requests were transmitted.
This provides for a considerable simplification of user programs.

Another feature of the dialogue control is the facility to include
a number of requests and responses for each direction within a bracket.
Bracketing may, for example, be used to preserve consistency, so that a
user does not interrupt another user in a transaction before the latter has
finished (database area).

Session management and dialogue control are supported by the
RH and by special transport protocol messages. The header contains
information about the data flow and message chains, indicators of the type
of response desired, data flow control indicators and indicators for special
cases.

Finally, there are also facilities for ending a logical link from this
layer (shutdown).

8.3.5 Transmission control layer

This layer controls the creation, execution and termination of sessions
between LUs.

When a process wishes to communicate with another process, it turns
in its existing session with the local SSCP (LSSCP) to the latter with the
connection request. The two ends of a session are not symmetric, there are
always two different partners, one of which is called the primary and the
other the secondary. By definition, the primary has more facilities and more
responsibility, down to layer 2.

The details of a session establishment depend on, amongst other
factors, whether or not the source and sink are in the same domain, whether
the connection is requested by the primary, by the secondary or by a
third party and whether both ends are available should the connection be
established.

In addition to initiating and clearing down sessions, the transmission
control layer also ensures that in the higher layers data is delivered in the
correct order, unless otherwise specified on linkage. The sequence numbers
are not contained in the response headers (RHs) for this layer but are given
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as parameters with the path control data.

The flow control mechanism used by the transmission control is the
same as in the path control layer except that it is applied to each individual
session and not to a set of sessions. Flow control in the transmission control
layer is independent of flow control in the path control layer. Details of the
algorithm are given in the next section. To obtain authorization to send
further messages the sender alters a bit in the RH. If the partner station
alters the corresponding bit in the ACK, further messages may be sent.

This mechanism, which is known as pacing, and which like almost
all functions is executed by the connection point manager controlling the
half session, prevents local overloading of a participating NAU, while the
mechanism of the layer below prevents overloading of the network as a
whole.

8.3.6 Path control layer

This layer monitors the shared use of the remote data processing resources
of the SNA network and routes messages through it. The main function
here is the so-called session routing.

As previously mentioned, the SNA network may be divided into
subareas, each of which contains one or more NAUs. Each NAU has a two-
part address comprising the subarea address and the address within the
subarea.

Every subarea is controlled by a node which is either a host or a
communications controller node. The subareas form a framework in which
nodes of a lower type (peripheral nodes) are embedded. When a session is
established the source chooses a virtual route for the session.

A virtual route is an ordered list relating to the path from the source
to the destination subarea. The decision as to which route to select from
those available depends on the load on the routes and the class of service
desired for the session. The possible service classes are:

e Interactive

¢ Remote job entry
e File transfer

e  Secure

o Real time

Service classes differ in terms of the delay, the throughput and the security
requirements. Up to eight alternative routes may be made available for each
service class. '
Different unrelated sessions may use the same virtual route.
This layer carries out flow control for each virtual route without
taking into account the number of sessions using the virtual route. The flow
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control mechanism is known in SNA as pacing.
Layers 1 and 2 are formed by SDLC and physical specifications.

8.4 SNA and OSI

Unlike the ISO reference model SNA has historically developed in the
interests of data processing practice. Thus it does not have such clear lines
as the ISO model, although there are a number of commonalities.

These are most apparent in layers 1-3, since the HDLC and SDLC
implementations are very similar; when local networks based on IEEE 802
or MAP are used there are scarcely any differences and the path control
layer is a practical implementation of the network layer.

The tasks of an ISO transport layer are performed by a combination
of the services of the path and transmission control layers, where the
path control is responsible for the end-to-end reliability and transport
connections are made available and released by the transmission control.
The data flow layer adds a number of user-oriented services to the transport
connection. The end-user level, like in ISO, only supports applications when
these could also be interpreted initially in a different way by SNA.

When business consultancy groups consider the world of data
communications, they come to the conclusion that in the nineties only
two types of network implementation will have a significant market share,
namely SNA networks and ISO-oriented implementations such as MAP or
the latest version of DECnet.

IBM is taking this trend into account by extending the strategic
SNA lines and providing software support for the ISO/OSI protocols for
open communication systems.

The newest product in this direction is the OSI Communications

Subsystem, OSI/CS.
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ACF/VTAM

AFF
APPC
APPN
CMIP
CNM
cP
CPU
CSMA
CSMA/CA
CSMA/CD
DAP
DASE
DCA
DFN
DIA
DLC
DMA
DNA
DNS
DQDB
DSAP
DSP
DSSE
FDDI
FTAM
FTP
HDLC
HPPI
ICMP
ICS
IP
IPX
ISCF
I1SO
LAN

Advanced Communication Facility/Virtual Telecommunications
Access Method

Advanced Function Feature

Advanced Program-to-Program Communication
Advanced Peer-to-Peer Networking

Common Management Information Protocol
Computer Network Management

Control Point

Central Processing Unit

Carrier Sense Multiple Access

Carrier Sense Multiple Access/Collision Avoidance
Carrier Sense Multiple Access/Collision Detection
Directory Access Point

Directory Access Service Element

Document Contents Architecture

Deutsches Forschungsnetz (German research network)
Document Interchange Architecture

Data Link Control

Direct Memory Access

Digital Network Architecture

Domain Name Service

Distributed Queue Double Bus

Destination Service Access Point

Directory System Protocol

Directory System Service Element
Fibre-Distributed Data Interface

File Transfer Access and Management

File Transfer Protocol

High-level Data Link Control

High-Performance Parallel Interface

Internet Communication Message Protocol

IBM Cable System

Internet Protocol

Internetwork Packet Exchange

Inter-System Control Facility

International Standardization Organization

Local Area Network
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LEN
LLC
LME
LPDA
LPDU
LSAP
LU
MAC
MEC
MIB
MSA
MVS/XA
NAU
NCCF
NCP
NLDM
NMA
NMS
NPDA
NSP
ODA/ODIF

OSF
0sI
OTF
PAD
PU
QSAM
REXX
RH
RISC
RIE
SAA
SAP
SDLC
SMAE
SMI
SMIS
SMTP
SNA
SNCP
SNI
SNMP
SSCP
STATMON
STM

Low Entry Networking

Logical Link Control

Layer Management Entity

Link Problem Determination Aid

LLC Protocol Data Unit

Link Service Access Point

Logical Unit

Medium Access Control

Manchester Encoding Chip

Management Information Base
Management Services Architecture
Multiple Virtual Storage/Extended Architecture
Network Addressable Unit

Network Communications Control Facility
Network Control Program

Network Logical Data Manager

Network Management Architecture
Network Management Station

Network Problem Determination Application
Name Service Protocol

Office Document Architecture/Office Document Interchange
Formats

Open Software Foundation

Open Systems Interconnection

Open Token Foundation

Packet Assembly/Disassembly

Physical Unit

Queued Sequential Access Method
Restructured Extended Execute (Language)
Request/Response Header '

Reduced Instruction Set

Remote Job Entry

System Applications Architecture

Service Access Point

Synchronous Data Link Control

System Management Application Entity
Structure of Management Information
Specific Management Information Passing Service
Simple Mail Transfer Protocol

System Network Architecture

Single Node Control Point

SNA Network Interconnection

Simple Network Management Protocol
System Services Control Point

Station Monitor

Station Manager



STP
TAF
TKO
TP
UDP
UTP
VM
VNCA
VR
VSAM
XNS

Abbreviations

Shielded Twisted Pair

Terminal Access Facility
Telelommunikationsordnung (Telecommunications office)
Teleprocessing

User Datagram Protocol
Unshielded Twisted Pair

Virtual Machine

VTAM Node Control Application
Virtual Route

Virtual Sequential Access Method
Xerox Network System
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