


















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Attribute-Select Keys 

C-14 

Displays that support the 3270 Structured Field and Attribute Processing option 
also support the attribute-select keyboards (overlay keyboards include the 
attribute-select function). The 12 program-function keys at the right of the 
keyboard, in conjunction with the shift and AL T keys, are used to select extended 
character attributes that are to be assigned to each character entered from the 
keyboard. These keys are shown in Figure C-1, and their action explained 
following the figure. 

Extended Highlighting 

Selection Keys l 
B8E3 
88 

Programmed Symbols 

�~� 
Set Selection Key 

Extended Color , - t Selection Keys 

�~� 
. �~�F�l�~� (Not., APLltext keyboard has 

PF designation as PF 1-PF 12. ) 

B8@3 �~� 
�8�8�~�~�~� 
Figure Col. A ttribu te Select Keys 

Operator selection of extended attributes is restricted to character attributes; 
extended field attributes are protected against operator input. Character 
attributes of X'OO' are assigned to characters entered, except when the program 
allows the operator to select attributes and the operator has made a selection. 
Where a selection has been made, the same attribute assignment is made for each 
character entered from the keyboard until the operator makes another selection 
for that attribute-type or until the Set Reply Mode is changed to disable selection. 
The types of attribute that the operator is allowed to select must be explicitly 
defined by the application program in the Set Reply Mode function of a Write 
Structured Field command; if the operator is to select symbol �s�e�t�s�~� then the Load 
Programmed Symbols function must also define the set as operator-selectable. 
When attribute selection is allowed, the Operator Information Area shows which 
extended attribute is valid for selection and the current status of that attribute. A 
"field inherit" key ( �~� ) is provided for each type of extended attribute; the 
operator uses this key to cancel a selected attribute and to cause default to the 
extended field attribute. 



Extended Highlighting 

Symbol Set 

[!lJ u 

When data is entered from the keyboard, the character attributes related to the 
location of the data entered into the buffer are updated. If attribute selection is 
allowed and the operator has selected specific attributes, the code of each selected 
attribute is loaded into the character attributes. For each type of extended 
attribute, if selection is not allowed and canceled, the character attribute is set to 
X'OO'. 

With uppercase shift, this key selects reverse video as the Extended Highlighting 
character attribute. 

With uppercase shift, this key selects character blink as the Extended Highlighting 
character attribute. 

With uppercase shift, this key selects character underscore as the Extended 
Highlighting character attribute. 

With AL T shift, this key sets "field inherit" as the Extended Highlighting 
attribute. 

PSA through PSF, with the required shift (uppercase or alternate, depending upon 
the position of the legend on the key),select the symbol-set character attribute. 

With AL T shift, this key sets "field inherit" as the symbol-set attribute. 
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Extended Color 

The color codes, with the required shift (uppercase or alternate, depending upon 
the position of the code on the key), select the extended-color character attribute. 

With AL T shift, this key sets "field inherit" as the extended-color character 
attribute. 

Numeric Lock Feature Operation 

C-16 

When the Numeric Lock feature is installed, the characters (0-9), decimal sigh, 
minus sign (-), and DUP may be entered by the operator in a field identified in 
the field-attribute byte as numeric and unprotected. MSR/MHS input is also 
accepted. Operating any other key that can enter a displayable character causes 
an input-inhibited condition. In addition, the NUM symbol lights on the 3178, 
3278, and 3279 displays. Operating the RESET key enables the keyboard (if 
disabled), and the INPUT INHIBITED light (3277) or NUM symbol (3178, 
3278, 3279) goes out. The nondisplay /nonprint attribute bits 4 and 5 and MDT 
bit 7 operate normally. 

The Numeric Lock feature can be overridden as follows: 

1. On a data entry keyboard, any character can be entered by pressing (and 
holding) the Numeric Shift key or the Alpha Key, depending upon the 
character to be keyed, and then pressing the desired key(s). 

2. On a typewriter keyboard, any uppercase character or symbol can be entered 
by pressing (and holding) the Shift key and then pressing the desired key(s). 

3. On an APL or a text keyboard, any non-APL or non-Text uppercase 
character or symbol can be entered by pressing (and holding) the Shift key 
and then pressing the desired key(s); also, any APL or Text uppercase or 
AL T -Shift character can be entered by placing the keyboard in APL mode or 
Text mode (pressing APL ON/OFF with ALT or TEXT ON/OFF with 
ALT), pressing (and holding) the Shift key or the ALT key (depending upon 
the character to be keyed), and then pressing the desired key(s). 



Note: For devices with attribute-select or overlay keyboards, numeric lock for 
those keyboards is set by an option taken during customizing. The option taken 
applies to all devices with attribute-select and overlay keyboards; if numeric lock 
is set off, all these devices have numeric lock off. 

On a 3277 typewriter or operator console keyboard, the characters that can be 
entered in the field identified in the attribute byte as numeric and unprotected are 
(0-9), decimal sign, and minus sign (-); in addition, on 3277 typewriter 
keyboards, when the· SHIFT or the LOCK key is operated, the DUP character 
may be entered by the operator. 

Keyboard Disabled (INPUT INHIBITED Indicator Is On) 

When INPUT INHIBITED is on (3277 displays), the keyboard and other input 
devices are disabled. In cases caused by operator key action, the input-inhibited 
condition can be cleared by using the RESET key unless one of the following 
conditions coexists: 

1. A command is being executed for a device to which the keyboard is attached. 

2. A magnetic card read operation is in progress. (OICR operation.) 

3. A parity error or cursor check is detected in a terminal buffer. (The INPUT 
INHIBITED indicator will be off as long as the RESET key is pressed, but 
will turn on when the RESET key is released.) 

4. The security keylock is in the off position. (This condition is cleared by 
turning on the security keylock.) 

The following conditions can be cleared by using the RESET key on all keyboards 
(attached to 3178, 3277, 3278, and 3279 displays): 

1. A Program Attention key operation prior to initiation of a command for a 
device with an attached keyboard. 

2. A selector-light-pen attention operation prior to initiation of a command for a 
device with an attached keyboard. 

3. An input-inhibited condition the operator initiated by pressing an alphameric 
key not included in the numeric key grouping when the Numeric Lock special 
feature is installed. 

4. An attempt by the operator to change the data displayed in a protected 
display field. (The CLEAR key can also be used in this case, which places 
nulls in all buffer positions and turns on the INPUT INHIBITED indicator. 
INPUT INHIBITED can then be turned off by pressing the RESET key prior 
to initiation of a command for a device with an attached keyboard.) 

INPUT INHIBITED is turned on by: 

1. Operation of a Program Attention key. 

2. A selector-light-pen attention that caused an 110 interruption or that resulted 
in an operator error. 
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3. A magnetic slot reader (MSR) or magnetic hand scanner (MRS) operation 
that caused an I/O interruption. (3278, 3279 only.) 

4. Turning the security key to the off position when the Security Keylock feature 
is installed, when power is applied initially. 

5. A system-initiated I/O operation addressed to that unit. 

6. Operation of any alphameric key or of the DUP, FIELD MARK, ERASE 
EOF, or DEL key, when the cursor is in a protected field. 

7. Operation of any alphameric key not included in the numeric key grouping 
when the cursor is in a numeric field, without simultaneously operating either 
the Alpha or Numeric shift key on a data entry keyboard or the Shift key on a 
typewriter keyboard, when the Numeric Lock feature is installed on a 
keyboard. 

8. Copying of data in the refresh buffer to another terminal. 

9. The occurrence of a Machine Check, Program Check, or Communications 
Check. 

10. The terminal's being in receive state under SNA protocol. 

INPUT INHIBITED is turned off by: 

1. On 3277 displays: receipt and execution ofa wce withthe Keyboard 
Restore bit on. On 3178,3278, and 3279 displays: receipt and execution of a 
WCC with the Keyboard Restore bit on when the System Lock or Time 
symbol is displayed. 

2. On 3277 displays: receipt and execution of an Erase All Unprotected 
command. On 3178, 3278, and 3279 displays: receipt and execution of an 
Erase All Unprotected command when the System Lock or Time symbol is 
displayed. 

3. Turning of the security key to the on position (if the INPUT INHIBITED 
indicator was turned on because the security key was in the off position). 

4. Operation of the RESET (except as noted under "Reset Key"), TEST, or SYS 
REQ keys in BSC or 3274 B or D unit local operation. 

5. Depression of the DEY CNCL key after receipt of a Printer Not Working 
symbol. 

6. Termination of a Time condition. 

An I/O operation that leaves the 3274 in a send state but does not unlock the 
keyboard can be cleared by using the RESET key on the 3178~, 3278-, or 
3279-attached keyboards. When INPUT INHIBITED is on, on a 3178, 3278, or 
3279 display, manual input to the unit from the keyboard or selector light pen is 
inhibited, except for use of the Shift, AL T CURSR, CURSR BLINK, and Click 
keys. 



INPUT INHIBITED is cleared by a reset action from the control unit or the 
operator. During an unsolicited write operation or during a buffer transfer when 
the 3274 is executing a Copy command in BSC, keystrokes are accepted for 
processing. The 3274 will queue up to four keystrokes and, if the queue capacity 
is not exceeded, will process the input after the host restores the keyboard. 

If the queue capacity is exceeded, all queued keystrokes are discarded, and the 
What symbol is displayed. The What symbol is also indicated if input is attempted 
during Time symbol conditions or during Printer Busy or Printer Not Working 
input-inhibited conditions. 

If the input-inhibited condition is caused by a Machine Check, only an operator 
reset action can reset the device (if it can be reset). Only an operator reset action 
will reset a device that shows a Communication or Program Check condition. The 
Communications Check inhibit symbol does not reappear unless it is 
reencountered by pressing a host communication key on the display keyboard. 
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~ppendix D. APL/Text Feature 

3274 
A, C, and D Units 
and 51 C 

222 Characters 

The APL and text processing capabilities of the IBM 3270 Information Display 
System are available on the devices shown in Figure D-l when attached to an 
appropriately customized 3274 A, C, or D unit. These devices must be equipped 
with the appropriate APL/text and Extended Character Set Adapter or Text 
Print features. 

3287-1, -2, -1 C, -2C 
Printer 

Extended 
Character Set 
Adapter 

APl/Text 

-----------------
222 Characters 

3289-1 or 2 

Line Printer 

Text Print 

Fe8ture 

125 Characters 

.~--+------~ 
3278-1,2,3,4, or 5 
Display Station 

---------------
3279-28 or 3B 
Display Station 

Extended 
Character Set 
Adapter 

APL/Text 

222 Characters 

I { --d--" I Kat3kana,/APL 
1----_ Keyboard 

I --_._----_ .. _,-
I 208 Characte,s 
I -~,--

I 

I EBCDICI"'~:Xd 
Keyboal'd 

---
"'--___ 1_5_9 ~ters 

Figure 0-1. Diagram of APL/Text Devices 
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APL/Text and Test Print Data Streams 

The I/O interface codes used by the APL/text customized 3274, the 3278 and 
3287 with APL/text and Extended Character Set Adapter features, and the 3279 
Models 2B and 3B are shown in Figures D-2 and D-3; codes used with 
Katakana/ APL and Extended Character Set Adapter features are shown in 
Figures D-S and D-6. Figure D-4 shows National Use differences for the I/O 
interface code. The I/O interface codes used by the 3289 text print customized 
3274 and the 3289 with the Text Print feature are shown in Figure D-7. The 
3278/3279/3287 APL/text and the 3289 text print I/O interface codes do not 
affect the operation of any 3274 data stream commands, orders, or control 
characters. All 3278/3279/3287 APL-specific characters are specified by 2-byte 
sequences; each 2-byte sequence consists of a Graphic Escape (hex '08') control 
character followed by a character code. 

The 3274 APL/text data streams: 

• Contain 94 EBCDIC characters (plus space). 

• Specify all APL- and text-specific characters by using a 2-byte sequence 
consisting of a hex 08 control character followed by a character code. 

• Contain 10 graphic plot characters. 

The 3274 text print data streams: 

• Contain 93 U.S. English set characters (plus space). 

• Use different interchange codes to specify some text-specific characters. 

3274 APL/Text and Text Print Customizing Options 

The 3274 APL/text customizing option for the 3278, 3279, and 3287 APL/Text 
and Extended Character Set Adapter features and the 3289 text print customizing 
option for the 3289 Text Print feature are accomplished with extensions of the 
configuration code on the 3274 system diskette. The APL/text and 3289 text 
print configuration code is selectable as part of the 3274 customizing process, 
provided the 3274 control storage size is adequate. 

The 3274 APL/text and 3289 text print customizing options require that 
EBCDIC be specified when customizing the 3274, and cannot be specified for the 
3274 B units (the 3274 D units must be used for local non-SNA attachment). 

3278-1, ·2, ·3, -4, and -5 or 3279·28 and ·38 APL/Text 

D-2 

The APL/Text special feature, the Extended Character Set Adapter special 
feature (prerequisite for the APL/Text feature), and the appropriate APL or text 
keyboard enable a 3278 or 3279 operator to interact with either APL or text 
applications as well as existing applications. 



00 01 10 

Hex 1 
00 01 10 11 00 01 10 11 00 01 10 

Bits 
4567 

0001 

0010 

0011 

0100 

0101 

0110 

0111 

1000 

1001 

1010 

1011 

1100 

1101 

1110 

1111 

Notes: 

2 

3 

4 

5 

6 

7 

8 

9 

A 

B 

C 

o 

E 

F 

I / E~ 
1\ 

e .... 

n e .... 

-/\ 

1\ 

A~ 
i"1 

I 

1\ 

E~ 

E..oIIIIIIIII 

A~ E.oIIIIII 

-
I~ 

IJ 
ODD: 

< * % 

+ > 

Dm 

a 

b k 

c 

d m 

e n 

o 

g p 

h q 

o through [D are the National use differences. They are shown in Figure 0-4. D = Canadian French characters. 

1. No control characters are shown in this chart. 

2. All codes can be entered from the keyboard. 

m 

u 

v 

w 

x 

y 

z 

11 00 

A 

B 

C 

o 

E 

F 

G 

H 

I 1\ 

0 ..... 

J 

K 

L 

M 

N 

o 

p 

Q 

R 

1\ 

U 

11 

U.iII -

$ 

T 

u 

'v 

w 

x 

y 

z 

~its 
0,1 

11 "2,3 

I 1 

2 

3 

4 

5 

6 

7 

8 

9 

u .... 

-

3. Character code assignments other than those shown within all outlined areas of this chart are undefined. If an undefined character code 
is programmed, the character that will be displayed or printed is a hyphen (hex 60); also, a hex 60 will be returned on a subsequent read 
operation. (For control units with Configuration Support C installed, undefined control codes (X'OO' to X'3F') cause a negative 
response (SNA) or an Op Chk (BSC). The character displayed or printed for an undefined character code is unpredictable.) The 
character displayed or printed for a given undefined character code may be different for other devices. IBM reserves the right to 
change at any time the character displayed or printed for any undefined character code. 

4. NL (hex 15), EM (hex 19), FF (hex OC), and NUL (hex OO) are not displayed or printed. The OUP (hex le) and FM (hex 1 E) control 

characters on dual case terminals are displayed as *' and -; respectively, and are printed as * and; . 

5. OUP (hex lC) and FM (hex lE) control characters on mono case terminals are displayed as * and; respectively, and are printed as * and;. 

Figure D-2. APL/Text Feature, l-Byte I/O Interface Codes (3274/3278/3279/3287) 
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Hex 1 

Bits I 
4567 1 
0000 0 

0001 1 

0010 2 

0011 3 

0100 4 

0101 5 

0110 6 

0111 7 

1000 8 

1001 9 

1010 A 

1011 B 

1100 C 

1101 0 

1110 E 

1111 F 

Notes: 

~ Subscripts 

D Superscripts 

00 01 

0 1 

00 

10 11 00 01 

2 3 4 5 

J ~ -

B K -- -

C L - -

0 M - -

E N - -

F 0 - -

G P - -

H Q 
- -

I R - -

01 10 

10 11 00 01 10 

6 7 8 9 A 

U..;. 0 -

--- II 

r A II I 11 0 

--.. 
S .. I- I-- .-
T ~I IIIIi • -

I I .. I n U -

V I 1- .Il~ - I 

W -

X - -y V 11 -

r Z -

t ::) n 

t- c u 

~ ):! 1 

r 0 [ 

L ± ~ 

.... ~ 
0 

1. These codes, preceded by a hex 08 control character, transmit the graphics shown. 

2. No control characters are shown in this chart. 

11 00 

B C 

ex { 

€ ("II1II 

t + ..... 

p • 
w L 

J I 
~.-

x f-. 
\ 1 

§ 

V rA 

~ .y 

T I 
] ¢ 

of:. r 
I <\> 

11 

01 10 11 

0 E F 

} 1~ 
, 'l1li "l1li 

~1 1 

_ ..... 
.... 2 

2"I11III 

+ ... 3 
3""'1 

"'III 
-.l 4 

, 5'I11III 

-t 6"'II1II 

T 
'I11III 

7 

~ 8"I11III 

'l1li 
9 

I I 
-

! \ V-

t t D I:::, -

~ e ® 

I ~ IE ~ 
A q) .-

~ its 
0,1 

~. 2,3 

~H ex 0 

3. All codes within the solid outlined areas of this chart can be entered from the keyboard; the 10 graphic plot characters within the dashed 
outlined area cannot be entered from the keyboard. 

4. Character code assignments other than those shown within all outlined areas of this chart are undefined. If an undefined character code is 
programmed, the character that will be displayed or printed is a hyphen (hex 60); also, a hex 60 will be returned on a subsequent read 
operation. The character displayed or printed for a given undefined character code may be different for other dev"ices. I BM reserves the 
right to change at any time the character displayed or printed for any undefined character code. 

Figure D-3. APL/Text Feature, 2-Byte I/O Interface Codes (3274/3278/3279/3287) 
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Code Key ...... 
(Note 1) a u II a II 1m IJ IJ IJ 1m III III II] ED 

~ Charactor Set I EBCDIC 4A 4F SA 5B 5F SA 79 7B 7C 7F A1 CO DO EO 

English (US) ~ I I $ - I \ # @ " - { } \ I 

Austrian/German A I U $ 
..... 0 

\ # ~ " ~ a (j 0 
Austrian/German (Alternate) 0 I u U """"'I ~ A 0 a 
Danish/Norwegian # I ~ A ..... 

cf> 
, 

A: 0 " (j CB A \ 

Danish/Norwegian (Alternate) ¢ I A A --, I A: 0 ce I 

-------
Finnish/Swedish 8 I p: A '" 0 Ii A 0 " u a A E ~ 

Finnish/Swedish (Alternate) 0 I 0 A --, I A 0 a I 

French 0 
I § $ 

..... , , .£ , 
" 

, 
u a · . e e c;: 

Italian 
0 

I J '" 
, , :£ § " 

\ , 
I 

, 
$ 0 U I a e c;: 

Portuguese (Note 2) [ I J $ 
..... 0 A 0 " I - C c;: a I 

[ I PI 
.. ,..,.. 

" { 
I 

j \ Spanish 1 Pts """"'I N @ · . 

Spanish (Alternate) ~ I I Pts """"'I I N @ n I 

$ I I :£ - I .. 
# " { } \ English (UK) I @ -

Belgian [ I I $ 
..... 

LA 
, 

1+ a " · . e ~ c;: 

Brllzi I ian /Portuguese E I $ C 
..... 

c;: a 0 A " 
.. 5 e \ 

Japanese (English) £ I I ¥ - I \ # @ " { } $ I -
[ I 1 -- n \ N " { } \ Spanish Speaking $ @ 

, , 

Cunadil'ln (French) a I $ 
..... U 

\ 
# " , , 

I e ~ !> "/"" ((~ 

[ I I $ '" I \ # @ " 
..... { } \ Intemational I 

--"-.. 

Notes: 

1. See Figure D·2 for code poin ts. 
2. Portugal 

s. Host system to control unlt ·4C or EO is C 
b. Control unit to host system ·EO is C 
c. Con trol unit to host system ·4C ( < ) is removed. 

Figure D·4. National Use Differences I/O Interface Code (3274/3278/3279/3287) 
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00 01 

Hex 1 
00 01 10 11 00 

J 
0-1 10 11 00 

Bits 
4567 a 1 2 3 4 5 6 7 8 

0000 a SP & -

0001 1 I / ? 0 

r---
0010 2 r ;;:t l' 

0011 3 ~ t> r) 

0100 4 \ J. I 

0101 5 . ::3 11 

0110 6 '3 IV 1J --0111 7 p L =t 

1000 8 1 - I ? I 
1001 9 ~ [ 'J 

-
1010 A £ ! : ::J 

1011 B ¥ , # -
1100 C < * % @ ij I 

1101 0 ( ) 
, 

:.; -

1110 E + > = :;:z 

I ? 
II t 1111 F 

-, 

Notes: 

1. No control characters are shown in this chart. 

2. All codes can be entered from the keyboard. 

10 

01 10 11 

9 A B 

~l 
51 -

=f " 
\~ It 

-
T -:( 

r- =---

t L 

-
- ;J 

X f 

+ P 

) ] l; 

J 0 -r]" r:; 

J\ ::5 J 

t Ij \\ 

J JlJ 
0 

11 

00 01 

C 0 

A J 

B K 

c L 

D M 

E N 

F 0 

G p 

H Q 

I R 

10 

E 

$ 

I 
S 

T 

U 

V 

W 

X 

y 

Z 

11 

F 

0 

1 

2 

3 

4 

5 

6 

7 

8 

9 

~ its 
0,1 .. 2,3 

"H ex a 

3. Character code assignments other than those shown within all outlined areas of this chart are undefined. If an undefined character code 
is programmed, the character that will be displayed or printed is a hyphen (hex 60); also, a hex 60 will be returned on a subsequent read 
operation. The character displayed or printed for a given undefined character code may be different for other devices. I BM reserves the 

right to change at any time the character displayed or printed for any undefined character code. 

4. NL (hex 15), EM (hex 19), FF (hex OC), and NUL (hex 00) are not displayed or printed. The DUP (hex lC) and FM (hex 1 E) control 

characters on dual case terminals are displayed as -;;; and;- respectively, and are printed as * and; . 

5. DUP (hex 1 C) and FM (hex 1 E) control characters on mono case terminals are displayed as * and; respectively, and are printed as * and; . 

Figure D-5. Katakana/APL l-Byte I/O Interface Codes (3274/3278/3279/3287) 
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00 01 10 11 ~ its 
0,1 

Hex 1 

Bits 

J 4567 

00 01 10 01 

5 

10 

8 

01 10 11 00 11 00 11 00 01 10 11 

"""" 
2,3 

B C 0 E F ,.H ex 0 o 3 2 4 6 7 9 A 

0000 0 { } 
, 

""" 0: 

0001 1 ~ J (~ ) "II ~ 
€ ... ' 1 

0010 2 B K -- ---
\ +~ -

-~ 

~2 
2"'I11III s .. :- li-

0011 3 C L 
- -

""IIlI 

P • + ... 3 3 III ... -
0100 4 0 M 

- -

""IIlI 

W L_ -.J 4 u I I .. ! n 

0101 5 

0110 6 

E ~ -

F 0 

~ 
I l 5 - 6""1 x f- -1 

y- • I _. 
~------~--~----+---~---+--~~--+---~--__ ---41"1~ __ 

w 
- --

0111 7 G p 
- \- 1 T 7""1 

1000 8 H Q 
-- - " ~ 8""1 

S 
~ 

1001 9 I R 9 - --

1010 A n 'I A I I -
1011 B u D. V 

! \ V-

1100 C i T r I t D 6. 
,.--

1101 0 [ 1 ¢ Ljl e ® 

1110 E ~ -::/= r ~ ffi 1 
1111 F 

0 \ ~ A <P I 
Notes: 

~ Subscripts 

D Su perscri pts 

These codes, preceded by a hex 08 contro; character, transmit the graphics shown. 

2. No control characters are shown in this chart. 

3. All codes within the solid outlined areas of this chart can be entered from the keyboard; the 10 graphic plot characters within the dashed 

outlined area cannot be entered from the keyboard. 

4. Character code assignments other than those shown within all outlined areas of this chart are undefined. If an undefined character code is 

programmed, the character that will be displayed or printed is a hyphen (hex 60); also, a hex 60 will be returned on a subsequent read 

operation. For control units with Configuration Support C installed, undefined control codes from X'OO' to X'3F' cause a negative 

response (SNA) or an Op Chk (BSC). The character displayed or printed for a given undefined character code may be different for other 

devices. I BM reserves the right to change at any time the character displayed or printed for any undefined character code. 

Figure D-6. Katakana/APL 2-Byte I/O Interface Codes (3274/3278/3279/3287) 
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00 01 
Hex 1 

00 01 10 11 00 01 10 11 00 
Bits 

J 4567 0 1 2 3 4 5 6 7 8 

0000 0 I SP & -
0001 1 / a -
0010 2 b 

0011 3 c 

0100 4 d 

0101 5 e 

0110 6 f 

0111 7 9 

1000 8 h -
1001 9 r \ i 

1010 A ¢ ! 
, I I 

1011 B $ * { , 

1100 C < * % @ ~ 

1101 0 CR ( ) 
, (~ -

1110 E + ; > II +~ 

1111 F I --, ? " + 
Notes: 

~ Superscripts 

10 

01 10 11 

9 A B 

r -~ O~ 

j ~ 1~ 
k s 2~ 

I t 3"II1II 

m u 4~ 

n v 5~ 

0 w 6"liliiii 

P x 7~ 

q y 8~ 

r 7. 9" 
} L. .J 

J:r r ..., 

)~ [ J 

± it ~ 

• • -

00 01 

C 0 

{ } 

A J 

B K 

C L 

0 M 

E N 

F 0 

G P 

H a 
, R 

11 

10 

E 

\ 

D 
S 

T 

U 

V 

W 

X 

y 

Z 

11 

F 

0 

1 

2 

3 

4 

5 

6 

7 

8 

9 

~~ its 
0,1 

~ 2,3 

~'H 

-

1. No control characters except CR (hex 00) are shown In this chert. The CR control character provides the capability to inhibit line 
advance after a line of characters Is printed. 

2. Character code hex A 1 causes a 0 (degree) character to print when the 3289 text print belt is installed and a ...... (tilde) character to print 
when a U.S. English 3289 print belt Is Installed. 

3. Character code assignments other than those shown within the outlined areas of this chart are undefined. If an undefined character code 
is programmed, the character that will be printed Is a hyphen (hex 60); also, a hex 60 will be returned on a subsequent read operation. 
I BM reserves the right to change at any time the character printed for an undefined character code. 

4. NL (hex 15), EM (hex 19), FF (hex OC), and NUL (hex 00) are not printed. The OUP (hex 1C) and FM (hex 1 E) control characters are 
printed as * and; respectively. 

Figure D·7. 3289 Text Print Feature I/O Interface Codes 

D·8 



tfPL Keyboards 

The 3278/3279 APL keyboards are typewriter-like keyboards with keys that 
contain both APL and the featured-language characters. The APL characters are 
colored orange (on white keys). The PF 1 through PF 12 keys on the APL 
keyboards are located on the right side of the keyboard instead of on the front of 
the top row of keys as on non-APL keyboards; PF13 through PF24 keys are not 
available on APL keyboards. The Numeric Lock feature is available for all APL 
keyboards. 

87 - and 88-Key Typewriter / APL Keyboards 

The 87-key typewriter/ APL (U.S. English) keyboard is shown in Figure D-8 (the 
Japanese English typewriter/ APL keyboard has 88 keys). This keyboard is 
available in all 3278/3279 keyboard lan~ages. 

The typewriter/ APL keyboard enables a 3278/3279 operator to enter the 81 
APL-specific characters as well as the 94-character-plus-space EBCDIC 
dual-case character set. The following characters can be entered: 

With APL "off" - 94 EBCDIC characters plus space 
With APL "on" - 81 APL-specific characters plus: 

10 numerics (0 through 9) 
26 uppercase alphabet characters 
16 invariant symbols (excluding & and %) 

When the display station is first turned on, the typewriter/ APL keyboard 
operates like the 75-key typewriter keyboard without APL, with the exception of 
the PF1-PF12 keys. Pressing the APL ON/OFF key (with the ALT key held 
down) causes the keyboard to enter APL mode (the letters APL display in the 
Operator Information Area); in this mode the APL characters on the right half of 
the keys may be entered (the Shift, Lock, and AL T keys are used to select the 
desired character on a key). The keyboard is returned to normal (non-APL) 
mode by pressing the APL ON/OFF key again. 

Figure D-8. 87-Key Typewriter/APL Keyboard 

Appendix D. APL/Text Feature D-9 



88-Key Katakana Typewriter / APL Keyboard 

The 88-key Katakana typewriter! APL keyboard (available for IBM World Trade 
Americas/Far East only) is shown in Figure D-9. 

The Katakana typewriter/ APL keyboard enables a 3278/3279 operator to enter 
the 81 APL-specific characters as well as the 127 -plus-space Japanese Katakana 
character set. The following characters can be entered: 

With APL "off" - 127-character Japanese Katakana set 
plus space 

With APL "on" - 81 APL-specific characters plus: 
10 numerics (0 through 9) 
26 uppercase alphabet characters 
16 invariant symbols (excluding & and %) 

When the display station is first turned on, the Katakana typewriter / APL 
keyboard operates like the 88-key Katakana typewriter keyboard without A;I>L, 
with the exception of thePF 1 through PF 12 keys. Momentarily pressing the APL 
ON/OFF key (with the ALT key held down) places the keyboard in APL 
downshift mode (the letters APL display in the Operator Information Area). 
APL upshift characters can be entered either by pressing and holding either 1-

(upshift) key or by pressing the @ (Lock) key; when the keyboard is locked 
in APL upshift mode, pressing either-key returns the keyboard to APL downshift 
mode. The APL characters on the right front of keys can be entered by pressing 
and holding the AL T key. The keyboard is returned to non-APL mode (ALPHA 
downshift) by pressing the APL ON/OFF key again. 

Figure D-9. 88-Key Katakana Typewriter/ APL Keyboard 

APL Keyboard World Trade Considerations 

D-10 

The APL programming support does not support certain Canadian-French and 
Katakana characters on the Canadian-French and Katakana typewriter/ APL 
keyboards. The unsupported Canadian-French characters are all those enterable 
by a dead-key sequence except a , e ,e, and u. The unsupported Katakana 
characters are those with I/O interface codes that are not included in the 
94-character-plus-space EBCDIC character set. However, the 3274 control units 
do not block these unsupported codes when they are sent inbound to the host 
system. 



87-Key Typewriter/Text Keyboard 

The 87-key typewriter/text keyboard (shown in Figure D-10) is a typewriter-like 
keyboard with keys that contain both U.S. English and text-specific characters. 
This keyboard is available for U.S. English only (the text keyboard is not 
available in IBM Europe/Middle East/Africa countries). 

The text-specific characters are colored green (on white keys). The PFI-PF12 
keys on the typewriter/text keyboard are located on the right side of the 
keyboard instead of on the front of the top row of keys as on nontext keyboards; 
PF13-PF24 are not available on the typewriter/text keyboard. 

The 3278/3279 operator can use the typewriter/text keyboard to enter the 65 
text-specific characters as well as the 94-character- plus-space U. S. English 
character set. The following characters can be entered: 

With Text "off" - 94 U.S. English characters plus space 
With Text "on" - 65 text-specific characters plus: 

10 numerics (0 through 9) 
26 uppercase alphabet characters 
26 lowercase alphabet characters 
9 symbols (. < , , > ? : I ~) 

When the display station is first turned on, the typewriter/text keyboard operates 
similarly to the 75-key typewriter keyboard without text, with the exception of the 
PFl through PF12 keys. Pressing the TEXT ON/OFF key causes the keyboard 
to enter text mode (the letters TEXT display in the Operator Information Area); 
in this mode the text characters on the right half of the keys may be entered (the 
Shift, Lock, and AL T keys are used to select the desired character on a key). The 
keyboard is returned to normal (non-text) mode by pressing the TEXT ON/OFF 
key again. 

Figure 0-10. 87·Key Typewriter/Text Keyboard 
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3287-1 and -2 with APL/Text 

The 3287 APL/Text special feature and its prerequisite Extended Character Set 
Adapter special feature enable the 3287to print the following characters: 

• 94 EBCDIC characters plus space 

• 81 APL-specific characters 

• 37 text-unique characters 

• 10 graphic plot characters 

3289-1 and -2 with Text Print 

D-12 

The 3289 Text Print special feature (not available in IBM Europe/ Middle 
East/Africa countries) enables the 3289, when equipped with the text print belt, 
to print the following characters: 

• 93 U.S. English characters plus space 

Note: This 93-character U.S. English set is identical to the normal 
94-character U.S. English set except the tilde ( "-' ) symbol is not included. 

• 3 2 TN characters 

A 3289 with the Text Print feature can operate with the 125-character text print 
belt on a 48-, 64-, or 94-character U.S. English print belt at the following 
maximum speeds in lines per minute (lpm): 

• With the 125-character text print belt installed 

Modell = 40 lpm 

Model 2 = 160 lpm 

• With the 48-, 64-, and 94-character print belts respectively 

Model 1 = 155 lpm, 120 lpm, 80 lpm 

Model 2 = 400 Ipm, 300 lpm, 230 lpm 

Note: Actual printer throughput depends upon operational and system 
characteristics. Maximum print speed may be affected by such factors as 
communication line speed, control unit load, character set, and application 
program. 

Local or host-initiated copy operations from a 3278/3279 to a 3289, with or 
without the text Print feature installed, are limited to the normal 
3274/3278/3279/3287/3289 94-character U.S. English set. 



BSC Copy Command 

Local Copy 

For control units operating under BSC, if APL- or text-specific characters reside 
in the device buffer, a copy operation initiated by the BSC Copy command will be 
allowed only to another ECSA featured device. If the "to" device is not equipped 
with an ECSA feature, an operation check will be returned to the host. 

A local copy from an ECSA featured display with APL/text characters on the 
screen will print correctly on an ECSA-featured 3287 printer with APL ROS 
installed. Local copy from an ECSA-featured display with APL/text characters 
on the screen will be allowed to print on a non-ECSA-featured 3287 printer. The 
standard EBCDIC character set will print correctly, but APL/text-specific 
characters will print as EBCDIC characters or hyphens. 
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Ipendix E. Katakana Feature 

:erface Codes 

This appendix contains Katakana unique information interface codes and the 
keyboard shift operations. 

Figures E-1 and E-2 show the Japanese Katakana EBCDIC interface codes for 
several control unit/device combinations. 

00 01 10 11 -
Hex 1 00 01 10 11 00 01 10 11 00 01 10 11 00 01 10 11 -Bits 

1 4567 0 1 2 3 4 5 6 7 8 9 A B C D E F 4-

0000 0 NUL SP & - ') $ 0 

0001 1 SBA 0 1. / ? 'j A J 1 

0010 2 EUA r ~ l' t r\ B K S 2 

0011 3 Ie 
~ 

t> 'J 'J C L T 3 

0100 4 ~ I j ? D M U 4 

OWl 5 PT NL 3 ~ ~ - E N V 5 

0110 6 '7 '~ 7J j <> F 0 W 6 

0111 7 ? :t - j G P X 7 

1000 8 i - ') ~ t H 0 Y 8 

1001 9 EM "J ':r J t> I R Z 9 

1010 A ] ) ] f.., 

1011 B ¥ it 0 

1100 C DUP RA < . 
% @ 1 J 'J 

1101 D SF ( ) 
- j J\ 'J J 

1110 E FM + > = ;:l, t ') " 

1111 F SUB I -, 7 t? J )1 
0 

Notes: 
1. Character code assignments other than those shown within all outlined areas of this chart are 

undefined. If an undefined character code is programmed, the character that will be displayed 
or printed is not specified. The character displayed by the 3277 for a given undefined 
character code'may be different for other devices. IBM reserves the right to change at any time 
the character displayed for an undefined character code. 

2. Hex codes 4A, 5A, 6A, and 7F are used for CU addressing, device addressing, buffer addressing, 
and control purposes {for example, WCC and CCC}, but have no associated graphic characters. 

3. The DUP and FM control characters are displayed or printed as * and,' respectively. 

Bits 

0,1 

2,3 

Hex 0 

4. For 3277,3284,3286,3287 {with the 3271/3272 Attachment feature}, and 3288 terminals 
attached to a 3274 Control Unit, the NL and EM control characters occupy one character position 
in the buffer, display or print as' and 9, are never executed, even b-y printers not operating under 

Format Control, and are transmitted as hex 45 and F9 to the host on a subsequent read operation. 
5. For AID, attribute, write control (WCC), copy control {CCC}, CU and device address, buffer 

address, sense and status characters, bits a and 1 are assigned so that each character can be 

represented by a graphic character. 
6. The SUB control character (hex 3F) is not supported for terminals attached to a 3274 Control 

Unit. 
7. For BSC data-link control characters, see Chapter 4. 

Figure E-l. Japanese Katakana EBCDIC I/O Interface Code for 3274 Control Units with 3277, 
3284,3286,3287 (with 3271/3272 Attachment Feature), and 3288 Terminals 
Attached 
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E-2 

00 01 

Hex 1 00 01 10 11 00 01 10 

Bits l 4567 0 1 2 3 4 5 6 

0000 0 NUL SP 81 -
OQOl 1 SBA 0 I / 

0010 2 EUA r ~ 

0011 3 Ie ..J t> 

0100 4 , J. 

0101 5 ~T Nl 3 

0110 6 '3 ';,I 

0111 7 I' 

1000 8 GE l' -
1001 9 EM ., 
1010 A £ ! 

1011 B ¥ 

1100 C FF DUP RA < . % 

1101 0 CR SF ( ) 

1110 f FM + > 
1111 F I -, ] 

Notes: 

10 

11 00 01 10 

7 8 9 A 

') 

P ') -
l' f '\ 

') 'J t, 

I ; ":( 

A I- -
tJ j i, 

t - j 

') 5( t 
'J ;f t> 

J ) 1 

it 

@ 1) 3 

:; J\ ') 

= ~ t I) 

" 1:: -; " 

11 

11 00 01 

B C 0 

A J 

B K 

C L 

0 M 

E N 

F 0 

G P 

H Q 

I R 

II 

U 

'J 

:; 

,I 

0 

10 

E 

$ 

S 

T 

U 

V 

W 

X 

y 

Z 

11 

F 

0 

l' 

2 

3 

4 

5 

6 

7 

8 

9 

f-

f+-

~ 

Bits 
0,1 

2,3 

Hex 0 

1. Character code assignments other than those shown within all outlined areas of this chart are 
undefined. If an undefined character code is programmed, the character that will be displayed or 
printed is a hyphen (-); hex code 60 will be returned on a subsequent read operation. For control 
units with Configuration Support C installed, undefined control codes from X'OO' to X'3F' cause a 
negative response (SNA) or an Op Chk (8SC). IBM reserves the right to change at any time the 

character displayed for an undefined character code. 

2, CR, NL, EM, and FF control characters are displayed or printed as blank characters. The DUP 

and FM control characters are.displayed as * and; respectively. 
3. Hex code 6A is used for CU addressing, device addressing, buffer addressing, and control purposes 

(for example, WCC and CCC), but has no associated graphic character. 
4. For AID, attribute, write control (WCC), copy control (CCC), CU and device address, buffer 

address, sense, and status characters, bits 0 and 1 are /Jssigned so that each character 
can be represented by a graphic character. 

5. For 8SC data-link control characters, see Chapter 4. For the SCS control codes associated 

with the SNA Character String feature on 3287 (with the 3274/3276 A ttachment feature) and 

3289 printers, see Chapter 2. 
6. For 3277,3284,3286,3287 (with the 3271/72 Attachment feature), and 3288 terminals attached 

to a 3274 Control Unit, when graphic characters £ ! " and - (hex 4A, 5A, 7F, and A 1) are 
programmed, they display or print a # I ' (apostrophe) and -, respectively; on a subsequent read 
operation, they will be returned as hex 78, 4F, 70, and 5F respectively. 
Furthermore, when control characters NL; EM, FF, and CR are programmed, they are not 
executed, occupy a single-character position in the buffer, and display or print as· 9 < and> 
respectively; hex codes 45, F9, 4C, and 6E will be returned respectively on a subsequent read 

operation. 

Figure E-2. Japanese Katakana EBCDIC I/O Interface Code for 3274 Control Units with 3262, 
3278,3279,3287 (with 3274/3276 Attachment Feature), and 3289 Tenninals 
Attached 



~eyboard Shift Operations 

The Katakana keyboards shift operations are different from the other EBCDIC 
keyboards described in Appendix C. The following paragraphs discuss the unique 
keys and operations. 

JATIN SHIFT and KANA SHIFT Keys-3277 

To place the keyboard in the lower shift of either Latin or Katakana (Kana) 
mode, press and release the desired mode shift key. This enables the characters 
on the lower portion of each character key to be generated. Holding the shift key 
depressed while operating the character keys causes the upper .. shift characters of 
the selected mode to be generated. 

In addition, a single depression of the Lock key locks the keyboard in the upper 
shift of the selected mode. A second depression, of the Lock key returns the 
keyboard to the lower shift of the selected mode. 

With two exceptions, once a mode is selected, the keyboard remains in that mode 
until the operator changes the mode by operating the Alternate Shift key. These 
exceptions are: 

1. When power is initially applied, the keyboard is automatically placed in Latin 
mode. 

2. (Data entry keyboards only) - When the cursor enters a numeric field, the 
data entry keyboard is automatically placed in upper-shift Latin mode. Only 
0-9, minus ( .. ), decimal sign, and DUP may be entered when in this mode. 

While the cursor remains in the numeric field, the upper .. shift Latin m.ode can be 
overridden, one character at a time, by depressing the appropriate shift key as 
follows: 

Upper .. shift Kana mode - While holding the KANA SHIFT key depressed, 
press the selected character key. 

Lower .. shift Kana mode - Press and release the KANA SHIFT key; then 
press the selected character key. 

Upper-shift Latin mode - While holding the LA TIN SHIFT key depressed, 
press the selected character key. This permits keying in upper-shift Latin 
mode characters other than 0-9, minus ( .. ), decimal sign, and DUP. 

Lower .. shift Latin mode - Press and release the LATIN SHIFT key; then 
press the selected character key. 

In all cases, when the selected character has been entered and the key (or keys) 
has been released, the keyboard returns to upper .. shift Latin mode. 

When the cursor leaves the numeric field, the keyboard returns to lower shift of 
the most recent Latin or Kana mode used by the operator. This is independent of 
whether the last mode was caused by an override by the operator or by the mode 
being used just prior to entry of the cursor into the numeric field. 
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Katakana Shift Keys-3I78, 3278, and 3279 

E-4 

Four shifts [upper and lower left (UL and LL) and upper and lower right (UR 
and LR)] on the Katakana keyboards are used with the 3178, 3278, and 3279 
displays: 

Shift Typewriter Keyboard Data Entry Keyboard Operator Message 

UL ~Kr'" Alpha Symbol ~1~ Alpha Symbol Numeric ALPHA tf 
LL ~:-7 A.lphameric ~q. Alpha ALPHA 

UR 
111" 

KANA Symbol 
11-r 

KANA Symbol t.J j tf ~C-5 gC-5 

LR t.J j Katakana t.Jj Katakana t.Jj 

The characters associated with each shift level are shown in the corresponding 
position of the key tops. In normal operation, the appropriate shift key is pressed 
and released to enter the required shift level; the keyboard remains in that shift 
level until another is selected. However, in a programmed numeric field (program 
attribute), the keyboard is automatically set to the upper left (UL) shift, and all 
characters for that shift are valid, unless a keyboard with the Numeric Lock 
feature is being used. The Numeric Lock feature limits the entries to 0-9, minus 
(-), decimal sign, and DUP. This automatic UL shift may be overridden by 
pressing and holding the desired shift key; releasing the shift key returns the 
keyboard to the UL shift. 

Holding a shift key when leaving the programmed numeric field causes the 
keyboard to enter and remain in that shift level until another shift key is pressed. 

On a data entry or data entry (keypunch layout) keyboard, the Numeric Lock 
feature is disabled while the Alpha, Numeric, Latin Shift, Lock, or upper left shift 
(3278) key is operated. 

On a 3277 typewriter or operator console keyboard, the characters that can be 
entered in the field identified in the attribute byte as numeric and unprotected are 
(0-9), decimal sign, and minus sign (-); in addition, on 3277 typewriter 
keyboards, when the Shift, Latin Shift, or Lock Key is operated, the DUP 
character may be entered by the operator. 



·ppendix F. Encrypt/Decrypt Feature 

ncrypt/Decrypt Products 

The IBM Cryptographic Subsystem is a combination hardware and programming 
implementation of cryptography for data security. It consists of the following 
separate products: 

IBM Programmed Cryptographic Facility Program Product (OS/VS1 and 
OS/VS2 MVS only). 

ACF/VTAM (Level 3.0 or higher) Encrypt/Decrypt feature. 

• 3274/3276 Encrypt/Decrypt feature. 

The first two products reside at the host processor; the third resides in the control 
unit. 

11M Programmed Cryptographic Facility Program Product 

This product contains the following functi9ns: encrypt/decrypt, key generation~ 
and key management. The encrypt/decrypt function is an IBM programmed 
implementation of the Federal Data Encryption Standard (DES) algorithm as 
published by the National Bureau of Standards in January 1977 and adopted as 

. the United States Federal Information Processing Standard (FIPS 46) in July 
1977. 

The other functions of the IBM Programmed Cryptographic Facility generate new 
keys upon request and in general manage all the keys used throughout the 
network. Under the IBM key management concept, since the enciphering 
algorithm is published, protection is derived from keeping the keys secret . 

. 4CF/VTAM Encrypt/Decrypt Feature 

This feature provides cryptographic support in ACF /VT AM by: 

Allowing the specification of a physical cryptographic feature on a Logical 
Unit (LU) basis. 

Being an interface with the Programmed Cryptographic Facility Program 
Product for enciphering and deciphering messages and key management. 

Supporting cryptographic changes to SNA. 
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3274/3276 Encrypt/Decrypt Feature 

F-2 

This feature provides hardware implementation of the DES algorithm for 
encrypting and decrypting data on a TP line. For 3274 installation, it is 
applicable to the 3274C Models operating in SNA/SDLC mode. When used 
with the ACF /VTAM Encrypt/Decrypt feature described above, data 
transmitted via the transmission subsystem can be safeguarded through 
cryptography from modification, disclosure, or both. Installed in the control unit 
with SDLC line control, this feature provides encrypt/decrypt services for up to 
32 attached terminals. In,cluded in the feature are: 

A single secondary LV key (terminal master key) storage element and logic to 
perform enciphering and deciphering operations for secondary LVs by 
block-chaining. 

A cryptographic diskette to be used when initially installing or changing the 
terminal master key in the 3274. 

A security keylock located in the customer access area of the control units. 

A mercury battery, IBM PN 1743456, to sustain the terminal master key 
when the control unit power is off. 

When the Encrypt/Decrypt feature is used in conjunction with other IBM 
Cryptographic Subsystem products and is operating in an SNA/SDLC 
environment, data may be transmitted between the control unit and the host 
computer in a form that precludes accidental or intentional disclosure; neither can 
the data be modified without detection. 

In SNA terminology, communication occurs between network nodes (application 
programs and terminals), each node being an LV. Data may be transmitted 
between the host computer (the primary LV) and a terminal attached to the 
control unit (the secondary LV) once the LVs have established an LV-LV 
session. When the cryptographic function is not used, the data is transmitted in 
the clear, that is, not enciphered. When the cryptographic function is used, the 
data is enciphered, thus permitting the end-users to communicate the data 
between the LV s in a secure manner. 

It is important to note that only the data transmitted via the transmission 
subsystem between the host computer and the control unit may be protected by 
cryptography. Data passing between the control unit and its attached terminals 
(display stations and printers) is not enciphered. 

Two types of cryptographic LV-LV sessions may be established: required 
cryptographic and selective cryptographic sessions. In the first type, all data 
transmitted between the host computer and the control unit is enciphered dUring 
the LV-LV session. In the second type, data is enciphered at the option of the 
application program; thus, enciphering of data can be selected or suppressed by 
the host LU, but not by the control unit LV. 



Establishing Cryptographic Sessions 

Bind Command Processing 

Before cryptographic session can be established, the A CF /VT AM 
Encrypt/Decrypt feature must recognize a request for a cryptographic session and 
determine the cryptographic capability of the host processor and the control unit. 
The ACF /VTAM Encrypt/Decrypt feature calls the lSM Programmed 
Cryptographic Facility Program Product to generate a cryptographic session key in 
two versions. The first version is enciphered under the host master key and is 
stored in the host processor. From this first version, the program product 
produces a second version enciphered under the secondary LU key. The 
secondary LU key is a key encrypting key associated with the secondary LU and is 
used to protect the cryptographic session key during transmission to the secondary 
LU. The cryptographic session key is used to encipher and decipher data that will 
be transmitted between the primary and secondary LUs once a cryptographic 
session has been established. 

To establish a cryptographic session, the host processor transmits the enciphered 
cryptographic session key to the control unit as part of the Bind command. The 
control unit can decipher the session key, since the secondary LU key is known 
(having previously been inst::tlled in the control unit by a security officer). 

In addition to storing the encrypted session key, the control unit takes part in the 
following cryptographic protocol: 

• A pseudo-random value (N) is encrypted under the just-received session key 
(KS), and this 8-byte quantity EKS(N) is sent to the host as part of the Bind 
response. 

• A valid host will decrypt EKS(N), invert 4 bytes of N, re-encipher the value, 
and send this 8-byte quantity EKS(N) to the control unit as part of the crypto 
verification (CRV) command. 

The control unit decrypts EKS(N), inverts N, and compares this value N with the 
original N. If the values are identical, a positive response is sent to the host, and 
the conditions of a cryptographic protocol have been met. This cryptographic 
protocol serves two purposes: 

1. It verifies that both host and control unit are using the same data encrypting 
key (KS). 

2. It validates the host's cryptographic capability, thus preventing an active 
wiretapper from using the control unit to decipher captured enciphered data. 
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The following chart illustrates how; the cryptographic protocol fits in with the 
SNA commands which invoke and terminate a cryptographic session: 

PLU Host Application SLU Terminal Devices 

Bind + Enciphered Session Key ~ 

... Bind Response + Enciphered 

CRV + Enciphered N ~ 

... CRV Response 

SOT ~ 

• SOT Response 

Data .. 
... Data 

UNBIND ~ 

... Unbind Response 

N 

Installing the Secondary L U Key in the 3274 

A copy of the secondary LU key (the terminal master key) must be installed in the 
3274. The procedure to install this key should be performed by someone in a 
position of trust, such as a security officer. The key can only be entered from the 
keyboard of a 3178 or 3278 attached to port AO of the 3274. To reduce the 
possibility of exposing the terminal master key prior to installing the key, the 
procedure requires that the customized system diskette be removed from the 3274 
and replaced by the cryptographic diskette. A physical key is then inserted and 
rotated in a security keylock located inside the customer access area of the 3274. 
The terminal master key is entered, together with the control unit identification, 
from the 3178, 3278, or 3279 keyboard. At no time is the terminal master key 
displayed on the display station screen. Once the terminal master key has been 
installed in the 3274, the security key is removed from the security keylock, and 
the cryptographic diskette is replaced by the customized system diskette. 

Terminal Master Key Verification for the 3274 

F-4 

Once the terminal master key has been installed in the 3274, the 3274 generates a 
verification pattern based on the terminal master key. Each terminal master key 
generates a unique verification pattern. To verify that the correct terminal master 
key is installed in the 3274, the cryptographic diskette is inserted in the 3274. By 
interrogating the 3274 from the 3178, 3278, or 3279 (attached to port AO of the 
3274), the display station operator can check that the terminal master key is 
correct. This verification procedure can be performed by any operator without 
compromising the security of the Encrypt/Decrypt feature. 

Note: The characters entered for the terminal master key are hexadecimal 
characters. Each byte of the key-variable, consisting of two of these hexadecimal 
characters, must have odd parity. This means that the number of 1 bits in that 
byte of the key-variable must be odd. 



'ppendix G. Request Formatted Maintenance Statistics (RECFMS) Formats 

This appendix describes the formats of the four RECFMS responses the 3274 
Control Unit can send to the host system in response to an REQMS command. 

Counters in type 1, 2, and 3 responses do not wrap when they exceed their 
maximum value; they maintain the maximum value. 

The log areas are reset when: 

• The 3274 is turned off (types 1,2, and 3). 

• The concurrent test, section 4, Error Log Erase, is executed for the 3274 
Common Communications Adapter/High-Performance Communications 
Adapter (CCA/HPCA) (type 3 only). 

• The execution of RECFMS is completed normally as the response to an 
REQMS with a "RESET" request (types 1,2, and 3). 

REQMS Request Type I-Link Test Statistics 

Bytes 14, 15 - Number of times the Test command was received. 

Bytes 16, 1 7 - Number of times the Test response was transmitted. 

REQMS Request Type l-Summary Counters 

Byte 14 - Mask bits of the summary counters supported. All 
supported counters, including those containing zero 
count, are sent to the host by RECFMS. 

Bit 0 - 1 - Machine Check. 
Bit 1 - 1 - Communication Check. 
Bit 2 - 1 -' Program Check. 
Bits 3 -7 - Reserved. 

Bytes 15, 16 - Reserved. 

Bytes 17, 18 - Machine Check Summary Counter. 

Bytes 19,20 - Communication Check Summary Counter. 

Bytes 21, 22 - Program Check Summary Counter. 

Appendix O. Request Formatted Maintenance Statistics (RECFMS) Formats 0-1 



REQMS Request Type 3-Communication Adapter Data Error Counts 

Byte 14 

Byte 15 

Byte 16 

Byte 17 

Byte 18 

Byte 19 

Byte 20 

Byte 21 

Byte 22 

Byte 23 

Byte 24 

G-2 

= Adapter Type. 

X'OI' = CCA Link Adapter. 
X'02' = HPCA Link Adapter. 
X'04' = Local Channel Adapter (LCA). 
X'05'-X'FF' = Reserved. 

= Mask bits of the Communication Adapter Error 
Counters supported. All supported counters, 
including those containing zero count, are sent 
to the host by RECFMS. 

Bit 0 = 1 = Nonproductive Timeout. 
Bit 1 = 1 = Idle Timeout. (Not valid for loop.) 
Bit 2 = 1 = Write Retry. 
Bit 3 = 1 = Overrun. 
Bit 4 = 1 = Underrun. 
Bit 5 = 1 = Connection Problem. 
Bit 6 = 1 = FCS Error. 
Bit 7 = 1 = Primary Abort. 

= Mask bits of the Communication Adapter Error 
Counters supported. All supported counters, 
including those containing zero count, are sent 
to the host by RECMS. 

Bit 0 = 1 = Command Reject. 
Bit 1 = 1 = DCE Error. 
Bit 2 = 1 = Write Timeout. 
Bits 3 - 7 = Reserved. 

= Reserved. 

= Nonproductive Timeout Counter (CCA, HPCA); 
Command Reject, Not Initialized (LCA). 

= Idle Timeout Counter (Not valid for loop)( CCA, 
HPCA); Command Reject (LCA). 

= Write Retry Counter (CCA, HPCA); Not Initialized 
(LCA). 

= Overrun Counter (CCA, HPCA); Bus Outcheck, Parity 
Check 2 (LCA). 

= Underrun Counter (CCA, HPCA); Bus Outcheck, 
Parity Check 1 and 2·(LCA). 

= Connection Problem Counter (CCA, HPCA); 
Equipment Check, Parity Check 1 (LCA). 

= FCS Error Counter (CCA, HPCA); Equipment Check, 
Parity Check 1 and Parity Shift Modify (LCA). 



Byte 25 

Byte 26 

Byte 27 

Byte 28 

Byte 29 

Byte 30 

Byte 31 

Byte 32 

Byte 33 

= Primary Abort Counter (CCA, HPCA); Equipment 
Check, Parity Check 2 (LCA). 

= Command Reject Counter (CCA, HPCA); Equipment 
Check, Control Unit Machine Check (LCA). 

= DCE Error Counter (CCA, HPCA); Data Check 
(LCA). 

= Write Timeout Counter (CCA, HPCA); Data Check, 
Length Check (LCA). 

= Connect Received and Already Connected (LCA). 

= Disconnect Received and PU Is Active (LCA). 

= Response Unit Length Error (LCA). 

= Connect Error; Connect Rejected (LCA). 

= Read Start Old Received (LCA). 

REQMS Request Type 5-3274 Configuration Information (Configuration Support A, B, T, and 
P) 

Byte 14 = Always X'OO'. 

Bytes 15 - 30 = Installed Patch ID Values. 

Byte 31 = Number of RPQs Installed on the 3274. 

Byte 32 = Reserved. 

Bytes 33-37 = RPQ lID. 

Bytes 38-42 = RPQ 2ID. 

Bytes 43-47 = RPQ 3 ID. 

Bytes 48-50 = Control Values for Suffix Numbers. 

Byte 61 = Feature Disk Level. 

Byte 62 = Feature Disk Suffix. 

Byte 63 = System Disk Level. 

Byte 64 = System Disk Suffix. 

Byte 65 = Language Disk Level. 

Byte 66 = Language Disk Suffix. 

Byte 67 = RPQ 1 Disk Level. 

Byte 68 = RPQ 1 Disk Suffix. 
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Byte 69 = RPQ 2 Disk Level. 

Byte 70 = RPQ 2 Disk Suffix. 

Byte 71 = RPQ 3 Disk Level. 

Byte 72 = RPQ 3 Disk Suffix. 

REQMS Request Type 5-3274 Configuration Information (Configuration Support C and D) 

Byte Value Meaning 

14 X'OI' Always X'O 1 ' 
15 Disk ID Type 

C'S' System Diskette 
C'K' Kanji Diskette 
C'W' Distributed Function Device Load Diskette 

16 Feature Disk Level Identifier 
17 System Disk Level Identifier 
18 Language Disk Level Identifier 
19 Host Attach Mode 

X'84' CCA/HPCA Model 51 C 
X'A4' CCA/HPCA Model 61C/63C 
X'41' LCA Model31A 
X'44' CCA/HPCA Model 31 C 
X'21' LCA Model 41A/43A 
X'24' CCA/HPCA Model 41 C 

20 LCA Channel Address 
21 LCA Channel Options 

X'OI' Cycle Share N onchaining Jumper Installed 
22 Line Control Code 

X'OI' EBCDIC 
X'02' ASCII 

23 Line Control Discipline 
X'02' SDLC 

24 Reserved for BSC 
25 SDLC Polling Address 
26 Miscellaneous Options 

X'Ol' CCA Installed 
X'02' HPCA Installed 
X'04' Cryptography Installed 
X'10' Reserved for BSC 

27 HPCA/ CCA Adapter Options 
X'80' 38LS Installed 
X'40' EMI Switched 
X'20' RLOOP (LSA) Attached 
X'10' X.21 Switched Modem Installed 
X'08' Integrated Modem Installed 
X'04' X.21 Leased Modem Installed 
X'02' DDSA Installed 
X'OI' Ext Mod~m Wrappable 
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Byte Value Meaning 

2S Miscellaneous Telecommunication Options 
X"SO' WT Extended Switched Modem 
X'40' NRZI or Internal Clock 
X'20' Nonswitched Line 
X'10' RTS from STX to EOT 
X'OS' SNBU 
X'04' Half -Speed Transmission 
X'02' Perm RTS (Multidrop Networks) 
X'01' Omit Answer Tone 

29 Volume 0 Storage Card 1 
X'OS' 64K 
X'04' 32K 

30 Volume 0 Storage Card 2 or 
Volume 1 Storage Card 1 

X'OO' Not Installed 
X'OS' 64K 
X'04' 32K 
X'02' 16K 
X'01' 8K 

31 Volume 0 Storage Card 3 or 
Volume 1 Storage Card 2 

X'OO' Not Installed 
X'04' 32K 
X'02' 16K 
X'01' SK 

32 Volume 1 Storage Card 1 or 
Volume 2 Storage Card 

X'OO' Not Installed 
X'OS' 64K 
X'04' 32K 
X'02' 16K 
X'Ol' SK 

33 Volume 1 Storage Card 2 or 
Volume 3 Storage Card 

X'OO' Not Installed 
X'80' 192K Font 
X'40' 64K Font 
X'20' 256K Font 
X'10' 12SK Font 
X'OS' 64K 
X'04' 32K 
X'02' 16K 
X'01' SK 

34 Extended Storage Feature Installed 
X'SO' Models 31 or 51 Installed 
X'40' ~v!odels 41 or 61 Installed 
X'02' Model 1 Installed 
X'01' Not Installed 

35 Customizing Response Storage 
X'Ol' Sequence 342 Response (4-Wire RTS Control) 
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Byte Value Meaning 

36 Optional Code Selections 
X'80' 10/63 MSR 
X'40' 10/63 MSR Auto Enter 
X'08' Entry Assist 
X'02' BBS 
X'Ol' 3289 Text Print Control Present 

37 Optional Code Selections 
X'10' Magnetic Reader Control Not Present 
X'04' Local Copy Not Present 
X'02' Host Loadable PAM Not Present 
X'Ol' SCS Printer Support Not Present 

38 Type B (ANR) Adapter Driver/Receiver Cards 
X'OO' Not Installed 
X'04' 4 Cards = 16 Ports 
X'03' 3 Cards = 12 Ports 
X'02' 2 Cards = 8 Ports 
X'Ol' 1 Card = 4 Ports 

39 Type A (DCA) Adapter Driver/Receiver Cards 
X'08' 4 Cards = 32 Ports 
X'06' 3 Cards = 24 Ports 
X'04' 2 Cards = 16 Ports 
X'02' 1 Card = 8 Ports 

40 Number of Type B (ANR) Devices (Question 111) 
41 Number of Type A (DCA) Devices (Question 112) 
42 Total Number of Devices Configured 
43 Modem Connection Options 

X'Ol' High-Speed RLOOP Operation 
44 Reserved for BSC 
45 Language Code (Question 121) 
46 Customizing Question 113 Response 
47 DCA Device Control Block Count (Question 112) 
48 Total Device Control Block Count (Questions 111 

and 112) 
49 PAM Entry Count 
50 Keyboard Codes 

X'10' Text (Question 135) (C Only) 
X'08' APL (Question 134) (C Only) 
X'04' Data Entry - Keypunch Layout (Question 133) 

(C Only) 
X'02' Data Entry (Question 132) (C Only) 
X'Ol' Typewriter (Question 131) (C Only) 

51 Number of Extended Device Control Blocks 
52 Extended Data Stream Display Codes 

X'02' Programmed Symbols Supported 
X'01' Color Convergence Supported 

53 Extended Data Stream Controller Codes 
X'02' Decompression Supported 
X'Ol' 3270 Extended Data Stream Supported 

54 Reserved for Customizing 
55-56 X'2-2-' Disk Validation Number (-- = Number) 
57-58 Module Load Size - Volume 0 
59-60 Module Load Size - Volume 1 
61-62 Reserved for Customizing 
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Byte Value Meaning 

63-64 Reserved for Customizing 
65-66 Reserved for Customizing 
67-68 Reserved for Customizing 
69-70 Volume 0 RAM Size (FFFE=64K) 
71-72 Volume 1 RAM Size (FFFE=64K) 
73-74 X'A55A' Valid Disk Marker 
75 Code/Data Volume Indicator 

X'80' Requested Volume Swap 
X'Ol' Data in Volume 0 
X'OO' Code in Volume 0 

76 X.21 Switched Keys Support for All Terminals 
(Not Set Means Port 0 Only) 

X'80' Direct Key 
X'40' Dial Key 
X'20' Local! Comm Key 
X'10' Disconnect Key 
X'08' Extension Key 
X'04' Reserved 
X'02' DCE Supports Direct Call 
X'Ol' DCE Supports Address Call 

77 Number of Retries when Number Can Be Redialed 
(X.21) 

78 Time between Retries for X.21.S (Question 361) 
X'80' 12.8 Seconds 
X'40' 6.4 Seconds 
X'20' 3.2 Seconds 
X'10' 1.6 Seconds 
X'08' 0.8 Seconds 
X'04' 0.4 Seconds 
X'02' 0.2 Seconds 
X'Ol' 0.1 Seconds 

79 Reserved for Engineering 
80 38LS Responses (Customizing Question 343) 

X'80' Feature 5500 (343=5) 
X'40' Feature 5501 (343=6) 
X'20' Feature 5502 (343=7) 
X'10' Feature 5507 (343=8) 
X'08' Feature 5508 (343=9) 

81-96 Installed Patch ID Values 
97 Number of RPQs Applied (Customizing Question 

031) 
98-102 RPQ 1 

X'---' Last 3 Digits of RPQ Number 
X'------·-' Bill of Material Number of RPQ 

103-107 RPQ2 
X'---' Last 3 Digits of RPQ Number 
X'-------' Bill of Material Number of RPQ 

108-112 RPQ3 
X'---' Last 3 Digits of RPQ Number 
X'-------' Bill of Material Number of RPQ 

113 Feature Disk Suffix 
114 System Disk Suffix 
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Byte Value Meaning 

115 Language Disk Suffix 
116 Reserved 
117-119 XID (Customizing Question 215) 

X'O-----
, 

XID Assigned by Customer 
120 Distributed Function Terminal Support Indicators 

X'80' Support Included (Customizing Question 170) 
X'40' Reserved for Customizing 
X'20' 3274 Core Image Transferred to Load Disk 
X'10' Multiple Interactive Screens (MIS) Supported 

121 . Copy RPQ Indicator 
C'C' Disk Created from Disk Copy RPQ 

122-125 Spare 
126 Feature Disk Active Level 
127 Feature Disk Active Suffix 
128 System Dis:\< Active Level 
129 System Disk Active Suffix 
130 Language Disk Active Level 
131 Language Disk Active Level 

RPQ Compatibility Indicators 
132 RPQ 1 Compatibility 

X'80' ( Following Flags Valid 
X'40' Compatible with Configuration Support D 

or Above 
X'08' Compatible with Configuration Support T 
X'04' Compatible with Configuration Support C 
X'02' Compatible with Configuration Support B 
X'01' Compatible with Configuration Support A 

133 Release Level for Above RPQ 
134 RPQ 2 Compatibility 

X'80' Following Flags Valid 
X'40' Compatible with Configuration Support D 

or Above 
X'08' Compatible with Configuration Support T 
X'04' Compatible with Configuration Support C 
X'02' Compatible with Configuration Support B 
X'01' Compatible with Configuration Support A 

135 Release Level for Above RPQ 
136 RPQ 3 Compatibility 

X'80' Follo",ing Flags Valid 
X'40' Compatible with Configuration Support D 

or Above 
X'08' Compatible with Configuration Support T 
X'04' Compatible with Configuration Support C 
X'02' Compatible with Configuration Support B 
X'01' Compatible with Configuration Support A 

137 Release Level for Above RPQ 
138 Reserved 
139 Advanced Function Keyboards (Customizing 

Question 166) 
X'02' Numeric Lock Installed on Advanced Function 

Keyboards 
X'01' Advanced Function Keyboards Supported 

140-141 Load Module Size for Volume 2 
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Byte Value Meaning 

142-143 Load Module Size for Volume 3 
144-145 Reserved for Customizing 
146-147 Reserved for Customizing 
148-149 Volume 2 RAM Size (FFFE=64K) 
150-151 Volume 3 RAM Size 
152-157 Spare 

EC Levels Follow (Distributed Function Terminals) 
158 Load Disk EC Level 
159 Load Disk Suffix Level 
160-164 RPQ Number (10 Digits) 

Multiple Interactive Screens (MIS) Allocation 
165 Starting Port Number of MIS Devices 
166 Number of Ports with 2 Logical Terminals 
167 Number of Ports with 3 Logical Terminals 
168 Number of Ports with 4 Logical Terminals 
169 Number of Ports with 5 Logical Terminals 
170-171 Reserved for RPQ Code 
172 Reserved 
173 3290 Device Local Copy Emulation (Question 173) 

X'80' CR at MMP+1 (0=Standard/1=Feature) 
X'40' NL at MMP+ 1 (0=Standard/1 =Feature) 
X'20' FF within Print Buffer (0=Standard/1 =Feature) 
X'10' FF at End of Print Buffer (0=Standard/1=Feature) 
X'08' Null Suppression (0=Standard/1=Feature) 
X'04' FF Position (0=Standard/1=Feature) 
X'02' Auto Position after Print (0=Standard/1=Feature) 
X'Ol' Base Color A or B (0=Standard/1=Feature) 

174 Reserved 
175 Number of Entries in Host Address Table (MIS) 
176 Number of Logical Terminals to Link 
177 Keypad Selection (Question 139) 

X'OO' Default Keypad 
X'Ol' US Calculator Keypad 
X'02' WT Calculator Keypad 1 
X'03' WT Calculator Keypad 2 
X'04' US Data Entry Keypad 
X'05' WT Data Entry Keypad 1 
X'06' WT Data Entry Keypad 2 
X'O?, P.F. Keypad 

178 Embedded RPQ Features (Customizing Question 125) 
X'80' Clear Key (Formerly RPQ 8K0978) 
X'40' Unsupported Control Codes (Formerly RPQ 8K0980) 
X'20' Clicker Default to OFF 

179 Model Extension Field (Question 151 Extension) 
X'80' Kanji Response (Model43A or 63C) 

180-189 Reserved 
190-205 X'F .. F' RPQ Parameter List (Customizing Question 033) 
206-255 Reserved 
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Appendix H. Selector-Light-Pen and Magnetic-Stripe Reading Device Operations 

Selector-Light-Pen Operations 

The selector light pen, shown in Figure H-l, is a light-sensitive pen that can 
detect the light emitted from characters displayed on the 3277, 3278, or 3279 
displays. With the selector light pen, the operator can select from a list or table of 
displayed items and can then cause those selections to be passed to the application 
program. 

The selector light pen is operated by pressing the tip of the pen against the screen 
on fields programmed for selector-light-pen operations. 

Figure H-1. Selector Light Pen 
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Selector-Light-Pen Field Format 

Designator Characters 

H-2 

A field that is to be used for selector-light-pen operations must be defined in the 
following format: 

SPD 
(Selector 
Pen 
Detectable) 
Field 
Format 

Data 
Character 

3 Space 
or Null 
Characters 

Field 
Attribute 
Character 

Designator 
Character 

Displayed 
Data 

Field 
Attribute 
Character 

Data 
Character 

Preceding field (on the same line 
as the SPD field). 

Three space or null characters 
must precede the field-attribute 
character defining the SPD field 
unless the attribute character is 
the first character on the line. 

The field-attribute character de­
fines the field as displayed and 
selector-light-pen-detectable. (A n 
SPD field may be protected or 
unprotected, alphameric or nu­
meric.) 

The designator character which 
defines the type of operation 
that wi" be performed by de­
tection on this field. 

One or more displayed 
alphameric characters for 
sensing by the selector light pen. 

Three space or null characters 
are required when a new field 
follows on the same line as the 
SPD field. 

Succeeding field (or;. the same 
line as the SPD field). 

The field-attribute character, the designator character, and displayed alphameric 
characters must be on the same line. If the field extends beyond one line, only 
those characters on the same line as the attribute character can be detected by the 
selector light pen. A maximum of 6 detectable fields in the 3277-1, a maximum 
of 12 detectable fields in the 3277-2, or 3278-1, -2, -3, -4, or 3279, or a 
maximum of 15 detectable fields in the 3278-5 may precede the last detectable 
field on any given line. 

Designator characters are used to define two types of selector light pen fields: 
selection fields and attention fields. Each type of field performs a different 
selector-light-pen operation. 

The selection field is defined by a question mark (?) designator character. When 
the selector light pen detects on a selection field, the MDT bit in the 
field-attribute character for that field is set (1) in the display buffer. Also, the 
designator character is automatically changed on the screen to a greater than (> ) 



sign to provide a visible indication to.the operator that the detection was 
successful.· If a mistake was made and the operator again detects on that same 
field, the> changes to a ? and the MDT bit for that field is reset (0). 

The attention field is defined by a space or null designator character. A detection 
on an attention field causes an I/O pending (attention) at the display. This I/O 
pending indicates to the program that the selector-light-pen operation has been 
completed. The program may then issue a Read Modified command to obtain the 
address of each field that was selected or modified by the operator. 

A second type of attention field (for 3278 and 3279 displays) is defined by an 
ampersand (&) designator character. A selector-light-pen detection on a field 
containing an ampersand designator sets the MDT bit and causes an ENTER key 
I/O pending condition at the 3274. The display responds to a poll or Read 
Modified command, and both the address and the data in each field that was 
modified by the operator are returned to the application program. 

Programming Notes: 

1. The application programmer should be aware that both normal intensity and 
high-intensity unprotected fields can be modified by the display station 
operator to become selector-light-pen-detectable fields. 

2. Use of the Selector Light Pen feature without the ampersand (&) designator 
character is anticipated to be such that the program will correlate the address 
of each SPD field with the data associated with it. Therefore, to minimize TP 
line loading, channel loading, and buffer size requirements, only the address 
of selector-light-pen-detected fields are required to be sent to the application 
program; the field data is not included. 

3. Users who wish to combine selector-light-pen-detect input with keyboard 
input must use the keyboard or the ampersand designator character to 
generate the I/O pending. Use of the selector light pen on a space or null 
deSignator field or on an attention field to generate the I/O pending will 
result in transmission of only the addresses of the fields in which the MDT bit 
was set. 

Figure H-2 shows a sample display with fields defined for selector-light-pen 
operation. In this sample, "FULL", "50MG", and "4 TIMES" are all preceded 
by> designator characters to indicate that they were selected by the operator. 
When the operator detects on the word "EXIT", which has no displayed 
designator character, an I/O pending occurs and the program obtains the 
addresses of the three selected fields. 
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Figure H-2. Sample Display Screen for Selector-Light Pen Operations 

Magnetic-Stripe Reading Devices 

1I-4 

Three magnetic-stripe reading devices are provided for the 3270 system (Figure 
H-3): 

• Magnetic slot reader (Figure H-4): When attached to a 3278 or 3279 Display 
Station that is connected to a properly configured 3274 Control Unit, this 
device reads either the 3277-compatible numeric character set shown in 
Figure H-<i4 or the 'numeric and alphameric character sets shown in Figures 
H-7 and H-8, respectively. 

• Magnetic hand scanner (Figure H-5): When attached to a 32780r 3279 
Display Station that is connected:,to a properly customized 3274 Control Unit, 
this hand-held device reads the numeric and alphameric character sets shown 
in Figures H:-7 .and H-8, respectively. 

• Operator identification card reader (Figure H-6): When attached to a 3277 
Display Station, this device reads the 3277-compatible numeric character set 
shown in Figure H-14. 



l Magnetic Slot Reader I 
I 

3278 Display Station 
or 3279 Color 
Display Station 

. Reads character set shown in Figure H-14 or 
numeric and alphameric character sets shown 
in Figures H-7 and H-8, respectively. The 
3274 must be customized appropriately. 

Magnetic Hand Scanner I--___ ~ 3278 or 3279 

'-------------' Color Display Station 

Reads numeric and alphameric character sets shown in 
Figures H-7 and H-8, respectively. The 3274 must be 
customized appropriately. 

Operator Identification 
Card Reader 

Reads character set 
shown in Figure H-14 .. 3277 

Display Station 

I----t: 3274 Control Unit I 

3274 Control Unit 

Figure H-3. Attachment of Magnetic Reading Devices to 3270 System Units 

Figure H-4. Magnetic Slot Reader (3278 and 3279 Attachments) 
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Figure H-S. Magnetic Hand Scanner (3278 and 3279 Attachments) 

H-6 
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Figure H-6. Operator Identification Card Reader (3277 Attachment) 

Magnetic Slot Reader and Magnetic Hand Scanner 

Card 
Read"r 

I 

The magnetic slot reader (MSR) and the magnetic hand scanner (MHS), each 
attached by a cable to a 3278 or 3279 that is, in turn, connected to a properly 
customized 3274 (Figure H-3), read information encoded on magnetic-striped 
documents. The MSR reads the magnetic stripe as the document, such as a card 
or badge, is passed through the reader's slot. The MRS, on the other hand, reads 
the magnetic stripe as the scanner is passed over the document, such as a label 
affixed to a shelf, carton, or other object. The MRS reads in both forward and 
reverse directions. Both devices can read the numeric and alphameric character 
sets described below. 

N ate that the numeric character set (described following), although similar, is not 
the same as the 3277-compatible numeric character set shown in Figure H-14 and 
described under "Operator Identification Card Reader and Magnetic Slot 
Reader." The MSR can read all three character sets, that is, the 3277-compatible 
numeric, numeric, and alphameric character sets shown in Figures H-14, H-7, and 
H-8, respectively. The MHS, however, can read only the numeric and alphameric 
character sets shown in Figures H-7 and H-8. 

Which character set, or sets, is to be read by the MSR or MRS is specified in the 
3274 customizing procedure. Either the 3277-compatible numeric character set 
(Figure H-14) or the numeric and alphameric character sets (Figures H -7 and 
H-8) are specified. Note that this specification affects attached 3278s or 3279s 
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only; it has no effect on the operation of 3277s that are also attached to the 3274. 
The 3277s continue to use the 3277-compatible numeric character set of Figure 
H-14. 

Both devices may be used to log on and off in SNA mode (both LU-LU and 
SSCP-LU sessions) or in non-SNA mode. 

Numeric and Alphameric Character Sets 

H-8 

When the numeric and alphameric character sets (Figures H-7 and H-S) are 
specified, the header character of the magnetic-stripe record identifies which of 
the two character sets (numeric or alphameric) is recorded on the magnetic stripe. 
Note that when these character sets are used, protection, nondisplay, and 
nonprint of the recorded information are not automatic as when the 
3277-compatible numeric character set (Figure H-14) is used. Protection, 
nondisplay, and nonprint are functions of the header character of the 
magnetic-stripe record. It continues to be the user's responsibility to provide data 
protection through proper encoding of the magnetic-stripe record and also to 
provide control over unauthorized access. 

The numeric character set shown in Figure H -7 comprises 10 numeric characters 
plus space and control characters. Each character consists of a 4-bit code plus an 
odd parity bit. 

The alphameric character set shown in Figure H-S comprises 10 numeric, 26 
alphabetic, and 27 graphic characters, plus space and control characters. Each of 
the nonnumeric characters is composed of 2 hex characters, with each hex 
character consisting of 4 bits plus a parity bit. Looking at this as a paired 4-bit 
code, the letter M, for example, is recorded as hex D-4, with the hex D being 
recorded first. In the alphameric character set, each numeric character is 
composed of a single hex character consisting of a 4-bit code, and, therefore, 2 
numeric characters can be recorded in this paired 4-bit code structure. 
Consequently, when this alphameric character set is being used, either there must 
be an even number of numeric characters in any contiguous string of numeric 
characters or, if an odd number of numeric characters are recorded, a filler 
character (hex A) must be added following the odd-numbered numeric character 
to preserve the paired 4-bit code structure. 

Examples: 

6A3CE6 59724A 

t t Fi11er character 

For both the numeric and the alphameric character sets, hex characters are 
recorded low-order bit first (20 2 1 2 2 23 P). (See Figures H-7 and H-S.) 



Direction of 
I/O Interface Code Sent to Host Bit Pattern 

Recording • 
Hex 

Character 2° 2' 22 2
3 

P Code EBCDIC ASCII SSCP 

/ 0 0 0 0 0 , 0 FO 30 FO 

1 1 0 0 0 0 1 F1 31 F1 
2 0 1 0 0 0 2 F2 32 F2 
3 1 1 0 0 , 3 F3 33 F3 
4 0 0 1 0 0 4 F4 34 F4 

Data < 5 1 0 , 0 1 5 F5 35 F5 
6 0 1 1 0 1 6 F6 36 F6 
7 1 1 , 0 0 7 F7 37 F7 
8 0 0 0 1 0 8 F8 38 F8 
9 1 0 0 1 1 9 F9 39 F9 
Space character 1 0 1 1 0 D 40 20 40 , 
Secure data (Note 1) 0 1 0 1 1 A Not sent Not sent X'0450' SSR(Note 6) 

Start Sentinel (55); 

Reverse Start Sentinel 1 1 0 1 0 B Not sent Not sent Not sent 

Control • 
(Note 2) 

Reserved (Note 3) 0 0 1 1 1 C Not sent Not sent Not sent 

I 
(See Note 4) 0 1 1 1 0 E Not sent Not sent Not sent 

End Sentinel (ES) 
1 1 1 1 1 F Not sent Not sent X'1 E' IRS (Note 6) 

" (Note 5) 

Notes: 

1. Hex A, immediately after Start Sentinel (SS), indicates that the data section is secure (protected, nondisplay, and nonprint). Hex A 
is an error if it appears in the data section. 

2. Hex B appearing anywhere but as SS or RSS is an error. 

3. Hex C is an error if it appears in the data section. 

4. Hex E identifies a 2-character sequence as a control code when located in the second character position of the data section. This 
control code is not supported by the 3274 and is an error. 

5. Hex F is the End Sentinel character. If it is inadvertently included in the data section, it will terminate reading of the data section 
and the fol/owing character will be read as the LRC character. 

6. SSR (Secure String Record) and IRS (/nterrecord Separator) are sent to SSCP as a bracket for the MSR/MHS data. 

The Questionable Card symbol is displayed in the Operator Information Area, and the red light on the magnetic slot reader or on the 
magnetic hand scanner is turned on for all above error conditions except an LRC error, which turns on the red light only. 

Figure H-7. Numeric Character Set Used with Magnetic Slot Reader and Magnetic Hand Scanner Attached to a 3278 or 3279 Connected 
to a 3274 Control Unit 
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Direction of 
Bit. Pattern Recording 

. 
I/O Interface Code Sent to Host 

2° 2' 22 2
3 2° 2' 22 2

3 Hex 
Character P P Code EBCDIC ASCII SSCP 

I 0 0 0 0 0 1 0 FO 30 Same I/O 
1 1 0 0 0 0 1 F1 31 Codes as 
2 0 1 0 0 0 2 F2 32 E8CDIC 
3 1 1 0 0 1 3 F3 33 
4 0 0 1 0 0 4 F4 34 
5 1 0 1 0 1 5 F5 35 
6 0 1 1 0 1 6 F6 36 
7 1 1 1 0 0 7 F7 37 
8 0 0 0 1 0 8 F8 38 
9 1 0 0 1 1 9 F9 39 
A 0 0 1 1 1 1 0 0 0 0 C1 C1 41 
8 0 1 0 0 0 C2 C2 42 
C 1 1 0 0 1 C3 C3 43 
D 0 0 1 0 0 C4 C4 44 
E 1 0 1 0 1 C5 C5 45 
F 0 1 1 0 1 C6 C6 46 
G 1 1 1 0 0 C7 C7 47 
H 0 0 0 1 0 C8 C8 48 
I 0 0 1 1 1 1 0 0 1 1 C9 C9 49 
J 1 0 1 1 0 1 0 0 0 0 D1 D1 4A 
K 0 1 0 0 0 D2 D2 48 
L 1 1 0 0 1 D3 D3 4C 
M 0 0 1 0 0 D4 D4 4D 
N 1 0 1 0 1 D5 D5 4E 
0 0 1 1 0 1 D6 D6 4F 
p 1 1 1 0 0 D7 D7 50 
Q 0 0 0 1 0 D8 D8 51 
R 1 0 1 1 0 1 0 0 1 1 D9 D9 52 
S 0 1 1 1 0 0 1 0 0 0 E2 E2 53 
T 1 1 0 0 1 E3 E3 54 
U 0 0 1 0 0 E4 E4 55 
V 1 0 1 0 1 E5 E5 56 
W 0 1 1 0 1 E6 E6 57 

Data < X 1 1 1 0 0 E7 E7 58 
y 0 0 0 1 0 E8 E8 59 
Z 0 1 1 1 0 1 0 0 1 1 E9 E9 5A 
rJ (EBCDIC);[(ASCII) 0 0 0 0 1 0 0 1 1 1 OC 4A* 58 

! (E8CDIC);](ASCIi) 1 0 0 0 0 1C 5A* 5D 
: 1 1 0 0 1 3C 7A 3A 
< 0 0 1 0 a 4C 4C 3C 

* 1 0 1 0 , 5C 5C 2A 
% 0 1 1 0 , 6C 6C 25 
@ 1 1 1 0 a 0 0 1 1 1 7C 7C* 40 

0 0 0 0 1 1 0 1 1 0 OD 48 2E 
$ 1 0 0 0 0 

[ 
1D 58* 24 

0 1 0 0 0 2D 68 2C 
#= 1 1 0 0 1 3D 78* 23 
( 0 0 1 0 0 4D 4D 28 
) 1 0 1 0 1 5D 5D 29 
- 0 1 1 0 1 6D 6D 5F 

1 1 1 0 0 1 0 1 1 0 7D 7D 27 
I (EBCDIC) } 
! (ASCII) 0 0 0 0 1 0 1 1 1 0 OE 4F* 21 

--, (E8CDIC) } 
1 0 0 0 0 1 E 5F* 5E 

A (ASCII) 
? 0 1 0 0 0 2E 6F 3F 
" 1 1 0 0 1 3E 7F* 22 
+ 0 0 1 0 0 4E 4E 28 
; 1 0 1 0 1 5E 5E 38 
> 0 1 1 0 1 6E 6E 3E 
= 1 1 1 0 0 0 1 1 1 0 7E 7E 3D 

\ 0 1 1 1 0 0 0 0 0 1 EO EO* 5C 
/ 0 1 1 1 0 1 0 0 0 0 El 61 2F 
& 1 0 1 1 0 0 1 0 1 1 OA 50 26 

0 1 1 1 0 0 1 0 1 1 EA 60 20 
' SP 0 0 1 1 1 0 1 0 1 1 CA 40 20 

Figure H-8 (Part 1 of 2). Alphameric Character Set Used with Magnetic Slot Reader and Magnetic Hand Scanner Attached to a 
3278 or 3279 Display Station That Is Connected to a 3274 Control Unit 

H-IO 

I 



Direction of 
Bit Pattern Recording 

I 
I/O Interface Code Sent to Host 

Character 2° 21 22 2
3 

P 2° 21 22 2
3 

Hex 
P Code EBCDIC ASCII SSCP 

I Secure Data; 
0 1 0 1 1 A Not sent Not sent X /0450' SSR (Note 6) 

Filler (Note 1) 
Start Sentinel (SS); 

Reverse Start Sentinel 1 1 0 1 0 B Not sent Not sent Not sent 
Control < (RSS) (Note 2) 

(See Note 3) 0 0 1 1 1 C Not sent Not sent Not sent 
Test record (Note 4) 0 1 1 1 0 0 1 1 1 0 EE Not sent Not sent Not sent 

, End Sentinel (Note 5) F Not sent Not sent X/1 E' IRS (Note 6) 

Notes: 

1. Hex A, when located in the first hex character position of the header (that is, immediately following the Start Sentinel (55) character), 
indicates that the data section is secure (protected, nondisplay, nonprint). When located in the second hex character position of the 
header (following hex C), it is recognized as a filler character. It is also recognized as a filler character in the data section when it is the 
last hex character following a single numeric character or an odd number of consecutive numeric characters. 

2. Hex 8 appearing anywhere but as 55 or RSS is an error. 

3. Hex C indicates the alphameric character set when located in the first or second hex character position of the header, that is, immediately 
following the SS character. 

4. The hex EE sequence denotes a Test record. The Test card is encoded with hex CAEE in the header and first two hex positions of the data 
section indicating the alphameric character set, nonsecure data. The 3274 will treat the Test card as a data card. The hex EE will be dis­
carded and the data record displayed. No Auto Enter is performed; however, the data may be sent to the host by pressing the ENTER key, 
a PF key, or Cursor Select key, by a selector light pen, or by another MSR/MHS Auto Enter operation. 

5. Hex F is the End Sentinel character. If it is inadvertently included in the data section, it will terminate reading of the data section and the 
following character will be read as the LRC character. 

6. SSR (Secure String Record) and IRS (Jnterrecord Separator) are sent to SSCP as a bracket for MSR/MHS data. 

The Questionable Card symbol is displayed in the Operator Information Area, and the red light on the MSR or on the MHS hand scanner 
is turned on for all above error conditions except an LRC error, which turns on the red light only. 

*The characters shown for E8CDIC codes 4A, 5A, 7C, 58, 78, 4F, 5F, 7F, and EO are U.S. E8CDIC. For National Use differences, see IBM 
3270 Information Display System: Character Set Reference, GA27-2837. 

Figure H-8 (Part 2 of 2). Alphameric Character Set Used with Magnetic Slot Reader and Magnetic Hand Scanner Attached to a 3278 or 
3279 Connected to a 3274 Control Unit 
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Capacities 

Magnetic-Stripe Format 

H-12 

When the numeric or alphameric character sets are being used, the 
magnetic-stripe capacities are as shown in Figure H-9. 

MSR/MHS Minimum Number of Maximum Number of 

Hex codes between characters between Bit Density 

Start Sentinel and Start Sentinel and in Bits per 

End Sentinel End Sentinel Millimeter and 

Characters Characters (Bits per Inch) 

Numeric 7 37 3 (75) 
Character 

Set 7 118 5 (127) 

Alphameric 7 37 numerics 3 (75) 
Character 
Set 1 7 18 nonnumerics 3 (75) 

7 118 numerics 5 (128) 

7 59 nonnumerics 5 (128) 

7 37 numerics 8.3 2 (2102
) 

7 18 nonnumerics 8.3 2 ; (210 2
) 

Note: Encoding across the full-width of the magnet ic stripe is recommended for the MSR and is 

required for the MHS. 
11 hex code == 1 numeric character 

2 hex codes == 1 nonnumeric character or 2 numeric characters 
Maximums shown are for al/- numeric or aI/-nonnumeric characters. If a combination of numeric 

and nonnumeric characters is recorded, the total number of hex codes must not exceed the numeric 
character maximum. For example: At 75 bpi, a combination of 20 numeric and 10 nonnumeric 
characters is permissible. 

2 MSR only 

Figure H-9. Magnetic-Stripe Capacities When Using the Numeric and Alphameric Character Sets 

The format shown in Figure H -10 is used to record the numeric and alphameric 
character sets. 

~ Information Section-l 

Forward SS Header Data Section ES 

Hex Hex 
8 F 

"' "' \. \ 

Written into display buffer 
SS == Start Sentinel 
ES == End Sentinel 

LRC == Longitudinal Redundancy Check 
RSS == Reverse Start Sentinel 

LRC RSS Reverse 

Hex 

8 

Figure H-10. Magnetic-Stripe Format (MSR and MHS Using Numeric and Alphameric Character 
Sets) 



When reading in the forward direction, Start Sentinel (SS;hex B) identifies the 
beginning of the information section and End Sentinel (ES; hex F) identifies the 
end of the information section. The LRC character is located after the End 
Sentinel and is calculated beginning with the Start Sentinel and ending with the 
End Sentinel characters. The Reverse Start Sentinel (RSS; hex B) character is 
not included in this calculation. When the magnetic stripe is read in the reverse 
direction, as can be done with the MHS, the Reverse Start Sentinel is read before 
the LRC, but is not included in the LRC calculation. 

The information section consists of the header and the data section. The header 
(1) specifies whether the data section is protected or nonprotected and (2) 
identifies the specific character set (numeric character set or alphameric character 
set) used in the data section. When the data section is protected, it will not be 
displayed or printed. Regardless of the character set used, a secure data section is 
specified when hex A immediately follows the Start Sentinel character, as BA, in 
the Header. Conversely, if the hex character immediately following the Start 
Sentinel character is not hex A, the data section is unprotected and may be 
displayed or printed. 

The header identifies the character set as follows: 

• For nonsecure data, if a numeric character (0-9) or the space character (hex 
D) immediately follows the Start Sentinel character (hex B), the numeric 
character set is specified. 

Examples: B327454 

t 
BD327454 

t First character 
of data section 

If hex C immediately follows the Start Sentinel character (hex C is in the 
first hex character position of the header), the alphameric character set is 
specified. (In this case, hex A, in the second hex character position of the 
header, is the filler character.) 

Example: BCA32D6E5 ..... . 

For secure data, if the character immediately following hex A (denoting 
secure data) is a numeric character of the space character (hex D), the 
numeric character set is specified. 

Examples: BA327454 

t 
BAD327454 ..... . 

f First character 
of data section 

If the character immediately following hex A is hex C (hex C is in the second 
hex character position of the header), the alphameric character set is 
specified. 

Example: BAC32D6E5 ..... . 
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Operational Differences because of Screen Format in SNA Mode (LV-LV Session) or Non-SNA ~iode 

Differences occur in the handling of MSR/MHS data because of screen 
formatting, whether the data is secure or nonsecure. The descriptions that follow 
are concerned with non-SNA mode and LU-LU sessions in SNA mode. (For a 
description of operation in SSCP-LU sessions, see "SSCP-LU Session.") 

H-14 

Secure Data. Whether operating in non-SNA mode or SNA mode, the processing 
of secure MSR/MHS data always formats the screen by generating a 
field-attribute character at the current cursor position. When the screen is 
unformatted (that is, is without attribute characters or fields), an MSR/MHS read 
operation results in an inbound data stream as shown in Figure H -11. 

A formatted screen has at least one field-attribute character defined at initial 
presentation. This may be the only attribute character, as in the instruction 
sequence ENTER ID; or many attributes may be required, as, for example, in the 
instruction sequence NAME, TITLE, ID DEVICE. 

Two fields (new data field and previous data field), with the MDT bits set, are 
sent to the application program, because the 3278 and 3279 treat all information 
from the MSR/MHS as data until after the information is written into the buffer. 
Also, the MDT bit is set in the MSR/MHS attribute byte that was initiated when 
the data was entered. The following examples indicate the processing of secure 
MSR/MHS data with a formatted screen. 

Example 1: \Vhen the MSR/~1HS field is set up by the application program as an 
unprotected field containing instruction information (ENTER ID, in the 
example), the inbound data stream is as shown in Figure H -12. 

Example 2: When the screen is formatted and the MSR/MHS field is set up by 
the application program as an unprotected field, with the cursor directly following 
an unprotected field-attribute character, the data stream is as shown in Figure 
H-13. 

Nonsecure Data. When nonsecure data is read by the MSR or MHS, no 
field-attribute character is generated. When the screen is unformatted, the data is 
displayed. When the screen is formatted and the cursor is located in an 
unprotected display field, the MSR/MHS data is also displayed. The MSR/MHS 
data may be sent upstream by means of the ENTER key, a PF key, a CURSR 
SEL key, the selector light pen, a secure MSR/MHS read operation, or when the 
3274 is configured for the Auto-Enter option. 

Note: The Auto-Enter option is intended for situations when the MSR/MHS 
operator cannot be at the display keyboard. Successful writing of the MSR/l\1HS 
data into the display buffer automatically initiates an inbound data stream with 
the ENTER key AID code (hex 7D). 



or 

ENTERID 

I cu!sor I 

r 
Display screen before MSR/MHS 
data is entered. 

o 
I 

Field­
Attribute 
Character 
Generated by 
MSR/MHS 

or 

*ENTER ID 
(See Note) 

G 
I 

Field­
Attribute 
Character 
Generated by 
MSR/MHS 

MSR/MHS Data 
(Nondisplay) 

I 
MSR/MHS Data 
(Nondisplay) 

~------------------------------vy-------------------------------') 
Display screen after MSR/MHS data is entered. 

Note: The ENTER ID is not displayed because it is within 

a nondisplay field, defined by the MSR/MHS-generated 

field-attribute character. 

Inbound Data Stream 

~ == Unprotected field-attribute character 

~ == Protected field-attribute character 

AID 

Cursor 
I-

Address -

SBA 

Start of Data 
Address 

Data 

1 

} 
I 
1 
I 

Set to indicate MSR/MHS input. 

Address of the cursor upon completion 
of the MSR/MHS read operation. 

Set Buffer Address. 

Address of the first data character 

following the field-attribute character. 

The MSR/MHS data followed by any additional information present in the display 
buffer. The additional information can be initiated by the application program 
as ENTER 10 (as shown in the example) or entered by the operator before the 
MSR/MHS read operation is started. 

Note that with an unformatted screen the MSR/MHS data is the first data 
sent to the application program in the data stream. 

Figure H-II. Operation of the Display with an Unformatted Screen (MSR or MHS Using 
Numeric or Alphameric Character Set) 
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G ENTER 10 

I 
Field-
Attribute 
Character 

Generated by 
Application 
Program 

Icu!sor I 

J 

0ENTERID0 

I 
I Field­

Attribute 
Character 
Generated by 
MSR/MHS 

I 
MSR/MHS Data 
(Nondisplay) 

~ ______________ -y ________________ ~J l~ ________________________________ y-______________________________ ~ 

Display screen before MSR/MHS 
data is entered. 

Display screen after MSR/MHS data is entered. 

Inbound Data Stream 

AID 

Cursor - -Address 

SBA 

Sta rt of 
Data Address 

Data 

SBA 

Start of 
Data Address 

Data 

l 
} 

I 

Set to indicate MSR/MHS input. 

Address of the cursor upon completion of the 
MSR/MHS read operation. 

Set Buffer Address. 

Address of the unprotected (U) fie Id-attri bute 
character + 1. 

ENTER 10, in the example above. 

Set Buffer Address. 

~ = Unprotected field-attribute character 

o = Protected field-attribute character 

Address of the protected field-attribute character + 1. In this case, the 
address of the first data character from the MSR/MHS following 
the MSR/MHS-generated field-attribute character. 

The MSR/MHS data (and any data between the cursor 
and the next field-attribute character). 

Figure H-12. Operation of the Display with a Formatted Screen (MSR or 
MHS Using Numeric or Alphameric Character Set), Example I 
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~E~ 
Field- Field- I cuJsor I 

5JENTERIDGJ ~ 
Field­
Attribute 
Character 
Generated by 
MSR/MHS 

Attribute Attribute 
Character Character 

Generated by 
Application 
Program 

Y' 
Display screen before MSR/MHS 
is entered. 

T 

MSR/MHS Data 
(Nondisplay) 

Display screen after MSR/MHS is entered. 

GD = Unprotected field-attribute character 

~ = Protected field-attribute character 

Note: Rules for positioning modified data on formatted screens apply. 
The position of MSR/MHS data in the inbound data stream depends on 
the field position in the format. 

Inbound Data Stream 

AID 

Cursor 
I--

Address 

SBA 

Start of 
Data Address 

SBA 

Start of 
Data Address 

Data 

-

Set to indicate MSR/MHS input. 

Address of cursor upon completion of MSR/MHS read operation. 

Set Buffer Address. 

Address of the unprotected (U) field-attribute character + 1. I n the 
example above, it will be t:le address of the P 2 field-attribute character. 

Set Buffer Address. 

Address of the P 2 field-attribute character + 1. In th is case, the address of the 
first data character from the MSR/MHS following the MSR/MHS-generated 
field-attribute character. 

The MSR/MHS data (and any data between the cursor 
and the next field-attribute character). 

Figure H-13. Operation of the Display with a Formatted Screen (MSR or MHS 
Using Numeric or Alphameric Character Set), Example 2 

Appendix H. Selector-Light-Pen and Magnetic-Stripe Reading Device Operations H-17 



MSR/MHS Validity Tests 

H-18 

Error Conditions. Data is not written into the display buffer if any of the 
following error conditions exist when the magnetic stripe is read by the MSR or 
theMHS: 

• The cursor is located in a protected field. 

The cursor is located in an attribute character location. 

• The display is busy performing another operation. 

• The field is too small to contain the MSR/MHS data. 

The proper use of the MSR/MHS as a secure data-entry device requires that the 
application program perform certain validity tests. The following guidelines are 
recommended for proper operation: 

1. No field should be accepted as secure data input unless the AID byte 
(EBCDIC E7; ASCII 58) is set. 

2. For application-formatted displays, the application program must know, on 
the basis of the hardware operation previously performed, the location of the 
field defined to receive the secure data and the exact location of the entered 
data. The use of the cursor address present in the data stream, in 
combination with the AID byte to ensure secure input, is an additional 
technique that can be used to ensure the integrity of the data. For 
unformatted displays, the secure data is always presented as the first data 
entry in the input record to the application program. 

3. For application-formatted displays, it is advisable to terminate the secure data 
field with another attribute byte. 

4. No ES (End Sentinel) or LRC character is included in the inbound data 
stream. Receipt of the AID byte (EBCDIC E7; ASCII 58) ensures valid 
MSR/MHS secure data. 

5. The header information is not included in the inbound data stream. The 
application program should be prepared to accept the alphameric and special 
characters shown in Figures H-7 and H-8. 

6. If the MSR/MHS field is to be reused, the application program must remove 
the hardware-generated attribute character and MSR/MHS input data. The 
location of this attribute character can be derived from the inbound data 
stream by using one less than the start-of-data address preceding the 
MSR/MHS data. Additionally, the cursor is located one position beyond the 
end of the MSR/MHS data field. 

7. Data from all fields having the MDT bit set are included in the inbound data 
stream when the MSR/MHS data is retrieved in response to the 
MSR/MHS-generated 110 pending. 

8. The cursor must be moved out of the MSR/MHS-generated field before 
further keyboard activity is permitted. 



SSCP-LU Session 

9. If the application program desired to call attention to a particular MSR/MHS 
secure input, it is recommended that a message be written to the screen and 
that the WCC include the Sound Alarm bit. 

10. A test card, PN 1742659, is delivered with each 3278 Magnetic Reader 
Control feature. The test card data placed in the display buffer is as follows: 

0123456789987654321001234567 

Care should be taken that the card is not accidentally auto-entered. The 
display should be placed in test mode to avoid auto-entering magnetic-stripe 
information to the host. 

The display screen is unformatted in an SSCP-LU session. When the display 
keyboard is unlocked, the current cursor position, that is, the "initial cursor 
position," identifies the beginning of the operator input area. When using a 3278 
or 3279 attached to a 3274, in order for data to be sent to the SSCP, the operator 
must restrict data entry (both keyboard and magnetic data) to this position and to 
the following 255 screen positions, or to the last character position of the screen, 
whichever occurs first. Care should be taken in using the cursor move keys 
(including Tab, Backtap, and New Line) or the operator may inadvertently enter 
data outside the operator input area. Pressing the CLEAR key repositions the 
cursor to the first screen location and defines this location as the new initial cursor 
position. Because the screen is also cleared, other data may be lost. 

When the 3274 is customized for the numeric and alphameric character sets, the 
MSR/MHS devices may be used for secure logon in the SSCP-LU session. 
MSR/MHS input is restricted to the operator input area. If MSR/MHS input is 
attempted outside this area, the data is rejected. 

When the MSR/MHS data is secure, a protected nondisplay field -attribute 
character is generated followed by the MSR/MHS secure data. An unprotected 
display field-attribute character is then generated following the data. This permits 
additional keyboard or MSR/MHS data to be written into the display buffer. No 
Auto-Enter operation is performed. When the ENTER key is pressed, the 
information is sent to the SSCP. MSR/MHS secure data is bracketed by the SSR 
and IRS control codes. No SBAs are generated, and no field-attribute characters 
are sent to the SSCP. Upon transmission to the SSCP, MSR/MHS secure data 
and associated attribute characters are removed from the operator input area of 
the screen. 

Differences in Operation of ERASE INPUT and ERASE EOF Keys. Because 
Because MSR/MHS secure data may be present on the screen, the ERASE 
INPUT and ERASE EOF (End of Field) keys perform differently. The ERASE 
INPUT key erases the entire display buffer contents, including the field-attribute 
characters generated in conjunction with the MSR/MHS read operation. The 
cursor is repositioned to the first screen location, but the operator input area 
remains unchanged. 

The ERASE EOP key erases all information from the current cursor position to 
the end of the screen, including the MSR/MHS data and associated attribute 
characters. If the cursor is located within an MSR/M.HS secure data field, the 
entire field is erased, including the associated attribute characters. 
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Error Conditions. Data is not written into the display buffer if any of the 
following error conditions exist when the magnetic stripe is read by the MSR or 
theMHS: 

• The display is busy performing another operation. 

An MSR/MHS read operation is attempted outside the operator input area. 

• An attempt is made to overlay other MSR/MHS secure data. 

The keyboard is already locked. 

Notes: 

1. In an SSCP-LU session, the inbound RU is limited to 256 bytes of data. 
Therefore, when an APL/Text-unique keyboard is being used, care must be 
taken when keying in APL/Text-unique characters not to exceed the 
256-byte limit. Each APL/Text-unique character displayed on the screen 
generates a 2-byte Graphic Escape sequence to be sent to the SSCP and thus 
may truncate the information sent to the SSCP. 

2. If a Graphic Escape character with its associated data byte exceeds the 
256-byte limit of the inbound RU, neither the Graphic Escape character nor 
its associated data byte will be included in the inbound RU. 

3. Because of the APL/Text Graphic Escape character sequence, the IRS 
control code may be omitted from the inbound RU. This is an error, and the 
SSCP should send an error message to the operator. 

4. MSR/MHS secure data is sent to the SSCP bracketed by the SSR and IRS 
control codes. No ES (End Sentinel) or LRC characters are included in this 
data stream, and receipt of IRS ensures data validity. 

MSR/MHS Operator Indicators and Alarm 
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The MSR and the MHS each contain three operator indicators and a buzzer. The 
indicators are color-coded green, yellow, and red. When all indicators are off, 
power has not been applied to the MSR/MHS. 

Green Indicator On: Indicates that the MSR/MHS is ready to read a magnetic 
stripe. This indicator is turned on when: 

1. The 3278 or 3279 is turned on. 

2. The 3278 or 3279 Test/Normal switch is operated. 

3. The 3274 IML pushbutton is pressed. 

4. The MSR/MHS data has been successfully transferred to the host if this is an 
Auto-Enter operation; the data has been successfully written into the 3278 or 
3279 buffer if this is not an Auto-Enter operation. 

Yellow Indicator On: This indicator is turned on when the magnetic stripe has 
been read successfully by the MSR/MHS. Subsequent read operations are 
ignored while the yellow indicator is on. The yellow indicator is turned off when 
either the red or the green indicator is turned on. 



Test Cards 

Red Indicator On: Indicates that the MSR/MHS data is rejected. The red 
indicator is turned on when: 

1. Invalid magnetic-stripe information (for example, invalid character, LRC 
error, parity error) is detected by the MSR/MHS hardware. 

2. The keyboard is already locked. The operator should check the symbols in 
the display's Operator Information Area and take the appropriate action. 

3. An unsuccessful read operation is detected. The keyboard is locked. 

The red indicator is turned off when the yellow indicator is turned on. 

The buzzer on the MSR/MHS gives a short tone (one-quarter second) when the 
green indicator turns on and a longer tone (one second) when the red indicator 
turns on. 

A test card, PN 1742659, is delivered with each 3278 or 3279 Magnetic Reader 
Control feature. The test card data written into the display buffer is as follows: 

0123456789987654321001234567 

Care should be taken that the character string is not accidentally sent to the 
application program. 

The test card supplied with the IBM 3630 Plant Communication System may also 
be used, provided that the 3274 has been customized to use the numeric and 
alphameric character sets. This test card is encoded with CAEE in the header and 
first two hex positions of the data section, indicating an alphameric character set 
and nonsecure data. The 3274 will accept this test card as a data card, strip off 
the EE, and display the data following the EE. Auto Enter is not performed; that 
is, the data is not automatically sent to the host. 

If the magnetic stripe of either of the above test cards is read successfully, the 
MSR/MHS green light is turned on. If the 3278 or 3279 is in test mode, the Do 
Not Enter and Minus Function symbols are displayed in the Operator Information 
Area. If the magnetic stripe is not read successfully, the red light is turned on and 
the Do Not Enter symbol may be displayed in the Operator Information Area. 

Note: The operator identification card reader test card is rejected. The Do Not 
Enter and Questionable Card symbols are displayed, and the red light is turned 
on. 

Operator Identification Card Reader and Magnetic Slot Reader 

The operator identification card reader (OICR), which is attached by a cable to a 
3277 (Figure H-6), reads data, such as a unique operator ID number, encoded on 
a magnetic-striped card. As the card is inserted into the reader, the ID number is 
read from the magnetic stripe and written into the display buffer, in nondisplay 
mode and at the location specified by the cursor. The ID number, therefore, is 
not displayed on the screen. An I/O pending is generated at the display to inform 
the program that the ID number can be retrieved and transferred to main storage. 
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Character 

0 
1 
2 
3 
4 

Data < 
5 
6 
7 
8 
9 
(Special - See Note 1 ) 

With the 3277-compatible numeric character set, plus control characters 
(described below and shown in Figure H -14), the maximum number of characters 
that can be read is 40 characters at 3 bits per millimeter (75 bits per inch). This 
number includes the SOR, LRC, and either EOR or EOI characters. 

Direction of 
1/0 Interface Code (Note 5) Bit Pattern 

Recording • 
Hex 

2° 2' 22 23 P Code EBCDIC ASCII 

0 0 0 0 1 0 FO 30 
1 0 0 0 0 1 Fl 31 
0 1 0 0 0 2 F2 32 
1 1 0 0 1 3 F3 33 
0 0 1 0 0 4 F4 34 
1 0 1 0 1 5 F5 35 
0 1 1 0 1 6 F6 36 
1 1 1 0 0 7 F7 37 
0 0 0 1 0 8 F8 38 
1 0 0 1 1 9 F9 39 
0 1 0 1 1 A 7A 3A 

Control { 

SOR, SS, or RSS (Note 2) 1 1 0 1 0 8 78 23 
EOI (Note 3) 0 0 1 1 1 C 7C 40 
Field Separator 1 a 1 1 0 D 7D 27 
(Unassigned) 0 1 1 1 0 E 7E 3D 
EOR or ES (Note 4) 1 1 1 1 1 F 7F 22 

Notes: 

1. This character is reserved for operator identification only and must be located in the first data character position. 

2. OICR: SOR (Start of Record) 
MSR: SS (Start SentineJ),- RSS (Reverse Start Sentinel). 

3. EOI (End of Inquiry) may also be used as a termination character on the Operator Identification Card Reader (3277 display). 
This code is treated as an error by the MSR (3278 and 3279 displays). The card is rejected, and the MSR red light is turned on .. 

4. O!eR: EOR (End of Record) 
MSR: ES (End Sentinel). 

5. Programmers use only the four least-significant bits of the I/O interface code. 

Figure H-14. 3277-Compatible Numeric-Character Set Used with Operator Identification Card Reader and Magnetic Slot Reader 
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The magnetic slot reader (MSR), which is attached by cable to a 3278 or 3279 
connected to a appropriately configured 3274, reads information encoded on 
magnetic-striped cards such as job tickets, operator ID badges, and both large and 
small credit cards. The recorded information is read from the stripe as the 
operator passes the card through the slot of the reader. The data is written into 
the display buffer at the location specified by the cursor, but is not displayed on 
the screen. If the device supports the Structured Field and Attribute Processing 
option, the extended attribute buffer is updated. After the information is read, an 
110 pending is generated at the display to inform the program that the data can 
be retrieved and transferred to main storage. 

With the 3277-compatible numeric character set (Figure H-14), the maximum 
number of characters that can be read is: 

• 40 characters at 3 bits per millimeter (75 bits per inch) and at 8.3 bits per 
millimeter (210 bits per inch) 

• 100 characters at 5 bits per millimeter (128 bits per inch) 

Note: A minimum of seven characters must be encoded between the Start 
Sentinel and End Sentinel characters. 

( 



The 3277-compatible numeric character set may be used to log on and log off in 
SNA mode (LU-LU session only; not SSCP-LU session) or in a non-SNA mode. 

3277-Compatible Numeric Character Set 

The 3277-compatible numeric character set (Figure H-14) comprises 10 numeric 
characters plus a Field Separator and control characters. Each character consists 
of a 4-bit pattern plus an odd-parity bit. This bit pattern is recorded with the 
low-order bit recorded first. A longitudinal redundancy check (LRC) character is 
placed at the end and is protected by an odd-parity bit of its own. 

Characters are recorded, low-order bit first, beginning at the left side of the 
magnetic stripe when the stripe is at the bottom of the card or badge as you face 
the magnetic material. The characters are read in one direction only. 

Magnetic-Stripe Format (OICR/MSR) 

The format used on the magnetic stripe is in the sequence shown in Figure H-15. 
When the SOR character is read from the magnetic stripe, a field-attribute 
character is entered automatically into the cursor-identified location of the buffer 
(provided the cursor is at an unprotected character location). This attribute 
character defines the following data field as protected, alphameric, and 
nondisplay or nonprint. As the data characters are read into the buffer, they are 
stored starting at the first character location after the field-attribute character. As 
each data character is stored in the buffer, the cursor advances one buffer 
location. The cursor advancement is all the operator sees on the display screen 
. when using the operator identification card reader. When the operator uses the 
magnetic slot reader, the cursor does not move as the card is passed through the 
slot, but is repositioned after the card has been read. 

Characters 
seen by 
application 
program 

, .... 
... ,.., 

SOR (SS) 

Data 
Characters 

EOR or EOI 
(ES) 

LRC 

RSS 

OleR: Start of Record (SOR) character (hex B) 
MSR: Start Sentinel (SS) character (hex B) 

OleR: 1 to 37 data characters as shown in Figure H-14. 
,oJ 

,"" MSR: 7 to 118 data characters as shown i~ Figure H-14. 

OICR: Either an End of Record (EOR) character (hex F) 
or an End of Inquiry (EOI) character (hex e). 

MSR: End Sentinel (ES) character (hex F). 

An LRC character that may be used by the program for 
comparison in a parity check. 

MSR only: Reverse Start Sentinel (RSS) character (hex B). 

Figure H-15. Magnetic-Stripe Format (OICR and MSR Using 3277-Compatible Numeric Character 
Set) 
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Operational Differences because of Screen Format 

Error Conditions (OICR/MSR) 

H-24 

When the character set of Figure H -14 is being used with the operator 
identification card reader (OICR) or the magnetic slot reader (MSR), differences 
exist in the content of the data stream sent to the application program, depending 
upon whether the display screen is unformatted or formatted. 

When an unformatted screen (that is, a screen without attribute characters or 
fields) is being used, the operation of the display results in an inbound data stream 
as shown in Figure H -16. 

The reader operation formats the screen by the automatic generation of the 
field-attribute character at the cursor position by the reader. A formatted screen 
has at least one field-attribute character defined at initial presentation. This may 
be the only field-attribute character, as in the instruction sequence ENTER ID; or 
one or more attributes may be required, as, for example, in the instruction 
sequence NAME, TITLE, ID CARD READER. 

The operations of the 3277 with the OICR, or of the 3278 and 3279 with the 
MSR, are identical when formatted screens are used. 

Two fields (new data field and previous data field), with the MDT bits set, are 
sent to the application program because the displays treat all information from the 
reader as data until after the information is written into the display buffer. Also, 
the MDT bit is set in the reader-generated field-attribute character that was 
initiated when the data was entered. 

The following examples are included to help clarify operation of the reader with a 
formatted screen: 

Example 1: If the OICR/MSR field is set up by the application program as an 
unprotected field and contains instruction information, the inbound data stream is 
as shown in Figure H -1 7. 

Example 2: When the OICR/MSR field is set up by the application program as 
an unprotected field, with the cursor directly following an unprotected 
field-attribute character, the inbound data stream is as shown in Figure H-18. 

OICR/MSR data will not be written into the display buffer if any of the following 
error conditions exist when the magnetic stripe is read: 

• The SOR (OICR) or SS (MSR) character is not successfully connected to a 
field-attribute in the display buffer. 

The cursor is located in a protected field. 

• The cursor is located in a field-attribute character location. 

• The display is busy performing another operation. 



or 

ENTER 10 

I cu!sor I 

T 
Display screen before reader 
data is entered. 

o 
I 

Field­
Attribute 
Character 
Generated by 
Reader 

or 

*ENTERID o 
(See Note) .......11 ........ __ r­

Field-

Attribute 
Character 
Generated by 
Reader 

Reader Data 
(Nondisplay) 

I 
Reader Data 
(Nondisplay) 

y 

Display screen after reader data is entered. 

J 

Note: The ENTER ID is not displayed because it is within 
a nondisplay field, defined by the reader attribute character. 

o = Protected field-attribute character 
Inbound Data Stream 

AID 

Cursor - -Address 

SBA 

Start of Data 
Address 

Data 

I 
} 
I 
I 
I 

Set to indicate input from a magnetic-stripe reading device. 

Address of the cursor upon completion 
of the reader operation. 

Set Buffer Address. 

Address of the first data character 
following the field-attribute character. 

The reader data followed by any additional information present in the display 
buffer. The additional information can be initiated by the application program 
as ENTER 10 (as shown in the example) or entered by the operator before the 

reader operation is started. 

Note that with an unformatted screen the reader data is the first text in the data 
stream sent to the application program. 

Figure H-16. Operation of the Display with an Unformatted Screen (OICR or MSR Using 3277-Compatible Numeric Character Set) 
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G 
I 

Field­
Attribute 
Character 

ENTER 10 

Generated by 
Application 
Program 

GENTERID0 

I 
Field­
Attribute 
Character 
Generated by 
Reader 

Reader Data 
(Nondisplay) 

Display screen before reader 
data is entered. 

Display screen after reader data is entered. 

Inbound Data Stream 

AID 

Cursor - Address 

SBA 

Start of 
Data Address 

Data 

SBA 

Start of 
Data Address 

Data 

-

Set to indicate input from a magnetic-stripe reading device. 

Address of the cursor upon completion of the 
reader operation. 

Set Buffer Address. 

Address of the unprotected (U) field-attribute 
character + 1. 

ENTER 10, in the example above. 

Set Buffer Address. 

~ = Unprotected field-attribute character 

o = Protected field-attribute character 

Address of the protected field-attribute character +1. In this 
case, the address of the first data character from the reader 
following the protected field-attribute character. 

The reader data (and any data between the cu rsor and the 
next field-attribute character). 

Figure H-17. Operation of the Display with a Formatted Screen (OIeR or MSR Using 3277-Compatible Numeric Set), Example J 
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~E~ 
Field- Field- Icu!sorl 

~ENTERID0 ~ 
Field­
Attribute 
Character 
Generated by 
Reader 

L-__________ ~--------__ ~~ Icu!sorl 

Attribute 
Character 

Attribute 
Character 

Generated by 
Appl ication 

Program 

y 

Display screen before reader 
data is entered. 

T 

Reader Data 
(Nondisplay) 

Display screen after reader data IS entered. 

~ = Unprotected field-attribute character 

~ = Protected field-attribute character 

Note: Rules for positioning modified data on formatted screens applv· 

The position of reader data in the inbound data stream depends on 

the field position in the format. 

Inbound Data Stream 

AID 

Cursor - Address 

SBA 

Start of 
Data Address 

SBA 

Start of 
Data Address 

Data 

-

Set to indicate input from magnetic-stripe reading device. 

Address of cursor upon completion of reader operation. 

Set Buffer Address. 

Address of the unprotected (U) field-attribute character + 1. In the example 

above, it will be the address of the P 2 field-attribute character. 

Set Buffer Address. 

Address of the P 2 field-attribute character + 1. In this case, the address of the 
first data character from the reader following the P 2 field-attribute character. 

The reader data {and any data between the cursor 
and the next field-attribute character!. 

Figure H-18. Operation of the Display with a Formatted Screen (OICR or MSR Using 3277-Compatible Numeric Character Set), Example 2 
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OICR/MSR Validity Tests 

H-28 

The proper use of the OICR or MSR as an identification and data-entry device 
requires that the application program perform certain validity tests. The following 
'guidelines are recommended for proper operation: 

1. No field should be accepted as reader input unless the reader AID code is set. 

2. For preformatted displays, the application program must know the location of 
the field defined to receive the reader data and the exact location of the 
entered data, based upon the hardware operation that was previously defined. 
The use of the cursor address present in the inbound data stream, in 
combination with the AID byte to ensure reader input, is an additional 
technique that can be used to ensure the integrity of the data. For 
unformatted displays, the reader data is always presented as the first data 
entry in the input record to the application program. 

3. For preformatted displays, it is advisable to terminate the reader data field 
with another attribute byte. 

4. Upon completion of the reader operation, the application program should 
check for the presence of the EOI/EOR character (OICR) or the ES 
character (MSR). Absence of this character means the reader data has not 
been transferred successfully. 

5. Upon completion of the reader operation and a successful check for the 
EOI/EOR (ES) character, the LRC character may be used for a parity check 
to ensure integrity of the data. 

Because of the makeup of the 3277-compatible numeric character set codes 
(4 bits plus parity bit), only the right-hand 4 bits are of concern. The 
application program should set up a I-byte field initialized to X'OB'. This is 
the SOR (SS) character, which is not included in the inbound data stream but 
which is used to compute the LRC. As each character is checked for validity, 
it is exclusively ORed into this field. This operation should include the 
EOR/EOI (ES) character and the LRC, resulting in the byte containing zero. 
If the byte is nonzero, it means the result of the check on the data characters, 
including EOR/EOI (ES), does not equal the LRC, and a parity error has· 
occurred. 

6. If the reader input field is to be reused, the application program must remove 
the hardware-generated field-attribute character and reader input data. The 
location of this character can be derived from the inbound data stream by 
using one less than the start of the data address preceding the input data. 
Additionally, the cursor is located one position beyond the end of the reader 
data field. 

The card field may be reused if more than one card input is required or if the 
original attempt was unsuccessful and the application program desires to retry 
the operation. 

7. Text for all fields having the MDT bit set is transferred to main storage when 
the reader data is retrieved in response to the reader- generated I/O pending. 



8. The cursor must be moved out of the reader-generated field before further 
keyboard activity is allowed. 

9. A test card is delivered with each OICR and is available for system validation. 

MSR Operator Indicators and Alarm 

The test card data (in 4-bit code) written into the display buffer is as follows: 

BB1234567890123456789012345678955ABDEF7 

A test card, PN 1742659, is delivered with each 3278 Magnetic Reader 
Control feature. The test card data placed in the display buffer is as follows: 

0123456789987654321001234567F4 

Care should be taken that these cards are not accidentally auto-entered. The 
display should be placed in test mode to avoid auto-entering magnetic-stripe 
information to the host. 

Refer to "MSR/MHS Operator Indicators and Alarm". 
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~ppendix I. X.21 Switched Network Adapter Feature (3274 Models 51C and 61C) 

X.21 Functions 

The X.21 switched feature, installed in the 3274-51C or -61C and appropriately 
configured (see the 3274 Control Unit Customizing Guide, GA23-0065), enables 
a display operator, using a display's keyboard, to connect the control unit and 
attached terminals to a host system via the public switched network. The feature 
provides an adapter and appropriate control code for interfacing the 51 C or 61 C 
with Data-Circuit Terminating Equipment (DCE) in the public switched network. 

Communication with the host is conducted using SNA/SDLC protocols, and line 
speeds of 2400, 4800, and 9600 bps in a digital switched network are supported. 

The IBM 3270 Information Display System Feature Description, GA23-0113, and 
IBM 3270 Information Display System Configurator, GA27-2849, list the 
prerequisite or mutually exclusive features associated with the X.21 feature. 

The subset of X.21 functions supported by the 3274-51C or -61C is: 

• Address Call, including Abbreviated Call and Closed User Group Call 

• Direct Call 

• Automatic Answering 

• Call Progress Signals 

• Controlled Not-Ready state 

• Registration/Cancellation Facility 

Address Call. A host system can be "dialed" using the keyboard to enter its public 
switched network address. 

• Abbreviated Address Call. A host system can be "dialed" using an abbreviated 
network address. 

• Closed User Group Call. The number of 3270 systems and host systems that 
may connect to each other can be limited. "Dialing" of a network number not 
included in the "dialer's" user group results in an "access barred" condition. 

Direct Call. A host system connection is established without entering its network 
address. The address must have been predefined to the network. 

Automatic Answering. An incoming call from a host system is automatically 
"answered" by the control unit. Operator action is not required to complete the 
connection. 

Call Progress Signals. Call Progress signals from the network are interpreted and 
displayed by the control unit. They report on the status of outgoing calls (and 
also indicate results of operations with the Registration/Cancellation Facility). 
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X.21 Inquiry Facility 

X.21 Keys and Indicators 

The Keys 

1-2 

Controlled-Not-Ready State. Control unit is disconnected from network. 
Incoming calls are not accepted and a call progress signal to this effect is returned 
to the caller. Outgoing calls, dialed or direct, cannot be initiated. The control 
unit can perform offline functions. 

Registration/Cancellation Facility. Abbreviated network addresses, and IDs for 
members of a closed user group, are registered and canceled (with the network) 
using this facility. 

The 3274-51C and -61C support of X.21 switched network operations includes a 
facility with which an operator can query the control unit about the status of each 
terminal attached to it, and obtain the address of the currently connected host. 
(See "Inquiry Facility" at the end of this appendix for a detailed presentation.) 

The X.21 functions are invoked by operator actions at the keybo~rd (and 
incoming calls), and the status of the control unit with respect to X.21 functions is 
signaled to the operator via indicators in the Operator Information Area of the 
display. (This Appendix does not detail operator actions. See the appropriate 
Operator's Guides for such information.) 

The keyboard/display attached to port 0 of the control unit has access to the full 
complement of X.21 functions. The other terminals (as a group) are assigned 
function ranging from the full complement to lockout when the 3274 is 
customized. 

Seven keys on the 3278/3279 keyboards are affected when the X.21 feature is 
installed in the control unit. See Figure I-I. Six of these keys are associated with 
the X.21 function; the seventh, the LOAD MATRIX key, inherits the load printer 
matrix function normally assigned to the key labeled "Extension Key" in Figure 
1-1. when the X.21 feature is not installed. This key is effective only on the 
keyboard at port 0 (see "Printers" in Chapter 2). 

The six X.21 function keys consist of a "shift" key-the X.21 Extension key 
(.) -and five control keys: Direct Call key (. DIRECT), Dial Call key 
(. DIAL), Local key (. LOCAL), Communication key (. COMM), and 
Disconnect key (. DISC). 

To activate any of the X.21 control keys (and the. LOAD MATRIX key), the 
sequence is: press and hold the AL T key (present on all keyboards), press the 
X.21 extension key ( • ), release the AL T and • keys, and press the desired 
control key. (Decals are provided to mark the keys; the decals are shown in 
parentheses above.) 



Extension Dial Comm Load Matri x 

Key Key Key Key 
Direct I Local Disc 1 
Key Key Key 

CURSR@G8ffi#ffiffir°[EffiffitBffiffiffiE988fIELD ATTN SEL , 1 2 3 4 5 6 7 8 9 0 _ = - DUP MARK 
~~~ CLEAR Pfl PF2 PF3 Pf4 Pf5 Pf6 PfJ PF8 Pf9 PF10 Pfll Pf12 PAl PA2 

8;:~: 8~@]~0aa~8~0BBtiJ 08 
~~~~ @3 E900~0~000BB88 J 88 
~~ 0@]00~0000BB80 ~~ 
~----~0b§ 

3278, 3279 Keyboards 

Extension Dial Comm 

3178 Keyboards 

Figure 1-1. X.21 Feature Keys 
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The Indicators 

X.21 Operations 

Extension Mode 
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X.21 indicators are displayed in the Readiness and System Connection, Do Not 
Enter, Reminder, and Shifts and Modes areas of the Operator Information Area. 
They reflect the state of the control unit with respect to X.21 operations. When 
the X.21 indicators are accompanied by a Call Progress signal (Nnn), the signal is 
conveying information about a network operation (Call Progress signals are listed 
later in this appendix). 

The following indicators are displayed in the Reminder area: 

Call Ready ---z-

Call Ready with Call Progress signal ---- Nnn 
Dial In (Dialing terminal)-- .#? 
Dial In (other terminals, same control unit) --z...... # # 

Outgoing Call in Process 
Outgoing Call in Process with Call Progress signal ~- N nn 
Incoming Call in Process +--z..-

Disconnect in Process~-
Local ~ 599 (Communication Reminder with status code 599.) 

The following indicator is displayed in the Do Not Enter area: 

Operator Communication Check )C:;t: --z-

The following indicator is displayed in the Readiness and System Connection 
area: 

In-use N 

The following indicator is displayed in the Shifts and Modes area: 

Extension mode • 

The X.21 indicators appear alone or in conjunction with other Operator 
Information Area indicators. In the topic that follows, "X.21 Operations", the 
X.21 indicators are related to the keyboard actions or control unit states that 
cause them to be displayed. 

X.21 switched network operations are initiated and tracked using the keys and 
indicators just described. The "state" that the control unit is in controls which 
key functions are applicable at any given time. The keyboard must be in 
extension mode for any X.21 control key to be active. 

The keyboard is placed in extension mode by pressing the AL T key and the 
extension key (.), unless the security keylock is off, or if a TEST mode or 
machine check condition is present. The keyboard remains in extension mode 
until one of the X.21 control keys is pressed or a reset action occurs. 

If any other than the X.21 control keys, AL T key, and the RESET key is pressed, 
the Retry indicator is displayed and the extension mode is reset. When extension 
mode is reset, the status indicator previously active will again be displayed. 



Ready State 

Dial In State 

While in extension mode: 

1. Pressing the extension key resets extension mode. 

2. The reset key operates normally and does not reset extension mode. 

3. If pressed, the AL T key is ignored. 

When the control init is in X.21 Ready state, the Call Ready indicator is 
displayed, and the. (extension), • DIAL, • DIRECT, and. LOCAL keys or an 
incoming call are responded to. 

The Ready state is entered when: 

a. Power is brought up on the control unit. 

b. The. COMM key is pressed while the control unit is in local mode. 

c. When a Dial In state is ended by use of the. DISC key. 

d. The line is disconnected normally (. DISC key or • DISC comnland). 

e. An outgoing call is rejected by the network. The Call Ready indicator 
with Call Progress signals is displayed. The • DISC or • COMM keys 
will clear the Call Progress signal. 

f. The line is disconnected by an error, or an error occurs in the connection 
process. The Communication Error indicator is displayed (overrides the 
Call Ready indicator). Pressing the. COMM key will restore the Call 
Ready indicator. 

Pressing the • DIAL key causes the control unit to exit the ready state, to turn off 
the Call Ready and Extension mode indicators, to and display the Dial In (dialing 
terminal) indicator at the dialing terminal and the Dial In (other terminal) 
indicator on the other terminals. 

The Dial Call key initiates a keyboard reset and screen clear operation; positions 
the cursor at the home position, selects the character set in ROS X'OO', and resets 
the Highlighting Color (3279) and Programmed Symbols indicators to the default 
indications. If the terminal is in a Wait, Device Busy, Device Very Busy, Device 
Not Functional, or Security Key off condition, the Dial Call key has no effect and 
extension mode is exited. 

The control unit accepts call requests (Dial Call key or Direct Call key pressed) 
from the terminals on a first-come basis. Once a given terminal has entered a dial 
request, an attempt to enter a dial request or to change the Dial In state (except 
for. DISC) by another terminal is rejected. (The keyboard is inhibited and the 
Operator Communication Check indicator is displayed.) Test Mode entered on 
another terminal is allowed and will not affect the Dial In state. 
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While in Dial In state: 

a. At the dialing terminal: The. DIAL, • DIRECT, • LOCAL, • DISC, 
TEST, CLEAR, ENTER, and Other keys are accepted, the • COMM key 
is ignored, and AID producing keys (except for CLEAR and ENTER) are 
rejected with the minus function indicator displayed. 

b. At the other terminals: The. DIAL, • DIRECT, and. LOCAL keys are 
rejected with an operator communication check displayed. The. DISC, 
TEST and Other keys are accepted, the • COMM key is ignored, and 
AID producing keys are rejected with the minus function indicator 
displayed. 

c. Using the TEST key at the dial-originating terminal aborts the Dial In 
state. 

d. When dialing, as address digits are entered they are displayed in an 
unprotected area extending from the home position to column 31 of the 
screen-the Dial In area. The remainder of the screen is protected, and 
the Go Elsewhere indicator will be displayed if an attempt is made to 
enter a digit in the protected area. 

e. Null and blank characters in the Dial In area will be ignored. 

f. If no digit has been entered before the ENTER key is pressed, the 
ENTER key is rejected and the What? and Call Ready indicators are 
displayed. 

g. Pressing the CLEAR key clears the Dial In area. (No AID signal is sent.) 

h. Pressing the ENTER key after entering the dial digits causes the outgoing 
Call in Process indicator to replace the Dial In indicator, and the. DIAL, 
• DIRECT, and. LOCAL keys are disabled. (However, if the dial digits 
are incorrect or invalid, the What? indicator is displayed and Dial In state 
is reset to the Call Ready state. 

i. The. DIAJ-, and. DISC keys in Dial In state clear the screen; the 
former does not reset the Dial In state; the latter resets the Dial In state to 
Call Ready state. The. DISC, TEST, and Other keys are accepted; the 
• COMM key is ignored; and all AID producing keys are rejected with 
the minus function indicator displayed. 

See Figure 1-2 for a Dial In state summary. 



Response and Operator Information 

Area Indicator Displayed 

Action Taken Dialing Terminal Other Terminals 

Dial Call Accepted Rejected 
(~ DIAL key) Z#? XJ:Z 

Z## 
- -

Direct Call 

I 
Accepted Rejected 

(~ DIRECT key) -Z X TZ 
Enter Outgoi ng Z## 
Ca II-i n-Process state 

Take offline enter Accepted Rejected 

Controlled-not- '"tz599 XJ:Z 
Ready state Z## 
(~LOCAL key) I 

Cancel Controlled- Ignored ~ored 
not-Ready state J Z#? I Z#? 

I 
I 

(~COMM key) I 
Disconnect Line 

I 
Accepted 

I 
Accepted 

(~DISC key) Z Z 
Enter Call 1-Ready State 

I 

TEST key I Accepted Accepted 

Enter TEST mode 

1 

TEST TEST 

Abort dial in Z## . 

ENTER key Rejected I 
Enter Outgoing X-f 
Call-in-Process Z## 
state 

t ~~cePted 
-- -- -

CLEAR key Accepted Accepted 

clears Dial-In 
I 

clears screen 

area Z## 

I i Z#? I 

t Rejected PA, PF, ATTN, I Rejected I 

SYS REO keys I X-f I X-f : 

! Z#? 1 Z## 

Figure 1-2. Control Unit/Terminal Responses in Dial-In State 

Outgoing Call in Process State 

Outgoing Call in Process state is entered via the Dial In state (pressing ENTER 
after entering the dial digits) or directly from the Ready state when the Direct 
Call key is used. The Call Ready indicator is replaced with the Outgoing Call in 
Process indicator and the same keys are enabled/disabled as noted in item h 
under Dial In state. Call Progress signals may be displayed along with the 
Outgoing Call-in-Process indicator. (See "Call Progress Signals" later in this 
appendix.) 

Ready-for-Data and Data Transfer States 

After line connection has been made but before any sessions with the host have 
been established (SNA ACTPU/ ACTLU sequence), the Outgoing 
Call-in-Process indicator is turned off and the In-Use indicator is displayed in the 
Readiness and System Connection area. After session(s) have been established, 
the Online indicator is also displayed in the same area. 
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While in the Ready-for-Data and Data Transfer states: 

1. The AID producing keys, TEST, • DISC, and Other keys are accepted. 

2. The. DIAL, • DIRECT, and • LOCAL keys are rejected with the Operator 
Communication Check indicator displayed. 

3. The. COMM key is ignored. 

Disconnection-in-Process State 

Incoming Call State 

Disconnection-in-Process state is entered when the DISC key is pressed or a 
disconnect command or timeout condition causes the line connection to be 
broken. The Disconnection-in-Process indicator is displayed until disconnection 
is complete when the Call Ready indicator is displayed and the control unit 
returns to Ready state. 

While in the Disconnect-in-Process state: 

1. TEST and Other keys are accepted. 

2. The. DIAL, • DIRECT, and • LOCAL keys are rejected with the Operator 
Communication Check indicator displayed. 

3. The AID producing keys are rejected with the minus function indicator 
displayed. 

The screen will not be cleared. All session-related indicators including the Online 
indicator, Ownership, System Lock, etc., are cleared. 

Incoming Call state is entered from Ready state. The Call Ready indicator is 
replaced with the Incoming Call-in-Process indicator, and, when the connection is 
completed, the In-Use indicator is displayed. After session establishment, the 
Online indicator is also displayed. 

While in Incoming Call state: 

1. The. DISC, TEST and Other keys are accepted. 

2. The. DIAL, • DIRECT, and. LOCAL keys are rejected with the Operator 
Communication Check indicator displayed. 

3. The. COMM key is ignored. 

4. AID producing keys are rejected with the minus function indicator displayed. 

Controlled-Not-Ready State 

I-8 

Controlled-Not-Ready state is entered from the Ready state when the. LOCAL 
key is pressed. All incoming calls and outgoing call requests are rejected. The 
Call Ready indicator is replaced with the Communication Reminder indicator 
accompanied by a status code of 599. 

The • COMM key is used to restore the control unit to Ready state. 



Call Progress Signals 

Call Progress Signal Handling 

While in Controlled-Not-Ready state: 

1. The. COMM, TEST, and Other keys are accepted. 

2. The. DIAL, • DIRECT, • DISC keys are rejected with the Operator 
Communication Check indicator displayed. 

3. The AID producing keys are rejected with the minus function indicator 
displayed. 

The Call Progress signals, two digit codes displayed with the Call Re.ady and 
Outgoing Call-In-Process indicators, are public switched network originated. 
They provide information to the control unit and operator concerning outgoing 
call requests and registration/ cancellation operations. 

When displayed with the Call Ready indicator, Call Progress signals indicate that: 

1. The call request just made has failed and the line is disconnected. The 
network reason for the failure is specified by the specific signal. 

2. The registration/cancellation operation just attempted succeeded or failed. 

When displayed with the Outgoing Call-In-Process indicator, Call Progress signals 
indicate the network status of the call. No operator action should be taken until 
either the In-Use indicator appears (call successful) or the Call Ready indicator 
with Call Progress signals appears (call unsuccessful). 

The following are the CCITT -defined Call Progress signals for public switched 
networks: 

01 Terminal called 45 Controlled-not-ready 

02 Redirected call 46 Uncontrolled-not-ready 

03 Connect when free 47 DeE power off 

20 No connection 48 Invalid facility request 

21 Number busy 49 Network fault in local loop 

22 Procedure error 51 Call information service 

23 Transmission error 52 Incompatible user 

41 Access barred 61 Network congestion 

42 Changed number 71 L. T. network congestion 

43 Not obtainable 72 RPOA out of order 

44 Out of order 81 Registration/cancellation confirmed 
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Call Progress signals are handled by the control unit according to category, as 
follows: 

Category l-Ox signals: Wait for 1 minute, return to Call Ready state if not 
successful. 

Category 2-2x,6x signals: Retry. The number of retries and the time 
interval (3 to 20 seconds) between retries is specified at control unot 
customization. 

Category 3-4x,5x,7x,8x: Go to Call Ready state immediately. 

Call Progress signals displayed with the Call Ready indicator are cleared by use of 
the Dial call, Direct call, Disconnect, Local, or Communication key or by receipt 
of an incoming call. 

Registration/Cancellation Facility 

Error Conditions 

Inquiry Facility 

1-10 

This facility is used to register (with the network) or cancel abbreviated address 
call sequences or the addresses of the members comprising the closed user group. 

To use the Registration/Cancellation Facility, the control unit is placed in Dial In 
state (the. DIAL key) and a sequence of numbers indicating the type of 
registration/ cancellation wanted and the specifics is then entered. The exact 
sequence and content will vary between public switched networks. After 
completion of a registration/cancellation request, the Call Ready indicator will be 
displayed with a Call Progress signal indicating success or failure of the request. 

When the Communication Reminder indicator with 3274 error status code is 
displayed during X.21 operations, the state of the connection can be determined 
by' the In Use indicator. See Appendix A for status code interpretation. If the 
call is to be retried, the • COMM key will reset the Communication Reminder 
indicator. Appendix A should also be referred to for machine-check indicator 
interpretation and handling. 

Concurrent test 3 of the subsystem log and test facility provides X.21-related 
information when the X.21 feature is installed on the 3274-51C or -61C. 

Test 3 is invoked by: 

1. Pressing and holding the ALT key, and pressing the TEST REQ key. 

2. Releasing the AL T and TEST REQ keys. 

3. Keying in /3 (slash three). 

4. Pressing the ENTER key. 



The following eight lines of information will be displayed: 

Line 1 01234567 89 ... 

The digits represent the low-order digit of the 3274 port address. 
Type B ports are always noted following Type A ports; if a Type B 
port is attached the last (highest) Type A port and the first (lowest) 
Type B port are separated by two blanks. 

Line 2 1,0, or a - (hyphen) under each position in line 1. 

1 indicates the terminal is powered on. 
o indicates the terminal is powered off (or that no terminal is 

attached to the port). 
indicates that the terminal is disabled due to an error detected at 
the control unit. 

Line 3 d, p, i, or a _ (underscore) under each position in line 1 
followed by the letters TYP. 

d indicates the terminal is a display. 
p indicates the terminal is a printer. 

indicates a terminal other than a display or printer. 
indicates the terminal has never been powered on (or that no 
terminal is attached to the port). 

Line 4 . (period), : (colon), I (vertical bar), or a * (asterisk) under 
each position in line 1 followed by the letters COAX. 

indicates no coax cable errors recorded. 
indicates 1 to 9 coax cable errors recorded. 
indicates 10 to 19 coax cable errors recorded. 

* indicates 20 or more coax cable errors recorded. 

Line 5 . (period), : (colon), I (vertical bar), or a * (asterisk) under 
each position in line 1 followed by the letters DEV. 

indicates no terminal errors recorded. 
indicates 1 to 9 terminal errors recorded. 
indicates 10 to 19 terminal errors recorded. 

* indicates 20 or more terminal errors recorded. 

Line 6 + or a blank under each position in line 1 followed by the 
letters LU. 

+ indicates that the terminal is in session with the host. 
blank indicates that the terminal is not in session with the host. 
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Line 7 ## is displayed directly under the letters LU in line 6 
followed by one of the following: 

a. The host access (the dialed number) to which the control unit is 
currently connected. 

h. Four zero digits (0000) if the current connection was made via 
the • DIRECT key. 

c. Four hyphens (----) if the control unit's current status is 
"incoming call in process" or the connection has been made by 
an incoming call. 

Line 8 MMMM CCCC PPPP RRRR XXXX 

MMMM 
CCCC 
PPPP 
RRRR 
XXXX 

is a summary count of 3274 detected machine checks. 
is a summary count of communication checks. 
is a summary count of program checks. 
is a summary count of SDLC Test commands received. 
is a summary count of SDLC Test commands successfully 

transmitted. 

An example follows: 

Line Contents 

1 01234567 (No Type B adapter) 
2 101111-1 
3 dddddppp TYP 
4 ..... : * COAX 
5 ... : .. : . DEV 
6 + ++ + LU 
7 ## 0466443 
8 0000 0001 0000 0000 0000 



Appendix J. Compression of Symbol Definition Bit Strings 

Character Cell Division 

Symbol definition bit strings can be transmitted by the LPS structured field 
function in uncompressed or compressed form. The 3274 control units 
(Configuration Support C or D installed) can expand the compressed symbol 
definitions into the full dot pattern required by the display or printer. 

An uncompressed symbol definition requires either 18 bytes of data (display) or 
10 bytes of data (printer) to be transmitted. Compression, as described in this 
appendix, is a method for reducing the number of bytes (bits) transmitted. 

An uncompressed symbol definition is created by dividing the character cell 
within which a symbol is formed into bytes (slices) as shown in the next section. 
The symbol is defined by encoding the bits (dots) in each byte (slice) as a B'l' if 
the dot is to be "on", and a B'O' if off. The dot pattern representing the symbol is 
thus formed. Byte (slice) 1 is understood to represent the leftmost upper 8 dots in 
the display matrix or the leftmost 8 dots in the printer matrix. The string of 144 
bits (display) or 80 bits (printer) thus encoded represents the uncompressed 
symbol definition. A comparison process, comparing digits (4 bits) in the 
uncompressed bit string to reference digits selected from the same bit string, is 
used to compress the data. 

The character cell for a display or printer character position is divided into slices 
as shown following. A slice corresponds to a byte, the bits to dots. 
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The Compression Process 

J-2 

Once the character cell has been sliced in an appropriate manner, the slices can be 
thought of as forming a data string, beginning with slice 1, the zero bit in each 
slice at the left. 

slice 1 slice 2 o 1 234 567 D 
slice 10 or 18 

As noted, each group of 4 bits is termed a digit. The bit string forming the symbol 
definition is compressed by comparing each digit with the corresponding digit in a 
preceding slice, or zero, and the compressed bit string is generated according to 
the matches and mismatches that occur in the comparison process. 

In creating a Type 2 (display) or Type 6 (printer) compressed bit string for an 
individual symbol, an algorithm based on one of four comparison rules is used. So 
that the 3274 can subsequently expand the compressed string, a header (of 1 to 4 
bits) is used at the start of each symbol definition to signal which of the four 
comparison rules was used in the compression. 

The compressed bit strings for all the symbols being defined are concatenated 
without regard for byte boundaries, and then terminator bits are added to make 
the total bit string fit into an integral number of bytes. 

To summarize so far, Type 2 or Type 6 data defining a full set of symbols in a 
Load Programmed Symbols structured field function looks like this: 

H I so H I so 

symbol 1 symbol 2 

H = header bit(s) 
SO = symbol-definition bits 

T = terminator bits 

H I so 

symbol 3 

( , 
so H so 

I , 
symbol 189 symbol 190 

T 

The following material describes comparison rules and header bits, creating the 
compressed bit string, terminator bits, and examples of compressing the 
symbol-definition bit string for the symbol in Figure J-l. 
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In Type 1 data format, the dot pattern for this example 
symbol would be transmitted in 18 bytes having the 
following values: 

Slice 1: 8'00010000' = X'10' 
Slice 2: 8'00010000' = X'1O' 
Slice 3: 8'00000000' = X'OO' 
Slice 4: 8'00000000' = X'OO' 
Slice 5: 8'00000000' = X'OO' 
Slice 6: 8'00000000' = X'OO' 
Slice 7: 8'10000000' = X'80' 
Slice 8: 8'01000000' = X'40' 
Slice 9: 8'00100000' = X'20' 
Slice 10: 8'00010000' :: X'10' 
Slice 11 : 8'00001000' = X'08' 
Slice 12: 8'00000100' = X'04' 
Slice 13: 8'00000010' = X'02' 
Slice 14: 8'11111111' = X'FF' 
Slice 15: 8'00000000' = X'OO' 
Slice 16: 8'00000000' = X'OO' 
Slice 17: 8'00000000' = X'OO' 
Slice 18: 8'00000000' = X'OO' 

Figure J-1. Type 1 Data Format - An Example Dot Pattern Encoded 

The Comparison Rules and Header Bits 

The four comparison rules that follow are used in creating a compressed 
symbol-definition bit string from a Type 1 (display) or 5 (printer) uncompressed 
symbol-definition bit string. Encoding the results of the comparison is discussed 
under "Creating the Compressed Bit String." 

• Comparison Rule 1 (Header bit = B'O') 

Each digit is compared with a digit consisting of zero'bits. 

• Comparison Rule 2 (Header bits = B' 10') 

Each digit is compared with the corresponding digit in the previous slice; for 
example, the first digit of slice 2 is compared with the first digit of slice 1, the 
second digit of slice 2 with the second digit of slice 1, the first digit of slice 3 
with the first digit of slice 2, and so on. Since slice 1 has no previous slice, 
compare each digit of slice 1 to a zero digit. 

• Comparison Rule 3 (Header bits = B'110') 

Each digit is compared with the corresponding digit in the next-to-previous 
slice; for example, the first digit of slice 3 is compared to the first digit of slice 
1, the second digit of slice 3 with the second digit of slice 1, the first digit of 
slice 4 with the first digit of slice 2, and so on. Since slices 1 and 2 have no 
next-to-previous slice, compare each digit of slices 1 and 2 to a zero digit. 

• Comparison Rule 4 (Header bits = B' 1110') 

No comparison required. A blank symbol. The symbol definition consisted of 
zero bits only. 
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Creating the Compressed Bit String 

J-4 

The digit comparisons are encoded by taking the digits 4 at a time (2 slices-the 
slice-pair referred to in following discussions) and comparing them to their 
corresponding digits in a reference slice-pair that you have created (following the 
comparison rUles). Because the digits are compared 4 at a time, it is convenient to 
regard the 18 slices of the type 1 data string or the 10 slices of a type 5 data string 
symbol definition as being made up of 9 or 5 slice-pairs. The digits of the 
slice-pairs are compressed as follows: 

• Step 1 

Compare the first Type 1 or 5 slice-pair with the reference slice-pair. 

Step lA 

When the two slice-pairs are identical, put a 0 bit in the symbol-definition 
bit string, and repeat step 1 for the next slice-pair. 

Step IB 

When the two slice-pairs are not identical, put a 1 bit in the 
symbol-definition bit string, and proceed to step 2. 

• Step 2 

Compare, in turn, each digit in the Type 1 or 5 slice-pair with the 
corresponding digit in the reference slice-pair. 

Step 2A 

For each digit that matches (that is, the digits being compared are the 
same), put a 0 bit in the symbol-definition bit string. 

Step 2B 

For each digit that does not match (that is, the digits being compared are 
not the same), put a 1 bit in the symbol-definition bit string followed by a 
copy of the 4 bits of the nonmatching digit from the Type 1 or 5 slice-pair. 

• Step 3 

Repeat steps 1 and 2 in a similar manner through to the ninth slice-pair of a 
Type 1 string or the fifth slice-pair of a Type 5 string. 

When the bit strings for all the symbols have been created and concatenated, the 
Type 2 or Type 6 data string is completed with 1 bits to make up an integral 
number of bytes. There must be at least 4 of these terminator 1 bits-even if they 
spill over into a further byte. The number of 1 bits required thus ranges from 4 
(minimum) to 11 (maximum). 



Examples of the Compression Algorithm in Use 

The following three examples show how a Type 1 data string for a particular 
symbol is compressed into a Type 2 data string. In these examples, the symbol 
whose Type 1 data string being compressed is the one shown in Figure J -1. Here 
is the data string for that symbol, presented as nine slice-pairs: 

Slice-pair 1: X'1010' 
Slice-pair 2: X'OOOO' 
Slice-pair 3: X'OOOO' 
Slice-pair 4: X'8040' 
Slice-pair 5: X'2010' 
Slice-pair 6: X'0804' 
Slice-pair 7: X'02FF' 
Slice-pair 8: X'OOOO' 
Slice-pair 9: X'OOOO' 

For the particular symbol used in these examples, comparison rule 1 yields the 
shortest bit string; for any other symbol, however, the comparison rule that yields 
the shortest bit string depends on the symbol's particular dot pattern. 

Example of Algorithm Using Comparison Rule 1 

Step 1: Compare slice-pairs. 
For a match, generate B'O'. 
For a mismatch, generate B'1', and do step 2. 

Step 2: Compare digits. 
Slice-pairs being For a match, generate B'O'. 
compared according For a mismatch, generate B'1' followed by a copy of the bits 
to Rule 1: in the nonmatching Type 1 digit. 

Reference Type 1 
slice-pair slice-pair Digit 1 I Digit 2 I Digit 3 I Digit 4 

X'OOOO' X'1010' 1 1 0001 0 1 0001 0 

X'OOOO' X'OOOO' 0 

X'OOOO' X'OOOO' 0 

X'OOOO' X'8040' 1 1 1000 0 1 0100 0 

X'OOOO' X'2010' 1 1 0010 0 1 0001 0 

X'OOOO' X'0804' 1 0 1 1000 0 1 0100 

X'OOOO' X'02FF' 1 0 1 0010 1 1111 1 1111 

X'OOOO' X'OOOO' 0 

X'OOOO' X'OOOO' 0 

Figure J-2. Example of Compression Algorithm Using Comparison Rule 1 

With Comparison Rule 1, the header is B'O' and the symbol-definition bit string is 
created by comparing each Type 1 slice-pair with an all-zeros reference slice-pair 
as shown in Figure J-2. The resultant bit string, including the header, is thus: 

01100010 1000 1000 11100001 010001100100 1000 1010 1100 
0010 1001 0100 1011 1111 1111 00 

Note that the original Type 1 bit string of 144 bits is compressed to 74 bits. 
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Example 0/ Algorithm Using Comparison Rule 2 

J-6 

Step 1: Compare slice-pairs. 
For a match, generate 8'0'. 
For a mismatch, generate 8'1', and do step 2. 

Step 2: Compare digits. 
Slice-pairs being For a match, generate 8'0'. 
compared according For a mismatch, generate 8'1' followed by a copy of the bits 
to Rule 2: in the nonmatching Type 1 digit. 

Reference Type 1 
slice-pair slice-pair Digit 1 I Digit 2 I Digit 3 I Digit 4 

X'OO10' X'1010' 1 1 0001 0 0 0 

X'1000' X'OOOO' 1 1 0000 0 0 0 

X'OOOO' X'OOOO' 0 

X'0080' X'8040' 1 1 1000 0 1 0100 0 

X'4020' X'2010' 1 1 0010 0 1 0001 0 

X'1008' X'0804' 1 1 0000 1 1000 0 1 0100 

X'0402' X'02FF' 1 0 1 0010 1 1111 1 1111 

X'FFOO' X'OOOO' 1 1 0000 1 0000 0 0 

X'OOOO' X'OOOO' 0 

Figure J-3. Example of Compression Algorithm Using Comparison Rule 2 

With Comparison Rule 2, the header is B'10', and the symbol-definition bit string 
is created by comparing each Type 1 slice-pair with a reference slice-pair 
composed of the previous slices as shown in Figure J-3. The resultant bit string, 
including the header, is thus: 

1011 0001 0001 100000000111 0000 10100011 001001000101 
100001100001 0100 10100101 1111 1111 11100001 0000000 

Note that the original Type 1 bit string of 144 bits is compressed to 95 bits. 



Example 0/ Algorithm Using Comparison Rule 3 

Step 1: Compare slice-pairs. 
For a match, generate B'O'. 
For a mismatch, generate B'1', and do step 2. 

Step 2: Compare digits. 
Slice-pairs being For a match, generate B'O'. 
compared according For a mismatch, generate B'1' followed by a copy of the bits 
to Rule3: in the nonmatching Type 1 hexadecimal digit. 

Reference Type 1 
slice-pair slice-pair Digit 1 I Digit 2 I Digit 3 I Digit 4 

X'OOOO' X'1010' 1 1 0001 0 1 0001 0 

X'1010' X'OOOO' 1 10000 0 1 0000 0 

X'OOOO' X'OOOO' 0 

X'OOOO' X'S040' 1 1 1000 0 1 0100 0 

X'S040' X'2010' 1 1 0010 0 1 0001 0 

X'2010' X'OS04' 1 10000 1 1000 1 0000 1 0100 

X'0804' X'02FF' 1 0 1 0010 1 1111 1 1111 

X'02FF' X'OOOO' 1 0 1 0000 1 0000 1 0000 

X'OOOO' X'OOOO' 0 

Figure J-4. Example of Compression Algorithm Using Comparison Rule 3 

With Comparison Rule 3, the header is B'110' and the symbol-definition bit string 
is created by comparing each Type 1 slice-pair with a reference slice-pair 
composed of the next-to-previous slices as shown in Figure J-4. The resultant bit 
string, including the header, is thus: 

1101 1000 10100010 11000001 00000011 10000101 0001 1001 
00100010 11000011 0001 0000 10100101 0010 1111 1111 1110 
1000010000100000 

Note that the original Type 1 bit string of 144 bits is compressed to 112 bits. 
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List of Abbreviations 

A 

A. Attention 

ACK. Positive acknowledge 

ACTLU. Activate Logical Unit 

ACTPU. Activate Physical Unit 

AID. Attention Identification 

ALT. Alternate 

A/N. Alphanumeric 

APL. A programming language 

ARC. Adapter return code 

ASCII. American National Standard Code for Information 
Interchange 

async. Asynchronous 

atb. Attribute 

ATTN. Attention 

B 

B. Busy 

BB. Begin bracket 

BCC. Block check character 

BETB. Between-bracket state 

BIU. Basic information unit 

BOC. Bus-out check 

bps. Bits per second 

BSC. Binary synchronous communication 

C 

C. Column 

C&D. Cause and diagnostic (codes) 

CAC. Common adapter code 

CAW. Channel address word 

CC. Control check, Chain Command (flag) 

CCC. Copy control character 

CCITT. International Telegraph and Telephone Consultative 
Committee 

CCW. Channel control word 

CID. Connection identifier 

CD. Change direction 

CEo Channel End 

char. Character 

cmd. Command 

CNCL. Cancel 

CNM. Communication network management 

COAX. Coaxial (cable) 

COMM. Communication 

cps. Characters per second 

CPU. Central processing unit 

CR. Command Reject 

CRT. Cathode-ray tube 

CRY. Cryptographic Session Verification 

CSW. Channel status word 

ctl. Control 

ctr. Counter 

CTS. Clear to Send 

CU. Control unit 

CUE. Control Unit End 

CUG. Closed user group 

D 

D. Display 

DAA. Data access arrangement 

DAF'. Destination address field prime (local address of SLU) 

DB. Device Busy 

DC. Data Check 

DCE. Data-Circuit Terminating Equipment 

DDSA. Digital Data Service Adapter 

DE. Device End 

deact. Deactivate 

dec. Decimal 

DEL. Delete 
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DEV. Device 

DISC. Disconnect 

DLE. Data link escape 

DM. Disconnect mode 

DPKT. Default packet (size) 

DR. Definite response 

DSR. Data set ready 

DTE. Data terminal equipment 

DWND. Default window (size) 

DUP. Duplicate 

E 

EAU. Erase All Unprotected 

ED. End brackets 

EDCDIC. Extended Binary-Coded Decimal Interchange Code 

EC. Equipment Check, engineering change 

ECSA. Extended Character Set Adapter 

EFI. Expedited flow indicator 

EIA. Electronic Industries Association 

EM. End of message 

ENP. Enable Presentation 

ENQ. Enquiry 

EOF. End of Field 

EOI. End of Inquiry 

EOR. End of Record 

EOT. End of Transmission 

EPSN. Extended packet sequence numbering 

ERI. Exception response indicator 

ERP. Error recovery procedure(s) 

ESC. Escape 

ETD. End of Transmission Block 

ETX. End of Text 

EUA. Erase Unprotected to Address 

E/W. Erase/Write 

EX. Exception (response) 

X-2 

F 

FCS. Frame checking sequence 

FF. Forms feed 

FID. Format identifier 

FIE. Function interpret error 

FM. Field mark, function management 

FMD. Function management data 

FMH. Function management header 

FRMR. Frame reject response 

G 

GFI. General format identifier 

GP. General Poll 

H 

HDLC. High-Level Data Link Control 

Hex. Hexadecimal 

HNAD. Host network (DTE) address 

HPCA. High Performance Communication Adapter 

HT. Horizontal Tab 

Hz. Hertz 

I 

I. Information (format) 

IC. Insert Cursor 

ID. Identification, identifier 

ident. Identification 

IML. Initial machine load, initial microprogram load 

Ind. Indicator 

INS. Insert 

10PT. Incoming call option 

lOS. Input/Output Supervisor 

IR. Intervention Required 

IRS. Interrecord separator 

lTD. End of intermediate transmission block 



K 

KANA. Katakana 

kbd. Keyboard 

L 

LAPB. Link access procedure balanced 

LC. Logical channel 

LCID. Logical channel identifier 

LED. Light emitting diode 

LF. Line feed 

LIC. Last in chain 

LLC. Logical link control 

LNA. Logical network address 

LRC. Longitudinal redundancy check 

LU. Logical unit 

LU/SSCP. Logical unit/system services control point 

M 

MCL. Multiuse Communication Loop 

MDT. Modified data tag 

MHS. Magnetic hand scanner 

MPF. Mapping field 

MPP. Maximum presentation position 

MSR. Magnetic slot reader 

N 

NA or N/ A. Not applicable 

NAK. Negative acknowledge 

NIA. Network Interface Adapter 

NCP. Network control program 

NL. NewLine 

NMVT. Network Management Vector Transport 

NOLLC. No logical link control 

NOP. No operation 

NPDA. Network Problem Determination Application 

NPKT. Negotiated packet (size) 

NRZ. Non-return-to-zero (recording) 

NS. Nonsequenced (format) 

NUL. Null 

NUM. Numeric 

NWND. Negotiated window (size) 

o 

OAF'. Origin address field prime 

OC. Operation Check 

OCIR. Operator Identification Card Reader 

o'flo. Overflow 

P 

P. Printer, protected 

PA. Program access 

PAC. Program authorized credentials 

PCKT. Packet 

PF. Program function 

PI. Pacing indicator 

PID. Product-set ID 

PIU. Path information unit 

PL U. Primary logical unit 

PRID. Procedure-related identifier 

PS. Programmed Symbols, physical services 

PSDN. Packet switched data network 

PSH. Physical services header 

PSI. Primary to secondary indicator 

PSWD. Password 

PT. Program Tab 

PU. Physical unit 

PVC. Permanent virtual circuit 

Q 

QFRMR. Qualified frame reject response 

QLLC. Qualified logical link control 

QRI. Queued response indicator 

QSM. Qualified set mode 

R 

R. Row 

RA. Repeat to Address 
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RB. Read Buffer 

RBM. Read Buffer Modified 

Rd Mod. Read Modified 

RECFMS. Record Formatted Maintenance Statistics 

Req. Request 

REQMS. Request Maintenance Statistics 

resp. Response 

RH. Request/response header 

RM. Read Modified 

RNR. Request not ready, receive not ready 

RPOA. Recognized private operating agency 

RP-Q. Read Partition-Query 

R/R. Request/response 

RR. Request ready, receive ready 

RSP. Response 

RTM. Response Time Monitor 

RTS. Request to send 

RU. Request/response unit 

RVI. Reverse interrupt 

S 

S. Sequenced (format) 

SA. Selection addressing 

SABM. Set Asynchronous Balance Mode (command) 

SARM. Set Asynchronous Response Mode 

SBA. Set Buffer Address 

SCS. SNA character string 

SDLC. Synchronous Data Link Control 

SF. Start field 

SHF. Set Horizontal Format 

SI. Suppress Index 

SIOF. Start I/O Fast Release 

SLU. Secondary logical unit 

SM. Status modifier 

SNA. Systems Network Architecture 

SNBU. Switched network backup 
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SNF. Sequence number field 

SNRM. Set Normal Response Mode 

SOH. Start of heading 

sol. Solicited 

SOR. Start of record 

SP. Space, Specific Poll 

SPD. Selector pen detect 

SRM. Set Reply Mode 

SIS. Status and sense 

SSCP. System services control point 

SSR. Secure string record 

STX. Start of text 

SUB. Substitute 

SVC. Switched virtual circuit 

SVF. Set Vertical Format 

sw. Switch 

SYN. Synchronous idle 

SYSREQ. System request 

T 

TAF. Target address field 

TC. Transmission check 

TCLS. Throughput class 

TCU. Transmission control unit 

TH. Transmission header 

TS. Transmission services 

TTD. Temporary text delay 

U 

U. Unprotected 

UA. Unnumbered acknowledgment 

UC. Unit check 

UE. Unit exception 

UKPSS. United Kingdom Packet Switching Service 

unsol. Unsolicited 

US. Unit Specify 



v 

V. Volts 

vect. Vector 

VFe. Vertical forms control 

VT AM. Virtual Telecommunications Access Method 

W 

WACK. Wait before transmit 

WCe. Write control character 

WNDO. Window 

WSF. Write Structured Field 
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Glossary 

The terms in this glossary are defined here as they apply to the 
3270 Information Display System. 

A 

access method. A technique for moving data between main 
storage and input/output devices. 

AID. See attention identifier. 

alphanumeric field. A field that may contain any alphabetic, 
numeric, or special characters. 

alternate character set. A character set, located in the terminal, 
from which characters are obtained for display and printing by 
using the graphic escape character in the data stream. 

alternate cursor. An image reversal of each dot in the character 
cell at the cursor position. 

attention. An I/O interruption generated asynchronously by a 
display station, usually as the result of an action taken by the 
operator of the device. 

attention identification (AID). A code that the terminal sends in 
the inbound data stream to identify the operator action or 
structured field function that caused the data stream to "be sent 
to the application program. An AID is always sent as the first 
byte of the inbound data stream. Structured fields in the data 
stream may also contain an AID. 

attribute. A characteristic. 

attribute select keyboard. A keyboard that enables the 
operator, when permitted by the program, to change the 
character attributes of the keyed-in character. 

attribute type. A code that identifies the characteristics from 
which the associated set of attribute values can be selected. See 
also extended color, extended highlighting, and character set. 

attribute value. A code immediately following the attribute type 
in the data stream that specifies a particular characteristic 
from the set defined by the attribute type. 

audible alarm. A special feature that sounds a short, audible 
tone automatically when a character is entered from the 
keyboard into the next-to-Iast character position on the screen. 
The tone can also be sounded under program control. 

automatic polling. (1) A hardware feature of a 
telecommunications unit that processes a polling list, polling 
the terminals in order and handling negative responses to 
polling without interrupting the central processing unit. At the 
end of the list, polling is automatically begun again at the 
beginning of the list. Synonymous with au/opoll. (2) See also 
polling. 

automatic skip. After entry of a character into the last 
character position of an unprotected display field, automatic 
repositioning of the cursor from a protected and numeric field 
to the first character position of the next unprotected display 
field. 

autopoll. Same as automatic polling. 

auto-skip. Same as automatic skip. 

B 

base color. The capability to display or print all characters in a 
field, in one of four colors, on a color terminal by using 
combinations of the field protection and the field intensify bits 
of the field attribute. 

Binary Synchronous Communications (BSC). Data transmission 
in which character synchronism is controlled by timing signals 
generated at the sending and receiving stations. 

blink. An extended highlighting attribute value (for emphasis) 
of a field or character. 

block matrix. The total array of dots that can be used to 
describe a graphic character for a 3270 display or printer. 

bracket. In VT AM, an exchange of data between an 
application program and a logical unit which accomplishes 
some task. 

BSC. See Binary Synchronous Communications. 

buffer address. The address of a location in the buffer at which 
one character can be stored. 

c 
CCC. See copy control character. 

category A terminals. Terminals that can be attached to type A 
adapters. For example the 3278 and 3279 Displays, the 3287 
Models 1,2, lC and 2C, the 3262 Models 3 and 13, and the 
3289 Models 1 and 2 Printers. 

category B terminals. Terminals that can be attached to type B 
adapters. For example the 3277 Display, the 3284, 3286, 3287 
Models 1 and 2, and 3288 Printers. 

character attribute. The properties of a character with respect 
to its color, highlighting, and character set. See also extended 
field attribute. 

character buffer. The read/write storage used by a partition for 
storing character or graphic data for display or printing on a 
terminal. 

character position. A location on the screen at which one 
character can be displayed; also, an addressed location in the 
buffer at which one character can be stored. 

character set. (1) A defined collection of characters in a 
loadable or nonloadable set selected by means of a local 
character set identifier. (2) An attribute type in the extended 
field and character attributes. 
(3) An attribute passed between session partners in the Start 
Field Extended, Modify Field, and Set Attribute orders. 

clear indicator. In VTAM, a SESSIONC indicator sent by one 
node to another that prevents the exchange of messages and 
responses. 
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cluster control unit. (1) A device that can control the 
input/output operations of more than one device. A remote 
cluster control unit can be attached to a host CPU only via a 
communications controller. A cluster control unit may be 
controlled by a program stored and executed in the unit, or it 
may be controlled entirely by hardware. (2) See also 
communications controller. 

command. An instruction that directs a control unit or device to 
perform an operation or a set of operations. 

communications controller. (1) A type of communication control 
unit whose operations are controlled by a program stored and 
executed in the unit. Examples are the IBM 3704 and 3705 
Communications Controllers. (2) See also cluster control unit. 

control character. A character used in conjunction with a Write 
command to specify that a control unit is to perform a 
particular operation. 

control codes. The hexadecimal values hex 00 through hex 3F, 
and hex FF in the 3270 data stream. 

conventional 3270. A locally attached 3270 terminal or a 
remotely attached 3270 terminal that uses the BSC line 
discipline. 

copy control character (CCC). A character used in conjunction 
with the Copy command to specify the type of data to be 
copied. 

copy operation. An operation that copies the contents of the 
buffer from one display station or printer to another display 
station or printer attached to the same control unit. 

cursor. A unique symbol that identifies a character position in 
a screen display, usually the character position at which the 
next character to be entered from the keyboard will be 
displayed. 

o 
data stream. All data transmitted through a channel in a single 
read or write operation to a display station or printer. 

data transfer. In telecommunications, the sending of data from 
one node to another. 

data transfer mode. A set of facilities (including the macro 
instructions needed to use them) that enable the application 
program to communicate with terminals. 

definite response 1. In VT AM, a response that indicates 
whether its associated message was successfully forwarded to 
its final destination (such as the display screen of an output 
device). 

definite response 2. In VTAM, a response that indicates that 
the node sending the response has accepted recovery 
responsibility for the associated message. 

designator character. A character that immediately follows the 
attribute character in a selector-pen-
detectable field. The designator character controls whether a 
detect on the field will or will not cause an attention. For a 
non attention-producing field, the designator character also 
determines whether the modified data tag for the field is to be 
set or reset as the result of a selector-pen detect. 
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detectable. An attribute of a display field; determines whether 
the field can be sensed by the selector pen. 

display field. A group of consecutive characters (in the buffer) 
that starts with an attribute character (defining the 
characteristics of the field) and contains one or more 
alphameric characters. The field continues to, but does not 
include, the next attribute character. 

dot. One point in a printer or display block matrix. 

E 

Erase All Unprotected (EAU) command. A command that clears 
all unprotected fields to nulls, resets modified data tags in all 
unprotected fields, unlocks the keyboard, resets the attention 
identifier, and repositions the cursor to the first character of 
the first unprotected field. 

Erase Unprotected to Address (EUA) order. An order that 
erases all unprotected positions (inserts nulls) from the current 
buffer address up to, but not including, the specified stop 
address. 

Extended Attribute Buffer (EAB). A buffer for storing extended 
field attributes and character attributes. 

extended color. (1) A capability that allows color terminals to 
display or print fields or characters in colors using extended 
field and character attributes. (2) An attribute type in the 
extended field attribute and character attribute. 

extended field attribute. Additional field definition to the field 
attribute that controls defining additional properties such as 
color, highlighting, character set, and field validation. The 
extended field attribute is altered by information passed in the 
Start Field Extended and Modify Field orders. 

extended highlighting. (1) A function that provides blink, 
reverse video, and underscore for emphasizing fields or 
characters on devices supporting extended field attributes and 
character attributes. (2) An attribute type in the extended field 
attribute and character attribute. (3) An attribute passed 
between session partners in the Start Field Extended, Modify 
Field, and Set Attribute orders. 

F 

field. See display field. 

field attribute. A control character stored in the character 
buffer in the first character position of a field. For those 
devices supporting the 3270 data stream, a field attribute 
defines protected/unprotected, alphanumeric/numeric, 
detectable/ nondetectable, display / nondisplay, intensity, and 
n'odified data tag (MDT). 

field inherit. A bit setting in the character attribute which 
d·efaults the character properties to the extended field attributes 
or devier default if the buffer is unformatted. 

FME response. See definite response 1. 

formatted display. A screen display in which a display field, or 
fields, has been defined as a result of storing at least one 
attribute character in the display buffer. 



G 

general polling. (1) An input technique for remote 3270 devices 
in which special invitation characters are sent to a device 
control unit instructing that control unit to begin transmission 
from all devices ready to enter data. (2) See also polling and 
specific polling. 

Insert Cursor (IC) order. An order that displays the cursor at 
the current buffer address. 

intensified display. An attribute of a display field; causes data in 
that field to be displayed at a brighter level than other data 
displayed on the screen. 

L 

leased line. See nonswitched line. 

line control characters. Characters that regulate the 
transmission of data over a line; for example, delimiting 
messages, checking for transmission errors, and indicating 
whether a station has data to send or is ready to receive data. 

local. Pertaining to the direct attachment of devices by 
channels to a host CPU. Contrast with remote. 

logical unit. The combination of programming and hardware of 
a teleprocessing subsystem that comprises a terminal for 
VTAM. 

M 

MDT. See modified data tag. 

modified data tag (MDT). A bit in the attribute character of a 
display field, which, when set, causes that field to be 
transferred to the channel during a read-modified operation. 
The modified data tag may be set by a keyboard input to the 
field, a selector-pen detection in the field, a card read-in 
operation, or program control. The modified data tag may be 
reset by a selector-pen detection in the field, program control, 
or ERASE INPUT key. 

Modify Field (MF). An order that allows specified field 
attributes to be modified. 

N 

nonswitched line. A connection between a remote 3270 unit and 
a computer that does not have to be established by dialing. 

o 
order code. A code that may be included in the write data 
stream transmitted for a display station or printer; provides 
additional formatting or definition of the write data. 

order sequence. A sequence in the data stream that starts with 
an order code and includes a character address andlor data 
characters related to the order code. 

outgoing group. In systems with TCAM, that section of a 
message handler that manipulates outgoing messages after they 
have been removed from their destination queues. 

p 

polling. A technique by which each of the terminals sharing a 
communications line is periodically interrogated to determine 
whether it requires servicing. 

Prepare to Read (PTR). A command for a local 3274-1D that 
allows the terminal to know the next program action. 

program attention key. Any key on the keyboard that solicits 
program action by generating an 110 interruption. The keys 
are the CLEAR key, ENTER key, TEST REQ key, CNCL key, 
program function keys, and program access keys. Each 
program attention key is associated with a unique attention 
identification (AID) character. 

program function (PF) key. A program attention key that may 
be defined to solicit program action that usually requires data 
to be read from the buffer of the display station. If a Read 
Modified command is issued in response to the program 
function key interruption, the attention identifier (AID) and all 
display fields in which the modified data tags are set are 
transferred to the program. 

Program Tab (PT) order. An order that advances the current 
buffer address to the address of the first character location of 
the next unprotected field. 

Programmable Symbols (PS). Customer-defined symbols, a 
maximum of 190 symbols to a programmed symbol set. 

protected field. A display field for which the display operator 
cannot use the keyboard or operator identification card reader 
to enter, modify, or erase data. 

R 

remote. Pertaining to the attachment of devices to a central 
computer through a communication control unit. Contrast 
with local. 

Repeat to Address (RA) order. An order that stores a specified 
alphameric or null character in up to 480 buffer locations, 
starting at the current buffer address and ending at, but not 
including, the specified stop address. 

RRN response. See definition response 2. 

s 
SDLC. Synchronous data link control. 

selector pen. A pen-like instrument that may be attached to the 
display station as a special feature. When pointed at a 
detectable portion of an image and then activated, the selector 
pen senses the presence of light at a display field and produces 
a selector-pen detect. 

selector-pen detect. The sensing by the selector pen of the 
presence of light from data in a display field that has the 
detectable attribute. Depending on the designator character of 
that display field, the detection and location information is 
identified on the screen (and stored in the buffer) or may 
produce an interrupt that is transmitted to the CPU. 
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SESSIONC indicators. In VTAM, indicators that can be sent 
from one node to another without using SEND or RECEIVE 
macro instructions. SOT, clear, and STSN are SESSIONC 
indicators. All SESSIONC indicators are sent with a 
SESSIONC macro instruction. 

Set Attribute (SA) order. An order that associates attributes in 
the EAB with individual characters. 

Set Buffer Address (SBA) order. An order that sets the buffer 
address to a specified location. 

specific poUing. (1) A polling technique that sends invitation 
characters to a device to find out whether the device is ready to 
enter data. (2) See also general polling and polling. 

Start Field (SF) order. An order that indicates a specified 
location which contains an attribute byte and not a text 
character. 

Start Field Extended (SFE) order. An order that generates an 
extended field attribute in the EAB and at the current buffer 
location. 

Structured Field. A data stream format that permits 
variable-length data and controls to be parsed into its 
components without having to scan every byte. 

Suppress Index (SI) order. An order that generates the suppress 
index character, valid only for the 3288-2 printer. This 
character inhibits a line index to allow overprinting. 

switched line. A communication line in which the connection 
between the computer and a remote terminal is established by 
dialing. 

T 

telecommunications network. In a telecommunication system, 
the combination of all terminals and other telecommunication 
devices and the lines that connect them. 

terminal. (1) A point in a system or communication network at 
which data can either enter or leave. 
(2) Any device capable of sending and receiving information 
over a communication channel. 

terminal-initiated logon. A logon request that originates from 
the terminal. 

x-to 

u 
unformatted display. A screen display in which no attribute 
character (and, therefore, no display field) has been defined. 

unprotected field. A display field for which the display station 
operator can manually enter, modify, or erase data. 

w 
WCC. See write control character. 

wraparound. The continuation of an operation (for example, a 
read operation or a cursor movement operation) from the last 
character position in a buffer to the first character position in 
the buffer~ 

write control character (WCC). A character used in conjunction 
with a Write command to specify that a particular operation, 
or combination of operations, is to be performed at a display 
station or printer. 

Write Structured Field (WSF) command. A command used for 
processing structured fields. 

3 

3270 data stream. A coded character data stream. 
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deactivate physical unit (DACTPU) 5-3, 5-7 
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Erase All Unprotected command 1-59, 1-65 
Erase Unprotected to Address order 1-15, 1-36 
Erase/Write command 1-18, 1-19 
ERP 1 state 5-29 
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errors detected (remote BSC) 4-30 
establishing cryptographic sessions F-3 
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field attribute character 2-6, 2-7 
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forms feed (FF) 2-18, 2-22 
Function Management Header 1 1-25 
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General Poll sequences 4-11-4-16 
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host acknowledgment 1-61 
host-initiated local copy with SNA/SDLC 2-45 
host interference with operator copy 245 
host retry 1-58 
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In Bracket state 5-30 
inbound message handling 5-37 
Inbound Transparent Transmission 4-4 
Inbound Transmissions 1-58 
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Katakana 
interface codes E-l, E-2 
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key functions (Appendix C) C-I-C-19 
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line formatting 2-20 
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multipoint data link mode 4-1 

N 

NAK (negative acknowledge) 4-8 
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No Operation command 1-65, 1-72 
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nonswitched line data link control 6-2 
Normal Read state 1-59 
Numeric Lock feature C-16 
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PLU (primary logical unit) 5-2 
poll sequences 4-11 
primary logical unit 5-2 
print classes 2-33,2-34 
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printer matrix 

defining 2-32, 2-33 
device descriptors 2-36 
loading 2-34 
screen format 2-36 

printer model-dependent differences 2-51 
printer Mono/Dual Case control 2-48 
Printer mode 2-31 
Printer Not Assigned condition 2-46 
Printer Not Functional condition 2-46 
printer orders 2-22 
printer selection 2-41 
printer shared mode 2-32 
Printer Status symbols 2-39 
printer System mode 2-32 
printer types 2-19 
printer operations 2-23,2-25 
Program Attention switch 2-31 
Program Tab order 1-15, 1-38 
programmed cryptographic facility F-l 
programmed symbol set 2-11 
protected attribute 2-6,2-7 
protected messages 1-74 

Q 

Query Reply Structured Fields 1-49-1-58 

R 

RCV (receive) state 5-27 
Read Buffer command 1-44 
Read CCW sequence 5-52 
Read Command processing 1-61 
read heading 1-45 
Read Modified command 1-45 
Read Modified All command 1-49 
Read Partition-Query processing 1-59 
Read states 1-58 
Read State transitions 1-59 
Read type command sequences 4-21-4-26 
Ready to Receive (RTR) 5-16 

Receive state 5-27 
recovery from error conditions A-3-A-43 
redundancy checking 4-6 
remote chaining (BSC) 4-11 
remote control unit and device addressing 4-14, 4-15 
remote operations 

BSC 4-1 
BSC channel programs 4-1 
SDLC 5-56 

Repeat to Address order 1-15, 1-39 
request/ response 

header 5-2 
unit 5-2 

required cryptographic sessions F-2 
Reset/ Active state 5-23 
Response Time Monitor (RTM) 

boundary definition 8-2 
customizing 8-6 
counter definition 8-2 
devices supported 8-2 
distributed function device interface 8-10 
end-of-transaction definition 8-3 
host interface 8-7 
host request format 8-11 
host requirements 8-1 
last transaction time indicator (L TTl) 8-5 
log display 8-3 

log display procedure 8-51 
log format 8-4 
log reset 8-3 

log reset procedure 8-53 
LTTI 8-5 
L TTl display procedure 8-54 
L TTl formats 8-5 
negative responses 8-10 
response time definition 8-2 
RTM definition 8-7 
solicited data 8-8 
unsolicited data 8-9 
3274 requirements 8-1 
3274 response format 8-16 

Restart Reset command 5-55 
Retry States 1-60 
reverse video 2-16 
RH (request/response header) 5-2 
RTR 5-16 
RU category 5-6 
RU lengths 5-30 
RU (request/response unit) 5-2 
RVI to selection addressing sequence 4-30 

s 

SA order 1-15, 1-41 
screen size, setting 5-35 
SCS (SNA character string) control codes 2-25 
SCS Data structured field 1-35 
SOLe station address 5-59 
SOT 5-14 
Secondary colors 2-14 
secondary logical units 5-2 
secondary LU key F-2, F-3 
Security keylock 1-76, 2-18 
segmenting 

inbound 5-32 
outbound 5-32 

Select command 1-65, 1-69-1-71 
Select RB command 1-70 
Select RBP command 1-71 
Select RM command 1-70 

Index X-13 



Select RMP command 1-70 
Select WRT command 1-71 
selecting control units 3-1 
selecting print classes 2-31-2-33 
selection addressing 4-17, 4-18 
selection addressing sequence 4-17 
Selection (local ops) 3-2 
selective cryptographic sessions F-2 
selector-light-pen operations H-l 
Send state 5-24 
sense bit description 1-73 
sense bits, abbreviations for 5-48 
sense codes (SNA) 5-63 
Sense command 1-72 
Sense conditions 5-48 (Fig. 5-19) 
Sense 10 command 1-72 
sequence error recovery procedures 5-59 
session processing states 5-23 
Set Attribute (SA) order 1-15, 1-41 
Set Buffer Address order 1-14, 1-37 
Set Normal Response 5-58 
setting screen size 1-19-1-25 
SF order 1-15, 1-36 
SFE order 1-15, 1-40 
shared mode 7-39 
short read 1-48 
Shutdown 5-17 
Shutdown command 5-8 
Shutdown Complete 5-17 
Signal 5-15 
signal from host 5-26 (Fig. 5-10) 
Single-plane symbol set 2-14 
slave station 4-3 
SLV 5-2 
SNA 

Bind command 5-10 
character string for printers 2-19,2-26-2-31 
commands 5-8 (Fig. 5-3) 
commands received 5-22 (Fig. 5-5) 
commands sent 5-22 (Fig. 5-6) 
commands, types of 5-7-5-20 
local control units 3-1 
printer control 5-39 
reference data 5-61 
responses 5-21 
sense codes 5-63 
sessions 5-2 

source device list 2-35 
Specific Poll sequence 4-11,4-12,4-14 
split vertical ( I ) character 2-52 
SRM structured field 1-34, 1-35 
SSCP 5-2-5-4 
SSCP-PV session 5-3 
SSCP-Secondary LV session 5-3 
SSCP-SLV contention 5-36 
start data traffic 5-14 
Start Field Extended (SFE) order 1-15, 1-40 
Start Field order 1-15, 1-36 
Start I/O Fast Release 3-8 
Status and Sense bytes 4-21, 4-24, 4-25 
Status and Sense conditions (Remote BSC) 4-28 
status bits, abbreviations for 3-4 
Status byte generation 3-4, 3-5 
Status Indicator Codes (Appendix A) A-3-A-43 

X-14 

Structured Field functions 1-26-1-28 
Structured Field orders 1-40 
SVB character 1-44 
Summary Counters (RECFMS) 0-1 
Suppress Index (SI) 2-22 
symbol set attribute type 2-10 
sync check error 2-50 
system logoff 5-39 
system logon 5-38 
System mode 2-32, 5-39 
System Services Control Point (SSCP) 5-3 

T 

tab key C-4 
terminalIO 5-59 
terminal identification and addressing 5-59 
terminal master key F-4 
terminal master key verification F-4 
terminating LV-LV session 5-5 
test command/response 5-58 
test request function 1-73 
test request read 1-48 
test request read heading 1-48 
text blocking 4-1, 4-5 
text mode 4-3 
text print 

data streams (APL/Text) 0-2 
I/O interface codes D-8 

TH (transmission header) 5-2 
timeout controls 5-60 
transmission formats, SNA/SOLC 5-1, 5-2 
transmission header 5-2, 5-5 
transparent mode 4-3 
transparent monitor mode 4-3 
tributary stations 4-2 
triple-plane symbol set 2-13 
type 1 LV-LV session 5-3 
type 2 LV-LV session 5-3 
type 3 LV-LV session 5-3 
typewriter / APL keyboard D-9 
typewriter/text keyboard 0-11 

u 

Vnbind 5-13 
unformatted displays 2-2 
usable area 1-52 
uppercase and lowercase printouts 2-51 

v 

Vertical Forms Control (VFC) 2-23 

w 

Write Control Character (WCC) 1-16,1-17 
World Trade considerations for APL keyboard 0-10 
Write CCW sequence 5-52 
Write commands 1-16-1-25 
Write commands (LV type 3) 1-23 
Write-type command sequences 4-17 -4-21 
WSF Command 1-24, 1-25 



x 

XID 5-58, 5-59 
X.21 Host Load Matrix key 2-35 
X.21 Switched Network Adapter feature 

Call Progress signals 1-9 
control unit/terminal responses 1-7 
Dial-In state 1-5 
extension mode 1-4 
functions 1-1 

inquiry facility 1-10 
keys and indicators 1-2,1-3 
Ready state 1-5 

Numerals 

87-key typewriter/ APL keyboard D-9 
87-key typewriter/text keyboard D-l1 
88-key Katakana typewriter / APL keyboard D-10 

Index X-IS 



GA23-0061-1 

------- --- ---------_~_'W'_ 

® 

c c 
C 
~ 



IBM 3270 Information Display System 
3274 Control Unit 
Description and Programmer's Guide 

Order No. GA23-0061-1 

This manual is part of a library that serves as a reference source for systems analysts, programmers, and 
operators of IBM systems. This fonn may be used to communicate your views about this publication. 
They will be sent to the author's department for whatever review and action, if any, axe deemed appropriate. 
Comments may be written in your own language; use of English is not required. 

IBM may use or distribute any of the information you supply in any way it believes appropriate 
without incurring any obligation whatever. You may, of course, continue to use the infonnation 
you supply. 

Note: Copies of IBM publications are not stocked at the location to which this form is addressed. 
Please direct any requests for copies of publications, or for assistance in using your IBM system, to 
your IBM representative or to the IBM branch office serving your locality_ 

How did you use this publication? 

[ ] 
[ ] 
[ ] 

As an introduction 

As a reference manual 

For another purpose (explain) 

As a text (student) 

As a text (instructor) 

Is there anything you especially like or dislike about the organization, presentation, or writing in this manual? 
Helpful comments include general usefulness of the book; possible additions, deletions, and clarifications; 
specific errors and omissions.' 

Page Number: Comment: 

READER'S 
COMMENT 
FORM 

Wbatis your occupation? ______________________________ --------______________________________ __ 

Newsletter number of latest Technical Newsletter (if any) concerning this pUblication: _____________________ __ 

If you wish a reply, give your name and address: 

IBM branch office serving you ___________________________________________________________ _ 

Thank you for your cooperation. No postage stamp necessary if mailed in the U.S.A. (Elsewhere, an IBM 
office or representative will be happy to forward your comments or you may mail directly to the address 
in the Edition Notice on the back of the title page.) 



GA23-0061-1 

Reader's Comment Form 

Fold and tape Please Do Not Staple Fold and tape 

•••••••••••••••••••••••••••••••••••••. " .. ? ................................................................................................................................. " 

" I 
BUSINESS REPLY MAIL 
FIRST CLASS PERMIT NO. 40 ARMONK, N.Y. 

POSTAGE WILL BE PAID BY ADDRESSEE: 

International Business Machines Corporation 
Department 52Q 
Neighborhood Road 
Kingston, New York 12401 

NO POSTAGE 
NECESSARY 
IFMAILED 

IN THE 
UNITED STATES 

"T1 
o 
c: 
> 
0' 
:;, 
to 

r 
:;' 
(I) 

, ........................................................................................................... , ..................... · .. ·· .. ·· .. ······························1 
Fold and tape Please Do Not Staple Fold and tape 

-- .. ~ -----..... -- - ---- ---- - ---- - - ----=-=':'=® 

. 
c 

Cf 

c; 
): 
"­c... 
C: c: o 


