









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































The upper left-hand corner of the pasteboard maps
to the upper left-hand corner of the video screen.
The size of the visible rectangle depends on the
number of rows and columns available in the video
screen (Figure 1).

SCREEN

PASTEBOARD

Figure 1

Since only a small portion of the pasteboard is
visible to the user, it is important that images
be placed within this visible region. If images
extrude beyond the visible boundaries, then part or
all of the image will be invisible to the user
(Figure 2).

ENERGY ANALYSIS

Give TRY Weather File Name:

GOLD/H - HELP

Do you want to quit (Y

Figure 2

Virtual Displays

Virtual displays are two dimensional areas on the

pasteboard in which an application program's output
is concentrated. In addition to output operations,
these displays, along with a virtual keyboard (see
below), can also be used for data entry operations.
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By utilizing multiple virtual displays, each one
designed for a specific task, the application
program can control where on the pasteboard
(screen) I/0 is to take place. This control of the
screen can be used to provide a user friendly
interface to a program (Figure 3).

INPUT

Give Filename:

RESULTS

ERROR

Figure 3

Virtual Keyboards

In addition to pasteboards and virtual displays,
SMG utilizes a data structure called a virtual

keyboard to represent a physical input device. SMG
collects the data from the physical device and
stores the information in this data structure. The

application program reads the data from the virtual
keyboard; therefore, eliminating any direct contact
with the physical input device.

WHY USE SMG?

Since visual aids typically provide informative and
interesting results to a user, considerable effort
should be expended on developing them. In
addition, time should be spent on developing
sophisticated data entry techniques in order to
reduce user fatigue and error. SMG can be employed
to help achieve these results with a minimum of
programming effort.

SMG can also address special events such as
broadcast message trapping (VAX/VMS MAIL messages
for example [2]) or control/key interrupts [3].
These events typically interfere with normal
program execution and therefore require special
attention. By using SMG to control these events,
the QIO and related system service routines can be
avoided [4].

When using SMG for program I/0, less source code is
required in program development. The Screen
Management Facility is responsible for the data
structures and related logic required for
sophisticated I/0 operations. In developing an
application, the only I/0 related instructions
required are the calls to the appropriate SMG
routines.



Finally, as indicated in previous paragraphs,
terminal independence is achieved when using SMG to
perform 1/0 operations. The transfer of data is
conducted with internal data structures instead of
the physical device. This design saves
considerable development time since escape and
control code sequences for each terminal do not
have to be research.

PROGRAMMING TECHNIQUES

The following discussion is intended to demonstrate
some of the 1/0 techniques that can be developed by
incorporating the SMG routines. This discussion
does not exhaust all the possible methods or
techniques that exist in creating user friendly
programs, rather, it is intended to provide the
user with some insight on how SMG can be utilized.

Pasteboards

As indicated, a pasteboard must be defined in order
to use SMG in performing 1/0 operations. The
routine SMGSCREATE PASTEBOARD is used to create a
pasteboard and map it to a video screen.
SMG$CREATE_PASTEBOARD returns to the calling
program an identification number (ID) that
identifies the pasteboard. Care should be taken to
assure that this number is not altered. If the ID
number is modified, then SMG will not be able to
locate the pasteboard in internal memory. In
addition, this value should be passed to all
subprogram modules (via an argument 1ist or common
storage technique) that will be using SMG to
perform 1/0 operations. By passing the ID number,
considerable overhead is reduced since the
subprogram module will not have to call
SMG$CREATE_PASTEBOARD in order to obtain the ID
number (Figure 4).

IMPLICIT INTEGER*4 (A-Z) iDeclare data types

INCLUDE ' ($SMGDEF)* 1Include system definitions.
COMMON/1D/PBID,VID IStore SMG ID numbers in memory

Virtual display have 10 rows

2X3}

Create pasteboard and virtual display.
and 60 columns (and a border).

STATUS=SMGSCREATE_PASTEBOARD(PBID,,
STATUS=SMGSCREATE_VIRTUAL DISPLAV(IO 60 V1D, SMGSM_BORDER, ,)
C Call routine to paste virtual display (make visible) to pasteboard.

CALL QUTPUT

o

Done - Delete pasteboard and erase screen.
STATUS=SMGSDELETE_PASTEBOARD(PBID)

STOP
END
SUBROUTINE OUTPUT tRoutine used to paste virtual display.
IMPLICIT INTEGER*4 (A-Z)
COMMON/1D/PBID,VID 1Common memory holds SMG ID numbers.

Paste virtual display on pasteboard with upper left-hand corner at row 5,
column 5.

STATUS=SMGSPASTE_VIRTUAL_DISPLAY(VID,PBID,5,5)

oo

RETURN
END

Figure 4

547

SMG$CREATE_PASTEBOARD also returns (as an option)
the number of rows and columns the physical screen
contains (Figure 5). These values define the
visible region of the pasteboard and can be used to
assure that images are placed within this visible
area.

$CREATE TEST.FOR
IMPLICIT INTEGER*4 (A-Z)
STATUS=SMGSCREATE_PASTEBOARD(PBID, ,ROW,COLUMN, )

WRITE(*,10)ROW,COLUMN
10 FORMAT(1X, ‘Number of Rows on screen:

13,7,
1 1X, 'Number of Columns on screen:

,13)

STOP
END

$FORTRAN TEST
SLINK TEST
SRUN TEST

Number of Rows on screen: 24
Number of Columns on screen: 80
FORTRAN STOP

$

Figure 5

Virtual Displays

To display information on a pasteboard, a virtual
display is required. The routine

SMG$CREATE VIRTUAL DISPLAY is used to define a
virtual display. The number of rows and columns
the display will encompass on the pasteboard is
passed to SMG$CREATE_VIRTUAL DISPLAY via the
argument list. It is important that the dimensions
of the virtual display do not exceed the dimensions
of the visible region. If the display's dimensions
exceed the boundaries of the pasteboard's visible
region, then each dimension should be adjusted
accordingly (Figure 6).

IMPLICIT INTEGER*4 (A-Z) !Declare data types.

DISPLAY_ROW=25

., !Virtual Display's
DISPLAY_COL=87

{Dimensions.
C Create pasteboard.
STATUS=SMGSCREATE_PASTEBOARD(PBID, ,ROW,COLUMN, )

IF(DISPLAY § ROH GT.ROW)THEN
DIS|

PLAY_ROW=ROW !Adjust Dimension.

ENDIF
IF(DISPLAY COL.GT.COLUMN)THEN
DISPLAY_COL=COLUMN
ENDIF
C Create virtual display.
STATUS=SMGSCREATE_VIRTUAL_DlSPLAY(DISPLAV_RUH,DISPLA[_COL ,VID,,,)

C Make display visible to user (paste upper left-hand corner to row 5,
C column 5 on pasteboard).

STATUS=SMGSPASTE_VIRTUAL DISPLAY(VID,PBID,S,5)
C Done.
STATUS=SMGSDELETE_PASTEBOARD(PBID)

STOP
END

Figure 6

SMG$CREATE_VIRTUAL DISPLAY returns an unique
identification (ID) number used to identify the
display in 1nterna1 memory. As with pasteboards,
this number should not be altered. This
requirement is important since an application



program can have many virtual displays defined and
the ID number is used to uniquely identify a
particular display. Unfortunately, once a virtual
display has been created, there is no method for
determining the ID number. Therefore, the
display's ID number needs to be passed (via an
argument list or common storage) to subprogram
modules that will be using the display for I/0
operations (Figure 7).

IMPLICIT INTEGER*4 (A-Z) IDeclare data types

INCLUDE ‘' ($SMGDEF)' ISystem Definitions.

COMMON/1D/PBID,VID1,VIDZ {Common storage for

!SMG ID numbers.

C Create pastboard, and two virtual displays (each one with a border).
STATUS=SMGSCREATE_PASTEBOARD(PBID)
STATUS=SMGSCREATE_VIRTUAL_DISPLAY(8,60,VID1,SMGSM BORDER, , )
STATUS=SMGSCREATE_VIRTUAL_DISPLAY(8,60,VID2, SMGSM_BORDER, , )
CALL OUTPUT 10UTPUT is used to paste displays.

C Done.

STATUS=SMGSDELETE_PASTEBOARD(PBID)

STOP
END

SUBROUTINE OUTPUT
IMPLICIT INTEGER*4 (A-Z)
COMMON/1D/PBID,VID1,VID2 {Common Storage.

C Paste displays.

STATUS=SMGSPASTE_VIRTUAL DISPLAY(VID1,PB1D,2,10)
STATUS=SMGSPASTE_VIRTUAL_DISPLAY(VID2,PBID,12,10)

RETURN
END

Figure 7

Finally, a border can be specified for the virtual
display. This border surrounds the display when it
is pasted (made visible) to the pasteboard. By
specifying a border, the display can be
distinguished from surrounding images on the screen
(Figure 8).

AIN MENU:

BROADCASTS:

Figure 8

Reading

SMG provides several routines for collecting data
from the virtual keyboard. The routine
SMGS$READ_STRING however, is unique since most
features of the terminal driver can be utilized by
the programmer. Escape sequence detection, purging

the type-ahead buffer [5], and converting input to
upper case characters are some of the features
available. By utilizing SMG$READ STRING, the
programmer is able to use these features and avoid
using the complicated QIO system service.

To use SMGSREAD STRING, a virtual keyboard
identification (ID) number needs to be specified.
This ID number is returned by

SMG$CREATE VIRTUAL KEYBOARD and is used to uniquely
identify the virtual keyboard in memory. As with
pasteboards and virtual displays, this value should
not be altered and needs to be passed to subprogram
modules that will be performing data entry
operations.

To utilize the terminal driver's features, a mask
is defined and passed to SMG$READ STRING via the
argument list. Based on the bits set in the mask,
the appropriate feature will be enabled.
Fortunately, SMG provides a set of symbols (defined
by the $TRMDEF macro/module in the DIGITAL supplied
system libraries) that can be used to set the
desired bits. The following FORTRAN instruction
illustrates how to set the bits so that escape
character detection and the purging of the type-
ahead buffer are enabled:

MASK=TRM$M_TM ESCAPE.OR.TRM$M TM PURGE

A terminator is used to end user's input from the
virtual keyboard. Such terminators include
carriage returns and function key escape sequences
(assuming that TRM$M TM ESCAPE was specified when
defining the terminal driver bit mask). This
terminator value is returned by SMG$READ STRING via
the argument list and is in symbolic form. The
symbols used to represent terminators are defined
by the $SMGDEF macro/module (part of the DIGITAL
supplied system libraries). This feature is useful
in applications that utilize function key data
entry (see below).

To assure that the read operation is performed in
conjunction with the appropriate virtual display,
the display's ID number is passed to
SMG$READ_STRING. If the ID number is omitted from
the argument list, then the read operation will
take place as though no virtual display or
pasteboard exists. If this should occur, the read
operation will begin in column 1 of the screen
instead of column 1 of the virtual display

(Figure 9).

INPUT

Give Answer:?

Figure 9



Special Events

SMG is useful for controlling special events such

as broadcast messages and control/key interrupts.

These events usually disrupt images on the screen

or effect program execution. By utilizing the SMG
routines to control these events, the complicated

QIO and related system services can be avoided.

The routine SMG$SET BROADCAST TRAPPING is used to
trap broadcast messages before they are sent to the
video screen. When a message is trapped, program
execution halts and an AST routine is called (the
AST routine is specified as an argument in

SMGSSET BROADCAST TRAPPING). This AST routine can
then collect the message by using
SMG$GET_BROADCAST_MESSAGE. Once the AST routine
has obtained the message, a virtual display can be
used to inform the user. The AST routine pastes
(makes visible) the display to the pasteboard and
writes the captured message to the display (Figure
10). Care should be taken to assure that the
display does not occlude or interfere with images
currently pasted (visible) on the pasteboard. The
key here is to inform rather then confuse the user.

IMPLICIT INTEGER*4 (A-Z) IDeclare data types.

INCLUDE ' ($SMGDEF)* !System Definitions.

COMMON/1D/PBID,BROADVD !Common Storage for

Istoring SMG ID numbers.

EXTERNAL BROADCAST IDeclaring AST routine used

1by SMGSSET_BROADCAST_TRAPPING
C Create pasteboard and broadcast display (label broadcast display).
STATUS=SMGSCREATE_PASTEBOARD(PBID)
STATUS=SMGSCREATE VIRTUAL DISPLAY(S5,78,BROADVD,SMGSM BORDER)
STATUS=SMGSLABEL_FORDER( BROADVD, 'BROADCASTS ")
C Set broadcast message trapping.

STATUS=SMGSSET_BROADCAST_TRAPPING(PBID,BROADCAST, )

{Main Body of Program.

C Done.
STATUS=SMGSDELETE_PASTEBOARD(PBID)

STOP
END

SUBROUTINE BROADCAST
IMPLICIT INTEGER*4 (A-Z)

INTEGER*2 LEN
CHARACTER MESSAGE*80

IDeclare data types.

COMMON/ID/PBID,BROADVD
C Get broadcast message and display to user.

STATUS=SMGSGET_BROADCAST_MESSAGE (PBID,MESSAGE,LEN)
STATUS=SMGSPASTE_VIRTUAL_ DISPLAY(BROADVD,PBID,18,2)
STATUS=SMGSPUT_CHARS(BROADVD,MESSAGE (1:LEN),3,1)

RETURN
END

Figure 10

In addition to broadcast trapping, control/key
sequences can also be addressed by SMG. Such
events as CTRL/Y and CTRL/C (pressing the control
key and then the Y or C keys simultaneously)
usually serve as a means of prematurely ending
program execution. Unfortunately data files and
other resources currently being used by the program
may be altered or destroyed due to these events.
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The SMG routine SMG$SET OF BAND ASTS will trap
control/key events and, if specified in the
argument 1list, call the appropriate AST routine.
This AST routine can then be designed to handle the
control/key event in a user friendly manner.

A mask is used to specify which control/key events
will be trapped. This mask is defined by setting
the bit that corresponds to the desired control/key
character [6]. If no bits are set then no
control/key event will be trapped. Care should be
taken that only those control/key events desired
are specified in the mask. For example, if CTRL/M
is set in the mask, then a carriage return
(typically used to terminate input) will stop
program execution and call the specified AST
rogtine instead of terminating user input (Figure
11).

IMPLICIT INTEGER*4 (A-Z)
INTEGER*2 TERMINATOR
CHARACTER ANS*5

!Declare data types.

COMMON/1D/FLAG,PBID,VDID,KID !'1D numbers for ASTSUB.
INCLUDE *(S$SMGDEF)’
INCLUDE ' (STRMDEF)'
INCLUDE '($SSDEF)'

tSystem definitions.

!Declare routine used
Iby SMGSSET_OUT_OF_BAND_ASTS

EXTERNAL ASTSUB

FLAG=.FALSE.
MODIF IER=TRMSM_TM_PURGE.OR.TRMSM_TM_ESCAPE.OR.TRMSM_TM_CVTLOW
MAINSTATUS=. TRUE.

MASK=0 1Set up mask.

C Very important that CTRL/M is enabled if CR is used to terminate input.

MASK=J IBSET (MASK, 13)
MASK=JNOT (MASK ) 1Sets Most Control/key trapping
! (compliment)

C Create pasteboard, display and keyboard. Declare out of band asts.
STATUS=SMGSCREATE_PASTEBOARD(PBID)

STATUS=SMGSCREATE _VIRTUAL DISPLAY(10,60,VDID,SMGSM BORDER)
STATUS=SMGSLABEL_BORDER(VDID, 'MAIN DISPLAY',,,SMGSM BOLD)
STATUS=SMGSCREATE_VIRTUAL_KEYBOARD(KID)

STATUS=SMGSPASTE VIRTUAL DISPLAY(VDI1D,PBID,3,3)

STATUS =SMGSSET_OUT_OF_BAND_ASTS (PBID,MASK,ASTSUB,LIST)

C Get user input.

DO WHILE(MAINSTATUS)
STATUS=SMG$SET CURSOR_ABS(VDID,3,1)
STATUS=SMGSREAD_STRING(KID,ANS, 'PROMPT>
1 TERMINATOR,VDID)
IF(STATUS.NE.SSS ABORT)THEN

',5,MODIFIER,, ,LEN,

!Tf abort then READ_STRING
!cancelled.
IF(FLAG)THEN
FLAG=.FALSE.
STATUS=SMGSDELETE_CHARS(VDID,25,8,1)
STATUS=SMGSDELETE:CHARS(VDID,ZS.9,1)
ENDIF
IF(ANS(1:4).EQ.'EXIT')THEN
MAINSTATUS=.FALSE.
ENDIF
STATUS=SMGSPUT CHARS(VDID, 'User response:
STATUS=SMG$PUT:CHARS(VDID,ANS(1:LEN).6.18)
ENDIF

',6,1)

ENDDO

STATUS=SMGSDELETE_PASTEBOARD(PBID) !Done with program.
STOP

END

SUBROUTINE ASTSUB(LIST)
IMPLICIT INTEGER*4 (A-Z) IDeclare important data types.
CHARACTER TEMP*4 . )
COMMON/ID/FLAG,P81D,VDID,KID {Common contains values from calling
Iroutine.

INCLUDE ‘' ($SMGDEF)* 1System definitions.

STATUS=SHGSCANCEL_INPUT(KXD) !Cancel outstanding read operation.

FLAG=.TRUE. INotify user.
STATUS=SMGSPUT_CHARS(VDID, 'Control/Key pressed’,8,1,,SMGSM BOLD)
RETURN !Done.
END

Figure 11



Scrolling

SMG allows for the scrolling of text within a
virtual display. Unlike hardware scrolling, where
the whole width of the screen in involved, SMG
scrolls only lines within the virtual display.
applications that scroll one line at a time, SMG
erases and then repaints the display for each line
scrolled. Unfortunately, this technique requires
considerable processing time and the resulting
sluggish performance will often frustrate the user.

In

A solution to this problem involves a technique
called jump scrolling. Instead of erasing and
repainting the display for each line scrolled, jump
scrolling erases and then repaints the display with
the next N lines, where N is the number of lines in
the display. In Figure 12, two sequences of
displays are present. The displays under column A
illustrate scrolling line by line. The displays
under column B illustrate jump scrolling.

A 8
HEL HELP
Line 1 Line 1
. 2 . 2
. 3 . 3
- 4 . .
. 5 . 5
< 6 -6
.7 - 7
Line 8 Line 8
ELP HELP
Line 2 Line 9
. 3 - 10
- 4 . 11
. 5 12
- 6 13
. 7 - 14
. 8 . 15
Line 9 Line 16
ELP HELP
Line 3 Line 17
. 4 . 18
B 5 19
< 6 . 20
. 7 . 21
. 8 . 22
. 9 . 23
Line 10 Line 24
HELP HELP
Line & Line 25
. 5 . 26
. 6 .2
. 7 . 28
. 8 . 29
. 9 . 30
. 10 . 31
Line 11 Line 32
Figure 12

To include jump scrolling in an application, design
the program logic to erase (SMG$ERASE DISPLAY) and
then repaint (SMG$PUT_LINES) the dispTay with the
next N lines when a scrolling operation is required
(Figure 13).
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" IMarks location cursor is at
lin display.

DISPLAY_LINE=1

LINE=1 Used to mark location in text

tbuffer.

00 WHILE(MAINSTATUS)
STATUS=SMGSSET CURSOR_ABS(VID,DISPLAY LINE,1)
STATUS=SMG$REAUBSTRINE(KID,ANSHER, ,2,MASK, ,, , TERMINATOR ,
1 vID)

C Check to see if display should be scrolled.

IF(TERMINATOR.EQ. SMGSK_TRM DOWN.AND.DISPLAY LINE.EQ.8)THEN
STATUS=SMGSERASE_DISPLAY (VID,PBID)

C Repaint display with next 8 lines of text.

D0 10 I=1,8
LINE=LINE+1
STATUS=SMGSPUT_L INE(VID,BUFFER(LINE))
10 CONTINUE
DISPLAY_LINE=]
ELSE

DISPLAY LINE=DISPLAY_LINE+l
LINE=LINE+L

ENDIF
ENDDO

Figure 13

Function Keys

To minimize user input error and fatigue, function
keys can be utilized. These keys are located on
the keyboard and when pressed by the user, a
special escape sequence is passed to the
application program. Based on the key pressed, the
appropriate program function is activated. The
routine SMG$READ STRING returns to the calling
program (via the terminator argument) the function
key entered by the user. As indicated earlier, SMG
assigns an unique symbolic name (defined by the
$SMGDEF macro/module in the DIGITAL supplied system
libraries) to the escape sequence. The program
logic then checks the terminator argument to
determine which key was pressed by the user.
Terminal independence is achieved since symbols are
used instead of escape sequences for function key
detection.

An unique approach to using function keys is to
incorporate the GOLD/key terminology in the
program. GOLD/key involves pressing the PF1 key
(Tocated on the auxiliary keypad) and then pressing
a key on the keyboard/keypad. The application
program is designed so that when the PF1 key is
pressed (the symbol SMG$K _TRM PF1 is returned by
SMG$READ STRING), the program logic automatically
issues a second read operation to the user (Figure
14). This second read operation is then used to
collect the second input of the GOLD/key operation.
Based on the key entered, the appropriate program
function is called. Most of today's applications
(such as word processing packages or the EDT
editor) use the GOLD/key technique for user data
entry. By incorporating this terminology in
program development, start-up time is reduced since
it is likely the user is already familiar with this
technique.



In addition, by designing programs that use
familiar names or letters for accessing program
modules, less training time is required in order to
get the new program running. Features such as
GOLD/H (for accessing on-line help) and GOLD/E (for
exiting a program) are logical methods of accessing
subprogram modules and do not have to be remembered
by the user. This technique provides a convenient
user friendly interface to a program (Figure 14).

IMPLICIT INTEGER*4 (A-Z) {Declare data types.
INTEGER*2 TERMINATOR,LEN
CHARACTER ANSWER*5,PROMPT*13
INCLUDE ' ($SMGDEF)" ISystem Definitions
INCLUDE ' ($TRMDEF)'

C Create pasteboard, virtual display, and virtual keyboard.

STATUS=SMGSCREATE_PASTEBOARD(PBID)
STATUS=SMGSCREATE_VIRTUAL_DISPLAY(10,60,VID, SMGSM_BORDER, ,
STATUS=SMGSCREATE_VIRTUAL_KE YBOARD (KID)
STATUS=SMGSPASTE_VIRTUAL_DISPLAY(VID,PBID,5,5)

C Create terminal driver mask for READ_STRING

MASK=TRMSM_TM_ESCAPE.OR.TRMSM_TM_PURGE.OR.TRMSM_TM_CVTLOW
PROMPT="Give Answer: '

C Get user input.

MAINSTATUS=. TRUE.
DO WHILE (MAINSTATUS)
STATUS=SMGSSET_CURSOR_ABS(VID, 3,5)
STATUS=SMGSREAD_STRING(KID,ANSHER ,PROMPT,5,MASK, , ,
1 LEN, TERMINATOR,VID)

C Check user input.

IF(TERMINATOR.EQ. SMGSK_TRM PF1)THEN
STATUS=SMGSSET_CURSOR_ABS(VID,3,18)
STATUS=SMGSREAD_STRING(KID,ANSWER(1:1),,1,

1 MASK.OR. TRMSM_TM_NOECHO)
IF(ANSWER(1:1).EQ."H")THEN
E

1GOLD key.

CALL HELP !Help
ELSE IF(ANSWER(1:1).EQ. S')THEN

STATUS=LIBSSPAWN() 1 Spawn
ELSE IF(ANSWER(1:1).EQ.'E’)THEN

MAINSTATUS=.FALSE. !Done.

ENDIF
ENDIF

STATUS=SMGSDELETE_CHARS(VID,5,3,18)

ENDDO
C Done.
STATUS=SMGSDELETE_?ASTEBOARD(PBlD)
sToP
END
Figure 14
Menus

Menus are a convenient method of informing the user
of the options and functions available in a
program., By using several menus, each one
displaying only the information necessary for
program execution, the user is not overwhelmed by a
single congested menu. In addition, using several
menus will allow the programmer to establish
logical paths to the various functions and features
available in the program.

A virtual display is created for each menu. When
creating the display, a border is recommended.

This border will distinguish the menu from
additional displays and images currently visible on
the pasteboard. When a particular menu is desired,
the application program pastes (makes visible) the
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display on the pasteboard. As a user moves through
the program accessing the various menus, displays
are pasted to the pasteboard. The key here is to
offset each menu from the previous menu (Figure
15). This cascading technique is helpful since it
allows the user to quickly determine where he or
she is currently located in the program logic.

MAIN ME
GOLD/H - HELP
1 - Update database

2 - Report on database
3 - Exit the menu

AIN MEN 1

UPDATE ME

GOLD/H - HELP

GOLD/H - HELP

Add a new record

Update a record

Remove a record

Update data file definition
Exit the menu

e

1
2
3
4
5

MAIN MENU
GOLD/H - HELP I
JPDATE MENU
GOLD/H - HELP J
ADD NEW RECORD

GOLD/H = HELP

1 - Add new record
2 - Exit the men

MAIN MENU
GOLD/H - HELP l,
UPDATE KE
GOLO/H - HELP I
ADD NEW RECORD
GOLD/H = HELP l
DO NEW JOB
GOLD/H = HELP
Give Job Number:
Figure 15

Function keys can be included in a menu driven
package. Help for a particular menu can be
accessed by entering GOLD/H. GOLD/S can be
employed to allow the user to gain access to the
system level (DCL level). GOLD/E is useful for
allowing the user to quickly exit the program. To
utilize these techniques, displays are created and
when the the particular function is activated,



pasted to the pasteboard. For example, if GOLD/H
is entered, a help display is pasted to the
pasteboard (Figure 16). When help is no longer
required by the user, the display is unpasted and
resides in memory until needed again.

MAIN MENU

GOLD/H - HELP

1 - Update database
2 - Report on database
3 - Exit menu

HELP
This menu will allow you access to the database. The first
option will place you in the update menu. Here you will be
able to update the database based on the desired operation.
Such tasks as adding and updating records or modifying
various data file definitions can be accomplished by
selecting this option. The second option will allow you to
creata various reports using the data stored in the
database.

The final option allows you to exit the menu

Press Return to continue:

Figure 16

SPECIAL CONSIDERATIONS

Since SMG maintains an internal representation of
all images on the video screen, routines or
subprogram modules that perform non-SMG output
should be avoided. The images placed on the video
screen by a non-SMG routine will not be included in
SMG's internal screen representation. This
situation can confuse the user since these non-SMG
images are placed on a screen without concern for
the SMG output currently visible. In addition,
when the non-SMG routine is finished processing and
control is passed to a routine that is using SMG,
updating or modifications to the pasteboard will
not reflect the output from the non-SMG routine.
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To eliminate this problem, the following technique
is recommended. Before calling the non-SMG
routine, save the pasteboard contents to internal
memory and erase the screen by using the routine
SMG$SAVE_PHYSICAL_SCREEN. Call the non-SMG routine
and allow it to run to completion. Finally, call
SMG$RESTORE_PHYSICAL_SCREEN to erase and then
repaint the screen. This technique will help
reduce some of the user confusion that may occur.

CONCLUSION

The Screen Management Facility is a set of VAX/VMS
routines that will allow a programmer to develop
applications that utilize device independent I/0
techniques. These routines reduce the amount of
source code required and therefore reduce program
development costs. Due to the ease of use and
abundant features, program developers should
consider these routines whenever developing
applications.
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ABSTRACT

This paper discusses data encryption, the Data

Encryption Standard

(DES)

and DATA-LOCK, a

VAX/VMS  facility for DES encryption. The
DATA-LOCK facility was written originally for
the European PDP-11 market, mainly in response
to export restrictions placed on US
implementations of the DES by the NBS. The
paper describes the subsequent native-mode
VAX/VMS version which, it is believed, 1is the

fastest known software implementation of the DES

algorithm,
DATA-LOCK,
designed

facilities and
psuedo-device driver.
regular FILES-11

files

The paper also covers the use of
in particular the way it has been
to operate transparently with VMS
applications
This driver
to

using a novel
permits
be treated as

psuedo-device units in their own right.

1. Data Encryption

Traditionally, large computer systems have been
protected by a system of user passwords, whereby
individual users are given selective access to only
certain parts of the system database. The
allocation of passwords and privilege is usually in
the hands of the System Manager - someone is chosen
on his technical merit rather than his corporate
importance and who is rarely the "owner" of system
data. Such password protection is designed to
manage the allocation of resources (such as disk
space, CPU time, etc.) and the protection of the
"system" rather than the privacy of data.

Systems such as VAX/VMS which are password
protected in this way are open to three main
abuses:

1. The user who "breaks" the protection system
and may discover how to allocate himself more
privilege than he is entitled to.

2. The user who discovers the System Manager's
password - either deliberately or by
accident.

3. The corrupt System Manager. Nothing is ever

secret from the System Manager.

While, VAX/VMS handles password protection very
securely, users who achieve System Manager status
obtain global access to all files on the system so
can indeed be a great threat to security. This is
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because the passwords themselves do not actually
protect or do anything to the data, they simply
tell the operating system whether the user may
access it. Hence, it may even be possible to take
data on a removable disk from an "unfriendly" site
to a "friendly" one.

The way to prevent these possible abuses is to
retain password protection for the allocation of
resources - administered by the System Manager -
but to allow each individual user to protect
his/her files as required. This may be
accomplished by ENCRYPTING (or scrambling) the
actual data in the file in some way known only to
the owner. It then does not matter where the data
resides, or who can access it, providing its
contents are meaningful to only the owner. This is
the principle by which DATA-LOCK works.

2. The DES Algorithm

Essentially, there are two methods to encrypt data
so as to render it secret; the first is to perform
some secret transformation on it - the opponent
must then discover the secret transformation to
DECRYPT (or unscramble) the data. The second is to
make the transformation public, but use some KEY
which controls the way it takes place.

The advantage with the public algorithm method for
computer-based systems is that there need be no
effort in maintaining the secrecy of the
encipherment program itself - only the key should
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remain private. There is no point in disassembling
a published encryption algorithm. Furthermore, if
the algorithm remains constant, there is very
little information required to unlock the data, and
the same computer program can be run on any
computer site.

In 1973, recognising the need to adopt a standard
algorithm for the encryption of computer data, the
US National Bureau of Standards solicited proposals
for:

"Cryptographic algorithms for the
protection of computer data during
transmission and dormant storage."

The requirements that NBS imposed for acceptable
encryption algorithms included the following:

1. They must be completely specified and
unambiguous.

2. They must provide a known level of

protection, normally expressed in length of

time or number of operations required to

recover the key in terms of perceived threat.

3. They must have methods of protection based

only on the secrecy of the keys.

4, They must not discriminate against any user

or supplier.

Subsequent to this, an algorithm submitted by the
International Business Machines Corporation (IBM)
was selected, to become known as the Data
Encryption Standard. The DES algorithm is used by
DATA-LOCK.

The Data Encryption Standard defines the encryption
of an input block of 64-bits, called the PLAINTEXT,
into an output block of 64-bits, called the
CIPHERTEXT. This encryption is a function of a
64-bit KEY, of which 56-bits are significant.

There are, for any given block of plaintext, 2 to
the power 56, or 70,000,000,000,000,000 different
ways to encrypt it.

Segments of plaintext greater than 64-bits, may be
broken into blocks of 6U4-bits and enciphered block
by block. Any residual bits, in so-called SHORT
blocks, may be padded out with random filler bits
to form a complete block.

Given any ciphertext block, the only way to
discover the original plaintext is to try every
possible key in turn. With so many keys this is,
in most cases, an impractical proposition. The DES
then, is both an extremely strong and well-designed
cipher algorithm. This is illustrated by the
particularly interesting quality of interdependence
of input and output bits - only one bit in the
input block need be changed to yield, on average,
32 bits changed in the output block. Or another
way, every output bit is a function of every input
bit.
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3. The DES in software

The DES is, by definition, a hardware standard and
so the algorithm is very much geared towards
execution in hardware. This means that certain
operations which are trivial in hardware yet
complex to execute in software result in most
software implementations being considerably slower
than dedicated DES devices. For example, the
initial permutation performed on input plaintext
(this a one-one transformation) can be implemented
in hardware by "hardwiring™ bits between input and
input-permuted blocks. The execution of this
permutation takes place in the time it takes a
signal to travel down a wire - a very short time
indeed. In software, this is a much more difficult
and time-consuming exercise.

While other methods exist for data encryption that

are more amenable to software implementation, none

has the security or general acceptance of the DES.

So that despite the technical difficulty of the DES
in software, its benefits make it worthwhile.

The reason that the DES is defined for hardware
execution is not, however, for speed
considerations. What is important is that the
algorithm be hardwired and hence impossible to
alter by an opponent. Software cannot offer the
same degree of inviolability. However, in systems
adopting hardware DES devices, it is not uncommon
for the management of keys to be handled by a
computer. Since the key management algorithm may
be subject to the same abuse as a DES encryption
algorithm, the overall system can only ever be a
secure as the software.

4, The development of DATA-LOCK

In England, and indeed most of Europe, the DES is
regarded as the de-facto standard by most banks and
major companies. However, hardware for DES
encryption is scarce due to the requirement of the
US National Bureau of Standards that any product
incorporating a US implementation of the DES, needs
an individual export licence. Since all the
commercially available DES chips are of US
manufacture, relatively little hardware has been
made or used outside the USA. DATA-LOCK was
developed in response to the need for DES
encryption facilities - at least for DEC users who
would not be "compromised" by a software
implementation.

The initial product, developed in 1984, was written
for the PDP-11. Before development, there was no
real idea of how fast the algorithm could be made
to operate, and it seemed quicker to implement it
than estimate its speed of operation. The aim was
to be able to encrypt at 9600 bit/sec on an 11/23.
This speed was eventually exceeded.

DATA-LOCK for the PDP-11 comprised a Transfer
Utility, a Key Manager and a CIPHER procedure.

The Transfer Utility operated much like PIP (or
COPY), but performed simultaneous encryption or
decryption. There were a variety of switches to
control the deletion of input files; conversion to



HEXADECIMAL; the passing of keys from the Key
Manager; and the choice of encryption mode
(cipher-feedback, block-mode, etc).

The Key Manager performed regular database-type
operations on user keys. Facilities were included
for generation of random keys with user-friendly
aliases. These could be passed to the encryption
utility in internal mailboxes.

The CIPHER procedure formed the basic building
block for DATA-LOCK. It was modelled on the
procedure definition proposed by Maytas and Mayer
(1) and took the form:

CALL CIPHER(PLNTXT,-

CFRTXT, -

KEY, -

LENGTH, -

FNC, -

ICv,-

CHAIN, -

ocv, -

SHORT, -

IPMODE)
where
PLNTXT = Address of plaintext array
CFRTXT = Address of cyphertext array
KEY = Address of key array (8 bytes)
LENGTH = Length of plaintext/cyphertext array
FNC = Function (O=encipher 1=decipher)
ICcV = Address of initial chain value (8 bytes)
CHAIN = Encryption mode (O=block 1=chain)
ocv = Address of output chain value (8 bytes)
SHORT = Short block handling mode (O=pad

1=stream)

IPMODE = Initial permutation mode (O=execute

1=suppress)

DATA-LOCK was originally implemented under RT-11
(and TSX-Plus). The CIPHER procedure was written in
MACRO and all other components in Pascal. As a
result, DATA-LOCK was relatively easy to convert
for use under RSX-11 and RSTS.

The original VMS version of DATA-LOCK ran under the
VMS RSX/AME in PDP-11 compatability mode and
therefore was suitable only for use on the
730/750/780 series of VAXes. In this mode on the
750 it operated at about the same speed as the
LSI-11/73 version.

5. Data-Lock and the VAX

It was clear that it would be necessary to develop
a native mode version of DATA-LOCK for the VAX.
This was because machines such as the MicroVAX 2
did not support compatibility mode and, more
importantly, the VAX instruction set was far more
amenable to the DES algorithm than the PDP-11
instruction set. Many of the operations in the DES
algorithm involve 32-bit and 64-bit manipulations,
some of which can be executed in a single VAX
instruction.

As a result, a VAX version of the Algorithm was
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produced at the end of 1985. The CIPHER procedure
was completely written from scratch in MACRO-32
rather than converting PDP-11 code into equivalent
VAX instructions. The native mode procedure is
able to operate at a minimum speed of
80,000-bits/sec on the MicroVAX 2 giving
theoretical file transfer rates of some 20
blocks/sec.

The DATA-LOCK DCL interface was made compatible

with DEC's VMS Encryption version 1.0 to permit

keys to be passed via logical name assignments.

The facility to pass keys explicitly or via mail
boxes was retained.

A drawback of the encrypting utility approach was
that files had to be encrypted and decrypted by
issuing a special command. If this was forgotten,
un-encrypted files could be left lying around the
disk. The solution to this was to somehow
intercept reads and writes to disc and encrypt data
on write and decrypted on read. This was
accomplished by developing a special purpose device
driver, Such a driver was designed make DATA-LOCK
totally transparent to the user.

6. The VMS Virtual Volume Driver (VV) and BIND
program

The virtual volume driver operated rather like a
logical disk handler under RT-11, whereby users
could treat a standard disk file as though it were
a device in its own right. The user began by
creating a file of specified length on a physical
disk, then a virtual volume unit was "bound" to the
file using a special program. The virtual volume
unit thus had it's own directories, user accounts
and files and was completely independent of the
real disk on which it resided.

The user made use of the VV driver by invoking a
program called BIND. With this, he/she could
"bind" to a newly created virtual volume file or to
an existing one. This could be done using a DCL
command thus:

BIND VVAO: VVF.DSK
to BIND to an existing file, or:
BIND VVAO: VVF.DSK/CREATE/ALLOCATE=200

to BIND to a newly created file of, say, 200
blocks.

7. The VMS Encryption Driver

A logical extension of the VV driver was to
undertake any processing required on read/write
operations to the virtual volume file. In the case
of DATA-LOCK, the processing was naturally DES
encryption/ decryption. The key and indeed any
other user-specific information could be passed to
the driver as an extension to the BIND program. For
example, the command:

BIND/ENCRYPT/KEY=SECRET VVAO: VVF.DSK



could be used specify DES encryption with the key
stored in the logical name "SECRET".

Since all the contents (including volume header) of
a newlyinitialised virtual volume file were
encrypted with the same key, it would be impossible
to MOUNT the same file, following a later BIND
operation, with a different key. The user was thus
prevented from mixing keys on the same virtual
volume file.

With the resulting implementation, it was intended
that each user should be allocated one virtual
volume unit for his/her exclusive use. In
principle however, there was no reason why several
users should not have shared access to global file
- provided they all knew the correct key.

8. Summary

Work done on DATA-LOCK has shown that data
encryption to the DES can be performed on most VAX
processors at acceptable speeds and in a way that
is almost totally transparent to the user.
DATA-LOCK can be integrated with almost any other
VMS facility to provide extremely high file
security.

The specially developed virtual volume handler, has
a number of possible applications aside from data
encryption. Future efforts at JPY Associates are
concentrated on yet faster implementations of the
DES and exploitation of these other applications
the VV driver.
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VAX NETWORK BACKUPS

D.G. Darkangelo
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This report is aimed at VAX computer owners and managers. It is
based on two premises: (1) person hours are more expensive than a rea-
sonable investment in hardware (because of the direct and overhead costs),
and (2) backups on a routine basis are necessary on all computers. This re-
port will show how a reasonable investment in disk space for backup files
can save money in doing routine backups in a reliable manner.

1. INTRODUCTION

This report is aimed at VAX computer owners and
managers. It is based on two premises: (1) person
hours are more expensive than a reasonable invest-
ment in hardware (because of the direct and overhead
costs), and (2) backups on a routine basis are neces-
sary on all computers. This report will show how a
reasonable investment in disk space for backup files
can save money in doing routine backups in a reliable
manner.

Note that the method set forth does not use disk
shadowing. This is because disk shadowing is not
available yet in VMS. In addition disk shadowing,
when available, will support only cluster backups, not
network backups. Sometime in the future, disk sha-
dowing may be incorporated as part of the cluster
backup, but it will not completely replace the method
described here.

For clarity the network backup procedures have
been broken down into four parts. The first part deals
with incremental daily backups across the network
from all VAXs to one central VAX. The second part
shows procedures for copying the network incremen-
tal backups from the central VAX disk to tape so that
the structure of the backup save sets remains intact.
The third part covers a procedure for doing periodic
full backups from any VAX across the network to one
central VAX. The fourth part covers the copying of
the full backups to tape and listing the save sets. Note:
none of the procedures here will replace the need for
periodic system disk image backups. Again disk sha-
dowing, when available, may replace system disk im-
age backups on the cluster.

The following procedures have been used for the
last year and a half or so for a VAX cluster [with two
VAX 8600s, two 11/785s, two 11/750s with thirteen
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RA81 disks (500 MB each)]. One of these computers
was selected to be the recipient of backup data for each
individual operation. This is referred to as the
SERVER node. Several machines can be SERVER
nodes if many backups are being done. Non-clustered
machines include two 11/750s, one 11/730, one
11/725, eight MicroVAX Ils, and thirteen MicroVAX
Workstations. All machines are, of course, connected
via DecNet/Ethernet.

2. INCREMENTAL NETWORK BACKUPS

The period for doing incremental backups may
vary from computer to computer, hut it has been our
policy to do daily incremental backups with the
/MODIFIED/SINCE=BACKUP qualifiers. This
picks up all files modified since the last backup with
the /RECORD qualifier. We do NOT use the
/RECORD qualifier in any incremental backup com-
mands. We reserve this qualifier only for full disk
backups to minimize the amount of time to restore a
disk if there is a hardware problem.

For our network incremental backups we have
dedicated two of the cluster RA81 disks. One disk will
store all the networked incrementals, and the second
will store all the cluster users and system disk incre-
mentals. The amount of disk space needed will
depend on the number and size of the disks being
backed up. These disks should have a directory struc-
ture to keep all the backup save sets organized. The
directories should be owned by a nonprivileged ac-
count. The directory structure that we chose was one
main directory on each backup disk, [REMOTEBAC],
with subdirectories under it for each VAX node name
(i.e., [REMOTEBAC.WSCAD1]) where its save sets
could be stored. The common VAX backup account
should be a new one with its default login to be the
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main directory of the network backup disk (i.e., [RE-
MOTEBAC]).

A backup account must be set up on each of the
VAXs to be backed up. This account should have
BYPASS privilege. It also must be proxied into the
VAX backup account on the SERVER node or nodes.
This proxy is done in the authorize file of the
SERVER VAX. A command file, as shown in
Figure la (modified for each specific system), would
be submitted to one batch queue on each VAX to be
backed up from the backup account, ‘except the
SERVER VAX. The SERVER VAX would have a file
such as that shown in Figure 1b run as part of its night-
ly cleanup from the system account (necessary if the
backup account is nonprivileged). Note that Figure 1b
uses the second incremental backup disk because our
SERVER VAX is on the VAX cluster and backs up all
the cluster disks (many RA81s).

Once these procedures are set up, incremental
backups will automatically be performed across the
network onto a common disk. This is important since
the save sets on the common disk can be archived with
no impact on users. Further, this procedure, once set
up, requires no person hours to make incremental
backups to save sets on disk. Part 2 will show a pro-
cedure to archive these backup save sets to tape.

3. COPYING INCREMENTAL BACKUP SAVE

SETS TO TAPE

Since we do not want our backup disks filling up
with incremental backup save sets, we copy them to
tape for storage. The policy that we use is that incre-
mental backups will be stored on 20 rotating tape sets.
This means a tape is written over only every 20 work-
ing days. This schedule is adequate since we do a full
backup on each major disk on a four-week schedule
(more on this in the network full backup section).

We do all of our backup copies to tape from a
privileged captive account on a cluster VAX. This al-
lows a less experienced person to do the actual work
and maintains a degree of consistency. The captive ac-
count runs a simple command file as its default
login.com as specified in the authorize file using the
LGICMD parameter. The command file is shown in
Figure 2a. This file will contain all the specific com-
mand options necessary to do all the tape and cleanup
work for our backup files (most of this work is shown
in Figure 2). This file can be modified easily as needs
change.

This command file calls subordinate command
files for each option which requires more than a few
lines of code. This method is used to keep the struc-
ture simple. Most of the command files are relatively
self-explanatory. The logout (lo at the end of each
section is to ensure that the account is logged out after
each procedure in case the operator steps away. In the
copy subcommand files notice that the
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MOUNT/BLOCK_SIZE=xxxx option is used when
the tape is mounted. This option is necessary for the
tape copies to look like original save sets. The xxxx
number is taken from the Record Format of the save
set on the disk (a constant).

The REPLY subcommand is used when the copy-
ing of a save set spans more than one tape. When the
operator is asked to mount a second tape, he does so,
and then logs into the captive account again from the
systems console and uses the REPLY subcommand
with the number specified in the mount request re-
ceived. Note that the actual REPLY command the
VAX sees has the /BLANK_TAPE option on it. This
option is needed for a proper save set continuation to
take place.

This completes the network incremental backups.
The person hours needed to accomplish this task will
vary according to the number of backups that need to
be written to tape. This procedure on our mix of com-
puters takes about 3/4 person hour per day. This is a
savings of almost a full person day in terms of comput-
er logistics and the difference in media speed available
on each VAX.

4. PERIODIC NETWORK FULL BACKUPS

As with incremental backups, the period for doing
full backups may vary from computer to computer,
but they should be coordinated with the incremental
backup procedures. Our policy on full backups is to do
each user and system disk on four-week intervals.
This coincides with the rotation of 20 working days of
incremental tape sets. The MicroVAXs and VAX sta-
tions at our site do NOT have network full backups
done on them, because most have only a single disk
functioning as both system and user, and the system
disk must have a minimum system with DecNet
software running to do the restore operation.

The disk used on the SERVER node to receive a
network full backup should have enough space to ac-
commodate the largest disk being backed up. We have
dedicated one cluster RA81 (500 MB) disk because
the largest disk backed up is an RA81. This allows for
one network full backup per night. This disk is set up
with the same upper level directory structure as the in-
cremental disks and is owned by the remote backup
account. This backup account must be proxied into
the remote backup account on each client node to
have a network full backup done on it.

On the SERVER node a data file such as that in
Figure 3 must be set up. This has the date for a back-
up to take place, the disk name to be backed up, and
the network node name of the computer to be backed
up. The command file which drives the backup is
dependent upon the syntax of this file. On the
SERVER node a command file such as the one in Fig-
ure 4 must be submitted to a batch queue from the re-
mote backup account. This command file is largely



self-explanatory. The procedure first modifies the text
file to reflect a new backup date of four weeks out for
every backup it does, except that it needs to be
modified for leap year. It writes two command files to
the remote node, the first to actually do the backup,
and the second to submit the first one to the batch
queue on the remote node. The backup in the first file
uses a/RECORD option. The second command file is
deleted after it is executed.

Once these network full backup procedures are set
up, no further person hours are required to create full
backups to save sets on disk. The next procedure will
discuss archiving these save sets to tape.

5. COPYING NETWORK FULL BACKUPS TO

TAPE

To copy the full backups to tape we use a subcom-
mand file of the captive account described in Part 2.
This subcommand file is shown in Figure 2e. The
block size for the tape mount is used for the same rea-
sons as in the incremental copy section. The backup
file is deleted from the disk after copying it to tape to
make room for the next full backup. Most full back-
ups will require more than one tape for the copy. The
procedure for the reply is the same as in the incremen-
tal copy section.

There is no listing file generated for the full back-
ups because of the possible lack of room on the back-
up disk. Therefore, one more step is necessary to
finish the full backup procedure, a listing of the full
backup tapes. This procedure is performed by using
the captive account subcommand FBLIST (see
Figure 2f). This file does only a listing of the backup
save set tapes and saves it in the directory defined as
SYSSBACKUP for future reference. In addition,
reading through the tape ensures that the copy is
error-free.

The entire network full backup procedure is now
complete. The procedure for a mostly full large disk
such as an RA81 (500 MB) will require about one and
a half person hours for both the copy and the list pro-
cedures. This represents a substantial savings over the
non-network method, and minimizes the impact on
users since their files are accessible during our prime-
time ordinary activity.

6. SUMMARY

The above procedures have been set up for DEC
VAX computers and have worked very well for us. At
some time in the future we plan to expand this method
to some other types of computers in our organization.

The exact command files used and the site-specific
elements within the files are not the important things
to note. Modify them as you wish. All systems and
environments are different. The important idea is that
a network procedure for backups can and has been de-
veloped and it does save expensive person hours.
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REMOTEINC.COM

to be submitted on each remote node to be incrementally backed up

“set verify
set noon

get local node name
node = FSGETSYI ("NODENAME")
this file is to do incremental backups of all flles
modified or created since the last image backup
written 10-22-84 by d.darkangelo
resubmit itself tomorrow for scheduled time (3:15am)
- needed if many network backups are going - only
about 4 or 5 can go at the same time to the same vax
.submlt/que=sys$batch/after="tomorrov‘03:15:00" sys$manager :remoteinc.com
clean up the disks to be backed up (only one disk on this system)
purge dua0: [000000...]

dua0: backup to directory on ASLVAX (common backup node)

DDDDDDRD D BB DD DB DD DD DD D DD DD

$ backup/ignore=interlock/list=aslvax::
/modi fled/since=backup dua0: [000000...]
aslvax::[.'node] 'node.bck/save_set

3!

. 'node] ‘node. log-
. *:*/EXCLUDE=(*.SYS) -

:; clean up the specific directory on the common backup disk

8 purge aslvax::[.'node]

8!

8! NOTHING TO DO WITH BACKUP

g: this 1s just a convenent place for this functlion

$! get the lastest network data base from the master network node
st neede decnet 4.2 for this

gt

8 ncp = "$ncp”

:’ncp copy known nodes from aslvax:: using volatile to both

Figure 1a.

NIGHTBACK.COM

submitted on a cluster vax from the system account
to do incremental backups

written by D.DARKANGELO

assign nl: sys$print
set proc/prio=5

set noon

set fille ownership to the remotebackup account

set ulc [333,2]

keep 20 coples for the log flles to correspond to the 20
rotating backup tapes

.purge/keep=20 sys$disk8: [remotebac.cluster]*.log

Reassign sys$output so the list of saved flles goes to a log file
.asslgn sys$disk8: [remotebac.cluster]temp.log sys$output
set noon

User disk #1

BDRBBDBBABNABBBANNNNDARNDNADNNDDDD

!
!
!
1

8 backug/log -
sys$diskl:[*...]/modlfled/since=backup -
sys$disk8: [remotebac.cluster]userdiskl.bck/save
8!

$! User disk #2

3!

8 backup/log -

sys$disk2:[*...])/modifled/since=backup -

sys$disk8: [remotebac.cluster]userdisk2.bck/save
1

$
$! fill in all the other user disks on the cluster
8! mine have been omitted for space reasons in thils example
31!
$!
3! System disk - excluding *.SYS files
31!
$ backup/log -~
sys$sysdevice: (*...]/modified/since=backup-
/exclude=([*...)*.sys, [*.syscommon...]*.*:*
sys$disk8: [remotebac.cluster]sysdisk.bck/save
L3
81
81
8 deassign sysSoutput
8 rename syssdlskez[remotebac.cluster}temp.log .
sys$disk8: [remotebac.cluster]cluster.log

1

All done - close up shop

§ exit

Figure 1b.



write
write

L1f command .eqs. "SI . _
if command .eqs. "CTSVAX_COPY" then goto CTSVAX_COPY

ALLBACKUPS . COM
captive account backup command file
# KARGELO

written by D. DAR|

sys$output " CLUSTER_LIST, REPLY, SMALL_COPY

.
sysgoutput " CTSVAX_COPY, CLUSTER_COPY, FULLBACK_COPY"

L_COPY" then goto SMALL_COPY

!

!

! true backup saves sets

!

mount ‘'tapenum':/block=32256/density=6250 backup

1
! write a directory file
!

set noon

set prot=w:re/default assign/user test.out sys$output
write sys$output "" dir/size *.bck

write sysfoutput "Good morning” open/read input_file test.out
write sys$output "* lines = 0

write sys$output "Avallable commands: "

8
9
8
$
$
$
s
$
$
8
$
3
$
L3

| skip over the header information
1

write sysSoutput " SHEADER :

! 8 read input_flle scan

| command loop $ lines = lines + 1

: 8 If lines .eq. 3 then goto WORK
GET_COMMAND : 8 goto HEADER

inquire command "Command" 8!

if command .eqs. "CLUSTER_LIST" then goto CLUSTER_LIST 8! find a backup flle of the version number specified
Af command .eqs. "REPLY" then goto REPLY 8!

SWORK :
8 read/error=close_up input_file input

the block size is important to have the tape look like the

1f command .eqs. "CLUSTER_COPY" then goto CLUSTER_COPY
f command .eqs. "FULLBACK_COPY" then goto FULLBACK_COPY

1 8 lengt = f§locate(" ",input
goto GET_COMMAND

$ file_version = f§extract(lengt-1.1,input)
8 If file_version .nes. version then goto work

used to make a listing file of a fullbackup of a cluster disk
LUSTER_LIST:

define/user sys$input sys$command
@sys$backup: fblist
lo

aaa

!
| get backup file name and copy it to tape
!

Q==

8 file = fgextract(0,lengt, input) ,
8 copy/prot=(g,%)/log 'file 'tapenum':*
gl

Qi delete backup flle after complete copy

9!
used when a continuation tape 1s needed 8 del/log ‘'file

2ARAAARRRARRAIAARRRRNIRARNRRDARAINBNAARAARAINIRABABRARIDARS

9!
EPLY: 8! continue until all of the specified version is done
write sys$output "" 31
write sys$output " You must be logged into the system console to use this " 8 goto WORK
write sysSoutput "" 8!
define/user sys$input sys$command $! clean up directory
inquire num "Request number replying to " 3!
reply/blank_tape='num 8CLOSE_UP: " "
lo 8 write sys$output "ALL DONE
! 8 close input_flle
! all small disk backups are saved on the same daily tape 8 delete test.out;*
! - 20 days worth of tapes on a rotational basis § dismount 'tapenum“:
! 8 write sys$output “" "
SMALL_COPY : 8 write sysSoutput "To continue this procedure for a new version
define/user sys$input sys$command § write :Kssoutput a new tape must be hung.
@sys$backup :smallcopy 8goto START
lo
!
! used to copy the CTSVAX backups to tape (1600bpl) for use on their
! computer system. the LIST process is done on the CTSVAX. Flgure 2b.
1 .
$CTSVAX_COPY:
8 define/user sys$input sys$command
8 @sys$backup:CTSVAXCOP
8 lo
9!
8! wused to copy the cluster backups to tape (6250bpi)
§1!
$CLUSTER_COPY:
8 define/user sys$input sys$command
8 @syss$backup:CLUSTCOPY 81
e §!  SMALLCOPY .COM
!
8! used to copy all fullbackups from disk to tape :! written by D. DARKANGELO
1 8!
SFULLBACK_COPY: 1
$ define/user sys$input sys$command :: :g gggytzgzes::ts to tape for all small disks
8 @sys$backup:FULLCOPY M1
:|1° 8! get tape transport number
9!
§ get_tapenum:
$ Inquire tapenum "Ymat tape transport are you using (MFAO or MFAl) "
Flgure 2a. :lu tapenum .egs. then goto get_tapenum
8 inquire ans " Is a tape with write ring hung "
1 8 lflans .eqs. "YES" then goto nextl
H exit
$! CLUSTCOPY.COM ;NEXTI:
§! init 't 1 =
$!  written by D. DARKANGELO H apenum’ : /density=6250 backup
$! 1 K
$! if there is any errors in this procedure exit :! block size is important for the coples to look like backup save sets
§! t ! ‘e = =
$ on error then exit ;'moun tapenum’: /block=32256/density=6250 backup
§! ! .
$1 set all backup logs to world read, execute :l set default to directory from which the backup files are to be copled
$! so that non privileged users can see what files § set def syssdiskG:;r‘emotebac.imsvax]
:: may be recovered 8 copy/prot=(g,w) *. 'tapenum' e
: 91

§ set prot=w:ire sys$disk8:[remotebac...]*.log:*

set def sys$diské6: .
$ set prot=wire sys$diské:[remotebac...]*.log;* : yss fremotebac; cepvax]
sl

8 copy/prot=(g,w) *.* 'tapenum':*

! 9!

:; to copy save sets to tape for the cluster 8! and so on for all the small disks
1 hor tened

$ write sys$output :" CLUSTER COPY ROUTINE " ;‘1 program shortened for this artical

$ write sys$output 8§ dismount 'tapenum':

this is for the weekday holidays which will generate multiple
versions of the Iincremental backups

Figure 2c.

write sys$output " If there is more than one version of the .bck file "
write sysSoutput " you wlll need to write to more than one tape. "

set default to the directory from which the backup files are to be copied

set def sys$disk8: [remotebac.cluster)

give the user a directory list from which to answer questions

b7 Puduieid

START :

dir/slze/date *.bck

!

! get tape transport number which is being used

1

GET_TAPENUM:

inquire tapenum "What tape transport are you using (MFAQ or MFAl) "
if tapenum .eqs. "" then goto get_tapenum

DDDADBADDDBABABANDARANAANDN N

!

! can only write to tape if a write ring is in place
1

$ inquire ans Is a tape with write ring hung "

§ if ans .eqs. "YES" then goto nextl

$ exit

$NEXT1:

$ Inquire version "Lowest version of .bck files. [exit] "
§ Lf verslion -egs. “" then exlit

8 init 'tapenum’:/density=6250 backup
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CTSVAXCOP .COM
written by D. DARKANGELO

on error then exit

to copy save sets to tape for
CTSVAX DRA1l, DRA2, DRAO

‘write syssoutput " CTSVAX COPY ROUTINE "

write sys$output ""

this can be caused by a weekday holiday

write sys$output " If there is more than one version of the .bck file "
write sysSoutput " you will need to write to more than one tape. "

set default to the directory from which the backups flles are to be copled

set def sys$disk6:[remotebac.ctsvax]

O < <0 D B LD <D D LD DD DD B DD B DD DN

!
: give the user a directory list from which to answer questlons
START:
,’dir/slze/date *.bck
$! get tape transport number which is being used
$!
$ get_tapenum:
$ inquire tapenum "What tape transport are you using (MFAO or MFAl ) "
$ LIf tapenum .eqs. "" then goto get_tapenum
$!
:! can't write to a tape without a write ring in place
!
$ inquire ans " Is a tape with write ring hung "
$ If ans .eqs. "YES" then goto nextl
$ exit
$!
§! get specific backup files version to be copled
$!
$NEXT1:
$ inqulre version "Lowest version of .bck flles. [exit] "
$ if version .egs. "" then exit

§ init 'tapenum’:/density=1600 backup
)

si block size is very lmportant to have copy tapes look like
$§! backup save set tapes
!

$

$ mount 'tapenum':/block=32256/density=1600 backup
$!

$! write a directory flile

$!

§ assign/user test.out sysSoutput

8 dir/size *.bck
§ open/read input_fille test.out

$ lines = 0

$!

8! skip over the header Info
$!

SHEADER :

§ read input_file scan
$ lines = lines + 1
$ 1f lines .eq. 3 then goto work

$ goto HEADER

!
! get a backup file name for the specified version
!

@ »ona

WORK :

$ read/error=close_up input_file input

$ lengt = f$locate(" “,input

§ file_version = f$extract(lengt-1,1, input)

$ if file_version .nes. version then goto work
§ file = f$extract (0, lengt, input)

!

! copy save set to tape

!

copy/prot=(g,w)/log 'file 'tapenum':*

delete save set after complete copy

del/log 'file
goto WORK

!
: clean up directory

CLOSE_UP:

write sys$output "ALL DONE"

close input_flle

delete test.out;*

dismount 'tapenum’:

write syssoutput ""

write sysSoutput "To continue this procedure for a new version of backups,"
write sys$output " a new tape must be hung. "

goto START

< 0B 0B B D DD DD LD D DD DD DD DD

Figure 2d.
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FULLCOPY .COM
written by D. DARKANGELO

on any error exlt this procedure

on error then exit

to copy save sets to tape for
full disk save sets

DDDDBDDDBDDDA

$ write sys$output " FULLBACK COPY ROUTINE "
$ write sysSoutput ""
sl

si set default to directory from which the fullbackup file is to be copled
$!
8§ set def sys$disk7: [remotebac]
3!
$! glve the user a directory to answer questions from
!

§START:
$ dir/size/date *.bck

!

! get tape transport number
1

get_tapenum:

inquire tapenum "
if tapenum .egs.

What tape transport are you using (MFAO or MFA1l)
""" then goto get_tapenum

can't write to a tape without a backup write ring in place

inquire ans " Is a tape with write ring hung "
if ans .eqs. "YES" then goto nextl
exit

get specific fullbackup version number to copy

EXT1:
inquire FILE "EULL file name of .bck file including version. [exit] "
if FILE .eqgs. "" then exit

Z o

ask what tape density to use

BDABADDDNNDDNDNNDADDRDDND

"

.1nquire dens "Is this for a 1600BPI tape yes or no [6250)
$ if dens .egs. "YES" then goto init1600
init 'tapenum':/density=6250 backup

block size is important for the copled files to look like
backup save sets

ananan

8 mount 'tapenum’':/block=32256/density=6250 backup
8 goto jumpl

$INIT1600:

$ init 'tapenum':/density=1600 backup

8!
$! block size 1s important for the copled files to look like
§! backup save sets

1

Q'mount ' tapenum' : /block=32256/density=1600 backup
!

§! copy the fullbackup files

sl

$JUMP1:

$ copy/prot=(g.w)/log 'file 'tapenum’:*
$ del/log 'file
1

$
8! clean up
1

$

$CLOSE_UP:

write sys$output "ALL DONE"

dismount 'tapenum’:

write sys$output ""

write sysSoutput "To continue this procedure, a new tape must be hung. "
$goto ST,

amaann

Figure 2e.

FBLIST.COM
Performs listing on full magtape backup

Ask user which disk backup is to be listed

.save_ver!{y = "fsverify("NO")'

!

get_disknum:

$ inquire disknum "Enter disk number to be listed (0,1,2,3.4,5)"
$ 1f disknum .gt. S .or. disknum .lt. O then goto get_disknum

$!

$! get tape transport number which is being used

gt

ABBDADDNBDD

$§ get_tapenum:

$ inquire tapenum "What tape transport are you using (MEAO or MFAl ) "
§$ 1f tapenum .eqs. "" then goto get_tapenum

!

! Make sure the tape is ready to go

1

.lnqulre rdy "Physically hang first tape, put on-line and hit RETURN"

BB BDDDD

'
! Determine log filename ( standard for my site )
!

$ log_file := SYS$BACKUP : FULLUSER 'disknum' .LOG

§ if disknum .eq. O then log_file := SYS$BACKUP:SYSTEM.LOG
$ contalner_file := FULLUSER'disknum'.BCK

8 if disknum .eq. O then container_file := SYSTEM.BCK

$!
8! Mount the tape
'
$ mount 'tapenum’':/foreign
s!
$! Perform listing of full backup tape
§!

$§ set noon
$ backup/list='log_file' 'tapenum’:‘'container_file’

All done - close up shop

“dismount 'tapenum’:

aannna

if save_verify then set verlify

Figure 2f.



31-MAR-1986 SYS$DISK1: ASLVAX
17-MAR-1986 SYS$DISK2: ASLVAX
24-MAR-1986 SYS$DISK3: ASLVAX
27-MAR-1986 SYSSDISK4: ASLVAX
10-MAR-1986 SYS$DISKS: ASLVAX
6-MAR-1986 SYS$DISK1: CTSVAX
13-MAR-1986 SYS$DISK2: CTSVAX
5-MAR-1986 SPS$DISK1: ASLVAX

Figure 3.

s
$! BFULLBACK.COM

$
RN A R R AR AR R A AR AR AR R R AR AR AR AR R AR AR A AR AR AR AR AR R AR R ARAR AR NS

3!
3! This file is used to automate the full backup procedures
on the cluster. It will be run in batch each night.

Written by John M. Spaeth (26-Jun-1985)

AR AR R R R AR AR R R R R R AR R R R R AR RAR R R R AN AR R AR R AR AR R AR AR AARRRR R AR AR R R AR RRRAR

ASSIGN NL: SYSSPRINT
SET PROC/PRIO=S

Resubmit itself for tomorrow early

" submit/nopr int/que=SYS$BATCH/after="tomorrow+00:01:00" -
S$DISK6: [remotebac]bfullback.com

Main routine to do find the disk and do the backup (if any)

OPEN/READ INPUT_FILE SYSSDISK6: [remotebac)FULLBACKS . TXT
OPEN/WRITE OUTPUT_FILE SYSSDISK6: [remotebac]FULLBACKS .TMP
SEELT =, ESEXTRACT(0, 11, FSTIME ()

READ/ERROR=DONE INPUT_FILE INPUT
SUBDATE = F$EXTRACT (0,11, INPUT)

:

Rewrite text data flle for disks not needing to be backed up

OUT = FSEXTRACT (12,10, INPUT

DSKNUM = ESEXTRACT (20,1, INP!

VAXNAM = ESEXTRACT (23,6, INPUT!

IF ESCVTIME (,,"DATE") .EQS. E$CVTIME (SUBDATE,,"DATE") -
N GOTO HERE_WE_GCO

WRITE OUTPUT_FILE "''SUBDATE' ''OUT' '‘'VAXNAM'"
GOTO LOOP

unc««o«ocau««anon«c«oou«n

Eo«ca

Add 28 days to get new backup date
Rewrite text data file for disks needing to be backed up and
set up symbols used to do the backup

HERE_WE_GO:
SUBDATE1 = F$CVTIME ("+28-","ABSOLUTE", "DATE")

ADD LEADING BLANK TO DATE EOR PROPER DATA FILE FORMAT

CKIT = F$LOCATE ("-",SUBDATE1)

IF CKIT .EQ. 1 THEN SUBDATEl = " "+SUBDATE1
WRITE OUTPUT_FILE "''SUBDATE1' ''OUT' ''VAXNAM'"
DISK = OUT

Close all opened files and cleanup newly created files

CLOSE OUTPUT_FILE
CLOSE INPUT_FILE
RENAME SYSSDISK6: [remotebac] FULLBACKS.TMP SYS$DISK6: {remotebac]*.TXT

PURGE SYS$DISK6: [remotebac] FULLBACKS.TXT
1f there is a backup to do, go off and do it
IF DISK .EQS. "" THEN EXIT

Write network flle to do the remote fullbackup

open/write data 'vaxout'::netfulbac.com

write data "$§ set verify"

write data "§ set proc/prio=5"

write data "$ backup/record '‘disk'([*...]*.* ="

write data "aslvax::SYS$DISK7: [remotebac] fulluser' 'dskout’.bck/save”
write data "§1"

close data

Write network file to submit NETFULBAC.COM to remote computer queue
The /AFTER is to delay the backup for its scheduled time

DRBBBDBBDBDBDDNDNDDADD BN DDA DD DD DN DD DD D DDD
o

open/write data2 'vaxout'::netfulcon.com
8§ write data2 "8 define/user sys$output sys$net”
$ write data2 "$ submit/que=sys$batch/delete/after=04:00:00 netfulbac.com"
9 close data2

!
! Execute NETFULCON.COM across the network and delete it

"task=netfulcon"

type ‘'vaxout'::
:netfulcon.com;

delete 'vaxout
EXIT

R Y

Figure 4.
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Creating Common Spooled Resources in a VAX-Cluster

Bob Rasmussen and Bob Nestor
Teledyne-Geotech
Garland, Texas

ABSTRACT

This paper describes a technique for creating and managing

spooled output queues

that

are

transparently available,

cluster-wide, to all user in a cluster. The technique does not
rely on DECnet for remote access to a spooled device residing

on another node in the Cluster,

having the VAX to which

the

and eliminates the need for
output device is connected

operational within the Cluster. No custom software or hardware
is required; all is accomplished using the standard VMS Queue
Manager and spooler software.

In March of 1979 we replaced our out-dated second
generation CDC mainframe with a new state-of-the-art
VAX-11/780, one of the first to be delivered by DEC
in the Southwest. At the time it was an impressive
configuration; two 67-Megabyte RMO3's, two
dual-density TEl6's and two megabytes of main
memory. This over-configuration was deemed necessary
since the system was to support all Company
computing activities including Accounting,
Inventory, On-line shop floor control, Engineering
and R&D efforts. Since Fortran was the only
native-mode software offered in 1979, most of our
users were supported with compatability mode
software running either under the RSX AME or the
RSTS/E AME (ROSS/V).

Over the intervening years we have added to the
system both in terms of hardware and user load. In
March of 1986 we made our latest configuration
change by adding a second VAX-11/780 CPU and forming
a VAX-Cluster. Our current Computer Center
configuration includes two 780's, an HSC-50 with an
RA80 common system disk and three RA81 user disks in
a Volume Set, and approximately 120 user terminals,
printers and plotters scattered throughout our
complex.

We have, unfortunately, not blazed any new ground in

developing upward-compatible, configuration
independent, transportable software in our shop.
Most of our user developed software is tied to

various system configurations which have existed in
the past. And requardless of the availability of
native-mode VAX software today, most of our users
continue to run the ovut-dated, compatibility mode
software we started with 7 years ago. The most
glaring example of this is our On-line shop floor
control package written in Basic-Plus which crawls
run RSTS/E emulation. In addition, despite numerious
warnings to the contrary, many users have imbedded
physical device names into their programs and
command files. This occurs most frequently with our
spooled output devices which includes a mixture of
line printers, plotters, and hard-copy devices such
as LAl0Cs and LAl120s. With the introduction of the
VAX-Cluster, device names are node-specific not
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cluster-wide, i.e. the terminal port TTA6 may exist
on all cluster nodes, but only one is physically
connected to the target output device. Our challenge
then was to construct a VAX-Cluster that would have

minimum impact on existing user software and
procedures.
First, we decided to put all RSTS/E and COBOL

accounting functions on a single processor. That
left all Engineering and R&D activities for the
second processor where we hung all of the special
devices including spooled terminals. The special
devices include an Array Processor, various plotters
and the DECnet interconnect to a PDP-11/24 which is
dedicated to Word Processing and A/D conversion
activities.

We also decided to run both systems from a Common
System Disk. Neither system has any dedicated disk
drives, only dedicated tape units primarily due to
the inability of the HSC50 to support the older
technology drives. In going to the Common System
disk we eliminated the need to maintain two copies
of the VMS Software which is quite large. After
examining the proposed structure of a Common System
Disk, we determined that a single RA80 would provide
sufficient room for all VMS components for both
systems. Since this runs off the HSC-50, we
eliminated all of the older RH Massbus interfaces to
disks.

In addition to running the Common System Disk, we
chose to continue running the RA8l1 user volumes as a
Volume Set. This gives us the freedom to add new
user disk storage with no user impact in the future.
(Apparently we are one of the few VAX sites to
actually use Volume Sets since we continue to find
"glitches" in various VAX components that all relate
back to Volume Sets.)

Most user terminals are connected through a Gandalf
Switch which we have had in-place now for a number
of years. This gives users an opportunity to select
the processor they want to connect to during the
LOGIN procedure, and gives us the ability to switch
all users to either one of the processors in the

San Francisco, CA - 1986



event of a processor failure or scheduled down-time.

Our only remaining problem was that of the spooled
output devices. Any user on either system had to
have access to any of the spooled output devices.
Also, in the event of a processor failure, we needed
to insure that user programs and procedures would
run correctly from either processor with respect to
the use of output devices. The most obvious place to
start solving this problem was with a Cluster-wide
Queue Manager which makes all print and batch queues
available to all users regqguardless of the node they
are currently running on.

By defining Logical Queue Names in the Queue Manager
and associating them with physical output devices in
the Cluster we thought we had the problem solved.
Unfortunately, this solution was only effective for
users who queued their output to the device via the
PRINT DCL command. Programs that +tried to use
transparent spooling to the devices would get RMS
OPEN or CLOSE errors since VMS does not allow output
to be directed to a Queue; it must be directed to a

device which is in turn spooled by the Queue
Manager.
On subsequent reading of the VMS documentation

describing the Queue Manager, it appeared that our
problems would be solved by defined a Generic Queue
of the same name as our Logical Queue Names and
defining a Phyisical Terminal or Printer Queue for
each actual spooled device. The generic queue would
be de-spooled through the appropiate physical queue.
Unfortunately these definitions were still not
Cluster-wide. The Queues themselves were available
cluster-wide, but spooled device names were still
node specific. Since we needed cluster-wide access
to spooled devices, we investigated DECnet.

Cluster-wide spooled device access seemed to be
solved with DECnet and Proxy LOGINs on both nodes in
the Cluster. This permits a user to remotely access,
via DECnet, a device on any other Cluster node. With
Proxy LOGIN the user was not required to enter any
access information to get to the remote device. Ang,
since we ran a Common System Disk with a single User
Authorization File, all users have accounts on both
systems. However, our experience with DECnet in the
Cluster brought out the following problems:

o DECnet introduced another user session on
the remote node whenever a remote device
was being accessed. Typically this is the
FAL process run on behalf of the 1local
user.

o Most output requests were in the form of
PRINT commands which typically involve
queuing a disk file for printing to a
particular device or dqueue. With the
Cluster-wide Queue Manager this is no
problem. But, user programs and procedures
which take advantage of VMS transparent
device spooling and output directly to the
device can only run on the processor which
"owns" the device unless the device name
is fully qualified with a DECnet node
name. For native-mode programs and command
procedures this was not a major problem.
Compatibility mode programs, some layered
DEC software and some third party software
would not operate in this mode.
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o Using DECnet to access the device remotely
requires that DECnet be operational. Since
this is only true if the target processor
is also operational, we could only use the
DECnet technique if both processors in the
Cluster were on-line. If either were in a
failure mode, most spooled output devces
were unavailable and most user programs
could not be executed on the remaining
node without modifications. This seemed to
be in direct conflict with the
justifications for use of a VAX-Cluster.

One possible solution was to dedicate a given number
of terminal ports to output spooling functions. Both
processors in the Cluster would have to reserve the
same terminal ports even though only one processor
would actually service the device. This was
necessary to maintain a Cluster-wide naming
convention on spooled devices. This idea was quickly
rejected since it would dedicate ports on one
processor that would never be used, a waste of
important resources in this case DZll's. Also, the
concept would leave no room for future expansion
unless we dedicated more ports that we actually
needed today.

Finally, it occured to us that we could create
non-existant terminal ports on both systems that
could serve as pseudo-queues. These pseudo-device
queues could be mapped to real devices on either of
the processors with the "/ON" qualifier in the Queue
Manager. A common set of pseudo-devices would be
created on each processor in the Cluster and each
would be spooled to the actual output device by the
Cluster-wide Queue Manager. These devices and queues
would exist even if one of the processors was in a
failure mode, however the processor to which the
device were physically connected must be operational
for the output to occur. User programs and
procedures would continue to run but their output
would be collected in the appropiate device queues
for later printing when the processor is brought
back on-line.

Terminal pseudo-devices were selected rather than
pseudo line printers since both nodes already
contained the terminal driver but only one contained
the 1line printer driver. 1In practice the 1line
printer turned out to be a special case since it is
already known to the system, and user, under many
different names (LP, LPO, LPAO, SYSSPRINT, etc).

The only problem we have experienced with our queue
setup is with programs which conditionalize their
output format on the outut device characteristics.
For the most part this programming practice has been
eliminated from DEC VMS software; the DEFINE FORMS
facility is used to define output 1layouts. This
solved the problem some users experienced where
their line printer output was sized according to the
form style in the printer at the time the output was
generated rather than being formatted by the form
style to which the output was to be printed on.

Unfortunately, some third-party software, namely
ROSS/V, still intergoates the output device for
formatting information. Since the pseudo-terminal

devices "TTOn" are not really present in the system,
VMS shows them to be off-line and will therefore not
allow you to set any characteristics for them. The
actual device characteristics that will be returned
to a user program are the default terminal



characteristics defined in SYSGEN. To fake ROSS/V
into seeing 132 column printers, we set the default
terminal characteristics to be those of an LA120.

Basically the technique requires the use of a
Cluster-wide Queue Manager with a common definition
of individual queue attributes. Since we run a
Common System Disk this part of the Queue startup is
contained in a file SYS$COMMON: [SYSMGR]STARTQUE.COM

which
SYSTARTUP.COM file on boot.

is invoked by each processor

startup:

1)

2)

3)

4)

5)

6)

7)

Starts the Cluster-wide Queue Manager for
the invoking processor and points to the
the Cluster-wide Queue File.

Creates all pseudo-terminals that will be
mapped to actual spooled devices. These
definitions occur on both processors in
the Cluster. We chose to name the devices
"TTQO0" through "TTQ6" (on our system).
There is 1lots of room for additional
definitions for future spooled devices.

Each pseduo-terminal is set spooled to
itself, i.e.

"SET DEVICE/SPOOLED=TTQO: TTQO:"
This was done so that users may use the
"TTQ" device names in their programs for
transparent output spooling.

Each TTQ Queue is tested to see if it
exists. If not, it is initialized (but
not started) with appropiate attributes
such as /FORM, /DEFAULT etc. This is also
the point at which we define the actual
terminal or printer in the cluster that
will process the output requests through
the use of the /ON qualifier.

Other queue attributes are also set such
as queue scheduling.

A system-wide logical name is created and
assigned to the TTQ pseudo-terminal. We
are still trying to encourage our users
to use logical names for the output
devices rather than physical names, but
we must support both.

Finally, we also define the batch queues
that will be required in the Cluster.
This common command procedure then
invokes the node specific queue startup
procedure which is kept in
SYS$SYSROOT: [ SYSMGR ] QUESTART .COM.

from
This part of the queue

the

The node specific Queue startup is responsible for

setting
characteristics

the
and

up actual physical

device. This may involve as much as:

1)

2)

for
We have one, a

Loading any custom device drivers
special spooled devices.
Versatec printer/plotter.

terminal characteristics for
terminal ports that will handle
a spooled output device. This includes
things as terminal speed, format
(TAR, FORM, WRAP, WIDTH, etc).

Setting
physical

such
control

device

starting the Queue for that
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3)

4)

Setting the physical device spooled to
the corresponding pseudo-terminial device.
This is not really required but it
intercepts those user requests for output
the the "real" physical device.

Starting the Queue Manager to process
output requests on the pseudo-terminal.
This begins the de-queue operation.

5) Starting the node-specific batch queues.
On our Cluster we run a SYSS$BATCH on both
nodes, so a system-wide logical is
assigned to the appropiate batch queue at
this point.

6) On the system that does not have a line
printer we also assign system-wide
logicals for SYS$PRINT, LP LPO, and LPAO
to point the the appropiate TTQ
pseudo-terminal. This intercepts all line
printer output on the system and
re-directs it to the proper line printer
queue.

All of this may seem to be a long way to go just to
get output on a printer, but our technique does have
certain advantages.

First, users are assured that the device names
"TTQn" are fixed in our configuration. We will not
re-define these in the future, but may add

additional ones as needed. Those users that write
programs to use VMS transparent spooled may continue
to do so. This also solves the problem of not being
able to open and output file on a Queue, which
allows Datatrieve users to output results "directly"
to the spooled device. Second, since our logical
names for the pseudo-terminals in fact point the the

pseudo-terminals themselves, the /DEV and /QUE
qualifiers in the PRINT command are identical (as
they were in earlier VMS releases). Third, User

programs are independent of the processor they run
on and may continue to run creating output for
physical devices that are currently not available in
the Cluster. Their output will be intercepted by the
VMS Queue Manager for later printing when the device
is available. Finally, we no longer run background
DECnet processes just to get output to a physical
device. DECnet is rarely used between the Cluster
nodes.

One last set of changes was required in ROSS/V V3.4
(RSTS/E-VAX) to permit Basic-Plus program access to
all spooled devices. This was done during the ROSS/V
Sysgen where we defined fixed keyboards for each of
the TTQ devices in the VMS system. The line printer
was assigned the VMS name of TTQ0 to create a
version of ROSS/V that was node independent, i.e.
could be run from either node without change.
Basic-Plus programmers can now access the spooled
devices as RSTS/E devices "LPO:" and "KBl:" through
"KB6:". All other RSTS/E keyboards are left to
"float" in the system; we allow ROSS to assign names
to the devices as user enter the ROSS emulator from
their VMS terminal.



w v w» v N w©v N

w v nnn

L ne e e

-- File SYS$SOOMMON: [ SYSMGR]STARIQUE.COM —-
(This file is cammon to all nodes in the Cluster.)

!
! Initialize cluster-wide queues
!
SET NOON
START/QUEUE/MANAGER SYS$COMMON: [ SYSEXE JJBCSYSQUE . DAT

! Set up pseudo termminals for cluster print devices

1
! PLOTTER on ALFAX: :TTAG:
! LA100 on ALFAX::TTBO:
! IA120 on ALFAX: :TTE3:
! GEOPRINT on ALFAX: : TTE4:,
! BLDG5 on ALFAX: : TTES:
! VERSATEC on ALFAX: :ILWAO:

!
! Set and spool pseuwdo print devices, assign system-wide

! logical names, and initialize the cluster-wide queue

! if it doesn't exist

! Define the forms types available to users on the Cluster
1

DEFINE/FORM ONE 1/MARGIN=(BOTTM=2)
DEFINE/FORM TWO 2/MARGIN=(BOTTCM=2)
DEFINE/FORM THREE 3/MARGIN=(BOTTCM=2)
DEFINE/FORM FOUR 4/MARGIN=(BOTT(M=2)
DEFINE/FORM FIVE 5/MARGIN=(BOTT(M=2)
DEFINE/FORM SIX 6/MARGIN=(BOTTQM=2)

DEFINE/FORM SEVEN 7/LENGTH=42/MARGIN=(BOTT(M=0)
DEFINE/FORM EIGHT 8/MARGIN=(BOTT(M=2)
DEFINE/FORM NINE 9/MARGIN=(BOTTCM=2)

/DESC="COMPRESSED PRINTINT ON TTA3:"
DEFINE/FORM TEST 99/DESC="TEST PRINT QUE"

! Cluster-wide system line printer (camputer-roam)

SET DEVICE/SPOCLED=(TTQO: ,DUAL:) TTQO:

ASSIGN/USER NLAO: SYS$OUTPUT:

SHOW QUE TTQO:

IF .NOT $STATUS THEN INIT/QUEUE/DEFAULT=FT.AG-
/ON=BETAX: :IPAO: TTQO:

SET QUEUE/SCH=NOSIZE TTQO:

! HP-Plotter (camputer-rocm)

SET DEVICE/SPOCLED=(TTQl:,DUAL:) TTOL:

ASSI®V/USER NLAO: SYSSOUTPUT:

SHOW QUE TTQL:

IF .NOT $STATUS INIT/QUHEMBLE_@NERIC-
/DEFAULT=(NOFLAG , NOFEED ) /TERM~
/ON=ALFAX: : TTAG: TIOL:

DEFINE/SYSTEM/NOLOG PLOTTER: TTQl:

SET QUE/SCH=NOSIZE TTQl:

! IA100 (across fram computer—room)

SET DEVICE/SPOOLED=(TIQ2:,DUAL:) TTO2:

ASSIGN/USER NLAO: SYSSOUTPUT:

SHOW QUE TTQ2:

IF .NOT $STATUS INIT/QUEUE/NOENABLE GENERIC-
/DEFAULT=NOFLAG/BLOCK LIM=200/TERM—
/ON=ALFAX: : TTBO: TTQ2:

DEFINE/SYSTEM/NOLOG LA100:  TTQ2:

SET QUE/SCH=NOSIZE TTQ2:

! 12120 (user terminal room)

DEFINE/FCRM DEFAULT O/MARGIN=(BOTTM=2)/NOTRUNC/NOWRAP

DEFINE/FORM OCMPRESS 11/MAR=(BOT=2)/WID=220/NOTRUNCATE -

$ SET DEVICE/SPOCLED=(TTQ3:,DUAL:) TTQ3:

$ ASSIGN/USER NLAQO: SYSSOUTPUT:

$ SHOW QUE TTQ3:

$ IF .NOT $STATUS INIT/QUEUE/NOENABLE GENERIC-
/DEFAULT=NOFLAG/TERM~
/ON=ALFAX : : TTE3: TTO3:

$ DEFINE/SYSTEM/NOLOG LA120: TTQ3:

$ SET QUE/SCH=NOSIZE TTQ3:

$!

$ ! Geophysical system printer

$!

$ SET DEVICE/SPOCLED=(TTQ4: ,DUAL:) TTO4 :

$ ASSIGN/USER NLAO: SYSSOUTPUT:

$ SHOW QUE TTQ4:

$ IF .NOT $STATUS INIT/QUEUE/NOENABLE GENFRIC-
/DEFAULT=NOFALG/TERMINAL~
/ON=ALFAX: : TTEA: TTO4:

$ DEFINE/SYSTEM/NOLOG ~ GEOPRINT: TTO4 :

$ SET QUE/SCH=NOSIZE TTQ4:

$!

$ ! Industrial controls printer

$!

$ SET DEVICE/SPOCLED=(TTQ5:,DUAl:) TTO5:

$ ASSIGN/USER NLAO: SYS$SOUTPUT':

$ SHOW QUE TTQS:

$ IF .NOT $STATUS INIT/QUEUE/NOENABLE GENERIC-
/TERMINAL~
/ON=ALFAX: : TTES : TTQS:

$ DEFINE/SYSTEM/NOLOG BLDG5: TTOS:

$ SET QUE/SCH=NOSIZE TIQ5:

$!

$ ! VERSATEC Printer/plotter in Geophysical systems area

$!

$ SET DEVICE/SPOOLED=(TTQ6:,DUAL:) TTO6:

$ ASSIGN/USER NLAO: SYSSOUTPUT:

$ SHOW QUE TTQ6:

$ IF .NOT $STATUS INIT/QUEUE/NCENABLE GENERIC-
/DEFAULT==(NOFEED , NOFLAG) /PROCESSCR=VRSSMB—
/ON=ALFAX: :LWAO: TTQ6:

$ DEFINE/SYSTEM/NOLOG ~ VERSATEC: TTQ6:

$ SET QUE/SCH=NOSIZE TTQ6:

$!

$ ! Define Cluster-wide batch queues

$!

$ ASSIGN/USER NLAO: SYSSOUTPUT:

$ SHOW QUE/BATCH ALFAX BATCH

$ IF .NOT $STATUS MT/QMMNVSM/J@_L%3-
/BASE PRI=4,/WSDEFAULT=256/WSQUOTA=512 -
/WSEXTENT=750/ON=ALFAX : : ALFAX BATCH

$ ASSIGN/USER NLAO: SYSSOUTPUT:

$ SHOW QUE/BATCH ENGBATCH

$ IF .NOT $STATUS INIT/QUEUE/BATCH/START/JOB LIM=1-
/BASE_PRI=4,/WSDEFAULT=256/WSQUOTA=512 ~
/WSEXTENT=750/ON=ALFAX: : ENGBATCH

$ ASSIGN/USER NLAO: SYSSOUTPUT:

$ SHOW QUE/BATCH BETAX BATCH

$ IF .NOT $STATUS INIT/QIEIJE/BMG‘!/SIARI‘/JCB_LBJF3-
/BASE, PRI=4/WSDEFAULT=150,/WSQUOTA=250 —
/WSEXTENT=350/ON=BETAX : : BETAX BATCH

$ ASSIGN/USER NLAO: SYS$OUTPUT:

$ SHOW QUE/BATCH GLBATCH

$ IF .NOT $STATUS MT/QJE(]E/BA’I‘Q&/SI‘AR[‘/J(B_LII#I-
/BASE_PRI=4/WSDEFAULT=150,/WSQUOTA=250 -
/WSEXTENT=350/0N=BETAX: : GLBATCH

$!

$ ! Invoke node specific queue startup

$!

$ @SYS$MANAGER :QUESTART

$ SET NOVERIFY



-— File SYS$SYSROOT: [SYSMGRIQUESTART.COM on node A — — File SYS$SYSROOT: [ SYSMGR]QUESTART.OCM on node B —

$! $1
$ | Start queues on ALFAX (VAX-A) $ | Start queues on BETAX (VAX-B)
$ ! $ !
$ SET NOON $ SET NOON
$! $ !
$ ! Load driver for the VERSATEC Printer/plotter $ ! Set and spool local node printers
$! $!
$ RUN SYS$SYSTEM: SYSGEN $ SET DEVICE/SPOCLED=(TTQO0: ,DUAL:) LPAO:
RELOAD LWDRIVER/DRIVER=SYS$SYSTEM:LWDRIVER .EXE $ DEFINE/SYSTEM/NOLOG ~ SYSSPRINT: LPAO:
QONNECT IWAO/ADAPTER=3/VECTCR=%0134,/CSR=$0777354/DRIVER=LWDRIVER $ 1
EXIT $ ! Start local printer queues
$! $ !
$ ! Set and spool local node printers $ START/QUEUE LPAO: !BETAX: :LPAO:
$1! $!
$ SET TERM/PERM/SPEED=4800,/NOBROAD,/NOANSI /NCHOST- $ | Start batch queues
/NOADV /'TAB,/NOWRAP,/NOBRD,/NCEDI T /NODEC,/ FORM~ $t
/NOECHO/PASTHRU TTAG: $ DEFINE/SYSTEM SYS$BATCH BETAX BATCH:
$ SET TERM/PERM/DEV=LA100/SPEED=2400,/NOBROAD,/PAGE=66- $ START/QUEUE,/BATCH BETAX BATCH:
/WIDTH=220 TTBO: $ START/QUEUE/BATCH GLBATCH:
$ SET TERM/PERM/DEV=LA120,/SPEED=1200,/NOBROAD,/FORM~
/PAGE=66,/NOTAB TTE3:
$ SET TERM/PERM/DEV=LA120,/SPEED=1200,/NOBROAD,/PAGE=66—
/NOTAB/WID=132/FCRM TTEA:

$ SET TERM/PERM/DEV=LA36/WIDTH=132/PAGE=66,/SPEED=2400~
/NOTAB/FORM/NOBROADCAST,/NOSET._SPEED/CRFILI~9~
/LFFILL=9 TTES:

-

SET DEVICE/SPOCLED=(TTQl: ,DUAL:)
SET DEVICE/SPOOLED=(TTQ2:,DUAL:)
SET DEVICE/SPOCLED=(TTQ3:,DUAL:) TTE3:
SET DEVICE/SPOOLED=(TTQ4: ,DUAL:)
SET DEVICE/SPOCLED=(TTQ5: ,DUAL:)
SET DEVICE/SPOOLED=(TTQ6: ,DUAL: )

! Start local printer queues

DEFINE/SYSTEM/NOLOG SYS$PRINT TTQO:
DEFINE/SYSTEM/NOLOG ILPAO TTQO:
DEFINE/SYSTEM/NOLOG LPO TTQO:
DEFINE/SYSTEM/NOLOG Lp TTQO:
START/QUEUE TTO1: |ALFAX: : TTAG :
START/QUEUE TTQ2: {ALFAX: : TTBO:
START/QUEUE TTQ3: |ALFAX: : TTE3:
START/QUEUE TTQ4: IALFAX: : TTE4:
START/QUEUE TTQS: {ALFAX: : TTES:
START/QUEUE TTQ6: IALFAX: :LWAO:

! Start the batch queues

!
DEFINE/SYSTEM/NOLOG SYS$BATCH ALFAX BATCH:
START/QUEUE/BATCH ALFAX BATCH:
START/QUEUE/BATCH ENGBATCH:

nnLrnnnnnasnann ey NN e

569






AUTHORS INDEX

AUTHORS PAGE
Albert, -N. .. 225
Baisley, Wayne E.......... ... ... ... ... ... ... ... 275
Baker, June ....... ... ... ... .. 281
Barrett, Daniel. .............. ... ... .. ... 407
Borger, Frank R............. ... .. ... ... ....... 249, 257
Buford W. L Jr . ... 213
Carey, Robert. . ... ... . 39
Coker, Michael R. ......... ... ... ... ... .. i ... 375
Cossey, David V. .. ... ... 181
Darkangelo D. G. ... i 557
Davis Ray ... 29
Denison, Marlays. ..., 469
Dennis John ....... .. .. i 399
Dixon W. V. .. 349
Draughn, Mark ...... ... .. ... ... .. i .. 165
Duff, Steven G.. ... 531
Feldner, Pat....... ... ... i, 161
Fiedeldey, Joseph W. .. ... .. ... ... ... ... . ... ... 531
Froyd, Stan ......... ... . ... . 393
Gabriel, Richard P........ ... ... ... ... ... ..., 1
Goldstein, Robert B............................. 209, 511
Hartwig Arthur.......... ... ... ... .. ... .... 357, 365
Heinicke, Peter ....... ... ... i, 463
Hohmann, Edward C........... ... ... ... ... .. ...... 195
Huff, Al ... e 187
Hughes, Steven........... ... ... ... i, 7
Hurst, Arto . ..o 435
Jackson, James B........... ...l 457
Janik, Charles ........ ... ... . i, 219
Kaiser, Peter ......... ... i, 327
Kane Thomas........... ... .. ..., 35
Leahy, B. G . e 501
Lederman, Bart Z.............................. 129, 139
Macko, Glen. .. ... ... ... i 339
Marshall, Ted A. ........ ... e 531
MecGee, Robert E. .. ... .. ... 349
McGuigan, David. . ...t 39
Merriam, E. William................................ 517
Merritt, Glen Del. .. ... ... .. i 331
Mistretta, Paul. .. ....... ... ... .. ... 21
Molinari, John . ...... ... ... .. ... .. . . 47
Myers L M. ..o 213
Nagy, Frank J.. ... 489
Nestor, Bob . ... 565
Nicinski, Tom. . ... i 463
Orosz Michael D. ........ .. ... .. i, 545

Peli, EH.....oooiii 209

AUTHORS PAGE
Peterson, Ray.......... .. .. .. .. . .. . .. 165
Racine Phil ...... ... ... ... .. . 21
Rasmussen, Bob........... .. ... ... ... .. .. 565
Rafizadeh, Schumann...... e 541
Rannenberg Wendy................................ 493
Rieck, JenniferL........... ... ... .. ... .. . ... . ..., 405
Robinson, Ann........ ... ... ... . i 207
Rotunni, Lisa M. .......... ... ... . ..., 195
Rounds James A. .......... ... ... . i 195
Rousseaux, M......... ... ... i 225
Russ Roger....... ... ... .. 369
SaxeDavid H . ....... .. i 83
Scott, Larry D.. ... ... 415
Sewell, EEW. ... 293
Shehi Don........ ... i 175
Sherwood, Bruce A. .......... ... .. ... ... 179
Slavieh, A, L. ..o 287
Smith, Daniel PB.......... ... ... i, 511
Smith, Danny.......... ... ... .. L 365
Smith, Ted ........ .. 261
Somes, Richard K................................... 51
Stabiner, Rivkah........... ... ... . ... . ... ..... 511
Stefanek, George............ciiiiiiiiiin... 161, 165
Straub, E. J...... .. 287
Szep, Steven. . ... ..o 505
Teeter, Brent............ i, 473
Tellis, Winston. ..., 149
Thomas, Lloyd K ......... ... .. i 453
Thomas, J. D......ooi i i 191
Thompson, D. E. ... .. ... 213
Thury, Dennis L. W....... ... ... ... . ... ....... 479
Tibbetts James............. ... i 317
Turano, Thomas .......... ... i, 103
Tyndale Clyde L ... ... ... i 229
Tyrrill, Al .o 521
Uleski, Robert . .......... ... i, 427
Valentine Pamela A................................. 113
Vibert, J-F .......... B 95, 225
Wallace, Richard K. ............................. ... 313
Walthers, Denny............ ... ... .. 449
Waltz, Richard B. . .......... .. ... ... .. .. ... ..... 229
Watson, Claude M. .......... ... .. .. ... 167
Winter, Co.. .o 287
Wise Rebecea . ........ ... . .. . 13
Wooledge, Karl ...... ... ... ... i 209
Yardley, John....... ... ... ... .. . 553
Yoder, James R......... ... .. ... . .. ... 123

































