












































USING STORED COMMANDS 

An efficient way to execute a repetitive 
group of dependent database com­
mands is to store them as a group in 
the IOM. If several commands are al­
ways to be executed together, they 
can be sent to the IOM as a command 
group where they will be pre­
processed and stored for later execu­
tion. The IOM does all the necessary 
pre-processing when the command 
group is stored. Let's define and store 
a command group in the IOM which 
will automatically give a l 0% pay 
increase to an employee who is 
promoted to department manager 
and will also update the DEPARTMENTS 
table with the new manager's social 
security number. We will name this 
command group, PROMOTE, and 
when w e invoke it w e will send two 
parameters: the first will be the social 
security number of the promoted em­
ployee and the second wi 11 be the name 
of the department he w ill manage. 
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store promote 
update employees 
set salary = salary + .10% salary 
where soc_ sec_ num = S 1 
update departments 
set mgr _ss_ num = S 1 
where dept_ name = $2 
end store 

The keywords STORE and END begin 
and end the command definition 
respectively The S 1 and 52 are the 
'social security number' and 
'department name' parameters whose 
va lues will be passed to the /OM 
when the stored command is invoked. 

To invoke the PROMOTE command, 
the statement is: 

start promote 
("123-11-4795", "garden") 

The keyword START invokes the stored 
command ca lled PROMOTE. The 
two parameters will become the 
va lues of S 1 and 52 respectively In 
the EMPLOYEES table, the sa lary of the 
employee with social security number 
123- 11-4795 will be increased by 
10% and his 'social security' number 
will be entered as the manager's num­
ber for the Garden department in the 
DEPARTMENTS table. 

The stored command feature is partic­
ularly powerful. Once the command 
group has been parsed and sent to 
the /OM for storage, the host never 
has to parse the group of commands 
again. The host simply sends the com­
mand name to the IOM with the ap­
propriate parameters. This reduces the 
amount of information that must be 
transmitted to the /OM. It also signifi­
cantly reduces the time it takes for the 
/OM to execute the command set 
since the IOM has preprocessed the 
command. A side benefit of using 
stored commands is that application 
programs runn ing on the host are 
sma ller, more efficient and easier to 
maintain. 

DATA VALIDATION 

It is often important to insure that 
data being entered into a table 
satisfies integrity or data validation 
constraints. Data validation can be 
performed in several ways with th 
IDM. Stored commands, unique indices 
and the "select into" functions, can all 
be used. For example, to insure that 
updates to the SALARY field in the 
EMPLOYEES table only occur with 
appropriate data, the following STORED 
COMMAND could be used: 

store upsal 
update employees 
set salary = salary + S2 
end store 

To invoke this stored command, the 
user would enter: 

start upsal n 23-44 -4886", 150) 

The result of this execution would be 
to give a S 150 raise to the employee 
with social security number 123-44-
4886. If the second parameter, 150, 
had been a negative number, the em­
ployee table would not have been 
updated. 

Assume that we have just read an 
EMPLOYEES database from a tape 
supplied from another division . W e 
suspect that there may be employee 
duplications, and that extraneous data 
may have been stored in the marita l 
status field of some record . Only "S" 
for single and "M" for married should 
be allowed. Also, we want to insure 
that all salaries are non-negative. To 
ensure the integrity of the data, we 
could enter the following commands: 

select distinct into newemp * 
from oldtemp 
where maritaf_ status = * 
"[MS]" and sal > 0 



In th target list the* indicates that 
all th columns of each qualified row 
should be retrieved.* eliminates the 
neecJ to name each column separately 
in the target list. 

The SELECT DISTINCT INTO automati­
cally deletes duplicate rows and the 
qualifier (WHERE) forces a pattern 
matching to ensure that only Mor S 
will exist in the MARITAL_STATUS field 
of NEWEMP Also, the SALARY field must 
be greater than zero. Erroneous data 
are ignored and not placed into the 
NEWEMP table if the qualifications 
are not met. 

Additionally, the DISTINCT option can 
be specified with the CREATE INDEX 
command to ensure uniqueness on 
a k y field. For example, employee 
social security numbers can be guar­
anteed to be unique by defining a 
DISTINCT index on SOC_SEC_NUM 
as follows: 

create distinct clustered 
index on employees 
(soc_sec_ num) 

EMPLOYEES TABLE 

LAST_ 

RESTRUCTURING TABLES 

As we have seen, the VIEW feature of 
the /OM lets users and application 
programs access "hypothetical" rela­
tions which contain rows (records) 
which are consistent with their record 
requirements. For example, a COBOL 
program needing NAME, SALARY and 
HOURS_WORKED need not know 
that the "materialized" rows it receives 
from the /OM come from a view which 
the /OM forms by combining fields from 
several different relations. Thus views 
can be seen as a passive way of restruc­
turing the database. 

Should you need to actually change 
the width of a field or add a column 
to a table, this can also be done. The 
following example illustrates the 
EMPLOYEES table before and after using 
the SELECT INTO command to do a 
significant amount of restructuring. 

START_ 
NAME INITIALS soc_ SEC_ NUM SEX SALARY DATE 

BROWN Tj 776-30-4839 F 4000 070380 
SMITH RS 123-79-1122 M 1012 020175 
JONES AM 397-75-2628 M 2080 121678 
MILLER RJ 463-55-1120 F 3010 101680 

START_ 
NAME TYPE SALARY DATE 

• To combine the LAST_ NAME and 
INITIALS fields into a new field called 
NAME 

• To change the name of the SEX 
column to TYPE 

• To expand the DEPT _NAME field 
to 20 characters in length and call 
it DEPT 

• To add a new column ca lled "status" 

• To eliminate the SOC_ SEC_ 
NUM field 

select into new_ emp 
name= concat 

(last_ name, initials) 
type= sex, 
salary, 
start_date, 
dept= substring (l,20,dept_ name), 
status= ,, " 

After the SELECT INTO is complete, 
the old EMPLOYEES table could be 
destroyed and NEW _EMP could be 
renamed to EMPLOYEES. Alternative­
ly, a CREATE command followed by 
an INSERT could be used to take 
advantage of certain options 
associated only with the CREATE 
command. 

DEPT_ 
NAME 

GARDEN 
SPORTS 
TOYS 
SPORTS 

DEPT STATUS 

BROWN TJ F 4000 070380 GARDEN 
SMITH RS M 1012 020175 SPORTS 
JONES AM M 2080 121678 TOYS 
MILLER RJ F 3010 101680 SPORTS 
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SECURING THE DATABASE 

It is common that some information in 
the database is sensitive and should 
only be available to a particular class 
of user. In add ition to using views and 
stored commands to control access as 
discussed in the previous section, the 
OBA can directly protect data from un­
authorized access through the use of 
two protection commands, GRANT and 
REVOKE. These two protection com­
mands are followed by keyword options 
which specify what is being permitted 
or denied and to whom. Activities which 
can be granted or revoked include 
read, write, execute, create index, create 
database and create relation. 
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REVOKE 

Users are denied access to a table 
based upon their user identifier. The 
command to deny changing the SALARY 
field in the EMPLOYEES table to 
JOHN is: 

revoke write of employees 
(salary) to john 

The user identified by JOHN is denied 
permission to change the SALARY field 
in the EMPLOYEES table. 

If the user had wanted to deny both 
READ and WRITE f referred to as ALL) 
on SALARY to JOHN, he would have 
entered: 

revoke all on employees 
(salary) fromjohn 

Now John could neither read nor write 
to the SALARY fi eld of the EMPLOYEES 
relation. If the user wanted to deny ALL 
fboth READ and WRITE) to everyone, 
he would have entered: 

revoke all on employees from all 

PERMIT 

To permit READ access to all fields o f 
the EMPLOYEES table just to John, 
the user would enter: 

grant read of employees to john 

To permit a group of clerks to read 
some fields of EMPLOYEES, the user 
would enter: 

grant read of employees 
(last_ name, dept_ name) to clerks 

In the above examples, let's assume 
that ALL was revoked to ALL before th 
GRANT commands were issued . The 
result of the above GRANT commands 
is that the entire EMPLOYEES table can 
be read by the user identified as JOHN, 
but the CLERKS group can only access 
the LAST_ NAME and DEPT_NAME 
fields. 

For both REVOKE and GRANT, an entire 
table or separate fields of a table can 
be specified. Similarly, the use of STORED 
COMMANDS, which perform restricted 
functions, can be controlled as fo llows: 

revoke start of promote from john 

This prohibits JOHN from executing 
the stored command, PROMOTE. 

If the owner of a table protects any 
field of information in his table, this 
protection is extended to other users' 
VIEWS or STORED COMMANDS which 
try to use that protected field. Users or 
groups of users can also be denied the 
privilege of creating tables or data­
bases, creating indices or executing 
stored commands. 



4.1 The IDM Transaction Log 

The IDM provides facilities to protect 
stored data from loss as well as un­
authorized access. There are two ways 
d<Jt<i could be potentially lost: hard 
fa1lur s (such as disk head crashes) 
and oft failures (such as power fail­
ure) . The IDM protects data in one of 
two ways depending on the type of 
fcl1lure. Both ways involve use of the 
IDM transaction log. 

4 . IDM Back-up and Recovery 

Each command to the IDM is a trans­
action unless it is one of a group of 
commands terminated by the COMMIT 
WORK command. Then the entire group 
of commands is treated as a single 
transaction. Transactions always appear 
either to have run to completion or never 
to have started. To maintain database 
consistency, the IDM must keep track 
of all changes to the database. Then 
the IDM can guarantee consistency by 
using the before and after images of 
the changed data to undo any partially 
completed transactions and to insure 
that all finished transactions are com­
pletely reflected in the database. While 
the IDM understands that the COMMIT 
WORK command signals that the 
transaction should be committed, the 
IDM also understands that the 
ROLLBACK WORK command means 
that all changes to the data should be 
backed out. A user (or a program) can 
send a ROLLBACK command instead of 
a COMMIT command to cause the IDM 
to use its transaction log to automat­
ically backout all changes made to the 
database since the SET AUTOCOMMIT 
OFF command was received. 

Every time an event such as a change 
to a relation takes place, enough 
change information is automatically 
recorded in the IDM transaction log to 
both reconstruct the change and/ or to 
back it out. The IDM transaction log is 
written from IDM memory to disk 
before the transaction is committed 
from !OM memory to the database. A 
transaction 'done' token is written to 
the transaction log after the actual 
transaction is committed to the disk 
database. These transaction logs are 
an essential part of the IDM's data 
protection scheme. 

4.2 Soft Crash/ Recovery 

When the IDM detects a soft crash 
condition such as a failure condition 
due to loss of power. network failure, 
or IDM hardware problems, it is capa­
ble of maintaining database 
consistency. 

When the IDM is rebooted after a soft 
crash, a recovery program is run 
against each database. This program 
maintains data integrity by looking 
into the IDM transaction logs to deter­
mine which transactions were only 
partially complete. These are automati­
cally backed out. This process is 
speeded by the use of check points 
noted in the transaction log. A check­
point forces all data blocks which 
have been modified to be written out 
to disk. Check point intervals are set by 
the OBA. The recovery program can 
proceed from the log's most recent 
checkpoint rather than from the 
beginning of the transaction log. 

EXAMPLE OF RECOVERY 

Suppose our transaction is an UPDATE 
that modifies several rows (records) 
stored in several different disk blocks. 
Each disk block will be brought into 
memory and modified; but, for effi­
ciency, these blocks will not be imme­
diately written back to disk. The IDM 
writes data blocks back to disk during 
periodic checkpoints or when it must 
make room in its memory for more 
data. These modifications are also 
being automatically recorded in IDM 
transaction logs. As each row (record) 
is changed, both the original data and 
the new values are written into IDM 
transaction log disk buffers. The IDM 
guarantees that these transaction logs 
will be written out before an actual 
transaction is committed. The log of a 
change is always written out to disk 
ahead of the actual data. 
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In the event of a soft crash, the IDM 
recovery routine may find transactions 
in one of four states: 

I . The transaction may have been 
completed and the modified data 
written out to disk before the crash. 
Then everything is all right. 

2. The transaction may not have been 
completed, and the data was never 
written out. Again everything is all 
right. 

3. The transaction was completed, but 
the database changes were not 
written out. In this case, the IDM 
will find a "done" token in the trans­
action log so it will update the 
modified database data from infor­
mation stored in the log. 

4. The transaction might not have 
been completed, but some of the 
database changes were written out 
to disk. In this case, the IDM will 
not find a "done" token in the trans­
action log. Thus, it will use the 
before-images of the partially com­
pleted transaction log to restore the 
data to its original state. 

In all instances, the transaction is ei­
ther comp lete or not app lied at all . 
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4.3 Hard Crash/Recovery 

The soft crash recovery procedure re­
quires that the transaction logs are 
intact. This may not be the case in the 
event of a hard disk crash. To protect 
against this, users should follow IDM 
backup and recovery procedures. 

Unlike most systems which do backup 
and recovery by physical disk device, 
the IDM performs backup and 
recovery by database. This allows the 
IDM to guarantee that the backup of 
each database is consistent. 

The IDM crash/recovery scheme re­
quires occasional backup of the com­
plete database and frequent backups 
of the transaction logs. The transaction 
log dump is ana logous to the in­
cremental dump used in many operat­
ing systems. If the database ever 
needs to be restored the transaction 
logs can be reloaded and applied 
aga inst the complete dump of the 
database via the ROLLFORWARD utility 

BACKUP PROCEDURES 

As previously discussed, the transac­
tion log is updated whenever a 
change is made to a logged table 
(as specified at CREATE time). The pro­
cedure for handling the poss ibility of 
catastrophic loss of data is to: 

I. Dump the entire database occasion­
ally. 

2. Dump the transaction log frequently 
3. In case of loss of data, load the last 

database dump. 
4. Load and roll the transaction logs 

forward. 

The success of the above procedure 
requires logg ing of all tables important 
to the application. 

To backup the PERSONNEL database 
and its transaction log to the host, the 
OBA would call the DUMP utility: 

idmdump personnel working 
I transaction = personnel . log 
I database = personnel . db 

However, if the user prefers to main­
tain his backups under IDM control, 
he cou ld create a special database 
for th is purpose. Assume a data bas 
ca lled BACKUP has been created to hold 
his transaction dumps. Then to take 
a backup of the PERSONNEL data bas 
to IDM tape and its transaction log to 
an IDM file, the OBA would enter: 

idmdump personnel backup 
/transaction= aug_ chg%ifile 
I database = % itape 

The database PERSONNEL is written to 
IDM tape and the transaction log is writ­
ten to the new log ca lled AUG_CHG 
in the BACKUP database. 

Both the database dump and the in­
cremental dump can be sent to one of 
three places: back to the host where it 
is normally stored on disk or mag tape, 
to a file in another database in the 
IDM, or to the IDM tape drive . 

Users should normally do a full data­
base dump shortly after their initi al 
database load or creation . Additional 
full database dumps should be per­
formed at regular intervals. 

Between full database dumps, users 
shou ld do periodic dumps of the 
transaction log . The frequency of 
these dumps depends on how 
dynamic the databases are, and how 
valuable the data is . Should a 
database ever need to be restored, 
the OBA need only LOAD the most 
recent full dump and then LOAD and 
ROLLFORWARD all subsequent trans­
action log dumps. Dumps of transaction 
logs and databases can occur while 
users are actively retrieving and updating 
the database. After a database dump 
or transaction log dump, the IDM auto­
matically truncates the transaction log 
and begins logging anew 



Sine only logged objects are backed 
up by a transaction log dump, /OM 
u r need to know which objects are 
logged. Users can check the /OM system 
tal) /C called RELATION to see whether 
or not an object is logged. The "rels" 
stor d command will also report logging 
status. Tables can be designated as 
Jogged or not logged when they are 
crra ted, or logging may be turned on 
or o ff with the ALTER command. The 
!OM recovery scheme assumes that 
only logged objects are important. 

RECOVERY PROCEDURES 

A<isume that we are dealing with a 
mull! -disk, multi-database configura­
tion. Assume also that an entire disk is 
rend red unusable by a disk crash. 
F1r ~ t, the damaged pack must be 
rcplcJced. Then the new pack is 
for matted by the IDM. Any database 
th,lt partially resided on the crashed 
d1 c., k will be offline and must be re­
stored. The other databases will be 
onl1ne and available while the OBA 
follows the IDM recovery procedure. 

F11 c., t rie recreates the destroyed data­
L), 1c.,cc.,. Then he loads the most recent 
full cJcl tabase dump. In our example, 
a copy of the PERSONNEL database 
w, 1c., ) tored on tape. The following 
commands will load this copy into the 
n(w/y created PERSONNEL database. 

idmload personnel 
working% itape 

Tl icn he loads and rolls forward any sub­
scqucnt dumps of the transaction logs. 

idmrollf personnel backup awg_chg 

AUG_CHG was the copy of the 
transaction log in the BACKUP 
database. Our example loads the con­
tents of AUG_CHG into the AUG 
relation created in the new PERSON­
NEL database. The ROLLFORWARO 
command applies these changes to 
the restored PERSONNEL database. A 
date and time option can be included 
with the ROLLFORWARO command 
if only transactions committed by the 
specified date and time are to be 
reapplied. 

As soon as this is completed, the data­
base is ready to be used. Any updates 
to the database that were made after 
the last transaction log dump and 
before the crash will have been lost. 
The OBA should define procedures to 
provide for re-entry of data un­
avoidably lost between the last trans­
action log backup and a crash. 
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APPENDICES 

APPENDIX 1 

The IDM products represent a first in 
the evo lution of database manage­
ment systems. Our back-end re lational 
DBM S processors, installed in a net­
w ork or behind heterogeneous hosts, 
re lieve the other units of the 
burdensome DBM S tasks. Because the 
/OM products are implemented in spe­
cialized hardware, they provide an at­
tractive price/ performance ra tio when 
compared with software DBMS prod­
ucts running on general-purpose CPUs. 
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IDM SYSTEMS products that combine 
an /OM w ith host - resident interface 
softwa re are designed for DEC VAX 
computers running VM S or UNIX, AT& T 
Series 3B computers running UNIX, 
Apollo workstations running Aegis, IBM 
System 370 computers running VM/ SP, 
and PCs supporting MS/ PC- DOS. 

IDM CAPACITIES 

Insta llation service, hardware and soft­
w are warranty and maintenance ar 
all offered by Bri t ton Lee in support of 
its /OM products. 

SPECIFICATION BASE CONFIGURATION EXPAN DABLE TO 

IDM M emory 
Disk Storage 
Host Interface 

1 M byte 6 M byte 
supports up to 4 SMD drives 16 SMD or SMDE drives 
supports up to 8 Hosts 100+ Hosts 

Tape 
D atabase A ccelerator 

Number of databases 
Tables per database 
Co lumns per tab le 
Row s per tab le 
Indices per tab le 
Co lumns per index 
Index type 

not included 
not included 

50 + 
32,000 + 
250 
2 billion + 
25 1 
15 
B* tree 

Number o f Users 128 + + 
+ D epends on ava ilable disk storage 
+ + D epends on ava ilable memory 

support 2 transports 
1 Accelera tor 

50 + 
32,000 + 
250 
2 bi ll ion + 
251 
15 
B* tree 

400 + + 



APPENDIX2 

SUMMARY OF QUERY COMMANDS 

SOL/ IDL COMMAND 

Ro llback work 

Ins rt 

Connect 

Audit 

Set autocommit off/ 
commit work 

Create 

Store 

Delete 

Revoke 

Drop 

Start 

Alter 

Open 

Granl 

Ran9 

UpcJ,-i te 

Sele>Cl 

DESCRIPTION 

Causes transaction to be aborted 

Adds tuples to a relation 

Used to add information in the description cata logue 

Creates audit report from transaction log 

Marks beginning and end of multiple IDL commands to be 
considered one transaction 

Used to create databases, relations, IDM random access files, 
indices, and views 

Defines a stored command 

Used to remove tuples from a relation 

Denies access to information in a relation by user or group 

Used to eliminate databases, relations, files, views, stored 
commands, and indices 

Executes a stored command 

Increases or decreases space allocation for a relation or 
database 

Opens a database or IDM file for activity 

Permits access to a relation or attribute(s) by user or group 

Associates a variable name with a relation or view 

Replaces one or more attributes in zero or more tuples of 
a relation 

Retrieves data from a relation and sends it to the host or puts 
it 'into' a new relation 
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APPENDIX 3 
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SUMMARY OF DATA DICTIONARY RELATIONS 

TABLE NAME 

Relation 

Attribute 
Indices 

Protect 

Query 
Cross ref 

Batch 

Users 
Blockalloc 

Disk_Usage 
Databases 
Disks 
Lock 
Configure 

Db in stat 
Transact 
Host_Users 
Descriptions 
Monitor 

Devmonitor 
Account 

DESCRIPTION 

The Relation table is a catalog of all objects in the data­
base: tables, views, files and stored commands 
Lists the attributes of each relation and their data definitions 
Catalog of indices that exist in a database, the relation being 
indexed, and the attributes included in the index 
Contains protection information including type of access, for 
which attributes of what object (relation, view, stored 
command, or file) for which user or group 
Used by IDM to hold precompiled queries and views 
Catalog of dependencies among relations, views and stored 
commands 
Temporary transaction 's logging relation for transaction 
management 
Mapping of user and group names to IDM user id 
Catalog of disk blocks showing relations assigned and free 
space 
Shows relation and database allocation 
Catalog of databases on the system 
Lists of disks known to the system 
Used by IDM for 'read ' and 'write' lock protection 
Contains information about 1/0 interfaces, checkpoint intervals, 
and monitor intervals 
Contains information about users currently " signed on " . 
Permanent transaction log/audit trail 
Mapping of host identification number to IDM user id 
Stores comments about relations and attributes 
System monitor, shows CPU usage, memory use, and 1/0 
activity 
System monitor, shows 1/0 activity for each device 
Accounting data 
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