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Editor’s Note

This report provides practical infor-
mation for managers having direct or
indirect responsibility for the secu-
rity of information processing re-
sources and assets that reside on
LANSs. Topics addressed include
LAN security vulnerabilities, poten-
tial risks, and potential countermea-
sures. The report also describes an
approach to implementing a viable
network security program and gain-
ing upper management support for
that program.

Report Highlights

Local area networks (LANSs) present
unique security issues and concerns.
Security should be considered very
early in a LAN’s life-cycle. LAN se-
curity is often viewed as a knee-jerk
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reaction to a catastrophic event. Ret-
rofitting a LAN with security, once it
is operational, will almost certainly

be more expensive and less effective.

An organization incurs costs for
LAN security features not only for
added equipment, but in terms of
performance as well. Security adds
performance overhead for encryp-
tion, user authentication, etc. The
costs for LAN security are incurred
immediately, but the benefits may be

- intangible. How can an organization

quantify the cost savings for events
that might have occurred were a se-
curity mechanism not in place?

The Fundamental Paradox
between Networking and
Security

A fundamental paradox exists in net-
working today—the need to share
information and resources across
distributed systems while at the same
time controlling access to that infor-
mation. LANs and LAN internet-
works are implemented to provide
global access, resource sharing, infor-
mation sharing, application sharing,
and other shared services, but secu-
rity features attempt to restrict, con-
dense, isolate, and mediate users’
actions and the information and ser-
vices they access. The problem is
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complex, and in many cases underlines the preva-
lent belief that “‘networks should always be consid-
ered insecure.” This notion must be overcome
through sound security engineering and manage-
ment practices.

Primary goals for LAN implementations are
to foster cooperation among computing entities
and make access to information processing re-
sources easy and flexible. Networking usually in-
volves increased access and the removal of
barriers, restrictions, and limitations. Security, on
the other hand, normally involves limited coopera-
tion; confinement of users, processes, and data;
reductions in communications; limitation of access
to resources; and the establishment of barriers and
obstacles.

Why LANs Are Vulnerable

Virtually every activity in a modern society in-
volves computers and automation. Computer sys-
tems have evolved though multiple cycles of
change, and now are experiencing a networking
revolution. Most computer systems today are
found on desktops and other individual worker
areas. Many of these desktop computer systems are
linked by LANS.

A “perpetrator” (security violator) can do
significantly more damage faster on a LAN than on
a standalone computer system. For example, a ter-
minal connected to a host via an RS-232-C cable
can achieve a data transfer rate of up to 19.2K bps;
a file transfer over an Ethernet LAN could easily
occur at 300K bps.

Increased reliance on LANSs for interoffice
communications also increases the vulnerability of
the data on the LAN. There are a number of rea-
sons for this.

Larger Security Perimeter

LAN security managers must worry not only about
controlling access to a central computer system and
to desktop workstations; they must address com-
puter systems security in a much broader sense.
From the standpoint of security, a LAN can be
considered as one contiguous system that must be
protected in its entirety.
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Increased Span of Control

In addition to the larger physical perimeter of a
LAN network, the span of management and con-
trol also increases. Security managers must be con-
cerned with security enforcement and control
across multiple boundaries, and possibly across
boundaries that are out of their control. A common
security problem is the difficulty in implementing
a common security management approach across
multiple departments, organizations, and even
companies. What one manager considers secure in
one organization or department may not be so
treated in another. Nevertheless, since all share a
common communications highway, an organiza-
tion’s many entities must find an acceptable
method for ensuring that they share common secu-
rity goals.

Greater Physical Access

Many more physical points of penetration are
available on a LAN than on a centralized system.
Instead of requiring access to a specific computer
system for a successful penetration, a perpetrator
need only access the physical cable plant, which is
usually easily accessible. Once again, networking
creates an environment that is more difficult to
protect and secure.

Attack from a Position of Safety

One of the most common ways to access networks
is through dial-up services into a modem pool.
This method provides a very comfortable means of
penetration. The perpetrator can dial-in via a mo-
dem using the common services provided by the
telephone company, and the perpetrator risks no
personal physical harm.

Attack with Limited Exposure

When the perpetrator attempts to penetrate a com-
puter network, he/she leaves no physical evidence
of the attempt. Thus, the perpetrator has very lim-
ited risk of exposure.

Increased Connection Complexity and Vicarious
Access

The complexity associated with attacks against net-
works today creates several problems for security
managers. Perpetrators enjoy many options and
they present technical challenges for even the most
astute managers. For example, a perpetrator can
access a LAN without approaching it physically.
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Vicarious access occurs when a perpetrator
gains access to multiple systems through a process
acting on his/her behalf. By gaining access to a sin-
gle system on a network, the perpetrator is then able
to propagate his/her access rights to multiple sys-
tems on the network. In many LAN environments,
a user need only to log on to the network once; all
subsequent access is assumed to be authorized
throughout the entire LAN. It then becomes virtu-
ally impossible for a manager to track the events of
a perpetrator, and more importantly, map the at-
tacking process to a specific individual.

A perpetrator is able to hide in time as well as
space, making it difficult to locate the physical
point of attack. Since the perpetrator utilizes a pro-
cess to act on his/her behalf, it is possible to plant a
software routine and tie it to a system clock for
activation at any time the perpetrator desires.
When the routine activates, the perpetrator may be
miles away from the system being attacked.

Less Expensive and More Sophisticated Means of
Attack

The ease in which a LAN can be attacked, and the
commercial availability of the penetration “tools,”
exacerbates security problems. A LAN analyzer,
for instance, can capture passwords as well as any
other information traversing the network.

Changes in the Data Processing Climate

Networks have changed the very climate of infor-
mation processing. For example, Management In-
formation System (MIS) administrators, who once
had centralized and unyielding control over corpo-
rations’ information processing assets, are now
yielding control to users.

Significant changes also occurred in the atti-
tudes of computer professionals. Technical com-
puter professionals used to work in an organization
for 10 or 15 years, perhaps even until retirement.
Few, if any, of them ever considered attacking a
computer system for the purpose of information
compromise, unauthorized disclosure, or denial of
service. A primary reason for the lack of malicious
incidences was the size of the community and the
possibility of being “blackballed” from the indus-
try if caught.

Today, however, there appears to be less ded-
ication and loyalty in the computer industry. For
example, demand for computer professionals is so
great that one could perform a malicious act
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against a network, be caught and fired, and receive
a job offer from another company the next day.
Companies often will not prosecute due to the bad
publicity or loss of public trust that may result.
Much of this change in attitude has been caused by
the intense demand for information processing
skills, including experience with LANs.

Larger and Smarter User Population

The increase in network penetrations, malicious
use of networking resources, and the introduction
of malicious logic (such as Trojan Horses, viruses,
and worms) results from the larger and smarter
user population that exists today. Workstations
have replaced dumb terminals for most network
users. This permits users to develop and introduce
software into the network, and access network re-
sources, both local and remote, via communica-
tions software.

Difficult Implementation of Cohesive and
Consistent Security Policy

One of the most frustrating issues for a network
manager who is earnestly interested in designing a
secure LAN, and ultimately managing the security
of that LAN, is the difficulty implementing a LAN
security policy. Because of the diversity, rapidly
changing environments, and dynamic interface
requirements characteristic of LANS, it is nearly
impossible to implement a consistent and cohesive
security policy.

A manager must also be concerned with the
technical and political ramifications associated
with distributed security control and distributed
security management. If, for example, a single con-
tiguous logical LAN serves multiple divisions or
organizations within a company, those different
operating entities may not operate under the same
security provisions. One division may provide a
specific level of security and degree of assurance;
however, its efforts may be worthless if another
division on the same LAN does not implement and
support the same security features. Many security
problems are caused by heterogeneous security pol-
icies, rules, countermeasures, and even the dissimi-
lar implementation of identical countermeasures.

The options available for the use of malicious
logic to act on behalf of a user, are many. Mali-
cious logic can take many forms, but the three
most common forms are:

1. Trojan Horses
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2. Viruses
3. Worms

In most cases, malicious logic is imbedded within
legitimate applications and software programs.
This method of covert association allows the mali-
cious logic to be “invited in” by an unsuspecting
user.

A common method used to introduce mali-
cious logic into a LAN is through shared resources
on the network. In almost all instances, the users
are comfortable with the resources that they access
and the use of those resources. The perpetrator un-
derstands this, and as a result places the malicious
logic in an enticing or new application, game, or
other shared software. Common examples include:

» Shared Software Libraries/Applications/
Utilities/Games

« Bulletin Boards
e Public Domain Software
¢ Electronic Mail

» File Servers/Computer Systems with Public Di-
rectories

Information Requiring Protection
Typically, information security is associated with
the protection of military secrets and classified in-
formation. In the commercial environment, infor-
mation which could have harmed an organization
if accessed improperly includes personnel data,
strategic information, and various other types of
proprietary information. Disclosure of protected
information, whether military or commercial,
could cause a loss in competitive edge and thus
represents a real dollar loss.

Risk Analysis

Each LAN implementation is different; thus, secu-
rity risks differ. To satisfactorily judge the security
of a LAN, a qualified engineering staff should per-
form a risk analysis.

The ultimate goal of risk analysis is to deter-
mine, through practical examples, how an adver-
sary, criminal, perpetrator, or malicious insider
could cause any of the following events to occur:

* unauthorized disclosure of information;

JUNE 1990

Local Area Network Security Datapro Reports on

PC Communications

« unauthorized modification of information;
» denial of service; or

o disruption in the continuity of operations.

Using practical examples, it should be clear where
and what vulnerabilities exist within the LAN en-
vironment. The principle objective of risk analysis
is to determine the LAN’s vulnerabilities, and how
they can be exploited. Unfortunately, a flawless,
complete, and totally accurate risk analysis is theo-
retically impossible. For example, additional vul-
nerabilities may appear at a later date. Risk
analysis should, however, provide insight into the
LAN’s more serious vulnerabilities.

Current Environment

In addition to evaluating a new or proposed LAN,
the risk analysis should assess the existing security
environment into which a LAN will be placed.
This includes all relevant security disciplines that
directly or indirectly affect the operations and se-
curity of the LAN. Specific security disciplines
evaluated include physical security, personnel se-
curity, information security, and communications
security. Each security discipline should be evalu-
ated, taking into account how specific threats could
be used to exploit existing vulnerabilities.

Objectives

Risk analysis is based on the fundamental premise
that a risk-free LAN environment is impossible.
Risks, therefore, must be managed. Any risk can be
defined as the resultant value derived from the
mapping of perceived and known threats against
perceived and known system vulnerabilities. The
qualification of risks is one of the necessary activi-
ties in determining which threats should be con-
trolled. Risk analysis identifies those network risks,
derived from various activities, which could im-
pact the secrecy, integrity, and/or operational con-
tinuity of the network. The risk analysis process
provides the information necessary to support risk
management and the cost effective application of
security countermeasures. Risk analysis is essential
to the successful management of a LAN security
program.

Independent Validation and Verifications

It is best to have an independent agency assess the
threats, vulnerabilities, and derived risk associated
with the LAN. An autonomous organization will
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prevent personal biases and influences from cor-
rupting the accuracy of the findings. Independence
provides the catalyst for information discovery,
technical enlightenment, and the ability to shed
new light on the security environment of the LAN.

Technical Focus and Direction

Risk analysis must have a focused technical direc-
tion with specific objectives. Without bounded di-
rection and technical areas of focus, risks analysis
can become a repetitive, nonproductive process.
Therefore, a critical first step in the process is to
provide technical direction and define the system
to be evaluated. This sets the tone for future secu-
rity engineering activities. Identification of specific
areas of risk allows a manager to focus attention on
those areas.

Justification

It is important to assess threats to a LAN, deter-
mine the LAN’s vulnerabilities, and apply counter-
measures sufficient to reduce risk. However, blind
application of security countermeasures, without
first understanding the inherent risks in the net-
work, is likely to be unproductive, costly, and in-
sufficient. A frequently overlooked benefit of risk
analysis is its ability to provide additional techni-
cal justification for the acquisition and implemen-
tation of security countermeasures for specific
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Figure 1.
The Risk Analysis Process

The methodology used for
risk analysis is illustrated
here in sequential and logi-
cally ordered steps.

NETWORK
SECURITY
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threats. These countermeasures can be provided
through hardware, software, procedures, personnel,
or other means.

Performing Risk Analysis

Modeling a risk analysis process to derive useful
abstractions from the model ensures an organized
and technically consistent information presenta-
tion, through credible and useful numeric represen-
tations. To achieve this, the methodology used for
risk analysis (shown in Figure 1) is described below
in sequential and logically ordered steps.

System Decomposition

The first step in the risk analysis process defines
and logically separates the network into elements.
Network elements include hardware, software,
communications, and supporting systems and com-
ponents.

Identification of Threats

Next, define potential threats against each network
element identified in the preceding step. This can
be a long and laborious task, with no assurance
that the list will be complete. It is important, how-
ever, that the threat definition process have spe-
cific focus and direction. For example, threats
identified should be those that specifically target
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Figure 2.
Areas of LAN Vulnerability
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elements, systems, or information that might com-
promise the integrity of the network.

Many specific threats may exist; however,
their likelihood of occurrence may be negligible.
This can be determined from logical data and sys-
tematic analysis of the element being investigated.
Therefore, threat rejection logic is an important
way to limit the number of threats to be considered
during the risk analysis process. For the purpose of
performing trade-off analyses, the number of initial
threat models is usually large; however, many are
subsequently discarded because they have ceased
to be relevant for one of three possible reasons:

1. the threat objective is no longer a practical
goal;

2. plausible means to satisfy the threat objective
no longer exist;

3. the threat is no longer considered viable.
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The first two reasons relate to the network design
or operational concept. The third is related to the
official estimate of the threat. Only those threats
that are deemed relevant should be investigated
further.

Once the threats to a network are identified,
they can be illustrated in threat logic tree format.
The use of a threat logic tree enables a specific
threat to be traced from a general description (i.e.,
denial of service) to a specific cause (i.e., resource
exhaustion). Each threat is explained in detail (e.g.,
what does wire tapping mean and why is it a rele-
vant threat to the network?).

Determine Vulnerability to Threats

A given element’s vulnerability to a specific threat
is determined by combining the probability of
threat occurrence and the element’s susceptibility
to the threat. Table 1 provides the information
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Table 1. Vuinerability Determination

Probability of Threat Occurrence

Elements’ High Moderate Low
Weakness to

Threat

High 3 3 2
Moderate 3 2 2
Low 2 2 1
Key:

3—High probability of occurence.
2—Moderate probability of occurence.
1—Low probability of occurence.

necessary to make this determination. It is impor-
tant to note that the ability to select the appropri-
ate category or level (3—High, 2—Moderate, and
1—Low) is a function of historical/empirical data,
existing documentation, practical experience, and
a comprehensive analysis. For instance, if the ele-
ment’s weakness to a particular threat is high and
the probability of the threat occurring is moderate,
then Table 1 shows that the element’s vulnerability
rating is 3 (high probability of occurrence). Figure
2 presents specific areas where LANs are vulnera-
ble. Typically, these ratings assume worst-case in
an attempt to reveal security problems and con-
cerns.

Determine Degree of Risk

To determine any given risk level, the severity of
the threat and the element’s level of vulnerability
to that threat are combined. Table 2 provides the
information necessary to make this determination.

Countermeasure Application
The countermeasure application process reduces or
eliminates an identified risk. During this step, the
value or benefit of applying the countermeasure
must be quantified. In other words, countermea-
sures should be selected and applied against spe-
cific risks. This provides systematic traceability for
countermeasure application and justifies their cost.
Situations exist where the application of a
single countermeasure supports risk reduction or
elimination in several areas. For example, encryp-
tion of data communications provides risk reduc-
tion against both information compromise and
information modification. These multipurpose
countermeasures can therefore be shown in several
risk reduction scenarios.
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Security countermeasures fall into three gen-
eral categories: Access Control, Accountability,
and Continuity of Service.

Access Control: includes doors, locks, physical bar-
riers, passwords, user IDs, user accounts, encryp-
tion, personnel badges, biometric devices, and
keyboard locks. Access control mechanisms are the
most common form of security measures used in
LANSs today.

Accountability: these are typically audit trails or
audit records. These contermeasures monitor,
record, and sometimes detect security-relevant ac-
tions (e.g., incorrect passwords being entered a
number of times). Accountability provides the se-
curity manager with the evidence necessary to take
action once security violations are detected. Secu-
rity countermeasures that provide cost-effective
and useful functions in the security management of
LANSs are the most complex mechanisms in exist-
ence today.

Continuity of Service: includes those mechanisms
that prevent loss of power (i.e., back-up power sup-
plies or UPS) damage from flood, fire, or other nat-
ural disaster; and loss of service caused by user
error, malicious acts, or other acts. Common coun-
termeasures include alternate routing, full-mesh
architectures, redundant communications paths/
services, and fault-tolerant architectures. Robust
protocols also provide an additional layer of assur-
ance with regard to data communications integrity.

Table 2. Determining the Degree of
Risk

Level of Vulnerability

Severity of High Moderate Low
Threat

High 3 3 2
Moderate 3 2 2
Low 2 2 1
Key:

3—High level of vulnerability.
2—Moderate level of vulnerability.
1—Low level of vulnerability.
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Table 3. Determining the Level of
Residual Risk

Degree of Risk

Counter- High Moderate Low
measure

Effectiveness

High 2 1 1
Moderate 3 2 1
Low 3 2 1
Key:

3—High degree of risk.
2—Moderate degree of risk.
1—Low degree of risk.

IEEE Developments

The IEEE (Institute of Electrical and Electronics
Engineers) is now developing LAN security coun-
termeasures, to be applied to OSI Layer 2, through
the Standard for Interoperable LAN Security
(SILS), IEEE 802.10 effort. IEEE 802.10 defines
SILS for standard services, protocols, data formats,
and interfaces as a foundation to allow secure IEEE
802 LAN products to interoperate. IEEE 802.10
has specified four areas for standardization:

» SILS model (P802.10A);

e Secure Data Exchange (P802.10B);
e Key Management (P802.10C); and
¢ Security Management (P802.10D).

The IEEE 802.10 standards use encryption mecha-
nisms to support access control, data confiden-
tially, connectionless data integrity, and data origin
authentication. Additionally, IEEE 802.10 security
services will be transparent to the upper layer pro-
tocols traversing the LAN.

Determine Residual Risk

Residual risk is the remaining risk value after
countermeasure(s) have been applied. Residual
risk is determined by comparing the initial risk
level against the utility of the selected countermea-
sure. Table 3 provides the necessary information to
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make this determination.

Process Iteration

It may become necessary to iterate the two previ-
ous steps until residual risk is less than or equal to
“low.” A residual risk level no greater than “low,”
for all intents and purposes, is considered ade-
quate. There are instances where such a rating is
mandatory, owing to the sensitive and/or critical
nature of a particular application, or the damage
that could be caused by information compromise,
modification, or destruction. In these instances,
residual risk can be lowered through the applica-
tion of additional countermeasures.

It is important to note that a point of dimin-
ishing returns occurs in which the use of additional
countermeasures may not increase the security of a
system (by reducing residual risk), but can actually
degrade performance and operations and signifi-
cantly increase system acquisition and mainte-
nance costs. Risk reduction is a function of many
interwoven functions, facets, and parameters, all of
which must be examined. The ultimate decision to
apply additional countermeasures must be deter-
mined by the network manager in conjunction with
the organization and users.

The identification of vulnerabilities alerts
decision makers and creates additional security
awareness; nevertheless, the risk analysis process is
not an end unto itself, but rather a catalyst for in-
creased attention and vulnerability resolution. The
methodology provided above reduces risk through
the application of countermeasures and the itera-
tive determination of residual risk levels.

Summary

The process of securing a LAN is not trivial. The
time, effort, and money spent should reflect the
value of the information assets residing on the sys-
tems attached to the LAN. Consider LAN security
very early in the system development process.
After-the-fact retrofitting of security on a LAN will
never provide as good a solution as a designed-in
approach. B
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