
























































































































































































































































































































































































































































































































































































































































struct sockaddr_in sin;

lport = IPPORT_RESERVED - 1;
sin.sin_addr.s_addr = INADDR_ANY;

for (;;) {

sin.sin_port = htons((u_short)lport);

if (bind(s, (caddr_t)&sin, sizeof (sin)) >= 0)
break;

if (errno != EADDRINUSE && errno |= EADDRNOTAVAIL) {
perror(”bind");
break;

}

lport——;

if (Iport == IPPORT_RESERVED/2) {
fprintf(stderr, ”"socket: All ports in use\n”);
break;

}

The restriction on allocating ports lets processes executing in a secure environment
perform authentication based on the originating address and port number.

In certain cases, the algorithm used by the system to select port numbers is unsuitable
for an application. This is due to associations being created in a two-step process. For
example, the Internet file transfer protocol, FTP, specifies that data connections must
always originate from the same local port. However, duplicate associations are avoided
by connecting to different foreign ports.

In this situation, the system disallows binding the same local address and port number
to a socket if a previous data connection’s socket is present. To override the default
port selection algorithm, an option call must be performed prior to address binding:

setsockopt(s, SOL_SOCKET, SO_REUSEADDR, (char *)0, 0);
bind(s, (char *)&sin, sizeof (sin));

With the above call, local addresses already in use may be bound. This doesn’t violate
the uniqueness requirement, as the system still ensures at connect time that any other
sockets with the same local address and port do not have the same foreign address
and port. If an association already exists, the error EADDRINUSE is returned.

Local address binding may be somewhat haphazard when a host is on multiple net-
works. Logically, you may expect the system to bind the local address associated with
the network through which a peer is communicating.

For instance, if the local host is connected to networks 46 and 10 and the foreign host
is on network 32, and traffic from network 32 is arriving via network 10, the local ad-
dress to be bound is the host’s address on network 10, not network 46. This isn’t al-
ways the case. For reasons too complicated to discuss here, the local address bound
may appear to be chosen at random.

This property of local address binding is normally invisible to users unless the foreign
host doesn’t understand how to reach the address selected. (For example, if network
46 isn’t known to network 32, and the local address is bound to that located on net-
work 46, then even though a route between the two hosts exists through network 10, a
connection ultimately fails.)

15-21 BSD4.2 IPC



15.5.5 Broadcasting and Datagram Sockets

By using a datagram socket, broadcast packets can be sent on many networks sup-
ported by the system. However, the network itself must support the notion of broad-
casting; the system provides no broadcast simulation in software. Broadcast messages
can place a high load on a network since they force every host on the network to serv-
ice them. Consequently, the ability to send broadcast packets has been limited to the
super-user.

To send a broadcast message, an Internet datagram socket should be created:
s = socket(AF_INET, SOCK_DGRAM, 0);
and at least a port number should be bound to the socket:

sin.sin_family = AF_INET;
sin.sin_addr.s_addr = INADDR_ANY;
sin.sin_port = MYPORT,;

bind(s, (char *)&sin, sizeof (sin));

Then the message should be addressed as:

dst.sin_family = AF_INET;
dst.sin_addr.s_addr = INADDR_ANY;
dst.sin_port = DESTPORT,;

and, finally, a sendto call may be used:
sendto(s, buf, buflen, 0, &dst, sizeof (dst));

Received broadcast messages contain the sender’s address and port (datagram sockets
are anchored before a message is allowed to go out).

15.5.6 Signals

Two additional new signals, SIGURG and SIGIO, may be used in conjunction with the
interprocess communication facilities.

The SIGURG signal is associated with the existence of an urgent condition. It is cur-
rently supplied a process when out-of-band data is present at a socket. If multiple
sockets have out-of-band data awaiting delivery, a select call may be used to deter-
mine those sockets with such data. The SIGIO signal is used with interrupt driven I/O
(not presently implemented).

SIGCHLD is an old signal that helps in the construction of server processes. This sig-
nal is delivered to a process when any children processes have changed state. Nor-
mally servers use the signal to reap child processes after exiting.

The remote login server loop shown in a previous example may be augmented. The
following code shows how this may be done. Be aware, however, that if the parent
server process fails to reap its children, a large number of zombie processes may be
created.
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int reaper();

sigset(SIGCHLD, reaper);
listen(f, 10);
for (;;) {

int g, len = sizeof (from);

g = accept(f, &from, &len, 0);
if (9 <0) {
if (errno != EINTR)
perror(”rlogind: accept”);

continue;
}
}
#include <wait.h>
reaper()

union wait status;
while (wait3(&status, WNOHANG, 0) > 0)
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Primary page references are listed first. The letter f means “and the following page”; the

letters ff mean “and the following pages”. Symbols are listed at the beginning of the
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(parentheses) _ (underscore)
in ratfor 10-11 in C identifiers 9-1
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in yacc 7-3
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lex operator 6-5, 6-7 if-else statement 1-9
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in bc 12-2f print action 1-3f
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15-4f

15-7¢f
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accept 15-14, 15-20
bind 15-3, 15-14, 15-20
close 15-6
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listen 15-5
read 15-5
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shutdown 15-6
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Internet 15-2, 15-4, 15-13, 15-20
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6-8f
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REJECT 6-13
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lint
and DOMAIN cc
and lex, yacc
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functions 3-3f
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VARARGS

3-11
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15-10f, 15-13f, 15-19

M
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changequote 11-2, 11-8
define 11-2f, 11-8
divert 11-5, 11-8
divhum 11-6, 11-8
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dumpdef 11-8
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eval 11-5, 11-8
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include 11-5, 11-8
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substr 11-7, 11-8
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undivert  11-5, 11-9
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and yacc 4-1, 4-7f, 5-5
command arguments 4-6
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dependency line 4-5
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macros 4-3ff, 5-10
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N in awk 1-4
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NOTREACHED 3-11 remote login 15-10f, 15-13f, 15-19, 15-22
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preprocessor, C  9-37 unget command 8-7
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ratfor converting source to SCCS 8-2
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break statement 10-7, 10-10 sed
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do statement 10-6 commands 2-2ff
error handling  10-13 functions ~ 2-8ff
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repeat-until statement 10-10 sockets  15-2f, 15-6
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raw socket 15-2 stream socket 15-2, 15-18
record separator 1-3 structures, in C  9-17ff, 9-38
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unput(), in lex  6-10, 6-19
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Reader’s Response

Please take a few minutes to send us the information we need to revise and improve our manuals from
your point of view.

Document Title: DOMAIN/IX Support Tools Guide
Order No.: 009413 Revision: 00 Date of Publication: November, 1986

What type of user are you?
System programmer; language
Applications programmer; language

______ System maintenance person ______ Manager/Professional
____ System Administrator ___ Technical Professional
_____ Student Programmer ____Novice

______ Other

How often do you use the DOMAIN system?

What parts of the manual are especially useful for the job you are doing?

What additional information would you like the manual to include?

Please list any errors, omissions, or problem areas in the manual. (Identify errors by page, section, figure,
or table number wherever possible. Specify additional index entries.)

Your Name Date

Organization

Street Address

City State Zip

No postage necessary if mailed in the U.S.
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