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{ Now go into an infinite loop to wait for events. When there is keyboard 
input. go to the kbd_ec loop. When there is a mailbox message to get. 
go to the get ec loop. When a previously full channel has room to accept 
a mailbox message. go to the put_ec loop. } 

REPEAT 
which eC2_$wait( ec2_ptr. { list of eventcount pointers } 

{ list of eventcount values } 
{ number of pointers in list } 

eC2_val. 
3. 
status ); 

IF status.all <> status_$ok THEN 
RETURN; 

CASE which OF 

{ For keyboard input. create a loop to read the current eventcount 
and increase it by one -- this is the new satisfaction value 
for the ec2_$wait call in the outer loop. Then get keyboard input. 
When there is no more input. exit from the loop. } 

kbd ec: 

REPEAT 
eC2_val[kbd_ec] := ec2_$read( ec2_ptr[kbd_ec]- ) + 1; 

{ If the channel is full. return to EC2_$WAIT. When there is room 
in the channel. the put_ec section will change channel full 
to FALSE. } 

IF channel full = true THEN 
EXIT; 

stream_$get_conditional( stream $stdin. 
addr( data_buf ). 
sizeof( data_buf ). 
data_retptr. 
linelen. 
seek key. 
status ); 

IF (status.all <> $ok) 
AND (status.code <> stream_$end_of_file) 

THEN 
RETURN; 

IF (status.subsys = stream $subs) 
AND (status.code = stream_$end_of_file) 

THEN 
GOTO done; 
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{ stream id } 
{ buffer for data } 
{ size of buffer } 
{ where data is copied} 
{ length of data } 
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IF linelen > 0 THEN 

{ If mbx $put rec cond fails because the ch~nnel is full. set 
channel_full to-TRUE. } 

BEGIN 
mbx_$put_rec_cond ( mbx_handle. 

data_retptr. 
linelen. 
status ); 

IF (status.all <> status_$ok) 

{ handle } 
{ data to send } 
{ length of data } 

AND (status.all <> mbx_$no_room in channel) 
THEN 

RETURN; 
IF status.all = mbx_$no_room_in_channel THEN 

channel full .- true; 
END; 

UNTIL linelen = 0; 

{ For a mailbox message. create a loop to read the current eventcount and 
increase it by one -- this is the new satisfaction value. Then get the 
mailbox message. When there are no more messages. exit from the loop. } 

get ec: 

REPEAT 
empty := false; 
ec2 val [get ec] := ec2 $read( ec2 ptt[get ec]- ) + 1; 
mbx=$get_conditional( mbx handle.- -{ handle } 

addr( msg buf ). { buffer for data } 
msg_buf_Ien. { length of buffer } 
msg_retptr. { where data is copied} 
msg_retlen. { length of data } 
status ); 

IF (status.all <> status $ok) AND 
(status.all <> mbx $channel empty) AND 
(status.all <> mbx=$partial=record) THEN 
RETURN; 

IF (status.all = mbx_$channel_empty) THEN 
empty := true; 

IF NOT empty THEN 
writeln ( msg_retptr-; msg_retlen ); 

UNTIL empty; 

{ When the putrec eventcount is satisfied. try to put the message 
in the mailbox. If there still is no room. go back to EC2_$WAIT. 
If the MBX $PUT REC COND succeeded. set the keyboard eventcount 
so that you will check to see if there are any more keyboard messages. } 
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put ec: 

BEGIN 
ec2 val [put ec] ec2_$read( ec2_ptr[put_ec]- ) 
mbx=$put_rec_cond( mbx handle. { handle 

+ 1; 

data retptr. {data to send 
linelen. { length of data 

} 
} 
} 

status ); 
IF status.all <> status $ok THEN 

IF status.all = mbx_$no_room_in_channel THEN 
EXIT 

ELSE RETURN; 
channel full := false; 

{ Set the keyboard satisfaction value so that the ec2_$wait call will 
indicate a keyboard event when you return to the ec2_$wait loop. } 

ec2_val[kbd_ec] - ec2_$read( ec2_ptr[kbd_ec]- ); 
END; 

END; { case } 

UNTIL false; 

done: 

mbx_$close( mbx_handle. { mailbox to close channel in } 
. status ); 

IF (status.all <> status_$ok) THEN 
RETURN; 

END. 
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A.1S. IPC SERVER.P AS 

PROGRAM ipc_server; 

{ This program accept's datagrams from a client and displays 
the message portion of the datagram. The program also 
illustrates techniques for acknowledging datagrams and 
remaining synchronized with the client.} 

%INCLUDE '/sys/ins/base.ins.pas'; 
%INCLUDE '/sys/ins/pgm.ins.pas'; 
%INCLUDE '/sys/ins/error.ins.pas'; 
%INCLUDE '/sys/ins/ipc.ins.pas'; 

CONST 

socket file = 'server_handle_file'; { file for socketh~ndle } 
wait sec = 300; { number of seconds to wait} 

TYPE 
datagram_t = 

RECORD 
msg_number 
msg_text 
END; 

{ user-defined format for datagram} 
{ that fits into 128-byte header } 

integer; { 2 bytes for sequence no. } 
} ARRAY [ 1 .. 126 ] OF char; { 126 bytes for data 

VAR 
status 
local socket handle 
rcv socket handle - -expected_msg_number 
receive buf 
receive len 
text len 
ack buf 
data buf 
data len 
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status $t; { status code } 
ipC_$socket_handle_t;{ handle for your socket } 
ipc_$socket_handle_t;{ handle for received datagram} 
integer; { datagram you expect } 
datagram t; { buffer to receive datagram } 
integer;- { length of received datagram} 
integer; { length of message text } 
integer; { acknowledgment } 
integer; { buffer for data portion } 
integer; { length of data portion } 
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PROCEDURE program_cleanup; { Cleanup procedure } 

BEGIN 

ipc_$close( socket file, 
sizeof( socket file ), 
status ); -

IF status.all <> status $ok THEN 

{ file containing handle } 
{ length of filename } 

error_$print_name (status, 'Error closing socket.', 21); 

ipc_$delete( socket_file, 
sizeof( socket_file ), 
status ); 

{ file containing handle } 
{ length of filename } 

IF status.all <> status $ok THEN 
error_$print_name (status, 'Error deleting handle file.', 27); 

END; 

PROCEDURE program_exit; { Program exit procedure} 

BEGIN 

program_cleanup; 
pgm_$exit; 

END; 

BEGIN 

{ Create file to contain a socket handle.} 

ipc_$create ( socket_file, 
sizeof( socket_file ), 
status ); 

IF status.all <> status_$ok THEN 
BEGIN 

{ file for handle } 
{ length of filename } 

error_$print_name (status, 'Error creating handle file.', 27); 
pgm_$exit; 

END; 

{ Open a socket so you can receive datagrams. } 

ipc_$open( socket file, 
sizeof( socket_file ), 
4, 
local_socket_handle, 
status ); 

IF status.all <> status_$ok THEN 
BEGIN 

{ 
{ 
{ 
{ 

file for handle 
length of filename 
socket depth 
handle for your socket 

error_$print_name (status, 'Error opening socket.', 21); 
program_exit; 

END; 

writeln ( 'Socket opened successfully. '); 

} 
} 
} 
} 
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{ Initialize datagram sequence number. } 

{ Enter loop to wait for and acknowledge incoming datagrams. 
Acknowledge a datagram if it is valid and it contains a 
sequence number that you are expecting. } 

REPEAT { begin receive loop } 

{ Wait up to 5 minutes for a datagram. } 

REPEAT { begin wait loop } 

ipc_$wait( local_socket_handle, { your socket handle } 

wait sec * 4, { wait 5 minutes } 

status ); 

{ If a datagram arrived, exit :from the wait loop and get the datagram. } 

IF status.all = status_$ok THEN 
EXIT; 

{ It the call timed out, wait again. } 

IF status.all = ipc_$timeout THEN 
NEXT; 

{ If another error occurred, print error and repeat wait loop. } 
error_$print( status ); 

UNTIL false; { end wait loop} 

{ Get the datagram. } 

ipc_$rcv( local socket handle, { your socket handle 
sizeof( ipc_$hdr_info_t L { maximum size of header 
0, { maximum size of data 
rcv_socket_handle, { where the datagram came from 
receive_buf, { buffer for header 
receive_len, { length of header 
data_buf, { buffer for data 
data_len, { length of data 
status ); 

{ If there"s an error, print an error message and return to the top 
of the receive loop to wait for a new datagram. } 

IF status.all <> status_$ok THEN 
BEGIN 
error_$print_name (status, "Error getting the datagram.", 27); 
NEXT; 
END; 
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{ If you successfully got a datagram. make sure that it"s valid before 
you use its contents. First. check that the size is valid. If the 
size is not valid. print an error message and return to the top 
of the receive loop to wait for a new datagram. } 

IF receive len> sizeof( datagram_t ) OR ELSE 
receive len < sizeof( datagram_t.msg_number ) 

THEN 
BEGIN 
error_$print_name (status. "Bad datagram length.". 20); 
NEXT; 
END; 

{ Check the sequence number to make sure you remain synchronized 
with the sender. If the sequence number is bad. return to the 
top of the receive loop to wait for a new datagram. Discard any 
datagram whose sequence number is larger than you expect. Also. 
discard any datagram whose sequence number is two less than the 
number you expect because this is an old datagram that you have 
already processed. } 

IF receive_buf.msg_number > expected msg number OR ELSE 
receive_buf.msg_number < (expected_msg_number - 1) 

THEN 
BEGIN 
error_$print_name (status. "Received out of sequence.". 26); 
NEXT; 
END; 

{ If you got the datagram you expected. process it by 
d~splaying it on the screen. Then increment the sequence number. 
If you got a datagram whose sequence number is one less than 
what you expected. assume that the sender never got your 
acknowledgment. Don"t process the datagram. but send another 
acknowledgment. } 

IF receive_buf.msg_number = expected_msg_number THEN 
BEGIN 

text len := receive len - sizeof( datagram_t.msg_number ); 
writeln ( "Received message: ". receive_buf.msg_text text_len); 
expected_msg_number - expected_msg_number + 1; 

END; 

{ Send an acknowledgment for the datagram you just processed. 
or for a datagram whose acknowledgment was lost. 
Send the sequence number for the datagram you are acknowledging. } 
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ack buf := receive_buf.msg_number; 
ipc_$send( rcv_socket_handle. 

local_socket_handle. 
aCk_buf. 
sizeof( ack_buf ). 
data_buf. 
O. 
status ); 

IF status.all <> status_$ok THEN 

{ where to send ack } 
{ your handle } 
{ the number you're sending} 
{ length of the number } 
{ data portion } 
{ length of data portion } 

error_$print_name (status. 'Error sending acknowledgment.'. 29); 

{ When you receive a 'q' then quit running. } 

IF ( text len = 1 ) AND 
( receive_buf.msg_text[l] = 'q' ) THEN 
program_exit; 

UNTIL false; { end receive loop } 

END. 
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------------------------------------------------

A.16. IPC CLIENT.PAS 

This program uses a socket opened by IPC_SERVER.PAS (see Section A.I5). Execute this 
program from the same directory where you execute the server. 

PROGRAM ipc_client; 

{ This program prompts for input and sends it to an lPC server, using a 
datagram. The program waits for an acknowledgment before prompting 
for new input. Execute this program from the same directory where 
lPC_SERVER is running. } 

%lNCLUDE '/sys/ins/base.ins.pas'; 
%lNCLUDE '/sys/ins/error.ins.pas'; 
%lNCLUDE '/sys/ins/pgm.ins.pas'; 
%lNCLUDE '/sys/ins/ipc.ins.pas'; 

CONST 

socket file 
server socket file 
wait sec = 10; 

TYPE 
datagram_t = 

RECORD 

= 'client_handle_file'; { file for own socket handle 
= 'server_handle_file'; {file with server's handle 

{ number of seconds to wait 

} 
} 

} 

{ user-defined format for datagram } 
{ that fits into the 128-byte header} 

msg_number : integer; 
msg_text ARRAY [ 1 .. 126 ] OF char; 
END; 

{ 2 bytes for sequence no. 
{ 126 bytes for data 

} 
} 

VAR 
status 
local socket handle 
server socket handle 
rcv socket handle - -current_msg_number 
send buf 
send len 
text len 
receive buf 
receive len 
data buf 
data len 
count 
send count 
wait count 

LABEL 
message_received; 

status_$t; 
ipc_$socket_handle_t;{ handle for your socket } 
ipc_$socket_handle_t;{ handle for server's socket} 
ipc $socket handle t;{ handle for received datagram} 
integer; -{ datagram.you are sending } 
datagram_t; { buffer with datagram to send } 
integer; { length of datagram you are sending } 
integer; { length of message text } 
datagram_t; { buffer in which to receive datagram} 
integer; { length of received datagram } 
integer; { buffer for data portion of datagram} 
integer; { length of data portion of datagram } 
integer; 
integer; 
integer; 
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PROCEDURE program_cleanup; { Clean-up procedure } 

BEGIN 

ipc_$close( socket_file, 
sizeof( socket file ), 
status ); -

{ file containing handle } 
{ length of filename } 

IF status.all <> status_$ok THEN 
error_$print_name (status, 'Error closing socket.', 21); 

ipc_$delete( socket_file, 
sizeof( socket file ), 
status ); -

{ file containing handle } 
{ length of filename } 

IF status.all <> status_$ok THEN 
error_$print_name (status, 'Error deleting handle file.', 27); 

END; 

PROCEDURE program_exit; { Program exit procedure} 

BEGIN 

program_cleanup; 
pgm_$exit; 

END; 

BEGIN 

{ Create file to contain a socket handle. } 

ipc_$create ( socket_file, 
sizeof( socket_file ), 
status ); 

IF status.all <> status_$ok THEN 
BEGIN 

{ file for handle } 
{ length of filename } 

error_$print_name (status, 'Error creating handle file.', 27); 
pgm_$exit; 

END; 

{ Open a socket so you can receive datagrams. } 

ipc_$open( socket file, 
sizeof( socket_file ), 
4, 
local socket handle, 
status); -

IF status.all <> status_$ok THEN 
BEGIN 

{ 
{ 
{ 
{ 

file for handle 
length of filename 
socket depth 
handle for your socket 

error_$print_name (status, 'Error opening soc~et.', 21); 
program_exit; 

END; 
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{ Get the server's socket handle. } 

ipc_$resolve( server_socket_file, { file with server's handle} 
sizeof( server_socket_file ), { length of filename } 
server_socket_handle, { server's handle } 
status ); 

IF status.all <> status_$ok THEN 
BEGIN 

error_$print_name (status, 'Error resolving socket name.', 28); 
program_exit; 

END; 

{ Initialize datagram sequence number. } 

{ Enter loop to prompt for messages, send datagrams, and wait for 
acknowledgments. } 

REPEAT { begin get message loop } 

{ Prompt for message. } 

wri teln ( 'Enter a message ( q to qUit) .) ; 
readln ( send_buf.msg_text ); 

{ Determine the message length. } 

text len := sizeof ( send_buf.msg_text ); 

WHILE ( send_buf.msg_text[text_Ien] = 
( text_len > 0 ) DO 

text_len := text_len - 1; 

) AND 

{ Define the sequence number and length for the datagram. } 

send_buf.msg_number := current_msg_number; 
send len := text len + sizeof( datagram_t.msg_number ); 

{ Send the datagram and wait for an acknowledgment. If you don't 
receive the acknowledgment within 10 seconds, then resend the 
datagram. Try to send up to 5 times. } 
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FOR send count := 1 TO 5 DO { begin send loop } 
BEGIN 
ipc_$send( server_socket_handle, { where to send datagram 

local_socket_handle, { your handle 
send_buf, { header you're sending 
send_len, { length of the header 
data_buf, { data portion 
0, { length of the data 
status ); 

{ If there's an error, try sending again. } 

IF status.all <> status_$ok THEN 
BEGIN 

} 
} 
} 
} 
} 
} 

error_$print_name (status, 'Error sending datagram.', 23); 
NEXT; 

END; 

{ If the send completed successfully, wait for an acknowledgment. 
If you get a bad acknowledgment, ignore it and wait for another one. 
Repeat the wait loop up to 3 times. then resend the datagram. } 

FOR wait count 1 TO 3 DO { begin wait loOp} 

BEGIN 

ipc_$wait( local_socket_handle, 
wait sec * 4. 

{ your handle } 
{ wait 10 seconds } 

status ); 

IF status.all <> status_$ok THEN 
BEGIN 

{ If the wait timed out, exit from the wait loop and resend the 
datagram. If there was another type of error. display an 
error message and repeat the wait loop. } 

IF status.all = ipc_$timeout THEN 
EXIT; 

error_$print_name (status. 'Error waiting for datagram.', 27); 
NEXT; 
END; 

{ If the wait completed successfully, get the datagram and 
verify that it contains a valid acknowledgment. } 

ipc_$rcv( local socket handle, { 
sizeof ( ipc=$hdr_info_t ). { 
o { 

receive_len, 
data_buf. 
data_len. 
status ); 
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{ If there's a receive error. repeat the wait loop. } 

IF status.all <> status_$ok THEN 
BEGIN 
error_$print_name (status. 'Error receiving datagram.'. 25); 
NEXT; 
END; 

{ If you got a datagram. make sure it came from the server. 
Otherwise. display an error message and repeat the wait loop. } 

IF server socket handle <> rcv socket handle THEN - -
BEGIN 
error_$print_name (status. 

'Received message from unexpected socket.', 40); 
NEXT; 
END; 

{ If the datagram came from the right socket. make sure it's 
the right length. If it is. then check that the sequence number 
is correct.If either condition is false, then display an error 
message and repeat the wait loop. } 

IF receive_len <> sizeof( datagram_t.msg_number ) OR ELSE 
receive_buf.msg_number <> current_msg_number 

THEN 
BEGIN 

error_$print_name (status. 'Received bad acknowledgment.'. 28); 
NEXT; 

END; 

{ If you got a good acknowledgment. exit from the wait loop 
and the send loop. } 

GOTO message_received; 

END; { end of wait loOp} 

END; { end of send message loop } 

{ If you failed after 5 send attempts. display an error message and exit. } 

writeln ('Unable to communicate with foreign socket. '); 
program_exit; 
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message_received: 

{ If the message started with a 'q', exit from the program. Otherwise, 
increment the sequence number and repeat the get message loop. } 

IF ( text_len = 1 ) AND ( send_buf.msg_text[l] = 'q') THEN 
program_exit; 

UNTIL false; { end get message loop } 

END. 
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Access control list 
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